FACULDADE DE ENGENHARIA DA UNIVERSIDADE DO PORTO

User-provided Networks: Relaying vs.
Ad-hoc Routing

Luis Miguel Moreira de Carvalho

Master’s Dissertation carried-out in the framework of the
Mestrado Integrado em Engenharia Electrotécnica e de Computadores
Major Telecommunications

Advisor: Dr. Rute Sofia (INESC Porto)
Co-Advisor: Prof. José Ruela (FEUP/INESC Porto)

July 2009



(© Luis Carvalho, 2009



[APORTO

FEU FACULDADE DE ENGENHARIA
UNIVERSIDADE DO PORTO

A Dissertacao intitulada

“USER-PROVIDED NETWORKS: RELAYING VS. USER-PROVIDED NETWORKS: RELAYING VS.
AD,HOC ROUTING”

foi aprovada em provas realizadas em 17/Jutho/2009

Presidente Profes r Doutor José Alberto Peixoto Machado da Silva
Professor Associade do Departamento de Engenharia Electrotécnica e de Computadores da Faculdade de
Engenharia da Universidade do Porto

WWW

Professor DSUtor Artur Miguel do Amaral Arsénio
Professor Auxiliar do Departamento de Engenharia Informatica do Instituto Superior técnico da
Universidade Técnica de Lisboa

g—m( M’Mu B«#L QA./-—\. M
Professor Doutor José Antonio Ruela Simdes Fernandes

Professor Associado do departamento de Engenharia Electrotécnica e de Computadores da
Faculdade de Engenharia da universidade do Porto

)J{UWQ {u}f é:-\sll"f-ve) CQﬁfLU/U COM

Doutora Helena Rute Esteves Carvalho Sofia
Investigadora INESC Porto

O autor declara que a presente dissertagao (ou relatério de projecto) é da sua
exclusiva autoria e foi escrita sem qualquer apoio externo nao explicitamente
autorizado. Os resultados, ideias, paragrafos, ou outros extractos tomados de ou
lnsplrados em trabathos de outros autores, e demais referéncias bibliograficas
usadas, sdo correctamente citados.

J A G/L‘?w( w‘«.ﬂqu o(A. Csu‘w-q,fxcé’
Autor - Luis MIGUEL MOREIRA DE CARVALHO

Faculdade de Engenharia da Universidade do Porto






Resumo

Este documento foi submetido como dissertacdo de Mestrado, como requisito parcial para
conclusdo do Mestrado Integrado em Engenharia Electrotécnica e de Computadores (MIEEC). O
foco principal desta tese € a andlise de performance de uma forma simples de relaying wireless
(WiFi) em ambientes user-centric. Para alcancar resultados relevantes, a tese foi dividida em duas
partes principais: i) anélise de trabalhos relacionados; ii) implementacdo e validacao.

No que diz respeito ao ponto i), este trabalho descreve a evolugdo das arquitecturas wireless,
as principais abordagens de routing em wireless, bem como os principais aspectos de relaying.
Relativamente ao ponto ii), a tese descreve as ferramentas utilizadas, tanto em implementacao,
como em validacao.

A avaliagdo de performance € feita através de uma comparacao significativa, i.e., relativamente
a uma forma de routing multihop. Nesta tese sdo descritos os detalhes de implementagdo, con-
tribui¢des, bem como os principais desafios enfrentados. Além disso, sdo também mencionadas
as perspectivas de trabalho futuro.
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Abstract

This document was submitted as the MSc dissertation, to partially fulfil the requirements to
conclude the Mestrado Integrado em Engenharia Electrotécnica e de Computadores (MIEEC). The
thesis is focused upon the performance analysis of a simple form of wireless (WiFi) relaying in
user-centric environments. To achieve adequate results, the thesis work has been split into two
main parts: i) analysis of related work; ii) implementation and validation.

In regards to i) the thesis goes over the evolution of wireless architectures, main routing ap-
proaches in wireless, as well as main aspects of relaying. In regards to ii), the thesis describes a
set of tools that have been applied both in terms of implementation and validation.

Performance evaluation is provided against a significant benchmark, i.e., one form of multi-
hop routing. Details concerning implementation, contributions, as well as challenges faced are
provided in this thesis. Future work is also described.
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“In theory, there is no difference between theory and practice.
But, in practice, there is.”

Unknown



vi



Contents

1 Introduction

2 Related Work

2.1 Wireless Architectures Evolution . . . . . . .. ... ... ... oL,
2.1.1 Infrastructure Mode . . . ... ... ... .. ... ... ...

2.1.2 Single-Hop Ad-hoc . . . . . .. . ...

2.1.3 Mobile Ad-hoc Networks . . . . ... ... .. ... ... ... ...

2.1.4 User-provided Networks . . . . . ... ... .. ... ..........
2.1.4.1 Living-Application Scenarios . . . . . .. ... ... .....

2.2 MultihopRouting . . . . . . . . .. . ..
2.2.1  Categories . . . . ..o e e e e e e

2.2.2  Main Multihop Routing Protocols . . . . . . ... .. ... ... ....
2221 DSR ..

2222 OLSR . . .. e

2223 TORA . . . . e

2.3 Ad-hoc On-demand Distance Vector . . . . . . ... ... ... ... ......
2.3.1 Protocol Overview . . . . . . . . . . . .
23.1.1 DYMO . . ...

24 Relayingin Wireless . . . . . . . . . L L
24.1 Expanding NetworkRange . . . . .. ... ... ... . .... . ....

2.4.2 Expanding Coverage . . . . . . . . . . . . i
2.4.3 Improving Throughput . . . . . ... ... ... .. ... ... ...,

2.5 Summary ... .. e e e e e e e

3 Problem Space, Notions and Tools

3.1 Main Building Blocks . . . . . .. ... ...
3.1.1 Relayingin Wireless . . . . . . . .. . ... o

3.1.2  Choosing a Benchmark: Multihop Routing . . . . . . ... ... ....
3.1.2.1 Implementation Status . . . . . . ... ... ... .......

3.1.3 MAC Virtualization and Radio Resource Aggregation . . ... ... ..
3.1.3.1 MAC Virtualization Tools . . . . . ... ... ... ......

3.1.3.2 Radio Resource Aggregation Tools . . . . . .. ... .. ...

3.2 Additional Tools . . . . . . . . . ...
3.2.1 Traffic Generators . . . . . . . .. ...

322 Testbed . . . . . .

3.3 Chapter Summary . . . . . . . . .o e e e e e e e

vii

0 N NN BB W W e

e N T e T T e T e T e T S S S O =y
O 00 X N 9 3 P bW O



viii

4 Contributions
4.1 Relaying Contribution
4.2 DYMO Contribution
4.3 Radio Resource Aggregation Contribution
4.4  Additional Contributions
4.5 Chapter Summary

5 Performance Evaluation
5.1 Evaluation Objectives, Methodology, and Parameters
Main Topologies
5.1.2 Traffic Settings
5.1.3 Methodology
5.2 Results

5.1.1

5.2.1

6 Conclusions and Future Work
6.1 Contributions and Challenges Faced
6.2 Future Work

References

Experiment 1
5.2.2 Experiment 2
5.2.3 Experiment 3

CONTENTS



List of Figures

2.1
2.2
2.3
24
2.5
2.6
2.7
2.8
2.9
2.10

3.1
32
33
34
3.5
3.6

4.1
4.2

5.1
52
5.3
54
5.5
5.6
5.7
5.8
5.9
5.10
5.11
5.12

Wirelessmodels. . . . . . . . . L e 4
Example of a multihop network. . . . . . ... ... ... ... ... ...... 5
DSRexample. . . . . . . . . 12
OLSRexample. . . . . . . . . . . o e e 13
AODV example - HELLO broadcast. . . . . . . ... .. ... ... ....... 15
AODV example - RREQ broadcast. . . . ... ... ... ............ 15
AODV example - RREP propagation. . . . . ... ... .. ... ........ 16
AODV example - RERR propagation. . . . .. ... ... ............ 16
Relaying by repetition. . . . . . . . .. ..o 17
Cooperative communication. . . . . . . . . . . . . .ttt 18
Developedtestbed. . . . . . .. .. . . ... 22
Radio resource aggregation example. . . . . . . . ... 23
Relayinginlayer2. . . . . . . . . . . . .. 24
Example NIST-DYMO operation. . . . . . .. .. .. ... ... ........ 27
Node in the range of three overlapping networks. . . . . ... ... ... ... .. 28
AP aggregation scenario. . . . . . . . ... ..o 29
Relaying implementation. . . . . . . . . .. . ... Lo 35
Our contribution to the aggregationmodule. . . . . . .. ... ... ... .... 38
Topology I. . . . . . . . 43
Topology II. . . . . . . . . 43
Topology III. . . . . . . . . 44
Experiment 1 averagedelay. . . . ... ... ... ... .. ... . ..., . 46
Experiment 1 packetloss. . . . . . . . . .. ... oL 47
Experiment 1 jitter. . . . . . . . . . . ... 47
Experiment 2 average delay. . . . . . ... ... ... ... . 48
Experiment 2 packetloss. . . . . . . . . ... Lo 48
Experiment 2 jitter. . . . . . . . . . . ... e 49
Experiment 3 averagedelay. . . . . .. ... ... ... ... ... 49
Experiment 3 packetloss. . . . . . . . . . . ... ... 50
Experiment 3 jitter. . . . . . . . . . ... 50

ix



LIST OF FIGURES



List of Tables

2.1

3.1
3.2

6.1
6.2
6.3

Main characteristics of DSR, OLSR, TORA and AODV. . . ... ... ... .. 19
Feature comparison between FatVAP and Juggler. . . . . . .. .. .. ... ... 31
Testbed equipment. . . . . . . . . . ... 32
95% Confidence interval for experiment 1. . . . . . . . . .. ... ... ..... 61
95% Confidence interval for experiment 2. . . . . . . .. .. ... ... ... .. 62
95% Confidence interval for experiment3. . . . . . . . . ... ... ... .... 62

X1



Xii

LIST OF TABLES



Acronyms and Symbols

Acronym  Meaning

ARP Address Resolution Protocol
AODV Ad-hoc On-demand Distance Vector
AODV-PA  Ad-hoc On-demand Distance Vector Path Acumulation

AP Access Point

CTS Clear to Send

DAG Direct Acyclic Graph

DARPA Defense Advanced Research Projects Agency
DSDV Destination-Sequenced Distance Vector
DSL Digital Subscriber Line

DSR Dynamic Source Routing

DV Distance Vector

DYMO Dynamic Manet On-demand

FOSS Free Open Source Software

HAL Hardware Abstraction Layer

LAN Local Area Network

LS Link State

LWAP Light-Weight Access Point

MAC Medium Access Control

MADWiFi Multiband Atheros Driver for Wireless Fidelity
MANET Mobile Ad-Hoc Network
MGEN Multi-Generator

MPR Multipath Relay

NAT Network Address Translation
NIST National Institute of Standards
NTP Network Time Protocol

OLPC One Laptop per Child

OLSR Optimized Link State Routing
OSI Open Systems Interconnection
PAN Personal Area Network
RERR Route Error

RREP Route Response

RREQ Route Request

RTS Ready to Send

RTT Round-Trip Time

SSID Service Set Identifier

TC Topology Control

Xiii



X1V

TORA
UPN
VoIP
WiFi
WLAN

Temporarily-Ordered Routing Algorithm
User-provided Network

Voice Over IP

Wireless Fidelity

Wireless Local Area Network



Chapter 1

Introduction

Internet services and models have been going through a paradigm shift, product of three
main factors: i) widespread wireless technologies; ii) increasing variety of user-friendly and
multimedia-enabled terminals; iii) availability of open-source tools for content generation. To-
gether, these three factors are changing the way that Internet services are delivered and consumed,
first because the end-user has a particular role in controlling content as well as connectivity, based
upon cooperation. Specifically focusing upon Internet access, Internet connectivity models that
rely upon cooperation are already being commercially adopted in some networks.

In regards to Internet access (connectivity), Wireless Local Area Networks (WLANs) are now
widely deployed at private homes and public spaces, with a tendency to spread further. At the
same time, end-users expect to have access to broadband mobile services at low cost and in a way
that is at the same time easy and intuitive. This is not a trivial deployment, given that new radio
systems imply additional operational costs for access operators. Therefore, access operators are
normally reluctant to invest on such type of systems. Moreover, the currently deployed private
WLAN environments are normally not used at their full capacity. For instance, it is common
nowadays to complement DSL access with one wireless Access Point (AP) per household, serving
in average a few users and a small set of end-user wireless devices (in average, 2 or 3). On the
one hand, such configuration implies that radio resources are not being fully used. On the other
hand, due to the fact that it is common to have more than one wireless access point within the same
range, there is strong spectrum overlap, which undermines the wireless coverage and disrupts the
quality to be provided.

A potential way to overcome the mentioned problems is an emerging wireless architecture
which is coined user-provided in [1]. User-provided Network (UPN) represents an emerging wire-
less architecture which can be created spontaneously based on cooperation incentives within a
community of Internet users. The main distinction between UPNs and other wireless autonomic
models is that a user surpasses its role as a simple consumer of services, to play a more active

role in providing networking services, e.g., sharing his/her Internet access. This is a new concept
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that attempts to integrate the new role of a user both as a provider and consumer of services in
the network. It should be noticed that user-provided networking is not a new proposal of a wire-
less network; instead, it is a concept that attempts to categorise a phenomenon that is today in an
embryonic but already commercial state. For instance, companies such as Whisher [2] or FON
[3] already provide the possibility for an end-user to share his/her Internet access on-the-fly by
recurring to different methodologies. UPNs are further detailed in section 2.1.4.

Being based upon end-user wireless-enabled devices, UPNs are based upon privately owned
WLANSs. This implies that the mode applied may be ad-hoc or infrastructure. In addition, UPNs
integrate as part of the network, equipment that is not, as of today, capable of performing routing.
Instead and as described in [1], UPNs may rely on a user-centric relaying model, where connec-
tivity sharing is placed in the end-user device, thus allowing other trusted nodes to take advantage
of such connectivity. Therefore, UPNs may include routers but normally the devices simply relay
connectivity [1]. There are both advantages and disadvantages to this. With relaying, connec-
tivity has a short-range, but the global status and system is simple. Furthermore, the option on
whether to relay or to route is strongly associated to the topology and to the available cooperation
mechanisms, both of which in UPNs are expected to change dynamically and frequently.

This thesis represents a first step towards understanding the potential advantages and disad-
vantages of relaying when compared to multihop routing. The thesis work contemplates state-of-

the-art analysis, concept development, as well as performance evaluation on a realistic testbed.

This report corresponds to the outcome of the thesis work and is organised as follows. Chapter
2 gives an overview of the related work and state-of-the-art analysis, explaining all the related
technologies and concepts necessary to fully understand the problems raised by this thesis. It goes
over related work, focusing on the concept of ad-hoc networks (single-hop and multihop), features
and information dissemination, i.e., main routing protocols, and related work concerning UPNs
and wireless relaying techniques.

Chapter 3 goes over the specific problem this thesis relates to, detailing the problem’s motiva-
tion and goals. In addition, it gives a brief description of the tools necessary to the performance
tests, as well as mentioning what we had to start with.

On chapter 4 we detail the contributions and improvements made to the tools used throughout
the thesis work. This chapter describes the problems faced due to working on existing implemen-
tations of every tool necessary to the thesis main experiments, followed by a detailed description
of what was improved and the methodology applied.

Chapter 5 details the particular parameters of the experiments. We go over the purpose of every
experiment, as well as the most important parameters, along with a description of the methodology
followed. This chapter is concluded by the presentation and discussion of the results achieved.
Chapter 6 concludes this document, summarising work performed as well as steps to take in the

follow-up of this work.



Chapter 2

Related Work

The notion of wireless communications being supported by the end-user (end-user empow-
erment) is a recent trend that has been steadily evolving. This was possible due to the evolution
of wireless technologies. This section provides an overview of such evolution and emphasis is
provided into the available routing mechanisms.

After this introduction, section 2.1 gives an overview of wireless (WiFi)! architectures evo-
lution, starting with the infrastructure mode until the most recent user-centric paradigms. The
section will cover main features, drawbacks and advantages, as well as main application scenarios
for each of the architectures. Special attention is given to describing the concept of UPNS, living
examples, challenges that this trend currently faces, and how this thesis contributes to such topic.

Section 2.2 describes multihop routing, features, drawbacks, advantages, as well as application
scenarios, given that one of the main goals of this thesis is to analyse the advantages and best
scenarios for using simple relaying techniques instead of multihop routing, assuming that nodes
frequently move and that several nodes are willing to share Internet access.

Section 2.3 provides more detail into the form of multihop routing chosen to be applied as the
benchmark for the performance evaluations, i.e., AODV/DYMO. Finally, in section 2.4 there is
an analysis of relaying methods that can prove useful to the wireless networks in study, either on
layers 2 as 3 of the OSI model. The chapter concludes in section 2.5, which gives a summary of

the related work analysis.

2.1 Wireless Architectures Evolution

Two different models for wireless networks exist today: infrastructured and ad-hoc. These
two models take different approaches about who controls the network as well as how connections

between nodes are made.

I'The term wireless will be, in this document, used to refer to WiFi.
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2.1.1 Infrastructure Mode

In a managed network, control is centralised, which implies that there are specific nodes, called
APs, which manage connections on a point-to-point, wireless basis. It should be highlighted that
a unicast session in wireless still implies broadcast transmission, due to the permissive wireless

mode.

Wireless Connection
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Figure 2.1: Wireless models.

In the managed model (cf. Figure 2.1.a), the AP is responsible for controlling radio resources.
In this mode, a station wishing to transmit sends an Request to Send (RTS) packet to the AP, which
responds with a Clear to Send (CTS) if no collision is detected. The AP sends periodic beacons
so that every station keeps its clock synchronised. This means that, in a managed network, every
communication involves the AP, i.e. a station transmits its packets to the AP and the AP routes it
to the desired destination, making it possible for a station to communicate with another, even if it

18 not at its direct reach.

Advantages of this model are the possibility for the network (and consequently the access
operator) to better manage resources. The flip-side to this is that it requires some specific hard-
ware and some previous planning of the network, undermining the possibility for users to start

communication sessions spontaneously, where and whenever they want.

2.1.2 Single-Hop Ad-hoc

The next evolutionary step in wireless architectures towards an autonomic behaviour is the
unmanaged, or ad-hoc, model (cf. Figure 2.1.b). Ad-hoc networks are made by nodes directly
connected to each other without a centralised control AP, where the broadcast nature of wireless
communications is used as an advantage to discover new nodes within reach. To begin transmis-

sion, a station sends a RTS to the destination and waits for a CTS, just like in the managed mode.
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Other stations know the contention periods by hearing the RT'S/CTS packets. To keep clocks syn-
chronised, every station tries to send a beacon, but just one gets access to the medium at any given

time slot. They all try again in the next available period.

The nature of ad-hoc grants that there is no centralised management over the network, allowing
participants to create networks at will, based upon their wireless equipment capabilities, requiring
each node to act like both a client and a server, leaving the network control distributed equally

over each node.

In a basic ad-hoc configuration, communication is single-hop, which means that every node in
the network communicates directly with the others. This topology has the advantages of requiring
no routing whatsoever, as the broadcast nature of wireless technologies is used to get packages
to their destinations. However, to achieve this, every node must be within reach of every other
station in the network, which is not a scalable solution. As a consequence of this scalability prob-
lem, single-hop ad-hoc networks can only be implemented on small networks with a very limited
number of users, distributed over a small area, and low bandwidth. Nonetheless, its simplicity in
configuration makes it ideal for some basic setups such as home networks (e.g. to share files, print-
ers, play multi-player games), Personal Area Networks (PANs) with technologies like Bluetooth
[4], and many other uses whenever a small group of users need to establish connectivity among all

the elements of such group.

2.1.3 Mobile Ad-hoc Networks

In order to solve the scalability problem, ad-hoc networks evolved to become multihop thus

allowing nodes to communicate with peers that may not necessarily be directly connected.

As we can see in Figure 2.2, node A is not directly connected to node D, which means that if
node A wants to send data to node D, it will have to be forwarded by other nodes (for instance by

node B). The path through which the data travels is determined by the protocol and metrics used.

68
8 (-
' \“@W : %@”@

Wireless Connection

Figure 2.2: Example of a multihop network.
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The main applications of this ad-hoc model are Mobile Ad-hoc Networks (MANETSs). These
are multihop networks, where nodes are mobile terminals communicating via some wireless tech-
nology (usually IEEE 802.11). In a MANET, there are routing algorithms to take care of comput-
ing the best paths (according to specific metrics) from an end-to-end perspective, allowing nodes
that are not directly connected to communicate in an efficient way. In order for MANETS to scale,
a robust protocol is needed, as with the mobility of the nodes, in conjunction with the unpre-
dictability of the wireless links makes it more difficult to maintain a path from two distant nodes
in a MANET.

The versatility and ease of deployment of these networks makes them ideal for a large variety

of scenarios [4], such as:

e Military operations. It actually was the military that triggered the development of ad-hoc
networks, with the DARPA Packet Radio project, in 1972. In a battlefield, there may be no
opportunity to deploy the infrastructures necessary to a managed network, and shall these
infrastructures be destroyed, communications are compromised. In addition, the constant
mobility of units call for a less rigid solution, so a robust and reliable multihop network is a

perfect solution for the modern battlefield.

¢ Emergency situations. In case of a natural disaster that takes out communication infras-
tructures in an urban area, emergency ad-hoc networks can be easily and rapidly deployed,

allowing communication between rescuing agencies.

e Communication between vehicles. VANETsS (vehicular ad-hoc networks) are a new emerg-
ing application of multihop ad-hoc. Vehicles in traffic can communicate with each other,

passing information about crashes, traffic jams and emergencies.

o Internet distribution in underdeveloped countries. The One Laptop Per Child (OLPC)
program uses low-cost laptops distributed in underdeveloped countries. These laptops con-
nect with each other, forming mesh-networks, even when the laptops are turned off. Some
central points, like schools, have wired Internet connections and share these connections
with the OLPCs. This way Internet connection can be spread to a large area without the

need to set up infrastructures.

o Easy sharing of files or connectivity. Because these networks don’t required planning nor
additional hardware, they are ideal for a group of users that suddenly need to connect their

equipments to share files, play network games, etc.

2.1.4 User-provided Networks

This section presents an analysis of the UPN model, having [1] as main reference.
The main idea behind UPNss is the ability of a user to become more than just a simple consumer
of Internet services and instead also be a provider, as happens today in the field of energy with

microgeneration models. Users willing to provide some form of service to a community (e.g. to
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share their already subscribed connectivity) are coined micro-providers in UPNSs, as they will be
providing a networking service (e.g. connectivity, in a network that spreads around them). This
provisioning has to be made simple to the end-user, requiring little or zero configuration, and, at
the same time, the user must be completely aware of what the implications of such doing are: such
provisioning has to obey to the rules stipulated by the access towards customers.

The UPN architecture is therefore tightly related to trust management and to cooperation in-
centives. This architecture in intertwined with human aspects such as mobility patterns and also
such as trust management, given that nodes in a UPN are normally nodes that humans rely on for
personal use. Being based upon user equipment, UPNs are highly heterogeneous, with elements
ranging from powerful desktop computers, wireless access points, and laptops, to simple mobile
terminals like mobile phones and other multimedia equipment with wireless capabilities. This di-
versity also has implications on the network topology, being the underlying architecture expected
to mix both ad-hoc and infrastructure mode segments.

Another relevant feature of UPNs is its autonomic behaviour. The diversity of the network
allied with the lack of a centralised control over node mobility and behaviour makes it crucial
for the network to self-organise. This self-organisation is necessary to keep traffic loads balanced

between micro-providers. Challenges currently being faced by this architecture are:

e Security concerns. As with multihop networks, security concerns come mainly from the
fact that there is little to no control over who enters the network and who is forwarding
traffic. The presence of a malicious or misbehaved user can cause massive damages o the
network. However, in contrast to ad-hoc, cooperation incentives are the basis for a strong
network of trust. In [1] the authors claim that UPNs do not require tight security control
mechanisms and instead, should integrate innovative trust management schemes that mimic

human trust behaviour.

e Building networks of trust. The model of connectivity sharing and relaying in user-
provided is highly dependent upon trust between peers. These trust mechanisms should

follow human relationships and socialisation.

e Preventing access subscription violation by micro-providers. There is usually nothing
to prevent a user from sharing its Internet connection with other users. However, having
multiple users accessing through the same connection can bring other issues, like exceeding

traffic limitations imposed by a specific subscription agreement.

¢ Routing/forwarding schemes. The diversity of equipment within the network may include
elements incapable of routing traffic. Furthermore, simple relaying techniques may be best

suited in some topologies.

2.1.4.1 Living-Application Scenarios

There are already some commercial applications of an embryonic UPN architecture. That is
the case of the communities of FON [3], OpenSpark [5], Whisher [2], among others.
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FON is a virtual operator, i.e., an entity that simply coordinates Internet access by means of
a UPN where the incentive to share Internet access is simply broader roaming. FON users are
encouraged to share their Internet access with users of the worldwide FON community in order to
obtain global WiFi coverage, i.e. a user sharing its connection will have free access to the shared
network of other FON users. FON users share their connection by means of a wireless router,
which is configured with two different SSIDs. One is used for private purpose; while the other
is open to all FON members (registration in FON is free). Initially, the FON routers (Foneras)
were distributed freely to new user, but are now sold at low-cost. In addition to this basic “I-share-
you-share model”, FON also incorporates the regular models of pre-payed access (a liens) and of
hotspot model. The key aspect to highlight here is that FON is not a vendor nor an operator. FON
does not own any type of infrastructure. Instead, it simply keeps a database of its freely registered
members. The hardware provided by FON is simply resold. The infrastructure to provide Internet
access is in fact already owned by each of the FON users. Hence the notion of virtual operator.

OpenSpark was in fact the first entity to implement and commercialise the concepts shared by
these communities. FON inherited most of the aspects of OpenSpark. This is a decision of the
micro-provider, it might be willing to share connection with visitors for free, or profit a little with
that. Again like FON, OpenSpark uses access points to allow users to share connectivity, but users
are also offered the possibility of downloading firmware for a compatible router they already have,
instead of purchasing a new one.

The approaches in FON and OpenSpark are rather static, in the way that connection sharing
is done by a fixed wireless access point. This way, mobility is only ensured by keeping connected
users in range of the access point. Whisher takes a different approach in the way that users share
connectivity. It presents a solution that is dependent on software alone. This allows a user to install
Whisher software on any platform with a wireless card already available, immediately starting
providing connectivity anywhere, resulting in greater mobility possibilities and a more dynamic
network. These first applications of user-provided concepts are still very limited. None of them
uses ad-hoc network modes, ignoring the possibilities and versatility that unmanaged networks
can bring. None makes any attempt at cooperating with existing concurrent access points, i.e.,
if two access points exist in nearby locations, they are still two separate networks concurring for

spectrum, not delivering full potential to connected users.

2.2 Multihop Routing

The previous sections described briefly the evolution of wireless architectures. This section is
dedicated to the debate of multihop routing, given that it is one of the main building blocks in this
thesis.

To overcome the scalability drawbacks imposed by single-hop ad-hoc, whilst keeping the un-
managed nature of ad-hoc and the simplicity of configuration, research was undertaken to make

multihop ad-hoc feasible.
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Multihop ad-hoc means that information is forwarded (hopped) across multiple points of the
network, making it possible for nodes not in direct reach to communicate, expanding the limi-
tations of ad-hoc. This implies that elements of the network will have to forward each other’s
packets, following some kind of paths to destinations. Because information about routes is not
available when a node joins the network, these paths will have to be computed in a later stage, in
a distributed manner, allowing for traffic to be routed through the network.

As every node is randomly positioned in the network area, each node may not be within trans-
mission range of all others. In addition, nodes are mobile, so the interconnections between nodes
may change very rapidly through time. This is a very problematic situation in terms of routing
and packet delivery, as static routes are hard to implement. To solve this problem, every node in
the network is required the additional effort to forward the packets of its neighbouring nodes. The
specifics of routing algorithms used will be addressed later in this document.

This brings a set of unique conditions that raises problems that do not exist in the wired and
managed equivalents. Problems like robustness, scalability, vulnerability, capacity, are more ag-

gravated in ad-hoc networks. Main issues that arise are:

o The fact that nodes share the same medium without a centralised control over radio resources
means that there will be scalability problems. When node concentration is high, nodes will
have trouble sending their packets because of the shared medium and IEEE 802.11 RTS/CTS
contention windows. Besides that, RT'S/CTS does not solve the exposed terminal problem,

which will increase as the network grows larger [6].

e As each nodes’ traffic is forwarded wirelessly through other nodes, the number of trans-
missions generated per packet is higher (remember that every transmission is broadcasted).

This drops the total capacity available in the network [7].

e Results show that the maximum per-node capacity of a large network with N nodes in ran-
dom positions is of O(1/+/N) [8]. Which means that the capacity approaches zero as the

network grows.

e Nodes detect link failures and so, must re-compute the routes to destinations. For that pur-
pose nodes must exchange messages to compute new paths, which in turn causes bandwidth

overhead that decreases network capacity. [6]

e Because nodes have to forward each other’s traffic, these networks are more vulnerable to
security threats, besides the security issues resulting from wireless technologies. This is

aggravated by the fact that there is usually no control over who is connected to the network

[9].

Transmission of information from an end-to-end perspective and having as basis an ad-hoc net-
work requires, from the network elements, capability to choose on-the-fly paths to follow. Hence,

in ad-hoc multihop networks (from now on referred to as multihop), each single node participates
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in path computation so that paths can be dynamically established, ensuring reliability in packet de-
livery end-to-end, even among nodes that are not within the direct range of each other. It should be
noticed that ad-hoc has some features which make the implementation of normal routing protocols
used in wired networks unfeasible. For instance, wireless equipments are often battery operated
and have a very limited bandwidth (when compared to their wired equivalents), so routing proto-
cols should be made specifically for these networks, keeping energy consumption and generated
traffic overhead to a minimum and at the same time tolerate a high degree of node mobility.

The next section goes over the different existing categories of multihop routing, highlighting
aspects such as categories related to the way propagation of information is performed, or when to

compute routes.

2.2.1 Categories

Existing routing protocols for multihop networks follow different assumptions on the network
and very different strategies to compute paths. As such, routing protocols have different classifi-
cations, depending on what parameters we look at. The following classification is provided based
upon the survey done in [10]. Such classification is highly relevant when considering routing

schemes to be applied, and even new schemes to be devised. Main categories are:

o Propagation of Information: Link state vs. Distance Vector Routing. In what concerns
propagation of information, multihop routing can be characterised as link state (LS) or dis-

tance vector routing (DV).

These categories are the ones also present in conventional (wired) networks. In LS, a node
exchanges information based on a packet containing link state information about all of its
neighbours, each time there is a topology change. This way, every node knows the complete
topology of the network (the network is flooded each time) and can compute routes to any
destination it wants. The problem with this approach is greedy behaviour, which results in
flooding of the network. Even in regular ad-hoc scenarios topology changes are expected
to occur frequently and therefore, flooding is bound to happen frequently thus resulting in

high routing overhead.

As for DV, nodes only store information about the next hop and distance of any given des-
tination. The route is then constructed on-the-fly, with every node forwarding it to the next
hop in its table. The problem with this scheme is slow convergence and the occurrence of

routing loops, as wells as of count-to-infinity.

¢ When to Compute Routes: Pre-computed vs. On-demand Routes. Pre-computed strate-
gies usually demand periodic updates from nodes so that any node knows the network topol-
ogy in any given time. The upside is that every node keeps up to date tables with entries for
all routes in the network. The downside is that periodic updates take constant bandwidth,

whether a node needs to transmit or not.
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On-demand routing means that nodes will only request nodes from the network when they
need, keep only routing tables with paths they need. This decreases the overhead in the
network; however, when the node first needs the route, it isn’t there, so there is a high initial

delay.

e How to Disseminate Routing Updates: Periodical vs. Event-driven Updates. Informa-
tion about network topology and node connections is broadcasted in the network, period-
ically or only when specific events occur (such as nodes coming and going). When using
periodical updates, the period must be controlled carefully, finding a good compromise be-
tween keeping information up-to-date and bandwidth overhead. Even-driven schemes only
disseminate information when needed, but if the network is too dynamic this may spend too
much bandwidth.

o Type of Ad-hoc Topology: Flat vs. Hierarchical Structure. In a flat structure every node
is treated equally and takes the same part in path computation. This is easy to implement,

but does not scale very well. A large flat network may generate too much routing traffic.

In a hierarchical structure, nodes are aggregated into small groups of nodes (clusters), and
then these groups are aggregated into larger groups, and so on. Then, routing information is
usually disseminated differently inside a cluster and outside the cluster border. This solves

the problem of flat hierarchies, but is harder to implement and maintain.

e How and Where to Compute Routes: Decentralised vs. Distributed. In a decentralised
scheme, every node must maintain sufficient topology information so that it can compute

paths to any destination, using only information that it has.

Distributed route computation means that nodes store only information about local links.

When a route is needed, several nodes cooperate in order to form the path.

e Metrics: Source Routing vs. Hop-by-Hop. In source routing, nodes send the complete
path (i.e. every node the packet must pass from source to destination) on the packet header.
The down side is that sending all this information in the header will increase routing band-

width usage. The advantage is that path computation is completely done by the source node.

Hop-by-hop routing uses the opposite strategy. Nodes only store information about the next
hop of the path (who to send the packet to). This brings traffic overhead down, but has the
disadvantages that every node must keep routing information and may lead to loops.

o Resilience: Single path vs. Multiple Paths. Designing a protocol that obtains a single path
to a destination is simpler but a protocol that finds multiple paths to a destination is more
robust. Having multiple paths to a destination, a node can choose the best route to follow

and alternative paths in case of failure.
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2.2.2 Main Multihop Routing Protocols

The previous section gave general classification aspects of multihop routing protocols. This
section provides a classification and brief overview of the main protocols used in multihop net-
works, namely, DSR [11, 12], OLSR [13], TORA [14, 12], AODV [15, 12] and DYMO [16].
These protocols are capable of enjoying loop freedom in ad-hoc, which is a crucial aspect to take

into consideration given to the highly dynamic topologies in ad-hoc.

2.22.1 DSR

The Dynamic Source Routing protocol (DSR) falls into the on-demand, flat structure, source
routing and multiple path protocol categories. An operational example for DSR computation is
provided in Figure 2.3, where node A (source) wants to communicate with node F (destination).
In order to compute the path to F, A starts by flooding the network with a message of type Route
Request (RREQ). These packets are flooded to the destination node (F), or to a node that has
a valid route to the destination. Upon reaching the destination, a Route Reply (RREP) packet
is transmitted from destination to source, through the shortest (hop-count) path. This packet is
source routed, which means that every node in the route will also learn routes to the source and
destination.

Each DS packet contains the route it plans to use to reach a destination. In addition, each re-
quest has a unique identifier (sequence number) to prevent nodes from repeating the same request.
If a node is unable to reach the next node, an error message must be sent back to the sender so
the route can be destroyed and recomputed. A more detailed explanation of DSR can be found in
[11].
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Figure 2.3: DSR example.

An advantage of DSR is that, by reacting on-demand, it does not require periodic route up-
dates. A second advantage is that it relies on path accumulation to perform topology discovery
and hence avoids the need to set a routing table.

There is an overhead associated with the process of discovery, but this overhead can be min-
imised by using adequate caching. However, there are a few disadvantages associated with DSR.

First, it implies bi-directional links, i.e., the reply must be sent in-path, on the route previously
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traversed by the RREQ message. Second, when a node is not capable of forwarding a message
and if there is no alternative path on its cache, then the packet is dropped. It should be noticed
that there is an optimisation to deal with this situation which takes advantage of having the node’s

identity in the source route and also of the fact that nodes overhear packets sent to neighbours.

2.2.2.2 OLSR

The Optimized Link State Routing protocol (OLSR) [17] is a LS proactive protocol. Being
derived from its LS counterparts, OLSR (such as OSPF [18] or IS-IS [19]) uses a greedy approach
to perform topology discovery, i.e., LS normally requires flooding of the topology information
across all nodes in a network, to keep the topology perspective of each router synchronised. Al-
beit being LS based, OLSR prevents such flooding to happen fully using a two-step approach.
First it relies on the regular HELLO exchange to notify adjacent neighbours. Second, it relies
on multipoint distribution relay (MPR) nodes to perform topology information distribution. MPR
nodes then source and forward TC messages which contain the MPR selectors. This functioning
of MPRs makes OLSR unique from other link state routing protocols in a few different ways:
The forwarding path for TC messages is not shared among all nodes but varies depending on the
source, only a subset of nodes source link state information, not all links of a node are advertised
but only those which represent MPR selections. This way, MPRs assist OLSR to reduce signalling
overhead (which is common in LS approaches), by reducing the need for redundant transmissions.

A scheme to its basic functioning is provided in Figure 2.4. Every node sends periodic HELLO
packets to its one-hop neighbours, with a list of its neighbours. Nodes receiving a HELLO packet
must reply with their own HELLO messages. This will allow every node to select a list of nodes
to be its Multi Point Relay (MPR), so that every two-hop neighbour is connected through a MPR.
MPRs are used to rebroadcast periodical Topology Control (TC) messages that will allow every
node to get sufficient topology information to construct routes to any given destination. Detailed

information concerning OLSR can be found in [13].
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Figure 2.4: OLSR example.

OLSR main advantage is that, by being LS, it prevents routing loops. Main disadvantages of
OLSR relate to its lack of security, given that any node can inject malicious information; reason-

able overhead related to keeping routes to all nodes (in most cases, this is not necessary) as well
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as not supporting multicast.

2.2.2.3 TORA

The Temporally Ordered Routing Algorithm (TORA) can be classified as a reactive protocol.
Two main aspects that make it different from the previous approaches is that TORA is based on
link-reversal algorithms, while the other approaches derive from single-source shortest-path rout-
ing. Furthermore TORA was devised to work on flat addressing environments while the remainder
approaches suit hierarchical addressing environments. TORA focuses on finding a working route,
not necessarily optimal (shortest-path for instance). When building a route, TORA forms a Di-
rected Acyclic Graph (DAG) rooted at the destination, using the notion of heights in every node.
Information can only flow from a ‘higher’ node to ones with smaller metrics. TORA’s height met-
ric is composed by: logical time of a link failure; the unique ID of the node that defined the new
reference level; a reflection indicator bit; a propagation ordering parameter; the unique ID of the
node. Upon a link failure, nodes flood reference levels to form a new DAG.

TORA has the main disadvantage of requiring synchronisation of all nodes. A more detailed

description of the protocol is in [14].

2.3 Ad-hoc On-demand Distance Vector

AODV is a DV reactive multihop routing protocol. It is intended for scenarios where mobile
wireless nodes are connected in an ad-hoc fashion, being the topology characterised by a mix of
both static and mobile nodes, frequent changes in link connectivity, frequent movement of nodes,
low processing, low network utilisation as well as low memory overhead. In addition, AODV
mitigates loop occurrences by relying on destination sequence numbers.

Having the capability to compute paths along multiple hops, at the same time keeping a low
control overhead in the network allows AODV to be scalable well. The mechanisms of route
recovery, in case of link failure due to node mobility, give it the capability of sustaining highly
dynamic networks. Control messages are kept simple, requiring low processing, keeping CPU

requirements low and increasing the life of battery-operated equipments.

2.3.1 Protocol Overview

At first a node must find its neighbouring nodes. This can be done recurring to the periodic
broadcast of HELLO messages (cf. Figure 2.5). If a node receives a HELLO message it adds the
sender of the message as its neighbour. If it fails to receive a pre-determined number of HELLO
messages, it deletes this entry from the list.

HELLO messages can generate a great deal of traffic overhead, so, if another method to mon-
itor link connectivity exists (like link layer feedback), these messages are not used.

When a node joins the network, its routing table is empty, so, in order to be able to establish

connections, it must find paths to the desired destinations. A node initiates a route discovery
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Figure 2.5: AODV example - HELLO broadcast.

process only when it needs a route to that specific destination and routes are only maintained while
they are needed (each route has an expiration timer to ensure they are kept fresh). This means that
when a process first needs a route, it will not be present in the nodes’ routing table, so a greater
initial delay exists. It is worthy to note that a routing table entry consists of: destination; next hop;
destination sequence number; number of hops; active neighbours for the route; expiration time. It
is not stored the full path to the destination.

To mitigate routing loops, AODV uses a sequence number mechanism similar to DSDV. Each
node keeps an independent sequence number for each route it knows. A node requesting a route
compares the sequence number of the destination sequence number in the route request with its
own sequence number, updating it to the highest of these values.

The route discovery process is started by a source node broadcasting a RREQ packet to its
neighbours. Any node that receives this RREQ either replies to the RREQ if it has a valid route to
the destination (or is itself the destination) or rebroadcasts the RREQ. Along with the rebroadcasts,
every node receiving the RREQ starts constructing a reverse path to the source node of the RREQ,
granting that when the destination replies, they will have a route to the source node.

As illustrated in Figure 2.6 let us consid