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Abstract

Fraud detection in decentralized finance (DeFi) remains a critical challenge due to the highly
imbalanced, heterogeneous, and relational nature of Ethereum transaction data. This work pro-
poses a graph-based fraud detection framework that models Ethereum transactions as directed
bipartite heterogeneous graphs, where wallet and transaction nodes are connected by directed
edges representing the flow of funds. To preserve temporal integrity, the BCCC-DeFiFraudTrans-
2025° dataset is partitioned chronologically, with transactions spanning 2017-2020 used for
model development, and the period 2021-2022 held exclusively for final evaluation. Four mod-
els are evaluated and compared, XGBoost was used as a baseline and compared to XG-
Boost with SMOTE and two graph-based approaches, graphSAGE, and Embed-SMOTE (a
GraphSMOTE variant in which synthetic nodes are generated directly in the embedding space
to address class imbalance). Model selection follows an expanding-window cross-validation
design. Validation AUC-PR is used as the primary selection and early-stopping metric, with
classification thresholds tuned post-training by maximising F1-score over the precision-recall
curve on the validation set. Experimental results demonstrate that the graph-based approaches
capture relational patterns in transaction behaviour that are not accessible to tabular baselines,
offering improved detection of fraudulent activity. However, Embed-SMOTE did not outperform
the standard GraphSAGE model, suggesting that synthetic node generation in the embedding
space may not provide sufficient additional discriminative signal for this task.

Keywords: Ethereum, class imbalance, graph neural networks, bipartite graphs, anomaly
detection






Resumo

A detecao de fraude em finangas descentralizadas (DeFi) continua a ser um desafio devido a
natureza desequilibrada, heterogénea e relacional dos dados de transagbes Ethereum. Este
trabalho propde uma framework de detecdo de fraude baseada em grafos que modela as
transacbes Ethereum como grafos heterogéneos bipartidos dirigidos, onde nés de carteiras
e de transagdes estao ligados por arestas dirigidas que representam o fluxo de fundos. Para
preservar a integridade temporal, o conjunto de dados BCCC-DeFiFraudTrans-2025° é dividido
cronologicamente, com as transagdes do periodo 2017-2020 utilizadas para o desenvolvimento
dos modelos e o periodo 2021-2022 reservado exclusivamente para a avaliagao final. Quatro
modelos sao avaliados e comparados, XGBoost como modelo de referéncia tabular, XGBoost
com sobreamostragem SMOTE e dois modelos baseados em grafos, o GraphSAGE, e Embed-
SMOTE (uma variante do GraphSMOTE em que nés sintéticos sao gerados diretamente no
espago de embeddings para lidar com o desequilibrio entre classes). A AUC-PR da validacao
€ utilizada como métrica primaria de selegdo, com os limiares de classificagao ajustados apés o
treino através da maximizagao do F1 sobre a curva de precision-recall no conjunto de validagéo.
Os resultados experimentais demonstram que as abordagens baseadas em grafos capturam
padrdes relacionais no comportamento das transagdes que nao sao acessiveis a modelos
tabulares, possibilitando uma detecdo melhorada de atividade fraudulenta. No entanto, o
Embed-SMOTE n&o superou o modelo GraphSAGE, sugerindo que a geragao de nés sintéticos
no espago de embeddings podera nao fornecer sinal discriminativo adicional suficiente para
esta tarefa.

Palavras-chave: Ethereum, desequilibrio de classes, redes neuronais para grafos, grafos
bipartidos, dete¢cdo de anomalias
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Chapter 1

Introduction

This chapter introduces the dissertation by presenting the motivation and context that led to
the study, with particular attention to the growing relevance of cryptocurrency fraud, its eco-
nomic impact and the need for more effective analytical approaches. This chapter also defines
the research problem addressed in this work and concludes by outlining the structure of the
dissertation to serve as a guide for the subsequent chapters.

1.1 Motivation and Context

The emergence of decentralized digital currencies such as Bitcoin and Ether (ETH) has changed
the architecture of the traditional financial system, which historically relied on trusted third-party
intermediaries such as central banks and payment processors to validate and settle Transaction
(Tx)s [1]. By replacing these intermediaries with cryptographic protocols and distributed con-
sensus mechanisms, blockchain technology introduced an alternative model for traditional pay-
ments, one in which value can be transferred across borders in a short period of time and without
requiring the involvement of a central authority [2].

Global cryptocurrency adoption continued to expand in 2025, reaching more than 740 mil-
lion individuals in 151 countries, with the United States of America and Europe dominating
the on-chain Tx volumes and receiving respectively $2.2 trillion and $2.6 trillion over the last
year [3, 4]. Beyond simple currency transfer, blockchain networks, such as Ethereum, have
enabled a broader ecosystem of decentralized applications including Decentralised Finance
(DeFi), gaming, and digital infrastructure. These use cases position cryptocurrency not only
as an alternative payment method or store of value, but as a foundation for new classes of
programmable financial instruments [5].

Unfortunately, the same properties that make blockchain technology an attractive alternative
also create conditions that are advantageous to malicious users. As adoption has scaled, so
has the sophistication and volume of fraud, raising urgent questions about how detection and
prevention can keep pace. Addressing these questions is not only technically relevant but has
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also direct social importance, both to protect the assets of retail users and to strengthen trust
in this payment alternative [6].

1.2 Problem Definition and Research Goal

Detecting fraudulent activity on the Ethereum blockchain remains a challenging problem. The
pseudonymity of participant identities, the diversity of fraud typologies, and the severe class
imbalance inherent to fraud datasets complicate the development of effective and generaliz-
able fraud detection systems. Existing approaches have demonstrated promising results in
controlled settings, but leave room for improvement in terms of performance with imbalanced
data, the impact of graph representation choices, and comparative evaluation of oversampling
strategies in graph-based learning [7, 8].

This project aims to address these limitations by modelling Ethereum Tx data as a graph
and applying methods based on Graph Neural Network (GNN) to identify fraudulent Txs within
an imbalanced dataset. Specifically, the work investigates the Graph SAmple and aggreG-
atE (GraphSAGE) architecture [8] and an extension incorporating Embedding-Space SMOTE
(Embed-SMOTE) [9, 10] to mitigate class imbalance, benchmarking both against a tabular
baseline to quantify the structural advantage granted by graph-based modelling. The project
further examines the impact of different modeling choices and evaluates strategies to handle
class imbalance at both the data and the architecture level. The findings are intended to contrib-
ute to the growing body of literature on GNN-based fraud detection in cryptocurrency networks
and to provide empirical evidence for the practical applicability of graph-based approaches to
real-world blockchain security challenges.

To guide this work and achieve the proposed objectives, one main research question and
two more specific sub-questions were formulated. These questions are investigated using the
Ethereum BCCC-DeFiFraudTrans-2025° dataset as a case study, and therefore the scope of
the study is limited to this dataset rather than to Ethereum fraud classification in general.

RQ 1: Does incorporating the relational context of Txs through GNNs improve fraud detection
compared with classical tabular Machine Learning (ML) models?

RQ 1.1: To what extent do GNNs outperform tabular baselines in detecting fraud under severe
class imbalance?

RQ 1.2: Which imbalance-handling strategy return the best performance for detecting fraud in
these Txs?
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1.3 Dissertation Outline
The remainder of this document is organized as follows:

Chapter 2 Reviews the literature on blockchain fraud, classical and graph-based fraud detec-
tion methods, class imbalance and identifies the main research gaps in the current state-
of-the-art.

Chapter 3 Describes the BCCC-DeFiFraudTrans-2025° dataset, the preprocessing pipeline
and the exploratory data analysis.

Chapter 4 Details the experimental methodology, including the temporal cross-validation design,
the construction of the bipartite Ethereum Tx graphs, the eXtreme Gradient Boosting
(XGBoost) baseline, the GraphSAGE model, the Embed-SMOTE extension, and the eval-
uation setup.

Chapter 5 Presentation and analysis of the experimental results, comparing model perform-
ance across tabular and graph-based approaches, as well as across different imbalance-
handling strategies.

Chapter 6 Summarises the principal findings, answers the research questions, discusses the
limitations of the work, and identifies directions for future research.

Appendix A Provides a complete description of the features of the dataset used in this study.






Chapter 2

Background and Literature Review

This chapter outlines the strategy used to review the existing literature on the subject and identi-
fies the main limitations and challenges in the field. It begins by introducing the context of crypto-
currency crime and the fundamentals of blockchain technology, before reviewing classical and
graph-based fraud detection methods, Graph Neural Network (GNN)s, class imbalance, and the
main gaps that motivate this dissertation. The literature review was conducted as a structured,
systematic review using Google Scholar, Connected Papers’, and Litmaps? to identify and
expand relevant publications. These tools were used to identify foundational studies, explore
citation networks, and identify related work in blockchain fraud detection, graph-based learning,
and class imbalance handling. The search and screening were guided by relevance to the
research questions, methodological similarity, and proximity to Ethereum and blockchain fraud
detection, with priority given to peer-reviewed sources and widely cited contributions.

2.1 The Scale and Growth of Cryptocurrency Crime

The decentralized and pseudonymous nature of public addresses, the irreversibility of confirmed
Transaction (Tx)s, the absence of jurisdictional boundaries, and the general lack of regulat-
ory oversight collectively create conditions that are structurally advantageous to fraudsters [3].
Once funds are transferred on-chain, there is no central authority capable of reversing Txs or
freezing the receiving address, tracking funds across borders requires coordination between
jurisdictions that may have incompatible legal frameworks or limited technical capacity.

The scale of cryptocurrency-related crime has grown drastically in recent years. According to
the FBI Internet Crime Complaint Center (IC3), losses attributed to cryptocurrency fraud reached
$9.3 billion in 2024, representing a 66% increase over the previous year, with investment fraud
accounting for the majority of reported losses [6]. As shown in Figure 2.1, the amount of loses
increased in 2025 to a record $11,366 billion across 181,565 complaints, representing a 22%
increase over the previous year [6]. These reported volumes can be considered conservative,

" https://connectedpapers.com/ 2 https://litmaps.com/
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IC3 Complaints with Cryptocurrency Nexus
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Figure 2.1: Comparison of total financial losses and volume of complaints related to cryptocur-
rency fraud (2017-2025). Adapted from FBI IC3 [6].

as a substantial proportion of victims do not report incidents to law enforcement due to stigma,
lack of awareness, or limited confidence that reports will yield results or recover lost funds.

The diversity of fraud typologies observed on blockchain networks further complicates de-
tection efforts. The most prevalent forms of fraud include:

Phishing attacks and address poisoning: Fraudsters impersonate legitimate entities such
as exchanges or project teams to deceive retail users into revealing private credentials or
approving malicious Txs. Phishing is among the most cost-effective and scalable attack
types, requiring minimal technical infrastructure relative to the potential return. Address
poisoning is a related technique in which attackers send low-value Txs from addresses
visually resembling a victim’s known contacts, exploiting copy-paste behavior to redirect
future transfers to attacker-controlled wallets [11].

Ponzi schemes: These schemes promise sustained and abnormally high returns on invest-
ment, funding early investor payouts through the capital of later participants rather than
legitimate profits. Collapse is inevitable once new investment flows decreases. The
programmability of Ethereum smart contracts has made the deployment of on-chain Ponzi
schemes particularly accessible, as fraudulent contracts can be deployed at minimal cost
and dissolve automatically once conditions are met [12].

Initial Coin Offering (ICO) fraud: ICOs emerged as a mechanism to jumpstart capital for new
blockchain projects by issuing tokens to early investors. They have been routinely ex-
ploited, with projects either nonexistent or abandoned after fundraising [13].

Exit scams and rug pulls: Project developers cultivate the appearance of a legitimate invest-
ment over an extended period before abruptly draining liquidity pools or treasuries and
disappearing. The sustained legitimacy of the project prior to the exit event makes pro-
spective detection particularly difficult [14].
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2.2 Blockchain and Ethereum Background

A blockchain is a distributed ledger technology that records Txs across a network of computers,
linking data in sequential blocks through cryptographic hashes. Each block contains a reference
to the hash of its predecessor, forming a chain such that retroactively altering any record would
require recomputing all subsequent blocks and overcoming the consensus mechanism of the
network, which makes tampering computationally infeasible in practice [15]. This property of
practical immutability is central to the trust model of public blockchains, as participants need
trust only in the protocol itself, rather than in any individual node.

Ethereum specifically, is a decentralized blockchain platform first proposed in 2013 by Vitalik
Buterin [2] and later formalized in its technical specification [16]. Unlike Bitcoin, which was
designed primarily as a peer-to-peer digital currency, Ethereum operates as a general-purpose
programmable blockchain, hosting a global virtual machine known as Ethereum Virtual Machine
(EVM), capable of executing arbitrary code in the form of smart contracts [5]. Smart contracts
are self-executing programs stored on-chain whose logic is enforced deterministically by every
participating node, without the need for a trusted intermediary. This programmability distin-
guishes Ethereum from earlier networks and underlies its adoption in Decentralised Finance
(DeFi), token standards, and Decentralised Autonomous Organisations (DAOs). Unfortunately,
this programmability has also been particularly exploited for fraud. The ease and low cost of
deploying smart contracts allows malicious actors to launch, operate and abandon schemes at
scale, contributing to a disproportionate concentration of Ponzi scheme and exit scam activity
on the Ethereum network compared to simpler blockchains [12].

Ether (ETH), the native token of the network, functions as a utility token used to com-
pensate validators for computational resources consumed when performing operations, rather
than serving solely as a monetary instrument. The computational cost on Ethereum is denom-
inated in gas, a unit that represents the complexity of individual operations and helps ensure
that the network remains resistant to denial-of-service attacks.

The validation of Txs was originally achieved by Proof of Work (PoW), in which miners
competed to solve computationally intensive cryptographic puzzles to earn the right to append
new blocks. In September 2022, the network transitioned to Proof of Stake (PoS), where
validators are probabilistically selected in proportion to their staked ETH [17]. This transition re-
duced Ethereum’s energy consumption by an estimated 99.95% while preserving the network’s
security guaranties, and is widely considered one of the most significant technical milestones
in the history of public blockchain networks[17].

2.3 Classical Fraud Detection

Conventional fraud detection methods used in centralized financial systems typically rely on
user-identifiable attributes such as account-holder information, verified Tx histories, and central
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records accessible to investigators. However, public blockchains impose different constraints
for fraud detection. User identities are hidden behind pseudonymous cryptographic addresses,
which provide no direct link to real-world identity without off-chain information, and the data
available on-chain is relatively sparse, usually restricted to Tx value, timestamp, gas price, and
gas used.

Classical methods remain important in fraud detection as they are relatively simple to imple-
ment, computationally efficient, and often easier to interpret than more complex models. For this
reason, they are commonly used as baseline methods before moving on to more expressive
approaches. In addition, they continue to be widely adopted in financial applications where
transparency and implementation cost remain important practical considerations. Before the
rise of graph-based approaches, fraud detection was largely dominated by rule-based systems,
which were costly to maintain and often insufficiently adaptable to evolving fraud patterns. The
introduction of traditional Machine Learning (ML) methods increased flexibility and enabled
models to learn from historical examples rather than relying solely on manually defined rules.
Later, Deep Learning (DL) methods extended this trend by enabling the use of richer data rep-
resentations and more complex decision boundaries [18]. These methods continue to occupy
an important place in the literature as they provide practical solutions for many fraud detection
settings and serve as benchmarks for more advanced models.

Among classical methods, Logistic Regression (LR), Random Forest (RF), Support Vector
machines (SVM), and gradient boosting algorithms have been especially common in fraud
detection. These models support the use of richer feature sets and can learn non-linear relation-
ships that are not easily captured by rule-based systems [19]. These methods also offer a useful
balance between predictive performance, computational cost, and interpretability. In the context
of blockchain fraud detection, recent studies show that methods such as eXtreme Gradient
Boosting (XGBoost) and RF are frequently used as references [20—22]. These models typically
train and infer quickly, require less data than many DL approaches, and can be deployed
relatively easily in production environments. However, they still depend heavily on feature
engineering, which limits their ability to capture complex interactions between entities. They
are also sensitive to class imbalance and therefore, often require dedicated preprocessing or
resampling strategies before training.

XGBoost, in particular, is a ML model based on gradient boosting that is widely used in clas-
sification and regression tasks. Its main advantage lies in the iterative combination of decision
trees, where each tree corrects the errors of the previous, producing a robust final model with
strong predictive performance and reduced risk of overfitting [23]. Its effectiveness comes from
an objective function that combines the prediction error with a regularization term, allowing the
model to jointly optimize accuracy and complexity [24]. In fraud detection problems, XGBoost
is often used as a baseline because it handles tabular data effectively and can produce strong
results even with moderately imbalanced datasets [25]. It also offers a degree of interpretability
through feature importance measures, which makes it attractive for financial applications [26].

More recently, DL models such as autoencoders, convolutional neural networks, and recur-
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rent neural networks have also been applied to fraud detection, especially in tasks involving
sequential patterns or more complex data representations. These models can learn feature
representations automatically, identify non-linear relationships, and exploit information that may
be difficult to encode manually. For this reason, they are particularly useful when multiple
sources of information are available or when the underlying fraud patterns are too complex
for simpler models to capture. At the same time, DL methods are often difficult to interpret,
require more computational resources, and may depend on substantial amounts of clean data
to achieve strong performance [27].

2.4 Graph-Based Fraud Detection

Fraud on public blockchains is often relational in nature, which means that the behavioral
signatures of fraudsters emerge not only from individual Tx attributes, but also from the structural
patterns formed by the flow of funds between multiple addresses and contracts over time [28].
As aresult, tabular ML models such as gradient-boosted trees are not naturally suited to capture
these structural dependencies, since they treat each observation independently and ignore the
network context.

Graph-based fraud detection emerged as a natural extension in domains where interactions
between entities are central to the task [29]. Rather than treating each observation as isolated,
graph-based methods represent relations between entities, Txs, and other network elements,
enabling contextual analysis of observed behavior. In blockchain settings, this is particularly
useful because the data are inherently relational [19, 30]. In this context, a graph may contain
nodes representing wallets or Txs, each with attributes such as account type, Tx history, wallet-
owner information, timestamps or other metadata relevant for fraud detection. Edges can
represent Txs and may carry attributes such as amount transferred, while the direction of each
edge reflects the flow of funds.

The literature suggests that graph-based methods are particularly effective when fraud is
characterized not only by the properties of a single Tx or account, but also by how entities
interact with each other [31]. This includes Tx chains, the local neighborhood structure, and
connectivity patterns that may be difficult to detect in tabular representations.

2.5 Graph Neural Networks

GNN are a family of DL models designed to operate directly on graph-structured data. They
learn node representations by iteratively aggregating information from local neighborhoods
through a message-passing mechanism [32, 33]. At each layer, a node representation is
updated by collecting and transforming the representations of its neighbors, allowing information
to propagate through the graph. This enables GNNs to capture relational patterns that are not
visible to methods operating on flat feature vectors. In the context of Ethereum fraud detection,
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the blockchain Tx history can be naturally mapped to a graph in which wallet addresses corres-
pond to nodes and Txs correspond to directed edges, with node and edge attributes derived
from on-chain data. This representation allows models based on GNN to take advantage of the

full relational context of each address.

Within the broader fraud detection literature, several GNN architectures have been explored,
including Graph Attention Networks [34], Graph Convolutional Networks [35], and heterogen-
eous variants such as Relational Graph Convolutional Networks [35], which are particularly
useful when the graph contains multiple nodes or edge types. A study by Kanezashi et al.
[30] compared multiple GNNs applied to Ethereum Txs and found that heterogeneous GNNs
outperformed homogeneous GNNs, suggesting that a richer graph structure can improve fraud
detection performance when the underlying Tx network contains diverse relational information.

Graph SAmple and aggreGatE (GraphSAGE), was developed as an inductive GNN architec-
ture capable of generating embeddings for unseen nodes by leveraging neighborhood inform-
ation, as illustrated in Figure 2.2. This makes GraphSAGE particularly suitable for dynamic or
evolving graphs, where new nodes appear over time and the model must generalise beyond
the nodes seen during training.

k=2.. e ...,...-‘

ghborheod 2. Aggregate feature information 3. Predict graph context and label
from neighbors using aggregated information

1. Samplemﬁéi-

Figure 2.2: lllustration of the neighbourhood sampling and aggregation process implemented
by GraphSAGE. Adapted from Hamilton et al. [8].

In layer k, the representation of a node v is updated using its previous representation hﬁ,’“fl)
and the aggregated information from its neighborhood N (v). Formally, this can be expressed

as:

h,, = AGGREGATE™ ({nif™" vu e N(v)}),

followed by the update:

W = o (WO [R5
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where | denotes concatenation, W*) is the learnable weight matrix in layer k, and o is a
non-linear activation function. The aggregation function can take different forms, such as mean
pooling, max pooling, or Long Short-Term Memory (LSTM)-based aggregation, depending on
the variant used [8]. This approach allows the model to capture structural patterns and relevant
neighborhood context without requiring fixed embeddings for all nodes in advance, making it
particularly suitable for large graphs and dynamic graphs with unseen nodes [8].

Although the literature demonstrates the strong potential of GNNs for fraud detection, it
is important to note their limitations. Generalization across datasets, robustness to noisy or
inconsistent labels, and sensitivity to class imbalance are still open challenges that require
further research. The study of dynamic graphs, in which nodes and edges are continuously
added over time, is another area where the literature remains comparatively limited [19]. As
such graphs are highly relevant in online and financial contexts, the development of GNN
models better suited to these settings would be valuable [19].

2.6 Class Imbalance in Graph Learning

Imbalanced datasets are one of the main challenges in fraud detection, since the number of
legitimate financial Txs typically exceeds the number of fraudulent ones. This imbalance can
dilute the minority class and make it difficult for models to learn discriminative representations.
The problem is especially relevant in graph-based settings, where fraudulent nodes could be
embedded within neighborhoods dominated by legitimate activity, further complicating the learn-
ing process [36].

Classical approaches to class imbalance handling include resampling, class weighting, and
decision-threshold adjustment. However, in relational data these strategies are not always
sufficient because they may ignore structural dependencies between nodes and edges. In
response to this limitation, specialized methods have emerged for imbalanced graph learning,
including modifications to message passing, structural balancing strategies, and loss functions
adapted to the minority class. Despite these developments, the area remains active and several
open questions remain, especially in real-world applications such as blockchain fraud detection
[36, 37].

GraphSMOTE is a framework designed to address imbalanced node classification in GNNs.
It constructs an intermediate embedding space and performs oversampling in that space, gen-
erating synthetic representations for minority-class nodes [9] (Figure 2.3). In essence, GraphS-
MOTE extends the Synthetic Minority Over-sampling Technique (SMOTE) idea to relational
data. Rather than generating new instances directly in the original feature space, the method
first learns latent representations of nodes using a GNN, typically GraphSAGE, to obtain an
embedding space in which nodes of the same class are closer together and the graph structure
is preserved. Synthetic minority nodes are then generated by interpolating between a node and
its nearest neighbor from the same class, which produces samples that are more plausible than
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simple duplication. Given a minority-class node v and its nearest neighbor nn(v), the synthetic
embedding can be defined as:

h,U/ = <1 - )\)hv + )\hnn<v), )\ E [0, 1]

Since these synthetic nodes do not originally have graph connections, the method also
includes an edge generator, that predicts links between the synthetic nodes and the remaining
nodes in the graph. The resulting augmented graph is then used to train the final classifier,
with the aim of improving the recognition of the minority-class while preserving the topological
structure of the network [9].

=

-
1

}

- \ / @ Real user / ' \ .
@ Real user t @ Bot *a
@ EBot @ Generated

(a) Bot detection task (b) After over-sampling

Figure 2.3: Representation of the graph classification task before and after the generation of
synthetic nodes to balance the minority class. Adapted from Zhao et al. [9].

2.7 Evaluation in Imbalanced Settings

In fraud detection, commonly used evaluation metrics include precision, recall, F1-score, Area
Under the Receiver Operating Characteristic Curve (AUC-ROC), and Area Under the Precision-
Recall Curve (AUC-PR). Among these, recall is particularly important as the primary goal of a
fraud detection system is often to minimize false negatives. Failing to identify fraudulent activity
can lead to financial loss, security breaches, or further abuse of the system [38]. Although
false positives are inconvenient and may increase the workload of analysts or users, they are
generally preferable to missed fraud, since flagging legitimate activity is often less harmful than
allowing malicious behavior to go undetected.

AUC-PR is generally more informative than AUC-ROC in imbalanced settings as it directly
reflects the trade-off between precision and recall and is more sensitive to performance of the
minority-class [39]. By contrast, AUC-ROC may remain high even when fraud detection is low,
due to the dominant influence of the majority class in the false positive rate. Accuracy, although
easy to interpret, requires careful scrutiny in imbalanced datasets, since high accuracy may
simply reflect correct classification of the majority class. In blockchain fraud detection, this
limitation is particularly important as the operational cost of false negatives is often much higher
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than that of false positives. For these reasons, accuracy should be treated as a supplementary
measure rather than the primary optimization target in imbalanced fraud detection problems
[39].

2.8 Limitations and Gaps

Although the literature has advanced considerably, several gaps are still present. First, many
Ethereum fraud studies still rely on a narrow range of datasets, which reduces external validity
and makes comparison between papers difficult. Classical ML baselines remain important, but
cannot fully exploit the relational structure of blockchain data, limiting their effectiveness for
coordinated fraud. GNN studies have shown strong promise, yet label imbalance and sparse
fraudulent neighborhoods continue to weaken performance, especially when the minority class
is highly underrepresented.

Another gap is that the literature often evaluates models in idealized settings rather than
addressing the practical difficulties of Ethereum fraud detection, such as scarce labels, changing
fraud behavior, and the need for robust minority-class recall. These limitations suggest that
there is room for a GNN-based method that is explicitly designed for imbalanced Ethereum
fraud classification and evaluated using metrics that better reflect rare-event detection. This
dissertation aims to contribute to the reduction of that gap by studying a graph-based approach
that combines Ethereum Tx structure with imbalance-aware learning.






Chapter 3

Case Study on Ethereum transactions

This chapter describes the Ether (ETH) Transaction (Tx) dataset used in this dissertation, includ-
ing its source, time range, and label distribution, and presents an exploratory analysis of the data
to better understand its structure, class imbalance, temporal patterns, and feature relationships.
Together, these sections motivate the subsequent graph-based modeling choices and provide
the empirical basis for the preprocessing and graph construction steps described in the following
chapters.

3.1 Dataset Description

The used BCCC-DeFiFraudTrans-2025 dataset was provided by York University®, which was
introduced by Lashkari et al. [40] and the description of features of the dataset can be consulted
in detail in Appendix A. This dataset comprises 1,048,021 annotated ETH Txs, of which 88,793
(8.5%) are labeled as fraudulent and 959,228 (91.5%) as legitimate. At the wallet level, the
dataset contains 4,324 distinct addresses, of which 1,762 are involved in fraudulent Txs (40.7%)
and 2,562 are not associated with fraud (59.3%). The Txs span the period from 2015 to
2022, covering the early adoption and subsequent growth of the ETH blockchain, as shown
in Figure 3.1.

The data was collected from Etherscan®, a widely used blockchain explorer that provides
transparent access to ETH Tx data. In this dataset, each Tx is associated with 79 features ex-
tracted by the DeFiTransLyzer V1.0 analyzer and grouped into wallet-level and Tx-level descriptors [40].

Wallet-level features consist of aggregated statistics such as mean, median, standard de-
viation, variance, skewness, minimum, maximum, range, coefficient of variation, and mode
computed over properties such as gas, transferred value, nonce, error counts, unique interacted
wallets, and the total number of Tx associated with a wallet. Tx-level features include gas usage
and prices, block-related attributes, log and event characteristics, status and error information,

8 https://yorku.ca/research/bccc/ucs-technical/cybersecurity-datasets-cds/

4 nttps://etherscan.io/
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Figure 3.1: ETH Txs from 2015 to 2026. The red square indicates the sampling window used
in this dissertation. Adapted from Etherscan®.

token transfer activity, and structural indicators such as contract creation. The analyzer also
flattens the nested logs and computes summary statistics to enrich the contextual information
available for each Tx.

The original authors collected the Tx labels from Etherscan* and subsequently refined them
through anomaly detection, consistency checks, and duplicate removal to improve reliability [40].
To better understand the type of fraud represented in the dataset, an Etherscan* Application
Programming Interface (API) key was used to retrieve additional wallet information and com-
plement the original data. This process provided the sender and receiver wallet addresses,
the Tx timestamp, and the tag assigned to each wallet by Etherscan®. After an analysis of
these tags it was observed that the dominant wallet label was “Phish / Hack”, which appeared
1,735 times and accounted for 99.03% of all tagged cases. The second most frequent tag
was “Ponzi”, representing 0.514% of cases, while the remaining tag distribution is shown in
Figure 3.2. This suggests that the dataset is mainly composed of phishing or hacking-related
fraud, including addresses that deceive users into sending funds, approve malicious Txs, or
receive stolen funds through compromised credentials or scam contracts. Since the main goal
of this dissertation is to use graphs to identify fraud patterns, collecting to and from wallet
addresses and t imestamp was essential for constructing a comprehensive and chronologically
ordered graph representation.

In the Ethereum blockchain, the nonce feature is a progressively increasing Tx counter
assigned to each wallet and is increased for each outgoing Tx to enforce ordering. Abnormal
nonce patterns, such as very low values indicating fresh accounts or very high values indicating
automated senders, can be informative indicators of fraudulent activity.
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Distribution of Wallet Tags

B Phish / Hack
W Ponzi
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B Upbit Hack
Cryptopia Hack

B Plus Token Scam

Figure 3.2: Distribution of tags associated with wallets involved in the ETH Txs. The left pie
chart shows the overall tag distribution, while the right pie chart shows the breakdown of the
remaining tags excluding “Phishing/Hack”.

3.2 Data Quality and Preprocessing

The dataset was first examined for missing values, duplicate rows, outliers, and redundant
features. Timestamp features were decomposed and zero-variance features were removed to
reduce redundancy and improve modeling efficiency.

The dataset did not contain duplicated rows, although some rows had several Tx-level values
missing. As only 54 rows were affected, corresponding to 0.005% of the dataset, these rows
were removed rather than imputed, since a reliable imputation strategy would be difficult to
perform and justify. In addition, for a total of 28,649 rows, the to_address field could not be
extracted. After further investigation on Etherscan®, this appears to occur when the initiating
address interacts with a smart contract, which the Etherscan* API does not expose in a directly
usable form. Imputing these missing values would risk introducing an artificial structure into the
graph, so the entries were excluded.

To reduce redundancy, features with zero variance were removed, as they provide no dis-
criminative information. The following variables were excluded:

* length transaction hash
* log _removed

* length from

* length to

* gas_per log event
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* log index

* token transfer amount

* normalized token transfer
* is contract creation

* status

* message

* Error!

Next, perfectly or highly correlated features were identified in order to reduce multicollinearity
and redundancy. A Pearson correlation threshold of |r| > 0.95 was used, and in each correlated
pair, the feature with the lowest variance was removed. This threshold was selected as it
allows redundant variables to be discarded while remaining as enough to preserve potentially
useful information [41]. This step was particularly important because several of the wallet-level
descriptors extracted by DeFiTransLyzer V1.0 [40] encode overlapping aspects of Tx behavior.
As a result, the following features were removed:

* gas_prices.gas prices standard deviation

* number of from address

* number of to address

* values.values average

* nonce.nonce_ maximum val

* values.values maximum val

* cumulativeGasUsed.cumulativeGasUsed median
* gas_prices.gas_prices range value

* error rate

* cumulativeGasUsed.cumulativeGasUsed maximum val
* gas_used.gas used maximum val

* gas_prices.gas prices maximum val

After preprocessing, the shape of the dataset was reduced from the original (1048021, 96)
to (1019318, 72).
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Theraw timestamp (UTC) feature was decomposed into date, day, hour and weekday
so that the models could capture temporal patterns, such as increased fraudulent activity at
specific times or on specific days. The distribution of these temporal variables is explored
further in Section 3.3. To preserve temporal ordinality, a linear time index was also created by
normalizing the Unix epoch timestamp, providing a continuous representation of time suitable
for gradient-based models. In addition, as hour is cyclical (with 00 and 23 being semantically
close despite being numerically distant) it was encoded using sine and cosine transformations:

27 - hour

o (3.1)

hour_sinzzSH\(

) <2ﬂ-hour>
, hour cos=cCOS|——FF1—

24

This transformation maps each hour to the unit circle, ensuring that temporal proximity is
represented correctly and preventing the model from treating 00 as an artificial discontinuity in
feature space [42, 43].

3.3 Exploratory Data Analysis (EDA)

The dataset is substantially imbalanced, particularly at the Tx level, where 91.3% of Txs are
labelled as legitimate and only 8.7% are marked as fraudulent, which is consistent with the
imbalance typically observed in datasets of this type [44]. This imbalance motivates the use of
metrics and modeling strategies that are robust to class skew.

After analyzing the timestamp distribution, it became apparent that the majority of Txs were
collected in 2017, while the samples from 2015-2016 contained no fraud cases, as shown in
Figure 3.3. This temporal concentration implies that a random split would be inappropriate as
it could introduce leakage from future patterns into earlier training data. For this reason, the
modeling strategy used in this dissertation follows a temporally ordered split, where older Txs
are used for training and more recent Txs are reserved for validation and testing.

The heatmaps (Figure 3.4) of Tx counts by hour and day show that legitimate activity is
spread more evenly across the month and throughout the 24-hour cycle with some concentration
around American working hours (13 to 21 UTC). In contrast, fraudulent Txs occur in much
smaller volumes and cluster in a few specific hour-day combinations namely day 14 between 18
and 19 UTC and day 17 at 13 UTC, producing isolated regions of high intensity against a sparse
background, as can be seen in Figure 3.4 A. A similar pattern emerges when aggregating by
weekday and hour. Legitimate Txs show relatively consistent traffic across the week, with mild
peaks during typical business hours, while fraudulent Txs appear sporadic and concentrated in
a few hours on specific days namely mondays at 13, 18 and 19 UTC. This suggests that fraud
may occur in short bursts rather than as a continuous process, which supports the inclusion of
temporal features and motivates the use of time-aware models Figure 3.4 B.

The distribution of numeric features was also examined using summary statistics, including
counts, means, standard deviations, quartiles, and ranges. The large number of observations
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A Flag Distribution by Year
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Figure 3.3: Flag distribution across the sampled years. A - Absolute counts of fraudulent and
non-fraudulent Txs per year. B - Percentage composition of fraudulent and non-fraudulent Txs
per year.

made it possible to assess both the distributional shape and tail behaviour. Continuous variables
related to gas and value, such as gas used, gas efficiency, total gas cost, ef-
fective gas price, value,and cumulative gas used, show large gaps between their
means and medians, as well as ranges spanning several orders of magnitude, indicating heavy-
tailed behavior. In contrast, temporal variables such as hour, day, and unix timestamp,
together with cyclical encodings and binary indicators such as event activity flag, ad-
dress 1is sender, address is receiver,and chain id, exhibit compactranges and a
more regular spread.

To quantify extremal behavior, univariate outliers were identified using the standard Interquartile
Range (IQR) rule, flagging observations lying outside [Q; — 1.5 IQR, Q5 + 1.5 IQR] for each
numerical feature. This analysis revealed substantial numbers of high-end outliers in several
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Figure 3.4: Heatmap showing Tx frequency by hour and day of month (A) and by hour and
weekday (B).

key variables, including gas_used, value, total gas cost,effective gas price,and
count-like measures suchas number of errors,number of unique from address,and
number of unique to address. These outliers correspond to rare but very large Txs, gas
usage values, or address activity levels and contribute to long right tails in the distributions.

Skewness coefficients were also computed to characterize the asymmetry of each distri-
bution. Most gas and wallet-related features are strongly right-skewed, with skewness values
often exceeding 30 and, in some cases, reaching several hundred, as seen for variables such
as value, total gas cost,and effective gas price. A smaller set of features shows
mild or near-zero skewness, including hour, day, the sinusoidal encodings hour sin and
hour cos, and the main binary indicators. The only feature exhibiting strong negative skew-
nessis gas price ratio.
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3.3.1 Class-conditional distributions

Given the considerable right skew and heavy tails observed in the gas- and value-related
variables, a log(1 + x) transformation was applied to a subset of continuous features, including
gas_used, gas_efficiency, total gas cost, effective gas price, value, num-
ber of errors, and the address-activity counts. Figures 3.5, 3.6 and 3.7 presented in
this section show violin plots comparing the marginal distributions of selected linear and log-
transformed features between fraudulent Txs (flag = 1, crimson) and legitimate Txs (flag = 0,
teal) when the linear representation is too skewed, making analysis of the data difficult.

The most pronounced differences appear in features related to operational behavior. num-
ber of errors (log-transformed) and error rate (log-transformed) shows a clear right-
ward shift for fraudulent cases, with both higher medians and heavier upper tails, suggesting that
fraudulent activity is associated with increased execution failures (Figure 3.6). This multimodal
structure in the fraud class is informative, as it suggests the presence of distinct subgroups
within the fraudulent Txs that differ in their error behavior, potentially reflecting different types
of attack strategies or exploitation patterns.
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Figure 3.5: Split violin plots of right-skewed numeric Tx features. The left panel displays the raw
linear scale and the right panel displays the log(1 + x)-transformed scale, applied to mitigate
the influence of extreme values and improve distributional visibility. The internal lines within
each violin indicate the quartiles of the respective distribution, with the central line marking the
median. Flag 0 corresponds to legitimate Txs and flag 1 corresponds to fraudulent Txs.

Similarly, cumulative gas used is higher and more dispersed for fraudulent Txs, indic-
ating greater computational costs. The effective gas price (log-transformed) seen in
Figure 3.5 distributions is shifted upward for fraudulent cases, suggesting that attackers may
prioritize Tx inclusion by paying higher gas fees during congested periods. The value feature
also concentrates at higher values for fraud cases, consistent with targeted high-value transfers
rather than the broader range seen in legitimate activity. The legitimate class clusters tightly
around a narrow range, while the fraudulent class is again more dispersed and occupies a wider
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region of the transformed scale. In particular, effective gas priceandtotal gas cost
reveal that fraudulent Txs are not uniformly distributed across the log scale but instead show a
pronounced concentration at certain gas price levels alongside a longer tail, which may reflect
adversarial behavior involving unusually high gas fees to front-run or prioritize malicious Txs.
For cumulative gas used, the fraud class shows a distinct rightward shift in the upper
quartile compared to the legitimate class, indicating that fraudulent wallets tend to be associated
with blocks of higher overall gas consumption.

The gas_efficiency metric, defined in Equation (3.2), and cumulative gas used,
shown in Figure 3.7, also differs across classes. Fraudulent Txs exhibit a higher median
efficiency and a longer upper tail, which may reflect either automated execution strategies or
exploitation of favorable gas-market conditions.

value,,, value,,

gas_efficiency =

= 3.2
total_gas_cost  gas_used X ef fective_gas_price (3-2)
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Figure 3.6: Split violin plots of right-skewed numeric Tx features. The left panel displays the raw
linear scale and the right panel displays the log(1 + x)-transformed scale, applied to mitigate
the influence of extreme values and improve distributional visibility. The internal lines within
each violin indicate the quartiles of the respective distribution, with the central line marking the
median. Flag 0 corresponds to legitimate Txs and flag 1 corresponds to fraudulent Txs

Tx value (Figure 3.6) after log transformation, shows the heaviest overlap between classes
compared to the other features, with both groups sharing a dominant peak around the same log
scale range. This suggests that the Tx value alone may be a weak discriminator, though its
upper tail may still carry a marginal signal when combined with other features.
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Figure 3.7: Split violin plots of gas-related features on the raw linear scale. The internal lines
within each violin indicate the quartiles of the respective distribution, with the central line marking
the median. Flag 0 corresponds to legitimate Txs and flag 1 corresponds to fraudulent Txs.

3.3.2 Correlation matrix

A bivariate analysis of the raw numeric features was also performed. Figure 3.8 shows the
Pearson correlation matrix, revealing several strong structural relationships driven by blockchain
mechanics as well as moderate associations that may be useful for fraud prediction.

The most obvious pattern is the near-perfect correlation between unix timestamp and
block number (p = 0.999), reflecting their deterministic relationship in sequential blockchain
data and possibly also the sampling strategy, since a large proportion of the fraud cases were
collected later in time. Block-level features appear to form a tight cluster, cumulative gas used
correlates strongly with both index (p = 0.822) and gas_efficiency (p = 0.829), while
block number shows moderate correlation with index, gas efficiency, and cumulat-
ive gas used. These relationships arise naturally from block construction dynamics, where
later Txs within a block accumulate more gas usage and may exhibit different efficiency levels.

Moderate correlations also appear among activity-related metrics. num transaction is
positively associated with address diversity (p ~ 0.37-0.39 for sender and receiver counts) and
with number of errors (p = 0.35), indicating that higher activity contexts tend to produce
more errors and more unique addresses.
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Figure 3.8: Pearson correlation matrix of raw numeric features.

The fraud indicator £1ag shows its strongest raw correlations with block structure (p = 0.315
with unix timestamp and p = 0.296 with block number)and with sender address diversity
(p = 0.252), while it is negatively associated with Tx volume (p = —0.164 with num_transaction).
Gas-related metrics show only weak direct correlations with £1ag (p < 0.23).
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To complement the correlation matrix, a correlation network is shown in Figure 3.9. This
network represents feature relationships using edges for |p| > 0.25. The threshold was selected
so that the f1ag feature would also appear in the network, although it is only slightly correlated
with features such as block number and unix timestamp. A dense clique (a fully connec-
ted subset of nodes in a graph) emerges among the block-structural features (block number,
cumulative gas used, gas_efficiency, and index), connected by thick edges reflect-
ing p > 0.45. Address-diversity metrics form a secondary hub, while the fraud indicator f1ag
acts as a connector between block structure and behavioral signals such as Tx volume and
address counts.

Correlation Network (threshold = |r] > 0.25)
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Figure 3.9: Correlation network based on the raw feature matrix. The proximity of features
indicates stronger interaction, while edge color indicates the sign of the correlation. The
threshold is |p| > 0.25.



Chapter 4
Methodology

This chapter describes the end-to-end methodology developed to detect fraudulent activity in
Ethereum-based Transaction (Tx)s. The pipeline takes into account temporal integrity, fair com-
parability between model families, and leakage prevention at every stage of the experimental
process. After describing the overall pipeline structure, the chapter details the Expanding-
Window Cross-Validation (EW-CV) scheme, the construction of the directed bipartite hetero-
geneous graphs, the tabular baseline models, the Graph SAmple and aggreGatE (GraphSAGE)
architecture, and the Embedding-Space SMOTE (Embed-SMOTE) variant.

4.1 Pipeline Overview

In Figure 4.1, it is possible to see an illustration of the experimental pipeline used in this
dissertation, from raw Ethereum Tx data to graph construction, baseline modeling, Graph Neural
Network (GNN) training, embedding-space oversampling, and final evaluation. The pipeline
was designed to ensure a fair comparison between tabular and graph-based approaches while
preserving temporal order and preventing information leakage.

29
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Figure 4.1: End-to-end experimental pipeline.

4.1.1 Adaptations from Literature Review

The literature review led to several methodological choices in this dissertation. First, GraphSAGE
is selected as the core GNN architecture due to its inductive capability and suitability for unseen
nodes [8]. Second, cyclical sine-cosine encodings are used for timestamp features to reduce
boundary artifacts in temporal variables [42]. Third, random oversampling in the original feature
space is avoided in favor of graph-aware imbalance strategies such as Synthetic Minority Over-
sampling Technique (SMOTE) variants [9]. Finally, Area Under the Precision-Recall Curve
(AUC-PR) is treated as a primary evaluation metric because Area Under the Receiver Operating
Characteristic Curve (AUC-ROC) can be overly optimistic in highly imbalanced settings [39].

4.1.2 Cross-validation fold definition

Standard k-fold cross-validation is not appropriate for time-dependent data, as random shuffle
may allow future observations to influence the prediction of past ones [45, 46]. To address this
limitation, an EW-CV scheme was adopted [45]. Three folds were used, selected according to
the temporal granularity of the dataset and the available fraud-active years. The years 2015
and 2016 were excluded from the split because they contained no fraud cases, including them
would not contribute to fraud characterization and could weaken the fraud signal by introducing
a large proportion of non-fraudulent observations from an early period. This excluded period
contained 182,276 Txs, corresponding to 17.97% of the total entries.
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Figure 4.2: EW-CV protocol.

The years 2021 and 2022 were grouped as the final test period as they represented the
most recent portion of the dataset and together provided a sufficiently large number of Txs for
evaluation. Each fold expands the historical training window by one year, thereby simulating
sequential deployment in a realistic fraud detection setting. This structure also exposes tem-
poral distribution shift, as the prevalence of fraud varies substantially across folds, ranging from
1.86% to 20.75% as seen in Figure 3.3.

4.2 Bipartite Graph Construction

To capture the relational structure of Ethereum Txs, directed bipartite heterogeneous graphs
were constructed using PyTorch Geometric’'s HeteroData format. The graph contains two

node types, wallets and Txs, and two directed edge types representing the flow of funds. Each

: . from sender
Tx node is connected to exactly one sender wallet and one receiver wallet (wallet ——— tx)

1o recei
and one receiver wallet (tz Sdadt wallet), yielding 2 x N, directed edges for N,, Txs. A

schematic example is shown in Figure 4.3.
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Blockchain Bipartite Subgraph for wallet_idx [97868]
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Figure 4.3: Bipartite graph schema. Wallets connect bidirectionally to Txs through sender and
receiver relations. Node features encode intrinsic and structural statistics.

This bipartite formulation avoids direct wallet-to-wallet edges and instead routes all con-
nectivity through Tx nodes. As a result, the model can jointly reason about the properties of
individual Txs and the behavioral patterns of the wallets involved. Representing Txs as first-
class nodes, rather than as edges between wallets, preserves their rich feature space, including
gas usage, value, temporal features, and event flags, and allows the GNN to learn directly from
Tx-level attributes during message passing. The node indices are local to each fold, so each
graph is built independently without sharing a global index space between folds.

A separate graph is constructed for each cross-validation fold following the EW-CV scheme.
A final held-out test graph covering 2021-2022 is constructed once and kept untouched until
model selection is complete. Table 4.1 summarizes the size of each bipartite subgraph.

The graph construction procedure follows an inductive logic consistent with GraphSAGE as
each fold contains both training and validation Txs, with binary masks distinguishing the two
splits during training. This design allows the model to generalize to wallet nodes unseen during
training, which is an important property in blockchain settings where new addresses are added
continuously.

The node features are computed separately for each node type. Tx features encode gas
consumption, transferred value, temporal patterns through cyclical encodings, and behavioral
flags. Wallet features are derived exclusively from training-periods Txs to prevent leakage and
include sender and receiver statistics such as degree, Tx volume, and activity duration, as well
as PageRank computed on the training-period Tx graph as a measure of structural centrality. All
feature scaling is fit on training data only and then applied to validation nodes using transform-
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only normalization.
Wallet nodes aggregate both intrinsic features and structural statistics computed from ob-
served Txs:
» Sender perspective: out-degree, total/average/max value sent, unique receivers, aver-
age gas metrics, activity span, and inter-Tx timing.

* Receiver perspective: in-degree, total/average/max value received, unique senders,
and activity span.

* Network centrality: PageRank score (« = 0.85) computed on the directed Txs graph.

Ratio features: in/out-degree ratio and net value asymmetry (received funds minus sent
funds).

4.2.1 Wallet Node Features

The wallet nodes are represented by feature vectors constructed from three complementary
sources. Wallet-level attributes and aggregated behavioral statistics are included where avail-
able, structural features are computed from training-periods Txs only and include in-degree,
out-degree, total, average, and maximum transferred value, number of unique counterparties,
gas consumption patterns, temporal activity spans, and average inter-Tx intervals. Lastly, a
graph-theoretic feature is incorporated through PageRank [47], calculated on the directed Tx
graph using a damping factor of & = 0.85. Two derived ratios are also appended: the in-to-
out degree ratio and value asymmetry, defined as received value minus sent value. All wallet
features are standardized using parameters computed on training-period wallets only and then
applied to validation wallets via transform, thereby preventing leakage of future information.

4.2.2 Tx Node Features

Each Tx node is represented by a feature vector that captures gas consumption metrics, mon-
etary value, chain identifier, temporal signals, and cyclical encodings of hours, days, months,
and weekdays. The fraud label is reserved exclusively as the node-level classification target
and is excluded from the feature matrix to avoid label leakage. Edge attributes encode Tx value
to capture the magnitude of economic flow. Tx nodes were represented by 21 features. These
included gas-related variables, value, chain metadata, and cyclical temporal encodings. Two
additional derived features were included: an in-to-out degree ratio and a value asymmetry
measure, defined as the received value minus the sent value.

All Tx features were standardized using parameters computed on the training nodes only.
The fitted scalers were then applied to the validation nodes using transform-only normalization,
ensuring that the validation period did not influence the feature distributions used during training.
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The same rule was applied to the final test graph, where the model could observe the training
context but not the held-out test period during preprocessing.

The resulting graphs were large but sparse enough to require mini-batch graph learning
rather than full-batch training. The fold-level graph sizes are reported in Table 4.1. The edge
count is exactly twice the number of unique Txs in each graph, since every Tx contributes one
sender edge and one receiver edge. This makes the graph structurally consistent across folds
while allowing the number of wallets and Txs to grow as the temporal window expands. The
increase in node and edge counts reflects the EW-CV design, as more years are added to the
training context, the graph becomes larger and more informative while remaining manageable
for neighborhood-sampled GraphSAGE training.

Each fold graph was serialized to disk together with metadata containing the node mappings,
fitted scalers, and label encoder. This allowed the graph to be reused directly during model
training without rebuilding it for every experiment, while preserving the exact preprocessing
configuration used during construction.

Table 4.1: Fold-level graph statistics for the heterogeneous Tx graphs

Graph Wallet nodes Tx nodes Edges
Fold 1 147,558 713,332 1,426,664
Fold 2 151,725 734,253 1,468,506
Fold 3 155,463 757,541 1,515,082
Final test graph 157,511 778,351 1,556,702

4.3 Baseline Model: eXtreme Gradient Boosting (XGBoost)

XGBoost was selected as the baseline classifier for this fraud detection project due to its robust-
ness, scalability to large datasets, and strong empirical performance on tabular data with mixed
feature types and class imbalance [48].

The XGBoost baseline was implemented using a temporally rigorous and leakage-aware
modelling pipeline. With the binary flag serving as the target variable, the classifier was
trained on the processed feature set. Before training, observations were sorted chronologically
according to the unix timestamp feature, which was then dropped to prevent leakage of
future information. The dataset was divided into three folds as described in Section 4.1.2.
To improve robustness, each fold configuration was repeated across ten random seeds, and
the best seed was selected according to mean validation AUC-PR, which served as the main
selection metric due to the class imbalance in the dataset.

A second XGBoost-based classifier was developed which combined XGBoost with SMOTE
to assess whether synthetic minority oversampling could improve fraud detection under the
same experimental conditions. The final minority ratio was set at 25%, which was the best-
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performing ratio among the tested values {10, 15, 20, 25, 30, 40, 50}. Oversampling was applied
exclusively to the training partition of each fold to prevent synthetic samples from contaminating
validation or test evaluations. Both models were built on the same preprocessed feature set and
evaluated using an identical temporal validation framework to ensure a fair comparison.

Both models used the same XGBoost configuration, a binary logistic objective, AUC-PR
as the training metric, maximum depth of 6, learning rate of 0.1, subsampling and column
subsampling rates of 0.8, minimum child weight of 5, gamma of 0.1, L1 regularization of 0.1,
and L2 regularization of 1.0. Up to 500 boosting rounds were permitted during cross-validation,
with early stopping after 30 rounds without improvement in validation AUC-PR. For each run,
the classification threshold was tuned on the validation fold by maximizing the F1-score over
the precision-recall curve, and the final threshold applied at the test time was taken as the mean
of the thresholds from the best-performing seed.

In both cases, validation and test data remained untouched during resampling and threshold
selection, preserving the integrity of model evaluation. After cross-validation, each model was
retrained on the full training data with the chosen configuration and evaluated on the test set.

4.4 GraphSAGE for Heterogeneous Graphs

To incorporate relational information that cannot be captured by tabular Tx features alone, a
GraphSAGE [49] model was adapted to the bipartite heterogeneous Tx graphs evaluated under
the EW-CV protocol rather than the static benchmark graphs used in the original work. The
model was formulated as an inductive node-classification task in which the Tx nodes were
classified as fraudulent or legitimate by aggregating information from their local neighborhoods,
while the wallet nodes provided structural context through graph connectivity. This inductive
formulation was appropriate for the fraud detection setting as new wallets and Txs appear
continuously over time, so the model had to generalize to previously unseen nodes rather than
rely on a fixed embedding table. The GraphSAGE backbone was implemented in PyTorch
Geometric using the to _hetero wrapper, which converts a homogeneous message-passing
architecture into a heterogeneous model with relation-specific parameters for each type of edge.

The architecture consisted of two stacked SAGEConv layers with a hidden dimension of 256,
Rectified Linear Unit (ReLU) activations, and dropout of 0.3. The resulting Tx embeddings were
passed to a two-layer Multi-Layer Perceptron (MLP) classifier with the structure Linear (256
— 64) — RelLU — Dropout(0.3) — Linear (64 — 2) to produce binary fraud
predictions. Mean aggregation was used across relation types, which allowed the model to
combine local neighborhood information while remaining computationally tractable on large
graphs.

Because the Tx graphs were too large for full-batch training, learning was carried out with
mini-batch neighborhood sampling using NeighborLoader. For each target Tx node, up to
25 neighbors were sampled on the first hop and 10 on the second hop for each edge type,
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with a batch size of 1,024 Tx nodes. This sampling strategy reduced memory requirements
and supported inductive inference, since unseen validation and test nodes could be processed
through sampled local neighborhoods without appearing during model fitting.

Class imbalance was handled using weighted cross-entropy loss, with class weights recom-
puted separately for each fold from the training labels only. This prevented leakage from future
periods and ensured that the loss function reflected the class distribution observed in the current
training window rather than in the full dataset. Optimization used Adam with a learning rate of
10~3, while a ReduceLROnP1ateau scheduler adjusted the learning rate according to validation
AUC-PR.

The selection of the model followed the same EW-CV design used for the tabular baselines
to preserve comparability between model families. Validation AUC-PR was used as the primary
selection and early-stopping metric. After training, the classification threshold was tuned on
the validation set by maximizing the F1-score over the precision-recall curve, and the mean
threshold across the best seed’s folds was carried forward to the final evaluation.

To preserve the integrity of the test evaluation, the held-out 2021-2022 graph was kept
locked throughout cross-validation and opened only after model selection was complete. Dur-
ing cross-validation, NeighborLoader operated only on training and validation nodes. After
selecting the best seed, the final GraphSAGE model was retrained from scratch on the full
development graph covering 2017-2020 and evaluated exactly once on the held-out test set.
This procedure ensured that both model selection and threshold tuning remained completely
independent of the final test results.

4.5 Addressing Class Imbalance: Embed-SMOTE

Imbalanced classes are particularly challenging for GNNs, as the majority class can dominate
the loss function and bias the model toward predicting legitimate Txs. To mitigate this issue, an
embedding-space oversampling strategy was added to this work. The proposed approach is
inspired by GraphSMOTE [9] and by the broader idea of generating synthetic minority examples
in a learned embedding space. This model builds on the general idea introduced by Ando and
Huang et al. [10], in which synthetic minority examples are generated in a learned embedding
space rather than the raw input space. The present implementation is adapted to an induct-
ive, heterogeneous, bipartite Tx graph trained with mini-batch neighborhood sampling, and
therefore does not reproduce the full structural augmentation mechanism of GraphSMOTE [9].
Instead, it applies SMOTE-style interpolation directly in the learned embedding space of Tx
nodes.

A faithful implementation of full GraphSMOTE was not practical in this setting for several
reasons. The model is trained with NeighborLoader mini-batches, so synthetic nodes and
predicted edges would exist only within a sampled subgraph and would not persist across
batches. The fraud graph is also heterogeneous and bipartite, while the original GraphSMOTE
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formulation assumes a homogeneous graph, which would require a more complex relation-
specific edge-generation mechanism. Lastly, this project uses an inductive temporal evaluation
setup in which future nodes remain unseen during training, while GraphSMOTE was originally
designed for a transductive full-graph setting. For these reasons, the model is best described
as an Embed-SMOTE adaptation rather than a full GraphSMOTE implementation.

Architecturally, the model uses a heterogeneous GraphSAGE backbone with two stacked
SAGEConv layers transformed through PyTorch Geometric’s to hetero wrapper, allowing
relation-specific message passing across the two edge types in the bipartite graph. The hidden
dimension is 256, the embedding dimension before classification is 64, and dropout of 0.3 is
applied to reduce overfitting. A two-layer MLP classifier then maps Tx embeddings to the binary
fraud prediction task.

The forward pass is explicitly decomposed into an encode stage and a classify stage so that
synthetic minority embeddings can be inserted between graph encoding and final classification.
During each training mini-batch, the Tx-node embeddings of the minority class are extracted and
used as the basis for synthetic oversampling. A k-nearest neighbors model with k£ = 5 is fitted
on the fraud embeddings in the current batch, and synthetic embeddings are created by linear
interpolation between a selected fraud embedding and one of its nearest minority neighbors.
This follows the core SMOTE principle of creating new minority samples as combinations of
nearby minority instances rather than by simple duplication.

The oversampling ratio was set to 15%, which was the best-performing value among the
tested ratios {10, 15, 20, 25, 30, 40, 50}. Augmentation was applied only to training embeddings
and never to validation or test data. If too few minority examples were available in a batch for
standard interpolation, the implementation fell back to a small Gaussian perturbation of the
available minority embedding to avoid failure cases in sparse batches. Synthetic embeddings
were concatenated with the real training embeddings and passed to the classifier head together
with their fraud labels.

Class imbalance was handled through a dual strategy combining embedding-space over-
sampling with class-weighted cross-entropy loss. The class weights were recomputed sep-
arately for each fold from the training labels only, ensuring that the loss reflected the class
distribution observed in the current training window. Training used Adam with a learning rate of
10-3, batch size 1024, dropout 0.3, and early stopping with patience 10 monitored on validation
AUC-PR. This is consistent with the broader evaluation design of the project, where AUC-PR is
preferred over threshold-dependent metrics for model selection under strong class imbalance.

The model follows the same EW-CV scheme as the other models in the project. The pro-
cedure is repeated across ten random seeds, and the best seed is selected by mean validation
AUC-PR across folds rather than by the single best run. Classification thresholds are tuned
only after training using validation predictions, rather than being updated during training. As in
the other models, the test graph remains locked until cross-validation and model selection are
complete.
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4.6 Random Seed Strategy and Reproducibility

To ensure robust and reproducible results, all models were trained across ten random seeds,
following a Fibonacci-based sequence {8, 13, 21, 34, 55, 89, 144, 233, 377, 610} to avoid
arbitrary selection bias. In the XGBoost models, the random seed manages three sources
of stochasticity, namely, row subsampling, column subsampling, and tie-breaking during tree
construction. In the GraphSAGE model, the seed additionally controls weight initialization, mini-
batch neighborhood sampling, training batch ordering, and the dropout mask applied during
forward passes. In models employing SMOTE, the same seed value is passed to both the
oversampling procedure and the initialization of the model, ensuring that the synthetic training
distribution and the starting configuration of the model are consistently paired between runs.
For each seed, the model is evaluated across all three EW-CV folds, and the seed yielding the
highest mean AUC-PR across folds is selected for final training and test evaluation.

This multi-seed approach provides an estimate of variance due to random initialization rather
than the learning algorithm itself. The inclusion of this approach also allows for reproducibility of
results while also selecting the best seed based on mean cross-validation performance rather
than a single fold with a favorable configuration, thus strengthening the validity of the final held-
out test evaluation [50].

4.7 Computational Resources and Software Environment

All experiments in this dissertation were conducted on a local workstation, equipped with an
AMD Ryzen 7 5800H processor running at 3.20 GHz, 16.0 GB of installed RAM, and an NVIDIA
GeForce RTX 3060 Laptop GPU with 6 GB of dedicated memory. The system also includes
integrated AMD Radeon graphics and uses a 64-bit Windows 11 operating system on an x64-
based architecture. These specifications provided sufficient computational capacity for graph
construction, feature preprocessing, model training, and repeated temporal cross-validation
experiments. A full GraphSMOTE implementation was also explored, but the combination
of temporally split fold-specific subgraphs, mini-batch graph processing, and synthetic graph
augmentation exceeded the available memory on the local workstation.

The implementation was developed in Python 3.12.5 using a scientific computing and Machine
Learning (ML) stack that included PyTorch 2.4.0 with CUDA 11.8 support, PyTorch Geometric
2.7.0, XGBoost 3.2.0, scikit-learn 1.8.0, pandas 3.0.1, NumPy 1.26.4, and imblearn 0.14.1.
This software environment supported both tabular and graph-based modeling, as well as the
imbalance-handling procedures used in the experiments.
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Results

This chapter presents the experimental results and their interpretation. It begins with the se-
lection of the statistical test used for inferential comparisons, followed by a presentation of
the Expanding-Window Cross-Validation (EW-CV) and final holdout test results across all four
models evaluated. The results are then discussed in terms of the relative contributions of graph
structure, class imbalance handling, and temporal generalization to fraud detection perform-
ance. The chapter also includes a comparison against prior work on Ethereum fraud detection
to contextualize the findings within the broader literature.

5.1 Statistical test selection

As a preliminary step, the Shapiro-Wilk test was applied to the paired differences between
models to check whether the assumption of normality was satisfied. This assumption is relevant
as it determines whether a parametric or non-parametric inferential test is more appropriate.
The results indicated that, among the evaluated metrics (Area Under the Receiver Operating
Characteristic Curve (AUC-ROC), Area Under the Precision-Recall Curve (AUC-PR), fraud F1-
score, fraud recall, and fraud precision), only AUC-ROC and AUC-PR were approximately nor-
mally distributed for comparisons between the eXtreme Gradient Boosting (XGBoost) baseline
+» XGBoost + Synthetic Minority Over-sampling Technique (SMOTE), while fraud recall was
the only metric that appeared approximately normal for the comparisons between the XGBoost
baseline <+ Graph SAmple and aggreGatE (GraphSAGE), and between the XGBoost baseline
<> Embedding-Space SMOTE (Embed-SMOTE). Since the majority of paired differences did
not satisfy the normality assumption, the paired Wilcoxon signed-rank test was selected for the
inferential analysis [51].

39
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5.2 Models results

The EW-CV results revealed a clear separation between the tabular and graph-based approaches
(Table 5.1). Across the three expanding-window folds and the repeated random seeds, the
XGBoost baseline showed the weakest and least stable performance, particularly in the third
fold. XGBoost + SMOTE achieved only a marginal improvement over the baseline and retained

a similar degree of instability across folds. In contrast, both GraphSAGE and Embed-SMOTE
achieved consistently high validation performance throughout the temporal folds, with GraphSAGE
obtaining the strongest overall cross-validation scores as can be seen in Figure 5.1 and Fig-
ure 5.2.
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Figure 5.1: Distribution of ranking metrics across the evaluated models over the 10 random-
seed validation runs. Jittered points show per-split values, and double asterisks (**) indicate
statistically significant differences (p < 0.01) relative to the XGBoost baseline after the Bonferroni
correction (« = 0.0167).

The paired Wilcoxon signed-rank tests demonstrated that graph-based models yielded stat-
istically significant improvements over the XGBoost baseline. After Bonferroni correction («
= 0.0167), GraphSAGE significantly outperformed the baseline across all metrics evaluated.
Embed-SMOTE also improved from the baseline on all metrics, although the magnitude of the
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Classification Metrics - EW-CV results

Fraud F1 Fraud Recall Fraud Precision
Aok Aok ok
1.0 ok ok 1.0 - 1.0
ok
ok Cong| " ;
o [gen |
0.8 0.8 0.8 .
06 0 06 ® 06
o 4] <]
o a Q Q
5] [0:] [05]
0.4 0.4 0.4
02 02 R 0.2
X € 3 € X € 3 € x € 3 €
4GB0 1\GB+<,.M°T rapsh® b a-5MOT 4GBO°% *Gs*SMQT Grapsh® Embed_sv'\“" 1GBO%® X@B*S‘AQT GrapsPE Embed‘s'"01
= XGBoost (baseline) s XGB+SMOTE GraphSAGE Embed-SMOTE

Figure 5.2: Distribution of fraud-class classification metrics across the evaluated models over
the 10 random-seed validation runs. Jittered points show per-split values, and double asterisks
(**) indicate statistically significant differences (p < 0.01) relative to the XGBoost baseline after
the Bonferroni correction (« = 0.0167).

gains was consistently smaller than that observed for GraphSAGE. By contrast, XGBoost +
SMOTE produced statistically significant improvements only in AUC-ROC, AUC-PR, and fraud
F1-score, while differences in fraud recall and fraud precision were not statistically significant.

Table 5.1: Cross-validation performance for all models.

Model Fold 1 AUC-PR Fold 2 AUC-PR Fold 3 AUC-PR Mean AUC-PR + SD Fold1F1 Fold2F1 Fold3F1 MeanF1+ SD

XGBoost baseline 0.6551 0.8691 0.0534 0.5259 + 0.3515 0.6702 0.8443 0.0962  0.5369 + 0.3252
XGBoost + SMOTE 0.6693 0.8888 0.0615 0.5399 + 0.3562 0.6806 0.8421 0.1157  0.5461 + 0.3171
GraphSAGE 0.8956 0.9633 0.7219 0.8603 + 0.1041 0.8366 0.9337 0.6458  0.8054 + 0.1222
Embed-SMOTE 0.9049 0.9630 0.6159 0.8280 + 0.1562 0.8998 0.9384 0.5588  0.7990 + 0.1740

On the final holdout test set visible in Table 5.2, the overall ranking was similar to that
observed in validation results (Table 5.1). The tabular baselines performed modestly, with
XGBoost + SMOTE slightly improving upon the XGBoost baseline. By contrast, the graph-
based methods clearly outperformed the tabular approaches, with GraphSAGE achieving the
strongest overall results and Embed-SMOTE also delivering very strong performance.

The class-specific metrics further confirm the advantage of graph-based approaches. GraphSAGE
achieved the most favorable balance between fraud recall and fraud precision on the holdout set.
Embed-SMOTE also exhibited strong minority-class performance, suggesting a slightly more
recall-oriented decision profile. In contrast, both XGBoost variants displayed substantially lower
fraud-class performance, particularly in terms of fraud F1-score, which remained consistently
below that of graph-based models.
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Table 5.2: Final test performance for all models.

Model AUC-ROC AUC-PR Fraud F1 Fraud Recall Fraud Precision
XGBoost baseline 0.7918 0.3630 0.3596 0.3237 0.4045
XGBoost + SMOTE 0.8005 0.3718 0.3669 0.3376 0.3977
GraphSAGE 0.9894 0.9315 0.8395 0.9842 0.7318
Embed-SMOTE 0.9724 0.8397 0.7944 0.9762 0.6697

The paired Wilcoxon tests (Figure 5.1 and Figure 5.2) showed that GraphSAGE significantly
outperformed the XGBoost baseline across all the main metrics, with large paired effect sizes
indicating that the observed differences were not only statistically significant but also practically
substantial. Embed-SMOTE also improved from the baseline, although the corresponding effect
sizes were smaller than those associated with GraphSAGE. For XGBoost + SMOTE, the gains
were more limited.

Taken together, the cross-validation, holdout test, and inferential results consistently indicate
that graph-based message passing provides the strongest predictive advantage for this fraud-
detection task. Embed-SMOTE constitutes a substantial improvement over the tabular baseline,
but GraphSAGE remains the most effective model overall. The XGBoost-based approaches,
even when combined with SMOTE, were unable to match the performance achieved by graph-
based models under the adopted temporal evaluation pipeline.

5.3 Comparison with prior work

Although the present study was not designed primarily as a direct benchmark against previous
work, the results are broadly consistent with the literature on Ethereum fraud detection. Prior
studies have shown that Transaction (Tx)-level and graph-based representations can be highly
effective in blockchain security tasks, particularly when a structural or behavioral context is
incorporated into the model. The strong performance of GraphSAGE in this dissertation aligns
with the work of Lashkari et al. [40] and reinforces the view that relational modeling is especially
valuable in decentralized financial settings. In their work, the proposed Advanced Genetic
Algorithm outperformed the GraphSAGE as it obtained 0.95 in Recall, 0.96 in Precision, and
0.96 in F1-score in the final evaluation, while the tested Graph Neural Network (GNN) had
comparable results as it obtained 0.83 in Recall, 0.93 in Precision, and 0.87 in F1-score.

5.4 Discussion

The results indicate that fraud detection in this Ethereum setting benefits substantially from
modeling relational structure rather than relying exclusively on tabular Tx attributes. Across
both the EW-CV and final holdout evaluation, graph-based models consistently outperformed
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the XGBoost baselines, with the GraphSAGE model achieving the strongest overall perform-
ance. This pattern suggests that the predictive signal relevant to fraud is not fully captured by
the engineered Tx, wallet features and attribute patterns alone, but also in the context of the
surrounding neighborhood and the propagation of information throughout the graph.

The limited gains obtained by XGBoost + SMOTE further support this interpretation. Al-
though oversampling improved some ranking metrics relative to the baseline, the improvement
was modest and did not significantly improve the overall behavior of the classifier. This indicates
that class imbalance, is not the principal limitation of the tabular approach in this task. Instead,
the results suggest that the main bottleneck lies in the representational capacity of the input
space itself. Synthetic resampling in the original feature space can help a classifier better
accommodate the minority class, but it does not introduce the relational information that appears
to be critical to distinguish fraudulent from legitimate Txs in this dataset.

GraphSAGE produced the best results across all reported metrics, which is consistent with
the hypothesis that message passing can exploit local neighborhood dependencies that are in-
visible to independent tabular models. In this setting, the model likely benefits from aggregating
information from surrounding wallet and Tx nodes, thereby learning patterns that reflect collect-
ive behavior rather than isolated records. The large margin by which GraphSAGE exceeded
tabular baselines is also worth mentioning as it was observed not only in ranking metrics such
as AUC-ROC and AUC-PR (Figure 5.1), but also in fraud-specific measures such as recall,
precision, and F1-score (Figure 5.2). This combination indicates that the model is not only
ranks Txs well in aggregate, but is also effectively detects fraudulent cases at the class level.

Embed-SMOTE also achieved strong performance, and its results are valuable for under-
standing the effect of imbalance handling in embedding space. Its improvement over the tabular
baselines suggests that oversampling can remain beneficial when applied after a learned repres-
entation has been formed. However, its consistent underperformance relative to GraphSAGE
implies that embedding-space augmentation is complementary rather than substitutive. The
embedding-based synthetic samples may help the classifier better cover sparse regions of the
minority class, but they do not fully replicate the expressive power of explicit neighborhood
aggregation. This is an important finding because it suggests that, in this context and dataset,
representation learning should be treated as the primary mechanism, while oversampling should
be viewed as a secondary refinement.

By using EW-CV, the experiments preserved the chronological structure of the data and re-
duced the risk of leakage from future information into earlier folds. This is especially important in
blockchain fraud detection, where Tx patterns can change over time and where models trained
on randomly shuffled data can easily obtain overly optimistic estimates. The instability observed
in the XGBoost folds, particularly the degradation in later temporal validation, suggests that the
tabular baseline is more sensitive to distribution shift. In contrast, the graph-based models
remained substantially more stable, which indicates a better temporal generalization under a
realistic evaluation protocol. Running each model across ten random initializations makes it
possible to distinguish robust effects from potentially lucky runs. The fact that GraphSAGE



44 Chapter 5. Results

remained superior under repeated seeds indicates that the improvement is not an artifact of
a single favorable initialization. This shows that the observed gains are reproducible and not
merely a consequence of variance in model training.

From a domain perspective, the findings are aligned with the structure of blockchain fraud
itself. Fraudulent behavior in Ethereum-like Tx networks is rarely isolated and often appears
through interactions between wallets, temporal activity patterns, and local network topology.
A model that only inspects each Tx independently may therefore miss crucial relational clues.
The results support the view that fraudulent entities can be better characterized through their
graph neighborhoods, which may encode coordinated behavior, repeated interaction patterns,
or structural anomalies. This helps explain why GraphSAGE, which is designed to learn from
neighborhood aggregation, performed so strongly.

The comparison between GraphSAGE and Embed-SMOTE is also informative from a meth-
odological point of view. GraphSAGE achieved the best balance between recall and precision,
suggesting that it was able to identify fraudulent Txs while maintaining comparatively fewer
false positives. Embed-SMOTE, by contrast, exhibited slightly more recall-oriented behavior.
In a fraud detection setting, this trade-off matters as higher recall reduces the risk of missing
fraudulent activity, but lower precision can increase the operational burden caused by false
alarms. The fact that GraphSAGE remained superior in both ranking and fraud-class metrics
suggests that structural learning provided a cleaner and more discriminative representation than
synthetic latent augmentation alone.

Overall, the results support the idea that graph structure provides substantial additional
information for Ethereum fraud detection beyond tabular features alone. The results also demon-
strate that oversampling in the original feature space offers only limited benefit, whereas embedding-
space augmentation is more promising but still secondary to explicit graph learning. Lastly, a
temporally evaluation protocol reveals that graph-based models are not only more accurate,
but also more stable under realistic distribution shifts. Taken together, these findings suggest
that graph neural networks are a strong methodological choice for blockchain fraud detection,
particularly when the goal is to capture relational behavior and maintain robustness over time.



Chapter 6

Conclusions

This chapter closes the dissertation by summarizing the main findings, stating the contributions
of the work, and identifying its limitations and directions for future research. The central question
motivating this study was whether graph-based representations provide a significant advantage
over tabular models for Ethereum fraud detection under a temporally faithful evaluation protocol.
The results, methodology, and their broader implications are reflected here to situate the work
within the field and to identify what remains to be done.

6.1 Main findings

This work aimed to investigate Ethereum fraud detection through classical Machine Learning
(ML) and Graph Neural Network (GNN)-based approaches, with a particular focus on class
imbalance and temporally ordered evaluation. All models were assessed using Expanding-
Window Cross-Validation (EW-CV) and a temporally separated final test set.

RQ 1: The GNN-based models outperformed both tabular baselines across the temporal val-
idation experiments and final test set. Graph SAmple and aggreGatE (GraphSAGE)
achieved the strongest overall results, while Embedding-Space SMOTE (Embed-SMOTE)
also substantially outperformed the tabular models. These findings suggest that the graph
representation captures relational information that is unavailable when Transaction (Tx)s
are treated as independent tabular observations.

RQ 1.1: GNN-based models produced substantial gains in fraud-class detection. GraphSAGE
achieved the strongest balance of fraud recall, precision, and F1-score, while also ob-
taining the highest Area Under the Precision-Recall Curve (AUC-PR). This indicates
that relational message passing provided useful information for identifying fraudulent Txs
beyond that captured by tabular features alone.

RQ 1.2: Embed-SMOTE performed strongly, indicating that embedding-space oversampling
can be beneficial when combined with graph representation learning and class-weighted
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training. However, it did not outperform standard GraphSAGE. eXtreme Gradient Boost-
ing (XGBoost) with Synthetic Minority Over-sampling Technique (SMOTE) produced only
modest improvements over the XGBoost baseline, suggesting that graph representation
learning contributed more to performance than tabular oversampling alone.

Overall, within the scope of this case study, the findings indicate that graph-based rep-
resentations are more effective than purely tabular feature-based models for Ethereum fraud
detection under temporally ordered evaluation. In particular, GraphSAGE delivered the best
holdout performance, while the embedding-based approach also improved substantially over
the XGBoost baselines.

6.2 Contributions

The development of this dissertation contributes to the field of blockchain fraud detection as it
formulates Ethereum fraud detection as a bipartite graph learning problem, where wallets and
Txs are modeled as distinct node types connected by Tx edges. This design enables the model
to capture structural dependencies between actors and Txs, going beyond traditional tabular
representations. The work also introduces a temporally faithful evaluation framework based on
EW-CV and an untouched holdout test set. By preserving chronological order and rebuilding
each fold using only past information, the evaluation more closely reflects the conditions of
real-world fraud detection and reduces temporal leakage.

This dissertation also contributes evidence that GNN are better suited than conventional
tabular baselines for this task under class imbalance. In particular, the comparison between
GraphSAGE, the Embed-SMOTE, and XGBoost with SMOTE shows that graph representation
learning offers a more substantial benefit than oversampling alone.

6.3 Limitations and future work

Despite the strong empirical results obtained by the graph-based models, several limitations
should be acknowledged. This study is based on a single Ethereum dataset, which limits the ex-
tent to which the findings can be generalized to other blockchain ecosystems, token standards,
or fraud typologies. Although the temporal evaluation protocol increases realism, the results still
reflect the characteristics of a specific data source and sampling strategy, which may not transfer
directly to other chains or deployment environments. The graph construction process itself
introduces methodological choices that may influence the final performance. Decisions about
node representation, edge definition, feature aggregation, and fold-specific preprocessing can
all affect the information available to the model. Although the inductive EW-CV design reduces
leakage and aligns with a realistic temporal setting, it also means that changes in the graph
structure across folds may compromise comparability and make the task more challenging in
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later periods.

The class imbalance in the data remains substantial, particularly in the later temporal folds.
Although the graph-based models handled this imbalance better than the tabular baselines, the
rarity and temporal variability of fraudulent Txs can still affect model calibration and threshold
selection.

Another limitation is interpretability. GNNs provide superior predictive performance, but their
decisions are less transparent than those of simpler tabular models. This can make it difficult to
explain why a specific Tx was flagged as suspicious, a concern relevant to financial and security
applications. A model that performs well statistically may still be difficult to trust or deploy without
additional explanation mechanisms.

Future work could address these limitations in several directions. A natural extension would
be to evaluate the proposed framework in additional blockchain datasets, spanning different
ecosystems and fraud scenarios. This would allow for a stronger assessment of generalization
and robustness across domains. Another useful direction would be to investigate alternative
graph constructions, such as temporal graph formulations that more explicitly model the evolu-
tion of wallet interactions over time.

It would also be valuable to explore more advanced imbalance-handling strategies in con-
junction with graph learning. For example, embedding-space augmentation could be combined
with class-aware sampling or cost-sensitive training to further improve performance for minority
class. Since Embed-SMOTE already showed promising results, refining this approach may
yield additional gains, particularly if synthetic samples are generated in a manner that better
preserves graph neighborhood structure. Applying a full version of graphSMOTE with edge
generator would also optimize the potential results. Such extensions would bring the work closer
to practical applicability and provide a more complete picture of its usefulness in real-world fraud
monitoring systems.
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Appendix A

This appendix presents the feature descriptions for the BCCC-DeFiFraudTrans-2025 2 dataset
introduced by Lashkari et al. [40], together with the additional features engineered during the
development of this project. The first table summarizes the Transaction (Tx)-level attributes,

while the second table details the wallet-level attributes.

Table A.1: BCCC dataset Tx features

Category

Feature

Description

Address Related

length_from_address
length_to_address
from_is_same_as_to

from
to

address_is_sender

address_is_receiver

The length of the “from” address in the Tx

The length of the “to” address in the Tx

Boolean indicating if the “from” and “to” addresses are the
same

Sender wallet address

Receiver wallet address

Boolean indicating if the flagged address is the sender of
funds

Boolean indicating if the flagged address is the receiver of
funds

gas_used
effective_gas_price
total_gas_cost

The amount of gas used for the Tx
The price per unit of gas paid in the Tx
The total cost of gas used (gas_used * effective_gas_price)

Block Related

block_number
coming_from_contract
length_transaction_hash
hash

Gas Related gas_per_log_event Gas used per log event in the Tx
cumulative_gas_used Total gas used in the block up to this Tx
gas_price_ratio Ratio of gas price to some baseline or previous price
gas_efficiency A measure of Tx efficiency based on gas usage
log_count Number of log entries in the Tx
log_removed Indicates whether any logs were removed

Log Related ! o
log_index Index of the log within the Tx
length_log Length of the log data
value The value transferred in the Tx
index Tx index in the block
chain_id Identifier of the blockchain network

The block number in which the Tx is recorded

Boolean indicating if the Tx originated from a contract
Length of the Tx hash

Unique cryptographic identifier used to trace and verify a
blockchain Tx

Tx status Related

event_activity_flag
message

status

Error!

Flag indicating specific event activity
Message associated with the Tx

Status of the Tx (e.g., success, fail)
Any errors returned by the Tx execution
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Category Feature Description
token_transfer_amount Amount of tokens transferred in the Tx
Token Related ) .
normalized_token_transfer | Normalized value of tokens transferred
timestamp_UTC The exact date and time when the Tx was recorded, ex-
) pressed in UTC as YYYY/mm/dd hh:mm
Time Related L . . s
unix_timestamp The Tx time converted into Unix time, measured as the
number of seconds elapsed since 1 January 1970 UTC
sin_hour Sine transformation of the hour of the day, used to encode
the cyclical nature of time
cos_hour Cosine transformation of the hour of the day, used to encode
the cyclical nature of time
Table A.2: BCCC dataset Wallet features
Category Feature Description
number_of errors Total number of errors encountered
Error Related . .
error_rate Proportion of Txs that resulted in errors
gas_used_summation Sum of gas used across Txs
gas_used_average Average gas used per Tx
gas_used_median Median gas used per Tx
gas_used_standard_deviation Standard deviation of gas used
gas_used_maximum_val Maximum gas used in a single Tx
gas_used_minimum_val Minimum gas used across Txs
gas_used_variance Variance of gas used across Txs
gas_used_range_value Range between maximum and minimum gas used
gas_used_skewness Skewness of the gas used distribution
gas_used_mode Mode of the gas used across Txs
gas_used_coefficient_of_variation | Coefficient of variation of gas used
gas_prices_summation Sum of gas prices across Txs
gas_prices_average Average gas prices per Tx
gas_prices_median Median gas prices per Tx
gas_prices_standard_deviation Standard deviation of gas prices
gas_prices_maximum_val Maximum gas price in a single Tx
Gas related gas_prices_minimum_val Minimum gas prices across Txs
gas_prices_variance Variance of gas prices across Txs
gas_prices_range_value Range between maximum and minimum gas prices
gas_prices_skewness Skewness of the gas prices distribution
gas_prices_mode Mode of the gas prices across Txs

gas_prices_coefficient_of variation Coefficient of variation of gas prices
cumulativeGasUsed_summation | Sum of cumulative gas used across Txs

cumulativeGasUsed_average Average cumulative gas used per Tx
cumulativeGasUsed_median Median cumulative gas used per Tx
cumulativeGasUsed_std Standard deviation of cumulative gas used
cumulativeGasUsed_max_val Maximum cumulative gas used in a single Tx
cumulativeGasUsed_min_val Minimum cumulative gas used across Txs
cumulativeGasUsed_variance Variance of cumulative gas used across Txs

cumulativeGasUsed_range_value | Range between maximum and minimum cumulative gas
used

cumulativeGasUsed_skewness Skewness of the cumulative gas used distribution
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Category

Feature

Description

cumulativeGasUsed_mode
cumulativeGasUsed_cov

Mode of the cumulative gas used across Txs
Coefficient of variation of cumulative gas used

Values Related

values_summation
values_average
values_median
values_standard_deviation
values_maximum_val
values_minimum_val
values_variance
values_range_value

values_skewness
values_mode
values_coefficient_of_variation

Sum of values transferred across Txs

Average value transferred per Tx

Median value transferred per Tx

Standard deviation of values transferred
Maximum value transferred in a single Tx
Minimum value transferred across Txs
Variance of values transferred across Txs
Range between maximum and minimum values trans-
ferred

Skewness of the values transferred distribution
Mode of the values transferred across Txs
Coefficient of variation of values transferred

Nonce related

nonce_summation
nonce_average
nonce_median
nonce_standard_deviation
nonce_maximum_val
nonce_minimum_val
nonce_variance
nonce_range_value
nonce_skewness
nonce_mode
nonce_cov

Sum of nonce values used across Txs
Average nonce used per Tx

Median nonce used per Tx

Standard deviation of nonce used
Maximum nonce used in a single Tx
Minimum nonce used across Txs
Variance of nonce used across Txs
Range between maximum and minimum nonce used
Skewness of the nonce used distribution
Mode of the nonce used across Txs
Coefficient of variation of nonce used

Count related

number_of _from_address
number_of unique _from_address
number_of to_address
number_of _unique_to_address
num_transaction

duration

Total number of “from” addresses used
Number of unique “from” addresses
Total number of “to” addresses involved
Number of unique “to” addresses

Total number of Txs

Time duration from the first to the last Tx
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