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Resumo

O conhecimento sobre vulnerabilidades ainda é comunicado principalmente por meio do que é
mais facil de observar e triar — falhas (crashes), vetores de ataque, e impactos — enquanto a
analise de seguranca e a correcdo subsequente exigem uma compreensdo ao nivel do defeito,
fundamentada no cédigo. Esta tese aborda a incompatibilidade entre a comunicagdo de vulner-
abilidades baseada em resultados observaveis e os bugs subjacentes no cédigo que constituem a
ground truth para detecgdo, avaliacdo e reparo. Esta tese investiga trés questdes: (RQ1) quais
perfis caracterizam defeitos de seguranga no software quando descritos em termos de mecanismos
de causa raiz e contexto de software; (RQ2) quais atributos um benchmark deve preservar para
que a avaliacdo distinga causas de manifestagdes, em vez de recompensar proximidade incidental;
e (RQ3) em que medida a triagem baseada em aprendizagem de méquina pode identificar alertas
aciondveis de static application security testing (SAST) — ferramentas que analisam o cédigo-
fonte para sinalizar possiveis falhas de seguranca — quando a ground truth é definida no nivel do
defeito em vez do erro.

A tese modela cada vulnerabilidade como uma cadeia defeito — erro — falha e fundamenta
a andlise no c6digo open source como evidéncia. Os defeitos sdo reconstruidos a partir de diffs
de patches e de artefatos relacionados, organizados num esquema de caracterizagdo que separa a
causa raiz, a manifestagdo e o contexto de software. Essas reconstru¢des sdo operacionalizadas
em instancias executaveis de benchmark ao vincular divulgacdes de fuzzing a CVEs, reconstruir
ambientes de compilacdo, reproduzir entradas no programa para validar crashes e preservar duas
localizacdes: bug-sites localizadas pelo patch e error-sites localizadas pela falha. Com base nesse
benchmark, a tese avalia quatro ferramentas de SAST nas duas localizacdes ao nivel da linha (bug
site versus error site), avalia a semantica reportada pelas ferramentas por meio de abstragdes ao
nivel da operagdo e introduz uma camada de triagem baseada em explicagdes que complementa
os alertas e treina um classificador leve para filtrar alertas ndo aciondveis.

A andlise de 55 vulnerabilidades reconstruidas mostra que os defeitos formam perfis estaveis
e interpretdveis quando condicionados pela causa (Missing versus Incorrect) e pela operacdo no
contexto do software, e que resultados semelhantes, de alta severidade, podem surgir por meio de
regimes de erro e de perfis de bug distintos. Dos 69 casos derivados de fuzzing, 30 sdo convertidos
em instancias de benchmark que reproduzem crashes; estas mostram que as localiza¢des do bug e
do erro frequentemente divergem e que as operagdes do bug sio diversas, mas convergem para um
conjunto restrito de operagdes de erro. Ao avaliar as ferramentas de SAST nas duas localizagdes
ao nivel da linha (bug site e error site), observa-se um sobre-relato extremo, e a dete¢do ocorre
com maior frequéncia nos error sites do que nos bug sites. Mesmo quando os alertas coincidem
com uma das duas localizac¢des, a sua avaliacdo, por meio da operac¢do, indica detecdo incidental.
A triagem baseada em aprendizagem de mdquina reduz a carga de falsos positivos, preservando,
de forma mais consistente, alertas que correspondem a defeitos, em vez de manifestacdes.

De modo geral, a tese demonstra que uma avaliacdo fidvel de SAST exige a modelacdo explicita
das vulnerabilidades ao nivel da linha, distinguindo entre defeitos e erros, e avaliando os alertas
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com base na semantica das operagdes. A tese contribui com uma metodologia de caracterizacio de
defeitos fundamentada no patch, um benchmark com instancias reprodutiveis anotadas em ambas
as localizacdes e uma abordagem de avaliacdo que considera a separacdo entre defeitos e suas
manifestacoes, estabelecendo uma base para avangos mais fundamentados na direcdo da detecdo
aciondvel e do reparo de vulnerabilidades.



Abstract

Vulnerability knowledge is still communicated primarily through what is easiest to observe and
triage—crashes, attack vectors, and impacts—while security analysis and downstream repair re-
quire root cause understanding grounded in code. This thesis addresses the mismatch between
vulnerability reporting based on observable outcomes and the underlying bugs in code that con-
stitute the ground truth for detection, evaluation, and repair. It investigates three questions: (RQ1)
what profiles characterize software security bugs when described in terms of root-cause behaviour
and software context; (RQ2) which attributes a benchmark must preserve so that evaluation dis-
tinguishes causes from manifestations rather than rewarding incidental proximity; and (RQ3) to
what extent machine learning—based triage can identify actionable warnings from static applica-
tion security testing (SAST) — tools that analyze source code to flag potential security flaws —
when ground truth is defined at the level of the bug instead of error.

The thesis models each vulnerability as a bug — error — failure chain and grounds the analy-
sis in open-source evidence. Bugs are reconstructed from patch diffs and related artifacts, then
organized into a profiling schema that separates root cause, manifestation, and software con-
text. These reconstructions are operationalized into executable benchmark instances by linking
fuzzing disclosures to CVEs, reconstructing build environments, replaying program inputs to val-
idate crashes, and preserving two locations: patch-localized bug sites and crash-localized error
sites. Using this benchmark, the thesis evaluates four SAST tools under the two locations at the
line-level (bug-site vs. error-site), assesses tool-reported semantics through operation-level ab-
stractions, and introduces an explanation-based triage layer that augments warnings and trains a
lightweight classifier to filter non-actionable warnings.

Analysis of 55 reconstructed vulnerabilities shows that bugs form stable, interpretable profiles
when conditioned by cause (Missing vs. Incorrect) and by operation within the software context,
and that similar high-severity outcomes can arise through distinct error regimes and bug profiles.
From 69 linked fuzzing cases, 30 are converted into benchmark instances that reproduce crashes;
these show that bug and error locations frequently diverge and that the bug operations are diverse
but converge into a narrow set of error operations. Evaluating the SAST tools in both locations
at the line-level (bug site and error site), these exhibit extreme over-reporting, and their detection
occurs more often at error sites than at bug sites. Even when warnings match one of the two
locations, their assessment (through the operation) indicates incidental detection. Machine learn-
ing—based triage reduces the burden of false positives while preserving warnings that correspond
more reliably to bugs than to their manifestations.

Overall, the thesis shows that reliable SAST evaluation requires explicit modeling of vulner-
abilities at the line level, distinguishing between bugs and errors, and assessing warnings using
operation semantics. It contributes a bug-profiling methodology grounded in patch artifacts, a
benchmark with reproducible instances annotated at both locations, and an evaluation approach
that accounts for the separation between bugs and their manifestations, providing a foundation for
more principled progress toward actionable detection and repair of vulnerabilities.

il
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Chapter 1

Introduction

Software vulnerabilities are commonly communicated through what is easiest to observe and
triage: failure modes, impacts, and triggering conditions [162, 161]. Preventive techniques and
empirical evaluation, however, depend on a different unit of understanding: the bug in code, how
it activates into a runtime error, and how that error propagates into an observable failure [10, 16].
This mismatch between reporting based on observable outcomes and reasoning grounded in code
creates a structural gap for vulnerability research and evaluation: the information most widely
available in public records is often insufficient to define ground truth at the level of the bug [88],
yet that is precisely what detection, localization, and downstream repair require [15, 94, 107].

This thesis addresses that gap by establishing empirical and methodological foundations for
evaluating vulnerability analysis techniques that distinguish bugs from their manifestations. It
focuses on fuzzing-derived security bugs in C/C++ open-source code [202, 154], where repro-
ducible crashes (the failure mode produced by fuzzing [149]) and patch history can be jointly
leveraged [80, 81]. Within this scope, vulnerabilities are reconstructed as bug — error — failure
chains [20, 107], with bugs identified from patch artifacts and errors and failures retained as ob-
servable manifestations. This yields a representation in which vulnerability location is dual: a bug
line localized by the fix and an error line localized by the crash [15, 107]. This distinction enables
evaluation to separate detection of the bug from detection of its manifestation [140, 94].

The thesis is structured around three dependent research questions.

RQ1 asks: What root causes and contextual factors characterize real-world security bugs, and
do stable, interpretable profiles emerge across cases? It is addressed by reconstructing bug causes
and operations in software context and by analyzing how these propagate into errors and failures.

RQ2 asks: Which vulnerability attributes must a benchmark record for reliable evaluation?
It is addressed by identifying the information a benchmark must retain to preserve the distinction
between bug and error locations and to support semantic assessment of tool warnings.

RQ3 asks: To what extent can SAST outputs, augmented with ML-based triage, identify action-
able findings? It is addressed by evaluating static analysis tools under bug and error locations, as-
sessing whether reported semantics align with bug operations, and examining whether ML-based

triage improves warning actionability through explanation-based normalization.
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1.1 Problem Context and Motivation

Vulnerability analysis relies on reference information that captures how bugs arise and propagate
in real software, yet the vulnerability management ecosystem primarily reports observable man-
ifestations of vulnerabilities rather than the underlying bugs [162, 88]. This creates a mismatch
between the data typically available in public disclosures [128, 41], the information needed to
evaluate vulnerability analysis tools, and the reasoning those tools are expected to perform. In
this thesis, evaluation refers to comparing tool outputs against reconstructed reference informa-
tion about a vulnerability, including the location of the bug, the location of the resulting error, and
the characterization of the bug. The problem has three interconnected dimensions: a represen-
tational gap between manifestation and bug, practical constraints on reproducing vulnerabilities,
and a resulting misalignment between what evaluation measures and what tools are expected to
detect.

Representation gap: manifestation versus bug

Public vulnerability disclosures communicate observable consequences [161]—what fails and
what impact it may have—because these elements support triage and response at scale. This
representation, however, leaves unspecified which bug enabled the vulnerability and where that
bug is located in code. MITRE’s guidance recognizes this tension: CVE descriptions emphasize
impacts and attack vectors rather than weaknesses, and root cause mapping is not done accurately
at scale by the vulnerability management ecosystem [162]. As a result, research and tool evalua-
tion often focus on the manifestation of a vulnerability rather than the bug that enables it [69, 57,
231, 177].

A concrete case illustrates the limitation. CVE-2020-8899 is described as a heap-based buffer
overflow in Samsung’s Android Operating System (OS) image codec stack, triggerable by a crafted
MMS and leading to remote code execution. This description is operationally useful, but it pri-
marily states what happens and what an attacker can achieve. The underlying bug—a missing
verification of image body width and height during header parsing—is not explicit, even though
the missing check allows later decoding under invalid size assumptions. The observable failure is
therefore the end of a chain whose beginning is a bug in validation logic. Such a mismatch reflects
the gap between reporting practice and reasoning about the bug in code.

Conceptually, vulnerabilities unfold from a bug to an error state when the bug is activated, and
then to a failure that becomes observable and security-relevant [10, 103, 16]. Public datasets and
benchmarks, however, rarely preserve this progression in a form that supports reconstruction and
evaluation. In this thesis, root cause refers to the underlying reason the bug exists [162, 106, 16],
expressed through a structured representation. Ground truth refers to the reconstructed reference
information used for evaluation, including where the bug is located, where the resulting error is
observed, and how the bug is characterized. When these elements are absent or collapsed into a
single label [238], evaluation cannot distinguish whether a tool identifies the bug itself or only its

manifestation.
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Data and reproducibility constraints

Even when the root cause is conceptually clear, converting a vulnerability into an evaluation-ready
instance is often infeasible [168]. Reports may be incomplete [88, 41], repository linkages unre-
liable [198, 45], and patches loosely referenced [245, 171] or entangled with unrelated changes,
complicating bug localization [102]. These issues are compounded by ecosystem drift: builds
break, dependencies disappear, toolchains evolve, and historical versions become difficult to re-
construct [168, 154, 222]. As a result, a vulnerability well documented in public disclosures may
nonetheless be unusable for evaluation because the artifacts required for reconstruction and deter-
ministic execution are missing or irrecoverable.

This exposes a structural fault line in empirical vulnerability research. On the one hand, recon-
struction presupposes the ability to recover the bug—error—failure chain from available artifacts [20,
107]. On the other hand, empirical evaluation depends on executable instances that can be built,
exercised, and replayed under controlled conditions [95, 168, 46]. When these requirements can-
not be jointly satisfied [154], vulnerabilities differ not only in their semantic clarity but also in
what forms of analysis and evaluation they can meaningfully support.

In practice, these distinctions are often treated implicitly. Vulnerabilities that support recon-
struction, those that support reproduction, and those that support neither are frequently aggregated
under a single notion of ground truth [14, 46, 154]. This conflation obscures the relationships
among available artifacts, reproducibility, and evaluation validity, and underscores the need for
benchmarks that make these constraints explicit rather than absorbing them as unexamined as-

sumptions.

Evaluation misalignment and its implications

This representational gap matters directly for tools that aim to detect or localize vulnerabilities.
Static analysis tools do not detect "remote code execution" as such; they issue warnings about
code patterns, program states, or violated assumptions that may indicate a bug [179, 203, 83].
Evaluating such warnings, therefore, requires a clear reference for what counts as a correct result.
If that reference is tied only to the observed failure or where a crash occurs, a tool may appear
effective because it warns near the point of failure, even if it does not identify the underlying
bug [8, 73, 186, 140]. For this reason, empirical studies must explicitly state what they treat as
correct.

Existing datasets and benchmarks often preserve only part of the information needed for this
distinction. Modern fuzzing infrastructures can efficiently generate reproducible failures [202,
154], but they do not systematically map crashes back to the code locations where the bug orig-
inates [15, 94, 107]. Conversely, studies on crash-driven root-cause localization often work on
ad hoc subsets that do not serve as reusable benchmarks [15, 207, 53, 183]. Other benchmarks
derived from real vulnerabilities in open-source software provide only coarse vulnerability loca-
tions, such as the affected function, which makes it difficult to tell whether a tool detects the bug

or merely reports code near the propagated error [43, 140, 30, 258].
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This mismatch affects more than measured accuracy. If evaluation rewards warnings that are
merely close to the observed failure, tools are encouraged to report symptoms rather than causes.
Such warnings may look correct under ground truth defined at the level of the manifestation,
yet still offer limited help to developers trying to understand the bug and decide how to fix the
code [43, 30, 94]. In this way, ambiguity in evaluation criteria propagates into ambiguity in tool
outputs, linking benchmark design to warning usefulness and triage effort in practice [96, 120,
94].

1.2 Technical and Conceptual Background

This thesis relies on a small set of concepts for describing how vulnerabilities are reported, how
they are represented in public data sources, and how their underlying bugs can be reconstructed
from software artifacts. The goal of this section is not to survey the full landscape of vulnerability
taxonomies and datasets, but to introduce the minimum background needed to understand the

representational gap identified in Section 1.1 and the thesis choices that follow.

Vulnerability disclosure and metadata sources. The vulnerability disclosure process begins
when a flaw is identified and reported through development or security channels, after which ven-
dors or maintainers may publish advisories describing affected software and remediation. The
Common Vulnerabilities and Exposures (CVE) Program [38] assigns unique identifiers to pub-
licly disclosed vulnerabilities through authorized CVE Numbering Authorities (CNAs) [36], mak-
ing CVE records the canonical identifiers used across the ecosystem. The National Vulnerability
Database (NVD) [175] enriches CVE records with structured metadata that supports interoper-
ability across security tools. In open-source ecosystems, databases such as Open Source Vulner-
ability (OSV) [80] and GHSA [75] complement this layer by linking advisories to repositories,
commits, and affected version ranges. Automated fuzzing infrastructures such as OSS-Fuzz [82]
provide further metadata by producing inputs, crashes, and sanitizer logs that capture how vul-
nerabilities manifest at runtime. Together, these systems provide complementary artifacts about
vulnerabilities: identifiers and public descriptions from CVE, metadata from NVD, code history

from OSV and GHSA, and reproduction from fuzzing.

Vulnerability standards and representational ambiguity. Despite coordinated identification
and standardized reporting mechanisms, the content of CVE records remains uneven in com-
pleteness and structure. Although reporting templates encourage inclusion of vulnerability type,
root cause, impact, attacker type, and attack vector [161], these details are usually conveyed
through concise free-text descriptions whose technical language makes structuring prone to am-
biguity and variability [133, 90, 7, 248]. In practice, disclosures emphasize observable conse-
quences and exploitation outcomes, while the underlying cause is often omitted or only ambigu-

ously described [88]. Structured metadata captures complementary aspects through standards such
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as Common Vulnerability Scoring System (CVSS) [155], which describes severity, Common Plat-
form Enumeration (CPE) [227], which identifies affected products, and Common Weakness Enu-
meration (CWE) [35], which enumerates types of software weaknesses. Because CWE mappings
are commonly derived from CVE descriptions, they can inherit the same bias toward consequence

and impact rather than the underlying issue that enabled the vulnerability.

Vulnerability causality and the propagation chain. This limitation motivates a representation
of vulnerabilities that captures more than their observable outcome. Such a representation is made
explicit by Avizienis et al. through the fault — error — failure chain [10]. In that model, a failure
is the externally observable consequence of an incorrect state, an error is the internal incorrect
state, and a fault is its hypothesized cause. This representation is important for understanding
how vulnerabilities propagate. Still, the notion of fault remains intentionally abstract and, by
itself, does not provide a concrete representation of the underlying cause. The Bugs Framework
(BF) makes that structure more explicit at the code level by representing a weakness through
cause, operation, and consequence [16]. In BF, the cause is either a bug, denoting a defect in
code or specification, or a fault, denoting an erroneous operand such as an address or size. The
consequence is either an error, which propagates as a fault to the next weakness, or a final error,
which enables a failure (the failure classes used in this thesis are defined in Appendix A.2.3). A
vulnerability is then a chain of such weaknesses, and the level of analysis in BF is at both the code

and runtime levels.

Root cause and manifestation. The relevant level of analysis in this thesis is the improper code
construct that enables the vulnerability, not the intermediate states through which it propagates.
This choice aligns with static analysis tools, which generally operate on source-code abstractions
rather than on runtime program states. Accordingly, we retain the (cause,operation) pair as a
structured characterization of the code bug, which we refer to as the root cause, in line with the
view in BF and CWE that the root cause corresponds to the first weakness in a vulnerability
chain. In this representation, operation denotes the relevant program action', and cause denotes
the qualifier of that action. The downstream error and resulting failure are treated separately as
the manifestation. On that basis, we adopt a simplified representation of the vulnerability as a bug
— error — failure chain, where error refers to the final error state before the resulting failure,
which corresponds to the final error in BF. Unlike the BF chain of weaknesses, our simplified

chain does not model the intermediate propagation between the bug and the final error.

Ground truth, oracles, and reference locations. Any empirical evaluation requires an oracle:
a specified criterion for deciding whether a technique matches the vulnerability of interest. In
vulnerability studies, the oracle is often implicit, for example, by relying on file- or function-level
proximity to crash context, which can conflate detection of the bug with proximity to its observed

consequence. In this thesis, ground truth refers to the reconstructed reference information used by

I'The operation labels come from the BF operation taxonomy, which we interpret at the code level (Appendix A.2.1).
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an oracle, including the bug location, the error location, and the root cause characterization of the
bug. These reference locations correspond to different points in the causal progression. The bug
location is the code location associated with the bug, typically localized by patch artifacts, whereas
the error location is the code location where the error, i.€., the final error defined above, is observed
at runtime, typically localized by crash or sanitizer artifacts. These locations diverge, but they can
also coincide when code is missing. A reliable evaluation must therefore state explicitly which

reference location it targets.

SAST tools, warnings, and actionability. Static Application Security Testing (Static Appli-
cation Security Testing (SAST)) [179] tools analyze source code without execution and report
potential security issues as warnings, typically including a source location, a diagnostic message,
a rule identifier, and often a mapped weakness category such as a CWE. In empirical evaluation,
these warnings can be considered at two levels: detection, which asks whether a tool flags the
relevant code location, and assessment, which asks whether the warning correctly characterizes
the issue at that location. In practice, however, even a correctly localized warning may still be of
limited use if it does not help distinguish an important bug from incidental or misleading signals.
For this reason, SAST outputs are also studied in terms of actionability, that is, whether a warning
provides information that is useful for deciding that the flagged code should be repaired. This
distinction is important because real-world tools can emit very large numbers of warnings, many

of which are ignored as unactionable, making triage a central part of effective static analysis.

1.3 Research Trajectory and Problem Refinement

This thesis originated from an initial plan to improve Automatic Program Repair (APR) for se-
curity vulnerabilities by integrating vulnerability-detection signals to improve localization and
reduce wasted patch-validation effort. In the proposal, vulnerabilities were largely treated as ag-
gregates of attributes mined from public sources, such as language, component, software type, and
manifestation labels, and the profiling and benchmarking tasks were framed mainly as enabling
steps toward comparative evaluations of SAST tools, Machine Learning (ML)-based vulnerability
detection methods, and APR tools.

Two empirical realizations reshaped the direction of the work. First, during early experi-
ments with SAST tools, we observed that evaluation depends strongly on which location is treated
as ground truth, because the bug location identified in the patch often diverged from the error
location observed in the crash. This matters because a SAST tool may identify the error loca-
tion, yet directing an APR tool to fix it may only mitigate the vulnerability rather than resolve it,
which requires fixing the bug. Second, as bug locations were reconstructed from the patch, many
cases were better characterized as missing enforcement, such as absent checks, validation, or con-
sistency constraints, rather than incorrect implementation. This matters because bugs involving

missing code are intrinsically difficult to localize: what is omitted must often be inferred from
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specification knowledge and developer intent that are not explicit in the code, which complicates
manual annotation and makes automated detection and repair especially difficult.

These findings challenged the proposal hypothesis that stronger detection signals would trans-
late into better APR localization and raised a more fundamental question: whether tools can report
the relevant location at all when that location may not be explicitly represented in the vulnerable
code. The thesis, therefore, shifted from integrating the outputs of SAST tools into repair to eval-
uating whether SAST tools can identify repair-relevant vulnerability locations. This reorientation
led to three concrete tasks: (i) bug profiling grounded in patch artifacts, (ii) a reproducible bench-
mark that records both bug and error locations, and (iii) evaluation of SAST tools with ML-based

triage under ground truth defined at the level of the bug.

1.4 Thesis Objectives and Research Questions

This thesis establishes the empirical and methodological basis for evaluating detection and repair
techniques on the bug rather than its manifestation. For that, we study security bugs in C/C++
open-source systems, primarily memory-safety vulnerabilities associated with publicly disclosed
CVEs, because this setting provides concrete artifacts for reconstructing the bug—error—failure
chain, using fuzzing to reproduce the failure and patches to recover the bug. We therefore argue
that evaluation should reflect this bug—error—failure propagation rather than rely solely on agree-
ment with the observed manifestation. The research questions are organized accordingly: RQ1
characterizes bugs in relation to their software context; RQ2 determines what information a bench-
mark must record to represent and reproduce that propagation for evaluation; and RQ3 assesses
whether outputs from SAST tools, augmented with ML-based triage, can be made actionable un-

der ground truth defined at the level of the bug.

Profiling security bugs. Current vulnerability datasets and evaluation practices largely describe
vulnerabilities in terms of manifestations (e.g., crash types, CWE labels, or failure symptoms),
while the underlying bugs and their software context remain weakly represented. Consequently,
it remains unclear whether real-world security bugs exhibit stable and interpretable patterns or

whether superficially similar failures arise from different bugs, motivating the following question:

RQ,. What root causes and contextual software factors characterize real-world security bugs,

and do stable, interpretable profiles emerge across cases? gm We reconstruct vulnerabilities at

the level of the bug from patch artifacts and associated metadata, distinguishing Missing versus
Incorrect causes > and recording the surrounding software context in which bugs occur. Each
reconstructed bug is linked to the resulting runtime errors and externally observable failures, al-
lowing profiles to be expressed as propagation chains rather than clusters of symptoms. This
enables comparison of how different bugs lead to similar security consequences and how similar

bugs diverge in propagation depending on context.

ZWhile the Missing and Incorrect distinction resembles BF’s Missing Code and Erroneous Code distinction, we
retain the CWE glossary terms as the reference (see Appendix A.2.1).
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Establishing these profiles defines the unit of analysis used throughout the thesis. A normal-
ized representation of bugs and their propagation is necessary to design benchmarks that capture
the distinction between root cause and manifestation (RQ2) and to interpret tool outputs in terms

of repair-relevant localization rather than incidental agreement with failure context (RQ3).

Benchmark requirements for reliable evaluation. Existing benchmarks typically encode la-
bels and locations that reflect the manifestation of a vulnerability, conflating the underlying bug
with its runtime consequences. As a result, evaluations based on such benchmarks may reflect
only incidental agreement with failure context rather than the real ability of SAST tools to identify
the bug. Reliable evaluation requires a benchmark that captures the structure of the vulnerability,

leading to the following question:
RQ». Which attributes must a vulnerability benchmark record to enable reliable evaluation?

We frame benchmark construction around the bug profiles established in RQ1, asking what
information must be recorded so that evaluation distinguishes between the bug and the resulting
error. This requires executable cases that can be triggered to reproduce the failure while remaining
linked to the patch artifacts used to reconstruct the bug. The benchmark records the bug location,
the error location, and the artifacts to reproduce the failure and interpret their relationship.

Defining these requirements operationalizes the unit identified in RQ1 into a reproducible basis
for evaluation. Without such representation, tool assessment cannot distinguish bug detection from
the detection of its propagated manifestations, and evaluating whether outputs from SAST tools,

augmented with ML-based triage, are actionable (RQ3) would lack a sound ground-truth model.

Evaluation of SAST outputs and actionability. Conventional evaluation of SAST tools often
treats detection as a binary matching problem against vulnerability labels or reported locations,
without distinguishing whether a tool identifies the bug or only aligns with the propagated errors.
This obscures whether reported findings are actionable for repair, since remediation depends on
locating and understanding the bug that must be fixed rather than its visible consequences. With
ground truth that distinguishes the bug from the resulting error, evaluation can measure what a tool

actually identifies, leading to the following question:

RQs. To what extent are outputs from SAST tools with ML-based triage actionable under an

evaluation that distinguishes the bug from the resulting error?

We evaluate SAST tools under two complementary oracles: detection at the bug location,
corresponding to the root cause that must be repaired, and detection at the error location, corre-
sponding to where the manifestation becomes visible. Beyond localization, we assess whether the
SAST tool findings indicate that the detected condition corresponds to the root cause, or whether
apparent matches are incidental. Building on this, we investigate whether explanation-based ML
triage can reduce unactionable warnings while preserving findings that align with bug location,

thereby improving the practical utility of tool outputs within the defined scope.
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This evaluation builds directly on the previous questions: it uses the bug profiles character-
ized in RQ1 and the benchmark established in RQ2, which records both bug and error locations.
Together, these make it possible to assess not only detection performance but also whether SAST

tools identify the root cause that must be repaired.

In summary, the investigation establishes three central findings corresponding to the research
questions. First, reconstructed vulnerabilities reveal interpretable bug profiles characterized by
missing or incorrect causes within specific software contexts. Second, reliable evaluation requires
benchmarks that separate the bug from its manifestation, which conventional benchmarks often
collapse into a single location. Third, empirical evaluation shows that SAST tools often align
with manifestation locations rather than underlying bugs, but explanation-based ML triage can

substantially reduce unactionable warnings while preserving actionable warnings.

1.5 Research Approach and Methodological Strategy

To address the thesis objectives and research questions, the methodological approach builds on
the vulnerability structure introduced earlier. The approach reconstructs bugs from carefully se-
lected CVEs using consistent metadata, linked patches, and sufficiently informative descriptions,
and represents them in a structured, machine-usable form that distinguishes the bug from its man-
ifestation. This vulnerability structure is used to evaluate analysis tools based on their ability to
localize the bug. The root-cause representation is then used to normalize tool findings for as-
sessment and triage: the operation supports comparison against the reconstructed bug, while the
combination of cause and operation is used to generate natural-language explanations of proper or
improper program actions. These explanations are then used to train ML models to filter unaction-
able warnings. Across the thesis, reconstruction, representation, and evaluation form a cumulative

progression in which each component provides the basis for the next.

Bug profiling. Vulnerabilities are reconstructed at the level of the bug using CVE records as
entry points, but only after cases satisfy strict eligibility and metadata criteria so that each in-
stance is semantically consistent and traceable to concrete artifacts. To retain application-level
vulnerabilities and resolve affected products to accessible open-source repositories, we use CPE
metadata, which provides the product identifiers needed for filtering and linkage. Repository and
commit references, together with external package identifiers, are then used to link cases to code
changes in open-source, restricting analysis to contexts where the bug can be directly inspected.
Additional constraints on exploitability and scope limit the corpus to vulnerabilities whose acti-
vation depends primarily on intrinsic program behavior and whose effects remain within a single
authorization boundary, enabling reconstruction of closed bug—error—failure chains. Patch diffs
are used to reconstruct the bug and localize its position in the code, while vulnerability descrip-
tions are used to reconstruct the manifestation from the consequence and impact; metadata serves

as linkage and contextual support rather than as ground truth. The reconstructed information is
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then mapped to vulnerability-chain attributes and software-context attributes. The former record
the root cause, error, and failure, while the latter capture the software type, the functional area
surrounding the bug, and the programming language of the affected file, using sufficiently coarse

categories to reduce reporting-style variation and support comparison across cases.

Benchmark crafting. To build the benchmark, we apply the bug reconstruction procedure to a
separate set of candidate vulnerabilities drawn from fuzzing disclosures (OSV records and OSS-
Fuzz issue reports), which provide reproducer inputs and crash artifacts. Candidate cases are
linked to CVEs through multi-signal matching and historical version analysis, followed by build
reconstruction, containerized environment assembly, and deterministic crash validation. Each val-
idated instance records two locations: the bug location grounded in the patch and the error location
grounded in the crash, preventing evaluation from conflating proximity to the manifestation with
identification of the bug. Only reproducible cases are included in the benchmark core, with arti-
fact packaging and version information ensuring traceability, resulting in a corpus that prioritizes

vulnerability structure over breadth.

Tool evaluation and actionability. A set of build-independent C/C++ SAST tools, selected from
the literature for default rule coverage and Static Analysis Results Interchange Format (SARIF)-
compatible output, is evaluated against the benchmark using two exact-line oracles, that is, ground-
truth source-code locations defined at single-line granularity: detection at the bug location and
detection at the error location. This exposes whether findings correspond to the bug itself or only
to its manifestation context. Assessment of reported semantics maps tool labels, often given as
coarse CWE categories, into operation categories and compares them with the operation identified
in the root cause, providing a finer-grained notion of correctness than coarse CWE label agreement
alone. A tool-agnostic ML triage layer then generates natural-language explanations for findings
using the root cause structure and trains a classifier to filter unactionable warnings under supervi-
sion aligned with that characterization. Variability in tool reporting and explanation generation is

treated explicitly in the analysis.

1.6 Summary of Contributions

Table 1.1 summarizes the main contributions of the evaluation framework introduced in this thesis.
The framework treats security bugs as the central unit of analysis, models their relationship to
resulting errors and failures, and evaluates tool outputs — including ML-assisted triage — using

a benchmark that distinguishes the bug from the error.

RQ1: Profiling security bugs. This contribution establishes the root cause as the central unit
of analysis through a reconstruction process that links CVE records to patch artifacts and recov-

ers bug — error — failure chains as the structured representation of vulnerabilities. The process
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RQ

Contribution

Role in Framework

Type

RQ1

Automated pipeline that combines meta-
data and patch diffs to identify cases suit-
able for reconstruction

Empirical identification of dominant bug
profiles and their manifestation chains

Defines bugs and software context as the
basis for analysis

Establishes which bugs recur and how
they lead to errors and failures

Artifact/
Empirical
Finding
Empirical
Finding

RQ2

Reproducible benchmark with bug and
error locations

Evidence of localization divergence &
manifestation semantic compression
Design principles for reliable vulnerabil-
ity benchmarks

Records separation between cause and
manifestation for analysis and evaluation
Show how evaluation at the manifestation
level can conflate the bug with the error
Specifies the attributes a benchmark must
record to capture vulnerability structure

Artifact

Empirical
Finding
Method. In-
sight

RQ3

Evaluation of SAST tools at bug and error
locations

Assessment of tool semantics at the level
of operation

Tool-agnostic explanation layer and ML-
based filter for actionable warnings

Measures whether tools identify the bug
or only align with the resulting error

Tests whether tool-reported labels corre-
spond with the operation in the root cause
Transforms warnings into causal explana-
tions & reduces non-actionable warnings

Method.
Framework
Empirical
Finding
Artifact

Table 1.1: Contributions organized by their role in the evaluation framework.

yields 55 high-confidence reconstructions from 66 candidate vulnerabilities and supports a repre-
sentation that separates, normalizes, and disambiguates the bug, its manifestation, and its software
context. Empirical analysis reveals a small set of dominant security bug profiles alongside various
infrequent, context-specific bugs and shows that identical high-severity outcomes—mainly code
execution—arise through distinct error-propagation paths depending on whether the bug reflects
missing or incorrect enforcement.

RQ2: Benchmark design for reliable evaluation. Building on the vulnerability structure estab-
lished in RQ1, this contribution translates that representation into benchmark form by reproducing
a distinct subset of vulnerabilities from OSV and NVD disclosures, yielding an executable core
of 30 manually validated, crash-reproducing cases derived from 69 OSV-CVE links and 40 build-
able candidates. Each instance is bound to a specific vulnerable version and records two locations:
the bug location and the error location. Empirical analysis shows that these locations frequently
diverge across files and functions, which means localization must be evaluated against more than
one ground-truth target. Labels tied only to the manifestation location fail to capture the root
cause, which often differs across bugs that lead to the same outcome. From these observations,
the work derives the requirements for reliable evaluation: explicit recording of bug and error loca-
tions, root-cause and manifestation labels grounded in fix and crash evidence. Supporting artifacts
are the vulnerable program version, the crashing input, and the corresponding patch.

RQ3: Evaluation of SAST tools and triage. This contribution evaluates four SAST tools under
a protocol that distinguishes detection at the bug location from detection at the error location,
making it possible to measure whether tools identify the bug or only align with the resulting

error. It also assesses whether those detections are meaningful by mapping reported CWEs into
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operation labels and comparing them with the operation identified in the root cause. A tool-
agnostic reasoning layer generates natural-language explanations for heterogeneous warnings and
attaches them to SARIF outputs, enabling interpretable detection. A lightweight classifier trained
on 135 explanations filters unactionable warnings, reducing false positives while preserving repair-

relevant true positives within the evaluated scope.

Artifact availability. A shared data-acquisition backbone supports all stages: nvdutils® pro-
vides structured access to NVD records, and github-1ib* supports repository and commit re-
trieval. For RQI, pydantic-cwe’ supplies typed CWE abstractions, cve-driller® extracts
vulnerability concepts, and cpelib’ supports structured CPE handling. For RQ2, osv-utils®
and osv-reproducer’ provide OSV interaction and OSS-Fuzz reproduction tooling for version-
anchored, crash-validated benchmark instances. For RQ3, containerized SAST tool images'® en-
sure reproducible analysis environments. Complementary artifacts—including datasets, bench-
mark instances, evaluation logs, pipelines, and the trained triage model—are prepared for release '’

to complete the reproducibility chain.

1.7 Structure of the Thesis

The thesis comprises three main chapters beyond this introduction and conclusion, progressing
from vulnerability representation to benchmark construction and tool evaluation. Each chapter ad-
dresses one stage of the research design and corresponds directly to the research questions defined

in Section 1.4.

Chapter 2: Profiling Security Bugs in Open Source Software (OSS) (RQ1). Chapter 2 an-
swers RQ1 by showing that vulnerabilities can be represented as bug — error — failure chains
centered on the root cause, and that this representation exposes bug profiles shaped by the program
structure. To do so, it reconstructs vulnerability instances and recovers the root cause, its manifes-

tation, and its software context to identify bug patterns and their characteristic error pathways.

Chapter 3: Crafting a Vulnerability Benchmark (RQ2). Chapter 3 answers RQ2 by show-
ing that reliable evaluation requires capturing both the bug and error locations, together with labels
grounded in patch and crash evidence. Building on the vulnerability structure established in Chap-
ter 2, it reproduces vulnerabilities as executable, version-bounded instances and records these two

ground-truth locations for benchmark use.

3https://pypi.org/project/nvdutils/
4https://pypi.org/project/githubflib/
Shttps://pypi.org/project/pydantic—cwe/
6https://pypi.org/project/cvefdriller/
Thttps://pypi.org/project/cpelib/
8https://pypi.org/project/osvfutils/
9https://pypi.org/project/osv-reproducer/
1Ohttps://hub.docker.com/repository/docker/epicosy/thesisfsast/tags
11https://github.com/epicosy/phd_thesis
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Chapter 4: Evaluating SAST Tools and ML-Based Triage (RQ3). Chapter 4 answers RQ3 by
showing that static analysis tools align more often with error locations than with bug locations, and
that warning actionability improves when triage reasons about the flagged code in terms of root
cause. Using the benchmark from Chapter 3, it measures detection performance at both locations,
assesses whether warnings correctly characterize the operation at the detected location, and in-
troduces an ML-based triage layer that generates structured explanations to distinguish actionable

from unactionable findings.

Chapter 5: Conclusions and Outlook. The final chapter synthesizes the answers to RQ1—
RQ3, discusses methodological limitations and validity, and outlines implications for vulnerability
analysis, evaluation practice, and security research. It also identifies directions for extending the

benchmark and its use in tool assessment beyond the current corpus and tooling scope.

1.8 Relationship to Prior Publications

This thesis is an integrated monograph. While selected chapters extend prior peer-reviewed pub-
lications, none of the chapters are reproduced verbatim, and all datasets, benchmark instances,
reconstruction procedures, and the vulnerability representation presented here were developed
specifically for this dissertation. Where applicable, this section clarifies how prior work served as

a methodological foundation and delineates the novel contributions introduced in each chapter.

Chapter 2. Chapter 2 is informed by prior work examining how vulnerability representation and
label quality affect downstream analysis and learning. One line of work informed the software-
context axis used in profiling, including software-type classification using language models [59].
Another produced the TENET framework [192], which emphasized reproducible pipelines for vul-
nerability detection and highlighted a key obstacle for Root-Cause Analysis (RCA): automated
labeling from patch diffs and NVD metadata is often too noisy to reliably capture the bug, since
real-world patches may include refactoring, tests, or bundled fixes, and public labels emphasize
manifestations rather than the underlying cause. Engagement with the NIST’s BF and BF-based
CVE labeling [21, 17] further reinforced the value of bug annotation. Synthesizing these lessons,
Chapter 2 focuses on reconstructing security bugs from verifiable open-source evidence and or-
ganizing them into unified profiles with explicit bug — error — failure continuity; these profiles

provide the conceptual basis for subsequent benchmark design and evaluation.

Chapter 3. Chapter 3 extends the published paper Maestro: A Platform for Benchmarking Au-
tomatic Program Repair Tools on Software Vulnerabilities at the 31st International Symposium on
Software Testing and Analysis (ISSTA) 2022 [190]. MAESTRO introduced a decentralized archi-
tecture for reproducible APR experimentation and demonstrated its use on curated datasets, while
identifying the scarcity of reproducible benchmarks derived from real-world vulnerability disclo-

sures as a central limitation. In this dissertation, that limitation is addressed through a systematic
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methodology for transforming fuzzing-based disclosures and public version-control artifacts into
executable, commit-linked benchmark instances compatible with MAESTRO’s schema (repository
linkage, build specification, vulnerable commit anchoring, vulnerability identifiers, and precise
location metadata). These benchmark instances record both the bug and error locations. The
benchmark construction and vulnerability reproduction procedures were not part of the original

MAESTRO publication and are unique to this dissertation.

Chapter 4. Chapter 4 extends the published paper Tenet: A Flexible Framework for Machine-
Learning-based Vulnerability Detection at the 2nd International Conference on Al Engineering —
Software Engineering for AI (CAIN) 2023 [192]. TENET introduced a modular ML framework
for vulnerability detection that labeled code fragments as vulnerable or safe using diff- and static-
analysis-based mechanisms. It remained limited to vulnerability detection pipelines and identified
improvements to the labeling process as future work. In this dissertation, those labeling strate-
gies are extended to the triage of static-analysis warnings. Chapter 4 introduces a hybrid strategy
that combines diff-derived vulnerable and fixed locations with static-analysis outputs computed on
both code versions, enabling supervision at the level of individual SAST warnings. This reformu-
lates vulnerability detection as actionable-warning discrimination over the benchmark instances
introduced in Chapter 3. The integration of root-cause grounding and structured warning expla-
nations strengthens labeling rigor and extends TENET’s methodology beyond its original scope.

These elements were not part of the original TENET publication and are unique to this dissertation.

Authorship context. I am the primary author of the publications underlying Chapters 3 and 4,
including [190, 192]. The dissertation advances these works through new benchmark construction,
root-cause reconstruction, integration into SAST triage, and SAST tool evaluation that accounts
for the separation between bugs and their manifestation. I am also the primary author of Evalu-
ating Deep Neural Networks in Deployment (A Replicability Study) (ISSTA 2024) [191], which

addresses evaluation and replicability of tools that assess the reliability of deep neural networks.

Related publications. The following co-authored publications align with the broader research
agenda of this dissertation and contributed additional methodological insights. They are cited

within individual chapters where relevant and are not directly extended in this thesis:

* A transformer-based ide plugin for vulnerability detection at the 37th International Confer-
ence on Automated Software Engineering (ASE) 2022 [147];

» Exploring transformers for multi-label classification of java vulnerabilities at the 22nd In-
ternational Conference on Software Quality, Reliability and Security 2022 [148];

e A study of fine-tuned language models in vulnerability classification at 12th International
Symposium on Digital Forensics and Security (ISDFS) 2024 [59];

» Exploring Al for vulnerability detection and repair at the Cyber Awareness and Research
Symposium (CARS) 2024 [60];



Chapter 2

Profiling Security Bugs in OSS

2.1 Introduction

This chapter addresses the disconnect between common vulnerability reporting practices and the
root-cause understanding needed for detection and patching. It presents an approach for recon-
structing the vulnerability chain from vulnerability reports and patches, identifying the bug that
enables the vulnerability, the resulting error, and the final failure. Using a curated corpus of vulner-
abilities with sufficient information for reconstruction and labeling, the chapter identifies recurring
combinations of root cause across software contexts as security bug profiles, and examines how

these profiles propagate into errors and failures.

2.1.1 Motivation and gap

Major vulnerability reporting channels—CVE records [38] and the NVD catalog [195]—have
historically described vulnerabilities primarily through their manifestations, such as buffer over-
flows, injections, and exposures. This emphasis is practical because manifestations are externally
observable failure modes that cross protection boundaries and therefore demand immediate re-
sponse. However, describing vulnerabilities in terms of their manifestations captures only the
externally visible failure state and does not explain the underlying root cause. Even when vul-
nerability records link patches or source revisions, those artifacts do not directly identify that root
cause, and recovering it still requires substantial interpretation. As a result, public vulnerability
records provide only a limited root-cause signal.

This emphasis on manifestations is reinforced by how vulnerabilities are represented in current
standards and classifications. CWE, the dominant vocabulary for vulnerability classification, often
mixes the underlying cause with its downstream consequence in a single weakness label, such as
“Improper Neutralization” alongside “SQL Injection,” making the relevant elements of the vul-
nerability difficult to isolate. MITRE’s Root Cause Mapping guidance [162] acknowledges this
problem by recommending that the assigned CWE describe the issue that led to the vulnerability,

15
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that is, its first weakness in the chain. However, CWE does not consistently express the root cause,
because weaknesses do not always correspond to self-contained elements in the causal structure
of a vulnerability. The NIST’s BF [19, 16] makes that causal structure more explicit by modeling
vulnerabilities in terms of bugs, errors, and failures, yet its basic unit still combines cause and
consequence within a single weakness instance. As a result, current vulnerability representations
still mix the improper code construct that enables a vulnerability with the erroneous runtime states
through which it propagates.

To separate these elements, this chapter removes the consequence from the weakness repre-
sentation and reduces the unit of analysis to the improper code construct, that is, the bug that
constitutes the root cause of the vulnerability. This focus matters for detection because security
analysis tools—particularly SAST—are designed to identify bugs in code, not the runtime mani-
festations they eventually produce. Since the resulting errors may propagate far from the bug, and
even across software components, understanding vulnerabilities through their root cause helps
clarify what such tools should detect. It also motivates examining the surrounding software con-
text, which may help explain why certain bug patterns recur in some implementation settings and,

in turn, where analysis and defenses are likely to be most effective.

2.1.2 Bug profiling approach and scope

Under this perspective, we represent each reconstructed vulnerability through three complemen-
tary elements: root cause, software context, and manifestation. Root cause characterizes the bug
that enables the vulnerability through its cause (Missing vs. Incorrect) and the operation in which
it occurs. Software context records the software type, functional area of the defective code re-
gion, and programming language, while manifestation captures the observed error and resulting
failure. In this schema, root cause and software context form the basis for later bug profiling,
enabling recurring bug patterns to be analyzed across software areas.

The analysis begins from the reported manifestation details in the vulnerability description
and examines the corresponding patch to identify the code change that fixes the underlying bug.
In this way, each case is reconstructed as a vulnerability chain linking the bug constituting the
root cause of the vulnerability to the resulting error and final failure. This process mirrors the
reasoning typically used during debugging: starting from an observed failure, backtracking errors,
and examining the relevant code until the bug is identified. While the recovery of vulnerability
artifacts is automated, bug localization and the labeling of root cause, software context, error, and
failure are performed manually.

Our analysis focuses on software vulnerabilities that can be reconstructed and compared, prior-
itizing fidelity over breadth. We retain cases with stable and consistent metadata, whose activation
depends on few conditions beyond reaching the vulnerable code, and whose impact is critical
while remaining within the affected component, keeping the resulting set comparable. Since re-
covering the underlying bug requires code evidence, the usable corpus is limited to open-source
projects with traceable repositories and accessible patches. Our scope is not to assemble the largest

possible corpus, but to retain cases that support reliable reconstruction; this, in turn, makes visible
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which metadata problems and missing artifacts prevent many vulnerabilities from being retained

for analysis.

2.1.3 Research questions and contributions

Within this curated corpus, the reconstructed cases enable analysis of recurring bugs across soft-
ware contexts and the manifestations they produce, motivating the following research question:

RQ1. What are the profiles of software security bugs and their manifestations?

Specifically, we ask whether security bugs that enable real-world vulnerabilities exhibit
interpretable patterns when characterized by cause and operation across software context,
and whether those patterns differ. We also examine how these patterns relate to the resulting

errors and failures through which bugs propagate.

To answer this question, the chapter contributes the following artifacts and empirical findings:

* A vulnerability reconstruction workflow that combines public artifacts to identify and

reconstruct suitable cases, while leaving bug localization and labeling as manual steps.

* A curated dataset of critical vulnerabilities comprising 55 reconstructed and labeled cases
represented through root cause, software context, and manifestation, which can serve as a

benchmark for evaluating future automated and Artificial Intelligence (Al)-based methods.

* An empirical characterization of security bugs across software context, showing that
Missing Data Check bugs in Data Processing areas of PHP Web Applications account for

the largest share of cases, while Data Type mistakes in C form the main Incorrect profile.

* An empirical characterization of how security bugs manifest, showing that the main bug
profiles frequently converge on Code Execution but reach it through distinct errors depend-

ing on whether the bug reflects missing or incorrect operations.

* Implications for reporting, research, tooling, and practice. We discuss how limitations
in vulnerability metadata, description quality, and artifact availability constrain scalability
and external validity; how improved reporting and Al-based methods could reduce these
bottlenecks; how the resulting profiles provide an empirical basis for refining existing tax-
onomies; how Missing bugs expose a particularly difficult target for automation; and how

recurring software hotspots can inform prioritization and hardening in practice.

Although the resulting corpus is small, this reflects the current state of vulnerability reporting:
if metadata were more complete, descriptions more standardized, and fixing commits were widely
available, bug profiling could scale to larger corpora and yield more generalizable insights. Al-
based methods could help normalize and enrich vulnerability records and assist with the manual
parts of reconstruction and labeling workflow, with the present dataset serving as a benchmark for

evaluating how effectively such methods approximate expert judgment.
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2.1.4 Publications context and roadmap

This chapter builds on prior work that explored how vulnerability representation and label quality
affect downstream tasks. One line of work informed the software context axis used here, including
software type classification using language models [59]. Another line produced the Tenet frame-
work [192], which emphasized reproducible end-to-end pipelines for vulnerability detection and
highlighted a key obstacle: automated labeling based on patch diffs and NVD metadata is often
too noisy to localize the bug reliably, since real-world patches may include refactoring, tests, or
bundled fixes.

In parallel, engagement with the NIST’s BF and BF-based CVE labeling [21] reinforced the
value of bug annotation, since CVE descriptions and NVD labels primarily describe manifesta-
tions rather than the underlying bug. Synthesizing these lessons, the present chapter focuses on
reconstructing the bug that constitutes the root cause of a vulnerability from verifiable open-source
evidence and organizing the resulting cases into profiles with explicit bug — error — failure con-
tinuity. These profiles are then used in subsequent chapters to assess whether static analysis tools

target the root causes that most frequently enable real-world vulnerabilities.

Roadmap. Section 2.2 introduces background on vulnerability causality and manifestation, and
Section 2.3 reviews related work on vulnerability classifications and taxonomies. Section 2.4
presents the reconstruction and profiling methodology. Section 2.5 reports on the identified bug
profiles and manifestation chains, followed by implications and limitations in Section 2.6. Sec-

tion 2.7 concludes the chapter.

2.2 Background

This section introduces the conceptual foundations required for analyzing vulnerability causality.
Section 2.2.1 defines software vulnerabilities through the bug—error—failure chain, grounding the
discussion in dependability theory. Section 2.2.2 situates vulnerabilities within the OSS lifecycle
and ecosystem, including disclosure and remediation processes. Section 2.2.3 reviews represen-
tation standards and taxonomy frameworks that structure vulnerability knowledge. Section 2.2.4
surveys the databases and repositories that operationalize these standards and provide the empiri-

cal artifacts—advisories, commits, and version histories—used in vulnerability analysis.

2.2.1 Software Vulnerabilities and the Bug—Error-Failure Chain

The term vulnerability is defined differently across perspectives—standards bodies, taxonomies,
and dependability theory—but all describe a system weakness that can be triggered to compro-
mise its intended function. NIST [218] views a vulnerability as a weakness exploitable by a threat
source, CWE [39] emphasizes weaknesses that enable unauthorized actions or data access, and
CVE [37] frames it as a flaw whose exploitation degrades Confidentiality, Integrity, and Availabil-

ity (CIA). Here, confidentiality denotes protection against unauthorized disclosure of information,
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integrity denotes protection against unauthorized modification of programs or data, and availabil-
ity denotes the degree to which a system or component remains operational and accessible when
required [10, 103, 218].

From a dependability standpoint, Avizienis et al. [10] define a vulnerability as an internal fault
that enables an external fault to harm the system, explicitly embedding causality. In this view, a
vulnerability represents a fault—introduced during design, implementation, or operation—that
may remain dormant until activated by certain inputs or states. Once triggered, the system transi-
tions from a correct to an incorrect state (an error), which may propagate and become externally
visible as a failure.

This fault—error—failure progression (Figure 2.1) describes the underlying manifestation chain
common to both reliability and security failures. The IEEE Standard Glossary [103] characterizes
a fault as an incorrect step or data definition, an error as the resulting incorrect state, and a failure
as the system’s inability to deliver required functionality. A vulnerability, therefore, can be under-
stood as a security-relevant fault—one whose activation compromises CIA properties rather than

merely functional correctness.

activation propagation . causation
. —» fault —— > error failure —— > fault —>» _ .

system-user
interface

Figure 2.1: Manifestation chain of defect, error, and failure (adapted from [10]).

Not all faults lead to security consequences. Functional faults may cause benign errors, such
as computation inaccuracies (e.g., Listing 2.1) or crashes, while security faults expose system
assets to unauthorized influence or disclosure. These faults undermine one or more of the CIA
attributes—availability (operational readiness), integrity (protection from unauthorized modifica-
tion), and confidentiality (protection from unauthorized disclosure) [218, 103].

Figure 2.2 illustrates this distinction. In Listing 2.1, a logic fault prevents a variable from up-
dating, producing an incorrect but non-threatening outcome. In Listing 2.2, a bounds-checking er-
ror in a loop enables a buffer over-read that can be exploited to execute arbitrary code—transforming
a defect into a vulnerability. In essence, when a fault’s activation leads to an exploitable error that

violates CIA properties, it becomes a manifested security vulnerability.

2.2.2 Vulnerabilities Across the OSS Lifecycle and Ecosystems

Vulnerabilities emerge throughout the software lifecycle, with origins, timing, and locations vary-
ing. Landwehr et al. [126] characterize these dimensions as genesis (how a vulnerability arises),
time of introduction, and location. This work focuses on vulnerabilities that arise from inadver-
tent developer mistakes during implementation. Such vulnerabilities are most often introduced in
the development phase, within source code, where conceptual mistakes become concrete defects.

Their location determines scope: vulnerabilities in privileged layers (e.g., operating systems or
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accidental : off-by-one
. 1 void vuln () {
semicolon ’ int i error
. 3 int buf[128]; .
1 for (i=0; i<numrows; 1i++) Vo4 n ufl I '
2 for (j.=0; j<numcols; j++); 5 Gor (=0 o 12%; i +4)
3 PIEELE 6 cin >> buf[i];
7}

Listing 2.1: Fault example (cf. [263]).

Listing 2.2: Security fault example (cf.
[28]).

Figure 2.2: Example of a fault (left) and a security fault (right).

libraries) can escalate privileges or compromise system integrity, whereas application-level vul-
nerabilities typically expose data or disrupt functionality [119].

Modern software engineering amplifies these risks through pervasive code reuse. Open-source
components and libraries, often included transitively, extend dependency chains that can prop-
agate vulnerabilities across entire ecosystems [239, 78, 76]. As recent supply chain incidents
demonstrate, a single compromised dependency can cascade through thousands of downstream
systems [234, 152]. Mitigation thus depends on identifying vulnerable third-party components
and understanding how they integrate within the broader system [221].

The vulnerability lifecycle models how such faults evolve from creation to mitigation. Lin et
al. [137] describe six stages: generation, discovery, disclosure, patch release, patch application,
and demise. Vulnerabilities progress from unknown to disclosed, moving through zero-day, one-
day, and historical phases as patches are released and adopted. The associated risk peaks between
disclosure and remediation, when exploitation potential is highest.

In OSS, this process is more dynamic and decentralized. Discovery, disclosure, and patch-
ing often occur concurrently and in public view. Early or uncoordinated disclosures compress
response times, complicating patch tracking and vulnerability verification. Consequently, vulner-
ability detection and patch detection form a continuous feedback loop rather than discrete steps.
The former identifies latent defects before exploitation; the latter validates whether released fixes
resolve them. Together, they define the operational boundaries for analyzing how vulnerabilities

manifest and propagate within open-source ecosystems.

2.2.3 Vulnerability Classification Frameworks and Bug Representation

Understanding how vulnerabilities are represented is central to this thesis, because different frame-
works vary in how clearly they express causation. Early taxonomies, such as that of Landwehr et
al. [126], offered an initial structure by classifying vulnerabilities according to their origin, loca-
tion, and time of introduction. Subsequent approaches adopted terms such as errors, flaws, and
weaknesses, reflecting different units and levels of analysis. Among them, CWE [35] became the
dominant standard for organizing weaknesses, but its entries do not always cleanly isolate the un-

derlying cause of a vulnerability. The BF provides a more explicit causal model that represents,
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within a single weakness, both code-level elements (the bug and fault) and state-level elements
(the error states). Against this background, this subsection introduces the root cause representa-

tion used in this thesis to characterize the bug separately from its downstream manifestation.

Common vulnerability standards. CWE provides a hierarchical schema for organizing weak-
nesses at different abstraction levels, from broad classes (e.g., improper input validation) to spe-
cific variants (e.g., improper validation of specified type of input). Each entry describes technical
properties such as affected resources, common consequences, and related weaknesses, enabling
consistent categorization of defect types. CWE operates within a broader representation ecosys-
tem that includes the CVE catalog [48], which identifies individual vulnerability instances, the
CVSS [155], which quantifies severity, and the CPE [227], which names affected products and
versions. Together, these standards link weakness types, vulnerability instances, affected plat-

forms, and impact metrics.

CWE and representational ambiguity. Within this ecosystem, CWE does not always isolate
the underlying cause of a vulnerability cleanly. Many entries combine cause, resource, and con-
sequence within a single weakness description [238], reflecting its historical development from
PLOVER, a bottom-up effort that grouped recurring real-world vulnerabilities into weakness
classes [34]. As aresult, many CWE entries closely correspond to specific types of vulnerabilities,
making their underlying elements difficult to isolate. This ambiguity is further compounded by
CWE’s hierarchical structure, where similar concepts may appear at different levels of abstrac-
tion [40]. Several works have attempted to recover a clearer causal structure from CWE-based de-
scriptions. Semantic Templates (ST) reorganize CWE entries into structured components such as
software faults, resources, characteristics, and consequences [238], while Software Fault Patterns
(SFP) relate recurring code-level faults to their runtime manifestations [150]. These approaches
make vulnerability structure more explicit, but because they still derive that structure from CWE

weaknesses, they inherit some of the same ambiguity about how the underlying elements relate.

Bugs Framework and vulnerability modeling. To address this limitation, the BF makes the
causal structure of weaknesses more explicit by representing a weakness as (cause,operation) —
consequence, where the cause is either a bug or a fault, the operation is the minimal input-process-
output code that can produce or propagate improper data, and the consequence is the resulting
error or final error [16]. In this model, a bug initiates a propagation chain, leading to errors that
may become faults for subsequent weaknesses and culminating in a final error that enables a secu-
rity failure. BF thus refines the bug—error—failure progression introduced earlier into a structured
model of weakness propagation grounded in both program operations and program states during
execution. It further organizes weaknesses into categories such as Data Type, Input/Output (Data)
Check, and Memory, while aligning them with corresponding CWE entries for interoperability [19,
18]. By design, BF represents cause and consequence within each weakness, which lets it specify

causation within a weakness and propagation between weaknesses.
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Root cause as bug representation. This thesis focuses on the bug that initiates the chain, which
motivates the representation adopted here. BF represents code-level and state-level elements
within a weakness, through its consequence and through its notion of cause. In BF, cause may
denote either an improper operation (bug) or an improper operand (fault), so the cause already
spans both defective code and erroneous program state. When the cause is a bug, BF points to the
first weakness in the vulnerability chain as the root cause, which aligns with what both CWE’s
guidance [162] and software-engineering terminology [106] describe as the underlying cause of
the vulnerability. At that level, BF and CWE contain the same basic ingredients of a root-cause
representation: a program action and a qualifier expressing what is wrong about that action. In
BF, that qualifier may take values such as Missing or Erroneous Code; in CWE, a closely re-
lated distinction appears through qualifiers such as Missing and Incorrect. This thesis structures
those two ingredients as the pair (cause, operation), following BF, and specializes it to code bugs
to characterize only the bug that initiates the vulnerability. That representation defines the root
cause, where operation denotes the relevant program action and cause denotes the qualifier of that
action. The downstream error and resulting failure are treated separately as the manifestation. In
this way, consequence is removed from the representation of the weakness itself, and the unit of
analysis is narrowed to the improper code construct that security analysis tools are intended to
detect.

2.2.4 Vulnerability Databases and Repositories

While standards define how vulnerabilities are classified and described, empirical analysis relies
on databases that collect, enrich, and disseminate structured vulnerability records. Centralized
databases, ecosystem-specific platforms, fuzzing infrastructures, commercial aggregators, and is-
sue trackers provide complementary metadata and artifacts, including affected versions, execution
traces, advisories, dependency context, and patch references. Linking standardized identifiers to
version-control histories and code revisions, these sources enable systematic study of vulnerability

introduction, reporting, propagation, and remediation in open-source systems.

Centralized vulnerability sources. The National Vulnerability Database (NVD) [195], main-
tained by the National Institute of Standards and Technology (NIST), serves as a primary reference
source for publicly disclosed vulnerability information by enriching CVE records issued through
the CVE Program with structured metadata, including CWE classifications, CVSS base metrics,
and CPE identifiers, thereby enabling standardized interoperability across security tools. How-
ever, analysis backlogs and enrichment delays can limit timeliness, and repository-level artifacts,
such as fixing commits, precise code locations, or machine-readable version ranges aligned with
the version-control history, are not consistently provided, necessitating correlation with external
sources. For open-source ecosystems, the Open Source Vulnerability (OSV) Database [80] aggre-
gates advisories from multiple upstream providers under a unified JSON schema designed around
version-control semantics, explicitly modeling affected and fixed version ranges as well as intro-

duced and fixed commit hashes across supported ecosystems. The GitHub Advisory Database
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(GHSA) [75] similarly provides repository-centric advisories, linking vulnerabilities to source
repositories, pull requests, issues, and discussions, and may include records without assigned CVE
identifiers. Collectively, these platforms complement NVD by strengthening traceability between

vulnerability disclosures and versioned source-code artifacts in open-source projects.

Complementary vulnerability sources. Fuzzing infrastructures such as OSS-Fuzz [202] com-
plement vulnerability repositories by producing execution-based evidence of bugs through coverage-
guided testing. Each detected issue typically includes a reproducer input and crash trace, from
which a fix can be linked once a patch is committed; however, duplicate findings, non-security
bugs, and nondeterministic failures require triage to ensure reproducibility and security rele-
vance. Organization-specific repositories, including the Mozilla Foundation Security Advisories
(MFSA) [167], publish product-scoped advisories that reference issue trackers such as Bugzilla,
enabling alignment among advisories, bug reports, patches, and code diffs for causal analysis.
Commercial aggregators, such as Snyk [213], Veracode [224], and Mend [156], extend public vul-
nerability data with proprietary analysis, including affected version ranges, fix versions, depen-
dency context, and, in some cases, function-level granularity and reachability assessment. These
services may disclose vulnerabilities prior to NVD enrichment and often include non-CVE entries
and malicious packages. Their schemas and disclosure practices vary, requiring normalization
when integrating multiple sources. The use of semantic versioning metadata and references to
upstream repositories supports tracing vulnerabilities to specific commits. Issue trackers such as
GitHub Issues, Jira, and Bugzilla [163] record discussions, patch reviews, and decision history as-
sociated with reported bugs. When correlated with advisories and commits, they provide evidence

for reconstructing the technical processes involved in vulnerability introduction and remediation.

2.3 Related Work

This section reviews prior work spanning from vulnerability analysis to patch analysis. Sec-
tion 2.3.1 examines taxonomies that structure vulnerability records into categories and descriptive
attributes. Section 2.3.2 discusses research on vulnerability causality and representations of bug-
error-failure chains. Section 2.3.3 reviews automated methods for assessing and enriching NVD
records, highlighting both the utility and the limits of CVE descriptions. Section 2.3.4 then covers
efforts to link vulnerability records to open-source repositories. Section 2.3.5 surveys work on
identifying security patches and analyzing bug-fix patterns. Section 2.3.6 concludes by synthesiz-

ing these threads and positioning the gap addressed in this chapter.

2.3.1 Vulnerability Taxonomies in Empirical Analysis

Research on vulnerability analysis has been strongly shaped by taxonomies that organize vulnera-
bilities into structured categories and descriptive dimensions. These schemes classify vulnerability
records using attributes such as genesis, lifecycle phase, location, severity, platform, software type,

or attack technique, thereby imposing a descriptive framework on heterogeneous disclosures. As
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summarized in Table 2.1, their main goals are to provide consistent naming schemes, support
large-scale trend analysis, and enable predictive modeling. In this sense, they treat the vulnerabil-
ity entry—typically derived from CVE/NVD data—as the primary unit of analysis and represent
it as an entity characterized by descriptive traits. This makes taxonomies effective for aggregation
and comparison across datasets, but it also means that they describe vulnerability properties rather

than the underlying structure that links the enabling bug to its downstream manifestation.

Table 2.1: Summary Table of Reviewed Taxonomies.

Year Taxonomy Scheme Attributes Objective

Multi- genesis, time, establish taxonomy of
dimensional location security faults
understand mistakes
of software developers
aid designers of code
analysis tools

1994 Landwehr et al. [126]
2002 Frank Piessens [189]  Hierarchical genesis, time

2005 Weber et al. [230] Hierarchical genesis

2007 Bazaz & Arthur [12]  Hierarchical o ob oo™ strategies o evaluate
properties software security
2017 Goseva & Tyo [85] Multi— . genesis, sejverity, build evisie;nce—based
Dimensional location, time vulnerability knowledge
2019 Garg et al. [69] Multi— . genesis, severity, predicti\{e mo@e;ling &
dimensional  platform, technique preemptive mitigation
2020 Ezenwoye et al. [58] Multl— . software type, revetal prevalence &
dimensional ~ weakness persistence patterns
attack method & empirical taxonomy of

2022 Ezenwoye et al. [57]  Hierarchical
vector, technology ~ web app. weaknesses

Multidimensional taxonomies. A prominent line of work organizes vulnerabilities along mul-
tiple dimensions in order to describe them from several complementary perspectives. Landwehr
et al. [126] pioneered a multidimensional taxonomy capturing the genesis, time of introduction,
and location of security faults, establishing a baseline for later frameworks. Goseva-Popstojanova
and Tyo [85] linked software fault patterns (CWE-888 SFP View) to software lifecycle phases,
producing data-driven vulnerability profiles that connect design and implementation stages. Garg
et al. [69] extended this line by integrating severity, platform, and attack technique dimensions
to support predictive modeling and mitigation strategies. Ezenwoye et al. [57] characterized vul-
nerabilities by software type, attack vector, and technology stack, identifying recurring weakness
distributions across application domains in NVD data. More recently, Qian et al. [194] proposed
a language-aware taxonomy comprising seven bug families, ranging from memory safety to side-
channel vulnerabilities, relating programming language characteristics to detection paradigms.
These approaches clarify recurring vulnerability traits and support pattern analysis, but they do

not represent the internal structure through which a vulnerability is enabled and manifests.
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Hierarchical taxonomies. Complementing multidimensional schemes, hierarchical taxonomies
structure vulnerabilities into layered abstractions that group specific variants into high-level cat-
egories. Building on Landwehr’s framework [126], Piessens [189] proposed a hierarchical tax-
onomy emphasizing vulnerability causes to guide vulnerability identification during security re-
view. Weber et al. [230] adapted Landwehr’s structure for static code analysis, pruning cate-
gories not directly observable at the source-code level to better align with tool design. Bazaz
and Arthur [12] introduced a verification-oriented taxonomy organized around computational re-
sources (e.g., memory, I/O, cryptographic elements) and the assumptions or constraints that can be
violated. At a larger empirical scale, Ezenwoye et al. [58] classified NVD entries into seven soft-
ware types, demonstrating prevalence patterns of weakness classes across domains. Hierarchical
models can reveal some structure around vulnerabilities, but they do not capture the vulnerability

structure at the code-level or how it propagates.

2.3.2 Vulnerability Causality and Propagation Chains

Understanding how software vulnerabilities emerge and manifest requires representations that
connect the underlying bug to the resulting error and failure. Prior research has examined these
relations at different levels of granularity, including studies of root causes, consequences, impacts,
and, in some cases, using BF for expressing vulnerability chains. This line of work is relevant
because it moves beyond classifying vulnerability traits toward their internal structure. However,
relatively few studies reconstruct vulnerability chains, and fewer do so in ways that support char-

acterization of the underlying bug across the software context in which it occurs.

Causal analyses of vulnerabilities. Jia et al. [109] analyzed 202 TensorFlow bugs and linked
root causes to consequences using a custom taxonomy, observing that root causes such as type
confusion or dimension mismatch more consistently predict consequences (e.g., functional errors,
crashes) than the reverse. Shao et al. [204] examined 1,119 bugs across 17 federated learning
frameworks and identified 12 root causes, 12 impacts, and 18 fix patterns, finding that logic and
assignment mistakes were the dominant causes and manifested in diverse failure modes, including
privacy leaks and performance degradation. From a security perspective, Goseva-Popstojanova
and Tyo [85] studied 664 security issues in NASA mission systems using the CWE Software
Fault Pattern taxonomy and found that most vulnerabilities originate during implementation and
cluster within a limited set of subsystems, with five CWE categories accounting for most cases.
These studies show that recurring relations between causes and manifestations can be identified

empirically, but they stop short of representing vulnerabilities as propagation chains.

Modeling vulnerability chains. A smaller body of work models vulnerability chains more ex-
plicitly. Harzevili et al. [93] manually analyzed vulnerability-fixing commits in ML libraries and
mapped root causes to observed outcomes, but their terminology blurs the distinction between root
cause and manifestation. Bojanova and Galhardo [20] reconstructed HEARTBLEED (CVE-2014-

0160) using the BF, showing how two distinct causal chains can result in Information Exposure,
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but their analysis is limited to a single case and still models both program code and program state
within the same unit of analysis. At the automated level, James et al. [107] used static and dynamic
analysis to construct backward taint graphs and generate BF explanations for the full bug—crash
chain, correctly diagnosing over 94% of tested vulnerabilities, but their approach is restricted to
crashing inputs in C/C++ programs and therefore covers only a narrow subset of memory-related
vulnerabilities. These studies show the value of modeling vulnerability chains, but they remain

limited in scope and do not characterize the underlying bug across the software context.

2.3.3 Automated Analysis and Enrichment of Vulnerability Records

Empirical vulnerability analysis depends heavily on vulnerability databases such as NVD, yet
these records are often incomplete, inconsistent, and delayed. This has motivated extensive re-
search on automating vulnerability analysis by extracting structured concepts from CVE/NVD
descriptions and predicting missing metadata such as CWE and CVSS attributes. Such methods
improve the structure, consistency, and quality of vulnerability records, making them more usable
for large-scale analysis. However, because they operate primarily on reported descriptions and
metadata, they recover what is documented about the vulnerability—most often its consequences,

impacts, and related attributes—rather than the root cause when it is not explicitly described.

Reliability of vulnerability reports. The integrity of vulnerability databases directly constrains
the validity of empirical security research [128, 41]. Large-scale analyses of CVE and NVD
records reveal substantial omissions, inconsistencies, and reporting delays. Guo et al. [88] report
that over 50% of entries lack vulnerability type, 85% omit root-cause, and nearly 40% do not
specify the attack vector. Anwar et al. [6] identify reporting delays exceeding one week in 28% of
cases and severity inconsistencies across CVSS versions in 40%, alongside missing or inconsistent
vendor and product labels. Cross-source comparisons further expose reliability concerns: fewer
than 60% of NVD entries align with corresponding CVE summaries and external references [52],
and roughly 25% of examined Chrome-related entries were found erroneous [172]. Severity scor-
ing has also been scrutinized, with discrepancies between expert assessment and CVSS metrics
reported by Holm and Afridi [99] and Johnson [112], and downstream performance degradation
of automated severity models reaching 71% under inconsistent annotations [42]. These findings
show that vulnerability records cannot be treated as uniformly reliable inputs, motivating auto-

mated methods to normalize, complete, and reconcile their contents.

Extraction of vulnerability concepts. CVE descriptions follow standardized reporting tem-
plates that encourage inclusion of vulnerability type, root cause, impact, attacker type, and attack
vector [161]. Although concise (averaging roughly 37.5 words) [133, 90], they encode dense,
domain-specific information in free-text form. Their hybrid linguistic—technical nature, combined

with increasing disclosure volume [25], makes manual structuring error-prone and susceptible
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to ambiguity and variability [7, 248]. To address this, a substantial body of work has devel-
oped automated extraction techniques that transform unstructured CVE/NVD text into machine-
readable attributes. Early approaches applied Named Entity Recognition (NER) to identify prod-
ucts, versions, and weakness categories, including few-shot fine-tuning of pre-trained language
models [242] and hybrid rule-based pipelines [118]. Supervised NER models trained on an-
notated corpora achieved F1-scores exceeding 85% for product entities and 73% for weakness
terms [125]. Recent efforts attempt reducing labeling overhead through unsupervised clustering
of CVE descriptions [248], traditional machine-learning classifiers for attack vector and impact
prediction [177], and question-answering with pre-trained language models to extract vulnera-
bility concepts [231]. These methods make reported vulnerability concepts more accessible for
analysis, but they remain limited to information expressed in the description and therefore do not

recover the root cause when it is omitted.

Prediction of vulnerability metadata. To infer missing or delayed metadata in CVE/NVD
records, such as CWE identifiers or CVSS metrics, a substantial body of work has proposed pre-
dictive approaches [65, 79]. Neural classifiers have been used to predict key vulnerability concepts
with Fl-scores between 70.6% and 94.6% [88]. Random Forest and Transformer-based models
have achieved over 90% F1-scores in CWE prediction [7, 47]. Neural architectures have also
demonstrated strong performance in estimating CVSS severity and related metrics such as attack
vector and user interaction [90, 125]. Predictive modeling has also been extended to product
identification [229] and exploitability assessment [178]. Prompt-based learning with pre-trained
language models has outperformed fine-tuned baselines for both severity and exploitability predic-
tion [133]. Predictive models can fill important gaps in vulnerability metadata, but they still infer

record-level labels rather than reconstructing the code-level bug that enabled the vulnerability.

2.3.4 Linking Vulnerability Records to Open-Source Repositories

Recovering the underlying bug of a vulnerability requires access to the source code artifacts of the
affected product. However, databases such as NVD identify vulnerable products primarily through
CPE metadata rather than direct links to the open-source repository versions where the vulnera-
bility is introduced and patched. Although CPE provides a naming scheme for affected products,
it does not indicate whether the relevant product is open-source or which repository contains the
enabling bug when multiple products are affected. Research on ecosystem mining and vulnera-
bility linking addresses this gap by connecting vulnerability records to packages and repositories
across software ecosystems. These efforts are essential for recovering the code artifacts needed
for reconstruction, but mapping vulnerability records to versioned repositories remains incomplete

and depends on reconciling inconsistent naming and metadata across databases.

Mining vulnerabilities in open-source ecosystems. Empirical research has increasingly mined
open-source ecosystems to analyze vulnerability propagation, dependency exposure, and disclo-

sure dynamics. Pashchenko et al. [184] reported that roughly 20% of vulnerable Java dependencies
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were not actually deployed and that many issues could be mitigated through straightforward ver-
sion updates. Ecosystem-specific studies further examined disclosure timelines and dependency
risk: Zerouali et al. [253] observed rising vulnerability frequency alongside faster disclosure in
npm, Alfadel et al. [2] found an average time-to-discovery exceeding three years for Python pack-
ages, and subsequent analysis of 6,546 Node.js applications showed that nearly 68% depended
on vulnerable components [3]. More recent work applies machine learning to identify affected li-
braries and ecosystems, including VULLIB, which achieves an average F1-score of 0.657 [32], and
a learning-to-rank framework that achieves a mean average precision@1 of at least 85.5% [237].
Large-scale advisory analysis further indicates rapid growth in reported OSS vulnerabilities, with
a 98% annual increase across GitHub and Snyk datasets [1]. These studies improve understanding
of vulnerability disclosure within open-source ecosystems, but they do not, by themselves, resolve

the linkage between vulnerability records and the repository artifacts needed for reconstruction.

Linking vulnerabilities to open-source repositories. Accurate linkage between vulnerability
records and their open-source repositories is essential for recovering the code in which the bug
resides. CVE entries reference affected products using the CPE dictionary, yet this metadata is
often inconsistent or incomplete. Sanguino and Uetz [198] identified missing or incorrect CPE
references, naming ambiguities, typographical errors, and version mismatches that impede auto-
mated mapping to software repositories. Dam and Neumaier [45] evaluated three name-matching
approaches to connect CVEs with LIBRARIES.IO packages, finding that although matching im-
proved precision, overall coverage remained constrained by absent repository identifiers and am-
biguous product naming. Industry initiatives aim to mitigate these limitations by standardizing
package identifiers. The Package URL (PURL) specification encodes ecosystem, package, and
repository information in a uniform format, and projects such as SCANOSS purl2cpe [201] pro-
vide mappings between PURLs and CPEs to facilitate automation. OSV also uses PURLs to
specify affected and fixed versions across supported ecosystems [80], while GHSA links vul-
nerabilities to repositories, pull requests, issues, and discussions, and may cover cases that lack
assigned CVE identifiers [75]. These efforts bring vulnerability analysis closer to code bases, but
automated linkage remains constrained by incomplete and inconsistent product metadata across

vulnerability reporting and software ecosystem databases.

2.3.5 Security Patch Identification and Analysis for Bug Localization

Security patches provide the most direct artifact for locating the code changes that addressed the
bug of a disclosed vulnerability. Prior work identifies vulnerability-fixing commits, constructs
curated patch datasets, and characterizes recurring repair patterns to study remediation practices
and support downstream tool evaluation. This line of work is important because the patch reveals
what was wrong in the code and therefore offers strong evidence for localizing the underlying
bug. However, patches are not a direct representation of the bug itself: they may also include
refactoring, tests, or hardening changes, and prior work largely analyzes them in terms of how

vulnerabilities are fixed rather than how the enabling bug should be recovered.
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Dataset construction and identification of security patches. Representative dataset construc-
tion efforts recover security fixes primarily by reusing references already embedded in vulnerabil-
ity metadata. Ponta et al. [193] combine NVD disclosures with project-specific sources to curate
fix links, while Fan et al. [61] build Big-Vul by tracing CVE records to repository and release
references, yielding 3,754 vulnerabilities and 4,432 relevant commits. Bhandari et al. [13] auto-
mate this idea in CVEFIXES, collecting 5,365 CVEs and 5,495 vulnerability-fixing commits. Ye
et al. [245] further scale metadata-based recovery by filtering 217,403 NVD entries for patch ref-
erences, but ultimately extract fixes for only 8,487 vulnerabilities. These studies show that patch
datasets can be built effectively from existing metadata, yet such pipelines still recover only a lim-
ited subset of disclosed vulnerabilities. For CVE records that lack explicit links to fixes, later work
attempts to recover them from repository histories. Li et al. [132] proposed PatchFinder, a two-
stage retrieval and reranking approach that reports Recall@1' of 79.23% on 4,789 CVEs. Nguyen
et al. [171] extended this line of work by combining NVD references, external security databases,
and GitHub mining, compiling 37,441 vulnerability-fixing commits across 26,710 NVD records;
on their evaluation dataset, PatchFinder’s learning-based approach achieved Recall@1 of 22.12%,
while Prospector’s heuristic approach reached 75.61%, suggesting that commits are more reliably
recovered when they can be associated through vulnerability, issue, or advisory IDs, or informa-
tion in descriptions and affected code. These results indicate that fix links can often be recovered

beyond explicit metadata links, but they still depend substantially on direct linking evidence.

Patch analysis for bug fixing patterns. A related line of work analyzes patches themselves
to characterize how bugs are corrected in code. Early studies of general bug fixing found that
patches are often small and localized: Martinez et al. [153] identified recurring change patterns
across 23,597 Java revisions, Zhao et al. [257] observed that most faulty functions are corrected
through one or two dominant change types, and Sobreira et al. [214] found that 92% of patches in
DEFECTS4J modify a single file. The CODEFLAWS dataset [210] similarly classifies over 3,900
defects based on syntactic differences between buggy and fixed programs, while Ni et al. [173] re-
late fix structures to bug causes through tree-based neural models. Security-related studies report
similar locality but emphasize remediation tactics such as validation and sanitization. Analysis of
3,663 patched vulnerabilities across 1,096 GitHub projects showed that most fixes are localized
and often add validation checks or sanitization logic [102], while Harzevili et al. [93] identified
22 recurring fixing patterns in machine-learning libraries and Zhang et al. [254] developed a hier-
archical taxonomy of 44 remediation tactics from 21,187 GitHub issues. Together, these studies
show that vulnerability fixes exhibit recurring and often localized repair patterns, but they charac-

terize the corrective changes rather than the underlying bug that made those changes necessary.

'We report Recall@1 here to emphasize exact identification of the fixing commit.
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2.3.6 Summary and Research Gap

Vulnerability research treats publicly disclosed records as the primary unit of analysis, charac-
terizing cases through traits that support consistent aggregation and trend analysis. However, a
smaller body of work shows that vulnerabilities are better understood as bug-error-failure chains,
and that such representations can reveal relations between root causes and manifestations. Auto-
mated vulnerability analysis and enrichment extract concepts and predict missing metadata from
CVE descriptions to support empirical analysis, but the recovered information largely reflects
consequences and impacts, because those are the aspects most often described in the text. The
disclosed record, therefore, captures only the manifestation side of the vulnerability chain, leaving
the underlying bug unidentified. Characterizing that bug requires shifting the unit of analysis from
manifestation to cause, which in turn requires access to the source-code artifacts of the affected
product and motivates work that links vulnerability records to open-source repositories. Within
that artifact space, security patches provide the clearest evidence for bug recovery, since they re-
veal the code changes that resolved the vulnerability and thus offer the strongest basis for inferring
what was wrong in the code.

Prior work still does not provide a reliable path from disclosed manifestation to the underlying
bug, reflecting a broader tendency to represent vulnerabilities in terms of observable outcomes
rather than the root cause. Most studies characterize vulnerabilities through labels that capture
reported traits, while only a few studies model them as bug-error-failure chains, and even fewer
characterize the underlying bug. This reflects a broader limitation of vulnerability descriptions,
which typically report the manifestation while omitting the root cause. Recovering that root cause
requires access to the repository of the affected software, yet existing linkage remains incomplete
because product metadata is often noisy and imprecise. Even when fixing patches can be recov-
ered, they are not a direct representation of the bug itself, as they may also include refactoring,
tests, or hardening changes, and prior work largely analyzes them in terms of bug-fixing patterns.

This gap motivates the research question of this chapter (RQ1): What are the profiles of
software security bugs and their manifestations? Addressing this question requires shifting
the unit of analysis from the manifestation to the root cause, so that the bug can be characterized
separately from the errors and failures through which the vulnerability becomes visible. The
chapter responds by reconstructing vulnerabilities into a representation that captures root cause,
software context, and manifestation, enabling recurring security bugs to be characterized across

the settings in which they arise and related to the downstream behaviors they produce.

2.4 Methodology

The methodology, summarized in Figure 2.3, begins with a curation and validation stage (Sec-
tion 2.4.1) that verifies CWE, CPE, and CVSSv3 metadata, ensuring that only consistent and
sufficiently enriched CVE records are used for analysis. Because reconstructing comparable vul-

nerability chains is not feasible from arbitrary records, the methodology retains only cases that
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support reliable reconstruction, resulting in a relatively small but usable corpus. Building on the
validated metadata, the process identifies vulnerabilities whose exploitability is confined to the
vulnerable component (Section 2.4.2), retaining cases whose activation depends on a few condi-
tions beyond reaching the vulnerable code. The subsequent stage further delimits the corpus to
high-severity vulnerabilities whose effects remain within the affected component and for which
the code evidence needed for reconstruction is available through open-source applications with
traceable repositories and accessible patches (Section 2.4.3). The methodology then reconstructs
bug — error — failure chains by extracting manifestation details from vulnerability descriptions
and inferring the bug from the corresponding patch (Section 2.4.4). Finally, it applies a labeling
schema that represents each case through root cause, software context, and manifestation (Sec-
tion 2.4.5). Collectively, these stages transform heterogeneous vulnerability records into struc-

tured and labeled case representations that support bug profiling.

1. Curating CVEs 2. Filtering CVEs by CVSS Exploitability 4. Reconstructing Bug—Error—Failure Chains 5. Labeling
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Figure 2.3: Overview of the methodology: (1) CVE curation, (2) exploitability filtering, (3) failure
delimitation and OSS traceability, (4) bug-error-failure chain reconstruction, and (5) labeling the
resulting cases by root cause, software context, error, and failure.

24.1 Curating and Validating CVE Metadata for Eligibility

An initial curation and validation stage retains only CVE records with sufficiently enriched and
internally consistent metadata for further consideration. It serves as a quality-control stage over the
National Vulnerability Database (NVD) corpus by validating four metadata elements: Status, CPE,
CWE, and CVSS. Entries are first screened by record status to exclude CVEs with provisional,
rejected, deferred, disputed, or otherwise unstable metadata, retaining only records that reflect a
completed analysis state (Appendix A.1.1). The next step in this stage requires usable product
metadata so that the affected software can be traced to a concrete repository and later linked to
software type; to this end, CPEs are normalized against a fixed CPE Dictionary snapshot, and
deprecated or internally inconsistent product references are removed (Appendix A.1.2).

Next, weakness identifiers are validated by requiring at least one active CWE mapping that
is not discouraged by root cause guidance [162], so that the weakness mapping remains inter-
pretable and comparable across cases (Appendix A.1.3). Finally, CVSSv3 exploitability and im-
pact metrics are checked for sufficient consistency to support downstream filtering. When multiple

CVSS vectors are present across sources, cross-source divergence is quantified using a normalized
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disagreement score over base metrics, and cases with inconsistency greater than 0 are excluded
(Appendix A.1.4). The four validations are applied sequentially, and a CVE is retained only if
it passes all stages. Figure 2.4 summarizes the resulting attrition: of 325,111 CVEs in the ini-
tial NVD set, 182,893 pass the status validation, 147,159 have usable CPE data, 114,871 satisfy
the CWE eligibility rules, and 85,869 remain after excluding CVEs with inconsistent CVSSv3

metrics.

0
o
m

Status

L] L]

!_Invalid

I I I
I I I
— D | | |
0,
17,786 (5.5%) [jmva”d : :
I I
: 35,734 (19.5%) Invalid :
Valid 32,288 (21.9%) |
i )
Total CVEs 182,893 (56.3%) Valid Inconsistent
325,111 o : 29,002 (25.2%)
: 147,159 (80:5%) Valid |
- 114,874 (78:1%) valid
| 85,869 (74.8%)
Incomplete . ! |
— 124,432 (38.3%) ' ! :
I I I
I I I

-

Figure 2.4: Sankey flow summarizing triage of CVEs by Status, CPE, CWE, and CVSSv3.

2.4.2 Filtering CVEs by Exploitability for Code-Level Bugs

To support later reconstruction of vulnerabilities whose root cause is at the code level, the cu-
rated CVE set is further narrowed to vulnerabilities whose activation depends on a few conditions
beyond the code of the vulnerable component. The analysis targets cases where activation is pri-
marily driven by externally supplied input, does not require user interaction or attacker privileges,
and does not depend on unusual environmental setup, so that later reconstruction can focus on the
code of the vulnerable component rather than on external preconditions.

To operationalize this selection, fixed inclusion constraints are applied over the CVSSv3 ex-
ploitability fields to reduce variation in the conditions required to activate the vulnerable code,
favoring cases in which the vulnerable path can be reached directly through the code of the vul-
nerable component rather than through additional operational contingencies. Specifically, only
CVEs scored as Attack Vector: Network, User Interaction: None, Privileges Required: None, and
Attack Complexity: Low are retained (Appendix A.1.5). Figure 2.5 summarizes the resulting attri-
tion: 65,434 CVEs remain after constraining Atfack Vector to Network, 38,304 after requiring no
User Interaction, 25,259 after requiring no Privileges Required, and 23,449 after restricting Attack
Complexity to Low.

2.4.3 Delimiting Failure Boundary and OSS Traceability

This stage starts by constraining the failure boundary and impact regime of the corpus. It requires

Scope: Unchanged in CVSSv3 so that the impacted component remains within the same security
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Figure 2.5: Sankey flow summarizing triage of CVEs by exploitability CVSSv3 metrics.

scope as the vulnerable component, avoiding cross-scope effects that would blur the causal bound-
ary of the bug — error — failure chain. It also retains only CVEs with Base Severity: Critical
to normalize the corpus to a common impact regime, so that later comparisons are driven by bug
characteristics rather than broad variation in severity (Appendix A.1.5).

Next, this stage restricts the dataset to open-source application components for which the un-
derlying bug can be traced through public code artifacts. Using CPE metadata, it retains only
CVEs affecting application components and excludes cases involving operating systems or hard-
ware, since mixing component types can introduce compound cases in which the vulnerability
arises from interacting components, complicating attribution. To establish traceability to open-
source repositories, affected products are resolved using complementary linkage signals, includ-
ing repository references in product metadata and curated mappings between CPE identifiers and
package URLs. Only cases whose repositories can be resolved and accessed for patch-based re-
construction are retained; the specific linkage sources, resolution logic, and repository validation
checks are detailed in Appendix A.1.6. Figure 2.6 summarizes the resulting attrition: of the 23,449
confined CVEs, 23,021 satisfy the unchanged-scope constraint, 11,371 are classified as Critical,
9,952 affect application components, and 4,324 can be resolved to accessible open-source reposi-

tories, leaving 5,628 unresolved at the repository-linkage stage.
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Figure 2.6: Sankey flow summarizing triage of CVEs by severity and OSS traceability.
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2.4.4 Reconstructing Bug-Error-Failure Chains from Artifacts

This stage reconstructs the root cause and manifestation for each retained CVE by combining
manifestation details from the vulnerability description with bug evidence from the corresponding
patch. The CVE description is treated as the primary source of manifestation cues because public
reports more often describe the consequence and impact of a vulnerability than its root cause [162].
Requiring explicit manifestation details in the description also functions as a quality screen: CVEs
that do not provide enough information about the observed weakness and its impact cannot reliably
support reconstruction of the vulnerability chain.

The first step in the stage screens and parses CVE descriptions to extract a minimal set of struc-
tured entities, since descriptions often follow phrasing patterns and reuse recurring vulnerability
language. It combines basic text-quality checks with pattern-based rules to identify weakness and
impact signals, which are later mapped to error and failure, and to discard descriptions that are
malformed or underspecified. The concrete description screening rules and extraction patterns
are reported in Appendix A.1.7. Figure 2.7 illustrates this step for CVE-2019-6991, drawn from
the subset of descriptions where both weakness and impact are explicitly stated. The descrip-
tion provides the two required manifestation elements—stack-based buffer overflow and execute
code—together with contextual entities such as the affected product (ZoneMinder), forming the

basis for reconstructing the manifestation side of the bug—error—failure chain.

Legend: Error/Weakness Configuration Attacker Vector Component Failure / Impact

A classic Stack-based buffer overflow exists in the zmLoadUser() function in zm_user.cpp of the zmu binary in

ZoneMinder through 1.32.3, allowing an unauthenticated attacker to execute code via a long username .

Figure 2.7: CVE description with extracted entities used for reconstruction (CVE-2019-6991).

After this extraction step, the corresponding patch is located and validated by following NVD
references into the previously resolved OSS repositories, retaining only cases where the patch can
be reliably accessed and associated with the affected project; the patch evidence is then used to
localize and identify the bug. The extraction patterns and patch validation checks are reported in
Appendix A.1.8. For CVE-2019-6991, automated resolution via the referenced issue (2478) does
not yield a commit through the Application Programming Interface (API), requiring manual iden-
tification of the fix (commit 5b39eaa). Figure 2.8 shows the corresponding diff, which modifies
the same file (src/zm_user.cpp) and function (zmLoadUser () ) identified in the description.
The change replaces a fixed-size stack buffer with an allocation derived from the input length,
providing the evidence used to infer the underlying root cause. In cases with multiple candidate
files, diff-to-text summaries and commit metadata are used as heuristic signals to prioritize files
based on similarity to the original commit message and fix-type cues, providing an entry point for
subsequent manual validation; in this example, the single modified file is selected directly.

Figure 2.9 shows the resulting attrition: of the 4,324 critical OSS CVE:s, 1,819 have description

text that is compliant for downstream processing, while 1,993 are multi-sentence and 512 are


https://nvd.nist.gov/vuln/detail/CVE-2019-6991
https://github.com/ZoneMinder/zoneminder/issues/2478
https://github.com/ZoneMinder/zoneminder/commit/5b39eaa43fd1e78a5b71f13aa5cedff73344b673
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User xzmLoadUser ( const char *username, const char *password ) {
char sqgl[zZM_SQL_MED_BUFSIZ] = "";
- char safer_username[65]; // current db username size is 32

+ char xsafer_username = new char|[ (strlen (username) x 2) + 1];

// According to docs, size of safer_whatever must be 2+length+l due to
unicode conversions + null terminator.

mysql_real_escape_string(&dbconn, safer_username, username, strlen
username ) );

Figure 2.8: Patch excerpt for CVE-2019-6991; context lines collapsed.

filtered for unacceptable grammar. From that subset, 924 cases match the phrasing patterns and
895 do not. Among the matched cases, 451 are retained after the extraction step and 473 are

excluded. Finally, only 66 of the 451 retained cases have a resolvable patch, while 385 do not.”

l:l Pattern Match w Patch Extraction
I I
I

Multi-Sentence

|
No Patch
1,993 (46.1% 1
@629 Msas (85.4%)
Critical 0SS, CVE i DMatched | 4517°(48:8%) < .
ritical s . 5 | \_'_ ummarize
4,324 Compliant ; S22 (B0.87%) Excludes 66 (14.6%)
1,819/(42:1%) | 473 (51.2%)
Missed [

i 895 (49.2%)
EUnaeceptable Grammar

512 (11.8%)

Figure 2.9: Sankey flow summarizing triage of CVEs by description and patch extraction.

Although this stage yields a small final subset, the objective is not broad statistical coverage
of reported vulnerabilities but reliable reconstruction; the observed attrition also exposes which

description and artifact gaps prevent many CVEs from supporting this type of analysis.

2.4.5 Vulnerability Representation and Labeling Schema

Each reconstructed vulnerability is represented through three complementary elements: roof cause,
software context, and manifestation. In this schema, root cause and software context form the ba-
sis for later bug profiling, enabling recurring bug patterns to be analyzed across software areas,
while manifestation normalizes the observed consequences in the CVE description into a common
analytical form, reducing variation due to disclosure style. This structure separates cause from

consequence and implementation setting, allowing cross-case comparisons to reflect differences

2No diff files retrieved for CVE-2018-11652, CVE-2018-12578, CVE-2020-19138, CVE-2022-41642, CVE-2022-
42496, CVE-2023-39001, CVE-2023-39008.


https://nvd.nist.gov/vuln/detail/CVE-2018-11652
https://nvd.nist.gov/vuln/detail/CVE-2018-12578
https://nvd.nist.gov/vuln/detail/CVE-2020-19138
https://nvd.nist.gov/vuln/detail/CVE-2022-41642
https://nvd.nist.gov/vuln/detail/CVE-2022-42496
https://nvd.nist.gov/vuln/detail/CVE-2022-42496
https://nvd.nist.gov/vuln/detail/CVE-2023-39001
https://nvd.nist.gov/vuln/detail/CVE-2023-39008
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in vulnerabilities rather than artifacts of reporting. The classifications were refined iteratively
through consistency checks before being applied across the corpus, and the annotation was man-
ual * (disambiguation notes and procedural details are provided in Appendix A.2).

Each case is then annotated along the manifestation dimension using information derived
from the CVE record. An error label is assigned by first checking that the weakness stated in
the description aligns with the primary CWE recorded in NVD metadata, and then mapping that
CWE into the error classification (Appendix A.2.2), which is grounded in Bazaz and Arthur’s
process/object model of computation [12] but reorients that abstraction toward runtime state devi-
ation. A failure label is assigned by mapping the impact phrasing in the description into the failure
classification (Appendix A.2.3), grounded in the common impact space shared by multiple tax-
onomies and frameworks [160, 159, 158, 170, 16], and by resolving multi-consequence reports to
a single dominant outcome. Figure 2.10 illustrates this step for CVE-2019-6991. The description
provides both required manifestation elements: the weakness (stack-based buffer overflow) and the
impact (execute code). These are mapped to State Corruption and Code Execution, respectively,

with each label tied directly to the corresponding evidence in the text.

Manifestation

Error: State Corruption Failure: Code Execution
Description  stack-based buffer overflow Description  execute code
CWE CWE-121

Figure 2.10: Manifestation labeling for CVE-2019-6991 based on the CVE description.

To capture the root cause, the patch diff is inspected and both a cause and an operation label are
assigned, such as Missing Validate or Incorrect Calculate. The root cause classification is derived
from MITRE’s CWE glossary [39] for cause labels—drawing on the distinction between behav-
iors not attempted (Missing) and those attempted but flawed (Incorrect)—and from NIST’s Bugs
Framework [16] for operation labels. When the relevant BF operation is not explicit in the vulner-
able code, CWE is used to align the fix with the closest operation; the complete labeling scheme,
patch-selection procedure, and disambiguation rules are provided in Appendix A.2.1. Figure 2.11
illustrates this step for CVE-2019-6991. The vulnerable code allocates a fixed-size buffer (char
safer_username[65]) based on an assumption about input length (commented as “current db
username size is 32”), while the comment for mysgl_real_escape_string () specifies that
the buffer must satisfy 2 x length+ 1. The constant 65 is consistent with that rule for a 32-character
input, but is applied as a fixed bound rather than computed from the actual input length. Together
with the patch—which replaces the allocation with one derived from strlen (input)—this in-

dicates that the required size computation is understood but not correctly realized, yielding an

3Machine-learning classification was explored, but the lack of labeled data and the dataset size made automation
costly relative to its expected benefits.
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Incorrect classification for the CALCULATE operation *. Since this computation is implicit in
the vulnerable version, the alignment with BF is supported through CWE-131, which captures

incorrect buffer size calculation.

Root Cause

Cause: Incorrect Operation: Calculate
Vul. Code char safer_username[65]; Comment 2 x length+ 1 rule
Comment  current db username size is 32 Patch allocation based on

Comment  documented rule: 2 x length -1 strlen(input)

Patch replaces fixed-size allocation with BRI CVVE-131 — Calculate

input-dependent sizing

Figure 2.11: Root-cause labeling for CVE-2019-6991 based on the patch analysis.

Finally, each case is labeled with software context derived from implementation artifacts to
capture the setting surrounding the bug. A software type label is assigned using the software type
classification (Appendix A.2.4), adapted and extended from Ezenwoye et al.’s classification [58]
to cover the main ways software is deployed, run, or used. A functional area label is assigned
using the functional-area classification (Appendix A.2.5), adapted from CWE’s Functional Area
vocabulary by excluding out-of-scope values, refining some label names, and assigning labels from
the defective code region in the patch rather than from the CWE. Figure 2.12 illustrates this step for
CVE-2019-6991. The project is classified as a Web Application, as the documentation identifies
the /zm web console as the primary interface through which users access and operate the system.
The vulnerable code is located in zmLoadUser () within src/zm_user.cpp, where username
and password are used to authenticate users, placing the bug in the Authentication functional area.

The programming language is recorded as C++, based on the modified vulnerable file.

Software Context

Software Type: Web App Func. Area: Authentication Language: C++
Doc. /zm web Ul is the Code zmLoadUser (): File src/zm_user.cpp
intended interface authenticates from
username/password

Figure 2.12: Software-context labeling for CVE-2019-6991 based on the repository artifacts.

4Under BF, this case could also be interpreted as MAL/Allocate, since that class covers bugs in reserving memory,
including assigning an object an incorrect size before it is used. However, it is not used as the primary label because
the corresponding CWE space (uncontrolled resource consumption) does not align cleanly here (undersized-buffer).
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2.5 Results

Using the curated and labeled corpus produced by the workflow in Section 2.4, this section re-
ports the observed profiles of software security bugs. The analysis focuses on the subset of CVEs
for which the bug — error — failure chain was successfully reconstructed from artifacts. Sec-
tion 2.5.1 summarizes the resulting dataset and labeling coverage. Section 2.5.2 addresses RQ1
by identifying the recurring bug patterns across software context areas, while distinguishing the
occurrences by Missing and Incorrect causes. Finally, Section 2.5.3 analyzes how the identified

bug profiles propagate through error and failure outcomes.

2.5.1 Dataset Overview

A total of 60 candidate CVEs were analyzed for reconstruction from artifacts, of which 55 were re-
tained after case-level eligibility checks. Five cases were excluded during manual reconstruction:
two were removed as duplicates (CVE-2020-20914, duplicated by CVE-2020-20915; and CVE-
2023-36258, duplicated by CVE-2023-36095), two were excluded because the referenced patch
contained extensive unrelated changes that prevented reliable bug localization and root cause attri-
bution (CVE-2023-26861 and CVE-2020-36052, the latter closing 17 issues and modifying 3,990
lines), and one was excluded because it reflected a design issue rather than a coding bug suitable
for the analysis (CVE-2024-23687). All retained cases admit complete reconstruction, including
an identified bug, labeled error and failure, and associated software context.

The retained corpus spans 7 software types—Web App, Library, Client, Server, Extension,
Utility, and Framework—and 7 programming languages: PHP, C, C++, Java, JavaScript, Python,
and Go. To characterize the setting of the bug, 10 functional areas were labeled: File Process-
ing, String Processing, Number Processing, Program Invocation, Logging, Security Enforcement,
Authentication, Networking, Error Handling, and Resource Management. The improper code
construct underlying the bug is represented through 8 operation categories—VALIDATE, VER-
IFY, SANITIZE, CALL, EVALUATE, DEREFERENCE, CALCULATE, and DECLARE. On the man-
ifestation side, the cases cover 3 error categories—Semantic Corruption, State Corruption, and
Authority Violation—grounded in 17 unique primary CWE identifiers derived from the reported
weakness, and 4 failure categories: Code Execution, Denial of Service, Tampering, and Informa-

tion Exposure, grounded in the reported impact.’

Corpus size in context. This size of the corpus reflects the manual effort required to inspect
patches and related artifacts for each case. Wei et al. [232] analyzed 318 vulnerabilities with fix-
ing links within a dataset of 1,076 CVE reports, with patch-level inspection only for that subset,
while the remaining cases were classified primarily from CVE/NVD descriptions and metadata.
Harzevili et al. [93] manually reviewed 683 vulnerability-fixing commits, examining commit
messages, code changes, issues, and pull requests to identify patterns, including 36 CVEs. James

et al. [107] curated 33 vulnerabilities mapped to CVEs, manually inspecting bug reports, fixing

SThe failure classes in this thesis (see Appendix A.2.3) overlap considerably with the failure classes of BF [16].


https://nvd.nist.gov/vuln/detail/CVE-2020-20914
https://nvd.nist.gov/vuln/detail/CVE-2020-20915
https://nvd.nist.gov/vuln/detail/CVE-2023-36258
https://nvd.nist.gov/vuln/detail/CVE-2023-36258
https://nvd.nist.gov/vuln/detail/CVE-2023-36095
https://nvd.nist.gov/vuln/detail/CVE-2023-26861
https://nvd.nist.gov/vuln/detail/CVE-2020-36052
https://nvd.nist.gov/vuln/detail/CVE-2024-23687
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commits, and reproducing the failures to determine their causes and locations. Together these
studies show that as analysis progresses from description classification to commit inspection and

then to reproduction of failures, the number of vulnerabilities that can be examined decreases.

2.5.2 Profiles of Software Security Bugs

To address the first part of RQ1, this subsection characterizes profiles of software security bugs in
the corpus through three analytical questions. AQ1 examines variation by software type, capturing
the architectural setting in which bugs arise; AQ2 by functional area, capturing where the bug is
located within the software; and AQ3 by programming language, capturing implementation-level
constraints and constructs. Across these analyses, operation categories provide a common rep-
resentation, and distributions are reported separately for the Missing and Incorrect causes. The
resulting security bug profiles are represented as tuples of cause, operation, software type, func-

tional area, and programming language.

AQ1. How do security bugs vary across software types?
Intent: Examine how software shapes concentration and diversity of bugs by root cause.

Figure 2.13a summarizes the distribution of security bugs by root cause across software types
in the retained corpus and shows a more concentrated pattern for Missing bugs. Three opera-
tions account for all cases—VERIFY (47.5%, 19/40), VALIDATE (40.0%, 16/40), and SANITIZE
(12.5%, 5/40). Web applications account for most of these cases (27/40, 67.5%) across all three
operations, while the remaining software types contribute only isolated instances. Overall, Miss-
ing bugs suggest less diversity in bug operations and greater concentration across software types,
with omitted data checks as the most common pattern at the software-type level.

In contrast, Figure 2.13b shows that Incorrect bugs exhibit a broader and more heteroge-
neous distribution in the retained corpus. Six distinct operations are observed, with CALL-related
mistakes emerging as the most frequent mechanism (26.7%, 4/15). Libraries form the main con-
centration point (5/15, 33.3%) while spanning multiple operations, including CALL, DECLARE,
EVALUATE, and DEREFERENCE; the remaining cases are distributed across web applications, ex-
tensions, utilities, and servers. Overall, Incorrect bugs suggest greater diversity in bug operations
and less concentration across software types.

AQ2. Where do security bugs reside in software?
Intent: Examine where bugs concentrate within software functional areas by root cause.

Figure 2.14a summarizes the distribution of security bugs by root cause across software func-
tional areas in the retained corpus and shows that Missing bugs concentrate in data processing
components. File Processing accounts for the largest share of Missing cases (37.5%, 15/40), fol-
lowed by String Processing (30.0%, 12/40) and Number Processing (10.0%, 4/40). Operationally,
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Figure 2.13: Distribution of bug operation across software types by cause. Each heatmap reports
the concentration of operations by software type, contrasting Missing and Incorrect bugs.

VERIFY accounts for the largest share (47.5%, 19/40) and appears across most functional ar-
eas except Logging and Program Invocation. VALIDATE is similarly prevalent (40.0%, 16/40),
concentrating almost exclusively in processing domains—File, String, and Number Processing.
SANITIZE plays a secondary role (12.5%, 5/40) in String Processing, File Processing, and Log-
ging components. Overall, Missing bugs suggest less diversity in functional area, with omitted
data checks concentrated in components that handle and transform inputs.

In contrast, Figure 2.14b shows that Incorrect bugs are more dispersed in the retained cor-
pus. They cover eight functional areas, including Authentication, Error Handling, and Security
Enforcement, which do not appear in the Missing cases, while data processing components still
account for most cases (60.0%, 9/15), with String Processing contributing the largest share (4/15).
The distribution of operations is broader, with CALL and SANITIZE as the most frequent mecha-
nisms (26.7%, 4/15 each), half of these occurring in Program Invocation and String Processing.
DEREFERENCE contributes three cases and EVALUATE two, while CALCULATE and DECLARE
appear once. Overall, Incorrect bugs suggest greater diversity in functional area, with data pro-
cessing components still accounting for most observations.

AQ3. How do security bugs vary by programming language?
Intent: Examine how language shapes concentration and diversity of bugs by root cause.

Figure 2.15a summarizes the distribution of security bugs by root cause across programming
languages in the retained corpus and shows that Missing bugs span all languages in the dataset but
are concentrated in PHP, which accounts for 62.5% of Missing cases (25/40). C contributes a sec-
ond visible concentration with 17.5% (7/40), while Python contributes three cases, JavaScript two,
and Java, Go, and C++ one each. At the operation level, PHP concentrates missing VALIDATE
and SANITIZE, whereas C shows a distinct concentration of missing VERIFY (15.0%, 6/40). Over-

all, Missing bugs suggest less diversity across programming languages, with a language-specific
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Figure 2.14: Distribution of bug operation across functional areas by cause. Each heatmap reports
the concentration of operations by functional area, contrasting Missing and Incorrect bugs.

concentration of omitted data checks.

In contrast, Figure 2.15b shows that Incorrect bugs are distributed more selectively across pro-
gramming languages in the retained corpus. They appear in five languages, with C contributing the
largest share (40.0%, 6/15), followed by PHP with three cases and JavaScript, Java, and C++ with
two cases each. At the operation level, incorrect SANITIZE is limited to PHP and JavaScript, while
incorrect CALL appears only in JavaScript, Java, and C++, reflecting mistakes in API binds. In-
correct CALCULATE, DECLARE, and EVALUATE concentrate in C, and incorrect DEREFERENCE
is split between C and C++. Overall, Incorrect bugs also suggest language-specific clustering in

C, with higher-level languages exhibiting API misuse.
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Table 2.2: Frequent tuples of the underlying bug profiles.

Behavior Operation Cat. Software type| Functional Cat. Language Support*

Missing  Data Check Web App Data Processing PHP 55.0% (22)
Missing  Data Check Web App Resource Mang. PHP 5.0% () t
Missing  Data Check Library Data Processing  JavaScript 5.0% (2) 1
Missing  Data Check Framework Data Processing C 5.0% (2) +
Incorrect  Data Type — Data Processing C 26.7% (4) 1
Incorrect  Data Check — Data Processing PHP 13.3% (2) 1
Incorrect  Dereference — Error Handling C 6.7% (1) ¥

*Percentages are computed within behavior class (Missing: n=40, Incorrect: n=15).
t Count <5; percentages based on small counts should be interpreted cautiously.

9 Omitted for Incorrect because these are fewer and more sparsely distributed.

Table 2.2 highlights the recurring combinations identified as security bug profiles in the cor-
pus. To support synthesis across AQ1-AQ3, fine-grained operation and functional-area labels are
grouped into categories that capture recurring patterns to avoid fragmentation (see Appendix A.2.1).
These recurring combinations show that the corpus contains a small number of profiles separated
by cause. (M1) Missing bugs are concentrated in omitted Data Checks in Data Processing compo-
nents of PHP Web Applications (n=22), reflecting the repeated absence of validation, verification,
and sanitization logic in externally exposed, data-intensive code paths. (I1) Incorrect cases show
a distinct but smaller pattern: Data Type bugs in Data Processing components written in C (n=4),
corresponding to mistakes tied to type-related operations across heterogeneous software types.
The remaining observations are distributed across additional languages and functional areas, but

with insufficient recurrence to support additional profiles.

Finding 1. Software security bugs in the corpus can be profiled through recurring combi-
nations of root cause and software context. Data Processing components are the main locus
of bugs for both causes. Missing bugs are dominated by omitted Data Checks, most promi-
nently in PHP Web Applications, whereas Incorrect bugs are primarily driven by Data Type

mistakes recurrent in C.

2.5.3 Manifestation Chains of Software Security Bugs

Building on the identified bug profiles, this subsection addresses the second part of RQ1 by ex-
amining how the security bugs in the corpus propagate through error and failure outcomes. Fig-
ure 2.16 provides an overview of the main manifestation chains. The root-cause layer, represented
by cause and operation, follows the patterns identified in Section 2.5.2, with most flow originat-
ing from Missing cause and passing through a small set of operation categories. These converge
primarily on Semantic Corruption (29, 52.7%), followed by State Corruption (15, 27.3%) and
Authority Violation (11, 20.0%) errors, while resulting failures are concentrated in Code Execu-
tion (50, 90.9%), with the remaining cases mapped to Denial of Service (2, 3.6%), Information
Exposure (2, 3.6%), and Tampering (1, 1.8%).
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Figure 2.16: Sankey-style overview of the manifestation chains linking bug cause and operation
to propagated errors types and failure outcomes.

To ground the analysis of manifestation chains, Table 2.3 first reports the distributions of errors
and failures by cause. Under Missing cause, errors are concentrated in Semantic Corruption (22
cases, 75.9%), followed by Authority Violation (10 cases, 90.9%), while State Corruption con-
tributes a smaller share (8 cases, 53.3%). These errors most often culminate in Code Execution
failures (37/50, 74.0%), with only isolated instances of Information Exposure (2 cases) and Tam-
pering (1 case), and no observed Denial of Service. Incorrect cause is distributed more evenly
across error categories: Semantic Corruption and State Corruption each contribute seven cases
(24.1% and 46.7%, respectively), whereas Authority Violation appears only once. Although Code
Execution remains the most frequent failure outcome (13/15, 86.7%), Incorrect cause accounts for
all observed Denial of Service failures (2 cases).

Table 2.4 presents the manifestations associated with the dominant security bug profiles and
shows that these most often culminate in Code Execution, but through distinct error propagation
paths. For the dominant Missing profile M1, the primary pathway proceeds through Seman-
tic Corruption to Code Execution (15 cases, 68.2%), reflecting violations of interface semantics
caused by omitted VALIDATE, VERIFY, and SANITIZE operations in externally exposed, data-
processing code. A secondary pathway passes through Authority Violation to Code Execution (6

cases, 27.3%), with a single instance of Authority Violation resulting in Information Exposure (1

Table 2.3: Baseline disttributions of errors and failures by cause.

Errors Failures
Cause Semantic  Authority State Code Denial of Information .
. L. . . . Tampering
Corruption  Violation — Corruption | Execution  Service Exposure
Missing | 75.9% (22) 90.9% (10) 53.3% (8) | 74.0% (37) — 100% (2) 100% (1)
Incorrect | 24.1% (7) 9.1% (1) 46.7% (7) | 26.0% (13) 100% (2) — —

Note: Percentages computed column-wise (within each error/failure type).
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Table 2.4: Dominant error—failure manifestations enabled by canonical security bug profiles.

Profile | Error Failure Support*
Semantic Corruption | Code Execution 68.2% (15)

M1 Authority Violation Code Execution 27.3% (6)
Authority Violation | Information Exposure | 4.5% (1) t

1 State Corruption Code Execution 75.0% (3)
State Corruption Denial of Service 25.0% (1) +

*Percentages are computed within each profile (M1: n=22, I1: n=4).

T Single instances are treated as coverage rather than dominant patterns.

case, 4.5%). By contrast, the dominant Incorrect profile I1 propagates exclusively through State
Corruption. Most cases lead to Code Execution (3 cases, 75.0%), while a smaller fraction re-
sults in Denial of Service (1 case, 25.0%), suggesting that low-level mistakes affecting internal
program state can either compromise execution integrity or disrupt service availability. No other

error—failure pairs appear with sufficient recurrence to support additional manifestation patterns.

Finding 2. Dominant security bug profiles in the corpus converge on similar failures but
propagate through distinct errors. Both Missing and Incorrect profiles most frequently cul-
minate in Code Execution, however, Missing cases reach this outcome via Semantic Cor-
ruption or Authority Violation, whereas Incorrect cases propagate exclusively via State
Corruption. Thus, root cause and software context shape error propagation, even when the

resulting security failures align.

2.6 Discussion

This section situates the empirical findings within a broader analytical and practical context. Sec-
tion 2.6.1 interprets the observed bug profiles and manifestation patterns. Section 2.6.2 outlines
implications for security research, automation, and defensive practice. Section 2.6.3 examines
methodological limitations and validity constraints associated with reconstruction, labeling, and
corpus selection. Finally, Section 2.6.4 identifies directions for extending coverage, refining labels,

and improving scalability.

2.6.1 Interpretation of results

This chapter yields two main findings that clarify how security bugs recur across software and how
they manifest in the analyzed corpus. Although the corpus is limited, the reconstruction workflow
recovered bug — error — failure chains from associated artifacts, and the labeling schema was suf-
ficiently expressive to capture root causes, software context, and manifestations. The first finding
shows that recurring software security bugs can be synthesized compactly into a small set of pro-

files, represented as tuples of cause, operation, software type, functional area, and programming
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language. The second finding shows that in these profiles, bugs propagate through distinct error—
failure manifestation paths even when final outcomes converge on the same failure, most notably
Code Execution. These findings show that reconstruction and labeling can recover informative
structure from vulnerability cases, while profiling provides an analytical lens for interpreting se-

curity bugs in software context.

Software type. In the corpus, software type is associated with distinct root causes, indicating
where untrusted data enters the system and where security policy must be enforced. Web appli-
cations concentrate externally reachable data-handling paths—file uploads, request parameters,
configuration writes, and dynamic content generation, making validation, sanitization, and verifi-
cation indispensable at these boundaries. This helps explain why Missing Data Checks are con-
centrated in PHP web applications: when enforcement is manual and interleaved with application
logic, omissions become a common mistake. This pattern appears in cases involving missing file
validation (CVE-2020-18879), unchecked configuration paths (CVE-2020-18185), unsafe XML
parsing defaults (CVE-2023-46502), and untyped request parameters (CVE-2018-13447).

Functional area. In the corpus, functional area is associated with distinct root causes and high-
lights where security bugs concentrate, with Data Processing components accounting for the
largest share. This is where inputs are parsed, transformed, or interpreted—whether as files,
strings, numbers, or structured documents—making assumptions about format, size, lifetime,
and trust especially fragile. For Missing bugs, these components often omit defensive checks,
as in bounds validation in file readers (CVE-2019-10878), path canonicalization during extrac-
tion (CVE-2022-44900), or input typing in request handlers (CVE-2018-13450). For Incorrect
bugs, the same areas show implementation mistakes that corrupt internal state, including the use
of an invalid pointer after re-entrant callbacks (CVE-2020-20703), unsafe integer arithmetic dur-
ing sizing (CVE-2020-19692), and pointer invalidation by stack unwinding during error handling
(CVE-2018-11499). In the corpus, these patterns suggest that Data Processing components are a

recurring locus for both omitted checks and implementation mistakes.

Vulnerability chains. Our second finding highlights a limitation in how vulnerabilities are com-
monly described and classified. CVE descriptions often emphasize the manifestation side of a
vulnerability, especially its consequence and impact, while leaving the underlying bug underspec-
ified. This emphasis is reinforced by NVD CWE assignments, which frequently foreground the
manifested weakness; for example, identifiers such as CWE-79, CWE-89, CWE-787, CWE-22,
and CWE-434 strongly cue the consequence, sometimes alongside broader root-cause phrasing
such as “Improper Neutralization.” Because CWE labels often combine the underlying cause and
the consequence in a single entry, the elements of a vulnerability chain are not always clearly

separated. As a result, vulnerabilities with similar manifestations may in practice arise through
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different bug—error pathways. The reconstruction and labeling workflow helps recover that struc-
ture. In the analyzed corpus, even when cases converge on the same failure, most often Code Ex-
ecution, they do so through different pathways: Missing bugs tend to induce Semantic Corruption
or Authority Violation errors, whereas Incorrect bugs propagate through State Corruption errors.
This shows why reconstructing vulnerability chains matters in practice: detection and repair must

ultimately address the underlying bug.

2.6.2 Implications for reporting, research, and practice

The findings show that relating root causes to software context and reconstructing vulnerability
chains enables a more precise account of why security bugs arise, where they concentrate, and
how they manifest. This supports improvements in vulnerability reporting, closer integration of
root cause and software context in security research, and more targeted approaches to automation

and defensive practice. The following discussion develops these implications in turn.

For vulnerability reporting. A central implication of this chapter is that current vulnerability
records often lack the structured information needed to support reliable automation, reconstruc-
tion, and bug profiling at scale. In practice, this means that NVD records would benefit from more
complete and better maintained metadata, including precise identification of the main vulnera-
ble product in the CPE, a field indicating whether that product is open source or private, a direct
link to the repository when it is open source, consistent CVSS assessments, up-to-date CWE map-
pings, and direct references to the fixing commit. CVE descriptions also need improvement: many
records contain grammatical errors, do not follow a consistent template, or omit key details about
the root cause, the weakness, and the impact. Without such improvements in reporting, vulnera-

bility datasets will remain small, limiting their value for empirical analysis.

For security research. The results suggest that root cause and software context need to be an-
alyzed together to explain both where security bugs concentrate and how they manifest. Existing
taxonomies already capture parts of this space: bug categories are represented in the Bugs Frame-
work, while software dimensions such as functional area and programming language also appear
in CWE, although unevenly and not as a combined profiling lens. Doing so would provide a clearer
empirical basis for understanding why certain bugs arise in some parts of software and how their
manifestations affect different parts of a system. Security research should therefore bridge this gap
by relating software context more closely to root causes and manifestations, rather than treating

these dimensions in isolation.

For automation and tooling. The resulting data provides an initial ground truth for evaluating
whether automated methods recover underlying bugs or drift toward their manifestations. It also
highlights a harder target for automation: many cases involve Missing cause, where the bug is
not an incorrect statement but omitted logic that may have no single explicit location in code. In

such cases, automation must infer that a relevant program action is absent, rather than merely flag
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code that appears wrong. The findings further suggest that tooling should move beyond single-
line reporting toward representations that capture and explain vulnerability chains in code and at
runtime, since the path from bug to failure may involve multiple intermediate erroneous states and

span multiple locations.

For practitioners and defenders. The findings point to recurring security hotspots in software
systems. Data-processing components—such as parsers, upload handlers, serializers, and con-
figuration loaders—emerge as recurring vulnerable loci, where both Missing and Incorrect bugs
concentrate. Because the reconstruction is grounded in fixing patches, these implications are not
only abstract categories but correspond to concrete repair actions: Missing bugs benefit most from
validation, verification, and sanitization, whereas Incorrect bugs require correctness in arithmetic,
memory management, and control flow. Practitioners should therefore not only prioritize these
hotspots, but also implement preventive measures at those locations that interrupt bug propagation

before it reaches security-critical operations.

2.6.3 Threats to validity and limitations

The main limitation of this study concerns external validity, as the findings are based on a small
corpus and may not generalize to the broader vulnerability population. This corpus depends heav-
ily on the availability and quality of the public artifacts needed for reconstruction, especially suf-
ficiently detailed CVE descriptions and direct links to fixing commits. The workflow relies on
expert and interpretive judgment. Reconstruction requires manually identifying the bug in the
fixing commit, while labeling is likewise manual and applies a custom schema to the available
artifacts. Together, these constraints limit scalability and introduce subjectivity despite the use of

documented heuristics and consistency checks.

External validity. The main limitation of this study concerns generalization. The observed dis-
tributions and recurring patterns are conditional on a small, highly filtered corpus and should not be
interpreted as representative of the broader vulnerability population. Of the 4,324 Critical-severity
CVE:s initially considered, screening for grammatical acceptability and single-sentence structure
removed more than half, and subsequent reporting template and entity extraction requirements
reduced the candidate set to 451 CVEs. Reliance on NVD references further narrowed the pool:
only 66 CVEs included usable links to commits or issues that enabled patch analysis. As a result,
the final corpus is shaped not only by the underlying vulnerabilities, but also by reporting qual-
ity, repository traceability, and patch availability, and may therefore underrepresent noisy, poorly

documented, or non-standard cases.

Patch noise. Real-world security patches often include non-security refactoring, test files, or
repeated fix edits within the same commit, which can complicate bug identification. To keep

reconstruction attributable, the analysis is therefore limited to cases—or to patch regions—where
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the bug can be assigned with confidence to the reported vulnerability. For example, CVE-2025-
25977 involves a patch touching 123 files, most of them tests, and 11 code files with repeated edits
for unsafe property access. Only the edits tied to the constructor named in the CVE description
and the variable identified in the issue report® were considered for labeling. This keeps labeling
focused on the most directly attributable bug while excluding cases where patch noise prevents

confident identification.

CWE mismatch. In this study, the weakness described in the record is first mapped to a CWE
identifier, checked against the primary CWE reported in NVD metadata for alignment. Pub-
lic metadata can still be inaccurate, including suboptimal choices among related CWEs or as-
signments that do not match the weakness supported by the evidence. For example, in CVE-
2023-46932, NVD assigns CWE-787 (Out-of-bounds Write), whereas the associated issue’ re-
ports a heap-buffer-overflow on a read of size 1. Accordingly, the manifestation was labeled
as CWE-125. Similar discrepancies were observed in CVE-2020-20276, CVE-2020-19692, and
CVE-2020-20703. To reduce this threat, manifestation labels were validated against the available

evidence in issue reports and fix commit messages.

Label ambiguity. Classifying bugs involves cases where multiple interpretations are plausible.
This occurs when a bug can be described at different levels of abstraction or spans multiple op-
erations. For example, in CVE-2020-25911, untrusted XML is parsed without disabling external
entity resolution, which may be labeled either as Incorrect DECLARE (an insecure parser config-
uration) or as Missing VALIDATE (an absent safety check). To reduce inconsistency, the analysis
used BF operations, CWE definitions, and documented disambiguation heuristics. When an op-
eration was not directly observable in the vulnerable code, the closest CWE was used to interpret

the case and align it with a BF operation.

2.6.4 Future work

This study provides an initial foundation for profiling security bugs and reconstructing vulner-
ability chains from public artifacts. Future work can extend this foundation by improving the
scalability and robustness of the reconstruction and labeling workflow through Al-based assis-
tance, expanding corpus coverage, and refining the labeling schema. Because the present dataset
was created manually, it also provides a basis for evaluating how reliably such methods approx-
imate expert judgments. Together, these directions address current limitations in dataset scope,

label ambiguity, and manual effort.

Scalability and automation. Future work can reduce the corpus attrition identified in the lim-
itations and make larger-scale analysis more feasible by extending the present methodology with

Al-based systems to execute the manual parts of the reconstruction and labeling workflow. Large

6https ://github.com/canvg/canvg/issues/1749
7https ://github.com/gpac/gpac/issues/2669
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language models could help compensate for issues in CVE records by normalizing irregular de-
scriptions, recovering vulnerability details from incomplete reports, reconciling metadata across
available artifacts, and improving traceability from products to repositories. Agentic workflows
could also support reconstruction by scanning repository histories for candidate fixing commits,
locating the bug within long or noisy patches, and producing structured explanations for down-
stream classification. Such assistance could make the workflow more scalable while still requiring
expert validation, shifting the human role toward reviewing Al-generated cases. As the dataset
grows, the manually reconstructed and labeled cases could also serve as a benchmark for evaluat-

ing how effectively Al-based methods approximate expert-level performance in this task.

Sample diversity. A natural next step is to expand the dataset beyond the current quality filters,
particularly the focus on Critical vulnerabilities. Incorporating Medium- and High-severity CVEs
would broaden the sample and allow the profiles identified here to be tested across a wider severity
range. This would support analysis of which profile attributes—such as cause, operation, or soft-
ware context—are most strongly associated with severity. Broader coverage may reveal additional

recurring patterns while strengthening confidence in the profiles already observed.

Richer context. Future work can refine the contextual attributes used in profiling without sac-
rificing interpretability. One promising direction is to extend the functional area attribute to dis-
tinguish, for example, inbound from outbound data-processing components, or externally exposed
APIs from internal subsystems. This may clarify whether some contexts are more strongly as-
sociated with bug introduction, while others are more strongly associated with failure realiza-
tion. Whether these refinements improve profile separability and explanatory power without over-

fragmenting the schema remains an empirical question.

2.7 Summary

Objective. Vulnerability reporting often describes vulnerabilities through their manifestations
rather than through the bugs that cause them. CVE descriptions typically emphasize errors and
failure outcomes, while the root cause is implicit or omitted, so recovering it usually requires patch
analysis. Although initiatives such as MITRE’s Root Cause Mapping and NIST’s BF highlight the
need for root cause characterization, their representations of weaknesses include both causes and
consequences, which BF makes explicit. This chapter reconstructs vulnerabilities from public
artifacts as bug — error — failure chains, represents each case in terms of root cause, software

context, and manifestation, and analyzes recurring bugs across software contexts as bug profiles.

Method. To support reliable reconstruction, the methodology begins by selecting only consistent
and sufficiently enriched CVE records. It then restricts the corpus to comparable vulnerabilities,
namely low-contingency cases with critical impact and unchanged scope, so activation and conse-

quences remain within the same authority boundary, and to open-source application components
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with traceable repositories and accessible patches so the bug can be recovered from code. Re-
construction proceeds by extracting manifestation details from the CVE description—specifically
weakness and impact—and tracing backward through the corresponding patch to infer the en-
abling bug. The reconstructed cases are then labeled in terms of root cause, software context,
error, and failure, yielding bug profiles represented across five axes—cause, operation, functional

area, software type, and programming language.

Findings. In the analyzed corpus, Data Processing components account for the largest share of
bugs for both causes: Missing bugs concentrate around omitted Data Checks, most prominently in
PHP Web Applications, whereas Incorrect bugs concentrate around Data Type mistakes recurrent
in C. This shows that profiling helps interpret how security bugs recur in software. The manifesta-
tions of these bug profiles converge on similar failures but propagate through distinct errors, most
notably in cases culminating in Code Execution: Missing bugs propagate through Semantic Cor-
ruption or Authority Violation, whereas Incorrect bugs propagate through State Corruption. This
shows that reconstruction and labeling recover informative structure from vulnerability cases. To-
gether, these findings show that bug profiling and vulnerability reconstruction can explain why

security bugs arise, where they concentrate, and how they manifest.

Implications. This perspective can help identify security hotspots and supports tooling that
moves beyond single locations toward representations of the full vulnerability chain. Missing
cases, however, are inherently harder to localize and automate because omitted logic may not cor-
respond to an explicit code location. These insights should be considered with caution because
the corpus is small, limiting external validity. Scaling the approach remains difficult because the
workflow depends on data quality and manual effort. Better vulnerability reporting is therefore a
key requirement for broader empirical use, particularly more complete metadata, clearer descrip-
tions, and direct links to code artifacts. Al-based methods could handle the manual parts to scale
the workflow, with the current dataset providing a benchmark for evaluating how closely they

approximate expert judgment.



Chapter 3

Crafting a Vulnerability Benchmark

3.1 Introduction

This chapter extends the vulnerability representation introduced in Chapter 2 by grounding the
manifestation side in reproduced crash reports. Chapter 2 characterized vulnerabilities through
their bug — error — failure structure, showing that similar failure outcomes can arise from dif-
ferent bugs and propagate through different errors. This chapter turns that representation into a
benchmark by reproducing vulnerabilities, localizing the bug from the fixing patch, and record-
ing the error from the crash report. In this way, the benchmark preserves both the bug and the
manifestation as distinct elements of the vulnerability. The remainder of this introduction moti-
vates the gap 3.1.1, outlines the benchmark construction approach and scope 3.1.2, states RQ2 and

contributions 3.1.3, and positions the chapter in the broader thesis context 3.1.4.

3.1.1 Motivation and gap

Evaluating vulnerability detection and repair techniques depends on benchmarks that provide reli-
able ground truth. In practice, however, publicly disclosed vulnerabilities rarely translate directly
into instances ready for evaluation: reports often describe how a vulnerability manifests (e.g., a
crash or memory violation) while omitting the underlying bug, the historical build context, or the
artifacts required for deterministic reproduction. As a result, evaluations tend to rely on datasets
representing the manifestation (error or failure) rather than the underlying bug that tools are in-
tended to detect.

This gap matters because a benchmark implicitly defines what constitutes correct detection.
If ground truth reflects only error locations or a coarse CWE category, tools may be rewarded
for matching manifestations rather than identifying the underlying bug. Chapter 2 showed that
vulnerabilities follow a bug — error — failure chain, and that focusing solely on the final mani-
festation obscures how bugs arise and propagate. This chapter, therefore, addresses the challenge
of transforming real-world vulnerability disclosures into a benchmark in which each instance is

reproducible from the vulnerable version and grounded in the underlying bug.
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Reproducibility further degrades over time: dependencies disappear, build systems evolve, and
repositories become inaccessible. At the same time, disclosures often provide incomplete inputs
and operational details, and the linkage between reports and code history remains ambiguous.
These factors contribute to the compression of diverse bugs into a small set of manifestation cate-
gories. Prior work addresses parts of this problem—synthetic datasets scale but provide simplified
vulnerabilities, while curated benchmarks and fuzzing infrastructures treat the observed errors as

ground truth, leaving the link between reproduced crashes and the underlying bug undefined.

3.1.2 Benchmark construction approach and scope

Building on the representation introduced in Chapter 2, this chapter develops an end-to-end bench-
mark construction pipeline that transforms fuzzing-derived disclosures into executable, validated
benchmark instances. The pipeline extracts OSS-Fuzz vulnerabilities from OSV, links them to
CVEs using multiple evidence signals, reconstructs historical build contexts, reproduces crashes
by replaying fuzzing test cases, and localizes both the error location and the bug location using
crash reports and fixing patches. Only vulnerabilities that can be rebuilt, triggered in the introduc-
ing revision, and validated in the fixing revision are retained. Reproduced cases are validated by
checking that the generated crash reports match the OSS-Fuzz reports and that the localized bug
is consistent with the fixing patch.

Each benchmark entry records two elements of the vulnerability: the error and the bug. The
error is derived from crash reports (crash type, operation, crash-mapped CWE) and captures the
program operation at the location where the failure becomes observable. The bug is derived from
patch artifacts through root cause localization and labeling, and captures the improper program
operations. Root cause localization is semi-automatic, using proximity heuristics between stack
trace locations and the modified lines in the patch diff, followed by manual confirmation. Root
cause labeling follows the schema introduced in Chapter 2. This representation supports evaluation
settings that distinguish between detecting the underlying bug and detecting its manifestation.

The scope of this chapter is grounded in what can be reconstructed and validated from publicly
available fuzzing artifacts. As a result, the reproduced cases are biased toward fuzzing-discovered
memory-safety vulnerabilities in C/C++ programs. Root cause labeling also involves interpre-
tation, as common taxonomies can conflate underlying causes with their manifestations. These
constraints limit generality but provide a benchmark that is executable, reproducible, and suitable

for controlled evaluation in subsequent chapters.

3.1.3 Research questions and contributions

This chapter translates the representation introduced in Chapter 2 into a benchmark design ques-

tion: RQ2. Which vulnerability attributes are required in a benchmark for evaluation?
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A benchmark defines what constitutes correct detection. If it retains only the manifestation,
tools may be evaluated based on agreement with the manifestation rather than identification
of the underlying bug. If it lacks executable artifacts, results cannot be reproduced. Because
vulnerabilities follow a bug — error — failure chain, the benchmark must preserve the
attributes that distinguish the bug from its manifestation. Otherwise, evaluation outcomes

may reflect incidental agreement rather than the detection of the bug.
To answer this question, the chapter makes the following contributions:

* A benchmark of reproduced crashes from public vulnerability records. Using OSV and
NVD disclosures, we construct an executable core of 30 manually validated vulnerabilities
that reproduce the reported crashes, from 69 OSV-CVE links and 40 buildable cases.

* A benchmark representation that records both bug and error. Each reproduced case
records the vulnerable version, the crashing input, the fixing commit, the bug location, and

the error location, treating the bug and the error as distinct elements of the vulnerability.

* An empirical analysis of the relation between bug and error locations. The analysis
shows that the bug location and the error location frequently diverge across functions and
files (13 of 30 cases), and can remain separated even within a function (11 of 17 same-

function cases).

* An empirical characterization of operations at bug and error locations. At the error
location, operations correspond to memory usage (WRITE and READ), while bug operations
span 8 distinct types—dominated by VERIFY (21 of 30 cases, 70.0%) under a Missing cause
(20 of 30 cases, 66.7%)

* Benchmark requirements for reliable evaluation. From these results, the chapter identi-
fies the information a benchmark must retain: reproducible cases tied to a vulnerable version
and fixing commit, explicit recording of bug and error locations, and labels that characterize

the bug in terms of cause and operation.

These findings are bounded by a small corpus of fuzzing-amenable C/C++ projects and may
not generalize to the broader vulnerability population. Extending the pipeline to additional vulner-
ability and project types is the most direct path toward broader generalizability. The reproduced
cases and their manually validated labels nevertheless provide an executable benchmark with ex-
plicit bug and error locations, offering a foundation for evaluations that distinguish between detect-
ing the root cause and detecting its manifestation—a distinction that benchmarks retaining only

the error side cannot support.

3.1.4 Publications context and roadmap

This chapter builds on two prior lines of work that exposed both the need for and the challenges

of constructing benchmarks from public vulnerability artifacts. In Maestro [190], we developed
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an evaluation platform for automatic program repair on vulnerabilities. Its scope, however, was
limited to a small set of projects because reproducible vulnerability benchmarks were largely
unavailable. This experience highlighted that the main limitation was not tooling, but the lack of
instances that can be rebuilt, triggered, and linked to their fixing commits. This chapter addresses
that limitation by defining a process to reconstruct such instances from public disclosures.

A subsequent study on replicability and deployment reliability of deep neural networks [191]
provided complementary methodological experience in assembling benchmarks from heteroge-
neous public artifacts. Although the domain differed, the effort highlighted practical requirements
for experimental rigor, including transparent artifact packaging, modular tooling, environment
setup, and explicit handling of variability. These principles inform the design of the reproduc-
tion pipeline, validation workflow, and artifact management used in this chapter, ensuring that the

resulting benchmark is reproducible and extensible.

Roadmap. The remainder of the chapter is organized as follows. Section 3.2 introduces back-
ground and the motivating gap. Section 3.3 discusses related work and how existing datasets and
studies fall short of ground truth recording the bug. Section 3.4 details the benchmark construction
methodology. Section 3.5 reports reconstruction yield, bug—error separation, and the analysis of
operations at the two locations. Section 3.6 discusses implications, limitations, and future direc-

tions. Finally, Section 3.7 summarizes the chapter’s contributions.

3.2 Background

This section introduces the core concepts required to understand the remainder of the chapter.
Section 3.2.1 restates the defect—error—failure distinction that separates originating defects from
manifested failures. Section 3.2.2 defines the properties of reproducible, version-anchored vul-
nerability instances. Section 3.2.3 introduces dynamic analysis and fuzzing as mechanisms for
generating executable crash artifacts. Section 3.2.4 summarizes fault localization techniques that
infer fault-relevant code regions from execution evidence. Together, these concepts provide the

necessary basis for the content presented in subsequent sections.

3.2.1 Conceptual Basis: The Defect—Error—Failure Distinction

This chapter operationalizes the causal model introduced in Chapter 2. We briefly restate the
elements required for benchmark construction. Across standards and taxonomies, a vulnerability is
consistently framed as a weakness that can be exploited to compromise confidentiality, integrity, or
availability (CIA) [218, 39, 37]. From a dependability perspective, Avizienis et al. [10] formalize
this notion through the fault—error—failure chain: a fault (defect) is introduced during development,
its activation produces an incorrect system state (an error), and this state may propagate into an
externally observable failure. In this view, a vulnerability corresponds to a security-relevant fault

whose activation can violate CIA properties.
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Chapter 2 emphasized that failures often occur at locations distinct from the originating de-
fect. A memory corruption may manifest as a crash in one function while the underlying defect
resides elsewhere; similarly, multiple defect mechanisms may produce the same observable failure
class. This separation between bug site (defect origin) and error site (failure manifestation) is cen-
tral to evaluation: detection at the manifestation level does not necessarily imply identification of
the underlying mechanism. Standard representation frameworks further reflect this distinction at
different abstraction levels. CWE provides structural weakness categories [35], CVE assigns iden-
tifiers to disclosed vulnerability instances [48], and CVSS quantifies impact [155]. The NIST Bugs
Framework (BF) [16, 18] complements these by modeling weaknesses through causal execution
semantics, linking improper operations to resulting failures. Together, these frameworks provide
the representational vocabulary needed to distinguish manifestations from defect-level labels.

In this chapter, the defect—error—failure model is used operationally: benchmark instances pre-
serve both the failure manifestation and the originating defect, enabling evaluation to differentiate

between manifestation detection and bug identification.

3.2.2 Reproducible Vulnerability Instances

Empirical evaluation of vulnerability detection and repair techniques depends on instances that can
be reconstructed and exercised deterministically. In practice, publicly disclosed vulnerabilities of-
ten lack the artifacts required for reliable reproduction: precise version information [32], build
configurations [154], triggering inputs [46], or explicit linkage to fixing commits [171]. With-
out such elements, evaluation reduces to consequence-level labeling or synthetic approximation.
Reproducibility, therefore, serves as a prerequisite for meaningful benchmarking, ensuring that
reported failures correspond to verifiable program behavior rather than metadata descriptions.

A reproducible vulnerability instance minimally requires report-tied information sufficient to
complete the four-stage reproduction workflow: (i) reports and references that specify the vulner-
able software version(s) and enable obtaining the corresponding source/binary; (ii) instructions
to set up the required operating system environment for that version; (iii) build/installation guid-
ance (including configuration options and required libraries) to compile and install the software;
and (iv) a PoC and verification criteria to trigger and confirm the vulnerability [168]. Continuous
fuzzing infrastructure [202] and version control systems [75] provide the artifacts necessary to
approximate these conditions: minimized-crashing inputs, sanitizer reports, and commit histories
that bound the introduction and remediation of vulnerabilities. Together, these artifacts ground
vulnerabilities in executable program states rather than solely in textual disclosures.

For benchmark construction, the focus must be on enabling vulnerability reproduction rather
than simply recording vulnerability information. Reproduction is particularly likely to fail when
the vulnerable version, PoC, or trigger method are missing, while other omissions (e.g., installa-
tion defaults or OS details) can sometimes be recovered through common assumptions [168]. Each
benchmark instance must therefore be version-anchored (e.g., via commit hashes identifying the
vulnerable revision), include the corresponding source code, and provide a PoC with the exact ex-

ecution procedure required to deterministically trigger the bug. In addition, reproducible datasets
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require a rebuildable pipeline that captures the build environment, dependencies, and compilation
configuration, since dependency drift and missing upstream resources can prevent historical re-
compilation [154]. These elements ensure that each instance can be reproduced in a controlled,

repeatable manner.

3.2.3 Dynamic Analysis and Fuzzing

Dynamic analysis studies program behavior during execution. By instrumenting a program and
observing its runtime state, dynamic techniques collect execution traces, coverage information,
or fault signals that reflect concrete program behavior [108, 22]. Unlike purely static reasoning,
dynamic analysis operates on actual program executions and therefore provides precise evidence
about triggered states and failures. In the context of vulnerability research, dynamic analysis
supplies the executable artifacts—crashes, traces, and inputs—that ground empirical evaluation.
Dynamic analysis techniques vary in the semantic insight they employ [212, 11]. Two widely

studied approaches are:

* Dynamic Concrete Execution (DCE): executes a program with specific inputs in a minimally
instrumented environment, observing actual runtime behavior and failure signals [212].

Each execution follows a single concrete path determined by the provided input.

* Dynamic Symbolic Execution (DSE): combines concrete execution with symbolic reason-
ing to explore alternative paths. By negating branch conditions and solving resulting con-
straints using SMT solvers, DSE generates new inputs that drive execution toward unex-
plored states [11]. While powerful, this approach incurs higher computational cost due to

constraint solving and repeated path exploration [22].

A widely adopted form of DCE in security testing is fuzz testing. Fuzzing executes a target
program with automatically generated inputs in order to expose crashes or violations of security

policies [141, 149]. Fuzzers are commonly categorized by the degree of program insight they use:

* Black-box fuzzers: generate inputs without internal program knowledge, observing only

input/output behavior.

* Grey-box fuzzers: employ lightweight instrumentation—typically coverage feedback—to

guide input mutation toward unexplored paths.

» White-box fuzzers: incorporate full program semantics, often through symbolic reasoning,
to systematically explore execution paths [149, 212].

Grey-box fuzzing has emerged as the dominant paradigm in large-scale vulnerability discov-
ery because it balances scalability with execution feedback. By mutating inputs based on cover-
age signals, grey-box fuzzers efficiently explore diverse execution paths and generate minimized
crash-inducing inputs. These crash artifacts form the empirical substrate for reproducible vul-
nerability instances and underpin continuous fuzzing infrastructures used in modern open-source

ecosystems.
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3.2.4 Fault Localization

Fault localization aims to guide debugging by identifying program locations responsible for faulty
behavior. Prior work distinguishes two related activities: Fault Localization (FL) and fix locus
localization [70]. Traditional FL seeks to identify the exact faulty statements that caused the
failure, whereas fix locus localization identifies statements whose modification may repair the be-
havior, even if they are not themselves faulty. Because security vulnerabilities represent a subset
of software faults—defined through weaknesses, errors, and failures [5]—techniques developed
for general fault localization are directly relevant to vulnerability analysis. Comprehensive sur-
veys classify FL techniques into several categories, among which slice-based and spectrum-based
approaches are the most widely adopted [236].

Slice-based fault localization relies on program slicing, which extracts a reduced representa-
tion of a program that preserves behavior relevant to a variable or execution point [55, 9]. A slice
contains statements that may influence a given computation, thereby narrowing the search space
for debugging. Extensions such as program dicing compute the set difference between slices ob-
tained from different executions. In vulnerability contexts, differential slicing has been used to
contrast faulty and non-faulty executions discovered by fuzzing [206]. The resulting differential
execution slice highlights statements that contribute to divergent behavior and can be combined
with crash traces to localize vulnerability-relevant code regions.

Spectrum-based fault localization (SBFL) instead relies on execution statistics. SBFL tech-
niques compute a suspiciousness score for each program element based on coverage information
collected from passing and failing executions [236]. Similarity coefficient formulas correlate state-
ment execution frequency with observed failures, ranking statements by their likelihood of being
faulty. This approach requires an oracle, typically a test suite containing both successful and
failing runs, to establish behavioral contrast. In vulnerability settings, SBFL has been combined
with concolic execution to automate detection and localization tasks. Because SBFL depends on
sufficient diversity between passing and failing executions, its effectiveness is closely tied to the

quality and representativeness of the available input set.

3.3 Related Work

This section reviews prior work relevant to constructing evaluation-ready vulnerability bench-
marks. Subsection 3.3.1 examines reproducibility, exploitability, and existing benchmark efforts,
highlighting trade-offs between scale, realism, environmental stability, and causal grounding.
Subsection 3.3.2 discusses fuzzing as a scalable mechanism for producing reproducible, version-
anchored crash artifacts through infrastructures such as OSS-Fuzz and related systems. Subsec-
tion 3.3.3 reviews crash-based statistical debugging and spectrum-based localization techniques

that aim to infer bug-relevant code regions from execution evidence. Finally, Subsection 3.3.4
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synthesizes these threads to identify the remaining integration gap—namely, the absence of bench-
marks that simultaneously preserve reproducibility, scalability, and defect-level causal seman-

tics—and motivates the research question of this chapter.

3.3.1 Reproducibility, Exploitability, and Vulnerability Benchmarks

Prior studies have highlighted the fundamental difficulty of reproducing real-world vulnerabili-
ties. Mu et al. [168] provide the first large-scale measurement of this challenge, showing that
even well-documented issues frequently omit crucial information such as precise versions, envi-
ronmental assumptions, and complete triggering inputs. Their results demonstrate that fewer than
55% of CVEs can be reproduced without substantial manual inference, and that missing Proof-
of-Concept (POC) material, dependency drift, and ecosystem decay are among the strongest pre-
dictors of failure. Subsequent analyses of Proof-of-Concept exploits reinforce this pattern. Dang
et al. [46] find that most CVEs lack any PoC, and that existing PoCs often omit 30% or more
of the operational details required for deterministic reproduction. Recent automated approaches
attempt to close this gap—for example, Ullah et al. [222] employ large language models to infer
missing artifacts, rebuild environments, and construct exploits, reproducing roughly half of 841
CVEs published in 2024-2025—but even these systems emphasize that environmental reconstruc-

tion remains the dominant barrier.

Exploitability as empirical ground truth. Executable triggers serve as the empirical bridge
between abstract vulnerability reports and concrete failure states. Many benchmark initiatives
assume this perspective, treating exploitation as the canonical form of reproduction. In such set-
tings, an input that deterministically triggers a vulnerability provides a verifiable ground truth
against which both static analysis and dynamic analysis techniques can be evaluated. This prin-
ciple underpins early bug benchmarks such as ManyBugs and IntroClass [86], where triggers
validate behavioral correctness; later security-oriented benchmarks, including curated exploit sets
for JavaScript [14], Java [24], and C/C++ [261], extend this idea by requiring sanitizer-verified
crashes or security-relevant side effects as evidence of vulnerability manifestation. However,
these projects also report the high human cost of constructing and validating such triggers—often
requiring hours or days of manual setup, patch analysis, and environment reconstruction per en-
try—which explains why exploit-driven benchmarks tend to remain small, typically on the order

of tens to a few hundred cases.

Benchmark scale versus realism trade-offs. Synthetic datasets such as Juliet [219] and Toy-
ota ITC [211] achieve breadth but suffer from reduced realism because their vulnerabilities are
manually injected rather than grounded in historical data. Debugging-oriented datasets offer re-
alism but typically lack security semantics. Highly curated security benchmarks excel in fidelity
but do not scale, precisely because constructing reproducible, exploitable, and patch-validated in-
stances is resource-intensive. Across all of these efforts, persistent structural limitations recur: (i)

environmental reproducibility is rarely guaranteed as build systems and dependencies evolve; (ii)
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triggering inputs are often missing or non-deterministic; (iii) patches are not systematically vali-
dated against test cases; and (iv) ground-truth causal information—Ilinking the observable failure

to the underlying defect—is almost absent.

Continuous fuzzing as a scalable alternative. More recently, continuous fuzzing infrastruc-
tures have opened a new path toward scalable reproducibility. OSS-Fuzz [202] and OSV [211]
provide historically stable snapshots of real-world projects, precise commit ranges, sanitizers,
and minimized test cases, which collectively form an unusually rich substrate for reconstructing
vulnerabilities at scale. The ARVO system [154] demonstrates the promise of this direction by
automatically reproducing more than 5,000 memory vulnerabilities across 250+ C/C++ projects
using OSS-Fuzz artifacts, resolving missing dependencies, and validating failures using sanitizer
reports. ARVO thus shows that continuous fuzzing pipelines can produce reproducible instances
at orders of magnitude larger scale than traditional benchmark-construction efforts. Yet even in
this line of work, reproduction is primarily defined as crash manifestation, and the link back to the

root cause—the defect-level origin emphasized in Chapter 2—remains largely unaddressed.

3.3.2 Fuzzing for Vulnerability Reproduction

Fuzzing has long been one of the most effective empirical methods for uncovering the concrete
failure states that underlie software vulnerabilities. As noted earlier, reproducibility is central to
any vulnerability benchmark [95]; in practice, this often collapses to the existence of a proof-
of-vulnerability (PoV) input that deterministically triggers the faulty behavior. Since manually
crafting such inputs requires deep knowledge of program semantics and input formats, fuzzing
provides a practical, automated alternative: by repeatedly executing a program on generated, often
malformed inputs, fuzzers induce program crashes [149, 122]. These crashes, typically manifested
as fatal signals (e.g., segmentation faults, aborts), are treated as violations under the canonical
security policy for fuzz testing, enabling the discovery of memory corruption and related security
flaws at scale. Fuzzing’s enduring popularity stems from its conceptual simplicity, high scalability,
and low deployment cost [149, 95]. Decades of empirical studies confirm its effectiveness across
large bodies of open-source and commercial software [95]. Evaluations of fuzzing techniques
typically rely on: (i) a comparative baseline, (ii) a representative suite of target programs, (iii) a
measurable outcome—often the number of distinct bugs or crashes triggered—and (iv) controlled
configurations such as seed sets and time budgets [122]. These methodological requirements have
motivated the development of realistic, security-oriented benchmarks, such as Magma [95], which

assembles 118 historically rooted, developer-confirmed bugs alongside PoVs.

Triage pipelines and directed fuzzing for reproduction. A key reason fuzzing excels in vul-
nerability discovery is the maturity of its triage pipeline. Modern fuzzers integrate mechanisms
for deduplication, prioritization, and test-case minimization [149], producing compact, represen-
tative PoVs that simplify downstream analysis. Deduplication groups crashes by underlying bug;

prioritization ranks them by likely exploitability; and minimization yields the smallest input that
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still triggers the failure. These features not only support practical vulnerability response [51] but
also make fuzzing an attractive foundation for reproducible benchmarks: each PoV is a validated,
minimized, and unique manifestation of a real defect. Within this landscape, grey-box fuzzing
has emerged as the dominant paradigm for large-scale vulnerability discovery. By combining
lightweight instrumentation with feedback-directed mutation, grey-box fuzzers such as AFL [250]
and libFuzzer [144] achieve high throughput and broad coverage. Directed variants extend this ca-
pability by steering execution toward user-specified targets [31, 196], which has proven especially
effective for bug reproduction. Hawkeye [31], for instance, dramatically reduces time-to-crash
across diverse real-world programs and has led to the assignment of multiple CVEs. Target-
oriented hybrid fuzzers [196] and environment-search fuzzers [157] further demonstrate the feasi-
bility of reproducing hundreds of CVEs and uncovering dozens of new vulnerabilities in complex
protocol and GUI software. Together, these advances position fuzzing not merely as a discovery

technique, but as a systematic mechanism for reproducing confirmed vulnerabilities.

Continuous fuzzing infrastructures at scale. The step toward scalability came with the emer-
gence of continuous fuzzing infrastructures. Prior to 2016, no service systematically fuzzed
open-source software at scale. Google’s OSS-Fuzz [202] established the first such platform:
a distributed cluster that continuously builds, fuzzes, and verifies hundreds (now over a thou-
sand) of real-world projects. OSS-Fuzz automatically collects minimized PoCs, sanitizer reports,
and regression information for every confirmed bug. These artifacts are integrated into the OSV
database [80] via the OSS-Fuzz-Vulns pipeline [81], which applies automated bisection to infer
precise “introduced” and “fixed” commits for thousands of issues. As of 2025, OSS-Fuzz has
contributed to the identification and remediation of more than 13,000 vulnerabilities and 50,000
bugs across a broad ecosystem of security-critical libraries [82]. Recent work demonstrates that
the structured artifacts produced by OSS-Fuzz and OSV enable large-scale reproducibility. Most
notably, ARVO [154] reconstructs build environments for vulnerable and fixed revisions, compiles
historical snapshots, and validates PoCs against both versions to confirm the presence or absence
of crashes. ARVO successfully reproduced more than 5,000 memory vulnerabilities across over
250 projects—orders of magnitude larger than any prior benchmark—offering strong evidence
that continuous fuzzing pipelines yield reproducible, historically grounded vulnerability instances

at unprecedented scale.

3.3.3 Crash-Based Statistical Root-Cause Localization via Fuzzing

Once a fuzzer yields crashing inputs, developers must still determine why a fault occurs and how to
fix it. This analysis typically involves inspecting program state at the crash point, reasoning back-
ward through the executed path, and identifying the instructions or data dependencies responsible
for the failure [15]. Such retrospective debugging is difficult because most executed code behaves
correctly, memory-related defects often manifest far from their origin, and crashes provide only a

late symptom of deeper state corruption [15, 107]. As a result, root cause identification remains
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one of the most time-consuming components of bug remediation, with maintenance studies report-
ing that developers spend a disproportionately large share of their effort localizing faults relative
to assessing severity or implementing patches [131, 183, 107, 53]. The problem is magnified in
fuzzing campaigns, where many PoCs correspond to the same underlying defect, forcing analysts
to revisit duplicate failures [15, 131]. In practice, this manual symptom-to-cause reconstruction

aligns closely with traditional debugging workflows.

Statistical debugging and spectrum-based localization. Research on automating this diag-
nostic step spans statistical debugging, Spectrum-Based Fault Localization (SBFL), and earlier
state-differencing methods such as delta debugging. Although the literature often conflates these
techniques with the broader goal of RCA, statistical debugging is best viewed as a framework
that collects behavioral data across passing and failing executions, applies probabilistic or deter-
ministic models, and ranks program elements by their association with failures [216, 252, 183,
207]. Within this framework, SBFL compares coverage spectra to identify statements whose exe-
cution correlates with failure or exploitability [207, 131]. Historically applied to general software
failures, SBFL has been adapted for crash-centered vulnerability analysis, where spectrum-based
ranking guides analysis toward fault-relevant regions in crashing binaries [53, 107, 131]. However,
these approaches require sufficient variation across both crashing and non-crashing runs; without
enough behavioral diversity, statistical signals weaken and localization accuracy degrades [207,
53].

Execution contrast as a limiting factor. In crash-oriented settings, the quality of available ex-
ecutions becomes a central limitation, as traditional SBFL assumes a well-structured test suite
that separates passing from failing behavior—an assumption that rarely holds for real-world vul-
nerabilities, where analysts often possess only a binary and a single PoC [53, 183]. Although
crash-based variants of statistical debugging treat crashing and non-crashing runs as the necessary
classes, naively generated inputs often fail to meaningfully diversify control flow, leading to in-
distinguishable spectra, inflated suspicion scores for high-frequency but irrelevant statements, and
signals that overfit the original crash path [207, 53]. These issues worsen when the test distribu-
tion is unbalanced or when there is no basis for selecting the input population used to estimate
fault—failure correlations. Consequently, in the absence of curated tests and sufficient behavioral
contrast, statistical and spectrum-based techniques alone frequently yield low-fidelity localiza-

tions.

Fuzzing-guided crash-based localization. To address these constraints, crash-based statistical
debugging integrates spectrum-based reasoning with targeted input generation—most commonly
via fuzzing or directed mutation [183]. Starting from a single crashing input, these approaches
synthesize additional executions that remain near the original crash while exploring alternative
paths and data values, thereby producing the behavioral variation necessary for statistical infer-
ence [15, 207, 53, 183]. Systems such as AURORA [15], the concentrated test-suite approach of
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Shen et al. [207], the refinement strategy of Du et al. [53], and BENZENE [183] demonstrate that
guided input generation can substantially improve localization accuracy across real-world CVEs.
While empirical results vary by technique and benchmark, these studies collectively indicate that
combining fuzzing with statistical debugging can alleviate test-quality limitations by generating
executions that are sufficiently diverse to reveal discriminative signals and constrained enough to

preserve causal relevance—thereby improving the prospects of reliable crash-based localization.

3.3.4 Summary and Research Gap

Prior work reveals complementary advances but also persistent structural gaps. Existing vulner-
ability benchmarks provide empirical foundations for evaluation, yet they face trade-offs among
scale, realism, and root cause localization. Synthetic datasets scale but lack realism; curated
real-world collections preserve realism but remain limited in size and reproducibility; and most
benchmarks characterize vulnerabilities at the level of their manifestation rather than at the level
of the underlying bug. Consequently, they rarely preserve the link between the observable failure
and the bug that causes it.

Fuzzing infrastructures address part of this limitation by supplying reproducible crash artifacts
tied to vulnerable versions at scale. Continuous pipelines maintain triggering inputs, sanitizer ev-
idence, and commit-bounded changes, thereby strengthening the manifestation side of the ground
truth. Complementary research in crash-based localization and statistical debugging advances
techniques for identifying bug and fault locations from execution context, but these techniques
focus on the debugging workflow rather than on the construction of evaluation-ready datasets.
Consequently, fuzzing defines ground truth at the level of manifested crashes, localization re-
search operates outside benchmark construction, and existing benchmarks seldom record both the
manifestation and the bug within the same structured instance.

What is missing is a benchmark that preserves reproducible crash artifacts and the distinction
between where a vulnerability manifests and where its bug originates. Without such artifacts, it
is unclear what correct detection should mean in evaluation settings. This motivates the central
question of this chapter (RQ2): which vulnerability attributes must a benchmark preserve
to support reliable evaluation? Answering this question requires not only identifying those
attributes in principle, but constructing benchmark instances that concretely retain them—thereby

aligning reproducible crash artifacts with root cause localization.

3.4 Methodology

This section describes the pipeline used to construct the benchmark from OSS-Fuzz disclosures.
First, reproducible OSS-Fuzz vulnerabilities are extracted from OSV and filtered to retain only
entries with resolved issue reports, structured crash reports, and retrievable introducing and fixing
revisions (Subsection 3.4.1). These entries are then linked to CVEs in the NVD through product
alignment, CWE overlap, reference evidence, and disambiguation (Subsection 3.4.2). Each linked

vulnerability is then rebuilt at the crash-inducing revision, its original test case is replayed to



3.4 Methodology 63

reproduce the crash, and the fixing revision is validated to confirm that the failure no longer occurs
(Subsection 3.4.3). Finally, the bug location is identified by aligning stack trace locations with
the diff between the crash and fixing revisions, the separation between bug and crash locations
is computed from the reproduced stack traces, and both locations are labeled using the labeling
schema defined in Chapter 2 (Subsection 3.4.4; Section 2.4.5).

3.4.1 Extracting vulnerability reproduction metadata for OSS-Fuzz from OSV

Constructing the benchmark begins with a population of vulnerabilities that are not only real, but
also supported by the historical, behavioral, and trace artifacts required for reconstruction and
validation. OSS-Fuzz vulnerabilities curated in OSV provide such a starting point because they
originate from systematic fuzzing, are accompanied by structured crash reports, and are tied to
version history through automated revision analysis. However, OSV entries vary in the complete-
ness of the available artifacts. This step therefore serves as a qualification phase that retains only
records containing the metadata required in later stages. Rather than collecting this information
incrementally, we enforce these conditions at extraction time so that subsequent stages operate on
entries already suitable for reconstruction.

The qualification process proceeds through four staged checks, each enforcing a distinct re-
quirement. First, we validate entry status, retaining only confirmed, non-withdrawn vulnerabilities
to exclude superseded or invalidated reports. Second, we require resolution of an OSS-Fuzz issue
tracker reference, ensuring that each entry is linked to its underlying fuzzing report and the op-
erational context required for reproduction (Appendix B.1.1). Third, we extract structured crash
reports and map crash types to CWE identifiers, providing a normalized description of how the vul-
nerability is reported to manifest at runtime (Appendix B.1.2). Fourth, we verify historical range
availability by requiring retrievable introducing and fixing revisions from a resolvable repository,
thereby bounding the bug in version history (Appendix B.1.3). Together, these stages ensure that
each retained vulnerability is valid, reproducible in context, characterized on the manifestation

side, and linked to recoverable development history.
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Figure 3.1: Sankey diagram summarizing the filtering of OSS-Fuzz OSV entries by Entry Status,
Issue Tracking, CWE Mapping, and Range Status.
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Figure 3.1 illustrates this staged filtering as a progressive reduction from the full set of 3,917
OSS-Fuzz-derived OSV entries to the subset that satisfies all requirements. After entry status
validation, 3,717 records (94.9%) remain, with 200 entries (5.1%) excluded due to withdrawal.
Issue-tracker traceability is available for all remaining entries, preserving the full set at this stage.
Crash report qualification then removes 13 cases (0.3%) lacking sufficiently structured crash de-
scriptors, leaving 3,704 entries (99.7% of the previous stage). The final historical range check
yields 2,846 entries (76.8% of the original population) whose introducing and fixing revisions
are retrievable, while 253 cases (6.8%) lack complete range information and 605 cases (16.3%)

reference repositories or revisions that are no longer resolvable.

3.4.2 Linking OSS-Fuzz Vulnerabilities with CVEs in the NVD

The vulnerabilities qualified in the previous step provide crash reports and version history, but
they remain tied to the fuzzing ecosystem rather than to the CVE records used in disclosure and
reporting. Linking these entries to CVEs is therefore necessary to connect two complementary
views of the same vulnerability: OSS-Fuzz provides reproduced crash evidence and development
history, while CVEs place vulnerabilities within widely used reporting practices and security clas-
sifications. Establishing reliable correspondences allows each benchmark instance to carry both
reproduced crash evidence and standardized vulnerability descriptors. Because individual meta-
data fields are incomplete or noisy, this linkage cannot rely on any single signal; instead, it requires
a structured combination of multiple independent sources of evidence.

We implement a staged matching workflow in which each stage acts as a filter that progres-
sively increases confidence in OSS-Fuzz to CVE correspondence. The first stage enforces product
alignment, where OSS-Fuzz repositories are translated into the vendor-product identifiers used in
CVE configurations, and only pairs with overlapping products are considered (Appendix B.2.1).
The second stage performs CWE overlap by requiring intersection between the CWE(s) derived
from OSS-Fuzz crash semantics and the CWE classifications listed for the CVE, ensuring com-
patibility in weakness type (Appendix B.2.2). Together, these stages establish that candidate pairs
refer to the same software system and a compatible class of weakness. The third stage evaluates
reference evidence, checking whether CVE reference links resolve to OSS-Fuzz issue reports or
commits that coincide with the introduced or fixed revisions recorded for the OSS-Fuzz entry;
such overlaps provide direct historical linkage signals (Appendix B.2.3). When multiple candi-
dates remain, a final disambiguation step compares program entity tokens in CVE descriptions
(e.g., function or file names) with identifiers observed in OSS-Fuzz crash stack frames to resolve
residual ambiguity, after which a priority-based rule retains only the strongest supported corre-
spondence (Appendix B.2.4). Only matches supported by a coherent combination of these signals
are carried forward.

Figure 3.2 summarizes the effect of this workflow on the 2,846 metadata-qualified OSS-Fuzz
entries carried forward from the previous step. Product alignment is possible for 2,395 entries
(84.2%), while 451 entries (15.8%) lack a compatible product mapping and are excluded from
further consideration. Among product-aligned entries, 1,520 (63.5%) exhibit CWE overlap with
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at least one CVE, whereas 875 (36.5%) do not meet the weakness-alignment criterion. Refer-
ence evidence is present for 76 of the CWE-aligned candidates (5.0%), representing the subset
where explicit provenance signals connect the two sources. After disambiguation and consolida-
tion, these correspondences yield 76 CVE matches, of which 70 (92.1%) map uniquely to a single
OSS-Fuzz entry and 6 (7.9%) involve multiple plausible candidates before final resolution. This
yield is consistent with prior observations on OSS-Fuzz to CVE linkage. Keller et al. [115] report
that 1,731 out of 18,794 fuzzing issues (9.2%) could be matched to a CVE using project align-
ment and relaxed CWE matching based on ancestry. In contrast, our workflow enforces stricter
criteria, requiring product to project alignment, direct CWE correspondence, and reference evi-
dence, which results in a lower but higher confidence linkage rate. The quality of the resulting
correspondences is assessed through manual validation in Section 3.5.1, yielding a precision of

approximately 97.1%.
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Figure 3.2: Sankey diagram illustrating the OSS-Fuzz to CVE linkage workflow, filtering by prod-
uct overlap, CWE overlap, and reference evidence leading to final CVE correspondences.

3.4.3 Reproducing and Verifying OSS-Fuzz CVEs Automatically

A defining requirement of our benchmark is that every retained vulnerability must be reproducible,
supported by the vulnerable version, and empirically validated. The objective of this stage is
therefore to ensure that OSS-Fuzz vulnerabilities linked to CVEs are not merely metadata cor-
respondences, but concrete, buildable, and verifiable instances of real bugs. This requirement is
operationalized through two complementary execution modes: (i) crash reproduction in the in-
troducing revision identified through OSS-Fuzz metadata, and (ii) fix verification in the revision
containing the OSV-designated fixing commit. Only vulnerabilities that satisfy both conditions
are retained; any case that cannot be reconstructed, triggered, and validated against its recorded
fix is excluded. The operational architecture implementing these workflows—including execution
modes, orchestration stages, and structured status reporting—is detailed in Appendix B.3.1.
Conceptually, reproduction proceeds by resolving the OSV record to its associated OSS-Fuzz
issue report and extracting the artifacts required to reconstruct the execution context. This includes

retrieval and normalization of crash metadata and determination of the appropriate build snapshot
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(Appendix B.3.2). The project’s source state and configuration are then reconstructed from the
snapshot-defined repository revisions and OSS-Fuzz project descriptors (Appendix B.3.2). Com-
pilation and execution are performed inside containers configured to mirror OSS-Fuzz’s build and
runtime infrastructure, ensuring consistent instrumentation, sanitizer configuration, and architec-
ture (Appendix B.3.3). The original crashing test case is executed under this reconstructed envi-
ronment, and reproduction is considered successful only if the observed sanitizer output matches
the structured crash report recorded in the issue report. Crash parsing and equivalence check-
ing—including crash type, operation, and stack trace locations—are formalized in Appendix B.3.4.
Fix verification mirrors this workflow at the fixing revision and requires that the crash is absent
there. Only vulnerabilities that satisfy both crash matching in the introducing revision and absence

of the crash in the fixed revision are retained in the benchmark.

3.4.4 Localizing Vulnerability Root Causes from Crash and Patch Artifacts

After crash reproduction and fix verification, the next step is to identify the bug location in source
code. The benchmark requires each vulnerability to be tied to a concrete bug location, not only to
the line where the crash occurs. Bug localization is therefore defined as a procedure that combines
stack trace information with the changes introduced by the fixing commit. The search space is
bounded by two commit versions: the crash-inducing revision and the fixing revision obtained
during reproduction. From these, stack trace locations and the corresponding file diff in the patch
are extracted (Appendix B.4.1). Candidate locations are ranked using a line-distance heuristic and
then manually reviewed before final selection (Appendix B.4.2).

The procedure uses three concrete artifacts. First, the crash-inducing and fixing commits de-
fine the before and after code states. Second, structured sanitizer output provides stack trace
locations indicating where the vulnerability manifested (Appendix B.4.1). Third, the fixing com-
mit provides the edited lines. For each crash-implicated file, the diff between the two commits is
computed and restricted to those files. Modified lines are compared to crash line numbers using
absolute line distance (Appendix B.4.2). The candidate with the smallest distance is selected, with
deterministic tie-breaking when needed. The selected location is then manually validated against
the fixing commit and surrounding context to confirm that it represents the bug location.

The structural relation between the bug location and the crash location is measured using call-
graph separation. Each reproduced stack trace is treated as an observed execution path. Separation
is defined as the number of caller-callee edges between the manually validated bug function and
the crash function extracted from sanitizer output (Appendix B.4.3). When both functions appear
in available traces, separation is computed using a lowest common ancestor formulation over the
stack paths; when stack information is incomplete, the default rule is applied (Appendix B.4.3).
After localization, both locations are labeled using the labeling schema defined in Chapter 2 (Sec-

tion 2.4.5). Each location is assigned both a CWE and a BF operation.
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3.5 Results

Building on the preceding methodology, this section examines the benchmark instances retained
after linkage, validation, and reproduction. Section 3.5.1 first summarizes the resulting benchmark
scope after linkage and manual validation, and Section 3.5.2 then reports end-to-end reproduction
yield, highlighting the most frequent build failures that limit reproduction. From the reproduced
cases, Section 3.5.3 measures the separation between bug and error locations, and Section 3.5.4
assesses and compares the operations at bug and error locations, along with their assigned CWEs.

Finally, Section 3.5.5 jointly examines separation and assessment to answer the research question.

3.5.1 Benchmark overview

This benchmark is derived from OSS-Fuzz vulnerabilities published in OSV and linked to CVE
disclosures, focusing on C/C++ projects with issue activity roughly spanning 2017 to 2025. In
total, the dataset covers 41 distinct projects and is constructed to support later evaluation using
version-specific artifacts such as commits, crash reports, and reproducer inputs.

The OSV to CVE linkage is produced automatically by the pipeline described in Section 3.4.2.
The automation yields 70 candidate OSV-CVE mappings. These candidates are then manually
validated by checking available signals across CVE-ID, OSV-ID, and OSS-Fuzz issue IDs, in-
cluding crash file and function identifiers and operation names. After validation, 69 CVEs are
retained: one entry is removed as a duplicate, and one is corrected after identifying a wrong match
caused by a very similar OSV entry. For example, CVE-2021-36088 was initially linked to the
wrong OSV entry; the mapping was corrected by checking affected versions and selecting the
correct OSV-2021-702 match for CVE-2021-36088. This corresponds to a precision of approxi-
mately 97.1% (68/70) for the automated linkage. Recall is not estimated because a complete set
of true matches in the OSV database is not available.'

From these 69 linked CVEs, historical reconstruction and reproduction identify which cases
can be converted into executable benchmark instances. Overall, 40 cases were successfully built
under reconstruction, and 30 were reproduced with crash matching the corresponding OSS-Fuzz
crash report, forming the executable core used throughout the remainder of this chapter. The
remaining linked cases fail to build or do not yield a matching crash during replay, due to practical
reconstruction limits analyzed in Section 3.5.2.

For reproduced entries, two complementary artifacts are retained for subsequent analyses:
(i) crash reports that localize where and how the vulnerability manifests at runtime, including
crash location, crash type, and sanitizer context; and (ii) the fixing patch, which identifies the
bug location. Quantitative breakdowns of manifestation labels and root cause labels are deferred
to Section 3.5.4, where the difference in operation diversity between manifestation and bug is
analyzed explicitly.

ITo compute recall properly, all true matches that exist in the OSV database would be needed.
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3.5.2 Reproduction outcomes

This subsection reports the manually validated outcomes of replaying OSS-Fuzz test cases on vul-
nerable revisions, focusing on whether crashes occur and how closely they align with the original
reports. Reproduction outcomes are categorized into build failures, successful builds matching
crashes, successful builds mismatching crashes, and successful builds without crashes; the exact
crash matching criteria are defined in Appendix B.3.4. Table 3.1a summarizes these outcomes,
and Table 3.1b compares CWE distributions in the reproduced subset with the full set.

Table 3.1: Reproduction outcomes and representativeness of reproduced cases.

(a) Reproduction outcomes and failure categories

Stage / outcome Count  Share (b) Crash-level CWE distribution comparison
Linked CVEs 69 100%
Builds 40 58.0% CWE-ID All (%) Reprod. (%)
Crashes 30 46.4% CWE-125 14.49 16.67
Matches 30 43.5% CWE-415 5.80 6.67
Mismatch 2 299 CWE-416 8.70 13.33
Nie @z 8 11.6% CWE-476 2.90 3.33
CWE-787 60.87 60.00
Build fails 29 42.0% Others 7.25 0.00
Build errors 14 20.3% Others: CWE-121, 122, 672, 908
Dependency issues 13 18.8%
Repository issues 2 29%

Among the 69 linked entries, 40 build successfully. Of these buildable cases, 32 crash under
replay and 8 do not; of the crashing cases, 30 match the OSS-Fuzz report and 2 do not. For il-
lustration, 0SV-2020-2132 reproduces as a READ of 4 bytes in £1b_hash_get_by_id, while
the report indicates a WRITE of 1 byte in £1b_gzip_compress; 0SV-2020-2305 reproduces
as a SEGV on a READ with no location specified in the ASan logs, while the report indicates
an UNKNOWN WRITE in tb_flush_armeb. The CWE distribution of the 30 matched crashes
closely follows that of the full set: CWE-787 (out-of-bounds write) remains dominant in both
(60.87% vs. 60.00%), with comparable shares for CWE-125, CWE-415, and CWE-476, and a
small tail of other cases (7.25%) not represented among reproduced entries.

The remaining 29/69 entries fail to build and therefore do not yield executable instances.
Build failures fall into three recurring categories: repository issues, dependency issues, and build
errors. Repository issues include automated checkout blocked by access or hosting constraints
(e.g., 0SV-2025-74; 0SV-2020-1386). Dependency issues include missing harness reposito-
ries or unavailable build artifacts, as the missing fuzzing dependencies for wolfMQTT entries 2,
and missing build-time artifacts in 0SV-2021-1627 and 0SV-2020-254. Build errors include
toolchain or build-system drift, such as the Autoconf requirement in OSV-2025-131, modern
compiler diagnostics treated as errors in 0SV-2020-680 and 0SV-2021-775, and linker-stage
failures such as 0SV-2021-557 and OSV-2020-744.

20SV-2021-1204, OSV-2021-1211, OSV-2021-1348, OSV-2021-1349, OSV-2021-1353, and OSV-2021-1361


https://osv.dev/vulnerability/OSV-2020-2132
https://osv.dev/vulnerability/OSV-2020-2305
https://osv.dev/vulnerability/OSV-2025-74
https://osv.dev/vulnerability/OSV-2020-1386
https://osv.dev/vulnerability/OSV-2021-1627
https://osv.dev/vulnerability/OSV-2020-254
https://osv.dev/vulnerability/OSV-2025-131
https://osv.dev/vulnerability/OSV-2020-680
https://osv.dev/vulnerability/OSV-2021-775
https://osv.dev/vulnerability/OSV-2021-557
https://osv.dev/vulnerability/OSV-2020-744

3.5 Results 69

Finding 1. The reproduced subset of vulnerabilities is broadly representative of the full
set in terms of CWE distribution. Among 69 linked entries, 40 build successfully and 30
produce crashes that match the original OSS-Fuzz reports, with CWE-787 remaining the
most frequent in both sets and similar shares for other common CWEs. This makes the 30

matched crashes a reasonable basis for subsequent analyses in this chapter.

3.5.3 Function-level and line-level separation between bug and error locations

The 30 reproduced vulnerabilities provide manually validated bug and error locations, allowing
assessment of how far the locations where the crash is observed may be displaced from the loca-
tion where the bug is introduced or fixed. When the two locations reside in different functions,
separation is measured using call-graph distance, defined as the number of call edges between the
bug function and the error function. When both reside in the same function, separation is mea-
sured using within-function line distance A = |linebug — linegyor|. Full definitions and separation
categories are given in Section 3.4.4 and Appendix B.4.3.

Figure 3.3 summarizes bug and error separation at the function level. Thirteen of the 30
vulnerabilities cross function boundaries: eight span different files, while five remain within the
same file but occur in different functions. Bug—error pairs in different files range from one or two

call edges up to nine edges, while same-file but different-function pairs span one to four edges.

Separation category

15 Different files
Same file, different functions
10 Same function
5
0

Figure 3.3: Bug and error separation by call-graph distance (x-axis). Each dot represents one
reproduced vulnerability; the y-axis encodes counts.

Among the 17 cases in the same function (call-graph distance 0), Figure 3.4 shows the within-
function line separation. Bug and error locations coincide exactly (A = 0) in six cases, while the re-
maining cases show non-zero separation ranging from small single-digit distances (A € {3,5,6,7})

to substantially larger gaps, with a maximum observed separation of 155 lines.
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Figure 3.4: Within-function bug and error line separation (x-axis on a symmetric log scale to
show both small and large separations); each dot represents one reproduced vulnerability; the y-
axis encodes counts.

Finding 2. In the reproduced vulnerabilities, bug and error locations frequently do not
coincide. Thirteen of the 30 cases cross function boundaries, with call-graph distances
reaching up to nine edges. Among the remaining 17 cases in the same function, bug and

error locations coincide in only six; the others show line separations up to 155 lines.

3.5.4 Assessment of the operation at the bug and error locations

This subsection characterizes the operation at the error location and the root cause at the bug
location for the 30 reproduced benchmark instances. Error assessment examines the weakness
type used during OSV-CVE linkage, the error CWE, and the concrete memory operation reported
at runtime by the sanitizer, while bug assessment examines the cause and operation that define
the root cause, along with their associated CWE. Figure 3.5 summarizes error assessment, and

Figure 3.6 summarizes bug assessment.

Error assessment. Among the 30 reproduced vulnerabilities, 19 are linked to NVD records
via a secondary CWE derived from the error operation, while the remaining 11 are matched via
a primary CWE shared between the OSV and NVD records. For the error CWE, entries are
concentrated in a small set of manifestation categories: CWE-787 (out-of-bounds write, 18 cases)
and CWE-125 (out-of-bounds read, 5 cases), with smaller numbers of CWE-416 (4), CWE-415
(2), and CWE-476 (1). Most sanitizer reports attribute errors to either a WRITE (19 cases) or READ
(9 cases) memory access. Two reproduced cases lack an explicit operation label; both correspond
to CWE-415 (double free), where sanitizer reports describe an “attempting double-free” without

attributing the error to a specific operation.

Bug assessment. Among the 30 reproduced vulnerabilities, bugs are dominated by missing
cause (20/30, 66.7%), with the remainder classified as incorrect cause (10/30, 33.3%). These
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Figure 3.5: Sankey flow for error assessment: weakness type to error CWE to error operation.

causes primarily manifest as missing or incorrect VERIFY operations (21, 70.0%), while the re-

maining cases involve CALCULATE (2), CLEAR (2), and single instances of EVALUATE, REPOSI-

TION, REASSIGN, INITIALIZE, and CALL. These eight distinct operations map to a diverse set of
CWEs, with CWE-1284 (6), CWE-129 (5), CWE-130 (3), CWE-754 (3), and CWE-131 (2) occur-

ring most frequently, and eleven CWEs that appear only once. In some cases, the CWE assignment

only approximates the bug because the taxonomy conflates the cause with the consequence.® The

CWE set for the bug does not overlap with the CWE set for the error.

Bug Operation
1

Bug Cause

Missing
20 (66.7%)

Incorrect
10 (33.3%)

== Initialize 1(3:3%)
1

==Reposition 1 (3:3%)

Verify 21 (70.0%)

EmClear-2-(6.7%)

+Calculate 2.(6.7%)
+Evaluate 1.(3.3%)
+Reassign 1.(3.3%)

1
== Call-1-(3:3%)

=456 - 1 (3.3%)
==825 - 1 (3.3%)
1284 - 6 (20.0%)
M129 -5 (16.7%)
B 754 - 3 (10.0%)
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==253 - 1 (3.3%)
1288 - 1 (3.3%)
=839 - 1 (3.3%)
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==459 - 1 (3.3%)
=460 - 1 (3.3%)
wm131 - 2 (6.7%)
==1025 - 1 (3.3%)
=826 - 1 (3.3%)
=628 - 1 (3.3%)

Figure 3.6: Sankey flow of bug assessment: cause to operation to CWE.

Finding 3. Error locations cover only two memory operations, while bug locations span

eight distinct operations. Most error operations are WRITE (19 cases) and map to CWE-787,

appearing as secondary CWEs in the NVD metadata. At the bug location, most operations
are VERIFY (21 cases) under a Missing cause (20 cases), aligned with a broad set of CWE:s.

3For example, an invalidated-pointer dereference after resizing is naturally captured using a dereference CWE (e.g.,
CWE-825), even when the bug is a missing pointer re-acquisition.
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3.5.5 Cross-reference analysis of separation and assessment

This subsection examines bugs and errors across the 30 reproduced benchmark instances by
cross-referencing separation and assessment. Bug—error separation categories, defined in Ap-
pendix B.4.3, span cross-file, cross-function, and same-function cases, distinguished by A > 0 and
A = 0; assessment spans bug cause, bug operation, aggregated by the categories in Appendix A.2.1,
and error operation. Figure 3.7 summarizes the intersection of these attributes.

Missing bugs manifest more frequently within the same function (13 of 20 cases across the two
same-function rows), while Incorrect bugs manifest more frequently outside the same function (6
of 10 cases across the cross-file and cross-function rows), with no cases coinciding with the error.
DATA CHECK bugs manifest more frequently within the same function (15 of 20 cases across the
two same-function rows), while DATA TYPE and MEMORY bugs manifest more frequently outside
the same function (7 of 9 cases across the cross-file and cross-function rows). There are no DATA
TYPE bugs coinciding with the error, and no MEMORY bugs manifesting within the same function
with A > 0. At the error location, READ occurs more frequently within the same function (7 of 9
cases across the two same-function rows), while WRITE shows a more varied distribution across

separation categories, though it still concentrates within the same function with A > 0.

Bug Cause Bug Operation Class Error Operation
| Missing | Incorrect | | Data Checks I Data Type | Memory | I READ I WRITE |
100
c fil 20.0 40.0 14.3 50.0 22.2 21.1
ross-tile — @) 0) @) @) @) ) w0
C f 15.0 20.0 14.3 25.0 20.0 0.0 26.3 s
ross-func. — 3) @) @) ) @) ©) © 3
Same func. 35.0 40.0 47.6 25.0 0.0 44.4 36.8 40 5
(A>0)— ) ) 0) @ ) ) &
Same func. 30.0 0.0 23.8 0.0 20.0 33.3 15.8 2
(A=0)— (6) (5) (48} (3) 3)

Figure 3.7: Heatmap cross-referencing bug—error separation (rows) with assessment (columns).

Finding 4. Bug—error separation splits assessment into same-function and outside-same-
function cases. Within the same function, assessment clusters on Missing DATA CHECK
bugs, while outside it, bugs shift toward Incorrect DATA TYPE and MEMORY. At the error
location, READ clusters within the same function, while WRITE spreads across categories.

These results show bug-error separation and assessment as relevant attributes for evaluation.

3.6 Discussion

This discussion synthesizes the findings from Sections 3.5.2—-3.5.5 and situates them in the broader
challenge of designing benchmarks that support reliable evaluations. Section 3.6.1 interprets what
the reproduced vulnerabilities reveal about bug—error separation and assessment, clarifying how
the structural and semantic attributes of the benchmark relate. Section 3.6.2 examines the implica-

tions for empirical researchers, tool builders, and practitioners, arguing that these must handle the
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full vulnerability chain because its structure imposes distinct localization and assessment require-
ments. Section 3.6.3 addresses the conditions under which these findings hold, covering selection
bias, labeling ambiguity, and infrastructure fragility, and how each constrains external validity,
construct validity, and corpus stability. Section 3.6.4 identifies directions that would extend the

pipeline’s scope, strengthen label reliability, and improve scalability beyond the current corpus.

3.6.1 Interpretation of results

This subsection interprets the results from Sections 3.5.2-3.5.5 in terms of what the reproduced
vulnerabilities reveal about the attributes needed for evaluation. The interpretation is scoped to the
30 reproduced cases and the taxonomies used to assess them. It first characterizes the reproducible
subset and the conditions under which it was obtained, then examines bug—error separation as a
structural attribute, followed by bug—error assessment as a semantic attribute, and concludes with

the interdependence of these attributes for evaluation.

Representativeness of the reproducible subset. The reproduction procedure recovers 30 of 69
linked entries as validated, crash-matching instances, while build errors and missing dependencies
dominate the remaining cases. These unreproduced cases mostly reflect ecosystem drift and prac-
tical engineering constraints, such as repository availability, dependency breakage, and toolchain
changes, rather than any clearly observable pattern in vulnerability type. Among the 40 entries that
build, the 30 reproduced crashes closely follow the CWE distribution of the full set, with no clear
over- or under-representation of major vulnerability classes. The 30 reproduced cases therefore
provide a reasonable empirical basis for the analyses in this chapter, while recognizing that the

subset is conditioned on vulnerabilities that remain buildable under current ecosystem conditions.

Bug-error separation as a structural property of the vulnerability. The results show that bug
and error locations do not reliably coincide, and that this divergence operates at two distinct levels:
across function boundaries in the majority of cases, and across non-trivial line distances even
within the same function. This supports the vulnerability model introduced in Chapter 2, in which
bugs propagate through intermediate errors before manifesting as failures; the observed separation
is exactly what that propagation chain predicts. Within this benchmark, the error location reflects
only the endpoint of that chain, not its origin. Even in the six cases where both locations coincide,
the code at the error location describes what is observable rather than what causes it; a distinction

that the assessment attribute examines.

Distinct improper operations converge into memory errors at the state level. The assessment
results show that bugs and errors reflect structurally different aspects of the same vulnerability:
the bug is an improper operation in the code, while the error is an improper state in memory.
At the error location, two memory-usage operations, READ and WRITE, propagate the improper
states. At the bug location, operations span eight distinct types, predominantly VERIFY under
the Missing cause, covering a broader and entirely disjoint set of CWEs. This shows that many
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distinct improper operations at the code level converge into a small set of memory errors at the state
level; a convergence that reflects the manual memory management of C/C++ programs, where
improper states propagate until they surface as memory failures. Within this benchmark, the CWE
assignment at the bug location approximates the cause, since the taxonomy does not consistently

distinguish cause from consequence.

Separation and assessment as interdependent attributes. The cross-reference between sep-
aration and assessment shows that same-function cases cluster on Missing DATA CHECK bugs,
while outside-same-function cases shift toward Incorrect DATA TYPE and MEMORY. This means
the nature of the bug reflects how far it lies from where it manifests. Bug operations broaden as
separation increases, while error operations remain concentrated across all separation categories.
This asymmetry shows that error operations alone do not carry sufficient information to distinguish
one vulnerability from another. Within this benchmark, the pattern suggests that both separation
and assessment are relevant attributes for evaluation: retaining only the manifestation conflates

distinct bugs, and risks reducing evaluation to incidental agreement with error locations.

3.6.2 Implications for research, tooling, and practice

The results presented in this chapter carry implications for empirical researchers, tool builders,
and practitioners and maintainers working with vulnerability benchmarks. These implications
are grounded in the interpretation of the benchmark findings, and speak to how vulnerabilities
should be measured and assessed, what capabilities tools operating on them must support, and

what conditions must hold for such benchmarks to be assembled and sustained.

For empirical research. Because bug and error locations do not always coincide, empirical
measurements of tools on these benchmarks must distinguish between whether a tool matches
the bug location or the error location. A tool that localizes the error location may capture the
manifestation of a vulnerability while missing the bug location; conversely, a tool that localizes the
bug location may not match the error location. Measuring only one of these locations can therefore
bias conclusions about tool effectiveness. This distinction is particularly relevant to empirical
evaluations of static analysis tools, which often report locations that match the manifestation of a
vulnerability rather than its root cause. In such settings, evaluations limited to error locations may

overstate the detection and assessment capabilities of tools.

For automation and tooling. Bug-error separation and assessment together show that tools
must handle the full vulnerability chain, not just the final manifestation. Because bug and error
locations range from coincident to cross-file separation, tools must not only detect locations along
the vulnerability chain but also disambiguate what is being reported at each location. Because
bugs span diverse operations while error operations concentrate on memory usage, the two stages

of the chain impose distinct assessment requirements. In practice, this means that tooling should
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support both bug and error localization and classify the operations that characterize each stage of

the chain, with bug localization being the least addressed of the two.

For maintainers and practitioners. Because build errors account for most unreproduced cases
due to repository unavailability, dependency breakage, and toolchain changes, crafting a bench-
mark depends on what project maintainers provide and sustain. To reproduce a vulnerability, the
project must remain available, its dependencies obtainable, and its build process able to compile
the program needed to rerun the crashing input. Beyond infrastructure, maintainers also determine
the benchmark metadata: because root-cause labels are derived from patches, entries are limited
to crash types. If maintainers reported bug locations and root-cause labels as part of their patching
workflow, the pipeline could produce more complete and classifiable benchmark entries with less
manual intervention. For practitioners, any benchmark that depends on open-source infrastructure
should be treated as a snapshot rather than a stable ground truth, since coverage reflects what the

ecosystem supported at the time of assembly, and keeping it current requires active maintenance.

3.6.3 Limitations and threats to validity

This study has several limitations that should be considered when interpreting the results. These
concern the selection and sample size of the reproduced corpus, the ambiguity of root cause label-
ing, and the fragility of reproducibility over time, which, in turn, affect external validity, construct
validity, and corpus stability. Although each limitation was mitigated to some extent, they still
constrain the scope of the findings and motivate future work on broader corpus construction, inter-

rater validation of labels, and more resilient reproduction pipelines.

Selection bias, sample size, and external validity. Because the corpus is sourced from OSS-
Fuzz disclosures, it is biased toward memory-safety vulnerabilities in C/C++ programs and toward
components amenable to fuzzing, such as libraries. Automated crash reproduction is only feasible
for a subset of cases, so the final corpus contains 30 reproduced samples, drawn from 69 reference-
matched cases among 1,520 OSV entries with product and CWE overlap in NVD. This selection
bias and limited sample size constrain external validity, as the corpus does not reflect the broader
distribution of vulnerability classes, languages, or project types. The reproduced set nevertheless
preserves the bug-cause distribution from Chapter 2, with Missing cases at roughly 67% and In-
correct at 33%, partially mitigating concerns about bug composition. The results should therefore
be interpreted as characterizing what can be reproduced from publicly available artifacts, rather

than as evidence of the full CVE population.

Labeling ambiguity and construct validity. Root cause labeling begins with identifying the
bug in the patch and assigning cause and operation labels, but a fix often performs multiple actions,
and selecting the operation that most directly explains the vulnerability is a non-trivial interpretive
judgment. What further complicates this labeling is the taxonomic scaffolding: operation labels

are drawn from BF, which does not yet cover all operations encountered in practice, and when one
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falls outside its scope, CWE is used by mapping the closest weakness class to the corresponding
BF operation. CWE itself, however, does not consistently distinguish cause from consequence, so
this alignment can be interpretive in some cases. To reduce the risk of inaccurate or inconsistent
labels, ambiguous cases were resolved through multiple rounds of Al-assisted analysis, each case
was documented with explicit notes on the rationale for the root cause, and consistency checks
were applied across cases of the same kind. Even so, alternative interpretations remain possible,

and the main threat is the absence of an inter-rater agreement check on the labels.

Infrastructure fragility and corpus stability. Reproduction depends on external artifacts, in-
cluding OSS-Fuzz infrastructure, repositories, build dependencies, toolchains, and vulnerability
reports. The benchmark mitigates this fragility by containerizing the software and execution arti-
facts needed to reproduce each case with Docker, but rebuilding those containers in the future still
depends on artifacts that can change, disappear, or become inconsistent over time. This fragility
constrains the stability of the reconstructed corpus and therefore the external validity of the find-
ings derived from it. The results should therefore be interpreted as depending on the state of the

OSS-Fuzz ecosystem at the time of reproduction.

3.6.4 Future Work

This chapter suggests several directions for future work. Extending the reproduction pipeline
to projects in other programming languages would reduce selection bias and improve the gen-
eralizability. Formalizing the Al-assisted root-cause labeling into an automated classification and
validation workflow would improve scalability and strengthen label consistency. Enhancing OSV-
CVE linkage and improving root-cause localization would further reduce manual effort in corpus
construction and analysis. Together, these directions would broaden the scope of the benchmark,

improve the reliability of its labels, and make the pipeline more scalable.

Extending vulnerability coverage. One promising direction is to extend the pipeline to addi-
tional projects, programming languages, and vulnerability classes by building on OSS-Fuzz’s sup-
port for multi-language project integration. In practice, this would require creating Docker-based
build environments and sanitizer configurations to integrate suitable projects with fuzz targets, and
then adapting the current workflow to run fuzzing against vulnerable revisions. Such an extension
would reduce selection bias in the current corpus, broaden coverage across languages and project

types, and improve generalizability beyond the current OSS-Fuzz slice.

Al-assisted labeling and validation. A natural extension is to formalize and automate the Al-
assisted analysis used during root-cause labeling, so that both the labeling and its validation can
be performed with Al. On the labeling side, large language models could be prompted to assign
cause and operation labels to the patch, suggest the closest CWE when no direct match exists in

the current BF, and identify the main operation in patches with multiple changes. The manually
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labeled cases from Chapter 2 and the benchmark assembled here provide well-defined input—
output pairs that could serve as few-shot context or fine-tuning data for this classification task.
On the validation side, the lack of inter-rater agreement is the main threat to construct validity;
Al systems could address this by acting as independent raters, producing a second set of labels
against which agreement can be measured. Al-assisted labeling would reduce manual effort and

improve scalability, while Al-assisted validation would provide an objective consistency check.

Automation for linkage and localization. One promising direction is to improve automation in
corpus construction and root-cause localization. OSV-CVE linkage currently depends on refer-
ence overlap, which is only available for a small fraction of entries; incorporating affected product
versions as a fallback matching criterion could increase corpus coverage. In parallel, fault local-
ization with guided fuzzing could reduce the manual effort required to identify the root cause by
generating test cases from the crashing input that leads to the location where the program deviates
from the proper state. Together, these extensions would make the pipeline more scalable, improve

corpus coverage, and reduce the manual effort required to localize the root cause of vulnerabilities.

3.7 Summary

Objective. Vulnerability benchmarks typically represent how each instance manifests, for ex-
ample as a crash, a sanitizer report, or an error location. Because the underlying bug is rarely
recorded explicitly, a benchmark built solely on manifestations does not enable evaluations to dis-
tinguish the bug from its observable consequences. This chapter constructs a benchmark in which
each instance preserves both the bug and the error as distinct elements of the vulnerability, fol-
lowing the bug — error — failure representation introduced in Chapter 2. Concretely, the chapter

addresses RQ2: which vulnerability attributes must a benchmark preserve for reliable evaluation?

Method. A pipeline was developed to transform OSS-Fuzz disclosures into executable, validated
benchmark instances by sourcing qualified OSV-CVE pairs, reconstructing historical build con-
texts, reproducing crashes from fuzzing test cases, and localizing both the bug and error locations
from crash reports and fixing patches. Reproduced cases are validated by checking that crash re-
ports match OSS-Fuzz disclosures and that localized bugs are consistent with fixing patches, with
manual confirmation. Each instance records the error operation and its mapped CWE at the crash
location, and the root cause label and its mapped CWE at the bug location, following the schema
introduced in Chapter 2.

Findings. Reproduction is feasible but bounded: of 69 linked CVEs, 40 build successfully and
30 reproduce with crash-matching reports, with the remaining cases failing due to practical en-
gineering constraints rather than any observable pattern in vulnerability type. In the reproduced
core, bug and error locations frequently diverge: 13 of 30 cases cross function boundaries with

call-graph distances up to nine edges, and same-function cases show line-level separation up to
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155 lines. This separation shows that bugs and errors are positionally distinct, a structure that the
assessment complements: error operations concentrate in two memory usage types and a small
set of CWEs, while bug operations span eight distinct types across a disjoint set. This assessment
shows that bugs and errors are semantically distinct even when they coincide, a relationship that
cross-referencing further articulates: bug operations vary with separation — same-function cases
cluster on Missing DATA CHECK, while outside-same-function cases shift toward Incorrect DATA
TYPE and MEMORY — while error operations remain concentrated across all separation cate-
gories. This asymmetry shows that manifestation alone does not provide sufficient information to
distinguish one vulnerability from another, and that a benchmark must record both locations and

characterize the bug in terms of cause and operation, thereby answering RQ?2.

Implications. Because bug and error locations do not always coincide, empirical evaluations
must distinguish whether a tool matches the bug location or the error location and report which
ground truth is used when measuring tools, since evaluations limited to error locations may over-
state detection and assessment capabilities. Because bug operations span diverse types while error
operations concentrate on memory usage, benchmarks and tools must support both bug and er-
ror localization and classify the operations that characterize each stage of the chain, with bug
localization remaining the least addressed of the two. Because reproduction depends on project
availability and root-cause labels are derived from patches, any benchmark assembled this way
reflects what maintainers provide and sustain, and should be treated as a snapshot rather than a

stable ground truth.



Chapter 4

Evaluating ML-Based SAST

4.1 Introduction

This chapter motivates the need to evaluate SAST tools at the root cause level and outlines how
the chapter addresses it. Section 4.1.1 frames the practical gap: SAST tools over-report and are
often assessed with oracles that describe the manifestation side of vulnerabilities rather than their
underlying bug [73, 43, 186, 140, 30, 258, 94]. Section 4.1.2 summarizes the evaluation and
triage design, combining the benchmark from Chapter 3 with a reasoning layer and ML-based
triage over SAST warnings. Section 4.1.3 states the central research question on ML-based triage
for actionable warnings and presents the chapter’s contributions in the context of prior work on
SAST evaluation and warning classification [97, 228, 243, 113, 247,71, 72, 89, 117].

4.1.1 Motivation and gap

SAST tools can scan large codebases and flag suspicious code patterns, but their outputs are often
difficult to use in practice. Warnings are frequently noisy, imprecisely localized, and underspeci-
fied about what the code is doing. A warning is actionable only when it helps determine that the
flagged code is worth fixing. In practice, low precision forces developers to spend time investi-
gating false positives, delays remediation, and reduces confidence in tool outputs, while missed
bugs limit the effectiveness of SAST tools. Improving actionability, therefore, requires both un-
derstanding what tools actually detect and reliably identifying which warnings are worth fixing.
A first gap is that evaluations of SAST tools often measure detection on vulnerability mani-
festations rather than on the bug itself, and they do not always evaluate whether matched warnings
are semantically correct. Vulnerabilities propagate through a chain from bug to error to failure, yet
many studies define their primary oracle at the level of the error or use coarse granularities, such as
files or functions, that blur the distinction between root cause and manifestation. Most studies also
assess matched warnings using reported CWE labels grouped into coarse abstraction categories,
which remain tied to the manifestation side of the vulnerability. As a result, current evaluation
practices do not clearly show whether tools detect the bug or only its observable manifestations,

nor whether matched warnings actually characterize what is wrong at those locations.

79
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A second gap is that recent actionable warning identification methods address limitations
such as manual feature engineering, limited supervision, and weak generalization, yet Pre-Trained
Transformer Models (PTM) and Large Language Models (LLM) based approaches remain under-
explored and treated independently. LLLM approaches can reason about warnings in code context
and synthesize relevant patterns into natural language explanations approximating expert semantic
analysis, but remain vulnerable to hallucination, threatening the correctness and reliability of their
outputs. PTM based classifiers learn generalizable representations during pre-training and can be
fine-tuned for specific downstream tasks with limited labeled data, but their use for actionable
warning identification remains limited. Existing work, therefore, points to two complementary
capabilities not yet combined: LLMs can articulate the semantic patterns relevant to a warning as
structured natural language explanations, while PTMs can be fine-tuned on those explanations to

learn a decision function for distinguishing actionable from unactionable warnings.

4.1.2 Evaluation, triage approach, and scope

To address the gap between what evaluations measure and what tools are expected to detect, this
chapter compares the detection and assessment of SAST tools under both bug and error oracles,
using the benchmark introduced in Chapter 3. This allows two aspects of tool behavior to be mea-
sured: (i) exact line detection under each oracle, and (ii) whether the CWE-derived operation in
warnings that match benchmark locations conveys the expected operation recorded in the bench-
mark. The evaluation is performed on four build independent SAST tools selected from the related
work: Cppcheck, Flawfinder, Semgrep, and CodeQL. Selection is constrained by practical
requirements: analyzers must run without build reproduction, support the vulnerability classes
represented in the benchmark through their available rule sets, and emit SARIF natively. All tools
are executed under controlled configurations in containerized environments with fixed parameters,
so that differences in results reflect analyzer behavior rather than environmental variation.

To address warning actionability, a reasoning layer reinterprets each warning in terms of code
behavior by generating explanations that serve as input to a lightweight text classifier, whose out-
puts are used to filter warnings by actionability. The explanations are generated with a commercial
LLM from the code context at the warning location and the corresponding tool message. These
explanations identify the relevant operation and qualify it as proper, missing, or incorrect. The
classifier is based on a PTM fine tuned on a corpus built from CVE fix commits. For each retained
case, diff analysis of the patch identifies a canonical bug location, and the same SAST tools are
run on both the vulnerable and fixed revisions. Warnings are then labeled by location overlap
alone: warnings that overlap the bug location in the vulnerable revision are labeled as correct,
while warnings that overlap the same location in the fixed revision are labeled as incorrect. Both
training and evaluation operate on warnings for which the reasoning layer produces explanations,
and evaluation is further restricted to files containing at least one ground truth match.

The scope is therefore constrained by the benchmark, the selected tools, and the training cor-
pus: reproducible fuzzing derived C/C++ memory safety vulnerabilities, CVEs with manifestation

related to the CWE categories represented in the benchmark, and four lightweight analyzers whose
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rule support is sufficient for this setting. As a result, the conclusions primarily reflect this setting
rather than the full range of vulnerability classes, programming languages, or deployment con-

texts.

4.1.3 Research question and contributions

The preceding subsections identify a persistent gap between how SAST tools are evaluated and
how their warnings are used in practice. If detection is to reflect bug localization rather than
incidental proximity to the error, and if triage is to retain warnings aligned with the bug rather
than merely reduce volume, then ML-based triage must be examined under an evaluation that
distinguishes the bug from the resulting error. This motivates the chapter’s research question:
RQ3. To what extent can ML-based triage identify actionable SAST warnings?

In practice, warnings may align with the error rather than the bug, and their reported oper-
ations are often too coarse to confirm what is wrong at the flagged location. Triage based
on richer descriptions of warnings could reduce false positives while preserving warnings

that match the bug, making high-volume static analysis more practical.

Building on the vulnerability representation introduced in Chapter 2 and the benchmark con-
structed in Chapter 3, this chapter first evaluates what SAST tools detect under the two reference
locations, and then evaluates whether ML-based triage improves the actionability of those outputs.

The following contributions address these two stages:

» Evaluation of SAST tool detection at bug and error locations to determine whether tools
tend to detect the root cause or its manifestation. Recall is higher at error locations (up to

13.8%) than at bug locations (up to 7.1%), with precision below 1% across all tools.

» Evaluation of SAST tool assessment at operation level to determine whether location-
matching warnings correspond to bug or error operations. Location-matching warnings do

not correspond to the recorded operations, which makes them predominantly incidental.

* A reasoning layer for SAST tools that enriches SARIF reports with compact natural lan-
guage explanations generated by a commercial LLM, which identify and qualify the opera-

tion and operand in the code at each warning location, to support warning actionability.

* ML-based triage over explanations of warnings produced by the reasoning layer, used
to train a lightweight classifier to assess warning actionability. At bug locations, triage
preserves all true positives while removing 40 false positives (from 110 to 70), while at error

locations, it removes 415 false positives (from 873 to 458) while losing 4 true positives.

These findings are bound by the size of the benchmark and the selected tool set, rendering the
reported metrics indicative rather than statistically robust. Extending the evaluation to a broader
tool set and benchmark is the most direct path toward more robust conclusions. Nonetheless,

the results show that reporting detection separately at bug and error locations is necessary to avoid
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overstating tool capabilities, and that natural-language explanations of warnings constitute a viable

representation for learning a decision function for actionability.

4.1.4 Publications context and roadmap

This chapter builds on several prior publications that informed its methodology and framing with-
out directly reusing artifacts or empirical results. Two papers on Transformer-based vulnerabil-
ity classification in Java establish the feasibility of pretrained encoders for vulnerability related
discrimination tasks and motivate the chapter’s use of a lightweight Transformer classifier for ac-
tionable warning identification [147, 148]. The follow-up study further shows that generalization
is strongly shaped by dataset quality and construction choices, including realistic samples, label
balance, normalization, and root cause localization, which influenced this chapter’s emphasis on
careful dataset curation and supervision at the bug location [148].

A complementary line of work, TENET, provides the labeling strategy used in this chapter by
combining diff derived vulnerable and fixed locations with static analysis outputs on both code
versions, extending its original vulnerability detection setting to actionable warning discrimina-
tion [192]. Finally, experiments evaluating large language models on vulnerability detection and
repair in C indicate that LLMs can associate vulnerability classes with code constructs and reason
over local context, motivating this chapter’s use of compact explanations of warnings as a reason-

ing layer over heterogeneous SAST warnings and as input to downstream triage [60].

Roadmap. The remainder of this chapter is organized as follows. Section 4.2 introduces back-
ground on SAST, ML, and LLM. Section 4.3 surveys related work on empirical SAST evaluation
and actionable warning identification, motivating the design choices adopted here. Section 4.4 de-
tails the methodology, including the evaluation design, training data construction, reasoning layer,
and triage model. Section 4.5 presents detection, assessment, and triage results on the benchmark.
Section 4.6 interprets these findings, discusses implications and limitations, and outlines future

directions, and Section 4.7 concludes with a concise summary of the chapter’s contributions.

4.2 Background

This section outlines the technical foundations underlying the chapter’s evaluation and triage
framework. Section 4.2.1 introduces definitions of static analysis, followed by Section 4.2.2,
which focuses on static analysis techniques specialized for vulnerability detection and their oper-
ationalization in SAST tools. Section 4.2.3 then presents machine-learning approaches in static
analysis, covering both vulnerability detection and actionable-warning identification. Finally, Sec-
tion 4.2.4 introduces pretrained Transformer architectures and large language models, which form

the basis for modern transfer-learning and generative reasoning approaches in code analysis.
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4.2.1 Static Analysis: Definitions and Foundations

Static analysis is a seminal program analysis approach that has evolved from a basic compiler op-
timization technique into a central component of software correctness and verification. Its primary
goal is to efficiently compute reliable approximations of a program’s behavior without executing
it. F. Nielson et al. [174] provide an overview of several static, compile-time approaches that form

the foundation of modern analysis techniques, including:

* Data Flow Analysis: a family of techniques that interpret a program as a graph and derive

equations or constraints describing the flow of data along possible execution paths;

* Constraint-Based Analysis: an approach that formulates properties of interest as constraints
and uses formal methods to determine whether those constraints are satisfied by the pro-

gram;

» Abstract Interpretation: a framework for computing sound approximations of program be-
havior by interpreting programs over abstract domains that approximate sets of concrete

values or states.

Subsequent surveys, such as D’Silva et al. [44], extend this landscape to encompass formal
verification—oriented analyses, including model checking and variants of abstract static analysis.
These techniques build symbolic models of program behavior and explore program states against
formal specifications. While powerful, such approaches tend to be computationally intensive and
rely on complete program models or build environments. Complementary classifications, such as
those by Gosain and Sharma [83], also include lightweight techniques such as syntactic pattern
matching, which detects potentially dangerous constructs through token or AST pattern queries,
alongside more heavyweight techniques such as symbolic execution and theorem proving. To-
gether, these taxonomies illustrate the breadth of static analysis methodologies, spanning from
shallow syntactic heuristics to deep semantic verification.

Static analysis encompasses a broad methodological space, ranging from graph-based data
flow analyses to constraint-based methods and abstract interpretation. The overview provided in
this subsection outlines the foundational principles that underlie these approaches. For this work,
the most relevant dimensions are those that directly shape how tools surface security-relevant

defects in real-world workflows.

4.2.2 Static Analysis for Vulnerability Detection

Techniques used for vulnerability detection largely derive from and specialize in the foundational
static analysis principles introduced earlier. Reflecting this lineage, H. Shahriar and M. Zulkernine
[203] classify vulnerability-oriented static analyses into four inference types: Tainted Data-Flow-
Based, Constraint-Based, Annotation-Based, and String-Pattern-Matching-Based. Tainted Data-

Flow-Based techniques extend classical data-flow analysis to track untrusted or malicious inputs
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through program variables and detect unsafe propagations. Constraint-Based techniques, includ-
ing symbolic execution, integer range analysis, and demand-driven constraint solving, identify
program states that violate safety properties by solving path or value constraints. Annotation-
based techniques leverage source-level specifications to verify program behavior and share con-
ceptual ties with model checking, especially in their use of specified properties as verification
targets. String-Pattern-Matching-Based techniques operate over tokenized code or abstract syntax
trees to search for syntactic signatures of dangerous constructs, such as unsafe memory opera-
tions, unchecked inputs, or missing error handling. Through these adaptations, vulnerability de-
tection applies the broader spectrum of static analysis techniques to the specific task of identifying

security-relevant program behaviors.

Table 4.1: Static Analyzers used in Empirical Studies [8, 50, 140]

. Programming
Name Year Technique(s) L)
. flow-of-control analysis,
PCLint [215] 1985 . . C/C++
inter-statement value tracking
Klocwork 2001 inter-procedural data flow C/C++, C#,
Insight [67] analysis, symbolic logic and Java
UNO [100] 2001 path-sensitive inter-procedural C
data-flow analysis
Flawfinder [235] 2001 COntext-sensitive analysis, C/C++
string pattern matching
Coverity 2002 inter-procedural data flow C/C++, Java,
Prevent [197] analysis, statistical inference and C#
. annotations, flow-sensitive
Splint [56] 2002 and data flow analysis C/C++
CodeSonar [87] 2005 inter-procedural path-sensitive C/C++, CH#,
GrammaTech flow of control analysis Java, and x86
Fortify 2006 inter-procedural taint analysis, 18 (C/C++, CH#,
SCA [33] control flow sensitive Java, PHP, etc.)
CxSAST [104] 2006 query-based and tainted 9 (C/C++, C#
Checkmarx data flow anlysis Java, PHP, etc.)
tree-pattern matching, data
Goanna [63] 2006 flow analysis, model checking C/C++
query-based and tainted C/C++, C#,
CodeQL [164] 2006 data flow analysis Java, JS,
Frama-C [121] 2007 absFract }nterpretatlon, (lieduct.lve C
verification, and concolic testing
annotations, symbolic execution, C, C++, and
Clang SA [220] 2007 taint inter-procedural analysis Objective-C
Cppcheck [151] 2009 context—sen.smve control/value C/Ctt
flow analysis
Infer [26] 2011 shape analysis, Hoare logic, Java, C/C++,

inter-procedural analysis Objective-C
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Static analysis in practice: To detect security-relevant weaknesses and address the increasing
prevalence of software vulnerabilities, static analysis techniques such as syntactic pattern match-
ing, data-flow reasoning, and constraint-based analyses have been operationalized by industry
vendors, open-source communities, and academic researchers into tools known as SAST [83, 203,
176, 179]. Such tools are intended for integration into development workflows and are commonly
applied during coding and early testing stages [43]. In practice, SAST tools analyze source code
(or intermediate representations) without execution and emit warnings when predefined rules or
inferred safety properties are violated. A warning typically includes a source location (e.g., file and
line), a rule identifier, a textual diagnostic message, a severity level, and often a mapped weakness
category such as a CWE. Reports are commonly exported in standardized formats (e.g., SARIF) to
facilitate integration with continuous integration pipelines and issue trackers. Depending on their
underlying technique, tools may detect syntactic patterns, unsafe data flows, constraint violations,
or infeasible path conditions, but in all cases the output is a set of static findings that require human

or automated triage.

First-generation analyzers. Table 4.1 summarizes representative analyzers and the techniques
they implement, illustrating how successive generations of tools have incorporated increasingly
sophisticated methods. Early shallow analyzers, such as PC-Lint [215], relied primarily on syn-
tactic information and simple intra-procedural checks. These first-generation tools were effective
at detecting local syntactic and semantic defects—unused variables, unreachable code, inconsis-
tent declarations—but had limited ability to reason about runtime behavior or inter-procedural

security-relevant conditions.

Second-generation analyzers. During the early 2000s, static analysis tools evolved beyond
simple syntactic checks by incorporating inter-procedural control-flow analysis and richer data-
flow reasoning to approximate possible runtime values and exclude infeasible execution paths.
These advances enabled detection of inter-modular faults with security implications that ear-
lier tools could not capture. Representative tools reflecting these developments include Kloc-
work Insight [67], Flawfinder [235], Coverity Prevent [197], Splint [56], CodeSonar [87], Fortify
SCA [33], and CxSAST [104].

Third-generation analyzers. Beyond the mid-2000s, subsequent generations integrated auto-
mated formal verification techniques to strengthen detection guarantees. These approaches in-
corporate symbolic reasoning, abstract interpretation, and model-checking—based methods that
over-approximate program behaviors and aim for soundness with respect to specific vulnerability
classes. While capable of providing stronger assurances, such analyses typically require more
computational resources, formal specifications, and complex build configurations. Representa-
tive tools in this category include Goanna [62], Frama-C [121], Clang Static Analyzer [220], and
Infer [26].
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4.2.3 Machine-Learning in Static Analysis and Vulnerability Detection

Recent advances in machine learning have introduced data-driven approaches that operate over
static representations of source code and infer vulnerability-related properties without program
execution, positioning ML as a next-generation form of static analysis. Two closely related
paradigms have emerged: (i) vulnerability detection, which classifies code fragments, functions,
or files as vulnerable or non-vulnerable, and (ii) actionable-warning identification, which classi-
fies or ranks static-analysis warnings according to whether they correspond to actionable defects.
Systematic studies document the rapid growth of ML in security [110], and existing taxonomies
consistently group approaches into traditional machine learning and deep learning categories [92,
217, 89], distinguishing between models built on handcrafted features and those that learn repre-
sentations directly from token sequences, syntax trees, or program graphs [74]. This dichotomy
applies to both paradigms, which follow a common supervised pipeline of data collection, pre-
processing and encoding, model training, and evaluation [217, 72, 92]. While vulnerability de-
tection predicts properties of code artifacts, actionable-warning identification predicts properties
of analyzer outputs—an important distinction given that SAST tools generate large volumes of
warnings, many unactionable [96, 94], and that default severities often misalign with developer
priorities [120]. Despite differing targets, both settings rely on static program representations
and supervised learning over labeled artifacts, constituting overlapping data-driven extensions of

traditional static analysis.

Traditional machine-learning methods: In both vulnerability detection and actionable-warning
identification, early ML approaches predominantly relied on supervised learning with manually
engineered feature vectors. For vulnerability detection, these methods typically model binary
prediction tasks using software metrics and project metadata as inputs, including complexity mea-
sures, code churn, developer activity, execution metrics, or vulnerability history [255, 208, 209].
Common learners include decision trees, support vector machines, regression models, Bayesian
classifiers, and ensemble techniques [208, 166, 200, 165, 205, 181, 187]. In actionable-warning
identification, a similar paradigm emerged in which warnings are represented through handcrafted
attributes derived from warning metadata (e.g., type, severity, location) and surrounding code
characteristics (e.g., file size, path conditions, call counts) [97, 249, 91, 228]. Although these
classifiers demonstrate that statistical discrimination of vulnerable artifacts or actionable warnings
is feasible, their effectiveness depends heavily on domain-specific feature design, and empirical
reassessments show that performance can degrade under cross-project settings [243, 113, 71, 247].
In both paradigms, program behavior is reduced to fixed, human-designed feature spaces, limiting

semantic expressiveness and robustness under distributional shift.

Deep-learning methods: Deep-learning approaches replace manual feature engineering with
neural architectures that learn representations directly from raw program artifacts. In vulnerability

detection, early work from around 2017 onward adopted recurrent, feed-forward, and graph-based
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neural networks to model token sequences, instruction traces, control-flow graphs, and other struc-
tural encodings of code [217, 185, 134, 182, 188, 260]. These models automatically induce vector
embeddings that capture syntactic and structural regularities associated with vulnerable behavior.
A parallel shift occurred in actionable-warning identification, where neural classifiers replaced
handcrafted warning features with learned embeddings derived from source code, abstract syntax
trees, or control/data-flow graphs [123, 129, 247, 244]. Across both paradigms, representation
learning centers on transforming code or warning contexts into dense vector spaces optimized
jointly with the classification objective. Although these models eliminate manual feature design
and often improve in-distribution accuracy, empirical evidence indicates that their learned repre-
sentations remain strongly tied to the training data and task formulation, raising concerns about

robustness and generalization under domain shift [247, 244, 72].

4.2.4 Pretrained Transformers and Large Language Models

The progression from task-specific deep neural networks to pretrained Transformer architectures
marks a structural shift in data-driven static analysis. Introduced in 2017 [223], the Transformer
replaces recurrent computation with self-attention mechanisms that allow each token to weigh
the relevance of other tokens in the sequence and to still model long-range dependencies. Its
encoder—decoder architecture can be configured in three modes: encoder-only models for rep-
resentation learning and classification, decoder-only models for autoregressive generation, and
full encoder—decoder models for sequence-to-sequence tasks [139]. By combining multi-head
self-attention with positional encoding and feed-forward layers, Transformers learn contextual-
ized token representations that capture lexical, syntactic, and structural relationships in sequences.
This architectural flexibility enabled large-scale pretraining on massive corpora, decoupling rep-
resentation learning from downstream supervision and establishing transfer learning as a central

paradigm in natural language processing and, increasingly, in code analysis.

Pretrained models: PTM, such as BERT [49], are trained on large unlabeled corpora using
self-supervised objectives (e.g., masked language modeling) to learn general-purpose contextual
embeddings, which can then be adapted to downstream tasks via fine-tuning [180]. Variants such
as RoBERTa [143], DistilBERT [199], and code-oriented models including CodeBERT [64] ex-
tend this paradigm to domain-specific settings. In vulnerability detection, Ziems and Wu [262]
demonstrated that fine-tuning BERT on C/C++ code achieves substantially higher accuracy than
LSTM-based baselines for file-level vulnerability classification. Similarly, in the identification
of actionable warnings, Ge et al. [72] evaluated multiple pretrained architectures (encoder-only,
decoder-only, and encoder—decoder) and showed consistent improvements over traditional deep
learning models when fine-tuned on warning datasets. Across both paradigms, pretrained mod-
els shift the learning burden from task-specific representation induction to adaptation of broadly

learned semantic embeddings, improving performance particularly when labeled data is limited.
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Large language models: Scaling Transformer architectures in model size and training data led
to the emergence of LLM, which exhibit zero-shot (performing tasks without task-specific train-
ing) and few-shot (conditioning on a few examples in the prompt) generalization capabilities [23,
256]. Unlike smaller pretrained models that require explicit fine-tuning, LLMs can perform
downstream tasks through prompt-based instruction, effectively treating vulnerability detection
or warning triage as conditional text-generation problems. Empirical studies show that models
such as GPT-3.5 and GPT-4 achieve competitive or superior performance relative to code-specific
pretrained models in vulnerability detection under well-designed prompting strategies [259, 29,
240]. In the context of static-analysis triage, LLMs have been integrated with SAST outputs to
reason about warnings, extract relevant code context, and generate structured decisions or ex-
planations [116, 233, 105, 130]. While LLMs expand static analysis from classification toward
generative reasoning, their effectiveness depends on prompt design, contextual scope, and the

reliability of generated outputs, distinguishing them from fine-tuned encoder-based models.

4.3 Related Work

This section reviews prior research along four dimensions relevant to this chapter. Section 4.3.1
surveys empirical studies that evaluate SAST tools for C/C++ vulnerability detection, highlight-
ing differences in benchmark construction, oracle definition, and matching granularity. Sec-
tion 4.3.2 examines approaches for identifying actionable warnings, spanning feature-engineered,
representation-learning, and transfer-learning classifiers. Section 4.3.3 discusses generative rea-
soning—based warning triage, where large language models are used to produce explanations, infer
specifications, or directly assess warning validity. Finally, Section 4.3.4 synthesizes these threads
and articulates the remaining research gap that motivates the chapter’s causality-aware evaluation

and ML-based triage perspective.

4.3.1 Empirical Studies of SAST Tools for C/C++ Vulnerability Detection

Static analysis tools for C/C++ have been studied extensively, but reported effectiveness varies
widely across the literature—often because studies operationalize “vulnerability detection” in fun-
damentally different ways. Prior evaluations differ in the benchmarks they use (synthetic test
suites versus real CVEs), in what they treat as ground truth (injected weakness locations, patch-
induced deltas, or curated fault metadata), and in how they match tool warnings to that oracle (line-
, function-, or file-level proximity, sometimes with coarse CWE grouping). These choices matter:
they can make tools appear accurate when they merely warn near a crash site, or, conversely, make
tools appear to “miss” vulnerabilities when they report manifestations rather than root causes. To
clarify how these methodological decisions shape observed results, we organize empirical studies
of SAST tools for C/C++ into three categories: evaluations on synthetic benchmarks. These hy-
brid designs mix synthetic suites with small real-world case studies, and CVE-centric benchmarks

based entirely on production vulnerabilities.
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Synthetic benchmarks: Evaluations based on artificial code are comparatively straightforward,
as synthetic benchmarks are constructed a priori around known weakness patterns, provide ex-
plicit ground-truth annotations, and involve programs that are substantially simpler than produc-
tion codebases; however, their controlled nature and non-representative vulnerability distributions
limit their ability to reflect real-world SAST performance [73, 186]. The Juliet Test Suite (JTS) is a
prominent example, offering paired “good” and “bad” variants with metadata identifying injected
weaknesses and source locations. Despite these favorable conditions, multiple studies report lim-
ited detection capability: Diaz and Bermejo [50] found that none of nine SAST tools detected all
78 C/C++ test cases, Wagner and Sametinger [225] observed similarly low detection rates on two
open-source SAST tools, Goseva-Popstojanova and Perhinschi [84] reported no statistically signif-
icant differences among three commercial tools, and Kaur and Nayyar [114] identified systematic
blind spots—such as null pointer dereferences—when comparing Flawfinder [235], RATS, and
Cppcheck [151]. Beyond JTS, Arusoaie et al. [8] evaluated ten open-source C/C++ analyzers on
639 synthetic defects from the Toyota ITC suite, where detection is defined as any warning on
a pre-annotated line, regardless of semantic alignment with the defect type; while this enables
scalable comparison, it conflates manifestation sites with root causes and allows noisy tools to
score chance hits, particularly for complex defect classes. Dubniczky et al. [54] assessed thirteen
tools on a hand-crafted dataset of 250 compact C programs covering 25 CWEs, reporting high
false-positive rates and substantial manual validation effort. Taken together, these studies demon-
strate that synthetic benchmarks are effective for assessing whether tools can flag known weakness
manifestations in controlled settings, but their ground truth rarely captures root-cause bugs in the
stronger sense of the earliest missing or incorrect code that initiates a vulnerability’s propagation

chain.

Hybrid evaluations: Several studies attempt to mitigate the limitations of purely synthetic bench-
marks by complementing them with small-scale evaluations on real-world CVEs, while still re-
lying primarily on artificial test suites. Gentsch [73] evaluates eleven open-source SAST tools
mainly on the Juliet Test Suite 1.3 for C/C++, counting a warning as a true positive if it inter-
sects the annotated fault location without requiring agreement with the manifest’s CWE label,
and then conducts a secondary experiment on a CVE-bearing version of Wireshark (SARD-94).
While tools perform noticeably better on Juliet, only 17 of 83 CVEs are detected in the produc-
tion code, and manual inspection is required to distinguish true vulnerability hits from warnings
triggered on surrounding crash-context locations. Croft et al. [43] similarly combine Juliet with
pre-patch file versions associated with CVE-fixing commits in large OSS projects, but evaluate
detection primarily at file granularity, treating any warning in a vulnerable file as a hit. Their
manual analysis shows that most warnings are incidental and rarely localize the true vulnerable
statements, which helps explain both the high false-positive burden and the limited diagnostic
value of such evaluations. Li et al. [136] extend this hybrid paradigm by comparing conven-
tional and query-based SAST tools on Juliet and a curated benchmark of 136 CVEs, measuring

instance-level detectability rather than source-level localization. Although they report superior
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performance of query-based tools and demonstrate that targeted query refinements can substan-
tially improve results, their findings also reveal that measured detectability is highly sensitive to
benchmark construction and query quality, rather than to a tool’s ability to precisely identify the
locations of real vulnerabilities. Taken together, these hybrid evaluations consistently show that
performance observed on synthetic benchmarks does not reliably transfer to production code and

that coarse-grained detection metrics obscure what SAST tools actually identify.

CVE-centric benchmarks: A growing body of empirical work focuses exclusively on real vul-
nerabilities in natural C/C++ code, aiming to assess whether SAST tools detect CVEs in settings
closer to production practice. Pereira and Vieira [186] analyze Mozilla vulnerabilities by running
Cppcheck and Flawfinder on pairs of pre-fix and post-fix snapshots, operationalizing detection via
a file-level alert-delta heuristic: a vulnerable file is considered detected if the number of warnings
changes after the fix. While scalable, this approach measures warning churn rather than whether a
tool identified the correct vulnerability location and type, inflating reported detection rates and en-
tangling results with unrelated alert noise. Lipp et al. [140] advance this line of work with a large
CVE-grounded benchmark spanning 27 OSS projects and 192 vulnerabilities, aggregating CVE
reports, patches, and—in part—the Magma dataset’s explicit fault/manifestation metadata. To ac-
commodate the fact that analyzers often flag manifestation sites rather than root causes, they adopt
function-level evaluation and map tool warnings to grouped CWE classes. Their results show that
individual tools miss a substantial fraction of CVEs, while tool combinations improve detection
at the cost of increased review burden, underscoring a precision—coverage trade-off. Charoenwet
et al. [30] study SAST tools in the context of secure code review, using vulnerability-contributing
commits (VCCs) linked to CVEs, evaluating detection at the file and function granularities, and
measuring practical review benefits under constrained budgets. Although SAST alerts can im-
prove prioritization, most warnings in vulnerable functions are not directly related to the vulner-
ability change, and many VCCs receive no relevant warnings at all. Zhou et al. [258] similarly
evaluate function-level detection on a smaller CVE benchmark and report low detection ratios
for individual tools, with modest gains from tool combinations accompanied by increased code
flagged. Hassler et al. [94] further refine evaluation by requiring CWE-consistent warnings match
vulnerable functions, showing that semantic analyzers outperform syntactic ones in type-aligned
detection; however, their qualitative analysis reveals that even CWE-matched reports frequently
fail to pinpoint the true root-cause lines.

Table 4.2 consolidates the methodological design choices of empirical studies that evalu-
ate SAST tools on real C/C++ CVEs, revealing substantial variation—and recurring ambigu-
ity—across benchmarks, evaluation targets, and matching strategies. Across studies, a common
pattern emerges in which two distinct evaluation objectives are implicitly interleaved. In detection-
oriented scenarios, a vulnerability is considered detected if a tool emits any warning at or near a
vulnerable artifact (e.g., file or function), regardless of whether the warning correctly character-
izes the vulnerability. In assessment-oriented scenarios, stricter matching is imposed—typically

requiring alignment in location and vulnerability type—which often results in markedly lower
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Table 4.2: Summary of Empirical Studies that Evaluate SAST Tools on Real C/C++ CVEs

Stud Benchmark Evaluation

y Source #CVE | Target Granularity Matching Metrics
Pereira & . . Location + Prec., Rec.,
2020 [186] Mozilla [4] 2441 Error File CWE Group  Fl-Score
Gentsch ) . Prec., Rec.,
2020 [73] SARD [219] 85 Error Line Location MCC
Croft et al. 3 Projects . ) Location + Prec., Rec.,
2021 [43] from[111] 1002 | Bror  Hileine e n o MCC
Lipp et al. Magma [95] . . Location + Custom
2022 [140] and [77,66] 0 | Mixed  Function - owoppii ratios
Zhou et al. 6 Projects 35 Error Function Location + Ratios
2024 [258] from [140] CWE Type  from [140]
Charoenwet 92 Projects 319 Error File / Location + Prec., Rec.,
et al. 2024 [30] | from [102] Function CWE Pillar  IFA [101]
Li et al. 51 Projects Location +
2024 [136] from [168] 136 Error Instance CWE Type Accuracy
Hassler et al. . . Location + TPs, FPs,
2025 [94] Magma [95] 112 Mixed Function CWE Group FNs

Mixed - intermingles fault-like and error-like locations across defect types

performance. This divergence reflects the fact that tools may successfully flag suspicious code re-
gions while failing to accurately explain why they are vulnerable. Furthermore, most studies define
their primary oracles at the level of error manifestations rather than root-cause faults, frequently
adopting coarse-grained granularities (files or functions) and location-based matching, sometimes
augmented with CWE grouping. While such abstractions make large-scale evaluation tractable,
they blur the distinction between causal detection and incidental warning proximity. Moreover,
assessment metrics struggle to capture false positives: evaluating whether a warning is “incorrect”
requires confidence that the surrounding code is otherwise vulnerability-free—an assumption that
rarely holds for complex, evolving codebases. As a result, some studies measure both detection
and assessment under multiple scenarios, but the reported metrics conflate tool limitations with or-
acle imprecision and semantic mismatch. More generally, empirical SAST evaluations must state
explicitly whether their ground truth represents fault sites, error states, or failure symptoms, and
whether this definition aligns with what static analyzers are designed to report; otherwise, apparent

performance deficits may reflect evaluation artifacts rather than genuine analytical shortcomings.

4.3.2 Identification of Actionable Warnings through Data-Oriented Classification

As seen in the previous subsections, empirical studies evaluate SAST tools as automated scan-
ners that surface potential bugs and errors as warnings, but each warning still demands devel-
oper judgment to decide whether it indicates an important anomaly worth fixing—an actionable

warning—or whether it is unimportant/incorrect and thus unactionable [96]. In practice, this
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creates heavy triage pressure—sometimes on the order of thousands of warnings per vulnerabil-
ity [94]—while only a small portion of warnings are actionable and the remainder are unactionable
false positives [96]. Although tools attach severity/priority levels, early evidence shows that de-
fault, category-level priorities are often poorly calibrated to what developers actually fix [120],
motivating actionable-warning identification methods that combine SAST outputs with other in-
formation about the software under analysis via additional software-artifact “characteristics” [96].
These methods are typically framed as either classification (label warnings actionable vs. unac-
tionable) or prioritization (rank warnings by likelihood of being actionable) and often rely on

mathematical/statistical modelling or machine learning [98, 89, 71].

Feature-engineered classifiers: This first generation of techniques [97, 249, 91] relied on man-
ually crafted feature vectors capturing attributes and metrics derived from warning metadata (e.g.,
type, severity, and location) and surrounding code (e.g., file size, number of path conditions, and
function call counts) [228, 246, 247]. Wang et al. [228] conducted a systematic experimental eval-
uation of most of the features in the literature of warning identification and identified a common
set of 23 effective features (referred to as Golden Features). Building on this observation, Yang
et al. [243] reported that these Golden Features could be approximated by fewer dimensions and
argued that, for such intrinsically low-complexity data, a wide range of learners could achieve
comparable performance, leading them to conclude that recognizing actionable warnings is rela-
tively easy. However, Kang et al. [113] later replicated the study by Yang et al. [243] and identified
subtle methodological issues in the Wang et al. [228] dataset, including duplicate instances and
leaked ground-truth labels, and under corrected conditions, the Golden Features were found to
perform only marginally better than random predictions. More broadly, although engineered fea-
tures can capture warnings exhibiting regular surface-level patterns—often by identifying salient
identifiers in the source code—they rely heavily on domain expertise and compress program be-
havior into a discrete, human-designed feature space, which carries limited semantic signal about

(un)actionable warnings and consequently limits generalization to new programs [71, 247].

Representation-learning classifiers: Subsequent techniques [123, 124, 129, 247, 142, 244] in-
creasingly moved toward neural network—based classifiers that emphasize automatic learning of
features encoding semantic and lexical patterns from historical data, and which generally achieve
higher accuracy than feature-engineered classifiers [247, 244, 89]. In practice, representation
learning refers to the automatic induction of vectorized code representations—commonly realized
as embeddings—either as learned input transformations or as latent features optimized jointly with
the classification objective [244]. In this context, a key distinction lies in whether the mapping
from raw program artifacts to vectors is learned or fixed. Many prior approaches adopt learned
mappings by treating the source code associated with warnings as natural-language-like token
sequences and learning embeddings directly from data, an approach widely instantiated through
recurrent architectures such as LSTM-based models [72, 123, 124, 247, 142, 244]. In contrast,

other approaches begin from fixed numerical representations derived from textual and non-textual
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inputs (e.g., abstract syntax trees and control/data-flow graphs), which are encoded through dedi-
cated models [129, 247, 71]. In practice, learned sequential embedding models are usually trained
from scratch and produce static representations, assigning each token a single vector regardless of
context. Although more expressive, contextualized embeddings have also been explored, Yang et
al. [244] found that static embeddings achieved higher F1 scores across six neural architectures,
suggesting that models designed under the assumption of relatively stationary embeddings tend to
act as pattern detectors over stable dimensions and may wash out finer-grained contextual varia-
tion. Overall, while representation-learning-based classifiers eliminate the need for manual feature
engineering and can achieve high accuracy on in-distribution data, empirical evidence [247, 244,
72] suggests that their learned representations remain largely task-specific and closely tied to the

training distribution.

Transfer-learning classifiers: More recent techniques have shifted from task-specific represen-
tation learning toward pretrained models, in which knowledge acquired from large, task-agnostic
corpora is transferred to downstream tasks via controlled specialization, most commonly through
fine-tuning [117, 72]. This transfer is enabled by Transformer architectures, whose self-attention
mechanisms learn contextual representations that capture token dependencies and scale effectively
when trained under self-supervised objectives on large volumes of unlabeled data [117]. As a re-
sult, these models induce a general-purpose representational space that encodes shared semantic
and structural abstractions across domains, which can be adapted to specific tasks by updating all
or part of the model using limited task-specific labeled data [117, 72]. For classification-oriented
tasks, encoder-based Transformer models—designed to produce holistic representations of their
inputs—are therefore commonly adopted. A representative example is CodeBERT, which has
been pretrained on millions of code—text pairs across several widely used programming languages
and whose learned representations have been successfully transferred to actionable warning iden-
tification [117, 72, 244, 142]. Despite the strong empirical performance of pretrained Trans-
former models across many natural language processing and software engineering tasks [246, 72,
117], relatively few studies have investigated their effectiveness for actionable warning identi-
fication [89, 71]. Notably, Ge et al. [72] reported comparable performance across within- and
cross-project settings, indicating improved generalization and robustness to domain shift relative
to previous approaches. This advantage arises because pretrained models internalize program-
ming language syntax, coding idioms, error patterns, and warning semantics before task adapta-
tion, allowing fine-tuning to focus on discriminating actionable from non-actionable warnings. In
contrast, representation-learning—based classifiers trained from scratch must learn both represen-
tations and task supervision from limited labeled data, making the learning problem substantially

harder.

4.3.3 Generative Reasoning-Based Warning Triage

While encoder-based models leverage transfer learning to improve classification through richer

representations, a growing body of work [233, 226, 138] instead exploits decoder-based and large
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language models to generate explanations and reasoning traces, using generative outputs—such
as code interpretations or rationales—as an explicit signal for warning triage. The key premise
is that LLMs can approximate expert review by inspecting static-analysis warnings together with
relevant code context and reasoning about whether a reported issue reflects a real defect or an
incidental pattern [233]. Existing approaches fall broadly into two groups. The first treats the
LLM as an end-to-end analyst that consumes warning metadata and additional context (e.g., code,
data flows, patterns) and directly emits a verdict, optionally with a rationale. The second embeds
LLM reasoning within a larger pipeline, decomposing triage into subtasks such as specification
inference, rule synthesis, or contextual extraction, whose outputs feed downstream analyses. At
the same time, these lines of work raise concerns about reliability and explanation quality: halluci-
nations threaten correctness under complex semantics [241] and plausible-sounding explanations
may lack faithfulness to the true causal basis of a decision [145]. Emerging studies therefore
emphasize the need for structured, interpretable, and evidence-grounded explanations that are not

only linguistically coherent but also operationally useful in developer workflows [145, 146].

LLMs as direct warning analysts: The most straightforward strategy frames actionable-warning
identification as a classification task solved directly by an LLM. Munson et al. [169] compare
Semgrep with LLM-based assessment on OWASP benchmarks by prompting models with both
the SAST warning and the flagged code snippet, observing improved detection at the expense of
higher false-positive rates. Keltek et al. [116] construct structured prompts embedding scan find-
ings and target code, augmented through retrieval of vulnerability knowledge (e.g., functionality
reports, abstractions, known vulnerabilities); responses include CWE identifiers, rationales, and
vulnerable line numbers, with effectiveness closely tied to retrieval relevance. Wen et al. [233]
unify warnings from multiple tools, extract calling contexts via dependency analysis, and prompt
LLMs to issue a verdict—False Alarm, Real Bug, or Unknown—accompanied by an explanation.
Iranmanesh et al. [105] impose stricter guardrails through CWE-specific rubrics, scope constraints,
and mandatory JSON schemas, requiring models to return structured decisions and confidence
scores. Across these studies, the LLM operates as a reasoning engine that ingests contextualized
warnings and directly outputs triage judgments, externalizing expert-like inspection into a single

generative step.

LLMs as inference components: To mitigate scalability and reliability challenges, more ad-
vanced approaches decompose warning triage into coordinated subtasks in which LLMs serve as
inference components within a broader analysis workflow. Li et al. [135] combine static analysis
with LLM-inferred taint specifications: candidate APIs are labeled as sources or sinks by an LLM,
translated into formal specifications for a taint engine, and resulting alerts are subsequently filtered
through LLM-based contextual reasoning. Li et al. [130] address Use-Before-Initialization bugs
in the Linux kernel via multi-conversation prompting that extracts initializers and constraints, em-
beds demonstrative examples, and applies majority voting, illustrating prompt engineering chal-

lenges in managing token limits and unreliable responses. Lin [138] employs LLMs to derive
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updated source—sink rules and semantic embeddings from rich project context (API documenta-
tion, commits, comments), which are then consumed by a downstream classifier for alert ranking.
Yang et al. [241] synthesize specialized checkers from historical patches through staged prompt-
ing—pattern extraction and checker synthesis—with iterative refinement driven by LLM-based
false-positive feedback. In these pipelines, generative reasoning is not the final decision mecha-

nism but a multi-capability component that informs downstream analyses.

4.3.4 Summary and Research Gap

The reviewed literature spans two complementary lines of work. Empirical studies of SAST tools
for C/C++ vulnerabilities vary in benchmark design, oracle definition, and matching granularity,
leading to heterogeneous conclusions about detection and assessment capability. Synthetic bench-
marks offer controlled, line-level annotations but rarely represent realistic bugs, whereas hybrid
benchmarks with CVEs introduce realism but rely on coarse oracles that conflate bugs with errors.
In parallel, research on actionable-warning identification has progressed from feature-engineered
classifiers to representation learning, transfer learning with pretrained encoders, and, more re-
cently, generative reasoning-based methods that use large language models to produce rationales
and verdicts. These generative approaches emphasize explanation and contextual reasoning and
typically operate on existing tool outputs and benchmark assumptions.

Despite this progress, two unresolved limitations persist. First, because evaluations rely on
coarse oracles, it remains unclear whether reported detections correspond to the root cause or its
manifestation. Second, while generative reasoning-based triage produces natural-language expla-
nations, their structure and content are rarely constrained in ways that support reliable downstream
usage. Underreported explanations may omit the governing conditions, data flows, or triggering
operations necessary to justify actionability, whereas overreported explanations may dilute the
distinguishing signals that separate true positives from benign patterns, complicating both human
validation and machine learning of stable decision boundaries. Moreover, prompt-based LLM as-
sessments are inherently non-deterministic and susceptible to hallucination, raising concerns about
whether plausible rationales faithfully reflect the operations underlying a warning.

These limitations create a need for an evaluation that measures detection against explicit bug
and error locations to determine whether tools detect the root cause of vulnerabilities or their
manifestation. On the triage side, normalizing warning semantics into structured, concise expla-
nations that expose the relevant operations and governing conditions provides a representation
over which a supervised classifier can learn to discriminate warnings aligned with the bug from
incidental ones—combining LLM-based explanation generation with PTM-based classification in
a way prior work has not explored. This motivates the research question of this chapter (RQ3): To

what extent can ML-based triage identify actionable SAST warnings?
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4.4 Methodology

This section describes the end to end experimental pipeline used to evaluate SAST tools and ML-
based warning triage. Section 4.4.1 defines the selection criteria, configuration constraints, and
execution environment for the analyzed SAST tools, ensuring build independence, default rule
coverage, and SARIF interoperability under controlled conditions. Section 4.4.2 then details the
construction of the training corpus derived from vulnerability fix commits, where SAST warnings
are labeled through pre and post fix location matching. Section 4.4.3 introduces the reasoning layer
that generates compact natural language explanations of code behavior at those warning locations
and trains a supervised classifier to distinguish actionable from unactionable warnings based on
those explanations. Finally, Section 4.4.4 formalizes the evaluation protocol for tool detection and
assessment under bug and error oracles, and defines the metrics used to quantify both baseline and

triaged performance.

4.4.1 Selection, Configuration, and Execution of SAST Tools

The tool selection process is guided by the benchmark and by the broader experimental pipeline.
The aim of this work is not to extend static analysis coverage through custom rule engineering,
but to evaluate whether a reasoning layer can improve the triage of findings produced by widely
used SAST tools. The selection therefore starts from the analyzers identified in the related work:
a literature derived list of tools commonly used in vulnerability detection studies, categorized
by analysis technique, programming language support, and CWE coverage. From this set, the

following criteria determine which tools are included in the pipeline:

+ Build independence': The analyzer must operate directly on source code without requiring

compilation, build reproduction, or environment reconstruction.

Motivation: Many repositories later used to generate training data lack reproducible build sys-
tems. Build independent analysis supports rapid identification of potential bug locations, while

false positive reduction is delegated to the ML-based reasoning layer.

* Default rule coverage: The tool must include built in rules capable of detecting the defect

classes present in the benchmark, without requiring custom rules or external rulepacks.

Motivation: The objective is to assess the effect of ML-based triage, not improvements arising
from hand crafted rules. Using only default rule sets reflects realistic behavior and ensures that

observed gains are attributable to the pipeline rather than rule tuning.

* Output compatibility (SARIF): The tool must emit SARIF natively.

IThis excludes analyzers such as Coverity and Infer, which rely on deeper integration with build systems and
may achieve higher precision. Such tools cannot be applied to projects with missing build environments; therefore,
conclusions are scoped to build independent analyzers.
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Motivation: SARIF provides a uniform structure for file paths, code ranges, metadata, rule iden-
tifiers, and CWE mappings, enabling consistent dataset construction and downstream integration
with the reasoning layer.

Applying these criteria yields four analyzers: Cppcheck, Flawfinder, Semgrep, and
CodeQL. All tools are executed under a controlled, uniform configuration that reflects realistic
out of the box use rather than rule engineering. Each analyzer runs in a containerized environ-
ment to ensure dependency isolation and consistent execution semantics, while preserving build
independence where supported. Invocation templates, container images, and tool specific param-
eters are fixed across experiments and documented in Appendix C, Section C.1.3. Input handling
and SARIF output processing follow a standardized pipeline to ensure structural comparability
of findings across tools; the operational details of this I/O handling are likewise described in
Appendix C.1.3. Together, these controls ensure that differences in results stem from analyzer

behavior rather than environmental or configuration variability.

4.4.2 Constructing a Root Cause Aligned Training Dataset for ML-Based Triage

Training the triage model requires both correct and incorrect SAST warnings so that a binary
classifier can learn to distinguish actionable findings from unactionable ones. Obtaining such la-
bels at scale through manual inspection is labor intensive, which motivates the use of vulnerability
fix patches as a practical proxy for ground truth. A fix commit provides concrete evidence that a
bug existed and was removed, while the modified code region offers a defensible approximation
of the bug location. Although this chapter evaluates SAST detection at both bug location and error
location, the triage task is primarily root cause oriented: a warning is actionable when it corre-
sponds to the bug that enables the vulnerability. This focus does not exclude cases in which bug
and error locations coincide, but dataset construction is driven by bug location alignment rather
than their manifestation.

To obtain a sufficiently large and diverse corpus of vulnerabilities on which SAST tools can
be executed, the dataset is drawn from public vulnerability databases such as the NVD, which
provide CVE records with CWE metadata. While such databases often encode vulnerabilities at
the level of their manifestation, the associated fix commits modify the defective code itself. As
shown in Chapters 2 and 3, the bug space is diverse, whereas manifestation is concentrated in a
smaller set of memory related operations. To approximate the bug space in the benchmark, CVEs
are selected from manifestation related CWE categories, including CWE-125, CWE-415, CWE-
416, CWE-476, and CWE-787.The criteria used to delimit the CVE corpus2 and to select suitable
fix commits are described in Appendix C.2.1. For each retained CVE, patch analysis is performed
to extract a canonical bug fix location®; the procedures are detailed in Appendix C.2.2.

For each vulnerability instance, analysis is scoped to the affected file and performed on both

the vulnerable and fixed revisions, using the same SAST configurations as in the evaluation

2CVEs present in the benchmark are excluded from the training corpus to prevent data leakage.
30nly commits with a single code relevant diff hunk are retained, to preserve a one to one mapping between CVE
instance and bug location.
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pipeline. Tool warnings are matched solely by location overlap and labeled as correct warnings
in the vulnerable snapshot when they overlap the confirmed bug location. Overlapping warnings in
the fixed snapshot are labeled as incorrect warnings, since the bug has been removed but the tool
still reports a problem at that location. This pre-fix and post-fix location based labeling strategy*
is independent of tool reported CWE or rule semantics and yields a training corpus aligned with

the actionable warning triage objective; see details in Appendix C.2.3.

4.4.3 Reasoning Layer: Explanation-Driven Warning Triage

SAST tools typically report warnings through brief, rule-centric messages that assume tool-specific
expertise and provide limited insight into how the flagged code behaves in context, making both
human triage and learning based filtering difficult. To address this gap, this chapter introduces
a natural language reasoning layer that operates on normalized SAST warning instances (Sec-
tion C.2.3) and converts each finding into a concise explanation of observable code behavior.
The layer is constrained to characterize behavior rather than correctness: it describes how the
highlighted code operates and how required conditions relate to that operation, without inferring
developer intent or asserting the presence of a bug beyond what is supported by the localized code
context supplied to the model. These explanations provide a uniform abstraction over heteroge-
neous tool outputs and serve as input to a supervised triage model that distinguishes correct warn-
ings, aligned with bug locations, from incorrect ones. In this formulation, SAST triage becomes a
binary sentence classification task over normalized descriptions of code behavior, establishing an

explanation driven filtering stage for actionable warning identification.

Explanation Generation. For each SAST warning, the reasoning layer generates a single sen-
tence explanation with the structure “FORM OPERATION over FOCUS OPERAND, where the
code EVIDENCE,” grounded in a bounded code window consisting of the tool reported line range
together with fixed pre and post context (Section C.3.1). A fixed prompt template separates the
normalized tool message from the localized code snippet and explicitly marks the highlighted
statement (Section C.3.2). The original tool message is used only as a focus hint to determine
which operation or operand aspect should be described; the instruction prohibits quoting, para-
phrasing, or reusing its wording and forbids vulnerability, weakness, or CWE terminology. The
explanation characterizes the relationship between the operation and its required condition using
one of three behavioral forms: Proper, Incorrect, or Missing. Proper denotes that the code at-
tempts and effectively establishes the required condition in the shown context; Incorrect denotes
that the code attempts to establish the condition but does so ineffectively or at the wrong point;
and Missing denotes that the operation is performed without any observable attempt to establish
the required condition. Instruction variants for the training data restrict FORM values depending
on whether the warning originates from a vulnerable or fixed revision, whereas deployment per-

mits all three forms. These categories are only operation qualifiers and are not treated as ground

4Because labeling is derived symmetrically from vulnerable and fixed revisions, class balance emerges from tool
behavior and no rebalancing is applied.
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truth labels. Each generated explanation is incorporated into the corresponding warning instance
and then reintegrated into the SARIF artifact (Section C.3.3), augmenting each warning with a

description of the code behavior and conditions.

Supervised Triage Learning. These augmented warning instances form the training corpus for
triage, with CVE level stratified partitioning applied to prevent leakage between related bug-fix
pairs (Appendix C.4.1). Triage is formulated as binary sentence classification over the generated
explanations. A transformer based sentence classifier is fine-tuned on this corpus, where each
training instance corresponds to a single warning and a binary label indicating whether the tool
flagged a bug related location. By operating on explanations of code behavior, the classifier learns
discriminative patterns such as absent constraints, ineffective checks, or properly established con-
ditions, while abstracting away analyzer specific rule metadata. Model architecture, optimization
configuration, and evaluation protocol are detailed in Appendix C.4.2. Performance is assessed us-
ing accuracy and macro averaged F1 to ensure balanced evaluation across classes. After training,
the classifier functions as a filtering layer over enriched SARIF reports. For each warning con-
taining a generated explanation, it predicts whether the warning is correct or incorrect. Warnings
predicted as correct are retained in the triaged SARIF file, while those predicted as incorrect are
removed. The filtering operates on SARIF results entries without re-executing static analysis,

preserving file paths, line ranges, and rule identifiers (Appendix C.4.3).

Ablations. During development, multiple language-model backends and classifier training con-
figurations were evaluated to determine stable explanation quality and classification behavior.
Variations included alternative LLMs for explanation generation and multiple epoch settings for
classifier fine-tuning. The reported configuration reflects the setting that provided the most con-
sistent validation performance without evidence of overfitting. Details are documented in Ap-
pendix C.3 and Appendix C.4.

4.4.4 Evaluation Design: Detection and Assessment of SAST Findings

Empirical SAST evaluations commonly distinguish between two dimensions: defection, that is,
whether a tool emits warnings that can be matched to known vulnerabilities under a location-based
oracle, and assessment, that is, whether those warnings characterize the underlying weakness type.
The present design retains this separation between detection and assessment while grounding both
dimensions in exact line oracles over the benchmark from Chapter 3. Analysis is restricted to
files linked to benchmark locations, thereby defining a fixed, observable search space that reflects
localization and semantic relevance rather than project-wide reporting scope. Metrics are com-
puted per tool, with the unit of analysis defined as the exact ground truth line location. Results
are aggregated per tool over all benchmark instances, and bug location and error location oracles
are evaluated independently. Assessment is conditioned on detection and therefore applies only to

location-matched warnings.
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Detection (bug vs. error localization). Following Lipp et al. [140], root cause and manifesta-
tion locations are treated as distinct evaluation targets. Each reported start line in the warning
is matched independently against two exact line oracles: the bug location and the error location.
A warning is considered location-matched only if its start line coincides with the corresponding
ground truth line, that is, the warning line equals the bug or error line. The matching and dedupli-
cation procedures are specified in Appendix C.5.1. When multiple warnings from the same tool
refer to the same file and ground truth line, they are collapsed into a single true positive. If the
bug location and error location coincide for a benchmark instance, a matching warning is counted
as a true positive under both oracles. Detection metrics are reported separately for each oracle to

distinguish between bug and error localization.

Assessment (operation match). Assessment examines whether warnings that match a ground-
truth location also report the recorded operation at that location. The reported operation is the BF
operation [19, 18] derived from the tool-reported CWE or rule, and the recorded operation is the
operation assigned to the benchmark location. When necessary, the rule message is consulted to
disambiguate the reported operation. A location-matching warning is considered a correct warn-
ing if its reported operation matches the recorded operation; otherwise, it is considered an inciden-
tal warning. The mapping procedure and disambiguation protocol are detailed in Appendix C.5.2.
Assessment results are discussed qualitatively rather than summarized through precision/recall

metrics, given the small number of matched warnings.

Triage evaluation design. To evaluate the effect of ML-based triage on actionability (RQ3),
detection metrics are recomputed on the triaged SARIF outputs. A warning is considered ac-
tionable if it matches a ground-truth location under the selected oracle; this definition accom-
modates benchmark instances in which bug and error locations coincide. Detection under triage
is computed for both oracle locations using the same exact-line matching criteria and duplicate-
collapsing rules described above. Only SARIF files that produced at least one ground-truth match
in the baseline detection evaluation are considered for triage comparison, to avoid evaluating triage
on files with no evaluable signal. Assessment is not recomputed for triaged outputs; triage analysis

focuses on preserving defect-aligned true positives while reducing false positives.

Evaluation metrics: For each tool and each oracle, precision, recall, and F1 are computed. As
in prior empirical SAST evaluations, metrics are defined over positive evidence only, since true
negatives are not operationally well-defined at scale. Standard contingency counts TP, FP, and FN
are computed, where TP denotes the number of unique ground-truth lines matched by at least one
warning, FP denotes the number of unmatched warnings emitted within the scoped search space,
and FN denotes the number of ground truth lines not recovered by any warning. The metrics are
defined as Recall = TPE—iPFN , Precision = TPLEFP and Fl1=2- %' Recall captures
ground-truth coverage, precision reflects false-positive burden, and F1 summarizes their harmonic

trade-off.
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4.5 Results

This section reports the empirical findings of the SAST evaluation. Section 4.5.1 outlines the
experimental setting and datasets. Section 4.5.2 first analyzes exact-line detection under bug and
error locations. Section 4.5.3 then examines whether warnings matched at detected locations
report the recorded operation. Finally, Section 4.5.4 evaluates whether explanation-driven ML

triage can reduce unactionable SAST warnings while retaining warnings that match bug locations.

4.5.1 Experimental setup and datasets

This section describes the empirical setting used to evaluate both baseline and ML-based SAST
triage. Evaluation is organized along three dimensions: (i) exact-line detection under bug and error
locations, (ii) operation alignment of matching warnings, and (iii) the impact of explanation-driven
triage on preserving warnings aligned with the bug location. The following paragraphs describe
the benchmark characteristics, execution environment, training corpus for triage, and reporting

conventions used to produce the results.

Evaluation dataset. The evaluation dataset is the benchmark introduced in Chapter 3. It covers
17 open-source projects—S8 libraries, 7 utilities, and 2 servers—and contains 30 vulnerability
instances. Due to two vulnerabilities that trigger multiple crashes and overlapping bug locations,
the dataset yields 28 distinct bug locations and 29 distinct error locations. Across instances, root
cause labels span 18 distinct CWEs, whereas manifestation sites (reads and writes) concentrate
into 5 CWE classes, showing that manifestation labels are less diverse than bug labels. Each
instance provides paired bug and error locations together with CWE and operation labels, enabling
exact-line matching under both oracles. Tool execution is restricted to files containing benchmark
locations, consistent with the evaluation protocol defined in Appendix C.5.1; this ensures that
reported performance reflects localization within the scoped files rather than full-project reporting
breadth.

Table 4.3: Warning counts within benchmark-scoped files before and after deduplication.

Tool Bug-scoped files Error-scoped files
Raw Deduplicated | Raw Deduplicated
CodeQL 1308 1073 | 775 710
Cppcheck | 1401 1017 | 1346 984
Flawfinder | 770 726 | 728 674
Semgrep 23717 1858 | 1662 1365

Tool execution and environment. All experiments are conducted in reproducible, containerized
environments as described in Appendix C.1.2. Each analyzer is executed using the fixed invoca-
tion templates and rule configurations detailed in Appendix C.1.3. For Semgrep, the official C

security and correctness rules are augmented with a curated community ruleset to compensate for



Evaluating ML-Based SAST 102

limited default coverage (Appendix C.1.3). Table 4.3 summarizes the volume of warnings gen-
erated within the scoped evaluation files before and after deduplication (Appendix C.5.1). Raw
counts reflect all SARIF diagnostics emitted for files containing bug or error locations, while
deduplicated counts collapse identical diagnostics and region-equivalent warnings per tool prior

to metric computation.

Training dataset. The training corpus for ML-based triage is derived from CVE—patch pairs
used as supervision for bug localization. The initial collection contains 807 CVE-patch pairs

across 213 repositories, with change-size distribution:
n<5:29, 5<n<10:270, 10<n<100: 229, n>100: 12.

After single-file and single-hunk filtering, the dataset retains 369 bugs from 111 projects, with
hunk sizes distributed as follows: 1-line (148), 2-line (164), 3-lines (34), 4-lines (16), 5-lines (5),
6-lines (2). Executing the selected SAST tools on the subset of buildable projects yields 135
location-matched warnings spanning 11 CWEs. Among these, 63 correspond to vulnerable
revisions (true positives) and 72 to fixed revisions (false positives), forming a balanced supervision

corpus for training the classifier.

Reporting conventions. Detection results are reported per tool and per oracle using the contin-
gency counts TP, FP, and FN defined in Section 4.4.4. Aggregation is performed globally per
tool over all benchmark instances; metrics under the bug-location and error-location oracles are
computed independently. Precision, recall, and F1 are derived from these counts as specified in
Section 4.4.4, while implementation details for matching and deduplication are documented in
Appendix C.5.1. Assessment based on operations follows the rule-to-operation mapping proce-
dure described in Appendix C.5.2 and is presented qualitatively. For triage experiments, detection
metrics are recomputed on triaged SARIF outputs using the same matching protocol, enabling

direct comparison of true-positive preservation and false-positive reduction.

4.5.2 Detection of SAST tools under bug and error locations

This subsection compares the detection of SAST tools under two exact-line oracles: the bug loca-
tion and the error location. The aim is to determine whether tool warnings align more often with
the root cause or with the manifestation.

Table 4.4 reports detection under exact-line matching for both oracles. Matches remain sparse:
at the bug location, tools detect between 0 and 2 instances (recall 0.0%-7.1%), while at the
error location they detect between 2 and 4 instances (recall 6.9%—13.8%). Only Semgrep and
Flawfinder detect any bug locations, driven by 0SV-2020-55 (both tools) and 0SV-2020-525
(Semgrep only); notably, the bug and error locations coincide for 0SV-2020-55. At the error
location, CodeQL and Semgrep achieve the highest recall (13.8%), while CodeQL attains the best
error-location F1 (1.1%). Across all tools and both oracles, precision remains below 1%, and
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Table 4.4: Detection at bug- and error-sites using exact-line matching.

Tool Bug-site (IGTI=28) Error-site (IGTI=29)

TP FP Prec. Rec. F1 TP FP Prec. Rec. F1
CodeQL 0 1073 00% 00% 00% | 4 706 0.6% 13.8% 1.1%
Cppcheck 0 1017 00% 00% 00% | 2 982 02% 69% 0.4%
Flawfinder | 1 725 0.1% 3.6% 03% | 3 671 04% 103% 0.9%
Semgrep 2 1856 0.1% 7.1% 02% | 4 1361 03% 13.8% 0.6%

Prec.: Precision, Rec.: Recall; Across all tools, 2 bug and 8 error locations are detected (union of TPs);

false positives dominate the warning volume, keeping F1 below 1.1% overall. Despite the total
true positives across tools (e.g., 13 at the error location), these correspond to only 2 distinct bug

locations and 8 distinct error locations, reflecting substantial overlap in what different tools detect.

Finding 1. SAST tools detect error locations more often than bug locations, and do so with
near-zero precision. Across tools, recall is consistently higher at error locations than at bug
locations, indicating that warnings are more likely to detect the manifestation than the root
cause. Bug detection is limited to two OSV cases (0SV-2020-55 and 0SV-2020-525),
with 0SV-2020-55 exhibiting coincident bug and error locations. At the same time, ex-
treme over-reporting persists: for every detected case, tools emit hundreds to thousands of

unmatched warnings, yielding precision below 1% and F1 below 1.1%.

4.5.3 Assessment of SAST tool warnings at detected locations

Detection determines whether a warning matches a ground-truth location, but it does not indicate
whether the warning corresponds to the recorded operation at that location. Assessment, therefore,
compares the reported operation by the tool at the detected location with the operation recorded
in the benchmark. Figures 4.1 and 4.2 summarize these mappings as Sankey diagrams, showing

whether tools match or mismatch the relevant operation at the detected locations.

Bug location assessment. Figure 4.1 shows the assessment of warnings matched at bug loca-
tions. Because few warnings match bug locations, the observed tool CWEs fall into a small set
whose derived operations map to BF Data Type (CALL, COERCE) and Memory (WRITE) mod-
els. The warnings matched at the bug location shared across tools (0SV-2020-55) are incidental
in both cases: Flawfinder reports WRITE, while Semgrep reports CALL. The warning for
0SV-2020-525 is also incidental, because Semgrep reports COERCE. 0SV-2020-55 is espe-
cially ambiguous because its bug and error locations coincide: the matched line is a memcpy-style
call site, but the bug is the missing length check. Bug-detecting warnings are therefore incidental

because their reported operations do not match the recorded operations (Verify).

Error location assessment. Figure 4.2 shows the assessment of warnings matched at error lo-

cations. CWE-415 is represented with a DEREFERENCE operation; however, Semgrep matches
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Figure 4.1: Reported CWESs and respective operations for warnings detecting bug locations.

both corresponding locations with CWE-762, which maps to DEALLOCATE, making these warn-
ings incidental despite the correct line match. Flawfinder matches the WRITE operation for
one entry, again OSV-2020-55, but reports another matched error location as READ. Beyond
this correct case, tool operations largely fall into BF Data Checks (VERIFY, VALIDATE) and
Data Type (DECLARE, CAST, CALL) models. The remaining warnings matched at error lo-
cations are therefore predominantly incidental: they occur at the correct line but do not match
the recorded operation. A representative example is 0SV-2021-304, where Flawfinder flags
CWE-134 due to a format string within snprint £, yet the failure is driven by an invalid pointer
(¢ja3_str[ja3_str_len]) because ja3_str_len is not verified to remain within bounds,
and the loop keeps appending data regardless of remaining capacity; the out-of-bounds memory
access is represented as WRITE. Semgrep flags the same error line with CWE-676, which can be

interpreted as a CALL, rendering the warning incidental.
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Figure 4.2: Reported CWESs and respective operations for warnings detecting error locations.

Finding 2. Location matched warnings provide limited information about assessment. Even
when tools match the correct lines, the operations they report often differ from the operation
recorded in the benchmark. At bug locations, tool operations concentrate in BF Data Type
and Memory operations, while the bugs correspond to Data Checks operations. At error
locations, only Flawfinder’s WRITE match is correct, while all remaining warnings are
incidental. Cases where the bug and error locations coincide, such as Missing bugs, are

especially ambiguous and make assessment harder.
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4.5.4 Triage of SAST tool warnings at detected locations

This subsection evaluates whether ML-based triage can reduce the number of unactionable SAST
warnings while retaining warnings that match bug locations. ROC analysis on the evaluation
dataset, reported in Appendix C.4.4, provides a threshold-sensitive view of the classifier’s ranking

behavior and further clarifies the separability limits underlying the observed triage outcomes.

Table 4.5: Bug-site triage results on matched files overall and per tool. Precision/Recall/F1 are
reported as percentages.

Tool Baseline +Triage

TP FP FN|Prec. Rec. F1 |TP FP FN|Prec. Rec. F1
Flawfinder| 1 18 0 [5.3% 100.0% 10.0%| 1 14 0 |6.7% 100.0% 12.5%
Semgrep 2 92 0 (21% 1000% 42% | 2 56 0 [3.4% 100.0% 6.7%
Overall 3 110 0 |2.7% 100.0% 5.2% | 3 70 0 |4.1% 100.0% 7.9%

Table 4.5 shows that, at bug locations, triage preserves all true positives (TP = 3, FN = 0)
while removing 40 false positives, from FP = 110 to FP = 70.°> As a result, precision improves
from 2.7% to 4.1% and F1 from 5.2% to 7.9%. Per tool, the same trend holds: Semgrep accounts
for most bug-location warnings and achieves the largest reduction in false positives (92 — 56),

while Flawfinder improves modestly (18 — 14).

Table 4.6: Error-site triage results on matched files overall and per tool. Precision/Recall/F1 are
reported as percentages.

Baseline +Triage
TP FP EN | Prec. Rec. F1 |TP FP FEN|Prec. Rec. Fl
1.2% 100.0% 2.3%| 3 255 1.2% 75.0% 2.3%
4.1% 100.0% 7.8%| 1 33 2.9% 50.0% 5.6%
1.4% 100.0% 2.8%| 2 38 5.0% 66.7% 9.3%
1.4% 100.0% 2.8%| 3 132 22% 75.0% 4.3%
1.5% 100.0% 2.9% | 9 458 1.9% 69.2% 3.7%

Tool

CodeQL 4 339
Cppcheck | 2 47
Flawfinder| 3 212
Semgrep 4 275
Overall 13 873

SO O O O
A= = = =

At error locations (Table 4.6), triage removes nearly half of the false positives (873 — 458,
i.e., 415 filtered), but at the cost of losing 4 true positives (13 — 9), yielding recall 69.2%. Despite
the recall drop, precision increases from 1.5% to 1.9% and F1 from 2.9% to 3.7%. The per-tool
breakdown shows uneven effects: Flawfinder benefits most in precision, from 1.4% to 5.0%, and
in F1, from 2.8% to 9.3%, because many of its matched error warnings are filtered as unactionable,
while CodeQL remains largely limited by precision even after filtering. The retained error-location

warnings are concentrated in cases where the bug and error locations are close. °©

SBug-location results rely on a small number of true positives, making precision and F1 estimates sensitive to small
variations. In such low-support settings, resampling-based confidence intervals would be wide, and the reported gains
should be interpreted as indicative trends rather than stable estimates.

SRetained cases include seven same-function cases (bug-error distance of 0-3 lines) and two cross-function cases.
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Finding 3. In this setting, ML-based triage can identify actionable SAST warnings by
reducing unactionable warnings while preserving all warnings that match bug locations. It
removes 40 false positives from 110 at bug locations, increasing precision from 2.7% to
4.1% and F1 from 5.2% to 7.9%. At error locations, it removes 415 false positives from
873, but also loses 4 true positives, reducing recall to 69.2% while increasing precision from
1.5% to 1.9% and F1 from 2.9% to 3.7%.

4.6 Discussion

This section consolidates the chapter’s findings on detection, assessment, and actionability. Sub-
section 4.6.1 interprets the evaluation results in terms of how often tools recover the root cause
instead of the manifestation, how reliably they characterize operations at those locations, and how
triage affects which warnings remain actionable. Subsection 4.6.2 draws out what the results mean
for empirical research, automation and tooling, and practitioners, focusing on how evaluation prac-
tices, SAST workflows, and triage design should be adapted in each case. Subsection 4.6.3 sum-
marizes limitations on the scope of the evaluation, the training data for triage, and the statistical
robustness of results, and discusses how these constraints affect external, construct, and conclu-
sion validity. Subsection 4.6.4 outlines future work that broadens the evaluation, strengthens the

learned notion of actionability, and relaxes matching criteria in a controlled way.

4.6.1 Interpretation of results

The results show that SAST tools more often locate the manifestation of a vulnerability than
its root cause. Assessment shows that most location-matched warnings are incidental, because
reported operations frequently differ from recorded ones, and Missing bugs make this harder since
correct assessment requires reasoning about absent operations. Triage preserves bug-matching
warnings and retains nearby error-matching warnings when bug-related code is included in the

prompt window, compensating for cases where the tools miss the bug.

SAST tools tend to detect the manifestation of a vulnerability rather than its root cause.
The detection results show that SAST tools match more error locations than bug locations. This
tendency is further supported by the distance between bug and error locations: 9/13 error-matching
warnings occur within the same function as the bug, yet few tools match the bug location itself.
The bug-matching and error-matching warning sets are also largely disjoint: the vulnerabilities
matched at bug locations are generally not the same ones matched at error locations, indicat-
ing that tools tend to match one location along the vulnerability chain. For example, Semgrep
matches the bug location of 0SV-2020-525 but not its error location a few lines later. The
0SV-2020-55 case is the only exception — the only vulnerability detected by Flawfinder and
Semgrep at both bug and error locations — and only because those locations coincide, making a

location-matching warning ambiguous about whether it reflects the root cause or its manifestation.


https://osv.dev/vulnerability/OSV-2020-525
https://osv.dev/vulnerability/OSV-2020-55
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Location-matched warnings provide limited information for assessment. The assessment re-
sults show that reported operations do not reliably match the recorded operations at either location.
At error locations, the single correct warning is likely incidental: Flawfinder reports WRITE
for both 0SV-2020-55 and 0SV-2020-71, yet only the former corresponds to a WRITE — the
latter is a READ — suggesting a pattern of memory operations co-occurring at error locations
rather than correct assessment. 0SV-2020-55 is also the only detected case where bug and er-
ror locations coincide, and this is characteristic of Missing bugs: a location match there can still
reflect the manifestation rather than the root cause, since the relevant operation is absent. Since
the benchmark is dominated by Missing bugs and all bug-matching warnings correspond to Miss-
ing VERIFY, this pattern explains why they are incidental. Location-matched warnings, therefore,
tend to capture recognizable operations at error locations while missing the operations that make

the program unsafe at bug locations.

ML-based triage can identify actionable SAST warnings. The triage results show that clas-
sifying and filtering warning explanations can reduce unactionable warnings while preserving all
warnings that match bug locations. Bug-matching warnings are preserved because the classifier
was trained on explanations generated for those locations and therefore directly encodes informa-
tion about the bug. Some error-matching warnings are also retained, which the bug—error distances
help explain: when the error is close to the bug, as in the seven same-function cases with up to
three lines of distance, the prompt window in the reasoning layer still includes bug-related code
even when the warning is matched at the error location. When bug and error locations are far-
ther apart, especially across functions or files, that shared context disappears, and error-matching

warnings are more likely to be filtered.

4.6.2 Implications for research, tooling, and practice

The detection, assessment, and triage results presented in this chapter carry implications for em-
pirical research, for automation and tooling, and for practitioners. The implications are grounded
in how SAST tools behave under bug and error oracles, how closely the matched warnings align
with relevant operations, and how ML-based triage over explanations addresses the actionability

of warnings, and inform the design and evaluation of SAST workflows across these audiences.

For empirical research. Because SAST tools more often produce error-matching warnings than
bug-matching ones—and the two sets are largely disjoint—evaluations that do not distinguish be-
tween them can end up crediting tools for matching the manifestation of a vulnerability rather than
its root cause. Assessment compounds this: the reported operations in location-matched warnings
mostly diverge from recorded operations at both locations. For empirical work, this means that
detection rates from evaluations that do not separate matches by location along the vulnerability
chain may conflate root cause with manifestation, and that evaluations relying on coarse location

oracles, such as function- or file-level, risk mismeasuring detection altogether. Evaluations that
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additionally do not verify whether reported operations in location-matched warnings correspond

to recorded ones risk counting incidental matches as genuine detection.

For automation and tooling. Because the evaluated pipeline reduces false positives while pre-
serving bug-matching warnings, natural-language explanations of SAST findings constitute a vi-
able representation space for learning a decision function that distinguishes actionable from unac-
tionable warnings. For automation, this means that LLMs can articulate the semantic context at
candidate locations into structured explanations that SAST tools cannot express, and that halluci-
nation risk in the verdict can be contained at the classification step by fine-tuning a PTM-based
classifier on those representations to learn a supervised decision function for actionability. These
implications are most direct within the evaluated scope, where the classifier is trained on explana-
tions generated for bug-matching warnings in CVEs and evaluated on a benchmark dominated by

Missing bugs, and may not generalize to different bug distributions or tool configurations.

For practitioners. Because the evaluated SAST tools report many warnings while achieving
near-zero precision in the benchmark, their detection is, in this setting, effectively limited to pro-
ducing noisy locations near bugs, and ML-based triage can retain some of these as error-matching
warnings, where retention is sensitive to the code context. For practice, this means that SAST
tools are more useful as generators of candidate locations for triage than as standalone detectors,
and that triage, when applied selectively to warnings in bug-prone software contexts, could sur-
face locations that guide detection toward the bug, even when the cause is missing and the exact
operation is not visible. These implications are most direct for tools that heavily overreport and for

settings where the cost and latency of generating and classifying explanations remain manageable.

4.6.3 Limitations and threats to validity

This study has several limitations that should be considered when interpreting the results. These
concern the scope of the benchmark and tool selection, the construction of the training corpus
for the classifier, and the statistical robustness of results, which affect external, construct, and
conclusion validity. Although detection, assessment, and triage are measured under a precise
notion of actionability, these constraints remain relevant for interpreting how the findings may

apply beyond this setting and motivate future work with broader benchmarks and training corpora.

Scope of benchmark and tool selection. The benchmark comprises 30 fuzzing-derived vul-
nerabilities, biasing the sample toward C/C++ memory-safety vulnerabilities in library software
projects, which also constrains the tool selection to four build-independent, SARIF-emitting ana-
lyzers under default rule configurations — reflecting realistic out-of-the-box usage but excluding
tools that require full builds, extensive rule engineering, or project-specific configuration. This
bounds external validity in two directions: the findings may not generalize across programming

languages, vulnerability classes, or discovery processes, and the results characterize lightweight
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tools in default configurations rather than the full spectrum of SAST deployments. The observed

patterns of detection, assessment, and triage should therefore be interpreted within this scope.

Classifier training corpus. The training corpus relies on approximating bug locations from
patches, restricting bug-location extraction to fix commits with a single, small diff hunk. The
labeling strategy depends on running SAST tools and obtaining bug-matching warnings in both
the vulnerable and fixed snapshots; although it is independent of tool-reported CWEs or rule se-
mantics, it may limit the corpus to the amount, distribution, and kinds of bugs the selected tools can
detect. Because explanations are generated from those warnings, they can inherit tool-specific bi-
ases, where analyzers with generic messages may yield less precise explanations, while those with
specific messages may produce richer descriptions. This may affect construct validity, because the
learned notion of an actionable warning is grounded in the subset of bugs that are both locatable
from patches and detectable by the selected tools, and the precision of that notion depends on the
quality of the explanations in the training data. It may also affect internal validity, because triage
gains may vary systematically across tools, favoring analyzers whose warnings carry sufficient

semantic detail over those that emit generic messages.

Statistical robustness of strict matching. In the evaluation, the detection is grounded in warn-
ings that match the exact bug and error line, which is precise but restrictive, since warnings that
match surrounding locations are excluded, and other matching criteria are not evaluated. Under
this strict matching, true positive counts remain low under both oracles, especially at bug locations,
which further propagates into assessment and constrains triage. This affects conclusion validity,
because measured recall and F1 can change materially if a single warning match is gained or lost,
and the small number of true positives is insufficient to support statistically robust claims. The re-
ported metrics should therefore be interpreted as estimates under this strict matching, rather than

as bounds on what detection, assessment, and triage could achieve under more tolerant criteria.

4.6.4 Future Work

This chapter suggests several directions for future work. The main direction is to broaden the
empirical basis by expanding the tool set and scaling and diversifying the benchmark and training
corpora, so that detection and triage patterns can be tested beyond the current combination of tools,
projects, and vulnerabilities. Another direction is to evaluate detection under graduated matching
criteria in a controlled way while preserving the distinction between bug and error locations. These

directions are intended to broaden the scope and robustness of the present study.

Broadening benchmark and tool set. One direction is to broaden the evaluation tool set and
benchmark beyond the current four SAST tools and the corpus of 30 fuzzing-derived vulnerabil-
ities in C/C++ projects. A natural first step is to enlarge the existing benchmark with additional

vulnerabilities of the same types in the same projects, then extend it to further vulnerability classes,
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additional projects, and eventually other programming languages. On the tooling side, a comple-
mentary progression is to include further lightweight SAST tools that prior empirical evaluations
have underrepresented and then gradually incorporate analyzers based on sounder techniques, such
as formal methods. This would address the limitation that the present results primarily character-
ize a few lightweight tools over a small set of memory-safety vulnerabilities, by testing whether

the observed patterns in detection, assessment, and triage persist as the evaluation scope broadens.

Scaling and diversifying the training corpus. Another direction is to expand the training cor-
pus for triage by incorporating a wider range of CVEs, vulnerability classes, and tools beyond
those currently used in this chapter. This would address the limitation that the learned notion of
actionability is grounded in the subset of bugs that are both locatable from compact, single-file
patch changes and detectable by the selected tools, by exposing the classifier to a broader dis-
tribution of bug patterns and explanation types. It would enable more reliable calibration of the
decision boundary for actionability and it would help determine whether the observed triage trends

persist when the training corpus reflects greater diversity in bug structure and warning specificity.

Detection under graduated matching criteria. A further direction is to evaluate detection and
triage under graduated matching criteria that extend beyond exact line matching while preserving
the distinction between bug and error locations. One approach is to introduce margins around the
bug location—such as matching within a bounded window of 7 lines before and after the canonical
line—so that warnings at nearby statements can be treated as alternative notions of actionability
and compared against the exact-line baseline. This would address the limitation that the current
evaluation treats only exact bug-line matches which keeps true positive counts small, by explicitly
measuring how often surrounding warnings would have altered detection and triage metrics. It
would enable more statistically robust estimates of recall and F1 and would help characterize
which proximity thresholds yield practical gains in actionability without collapsing the distinction

between root cause and manifestation.

4.7 Summary

Objective. SAST tools can scan large codebases and flag code locations, but it is unclear whether
detections correspond to the bug or to its manifestations, and without addressing that, it is also un-
clear whether any given warning is worth acting on. This chapter therefore evaluates three dimen-
sions of tool behavior: (i) whether detections reflect bug locations or error locations; (ii) whether
warnings characterize what is wrong at the matched locations; and (iii) whether retaining only

warnings that characterize bugs can improve the actionability of SAST tool outputs.

Method. Four SAST tools (CodeQL, Semgrep, Cppcheck, Flawfinder) were evaluated on
the benchmark from Chapter 3 at bug locations and error locations, using exact-line matching.

Matched warnings were further assessed by comparing the operation derived from each warning’s
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CWE against the operation recorded in the benchmark. To evaluate actionability, a reasoning layer
generates a structured explanation of code behavior at each warning location, which a PTM-based
classifier uses to distinguish warnings that correspond to bug locations from those that do not.
The classifier was trained on a corpus derived from CVEs in memory-safety CWE families: diff
analysis of fix commits identified a single bug location per patch, and overlap with SAST warnings

on both vulnerable and fixed revisions assigned correct and incorrect labels.

Findings. First, detection was limited under exact-line matching and consistently higher at er-
ror locations than at bug locations; bug-matching and error-matching warning sets were largely
disjoint, suggesting that tools tend to match one location along the vulnerability chain rather than
both. Second, most location-matched warnings were incidental: even when a tool matched a
ground-truth line, the reported operation frequently differed from the one recorded in the bench-
mark; Missing bugs are especially difficult, since the relevant operation is absent, and coincident
bug and error locations make assessment harder. Third, ML-based triage reduced unactionable
warnings while preserving all warnings that match bug locations; at error locations, triage removed
nearly half of the false positives but also lost some true positives, with retained cases concentrated
in entries where bug and error locations are close, suggesting that proximity may preserve enough

bug-related context for the classifier to identify those warnings as actionable.

Implications. These results suggest that evaluations should distinguish detection at bug loca-
tions from detection at error locations, since coarse oracles risk mismeasuring detection altogether,
and evaluations that do not verify whether reported operations match recorded ones risk counting
incidental matches as genuine detections. For automation, natural-language explanations of code
behavior constitute a viable representation for learning to distinguish actionable from unactionable
warnings, with LLM-generated explanations providing structure that SAST tools cannot express
and a fine-tuned classifier containing hallucination risk at the classification step. For practice,
SAST tools are more useful as generators of candidate locations for triage than as standalone
detectors, and triaged error-matching warnings close to the bug location may still serve as entry

points toward the root cause.



Chapter 5

Conclusions and Outlook

This chapter concludes the thesis by consolidating its contributions on vulnerability representa-
tion, benchmark ground truth, and warning actionability. It revisits the three research questions
in sequence, summarizing how the thesis establishes the security bug—characterized through its
root cause and software context—as the central unit of analysis, operationalizes the vulnerabil-
ity representation into executable benchmark instances with explicit bug and error locations, and
evaluates SAST tools and ML-based triage under oracles defined at those two reference locations
and assessment criteria grounded in the root cause.

Beyond restating results, the chapter synthesizes findings that emerge only when reconstruc-
tion, reproduction, and evaluation are considered together. It highlights the effects of representing
vulnerabilities primarily through their manifestations, the frequent non-equivalence of bug and
error locations, and the explanatory role of Missing versus Incorrect bugs in shaping both labeling
ambiguity and tool behavior. These insights motivate a coherent set of implications for vulnera-
bility research methodology, benchmark construction, and tool design and evaluation.

The chapter closes with limitations that reflect the thesis design trade-offs—prioritizing fidelity
and reproducibility over breadth—outlines future directions that extend the proposed evaluation
framework, and offers concluding remarks on why ground truth that distinguishes the bug from the
resulting error is necessary for meaningful evaluation and for progress toward reliable vulnerability

detection and repair.

112
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5.1 Revisiting Research Questions

This thesis evaluates vulnerability analysis techniques by distinguishing the bug from its mani-
festations. It represents vulnerabilities as bug — error — failure chains and defines ground truth
through two reference locations: the bug location, localized from the patch, and the error location,
localized from the crash report. This section revisits the three research questions and summarizes
the main findings for each. RQI1 identifies recurring bug profiles and the error and failure out-
comes through which they manifest; RQ2 examines the benchmark attributes needed to preserve
the distinction between the bug and its manifestation during evaluation; and RQ3 evaluates what
current SAST tools recover under that benchmark and whether ML-based triage can help retain

actionable warnings.

RQ1. What are the profiles of software security bugs and their manifestations?

RQ1 asks whether the security bugs in the analyzed corpus exhibit recurring, interpretable patterns
when characterized by cause and operation across software context, and how those patterns relate
to the resulting errors and failures through which the bugs propagate. To answer this question,
the thesis reconstructs each case as a structured bug — error — failure chain ' and character-
izes the bug through tuples of cause, operation, software type, functional area, and programming
language. On that basis, the first part of the question examines recurring combinations of root
cause across software context, while the second examines how those bug profiles relate to the
downstream errors and failures through which vulnerabilities manifest.

The first part of the question finds that Data Processing components are the most frequent
locus of bugs for both Missing and Incorrect causes in the curated corpus. Missing bugs occur
most often as omitted Data Checks, especially in PHP web applications, whereas Incorrect bugs
recur mainly as Data Type mistakes in C. These observations indicate that recurring combinations
of root cause across software context can be identified within the scope of the analyzed cases.

The second part of the question finds that similar failures can arise through different error
paths. In the analyzed corpus, both Missing and Incorrect bugs most often culminate in Code
Execution; however, Missing cases reach this outcome through Semantic Corruption or Authority
Violation, whereas Incorrect cases propagate through State Corruption. These observations are
consistent with the broader argument of the thesis that evaluation should preserve the distinction

between the bug and its manifestation rather than rely solely on the manifestation.

RQ2. Which vulnerability attributes are required in a benchmark for evaluation?

RQ?2 asks what a vulnerability benchmark must preserve so that evaluation outcomes reflect actual
detection capability rather than incidental agreement with crash context. To answer this ques-
tion, the thesis constructs executable benchmark instances from fuzzing-derived vulnerabilities

and records two reference locations for each case: the bug location, derived from the patch, and

!n the simplified form, where the error corresponds to the final error in the BF (see Section 1.2)
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the error location, derived from the crash report obtained by replaying the crashing input. This
design allows evaluating whether a technique identifies the bug in the code or only the runtime
point at which the manifestation becomes visible.

The results indicate both structural and semantic separation between the bug and its manifes-
tation. Bug and error locations frequently do not coincide in the reproduced vulnerabilities, and
this separation can persist even within the same function. When the two locations cross function
boundaries, the bug may lie along call paths ranging from a single edge to deeper call chains, in-
dicating that the crash report can localize the manifestation far from the underlying bug. A similar
separation appears in the operations recorded at these locations: at the error location, operations
in these 30 crash reproductions are concentrated in a small set of program actions tied to memory
usage, while the operations associated with the bug reveal substantially broader diversity. In effect,
many distinct bug operations can converge on the same limited set of error site operations.

These findings indicate that a reliable evaluation benchmark should preserve (i) explicit record-
ing of both the bug location and the error location whenever they can be reconstructed, and (ii) the
improper operation derived from patch artifacts, so that evaluation does not collapse distinct bugs

into a single notion of correctness defined only by the manifestation.

RQ3. To what extent can ML-based triage identify actionable SAST warnings?

RQ3 examines what current SAST tools recover when evaluation distinguishes the bug location
from the error location, and whether ML-based triage can improve the actionability of reported
warnings. To answer this question, the thesis evaluates SAST tools on the benchmark introduced
in Chapter 3 under the two exact line oracles and assesses whether matched warnings convey
meaningful information about the bug by comparing operations derived from the CWE labels
reported by the tools with the bug and error operations recorded in the benchmark. It then intro-
duces an ML-based triage layer that learns from short natural-language explanations derived from
the warning message and the localized code context to filter unactionable findings.

The evaluation results indicate that recall tends to be higher at the error location than at the bug
location, suggesting that the analyzed tools align more often with the manifestation than with the
underlying bug. Because the tools over-report, the precision is very low, leaving many warnings
unactionable and limiting their practical usefulness. Beyond localization, matched warnings often
provide only limited information about the bug: even when tools report the correct lines, their
operations derived from the reported CWE often differ from the bug and error operations in the
benchmark. This indicates that a location match alone does not mean that the warning identifies
the bug under analysis, especially when the bug and error locations are close or coincide.

The final part of RQ3 finds that the ML-based triage layer can filter a substantial share of false
positives while preserving most of the warnings that match the bug location, but not those that
match the error location. In the evaluated setting, this suggests that the triage step can retain the
warnings considered as actionable, namely those that align with the bug location and therefore
point to code whose repair would remove the vulnerability. These findings remain specific to the

evaluated benchmark, tool set, and triage scope.
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5.2 Synthesis of Key Findings

This section brings together findings that become clearer when Chapters 2—4 are considered
jointly. Across the thesis, vulnerabilities are examined as bug — error — failure chains, re-
constructed from patch artifacts, reported outcomes, and runtime evidence. This representation
reveals recurring patterns and structure, highlights the prevalence of Missing bugs and their rela-
tion to the error, and shows why distinguishing the bug from the error matters for evaluation and
triage. When that structure is not preserved, distinct bugs can be reduced to similar manifestations,

making it harder to interpret what the data represent and what tools actually detect.

Vulnerability structure across profiling and benchmarking

Chapters 2 and 3 indicate that the vulnerabilities analyzed in this thesis exhibit a structure that
becomes visible only when the bug is related to its manifestation, and that software context pro-
vides an additional lens through which it becomes possible to explain why bugs arise and how
they manifest depending on the implementation setting in which they occur.

Chapter 2 introduces the bug — error — failure chain as the representation of a vulnerability
and uses it to analyze how bugs relate to their manifestations across software context. While
the bug is reconstructed from patch artifacts, the manifestation side of the chain is reconstructed
from the CVE description, so part of the analysis characterizes propagation patterns based on
reported outcomes. It nevertheless reveals that vulnerabilities similar at the level of failure can
arise through different bug — error pathways, and that those pathways vary with software context,
especially programming language: State Corruption occurs more often in C/C++ cases, while
Semantic Corruption or Authority Violation appear more often in PHP Web Applications.

To ground in code the vulnerability representation introduced in Chapter 2, Chapter 3 re-
produces vulnerabilities in C/C++ and measures the separation between the bug and the error
locations, adding a positional dimension to that structure. In the reproduced cases, bug and error
locations frequently do not coincide: separation persists even within the same function, and when
locations cross function boundaries, call-graph distances range from a single call edge to deep call
chains. This extends the results of Chapter 2: vulnerability structure includes not only how bugs
propagate into manifestations, but also how the positional relation between the bug and the error
varies across reproduced cases. The next subsection shows that variation is itself related to the

semantics of the bug.

Missing data check bugs as a dominant pattern

Across both the curated corpus (Chapter 2) and the reproduced benchmark instances (Chapter 3),
roughly 70% of reconstructed vulnerabilities are characterized by a Missing cause rather than an
Incorrect cause. This recurring pattern helps explain why the bug is often harder to characterize
and localize than its manifestation: when the relevant condition is absent from the code, what

becomes visible is the point at which the program first operates on an improper operand.
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Chapter 2 makes this pattern visible through bug profiles. In that corpus, Missing bugs account
for 72.7% of the cases and concentrate in Sanitize, Validate, and especially Verify. These oper-
ations reflect expected conditions on data that should have been established before the program
proceeds. Such bugs are harder to localize as explicit program actions, since the problem is that
a required check or constraint was omitted rather than that an existing operation was performed
incorrectly. By contrast, Incorrect bugs are less frequent and more dispersed across operations.
At this stage, the analysis suggests that many vulnerabilities arise because expected properties of
input, such as bounds, validity, or consistency, were assumed but never established.

Chapter 3 shows that the same pattern persists in the reproduced C/C++ cases, where 66.7% of
bugs are also characterized by a Missing cause. Bug operations remain more diverse, but they again
concentrate in Verify, mostly under a Missing cause; Missing also appears in Clear, Reposition, and
Initialize. By contrast, Incorrect bugs are less frequent and remain distributed across a wider range
of operations, consistent with Chapter 2. When the distance between bug and error is measured, a
further difference appears: for bugs with a Missing cause, the observed error more often remains
within the same function as the bug, whereas Incorrect bugs more often propagate across functions
and files. This indicates that bug—error distance is also shaped by the root cause. That distinction
becomes important in the next subsection, where SAST tools are examined to determine whether

they match the bug or only its manifestation.

Effects of distinguishing bug and error in evaluation

Chapter 4 shows that evaluation depends strongly on which reference location is treated as correct.
Distinguishing the bug location from the error location changes both how tool performance is
measured and how warning actionability is assessed. Triage can improve actionability, but only
when the code context around the flagged location retains enough information about the bug.

Under that evaluation, SAST tools more often align with the observed error than with the
underlying bug, but with very low precision. A location match alone is not sufficient to conclude
that a warning identifies the bug: even when warnings match the reference lines, the operations
derived from the reported CWEs often differ from those recorded in the benchmark, suggesting
that many matched warnings are incidental. Read together with Chapters 2 and 3, this shows that
the bug can be harder to identify than its manifestation, which limits what evaluation can measure
and what tools can reliably detect. This is especially relevant in a corpus where many bugs are
characterized by Missing causes and where bug and error do not always coincide.

The ML-based triage results complement this picture. In the evaluated setting, the triage layer
preserves warnings that match the bug location while filtering some that match only the error
location, consistent with the thesis notion of actionability. One plausible explanation is that the
classifier is trained on explanations derived from bug-matching warnings, so the signal it learns
is more closely tied to bug context than to error context. This makes the positional findings of
Chapter 3 relevant to triage: when bug and error are close, the code context around an error-
matching warning may still retain enough information about the bug to support an actionable

explanation; when they are farther apart, that signal may no longer be present. These results
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suggest that ML-based triage can reduce false positives while preserving relevant warnings, even

at error locations, when the available context still contains enough information about the bug.

5.3 Implications

Vulnerability understanding and evaluation become more reliable when vulnerabilities are repre-
sented as bug — error — failure chains. Datasets and benchmarks must support reconstruction
and reproducibility while preserving the distinction between bug and error; this representation en-
ables analysis of vulnerability patterns and requires evaluation methods that distinguish what is
being detected; and, in practice, tool outputs must identify the bug and relate findings across the

chain to support actionable repair, with triage benefiting from operating over these structures.

Implications for datasets and benchmarks

A central implication from Chapter 2 and Chapter 3 is that datasets and benchmarks must sup-
port two linked requirements: vulnerabilities must be reconstructable from public records and
reproducible as executable instances. For reconstruction, datasets must provide enough structured
information to recover the bug and its manifestation from reported artifacts, while for reproducibil-
ity, benchmarks must preserve the software and execution artifacts needed to replay and validate
those cases over time.

For reconstruction, current vulnerability records often lack the structured information needed
to support reliable automation and large-scale analysis. In practice, key metadata needed to iden-
tify the relevant software and trace it to public source code is often incomplete, inconsistent, or
missing, which complicates the recovery of patches and supporting artifacts. CVE descriptions
present a similar problem: many contain grammatical errors, follow no consistent template, or
omit details about the root cause, consequences, and impact needed for reconstruction. Without
such improvements, vulnerability datasets remain limited in scale and utility.

For reproducibility, benchmarks require more than a description, metadata, and a patch. In
Chapter 3, benchmark construction links OSV records to NVD CVEs to identify vulnerabilities
that can be reproduced for concrete manifestation evidence at runtime. To support buildability, re-
playability, and fix verification, these records must link to vulnerable project versions, reproducer
inputs, crash reports, and fixing commits that remain available and usable. These requirements are
often undermined by ecosystem drift and underspecified metadata, which make software harder to
rebuild and validate over time. Benchmarks should therefore package the software and execution
artifacts needed to reproduce each case.

Underlying both conditions is a question of representation: datasets and benchmarks must be
explicit about which elements of the vulnerability their ground truth captures. Chapter 3 shows that
operations at the error location are concentrated and can arise from many distinct bugs, so treating
the manifestation as ground truth without clarifying its role in the chain leaves downstream tasks
without a reliable oracle. This ambiguity follows from reporting practices examined in Chapter 2,

where vulnerabilities are described primarily through their manifestation, collapsing the bug —
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error — failure chain into a single label. Datasets and benchmarks should therefore treat the bug

and the error as distinct elements of the vulnerability.

Implications for research

A central implication is that analyzing vulnerabilities as bug — error — failure chains across soft-
ware context reveals patterns that are not visible when considering manifestation alone. Chapter 2
shows that, when reconstructed in this way, vulnerabilities can be organized into bug profiles that
explain where bugs concentrate and how they propagate into errors and failures. This also reveals
that similar failures can arise from different bugs, and that propagation depends on the surround-
ing software context. These results suggest that such patterns should be studied at larger scale to
determine whether they remain stable, can be consolidated, or whether additional patterns emerge.

Closely related is the need to distinguish explicitly between elements of the vulnerability chain
during evaluation. Chapter 3 shows that the bug location and the error location frequently diverge.
This implies that empirical studies should state explicitly which element of the chain their oracle
targets and, where feasible, report results separately for each location. Without this distinction,
evaluation may misrepresent what is being detected, for example by counting matches at the er-
ror location as if they identified the bug, which can lead to overestimating detection. Chapter 4
shows that this occurs in practice, with SAST tools matching error locations more often than bug
locations. Even when warnings match the reference lines, they may describe operations that dif-
fer from those recorded in the oracle, making such matches incidental. This indicates that, for a
warning to be meaningful, it must be evaluated both by its location and by whether it captures the

operation that is actually improper at that location.

Implications for tools and practice

The main implication for practitioners is that, as observed in Chapter 2, data-processing compo-
nents, such as parsers and upload handlers, emerge as recurring vulnerable locations in software,
meaning these hotspots should be prioritized. Because the reconstruction is grounded in fixing
patches, these implications correspond to concrete repair actions: Missing bugs benefit most from
validation, verification, and sanitization, whereas Incorrect bugs require correctness in arithmetic,
memory management, and control flow.

The main implication for tools is that, since developers fix the bug to remove the vulnerability,
warnings must identify those locations to be considered actionable. As shown in Chapter 2 and
Chapter 3, many cases involve Missing cause, where the bug is not an incorrect statement but
omitted logic that may not have a single explicit location in code. In such cases, automation must
infer that a relevant program action is absent, rather than merely flag code that appears wrong.
This suggests that reporting warnings as independent findings is insufficient for actionability, and
that representations capturing vulnerability chains in code and at runtime can provide a more

informative basis for inspection and repair.
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Triage can also benefit from operating over vulnerability chains rather than isolated warnings.
In the evaluated setting of Chapter 4, triage operates on natural-language explanations derived
from warning messages and limited source-code context, and results show that warnings matching
error locations are more likely to be retained when that context also captures information about the
bug, which typically occurs when the two locations are close. When the bug and error locations
are further apart, this shared context is less likely to be present, making relevant warnings harder
to retain. This suggests that triage would benefit from representations that explicitly connect these

locations, particularly when bug—error separation spans functions or files.

5.4 Limitations and Threats to Validity

The limitations of this thesis concern two recurring threats, corpus scope and labeling reliability,
that also affect the evaluation and its outcomes. Chapters 2 and 3 were curated independently, so
their external validity is bounded separately, but both rest on small, heavily filtered corpora and
share the same construct validity threat in root-cause labeling, which propagates into Chapter 4
alongside low detection rates that constrain conclusion validity. Both corpora exhibit a similar
distribution of bug causes, partially mitigating concerns about construct validity. These constraints
motivate future directions on broader corpora and evaluation settings. The following paragraphs

address the primary and secondary limitations of each chapter in turn.

Chapter 2 corpus scope, representativeness, and reliability. Of the 4,324 Critical-severity
CVE:s initially considered, successive filtering for reporting quality, entity extraction, and patch
traceability reduced the corpus to 66 cases. This bounds external validity: the observed bug-cause
distributions should be interpreted as corpus-conditional rather than representative of the broader
vulnerability population, and likely skew toward better-documented, more cleanly attributable
cases. A secondary limitation is patch noise, which concerns construct validity, because it can
prevent confident attribution of the bug to a specific patch region; complex cases were excluded
rather than labeled with reduced confidence. A related limitation concerns patches that perform
multiple actions, which also affect construct validity because root cause labeling requires interpre-
tive judgment, compounded when the operation falls outside the current BF’s coverage and must
be mapped to the closest CWE weakness; ambiguous cases were resolved through multiple iter-
ations of Al-assisted analysis. Mitigation of construct validity threats also involved documented
disambiguation heuristics, consistency checks, and validation against issue reports and fix commit

messages, but no inter-rater agreement check was performed.

Chapter 3 corpus selection, scope, and stability. Of the 1,520 OSV entries with product and
CWE overlap in NVD, only 69 were reference-matched, and automated crash reproduction was
feasible for 30. This bounds external validity in a direction distinct from Chapter 2’s, because
the OSS-Fuzz origin of the corpus biases it toward memory-safety vulnerabilities in C/C++ pro-

grams and toward components amenable to fuzzing, such as libraries; as a result, the reproduced
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set should be read as characterizing what can be reproduced from such artifacts rather than the
broader vulnerability population. A secondary concern is construct validity: this chapter reuses
Chapter 2’s cause and operation labeling schema, so the same labeling ambiguities and the inter-
rater agreement gap discussed above recur here. A further concern is the reproducibility of the
corpus over time since reproduction depends on OSS-Fuzz infrastructure, repositories, build de-
pendencies, and toolchains that may change or disappear, and although containerizing the software
and execution artifacts needed for each case mitigates this fragility, it does not remove the depen-

dence of the corpus on artifacts outside the control of the thesis.

Chapter 4 scope, selection, and robustness. The evaluation inherits the scope constraints de-
scribed above for Chapter 3; tool selection is further limited to four build-independent, SARIF-
emitting analyzers under default configurations. This bounds external validity in two directions:
the findings may not generalize across languages, vulnerability classes, or discovery processes,
and the results characterize lightweight tools in default configurations rather than the full spec-
trum of SAST deployments. A secondary limitation is what the classifier learns as actionable,
which concerns construct validity, because the training corpus reflects the subset of bugs that are
both locatable from small patches and detectable by the selected tools. Further, the measured
recall and F1 metrics, especially at bug locations, are limited by low true positive counts, which
are insufficient to support statistically robust claims and thus concern conclusion validity; the re-
ported metrics should therefore be read as estimates under strict exact-line matching rather than as

bounds on what detection, assessment, or triage could achieve under more tolerant criteria.

5.5 Future Directions

This thesis suggests several directions for future work that extend its scope and address its primary
constraints. Scaling the reconstruction and labeling workflow through Al-based assistance would
reduce corpus attrition and improve reliability across all three empirical stages. Extending the
reproduction pipeline and evaluation to additional projects, vulnerability classes, and tool types
would test whether the observed patterns generalize beyond the current empirical setting. The

following paragraphs elaborate on these directions for each chapter.

Chapter 2 scalability, corpus coverage, and schema refinement. The primary direction is
scaling the reconstruction and labeling workflow through Al-based assistance. Large language
models could compensate for incomplete or irregular CVE records by normalizing descriptions,
recovering missing details, and improving traceability from products to repositories, while agentic
workflows could support patch scanning, bug localization, and structured explanation generation.
Together, these would reduce the corpus attrition identified in the limitations and shift the hu-
man role toward reviewing Al-generated cases rather than constructing them from scratch; as the

dataset grows, the manually curated cases could also serve as a benchmark for evaluating how
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closely Al-assisted methods approximate expert judgment. Secondary directions include expand-
ing coverage beyond Critical-severity CVEs to test whether the observed bug-cause profiles remain
stable across severity levels, and refining software context attributes, such as functional area, to

improve profile separability without over-fragmenting the schema.

Chapter 3 coverage, labeling automation, and pipeline scalability. The primary direction
is extending the reproduction pipeline to additional programming languages, project types, and
vulnerability classes by building on OSS-Fuzz’s multi-language support and adapting the Docker-
based build and sanitizer configurations accordingly. This would reduce the selection bias toward
C/C++ memory-safety vulnerabilities identified in the limitations and broaden the benchmark’s
generalizability. The Al-assisted labeling and inter-rater validation direction discussed above for
Chapter 2 applies here as well, since the root cause labels in this chapter carry the same construct
validity threat; the manually labeled cases from both chapters could serve as few-shot context or
fine-tuning data for that classification task. A further direction specific to this chapter is improv-
ing OSV-CVE linkage and root-cause localization: incorporating affected product versions as a
fallback matching criterion could increase corpus coverage beyond the current reference-overlap
dependency, and fault localization guided by fuzzing could reduce the manual effort required to

identify the bug location from the crashing input.

Chapter 4 evaluation scope, training diversity, and matching criteria. The primary direction
is broadening the evaluation beyond the current four lightweight SAST tools and 30 fuzzing-
derived vulnerabilities. A natural progression is to build on the corpus extension direction dis-
cussed above for Chapter 3, and then to incorporate analyzers based on sounder techniques, such
as formal methods, to test whether the observed detection, assessment, and triage patterns persist
as the scope broadens. A secondary direction is expanding the training corpus for the triage clas-
sifier to reflect a wider range of bug patterns and explanation types beyond those in the current
study; this relates to the Al-assisted labeling direction discussed above for Chapters 2 and 3, since
a broader and more reliably labeled corpus would also improve the training signal. A further di-
rection is to evaluate detection and triage under graduated matching criteria within a bounded line
window while preserving the distinction between bugs and errors; this would yield more robust

recall and F1 estimates and help identify proximity thresholds for practical gains in actionability.

5.6 Concluding Remarks

Vulnerability analysis and evaluation depend on reliable ground truth about what a vulnerability
is — yet public records, standards, and benchmarks have historically described vulnerabilities
through their manifestations, conflating root cause with observable consequence. This thesis ad-
dressed that gap by operationalizing vulnerabilities as bug — error — failure chains grounded
in open-source artifacts, and by constructing, from that representation, a reproducible benchmark

that records both the bug and error locations as distinct elements of ground truth. Building on
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this foundation, it then evaluated SAST tools and ML-based triage under oracles defined at both
reference locations, using root-cause characterizations to assess not only where warnings appear
but what they indicate about the bug.

The central finding is that vulnerabilities have a recoverable structure — recurring bug profiles
can be identified in the analyzed corpus, and bugs propagate through distinct error paths depend-
ing on whether the underlying cause is Missing or Incorrect, even when they converge on the
same failure. This structure is also positional: bug and error locations frequently diverge across
functions and files, and the operations recorded at each location differ substantially, with error
operations concentrating in a small set of memory actions while bug operations span a broader
range. Across both reference locations, SAST tool warnings align more often with the error loca-
tion than the bug location, and even location-matched warnings often report operations that differ
from those recorded in the benchmark. ML-based triage can preserve warnings that match the bug
location while reducing false positives, but its effectiveness for error-matching warnings narrows
as the distance between bug and error locations increases, since the code context around the warn-
ing carries less information about the bug. These findings indicate that evaluating detection and
triage without distinguishing the bug from its manifestation underdetermines what tools identify.

These findings matter because vulnerability analysis and tool evaluation have largely treated
manifestation labels as adequate proxies for the underlying bug, without distinguishing what a tool
detects from what it reports. The results show that this conflation has measurable consequences:
evaluations that do not separate matches by location along the vulnerability chain credit tools
for aligning with the manifestation rather than the root cause; and evaluations that do not verify
whether reported operations match recorded ones count incidental location matches as genuine
detections. For Missing bugs in particular — where the relevant operation is absent from code —
the bug location is harder to localize and the warning harder to verify, since there is no statement
to flag. Distinguishing bug locations from error locations, and root cause characterizations from
manifestation labels, provides a more precise basis for measuring what tools actually report and
for identifying which warnings are worth acting on.

These results hold within specific, bounded settings: small corpora filtered for reconstruc-
tion quality in two independently curated studies, a reproduced benchmark of 30 fuzzing-derived
C/C++ memory-safety vulnerabilities, and four lightweight SAST tools evaluated under exact-
line matching in default configurations. Whether the observed bug profiles, location separation
patterns, and triage behavior generalize to other languages, vulnerability classes, discovery pro-
cesses, or tool types remains open. This scope reflects a deliberate prioritization of fidelity over
breadth: establishing reliable ground truth required controlling for the factors most directly affect-
ing what can be reconstructed, reproduced, and validated from public artifacts, and that constraint
necessarily limits what the results can claim about the broader vulnerability population or the full
spectrum of SAST deployments.

The immediate next steps — scaling the workflow, broadening the benchmark, and extending
the evaluation — are elaborated in the preceding section. What those directions collectively serve

is a question the thesis reframed but did not resolve: whether detection tools can identify repair-
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relevant locations when the relevant operations are absent from the vulnerable code. Answering
that question at a broader scale, and eventually connecting detection and triage to repair strategies

that target the most frequent bug causes, is the natural continuation of the work begun here.
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Appendix A

Implementation Details (Chapter 2)

This appendix provides the detailed implementation procedures supporting Chapter 2. It is or-
ganized into two main parts. Section A.1 documents the dataset construction pipeline, including
metadata filtering, consistency checks, repository resolution, description extraction, and patch val-
idation steps used to derive the curated corpus from raw NVD records. Section A.2 specifies the
taxonomies and mapping rules used for profiling, covering root-cause labeling, error and failure
normalization, and the contextual classification of vulnerable software. Together, these sections
formalize the concrete steps to transform raw vulnerability records into structured, comparable

representations suitable for analysis.

A.1 Dataset Construction: Filtering and Curation

This section summarizes the sequential filtering and curation pipeline used to derive a high-
integrity vulnerability dataset from raw NVD records for bug—error—failure analysis. The pro-
cess begins by normalizing entry status and tag metadata to remove invalid or ambiguous records
(Section A.1.1), followed by CPE dictionary processing to enforce consistent, application-level
product identification (Section A.1.2) and the application of CWE eligibility constraints to retain
only well-defined and allowed weakness classes (Section A.1.3). CVSSv3 metrics are then exam-
ined for completeness and internal consistency, and additional scoring constraints are imposed to
ensure stable and comparable impact characteristics (Sections A.1.4 and A.1.5). Surviving CVEs
are mapped to canonical open-source repositories through CPE- and reference-based validation
(Section A.1.6), after which vulnerability descriptions are screened for extractable manifestation
entities and corresponding patches are resolved and validated. Only entries that yield a concrete,
well-scoped code change suitable for root-cause reconstruction are retained in the final dataset
(Sections A.1.7 and A.1.8).

A.1.1 NYVD Status and Tag Filters

This appendix documents the filtering rules applied to CVE records based on NVD analysis status

and assigned tags. Although both invalid and incomplete records are excluded from the curated
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corpus, we distinguish between these categories explicitly, as they are reported separately in the

filtering breakdown shown in Fig. 2.4.

Accepted and excluded NVD statuses. Each CVE in the NVD feed is associated with a status
indicating the state of NVD analysis. We retain only CVEs whose status reflects a completed
analysis, namely those marked as Analyzed or Modified. Excluded statuses are divided into two
categories. CVEs with status REJECTED are treated as invalid, as the corresponding identifiers
have been explicitly withdrawn or determined to be erroneous. CVEs in provisional or unfinished
states—RECEIVED, AWAITING_ANALYSIS, UNDERGOING_ANALYSIS, and DEFERRED—are
treated as incomplete, since their metadata may be partial, unstable, or subject to substantial fu-
ture revision. While both categories are excluded from downstream analysis, this distinction is

preserved for reporting and visualization purposes.

Excluded tags. Independently of status, we filter CVEs based on the presence of specific NVD
tags that indicate semantic ambiguity or limited interpretability. CVEs tagged as disputed are
classified as invalid, reflecting unresolved disagreement regarding the vulnerability’s validity or
scope. CVEs tagged as unsupported-when-assigned, indicating that the affected product was al-
ready end-of-life at the time of CVE assignment, are likewise classified as invalid, as such cases
typically lack meaningful remediation or software-context signals. The presence of any excluded

tag is sufficient to disqualify a CVE.

A.1.2 CPE Dictionary Processing and Consistency Checks

This appendix describes how CPE metadata is parsed, normalized, and validated to ensure that
CVE platform annotations can be reliably mapped to coherent software products. CPE loading,

grouping, and validation are applied during ingestion, prior to any CVE—CPE association checks.

CPE dictionary snapshot and parsing. We use the official NVD CPE Dictionary in JSON
format (CPE specification version 2.3), corresponding to the snapshot dated 29-12-2025. JSON
feeds are used exclusively, as the XML representation has been deprecated by NVD. All entries are
parsed using a custom Python library developed for this work, cpelib, which provides structured
access to CPE fields and preserves dictionary-provided metadata such as deprecation flags and

references.

Vendor-product grouping and consistency checks. All parsed CPE entries are grouped by
their (vendor, product) tuple, collapsing version- and configuration-specific CPEs into a single
product-level entity. From 1,491,866 CPE entries, this yields 143,002 unique vendor—product
pairs. Validation is performed at this grouped level, and certain pairs are excluded based on two

disjoint conditions:
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* Deprecated products. A vendor—product pair is labeled as deprecated if all associated CPE
entries are marked as deprecated in the dictionary. Such products are excluded, as they no

longer represent actively referenceable software artifacts.

¢ Inconsistent products. A vendor—product pair is labeled as inconsistent if its associated
CPE entries span multiple incompatible CPE part types (i.e., if the set of part values has
cardinality greater than one). In particular, mixtures of application, operating system, and
hardware within a single vendor—product group are treated as semantic inconsistencies and

excluded to prevent ambiguous software-type attribution.

Filtering and labeling outcome. Across the dictionary snapshot used in this study, 3,644 vendor—
product pairs are classified as deprecated or inconsistent and removed from the eligible CPE set.
Each remaining vendor—product pair is assigned a single normalized product label—application,
operating system, or hardware—derived from its CPE part type. This guarantees a unique and

internally consistent product classification for all CPEs propagated to downstream analyses.

A.1.3 CWE Eligibility Rules

This appendix specifies the rules used to determine whether a Common Weakness Enumeration
(CWE) entry is eligible for CVE root-cause profiling. Although many CVEs are associated with
one or more CWE identifiers, not all CWE entries are suitable for consistent and interpretable
root-cause analysis. Extremely abstract entries, deprecated definitions, and CWEs discouraged
by MITRE guidance can obscure the initiating defect rather than clarify it. CWE eligibility is
evaluated prior to downstream CVE profiling.

CWE catalog and eligibility criteria. We use the official CWE List version 4.18, obtained in
XML format from MITRE and parsed into structured objects using the pydantic—cwe Python
package.! Eligibility is determined directly from catalog attributes, and a CWE is retained if and

only if it satisfies all of the following conditions:

* Active definition. CWEs marked as Deprecated are excluded to avoid references to super-

seded or withdrawn definitions.

* Allowed vulnerability mapping. CWEs whose mapping notes specify a usage category
other than Allowed or Allowed-with-Review are excluded, ensuring that retained CWEs are

recommended by MITRE for vulnerability mapping.

* Permitted abstraction level. Only CWEs with abstraction level Variant, Base, or Class are
retained. Compound, chain, and other composite abstractions are excluded, as they conflate

root causes with downstream manifestations.

lpydantic—cwe: https://pypi.org/project /pydantic—-cwe/
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Handling of multiple and placeholder CWEs. A CVE may reference multiple CWE identi-
fiers, including placeholder values (e.g., CWE-Other or CWE-noinfo). CVEs with no associated
CWE entries are treated as incomplete and excluded. For CVEs with one or more CWE identifiers,

the CVE is retained if at least one referenced CWE satisfies the eligibility criteria above.

Categorization and filtering outcome. Each retained CWE is mapped to MITRE’s Compre-
hensive Categorization for Software Assurance Trends view to support topic-level aggregation
and comparison. Applying the eligibility rules yields 837 eligible CWEs out of 969 total en-
tries in the catalog. Category-level comparisons before and after filtering show that the criteria
primarily remove overly generic or discouraged entries while preserving the overall topical struc-
ture. Several categories—Comparison, Component Interaction, Incorrect Calculation, Protection
Mechanism Failure, and Resource Control—experience no removals, while the largest reductions
occur in Poor Coding Practices (141 — 90), Resource Life Cycle Management (106 — 92), and
Access Control (155 — 148), as illustrated in Fig. A.1.

All CWEs Valid CWEs
Poor Coding Practices 141 _ 920
Resource Lifecycle Management 106 _ 92
Improper Neutralization 67 _ 65
File Handling « [ a5
Exposed Resource a5 _ 43
Injection « [ 38
Concurrency 37 - 36
Insufficient Control Flow Management 37 - 36
Sensitive Information Exposure 36 - 35
Memory Safety 37 - 32
Encryption 23- 22
Randomness zo- 19
Improper Input Validation 18- 17
Violation of Secure Design Principles 17- 16
Insufficient Verification of Data Authenticity 16- 14
Improper Check or Handling of Exceptional Conditions 15- 13
200 150 100 50 0 50 100 150 200

Figure A.1: CWE Counts Before and After Filtering by Software Assurance Trends Categories.

A.1.4 CVSSv3 Inconsistency Measure

This appendix defines the metric used to detect and exclude CVEs with inconsistent CVSSv3 as-
sessments. While CVSSv3 scores are intended to provide a stable characterization of exploitabil-
ity and impact, some CVEs contain multiple assessments from different sources whose qualitative
metrics diverge. To ensure a precision-oriented corpus, we quantify such divergence and exclude
CVEs whose assessments are not fully aligned. CVSSv3 inconsistency is evaluated after status,
CPE, and CWE filtering, and all computations are performed using structured CVSSv3 objects
provided by the nvdut ils Python package.
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Pairwise inconsistency computation. Given two CVSSv3 assessments A and B for the same
CVE, we compute a pairwise inconsistency score by comparing their base and impact metrics.
Each qualitative CVSSv3 metric is mapped to a numerical value reflecting relative severity or
likelihood, using the standard metric values defined in the CVSSv3 specification 2. These values
are treated as fixed and comparable across assessments. Scope is handled separately. If the Scope
values differ between the two assessments, a penalty of 1 is added; otherwise, no penalty is applied.
For the Privileges Required metric, different numeric mappings are used depending on whether
Scope is Changed or Unchanged, in accordance with the CVSSv3 specification. Let M denote the
set of aligned base and impact metrics excluding Scope, and let v/ and v2 be the numeric values of
metric m € M under assessments A and B. For each metric, we compute the normalized difference
dy, as shown in Eq. (A.1). The pairwise inconsistency score I(A, B) is then defined in Eq. (A.2),
yielding a value in the interval [0, 1].

1[Scope, # Scopeg] + Lncum dm

L e
M|+ 1
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(A2)

Aggregation, threshold rule, and exclusion semantics. If a CVE contains more than two
CVSSv3 assessments, all pairwise inconsistency scores are computed and averaged. If all as-
sessments share an identical CVSS vector string, the inconsistency score is defined to be 0. CVEs
with no CVSSv3 assessments are treated as incomplete. We apply a strict threshold: CVEs with
a CVSSv3 inconsistency score strictly greater than O are excluded and classified as invalid. This
corresponds to requiring exact agreement across all qualitative CVSSv3 base and impact metrics,
including Scope, among all available assessments. This zero-tolerance rule reflects a deliberate

precision-over-recall design choice.

Worked example. Consider a CVE with two CVSSv3 assessments that differ only in Attack
Vector: one specifies NETWORK (0.85) and the other LOCAL (0.55), while all other metrics and

Scope agree. The normalized difference for Attack Vector is

0.85-0.55

0.85—0.20 0.46.

With no Scope penalty and seven total metrics, the resulting inconsistency score is non-zero, and
the CVE is therefore excluded under the threshold rule.

A.1.5 CVSSv3 Low-Contingency and Failure-Boundary Filters

This appendix specifies the CVSSv3 constraints used to identify vulnerabilities whose activation
depends on few external contingencies and whose failure effects remain well-bounded and com-

parable. Together, these filters operationalize a restricted execution and failure model by selecting

2https ://www.first.org/cvss/v3-0/specification-document#8-4-Metrics-Levels
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CVEs that are remotely reachable, input-driven, independent of user actions and privileges, con-

fined to a single authorization scope, and characterized by a consistent impact regime.

CVSSv3 constraints and operational rationale. For each CVE with a valid and internally con-
sistent CVSSv3 assessment (Appendix A.1.4), we apply the constraints summarized in Table A.1;
failure to satisfy any single condition disqualifies the CVE.

Table A.1: CVSSv3 constraints used to select vulnerabilities.

Metric Required Operational Rationale
Value

Attack Vector (AV) NETWORK Ensures remote reachability without reliance
on local access or physical proximity.

User Interaction (UI) NONE Removes dependencies on user behavior, en-
abling purely input-driven triggering.

Privileges Required (PR) NONE Avoids assumptions about privileged execution
contexts.

Attack Complexity (AC) LOW Excludes vulnerabilities requiring rare timing,
races, or complex environmental setup.

Scope (S) UNCHANGED Constrains consequences to the same autho-

rization scope as the vulnerable component,
preserving a self-contained failure boundary.

Base Severity CRITICAL Normalizes the corpus to a consistent impact
regime, avoiding qualitative mixing of severity
levels.

A.1.6 OSS Repository Resolution and Application-Level Traceability

This appendix documents how curated CVEs are restricted to open-source, application-level com-
ponents for which bug-to-failure chains can be reconstructed from public code artifacts. The
procedure builds on the CPE normalization and product dictionary construction described in Ap-
pendix A.1.2, with the additional constraint that only CPE entries whose part field is marked as
application (part = “a”) are retained. Records referencing operating systems (“o”) or hard-

ware (“h") are excluded, as these broaden the failure boundary beyond a single component.

Repository linkage sources and precedence. For each retained (vendor, product) pair, we at-
tempt to resolve a corresponding GitHub repository using two complementary linkage signals. The
primary source is the SCANOSS purl2cpe alignment dataset (version aut odump_20251230 3,
which maps CPE identifiers to ecosystem Package URLs (PURLs). Only PURLSs of type github
are retained, yielding candidate GitHub repositories associated with each product. From 2,356,712
CPE-PURL pairs, this process produces 20,016 unique vendor—product—repository mappings for

GitHub-hosted projects. Direct repository references embedded in CPE metadata are used as a

3https://qithub.com/scanoss/purlZcpe/commit/O95fd458b27c7b9df7053db745f862ca6c74db4a
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secondary signal. Reference URLs tagged as Product, Project, or Version with github.com are
parsed to recover canonical owner/repository identifiers. These direct mappings are added only
when no repository has already been established for the corresponding product via the purl2cpe

crosswalk, ensuring a single canonical repository per product while avoiding source conflicts.

Repository resolvability. All candidate repositories are validated using the github-1ib *
Python package, which interfaces with the GitHub API to confirm repository existence, acces-
sibility, and canonical ownership. Validation resolves redirects, normalizes owner and repository
identifiers, and excludes repositories that are unavailable, deleted, or inaccessible at query time.
Forks are accepted only when they correspond to the canonical upstream project as determined by
GitHub metadata. A product is classified as resolvable if a stable GitHub owner and repository
identifier can be confirmed through this process. Products whose repositories cannot be located
or validated are labeled unresolvable and excluded from downstream analysis. Applying these
checks yields 14,876 resolvable open-source application products out of 15,329 GitHub-linked

application entries, with 454 repositories excluded due to resolution or availability failures.

CVE-level OSS inclusion. At the CVE level, repository resolution is evaluated across all af-
fected products listed in the vulnerability configuration. A CVE is retained for OSS-based analysis
if it affects at least one valid, non-deprecated product that maps to a resolvable open-source repos-
itory. CVEs whose affected products are exclusively invalid, unresolved, or non-application com-
ponents are excluded. Additional configuration-level properties (e.g., multi-product and multi-part

cases) are recorded for later analysis and discussed in the subsequent appendix subsection.

A.1.7 Quality Screening of Descriptions and Extraction of Vulnerability Entities

This appendix details the screening and parsing steps applied to CVE descriptions to determine
whether they provide sufficient and reliable manifestation cues for reconstructing bug—error—failure
chains. The procedure combines lightweight linguistic quality checks with deterministic, pattern-

based extraction rules, deliberately favoring precision and interpretability over coverage.

Description eligibility and quality screening. Each CVE is evaluated using its English-language
description as reported in the NVD. Before attempting extraction, descriptions are subjected to a
sequence of exclusion checks designed to remove cases that are structurally ambiguous, linguisti-
cally unreliable, or underspecified. First, descriptions that explicitly refer to multiple vulnerabil-
ities (e.g., phrases such as “multiple buffer overflows” or “several vulnerabilities”) are excluded,
as they do not support a one-to-one mapping between a defect and its manifestation. This is de-
tected using a targeted regular expression that matches pluralized vulnerability constructions while
guarding against overly broad matches. Second, only single-sentence descriptions are retained.

Sentence segmentation is performed using NLTK’s standard sentence tokenizer, and descriptions

4github—lib -https://pypi.org/project/github-1ib/
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containing more than one sentence are excluded to avoid cases where multiple failure modes,
conditions, or impacts are conflated within the same entry. Third, the remaining descriptions are
filtered using a linguistic acceptability classifier °> based on a RoOBERTa model fine-tuned on the
CoLA benchmark. This classifier estimates the grammatical well-formedness of each sentence;
descriptions with an acceptability score below a fixed threshold (0.5) are discarded. This step
functions as a pragmatic sanity check to remove malformed, truncated, or syntactically incoherent
descriptions that would undermine rule-based parsing. Descriptions passing all three checks are

considered compliant and eligible for downstream extraction.

Pattern matching and extraction strategy. Eligible descriptions are processed using a deter-
ministic pattern-matching pipeline implemented in the cve—-driller © library. The extraction
logic is based on a curated set of regular expressions designed to capture recurring linguistic
templates observed in CVE descriptions. These patterns operationalize the vulnerability concept
taxonomy introduced by Evans et al. [161], with minor adaptations to align with CPE terminol-
ogy (e.g., renaming vuln_type to weakness). Extraction is organized hierarchically (depicted in
Figure A.2). Each description is first matched against a small set of generic entry patterns; suc-
cessful matches trigger increasingly specific templates ordered from information-rich to minimal
forms. This strategy maximizes the amount of structured information recovered when available,
while still allowing partial extraction in cases where descriptions are concise but informative. A

description is considered matched if at least one extraction pattern applies.

Generic Entry Point Patterns

Pattern Variants - From Most Specific to Least Specific

[ 1. COMPONENT_CONFIG_WEAKNESS ]

[ 2.1, CONFIG_WEAKNESS COMPONENT_ATTACKER_IMPACT_VECTOR

[ 2. CONFIG_WEAKNESS_COMPOMNENT

[ 2.2. CONFIG_WEAKMESS COMPONENT_ATTACKER_IMPACT ]

[ 3. CONFIG_WEAKNESS_ATTACKER ]

. [ 2.3 CONFIG_WEAKNESS COMPONENT_VECTOR

[ 2.n. CONFIG_WEAKMNESS COMPOMNENT_CAUSE ]

[ n. CONFIG_CAUSE WEAKNESS ]

Figure A.2: Hierarchical Regular Expression Extraction Strategy

Matches and extracted entities. When a match occurs, the extractor returns a structured record
containing the subset of vulnerability concepts supported by the matched pattern. These may
include weakness, impact, component, attacker, vector, and configuration. All extraction rules are

deterministic and rely on explicit capture groups within the regular expressions; no probabilistic

5robertafbasefCoLA—https://www.promptlayer.com/models/robertafbasefcola

6cvefdriller—https://pypi.org/project/cvefdriller/
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inference or learned post-processing is applied. Cases that match patterns but do not yield both
weakness and impact entities are excluded, as they do not provide sufficient information to anchor
both the error and failure stages of the chain. Applying this screening and extraction pipeline
yields 924 matched descriptions from the compliant subset, of which 451 contain both weakness

and impact entities and are retained for downstream analysis.

A.1.8 Patch Resolution and Validation

This stage operates on the subset of CVEs that pass description screening and entity extraction
(Appendix A.1.7) and aims to identify a concrete, accessible patch that can serve as evidence
for the root-cause bug. Only CVESs for which a valid patch can be unambiguously resolved and

inspected are retained for downstream bug—error—failure reconstruction.

Candidate patch identification from references. Patch discovery is driven by the references
field of each CVE record. We inspect all reference URLs and retain only those that resolve to
GitHub resources, including direct commit and issue URLSs that can be deterministically mapped
to a fixing commit. Non-GitHub links (e.g., advisories, mailing lists, release notes) are ignored.
For each CVE, candidate references are evaluated against the set of previously resolved OSS
products (Appendix A.1.6). A reference is considered eligible only if the resolved GitHub reposi-
tory matches the affected product’s canonical repository, as determined by stable owner_id and
repo_id identifiers. This prevents cross-project contamination when a CVE references multiple
repositories or third-party forks. Issue URLs are followed to retrieve the associated fixing commit
when available; direct commit URLs are resolved by commit hash. References that do not yield a

commit object are discarded.

Patch availability, exclusion, and filtering. A CVE is considered to have a resolvable patch if
at least one reference yields a commit that: (i) exists in the validated repository, (ii) is accessible
via the GitHub API, and (iii) can be retrieved without ambiguity. CVEs are excluded at this stage
if all candidate references fail due to one or more of the following conditions: deleted or renamed
repositories, private or inaccessible forks, missing commits, repository—product mismatches, or
unresolved issue-to-commit mappings. To improve robustness and reduce redundant API calls,
resolved repositories, commits, and failed lookups are cached; repositories previously confirmed
as unavailable are not re-queried. For each resolved commit, we retrieve the full diff and apply
additional validation to ensure that the patch provides meaningful bug evidence. Only diffs affect-
ing source files in a predefined set of target programming languages are retained; non-code files
and test-only changes are excluded. Commits that modify an excessive number of lines (above a
fixed threshold) are discarded to avoid large refactorings or mixed-purpose changes that obscure

the bug. If no qualifying diff files remain after this filtering, the CVE is excluded from analysis.
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Patch summarization and root-cause selection. Validated diffs are summarized at the file level
using a dedicated diff-to-text language model 7. Each file-level summary is parsed into a structured
form consisting of a high-level fix type (e.g., bugfix, security) and a natural-language description
of the changes. When multiple candidate files are present, the most probable root-cause location is
selected by combining (i) semantic similarity between the original commit message and the gen-
erated summaries, and (ii) a fixed prior over fix types that favors security-relevant and corrective
changes. If no valid summary can be produced, the commit message itself is retained as a fallback
root-cause description. CVEs for which no patch passes all resolution, validation, and summa-
rization steps are classified as having no resolvable patch and are excluded from the corpus. In
practice, these summaries are not always semantically faithful to the underlying change and are

therefore used as auxiliary signals rather than as direct representations of the bug.

A.2 Profiling Labels: Taxonomies and Mappings

This section details the taxonomies and mapping rules used to implement the profiling in Sec-
tion 2.4.5. It specifies the patch-grounded scheme for labeling the bug cause and operation (Sec-
tion A.2.1), the normalization of CWE and impact statements into error and failure categories
(Sections A.2.2 and A.2.3), and the contextual taxonomies used to classify software type and
functional area (Sections A.2.4 and A.2.5). Together, these definitions operationalize the root

cause, manifestation, and software context dimensions used for cross-case comparison.

A.2.1 Root cause taxonomy (cause x operation) and patch evidence

This subsection defines the labeling scheme and patch-handling rules used to assign a root cause to
each vulnerability. The scheme adopts categories primarily from the NIST’s BF, supplemented by
CWE terminology, and characterizes each bug as a compact Cause x Operation pair (e.g., Miss-
ing Validate, Incorrect Evaluate). The goal is not to introduce a new taxonomy, but to normalize
diverse fixes into a consistent and comparable representation grounded in established frameworks.
Because labels are derived from code changes, the subsection also specifies how patches are se-

lected and reduced to the specific code change used for labeling.

Bug cause. The bug cause is classified with two mutually exclusive qualifiers: Missing and
Incorrect. This distinction is derived from MITRE’s CWE glossary, which separates behaviors
that are not attempted at all from those that are attempted but implemented incorrectly. In CWE
terminology, Improper is a broad that can subsume both Missing and Incorrect, while Insufficient
captures a graded form of incorrectness. For the purposes of bug normalization, these notions are

reduced to a binary distinction:

* Missing denotes cases where the developer does not attempt the relevant behavior at all

(e.g., no bounds check, no authorization check, no validation logic).

7https ://huggingface.co/hks350d/git-diff-to-commit-gemma—-3-270m
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* Incorrect denotes cases where the behavior is present but flawed (e.g., incomplete valida-

tion, incorrect condition, wrong calculation, unsafe API usage).

This reduction avoids ambiguity introduced by context-dependent notions of sufficiency while

preserving the core distinction needed for cross-case comparison.

Operation categories. To characterize what program action is missing or incorrect, each case
is assigned a single operation label identifying the minimal code-level action whose omission or
misimplementation enables the vulnerability. The taxonomy is grounded primarily in NIST’s BF,
which defines security bugs in terms of execution-phase operations. In this work, these opera-
tions are interpreted at the code level by identifying the concrete program action (e.g., checking,
calculating, allocating) that realizes the corresponding behavior in the implementation. When the
operation is not directly observable in the vulnerable code—e.g., when it is implicit in assumptions
or only becomes explicit in the fix; CWE terminology is used to establish alignment by selecting
the closest weakness class and mapping it to the corresponding BF operation. A CWE is recorded
for each case, both for consistency and to support this alignment when needed. The operation

categories used in this thesis include:

* VALIDATE: checking data syntax or structure (e.g., format, presence of required elements).
* SANITIZE: modifying data to make it safe or well-formed (e.g., escaping, filtering).

* VERIFY: checking data semantics or meaning (e.g., value ranges, logical consistency).

* DECLARE: specifying names, types, or constraints of variables, functions, or data structures.
e CALCULATE: computing numeric, pointer, or string results.

* EVALUATE: evaluating boolean conditions or comparisons.

» INITIALIZE: the first write into an object, after it is allocated.

* READ: gets content from an object.

* WRITE: puts content into an object.

* CLEAR: the very last write into an object, before it is deallocated.

e DEREFERENCE: overreaches INITIALIZE, READ, WRITE, and CLEAR; the focus is on
object access regardless of whether it is for reading or writing.

For higher-level synthesis, individual operation labels are further grouped according to the
models defined in the NIST’s BF [19]. Specifically, VALIDATE, SANITIZE, and VERIFY are
aggregated under the Data Check category (corresponding to BF’s Input/Output model), which
addresses temporal input/output safety by prescribing the correct sequencing of data checking

operations (e.g., ensuring that input is validated and sanitized prior to use). Likewise, DECLARE,
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EVALUATE, and CALCULATE are grouped under the Data Type category (corresponding to BF’s
Data Type model), which addresses temporal type safety by prescribing correct declaration and
computation semantics (e.g., preventing wrap-around through proper type specification). Finally,
INITIALIZE, READ, WRITE, CLEAR, and DEREFERENCE are grouped under the Memory category
(corresponding to BF’s Memory model), which captures operations that act on the content or
validity of objects in memory across their allocation lifetime. These higher-level categories are
used for aggregation only and do not replace the Cause x Operation label. Readers are referred to

the official BF documentation for full model definitions and formalization details [18].

Decision boundaries and disambiguation. When multiple operations appear in a fix, the oper-
ation that most directly explains the manifestation described in the CVE is selected. For example,
adding a conditional guard that enforces an input constraint is labeled as VALIDATE rather than
DEREFERENCE, unless the vulnerability arises specifically from accessing an invalid object. Sim-
ilarly, patches that combine declaration changes with downstream checks are labeled based on the
operation whose absence or mistake made the exploit possible. When the bug-relevant action is
accessing an object through a pointer or reference—regardless of whether that access is for read-
ing, writing, passing as an argument, or recursing into—and the defect is that the object may no
longer be valid at that point, DEREFERENCE is used. READ or WRITE are preferred only when
the access is valid, and the bug lies in what value is read or written, not in whether the object is
still live. The operation is attached to the source construct that enables invalid state, not to the
downstream crash or memory-safety failure site: the crash site identifies the manifestation; the
root-cause construct is the earlier statement or design decision that allowed the object to become

invalid before the access occurs.

Selecting patch evidence (“the fix’). Root cause labeling is anchored in patch artifacts. Refer-
ences in NVD records may point to issues, pull requests, release notes, or multiple commits. For
each CVE, the fix is identified as the commit (or the most relevant commit within a pull request)
that best explains the vulnerability described. Concretely, this is the change that introduces, cor-
rects, or enforces the behavior implicated by the description—such as adding a missing check on
the affected input or correcting an erroneous condition. Surrounding refactors are ignored unless
they are directly tied to the bug. If validation or enforcement logic is moved into a helper function
or relocated across files as part of the fix, the most direct path to the bug is followed: typically
the vulnerable file when identifiable, otherwise the nearest call site whose change enforces the
missing or corrected operation. Multi-commit fixes are reduced to the commit that introduces the

decisive change.

Labeling protocol and consistency notes. Root cause labeling was performed manually using
a fixed protocol: (i) read the CVE description to identify the manifestation, (ii) inspect the se-

lected patch diff to identify the security change that addresses the bug, and (iii) assign a single
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cause label and operation label using the decision boundaries above. Ambiguous cases were re-
solved through written disambiguation notes and revisited during consistency checks. Periodic
spot reviews were conducted to ensure stable interpretation of operation boundaries and consistent

treatment of refactors, helper extraction, and partial fixes.

A.2.2 Error taxonomy and CWE mapping

This subsection defines the error taxonomy used to label the manifestation side of reconstructed
vulnerability chains and documents how CWE identifiers are mapped into normalized error cate-
gories. The objective is to abstract heterogeneous CWE assignments into a small set of error labels
that characterize the runtime semantic deviation induced by a bug, enabling consistent cross-case

comparison across heterogeneous vulnerabilities.

Conceptual basis. The taxonomy is grounded in classical dependability and security theory, in
which system behavior is analyzed through the fault—error—failure chain [10]. In this model, a
Sfault (or defect) is a static cause, an error is a deviation of system state or behavior at runtime,
and a failure is an externally observable deviation of delivered service. This taxonomy explicitly

targets the error level. Its design draws on three complementary perspectives:

* Dependability theory [10], which characterizes errors as invalid or inconsistent runtime

states that may lead to failure.

* Bazaz and Arthur’s process/object model [12], which explains vulnerabilities in terms of
software processes interacting with computational resources under resource-imposed con-

straints and process-side assumptions.

e MITRE’s vulnerability theory and CWE guidance [162], which distinguish root causes,

affected resources, and observable manifestations.

This taxonomy inherits Bazaz and Arthur’s process/resource abstraction but changes the clas-
sification target. Whereas Bazaz and Arthur classify vulnerabilities as violable constraints and
assumptions associated with resources, this taxonomy classifies the runtime error manifestations
that arise when such vulnerabilities are exercised. Its purpose is therefore not to explain why a

process is vulnerable, but to normalize how its semantics deviate at runtime.

Runtime abstraction. Following Bazaz and Arthur’s process/object model of computation [12],
a software application at runtime is viewed as an executing process that accepts input, performs
operations, and produces output while using computational resources through the operating system
interface. In their model, the main resource classes are main memory, input/output (I/0), and,
more peripherally for our purposes, cryptographic resources. For the purposes of error analysis,

we restate this process/resource view in a form that makes the manifestation side explicit:
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* An internal state, corresponding primarily to Bazaz and Arthur’s main memory resource,
comprising the process state held in memory, including stored values, control state, and

execution invariants.

* A set of interfaces, corresponding to the process’s use of /0 to receive input and produce

output, through which data enters and leaves the component.

* A set of external resources, also derived from their I/O view of process interaction with the
environment, comprising resources the process accesses via those interfaces, such as files,

databases, devices, interpreters, or peer services.

This restatement does not change Bazaz and Arthur’s underlying abstraction; it makes explicit,
for error analysis purposes, the distinction between the process’s internal operating state and the
two main ways it interacts with its environment: exchanging information across interfaces and
acting upon external resources. Cryptographic resources remain part of the original model, but are

not a primary focus of the present taxonomy.

Minimal semantic core of error deviations. From this process/resource abstraction, reinter-

preted at the error level, we derive a minimal and non-overlapping set of error categories:

» State Corruption: violation of the integrity of the component’s internal state, whereby

stored values, control state, or invariants become incorrect, inconsistent, or unsafe.

* Authority Violation: breach of authority boundaries governing the component’s interaction

with external resources, enabling unauthorized access, modification, disclosure, or control.

* Semantic Corruption: corruption of the intended meaning or structure of data crossing a
software interface, such that the receiving component interprets the data in an unintended

domain (e.g., as code, commands, object structure, or control input).

These categories operate strictly at the error level. They describe the semantic form of the
runtime deviation itself, not the underlying defect, the violated resource constraint, the exploit

mechanism, or the externally observed failure.

CWE-to-error mapping. Each CVE is assigned a single error label by mapping a selected
primary CWE to one of the categories above. Table A.2 the representative CWE-to-error map-
pings used in this thesis. Injection-related CWEs are mapped to Semantic Corruption because
exploitation corrupts the semantic structure of data exchanged across interfaces, causing it to be
interpreted in an unintended domain. CWE-116 explicitly captures this notion by noting that the
intended structure of a message is not preserved. Deserialization and prototype pollution are like-
wise mapped to Semantic Corruption, as they corrupt object or execution semantics rather than

internal memory state. Resource-access CWESs such as path traversal, unrestricted file upload, and
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XML external entity resolution are mapped to Authority Violation, as the runtime deviation con-
sists in breaching authority boundaries between the component and protected external resources.
Memory- and arithmetic-related CWEs are mapped to State Corruption, as exploitation produces
an invalid or inconsistent internal state, including corrupted memory, invalid pointers, or incor-
rect numeric values. While some numeric defects may later enable other deviations (e.g., out-of-

bounds writes), the error label reflects the observed runtime manifestation.

Table A.2: Mapping from representative CWEs to semantic error categories

CWEID CWE Name Error Category
78 OS Command Injection Semantic Corruption
89 SQL Injection Semantic Corruption
94  Code Injection Semantic Corruption
116 Improper Encoding or Escaping of Output Semantic Corruption
502 Deserialization of Untrusted Data Semantic Corruption
1321 Prototype Pollution Semantic Corruption
1336  Template Injection Semantic Corruption
22 Path Traversal Authority Violation
434  Unrestricted File Upload Authority Violation
611 XML External Entity Reference Authority Violation
120  Buffer Overflow State Corruption
416 Use After Free State Corruption
476 NULL Pointer Dereference State Corruption
787  Out-of-bounds Write State Corruption
190 Integer Overflow or Wraparound State Corruption
191 Integer Underflow State Corruption
704 Incorrect Type Conversion or Cast State Corruption

Primary CWE selection rule. When multiple CWEs are listed for a CVE, a single primary
CWE is selected to anchor error labeling. Selection is guided by the weakness described in the
CVE text and the reported runtime behavior. When the nominal CWE reflects an upstream cause
but exploitation produces a different concrete manifestation (e.g., an integer overflow leading to
a heap out-of-bounds write detected by AddressSanitizer), the error is labeled according to the
observed semantic deviation. This keeps the labeling aligned with the bug—error—failure model

and with the manifestation objective of the taxonomy.

Protocol. Error labeling follows a fixed protocol: (i) identify candidate CWEs from NVD meta-
data, (ii) analyze the CVE description to determine the runtime deviation, (iii) inspect contextual
evidence when needed to resolve ambiguity, and (iv) assign a single semantic error category from

the taxonomy above.
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A.2.3 Failure taxonomy and impact mapping

This subsection defines the failure taxonomy used to label the failure side of reconstructed vulner-
ability chains and specifies how impact statements from CVE descriptions are mapped into nor-
malized categories. Because CVE impact phrasing varies in form and granularity, these statements
are mapped into a small set of failure labels capturing the externally observable consequences of
exploitation. The mapping follows recurring patterns shared across established frameworks, lever-

aging their conceptual overlap to ensure consistent and comparable labeling across cases.

Conceptual basis. The taxonomy is grounded in classical dependability theory, in which a fail-
ure is defined as a deviation of delivered service from its specified or intended behavior [10]. In
the fault—error—failure chain, failures represent the externally visible outcomes that arise when in-
ternal errors propagate beyond the system boundary. Unlike bugs and errors, failures in security
contexts are rarely standardized at a fine granularity. Dependability theory [127] classifies failures
into abstract categories such as content, timing, and halt failures, which are suitable for general
system analysis but too coarse for vulnerability characterization. In practice, security failures are
usually described through their technical impact, that is, what an attacker gains or what service
property is violated as a result of exploitation. Multiple standards and frameworks, despite using

different terminology, they overlap conceptually and converge on the same notion of impact:
* CVE descriptions explicitly include an impact field indicating what an attacker gains [161].
* CWE captures technical impacts in the Common_Consequences element [160].

* CAPEC [159] enumerates common attack consequences such as privilege escalation and

code execution.
* CVSS [155] models impact in terms of confidentiality, integrity, and availability.
» STRIDE [158] threat model similarly describes externally visible security failures.

e NIST’s Vulnerability Data Ontology [170] and BF [19] also define failures as recognized

results of exploitation, such as code execution or information exposure.

Failure categories. Based on this convergence and on empirical analysis of CVE impact de-
scriptions, we adopt a small set of failure categories that reflect the most common externally
observable consequences of exploitation. We use the CVE impact field as a starting point, as it
maps most directly to observed practice, with minor terminological normalization and extensions.

The resulting failure categories are:

* Code Execution: the attacker can execute arbitrary or unauthorized code or commands

within the vulnerable system.

* Information Exposure: the attacker can read, infer, or otherwise obtain sensitive or pro-

tected information.
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Denial of Service: the attacker can disrupt normal service operation, causing crashes, hangs,

or resource exhaustion.

 Elevation of Privilege: the attacker can gain privileges or capabilities beyond those initially

authorized.
» Tampering: the attacker can modify data, state, or system artifacts in unauthorized manners.

* Bypass: the attacker can circumvent a protection or enforcement mechanism, such as au-

thentication or authorization checks.

These categories describe failures strictly at the service boundary. They characterize what
observable capability, access, or disruption results from exploitation, independently of the internal

error that enabled it.

Impact-to-failure mapping. Failures are identified by extracting impact-related phrases from
CVE descriptions and labeling them using the failure categories defined above. The mapping is
phrase-driven and reflects how impacts are described in practice, focusing on what capability the

attacker gains or what service property is violated. Representative mappings include:

 Phrases indicating execution of attacker-controlled code or commands (e.g., “execute arbi-

99 ¢

trary code,” “remote code execution”) are labeled Code Execution.

LR N3

 Phrases describing service disruption or crashes (e.g., “denial of service,” “cause a crash”™)

are labeled Denial of Service.

* Phrases referring to unauthorized disclosure of sensitive data (e.g., “information disclosure,”

“read internal files™) are labeled Information Exposure.

» Statements indicating unauthorized privilege gain (e.g., “escalate privileges”) are labeled

Elevation of Privilege.

* Descriptions of unauthorized modification of data or system artifacts (e.g., “write arbitrary

files,” “memory corruption”) are labeled Tampering.

 Phrases describing circumvention of protection mechanisms (e.g., “bypass authentication’)

are labeled Bypass.

Multi-consequence handling. A single vulnerability may enable multiple failures (e.g., infor-
mation exposure followed by code execution). When multiple consequences are described, a sin-
gle failure label is assigned using the following rule: select the most severe failure when severity
can be ordered unambiguously. Otherwise, select the first enabled consequence in the exploita-

tion chain. This rule avoids overcounting while preserving the dominant observable impact.
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Protocol. Failure labeling follows a fixed protocol: (i) extract impact-related phrases from the
CVE description, (ii) map each extracted concept to a failure category, and (iii) apply the multi-
consequence handling rule to select a single failure label. This process ensures that failure labels
reflect observable consequences, consistent with dependability theory and with the manifestation

objectives of this thesis.

A.2.4 Software Type Taxonomy for Labeling Vulnerable Applications

This subsection defines the taxonomy used to label the software type of each vulnerable target in
the profiling dataset. Its purpose is not to exhaustively characterize software artifacts, but to enable
consistent, coarse-grained categorization across a heterogeneous corpus. Each repository or pack-
aged artifact is assigned a single label that captures its primary deliverable and execution context.
The taxonomy reflects a pragmatic distinction used in contemporary software ecosystems between
deployable applications and services, reusable components, and host-dependent add-ons. Framing
software types at this level supports meaningful comparison across targets that differ substantially

in language, scale, and internal architecture, while remaining interpretable to practitioners.

Design rationale. The labels listed in Table A.3 were selected with three criteria in mind. First,
they correspond to common and intuitive roles in real-world software production and deployment.
Second, they are sufficiently distinct to reduce ambiguity during dataset curation, which is partic-
ularly important in a manually labeled corpus. Third, they are meaningful for security profiling,
because different software types expose different trust boundaries and dominant input channels,
such as externally request-driven services, embedded dependencies consumed by other software,
or user-invoked tools. More broadly, the taxonomy adopts an intended consumption perspective,
labeling software according to how it is meant to be used—deployed, run, imported, or installed—

rather than according to implementation language or internal design.

Label assignment. Label assignment follows a deliberately simple, single-type rule grounded
in observable project signals. Documentation, installation instructions, and the dominant happy
path of usage are used to determine whether a project is primarily intended to be deployed and
run, imported or linked as a dependency, or installed into a host platform. When a project spans
multiple roles—for example, offering both a command-line interface and a library API—the as-
signed label reflects the role presented as the main product, while auxiliary artifacts are treated
as secondary. This operationalization prioritizes clarity and reproducibility over fine-grained ex-
pressiveness, which is appropriate given the taxonomy’s role as a supporting dimension in a larger

empirical analysis.

Alignment with prior work. To strengthen labeling reliability and external validity, the defini-
tions and assignment decisions were aligned with manually labeled software-type data reported
by Ezenwoye et al. [58]. More broadly, this taxonomy is informed by prior work emphasizing

the importance of explicit software-type and domain taxonomies for repository-centric analysis,
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Type Description Scenarios Disambiguation Rule

Extension A package installed into WordPress/Drupal plugins It requires a separate host ap-
a host product to add/- and themes; IDE/editor plication to run (“install into
modify functionality; not extensions; browser exten- X, “enable in X", “drop into
meaningful standalone. sions; add-ons in host UL.  plugins/”).

Library Reusable code intended SDKs and client libraries; If the “happy path” is

to be imported/linked by
other software (API-first,
not app-first).

Framework A development founda-

tion that provides lifecy-
cle, conventions, and scaf-
folding to build apps (by
inverting control).

shared “core” packages;
packages installed via de-
pendency managers and
consumed via imports.
Web frameworks; applica-
tion skeleton generators;
middleware pipelines;
systems defining project
structure and how code is
invoked.

“pip/npm install + import +
call”, label Library even if it’s
marketed as a framework.

If the “happy path” is “create
app / conform to structure /
register handlers / framework
runs and calls you”.

Utility A standalone tool that per-  Linters/scanners; convert- The dominant interface is a
forms tasks on demand ers; build tools; migration command that runs to com-
(often CLI), typically runs scripts; admin tools exe- pletion (non-daemon); it is
and exits. cuted as commands pro- not meant to remain running.

ducing artifacts/reports.

Server A long-running process Web services/APIs; gate- It is intended to run persis-
providing networked func- ways; agents; databases; tently and accept network re-
tionality (daemon/service) background services man- quests/events; it is not meant
consumed over a network aged by systemd/contain- to be the web Ul in a user-
interface. ers, listening on ports. facing application.

Client Software whose primary RDP/SSH/VNC clients; The main runtime role is out-
role is to initiate con- chat/messaging  clients; bound consumption of a re-
nections to a remote game clients; CLI/GUI mote service; it is not meant
service/peer and consume tools that mainly call to primarily accepts inbound;
it (implements a proto- remote APIs and present it is not a one-shot local tool
col/API; parses remote results. over files/stdin/args.
responses).

Web App A user-facing applica- CMS/CRM/ERP/portals; The host product users log
tion primarily accessed systems installed via into via browser; it is not
through a browser (often “deploy + configure DB meant to be installed into a
deployed on a web server + open URL” and used host.
with a database). interactively by end users.

Mobile An application intended Android/iOS apps dis- The primary runtime target

App to run on mobile OSes tributed via APK/IPA or is Android/iOS with native

with native packaging and
platform-specific build ar-
tifacts.

app stores; projects with
Gradle/Xcode and mobile
permission models.

packaging; it is not meant
to be accessed mainly via
browser.

Table A.3: Software type taxonomy for labeling vulnerable applications in the profiling dataset.

including structured vocabularies for software classification [68], lexicon-based techniques that in-
fer software domains from source code terminology [27], and automated classifiers that categorize
repositories at scale by application domain [251]. These studies differ in scope and granularity,
often focusing on domain rather than software type. Still, they support the need for clearly defined

categories and transparent labeling procedures.
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A.2.5 Functional Area Taxonomy for Labeling Vulnerable Software Components

This subsection defines the functional-area taxonomy used to label vulnerable components in the
dataset. The objective is to characterize which application features or subsystems are repeatedly
implicated by vulnerabilities, enabling susceptibility analysis across software types (Web App,

Library, Client, Server, Extension, Utility; see subsection A.2.4).

Functional Area definition. CWE defines Functional_Area as the functional area of the
software in which a weakness is most likely to occur; a single CWE entry may include multiple
functional areas. This study uses CWE functional areas as a controlled vocabulary for application-
level subsystem labels, while preserving CWE’s intent that the value indicates where weaknesses

tend to appear [160].

Deriving the value set. Rather than relying on an informal or ad hoc enumeration, functional-
area values were obtained programmatically by parsing the official CWE XML and extracting
the distinct strings used in Functional_Area elements across all CWE entries. This follows
CWE’s published schema and vocabulary [160], including the Functional-Area-Independent
special value for weaknesses not limited to a small set of functional areas.

Labeling target. Functional-area labels are assigned from the bug location identified through
the vulnerability-fixing patch and the defective code region that enables the vulnerable execution
path. The CVE’s CWE label is not used to infer functional area, because it often describes the

manifestation or error rather than the subsystem containing the enabling bug.

Taxonomy used in this study. Table A.4 documents the functional-area labels used in this study
and the higher-level categories used to group them for analysis. For this study, software functional
area is operationalized as the application-level feature or subsystem in which the bug resides, as

identified from the vulnerability-fixing patch and the corresponding defective code region.

Out-of-scope functional-area values. Some CWE functional-area values are treated as out of
scope because the dataset is restricted to open-source application software and excludes operating-

system and hardware or firmware concerns. In particular:

* Power and Clock typically correspond to platform-level power-management and timing

concerns, which rarely define stable application feature boundaries in this dataset.

* Signals commonly denotes OS-level asynchronous notification or interrupt mechanisms,

which fall outside the study scope.

In addition, several application-level functional areas were removed from the target label set
because they did not occur in the analyzed dataset: Session Management, Interprocess

Communication, Counters, Cryptography, and Dependency/Library Integration.
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Table A.4: Functional-area taxonomy for labeling vulnerable components.

Functional Area

Description

Examples

Authentication

Security Enforce-
ment

String Processing
Number Process-
ing

File Processing

Networking

Resource  Man-

agement

Code responsible for identity verifica-
tion and login/token issuance flows.
Code that enforces security policy by
gating privileged actions or applying
mandatory checks.

Code that parses/normalizes/interprets
text into structure across trust bound-
aries.

Code where numeric semantics affect
safety-critical bounds, indices, sizes, or
allocations.

Code that handles filesystem paths, file
formats, and file boundary behaviors.

Code implementing network I/O, proto-
col parsing/framing, and protocol state
handling.

Code governing memory safety proper-
ties and structured resource access.

Credential checks; auth middle-
ware/hooks; token issuance endpoints.
Authorization checks; sandbox/guard
rails; security filters/wrappers.

Encoding/decoding; normalization;
templating; XML/JSON parsing; key-
path splitting.

Integer overflow/underflow; casts; size
computations;  array indices/length
checks.

Path handling; archive extraction; up-
load/download; symlink/junction is-
sues; permissions at file boundary.
Socket/protocol handlers; message
framing; request/response parsing at
protocol layer.

Buffer sizing; bounds checks; object
lifetime/ownership; UAF/overflow sur-
faces; DOM tree traversal; database
record retrieval; resource lookup.

Logging

Error Handling

Program Invoca-
tion

Code that generates or processes diag-
nostic/audit records and related teleme-
try.

Code that governs failure-mode behav-
ior and error-driven control/data flow.

Code that launches external programs
or interpreters or executes embedded
scripts.

Audit events; diagnostic logs; log injec-
tion; sensitive data in logs.

Exception paths; unsafe fallbacks; ig-
nored error returns; cleanup inconsis-
tencies.

Command construction;  argument
quoting; environment inheritance;
search-path use; script runner calls.

To preserve labeling precision and reduce class sparsity, only functional areas observed in the
dataset are retained as target labels. Removed values can be reintroduced in future samples if
explicit criteria are met.
Terminology refinement. Three labels from the CWE functional-area values are refined to bet-

ter match the code region associated with the root cause in the patch of open-source software.

* Code Libraries is rendered as Dependency/Library Integration to emphasize that the
label applies to the vulnerable project’s integration layer—such as calls, wrappers, loaders,

or bindings—rather than to the entire upstream library.

* Protection Mechanismisrendered as Security Enforcement to emphasize enforcement

points such as guards, checks, filters, and policy gates as the code locus being labeled.

* Memory Management is broadened to Resource Management to cover both memory-

safety properties (allocation, bounds, lifetime, use-after-free and overflow surfaces) and
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structured resource-access patterns such as DOM tree traversal, database record retrieval,

and configuration or resource lookup.

Rationale and disambiguation heuristics. When a code region could plausibly map to multiple
areas, labeling prioritizes the primary boundary crossed by the code, that is, the first major trust
or abstraction boundary at which untrusted data is interpreted or applied. It also favors mechanism
over intent: the subsystem where the risky behavior occurs is labeled rather than the feature’s

higher-level purpose. To reduce ambiguity, two deterministic tie-breakers are applied:

* Parser override: if the root-cause region lies in parser, decoder, serializer, or parser-like
configuration logic, label it as String Processing for textual structured formats such as XML
or JSON, and as FILE PROCESSING for file or archive formats and path-containment logic.

» Exec override: if the code constructs or executes OS commands or scripts from inputs, label

it as Program Invocation even if the surrounding feature appears file-oriented or diagnostic.



Appendix B

Implementation Details (Chapter 3)

This appendix documents the procedures used to construct the benchmark described in Chapter 3.
It details how OSS-Fuzz OSV entries are qualified and filtered (Section B.1), how qualified entries
are linked to CVEs through multi-signal matching (Section B.2), how vulnerabilities are recon-
structed and their fixes verified in historically consistent environments (Section B.3), and how
defect locations are inferred and structurally compared to crash sites (Section B.4). These sec-
tions make explicit the data sources, transformation steps, and validation rules that underpin the

version-anchored, manually verified benchmark instances used in the chapter.

B.1 Metadata Validation for OSS-Fuzz OSV Records

This section operationalizes the metadata validation defined in Section 3.4.1. The procedure com-
prises three components. Section B.1.1 specifies issue-tracker resolution and traceability require-
ments. Section B.1.2 formalizes crash-type normalization and manifestation-level CWE mapping.

Section B.1.3 defines commit-range validation and repository availability checks.

B.1.1 OSS-Fuzz Issue-Tracker Resolution and Traceability

Reproducing OSS-Fuzz vulnerabilities requires access to the original fuzzing issue report, which
contains operational details not preserved in OSV summaries, such as the specific fuzzer tar-
get, crash context, and references to triggering artifacts. We therefore require that each OSV
record include at least one reference to an OSS-Fuzz issue-tracking system. Valid references are
those whose host corresponds to either bugs.chromium. org (historical OSS-Fuzz reporting)
or issues.oss-fuzz.com (current infrastructure), ensuring that each retained entry can be tied
to its underlying fuzzing report.

Issue resolution normalizes both host formats to a stable issue identifier. For Chromium-
hosted URLs, the page is resolved to extract the embedded redirect target that points to the canon-

ical OSS-Fuzz issue page, from which the issue ID is obtained. For URLs already hosted on

167
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issues.oss-fuzz.com, the identifier is parsed directly from the URL structure. An OSV en-
try is retained only if at least one reference yields a valid normalized issue URL and issue ID under

this procedure.

B.1.2 Crash-Type to CWE Mapping (Manifestation-Level)

Motivated by the crash-to-CWE correspondences introduced by Keller et al. [115], we assign
CWE identifiers to characterize how vulnerabilities manifest at runtime, since such labels are not
provided in OSS-Fuzz reports or OSV records. While Keller et al. established the feasibility of
mapping crash types to CWE categories, we adopt a more fine-grained mapping design. Rather
than aggregating multiple CWE variants under generalized crash classes, we favor one-to-one
correspondences whenever the crash semantics uniquely determine the weakness type. When
crash descriptors encode both a structural memory context and an operation, we preserve both
dimensions through a secondary category. For example, OSV-2021-304 reports a crash of type
Stack-buffer-overflow WRITE 6; we assign CWE-787 (Out-of-Bounds Write) to capture
the write operation and CWE-121 (Stack-based Buffer Overflow) to capture the stack-specific
memory region. Operationally, we extract (i) the Crash type string (e.g., buffer overflow, use-
after-free), and (ii) the Crash state lines from the structured sanitizer output, which provide a
compact representation of the observed failure context. Then, the mapping relies on (1) a crash-
category to CWE table, (2) an operation-to-CWE table for READ/WRITE refinements, and (3)
normalization of crash-type formatting variants, producing a primary manifestation CWE and an
optional secondary operation-specific CWE.

Separately from the mapping procedure itself, we constrain which CWE identifiers may be
used. Candidate CWEs were screened against MITRE’s Vulnerability Mapping Notes, which
annotate entries with recommended mapping statuses. We restrict selections to CWEs designated
as ALLOWED, excluding overly general or discouraged classes even when they appear in prior
mappings; for instance, CWE-119 was excluded due to its overly broad scope. For crash types
absent from Keller et al.’s catalog, we performed a bottom-up inspection of the CWE taxonomy
to identify the most precise one-to-one correspondence consistent with the crash semantics. The
resulting extensions are summarized in Table B.1. Crash types judged too generic or operationally
uninformative (UNKNOWN, object—-size, timeout, check-failed) were excluded to avoid

introducing weak or ambiguous manifestation labels.

B.1.3 Range Status and Commit Availability

A benchmark instance must be version-anchored: the defect must have an explicitly bounded life-
time in the codebase, defined by an introducing revision and a fixing revision, and those revisions
must remain retrievable. We therefore analyze the git ranges provided in OSV records and re-
tain only vulnerabilities for which at least one range includes both an Introduced and a Fixed
event. Records lacking either endpoint are excluded because the defect lifetime cannot be reliably
established.
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Table B.1: Additional crash-type to CWE mappings introduced beyond Keller et al. [115].

Crash Type CWE Rationale

Use-after-return CWE-562  Access to stack memory after function return corre-
sponds to exposing a stack variable address beyond its
lifetime.

SEGYV on unk. address CWE-476  Dereference of an unmapped or zero-page address is a
canonical NULL pointer dereference.

Security exception CWE-248  Unhandled exceptions propagating to program termi-
nation match uncaught exception conditions.
negative-size-param CWE-195  Negative size arguments interpreted as large unsigned

values reflect signed-to-unsigned conversion errors.

invalid-free / bad-free = CWE-672  Unsafe frees after resource release, including double
or invalid frees, align with operations on expired re-
sources.

use-after-poison CWE-416  Access to poisoned memory regions corresponds to
use-after-free behavior.

stack-use-after-scope = CWE-562  References to stack variables retained beyond scope
match exposure of stack variable addresses.

memcpy-param- CWE-475  Overlapping regions in memcpy invoke undefined be-

overlap havior for API inputs.

Out-of-memory CWE-770  Memory exhaustion due to unbounded allocation re-
flects allocation of resources without limits.

Incorrect-function- CWE-686  Calling through a function pointer with an incompati-

pointer-type ble signature matches incorrect argument type usage.

Beyond the presence of endpoints, we verify the availability of the underlying historical arti-
facts. For each candidate range, the referenced repository must be resolvable and both boundary
commits must be retrievable; records pointing to missing repositories or non-resolvable commits
are excluded. When multiple introduced or fixed events are specified (e.g., across branches or
backports), we select a representative boundary by comparing commit timestamps, choosing the
oldest introduction and the newest fix to define a consistent defect interval. This selection provides
a single, stable introduced—fixed pair for downstream reconstruction without attempting to model

multi-branch maintenance behavior.

B.2 Operational Details of OSS-Fuzz—-to—-CVE Linkage

This section operationalizes the OSS-Fuzz—to—CVE linkage workflow defined in Section 3.4.2.
The procedure comprises four components. Section B.2.1 defines product alignment through
repository—product normalization. Section B.2.2 specifies weakness alignment via CWE inter-
section. Section B.2.3 describes reference-level provenance matching using issue and commit

links. Section B.2.4 formalizes semantic disambiguation and priority-based match selection.
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B.2.1 Product Alignment and Repository—Product Normalization

The first stage of OSS-Fuzz—to—CVE linkage establishes a shared product namespace between
fuzzing-derived vulnerability records and CVE configurations. OSS-Fuzz vulnerabilities are or-
ganized around source-code repositories, whereas CVEs describe affected software using ven-
dor—product identifiers derived from CPE-style taxonomies. Product alignment therefore trans-
lates repository identities into the product identifiers used in CVE records so that both datasets

refer to the same software entities.

Repository-to-Product Mapping. The starting point is the repository-to-product resolution pro-
duced in the previous chapter (Appendix A.1.6), where each application entry in the CPE dictio-
nary was mapped to a corresponding GitHub repository. That mapping associates repository iden-
tifiers with one or more canonical vendor :product strings and serves as the primary source
of product normalization for OSS-Fuzz entries during CVE linkage. Certain OSS-Fuzz projects
are not covered by the earlier resolution process—typically due to naming discrepancies or the
absence of a direct CPE entry. In such cases, the mapping is supplemented with a curated set of
repository-to-product overrides to ensure that frequently analyzed OSS-Fuzz targets absent from

automated resolution still participate in product alignment.

Alignment and Filtering Criteria. Each OSS-Fuzz metadata entry inherits the list of product
identifiers associated with its repository. Entries for which no repository-to-product mapping can
be established are excluded from CVE matching, since product alignment forms the gateway con-
dition for all subsequent stages. The union of resolved product identifiers constitutes the product
pool against which CVE configuration data are compared. For each CVE, vulnerable products
listed in its configurations are normalized to the same vendor:product format, and a candi-
date OSS-Fuzz match is considered only if the two product sets intersect. This stage filters the
metadata-qualified population to entries that can be expressed in the same product vocabulary as
CVE records, ensuring that later weakness and reference comparisons operate only on vulnerabil-

ities referring to the same software systems.

B.2.2 Weakness Alignment via CWE Intersection

Following product alignment, the second linkage stage requires agreement regarding the fype of
vulnerability described in each source. OSS-Fuzz entries are characterized at the manifestation
level through crash-derived CWE identifiers (Appendix B.1.2), whereas CVE records include one
or more CWE classifications supplied during vulnerability analysis. Weakness alignment therefore
establishes whether the two records describe compatible classes of software flaws, providing a

taxonomy-level consistency check before considering more specific evidence.

CWE Normalization and Comparison. For OSS-Fuzz entries, the normalized manifestation-

level CWE identifiers derived during extraction are used, consisting of a primary CWE capturing
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the core weakness category and, where applicable, a secondary CWE refining the operation or
memory context. These identifiers are reduced to their numeric form to enable direct comparison.
For CVEs, all CWE identifiers listed in the NVD weakness fields are collected. A candidate
OSS-Fuzz-to—CVE pair passes this stage only if at least one of the OSS-Fuzz CWEs (primary or
secondary) intersects with the set of CWEs associated with the CVE.

Compatibility Filtering and Scope. The intersection requirement filters cases where product
overlap exists but the two records describe fundamentally different vulnerability classes (e.g., a
memory-safety violation versus a logic or configuration error). Because CWE annotations in
CVEs may vary in granularity, this stage functions as a compatibility check. It ensures that pair-
ings forwarded to later stages share a coherent weakness taxonomy. Entries failing to satisfy this
criterion are excluded from further consideration, constraining subsequent provenance matching

to vulnerabilities consistent in both software context and flaw type.

B.2.3 Reference-Level Provenance Matching

After product and weakness compatibility are established, the third linkage stage seeks direct ev-
idence of provenance to indicate that an OSS-Fuzz entry and a CVE refer to the same underlying
defect. Unlike prior stages, which rely on structural descriptors, this step evaluates artifacts em-
bedded in CVE reference fields that point to concrete development or reporting resources. Such
references frequently originate from disclosure discussions or patch documentation and therefore

provide stronger signals of shared identity across datasets.

Issue-Level Provenance Alignment. The first category of reference evidence consists of OSS-
Fuzz issue-tracker links. CVE records often include external references to bug reports or dis-
cussion threads; when these URLSs resolve to OSS-Fuzz issue-tracking systems (either historical
Chromium-hosted reports or the current OSS-Fuzz tracker), the corresponding issue identifiers are
extracted. These identifiers are compared against the normalized OSS-Fuzz issue IDs associated
with each candidate entry (Appendix B.1.1). A match indicates that both records reference the

same fuzzing report and constitutes high-confidence provenance alignment.

Commit-Level Provenance and Filtering. The second category consists of commit-level refer-
ences. Some CVEs include links to source-code commits documenting the introduction or reme-
diation of the vulnerability. Commit hashes extracted from such URLs are compared against the
introduced and fixed revisions recorded in the OSS-Fuzz metadata (Appendix B.1.3). Overlap at
this level provides independent historical linkage by tying both records to the same code change.
Duplicate URLSs are ignored during processing to prevent repeated evidence from inflating confi-
dence. Candidate pairs exhibiting at least one issue-level or commit-level match pass this stage
and are considered to have explicit cross-source provenance signals. Pairs lacking such evidence
are retained only for subsequent semantic disambiguation, ensuring that reference-level evidence

is prioritized over structural similarity alone.



Implementation Details (Chapter 3) 172

B.2.4 Semantic Disambiguation and Priority-Based Match Selection

Even after product alignment, weakness compatibility, and reference-level provenance matching,
ambiguity can remain. A single CVE may correspond to multiple OSS-Fuzz entries that satisfy
structural and historical criteria, particularly when vulnerabilities occur within the same project
and share similar weakness types. The final linkage stage performs semantic disambiguation and
applies a priority-based selection policy to ensure that each retained correspondence reflects the

strongest available combination of evidence.

Semantic Disambiguation via Program-Entity Cues. Semantic cues are derived from location-
specific information contained in CVE descriptions and OSS-Fuzz crash summaries. Crash reports
include final stack frames at the failure point, providing function names and source file paths near
the crash site. CVE descriptions are scanned for tokens referring to program entities (e.g., func-
tion or file names), and overlap with identifiers extracted from crash frames is used as a weak
signal that both records reference failures in the same code region. For example, the crash state of
0OSV-2023-270 includes the function bit_utf8_to_TU, and CVE-2023-36272 describes a heap
buffer overflow in that same function at bits.c. Another CVE referencing the same commit
(CVE-2023-36271) instead mentions bit_wcs2nlen, enabling keyword-based differentiation
between otherwise structurally similar candidates. These cues are applied only when a stronger

product, weakness, or reference evidence does not uniquely determine the correspondence.

Priority Ladder and Consolidation Policy. Match selection follows a priority ladder that ranks
evidence combinations according to evidentiary strength. The highest priority is assigned when
reference-level evidence (issue or commit overlap) is reinforced by semantic agreement. The next
level corresponds to cases where issue-level and commit-level evidence intersect directly, indicat-
ing convergence between reporting and code-history artifacts. Lower priority is assigned when
only one form of reference evidence is present, and the lowest priority corresponds to matches re-
lying primarily on semantic similarity after structural alignment. Each candidate OSS-Fuzz entry
is assigned a match-priority value reflecting the strongest evidence combination. When multi-
ple candidates remain for the same OSS-Fuzz identifier, only those with the best (lowest) priority
value are retained. If more than one candidate shares the top priority and cannot be uniquely distin-
guished, the correspondence is discarded to avoid introducing uncertainty into the mapping. This
consolidation step ensures that the final OSS-Fuzz—to—CVE mappings represent unique, evidence-

weighted correspondences rather than heuristic associations.

B.3 Automated Reproduction and Fix Verification Procedure

This section operationalizes the reproduction and fix-verification workflow defined in Section 3.4.3.
The workflow comprises four components. Section B.3.1 defines the execution architecture. Sec-

tion B.3.2 specifies context reconstruction, including issue retrieval, snapshot resolution, and
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repository initialization. Section B.3.3 describes containerized build and execution under OSS-

Fuzz infrastructure. Section B.3.4 formalizes crash parsing and structural equivalence checking.

B.3.1 Tooling Architecture and Execution Model

This subsection describes the operational structure of the automated reproduction workflow refer-
enced in Section 3.4.3. The workflow is implemented in a publicly available command-line tool,
osv-reproducer I which orchestrates repository resolution, environment reconstruction, build
execution, crash replay, and fix verification for individual OSS-Fuzz vulnerabilities identified by
OSV IDs. The tool operates deterministically on one vulnerability at a time and produces struc-
tured output artifacts documenting reproduction status, execution logs, and verification outcomes.
Its purpose is not to discover vulnerabilities, but to reconstruct historically grounded execution
states and validate that a documented crash can be reproduced and subsequently eliminated by the

recorded fixing revision.

Reproduction and Verification Modes. The tool exposes two complementary execution modes
corresponding to the conceptual workflows defined in the main methodology. In crash reproduc-
tion mode, the pipeline reconstructs the introducing revision of the project and attempts to trigger
the documented failure using the original OSS-Fuzz test case. In fix verification mode, it recon-
structs the version containing the recorded fixing commit and re-executes the same test case to
confirm the absence of the crash. The two execution modes share a common architectural back-
bone and differ only in the targeted revision and the expected validation outcome (presence versus

absence of the crash), while the surrounding workflow remains structurally identical.

Architectural Structure and Execution Workflow. Although earlier stages validate that an
OSS-Fuzz entry is eligible for reproduction, the reproduction workflow does not directly con-
sume their metadata. Execution proceeds through a fixed sequence of stages: context resolution,
project build under OSS-Fuzz—compatible instrumentation, test-case execution, and struc-
tured validation of outcomes. The initial stage produces a structured reproduction context that
encapsulates the vulnerability identifier, execution mode, issue-report metadata, project configu-
ration, repository boundaries, and the timestamp anchoring the historical snapshot. This context
serves as the execution anchor for the subsequent build, execution, and validation stages. Each
stage produces a structured status outcome, allowing failures to be attributed precisely to missing

context, build instability, execution divergence, or verification mismatch.

B.3.2 Context Reconstruction and Snapshot Resolution

This subsection details how an execution context is reconstructed for a given OSV identifier. Re-
production requires more than commit boundaries: it depends on the original OSS-Fuzz issue

report, the crash metadata embedded within that report, the corresponding build snapshot, and the

lhttps ://pypi.org/project/osv-reproducer/
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exact repository revisions referenced at the time of failure. The purpose of context reconstruction
is to assemble a self-contained reproduction context that binds issue-report semantics, snapshot

state, and repository boundaries into a single, temporally coherent execution anchor.

Issue Retrieval and Snapshot Resolution. Context reconstruction begins by resolving the OSS-
Fuzz issue identifier associated with the OSV record. The issue report is fetched from the OSS-
Fuzz issue tracker (e.g., https://issues.oss-fuzz.com) and parsed into a structured repre-
sentation. During parsing, legacy field names are normalized, and crash-specific fields are consol-
idated into a dedicated Crashinfo object that captures, at minimum, the reported impact category
and structured stack information. Reports lacking sufficient crash descriptors are rejected at this
stage. Snapshot resolution determines the OSS-Fuzz build state corresponding to the observed
crash. If a timestamp has previously been recorded for the OSV identifier, the corresponding
snapshot is loaded directly. Otherwise, a timestamp is inferred from either (i) the regression range
encoded in the issue report (for crash reproduction mode) or (ii) the temporal window derived from
the fixing revision (for verification mode). Snapshots are retrieved from the OSS-Fuzz archival
storage in the Google Cloud Storage bucket clusterfuzz-builds. When an exact timestamp
is known, the corresponding snapshot file is downloaded directly; otherwise, available snapshots
within the inclusive time interval are enumerated, and the most recent valid match is selected.

Failure to obtain a valid snapshot halts context reconstruction.

Project Configuration and Repository Initialization. Once a snapshot is obtained, the repos-
itory descriptors embedded in it are used to reconstruct the project’s source state. Each entry
specifies a remote repository location and a pinned revision. Only repositories hosted on GitHub
are supported; each repository is cloned at the selected commit to establish a local version. If
cloning fails or no valid repositories can be initialized from the snapshot, context reconstruction
terminates with an error. In parallel, a version of the OSS-Fuzz project configuration up to the
snapshot’s timestamp is retrieved. This includes the Dockerfile for the project and associated
build resources. The Dockerfile is parsed to identify required mountable sources and download-
able build inputs, ensuring that all files referenced by build instructions are available locally. The
issue report (including its normalized Crashinfo and triggering test case ID), the resolved snapshot
timestamp, the initialized repositories, and the project configuration are then assembled into the
structured reproduction context. This context object binds the OSV identifier, execution mode,
crash metadata, repository boundaries, and snapshot state into a single, consistent execution an-

chor for the build and execution stages described previously.

B.3.3 Containerized Build and Instrumentation Reproduction

This subsection describes how projects are built and executed inside Docker containers using the

OSS-Fuzz infrastructure. Reproduction requires not only the correct source revision, but also the
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correct instrumentation configuration (fuzzing engine, sanitizer, and architecture). To preserve fi-
delity with the original fuzzing environment, both compilation and execution are performed inside

containers configured to mirror OSS-Fuzz’s build and runtime assumptions.

Building Fuzzer Container. For each reproduction context, a project-specific base image is con-
structed from the OSS-Fuzz project directory corresponding to the resolved snapshot. The result-
ing image is tagged with osv-reproducer/{project}—-{oss_fuzz_repo_sha}:latest.
If the image already exists locally, it is reused; otherwise, it is built directly from the project’s
OSS-Fuzz configuration. A container is then launched from this image to compile the project with
OSS-Fuzz—compatible instrumentation. The container environment is configured using explicit
variables, including FUZZING_ENGINE, FUZZING_LANGUAGE, SANITIZER, ARCHITECTURE,
and PROJECT_NAME. The execution platform is selected according to the issue report architecture
(e.g., linux/amd64 or 1inux/armé64). All resolved repositories are mounted into the container
at their snapshot-defined paths, and required build-context files identified from the project Docker-
file are mounted accordingly. The container build process produces instrumented fuzzing binaries
under /out. Build logs are streamed and persisted. If the container exits with a non-zero status

or an error code is detected in the logs, the build stage fails, and reproduction does not proceed.

Executing Fuzzer with the Crashing Input. After a successful build, the fuzzer binary is exe-
cuted inside the OSS-Fuzz runner image gcr.io/oss—-fuzz-base/base-runner:latest.
The previously generated output directory is mounted at /out, and the original crashing test
case is mounted read-only at /testcase. The runner container is launched with "reproduce
{fuzz_target} -runs=1". The environment includes SANITIZER, ARCHITECTURE, and
a helper flag enabling structured output capture. The expected exit code depends on execution
mode: in crash reproduction mode, exit code 1 indicates a crash; in fix verification mode, exit
code 0 indicates successful termination without triggering the fault. Container logs are streamed
and parsed to extract structured crash information. When a crash occurs, logs are converted into
a normalized CrashiInfo representation for subsequent structural comparison. If execution does
not match the expected outcome for the given mode, the run is classified as a reproduction or

verification failure.

B.3.4 Crash Signature Parsing and Matching

This subsection specifies how runtime sanitizer output is converted into a structured crash repre-
sentation and compared against the crash metadata recorded in the OSS-Fuzz issue report. Re-
production is considered valid only if the observed crash matches the reported failure. Matching
operates on normalized fields rather than raw log text, ensuring comparisons are independent of

formatting differences.

Parsing Crash into Structured Representation. Runner container logs are scanned for sani-
tizer markers indicating the start of a failure (e.g., lines beginning with ==. . . ==ERROR). From
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this point, the parser extracts the reported impact category (e.g., heap-buffer-overflow,
SEGV), the memory operation type (READ or WRITE), the access size (when available), and
the faulting address. The primary stack trace is collected until the sanitizer summary marker
("SUMMARY : ") is encountered. Each stack frame is normalized into a structured representation
that includes the instruction address, the logical function name, and, when present, the associated
source location. These frames are assembled into a Crashinfo object mirroring the structure pro-
duced when parsing the original OSS-Fuzz issue report. If no valid error start marker or stack

trace is detected, the run is treated as non-crashing for structural comparison purposes.

Matching Against the OSS-Fuzz Report. For crash reproduction mode, the parsed Crashinfo
is compared against the issue report’s recorded crash metadata. Basic fields are checked first: the
impact category and memory operation must match exactly. Size and address comparisons may
be performed when explicitly required. If these primary fields diverge, reproduction is rejected.
Stack comparison then evaluates frame-level consistency. Because sanitizer instrumentation may
introduce additional frames (e.g., wrapper or memory-checking routines), a stack shift procedure
is applied: if the first reported frame does not match the first reproduced frame, subsequent frames
are examined to determine whether alignment can be achieved by shifting the reproduced stack.
If alignment is found, comparison proceeds using the computed offset. At least one frame must
match between the report and the reproduced stack; otherwise, it is considered a structural mis-
match. In the main text, runs with a structurally matching crash are referred to as matched entries,
runs that produce a crash failing these criteria are labeled mismatch, and runs without a crash
are labeled no crash. In fix verification mode, the expected condition is that there is no crash.
If a structured Crashinfo is produced during verification, the patch is considered ineffective, and

verification fails. Conversely, in reproduction mode, no crash is treated as a reproduction failure.

B.4 Patch-Driven Root-Cause Localization and Crash Separation

Defect-level ground truth is derived from reproduced vulnerabilities by combining sanitizer stack
traces and fixing commits. Localization first extracts the crash-context file—line anchors and aligns
them with fixing revisions to obtain a file-scoped diff (Appendix B.4.1). Candidate edit loca-
tions are then ranked using a line-distance heuristic and manually validated to determine the bug
site (Appendix B.4.2). Finally, the separation between the bug and crash sites is computed from
observed call stacks (Appendix B.4.3). Together, these steps yield version-anchored, manually

verified bug locations and a quantitative measure of their distance from failure sites.

B.4.1 Crash-Context Anchor Extraction and Snapshot-to-Commit Patch Retrieval

Root-cause localization operates on the structured artifacts produced by the automated reproduc-

tion workflow (Appendix B.3). The procedure integrates two complementary evidence streams:
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(i) crash-context anchors derived from structured sanitizer output, and (ii) patch evidence ob-
tained by resolving reproduction snapshots to concrete Git commits and computing their version-
controlled differences. These artifacts reflect the exact program states in which the failure man-
ifested and was subsequently corrected. Together, they define a bounded and version-anchored

search space for defect inference.

Crash-Context Anchor Extraction from Stack Frames. Crash anchors are derived from the
structured Crashinfo representation emitted during reproduction and persisted for each OSV iden-
tifier (Appendix B.3.4). The workflow loads the stored crash metadata together with its asso-
ciated reproduction context and iterates over the primary stack frames recorded at failure time.
For each frame, the module field is parsed to extract a source-relative file path and line num-
ber. Frames lacking a valid path-line encoding are discarded. Candidate paths are resolved
against the reconstructed project directory corresponding to the crash snapshot (Appendix B.3.2),
normalized to source-relative form, and validated against the filesystem state at that revision.
Only entries whose paths exist within the project tree are retained. The result is a mapping
file — {linej,liney,...} representing empirically validated manifestation points. These

file—line anchors constitute the runtime evidence that constrains subsequent patch alignment.

Commit Resolution and File-Scoped Diff Retrieval. Patch evidence is derived by resolving
both the crash snapshot and the fix snapshot—materialized during reproduction—to their corre-
sponding Git commits (Appendix B.3.2). Each snapshot descriptor encodes a repository URL
and revision identifier; these are converted into concrete repository and commit instances through
normalized URL parsing and commit lookup. Let Cgasn denote the crash-inducing commit and
Ciix the fixing commit. A diff is computed as A = di £ £(Cerash, Crix) and is explicitly restricted
to the set of files implicated by the crash anchors. This file-scoped diff restriction ensures that
only developer modifications intersecting runtime-relevant files are considered. If A contains no
modifications affecting the crash-implicated files, localization is terminated for that entry. The
resulting structured diff—composed of normalized patch hunks for the candidate files—serves as

the input to the structural proximity analysis described in the subsequent subsection.

B.4.2 Diff-Based Root-Cause Selection via Line Proximity

Given the file-scoped diff A between the crash-inducing commit Cgr,sn and the fixing commit
Cix (Appendix B.4.1), localization identifies the modification that lies closest to the empirically
validated crash anchors. The crash site itself is not assumed to be the defect origin; instead,
the fixing commit is examined to determine where developers intervened relative to the observed
failure. The guiding assumption is pragmatic: edits introduced in the fixing revision are typically
located near the code responsible for the crash, even if the defect is not at the exact top stack frame.
Line proximity is therefore used as a simple and consistent heuristic to infer the most plausible

defect location.
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Distance Computation and Candidate Selection. For each patch hunk in A, both deletions (old
lines) and insertions (new lines) are compared against the set of crash line numbers for the same
file. Let L.asn denote the crash line numbers and Lg;s the line numbers modified within a hunk.

The distance is computed as d = ming, ey, ¢,cLqy |¢a — £c|- For each candidate line, the algorithm

crash; ¢
records a tuple (file_path, lineno, d, p,t), where d is the minimum line distance, p is the
file priority (derived from the order in which crash files appear), and # € {o1d,new} indicates
whether the line comes from a deletion or an insertion. Selection favors smaller distances; ties
are resolved by preferring files with lower priority values. Inserted and deleted lines are treated
symmetrically, with their type retained for traceability. The resulting tuple defines the single defect

location selected for the vulnerability.

Heuristic Limitations and Manual Verification. The line-distance procedure serves as a heuris-
tic to suggest plausible defect locations rather than to automatically establish ground truth. When
the fixing commit does not modify crash-implicated files, or when no candidate line yields a fi-
nite distance, the algorithm cannot propose a meaningful location under the proximity criterion.
These cases reflect limitations of line-based comparison rather than the absence of a defect. No
vulnerability is accepted or rejected solely on the basis of this automated ranking. The selected
location is treated as a proposal that guides subsequent inspection. Each vulnerability undergoes
manual review of the fixing commit, surrounding context, and crash evidence to confirm or adjust
the suggested site. This semi-automatic process ensures that final benchmark entries are validated

by expert judgment rather than solely by heuristic proximity.

B.4.3 Call-Graph Separation Between Bug Location and Error Location

Call-graph separation is computed as a post-hoc structural measurement between the manually
validated bug location (Section B.4.2) and the error location derived from structured sanitizer out-
put (Appendix B.3.4). The bug function is determined after diff-based candidate selection and
manual verification (Appendix B.4.2), while the error function is extracted from the reproduced
crash context (Appendix B.4.1). No additional instrumentation, fuzzer arguments, or recompi-
lation steps are introduced at this stage. The metric relies exclusively on the sanitizer-reported
stack traces already captured during reproduction. Separation is defined as a count of call edges
(caller—callee links), not raw stack-frame counts, and therefore approximates dynamic call-graph

distance along observed execution paths.

Stack-Based Distance via Lowest Common Ancestor (LCA). Let f, denote the error function
(the highest relevant project frame at the crash site) and f;, the manually labeled bug function.
When sanitizer output provides stack traces that include both functions (possibly from different
traces, e.g., the crash stack and the provenance stack), separation is computed using a lowest
common ancestor (LCA) formulation over the dynamic call paths. Let f; be the lowest function

appearing on both upward traversals of the respective stacks. Let d(x,y) denote the number of
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caller—callee edges between functions x and y along a stack segment. The separation is defined as

D(fp, fe) = d(fp, f1) + d(fe, f1)-

Operationally, d(-,-) is computed by counting caller transitions between the two functions on the
observed trace. This definition yields a single scalar distance even when f}, and f, are drawn from
different sanitizer traces, provided a shared ancestor exists. In fuzzing contexts, this ancestor is

frequently the harness entry point (e.g., LLVMFuzzerTestOneInput).

Default Distance Under Incomplete Stack Information. Some sanitizer reports—such as seg-
mentation faults or wild-pointer frees—expose only a crash stack and no provenance trace ref-
erencing the bug function. In these cases, an LCA-based computation is not possible using san-
itizer output alone. To preserve a total metric under this constraint, a conservative default is
applied. If LLVMFuzzerTestOneInput appears in the crash stack, the crash-to-entry distance
d(fe,LLVMFuzzerTestOneInput) (in call edges) is computed, and separation is set to

D(fp, f.) = d(fe,LLVMFuzzerTestOnelnput)-+ l.

The additive constant encodes that the labeled bug function lies outside the observable crash-path
segment in the available traces, yielding a consistent lower-bound estimation. If the harness entry

function is absent from the crash stack, separation is not computed under this rule.

Separation Categories and Within-Function Line Distance. Based on call-graph distance and

file information, each bug—error pair is classified into one of three categories:
* same function: bug and error locations are in the same function;
* different functions, same file: bug and error are in different functions but in the same file;
* different files: bug and error are in different source files.

When bug and error locations are in the same function (call-graph distance 0), line-level separation
is additionally measured using within-function line distance: A = |linep, — lineerror|, Where linep,g

and line,,,, are the source line numbers of the bug and error locations, respectively.
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Implementation Details (Chapter 4)

This appendix documents the concrete implementation underlying the methodology of Chapter 4.
It specifies tool setup and scan orchestration (Section C.1), construction of the root-cause—aligned
training dataset (Section C.2), reasoning-layer explanation generation (Section C.3), supervised
triage and SARIF-level filtering (Section C.4), and the detailed evaluation protocol for detection

and assessment (Section C.5).

C.1 Tool Setup and Scan Pipeline

This section specifies the setup and execution procedures supporting the SAST evaluation de-
scribed in Section 4.1.2. Section C.1.1 details benchmark dataset normalization, Section C.1.2
documents containerized execution and reproducibility controls, and Section C.1.3 describes tool

invocation, input scoping, and SARIF post-processing.

C.1.1 Benchmark / Evaluation Dataset Normalization

To align the scan pipeline with the causally grounded oracle structure introduced in Chapter 3, the
dataset is normalized into two evaluation views: bug-site anchors (defect/root cause) and error-site
anchors (manifestation/crash context). Both views share common identifiers (project, CVE/OSV
IDs, and commit SHA) but differ in the anchored file/function/line and in the semantics of the
associated CWE/operation fields.

Operationally, the pipeline materializes these two views as separate, consistently formatted ta-
bles that can be consumed uniformly by the downstream scanner and evaluation logic (e.g., group-
ing by project/version and extracting a file-level scan scope). The concrete column projections,
renaming rules, and file naming conventions are intentionally omitted here to avoid duplicating
low-level script details; the complete normalization procedure is provided in the accompanying

implementation script. !

lhttps://github.com/epicosy/phdfthesiS/blob/main/scriptS/chapter74/normalizef
data.py
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C.1.2 Execution Environment and Reproducibility Controls

Containerized execution. All analyzers are executed inside Docker containers to isolate system
dependencies and reduce host-induced variability. The scan runner maps each tool to a corre-
sponding container image and executes analyses over a read-only mount of the repository snapshot
(/src) with a writable mount for SARIF output (/out). This setup ensures a uniform filesystem
layout and consistent interaction model across tools without requiring project-specific build envi-

ronments.

Runtime consistency checks. The runner monitors container execution and verifies that a SARIF
artifact is successfully produced before the results are admitted into the evaluation corpus. This
provides a uniform failure mode across analyzers and prevents incomplete or failed runs from
contaminating downstream processing. Additional low-level runtime preferences (e.g., mount
conventions or resource knobs) are treated strictly as execution conveniences and are not method-

ologically significant.

C.1.3 Tool Invocation and Input/Output Handling

All analyzers are executed using their standard analysis mode and rule coverage consistent with
the methodological constraint of evaluating out-of-the-box SAST behavior rather than rule engi-
neering. Listing C.1 shows the template command for Flawfinder (v2.0.19), executed from the
container image hosted at 003371dbcc47. The flag -minlevel=5 restricts output to higher-
risk warnings; empirically, varying the threshold between levels 3-5 did not materially change the
set of actionable findings while substantially reducing warning volume compared to lower levels.
Additional flags (-falsepositive, -neverignore, —dataonly) reduce heuristic suppres-

sion and enforce consistent SARIF-oriented reporting.

$ flawfinder --sarif --falsepositive --neverignore --quiet --dataonly

— ——minlevel=5 <targets> > /out/<sarif>

Listing C.1: Flawfinder command template (v2.0.19).

Listing C.2 shows the template command for Cppcheck (v2.18 dev), executed from the con-
tainer image hosted at 00e1£792e45a. We set -max—-ctu—depth=9 to match the maximum
observed call-graph separation between bug and error anchors in the benchmark, preventing pre-
mature truncation of cross-translation-unit reasoning below the dataset’s required depth. The re-
maining parameters enable broad default checking (-enable=all, —inconclusive) while

producing SARIF output.

$ cppcheck -j4 —--enable=all —--inconclusive —--output-format=sarif
« —-platform=native —--max-ctu-depth=9

«— ——output-file=/out/<sarif> <targets>

Listing C.2: Cppcheck command template (v2.18 dev).


https://hub.docker.com/repository/docker/epicosy/thesis-sast/tags/flawfinder
https://hub.docker.com/repository/docker/epicosy/thesis-sast/tags/cppcheck
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Listing C.3 shows the template command for CodeQL (v2.23.7), executed from the con-
tainer image hosted at bb1690789c26. To satisfy build independence, the database is created
in no-build mode (-build-mode=none). Analysis uses a curated query suite focused on CWE-
relevant defect mechanisms, derived from the official C/C++ security packs but with telemetry,
logging, performance, and cryptography-oriented queries removed as benchmark-irrelevant; the

exact suite used in the experiments is version-controlled with the thesis artifacts.

$ codeql database create <db> --language=cpp --source-root=/src/<root>
< ——build-mode=none —--threads=2 --ram=6144 --overwrite
$ codeqgl database analyze <db> /config/codegl/cwe-focused-cpp.qgls

— ——format=sarifv2.1.0 —--output=/out/<sarif>

Listing C.3: CodeQL command template (v2.23.7).

Listing C.4 shows the template command for Semgrep (v1.148.0), executed from the con-
tainer image hosted at e60a680£5dd3. The ruleset is fixed (not tuned per project) and aggre-
gates a local copy of the official C security and correctness rules® together with an additional
community-provided ruleset to compensate for the limited coverage of the official C pack.* The
combined rules used in the experiments are archived alongside the thesis configuration.’ Finally,
-no—git-ignore ensures benchmark-relevant files are not skipped due to repository ignore pat-

terns, improving consistency across projects.

$ semgrep scan --config=/config/semgrep/rules --sarif --no-git-ignore

— ——verbose --sarif-output=/out/<sarif> <targets>

Listing C.4: Semgrep command template (v1.148.0).

Input handling. To keep tool outputs proportional with the benchmark oracle and prevent evalu-
ation from being dominated by project-wide reporting volume, analysis is restricted to files linked
to benchmark anchors. For each repository snapshot (owner/repo@commit_sha), the pipeline
derives a set of repository-relative file paths from the evaluation dataset and supplies them as
explicit scan targets where supported; otherwise, scanning falls back to the smallest common di-

rectory subtree containing those files.

Output handling. Before evaluation, SARIF artifacts undergo normalization and post-processing
to remove environment-specific noise while preserving semantic content. Absolute mount prefixes
(e.g., /src/) are stripped from location URISs to produce repository-relative paths consistent with
the scoped input files; non-essential driver metadata, notifications, and invocation records are re-

moved to reduce structural variability across tools; and tool identifiers are standardized where

thtps://github.com/epicosy/phd_thesis/blob/main/config/chapter_4/codeql/
cwe—focused-cpp.gls

3https://github.com/semgrep/semgrepfrules/tree/develop/c/lang

4https://github.com/Oxdea/semgrepfrules

5https://github.com/epicosy/phd_thesis/tree/main/config/chapter_4/semgrep/rules


https://hub.docker.com/repository/docker/epicosy/thesis-sast/tags/codeql
https://hub.docker.com/repository/docker/epicosy/thesis-sast/tags/semgrep
https://github.com/epicosy/phd_thesis/blob/main/config/chapter_4/codeql/cwe-focused-cpp.qls
https://github.com/epicosy/phd_thesis/blob/main/config/chapter_4/codeql/cwe-focused-cpp.qls
https://github.com/semgrep/semgrep-rules/tree/develop/c/lang
https://github.com/0xdea/semgrep-rules
https://github.com/epicosy/phd_thesis/tree/main/config/chapter_4/semgrep/rules
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necessary. During post-processing, a finding is considered in-scope only if its primary SARIF
location corresponds to one of the scoped file paths derived during input handling. This ensures
that inclusion checks and downstream metrics operate on consistent location representations with-
out altering the findings themselves, and that evaluation reflects performance strictly within the

benchmark-defined observable search space.

C.2 Training Dataset Construction Pipeline

This section documents the procedures used to construct the root-cause—aligned training dataset
described in Section 4.4.2. Section C.2.1 details CVE selection and fix-commit constraints, Sec-
tion C.2.2 specifies diff processing and bug—fix span extraction, and Section C.2.3 describes SAST
execution and location-based labeling of warnings.

C.2.1 CVE Selection and Patch Constraints

Training instances are derived from real-world vulnerabilities, but only a subset of CVEs are
suitable for learning root-cause—level behavior. The construction procedure therefore enforces
two methodological principles: selected vulnerabilities must correspond to well-defined memory-
safety defects, and their associated fixes must admit compact, source-localized changes that enable
precise bug-site extraction. Rather than modeling coarse-grained security revisions or refactor-
heavy updates, the resulting dataset emphasizes semantically grounded defects whose fixes reflect

minimal causal corrections.

CVE Corpus Delimitation. Candidate vulnerabilities are drawn from the NVD corpus (Ap-
pendix A.1), which provides standardized metadata describing weakness class, affected products,
and external references. From this corpus, constraints progressively narrow the set to CVEs that
are semantically aligned with root-cause memory-safety defects, grounded in open-source code,
and linked to verifiable fixing revisions. Selection is restricted by CWE semantics: only CVEs
whose weakness metadata intersects the identifiers 125, 415, 416, 476, or 787 are retained; these
families align with the benchmark’s observed failures. To preserve strict train—test independence,
any CVE identifier appearing in the evaluation dataset is removed at this stage, preventing both
explicit overlap and latent leakage through shared vulnerability instances. Each remaining CVE
must reference at least one vulnerable product that can be resolved to a source repository within
the curated OSS product catalog (Chapter 2). Resolution proceeds by matching vendor—product
identifiers to repository metadata (owner, repository name, and repository ID), ensuring that vul-

nerability records correspond to version-controlled source artifacts rather than abstract advisories.

Fix Commit Selection. For each admissible CVE-repository pair, candidate commits are treated
as potential fix patches and evaluated under structural constraints that favor compact, source-

localized defect repairs. When multiple commits are associated with the same vulnerability, only
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the most recent commit (based on committer timestamp) is retained to reduce inclusion of inter-
mediate or partial fixes superseded by later revisions. Each candidate must have a single parent
(merge commits are excluded) so that the vulnerable predecessor revision is unambiguously de-
fined, and must modify exactly one file, constraining the dataset toward patches likely to corre-
spond to a single defect site rather than multi-file refactorings or broad code cleanups. Modifi-
cations are restricted to C/C++ source artifacts, requiring at least one changed file with extension
.c, .h, .cpp, .cc, .cxx, .hpp, .hh, or .hxx. For each commit satisfying these conditions,
the stored metadata include the CVE identifier, associated CWE identifier, repository owner and
name, fix commit SHA, parent (vulnerable) SHA, total change count, and commit timestamp; the

resulting commit set forms the basis for subsequent diff analysis and bug-fix location extraction.

C.2.2 Diff Processing and Bug-Fix Extraction

Each retained fix commit is reduced to a single, source-localized bug—fix region representing
the root-cause code modified by the revision. The analysis explicitly models small-patch repairs:
commits are constrained to at most eight total modified lines, a threshold that tolerates incidental
comment or whitespace edits while ensuring that the retained change captures a compact and

causally coherent fragment of the original fix.

Diff processing. Target files are identified as those marked modi fied in the commit and whose
extensions fall within the C/C++ source (set defined in Section C.2.1); commits without such files
are discarded. For each candidate file, the unified diff between the vulnerable parent and the fix
revision is examined hunk by hunk. A hunk is considered code-relevant only if it modifies at least
one non-comment, non-whitespace line: blank lines and both single-line (//) and block (/* */)
comments are ignored, and multi-line block comments are tracked to prevent misclassification.
Hunks that affect only formatting or comments are removed. After filtering, the commit is re-
tained only if exactly one logical modification region remains; multiple qualifying hunks result in

exclusion to preserve a one-to-one mapping between vulnerability instance and defect location.

Bug-fix line-span extraction. For the retained hunk, line spans are derived from the set of
changed line numbers. In the vulnerable version, the span covers deleted or modified lines in the
parent revision; in the fixed version, it covers the corresponding added or modified lines. Pure
additions or deletions are anchored to the nearest changed line in the respective version. Each
qualifying hunk yields two aligned records each defined by a canonical location (repository,
file path, start line, end line) for both vulnerable and fixed file versions. Rather than
materializing full repository snapshots, only the affected file is retrieved at the parent and fix com-

mits, preserving the exact code context for downstream SAST execution and snippet extraction.



C.3 Reasoning Layer Implementation and Explanation Generation 185

C.2.3 SAST-Based Training Data Labeling

Training data labeling is performed by executing SAST tools on the source files extracted during
patch-based dataset construction (Section C.2.2) and aligning tool warnings with the bug-fix loca-
tions. The execution environment, analyzers, and invocation commands are identical to those used
during evaluation (Section C.1.3); the primary extension lies in the input specification. Scans are
scoped to this dataset-defined file set using the same orchestration logic as in evaluation, differing
only in invocation arguments, so that analyzers process exactly the files implicated by vulnerability

fixes. SARIF artifacts are normalized using the same pipeline described in Section C.1.1.

cve_id repo_path version file start end tool rule label
b81da650 . 338 338 correct
CVE-2022-1341 vgropp/bwm-ng 9774£23b src/options.c 340 342 Flawfinder FF1019 incorrect

Flagged code (both instances):
snprintf (str, strlen(pwd_entry->pw_dir)+14, "%s/.bwm-ng.conf", pwd_entry->pw_dir);

The vulnerable version lacks a preceding check on str, whereas the fixed version introduces a guard condition.
Although the flagged line is identical, its semantic correctness differs across versions, yielding opposing labels.

Table C.1: Example training instances derived from the same CVE and SAST rule. The flagged
code is syntactically identical, but contextual differences between vulnerable and fixed versions
determine the assigned label.

Normalized SARIF results are then ingested into a tabular representation, where each warn-
ing is materialized as a structured row containing its primary location (file path, start line, end
line), tool and rule identifiers, message text, and an extracted code snippet. Labeling is performed
strictly via location alignment between these SAST warnings and ground-truth bug-site spans;
tool-reported CWE identifiers or rule semantics are not used for labeling. Within each repos-
itory—commit group, SARIF warnings are matched against the corresponding ground-truth file
entries using line-range containment. Warnings whose reported location falls entirely within a
bug-site span are retained and labeled according to scan context: warnings produced when ana-
lyzing the vulnerable version are labeled correct, while warnings produced when analyzing the
fixed version are labeled incorrect. Warnings outside the dataset-defined file set or failing to
overlap any ground-truth span are ignored, and duplicate warnings referring to the same tool, file,
and start line are removed. Each retained warning—location pair is materialized as a single training
instance. Table C.1 illustrates two such instances derived from the same vulnerability and SAST
rule, where the flagged line of code is syntactically identical but differs in semantic correctness

due to contextual changes introduced by the fix.

C.3 Reasoning Layer Implementation and Explanation Generation

This section specifies the concrete implementation of the reasoning layer introduced in Sec-

tion 4.4.3. Section C.3.1 details localized context assembly and model invocation, Section C.3.2


https://github.com/vgropp/bwm-ng/commit/b81da650bf5269b77c2452ebd3017d297e806cd4
https://github.com/vgropp/bwm-ng/commit/9774f23bf78a6e6d3ae4cfe3d73bad34f2fdcd17
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defines the prompt template and instruction variants, and Section C.3.3 describes response pro-

cessing and SARIF enrichment.

C.3.1 Context Assembly and Model Invocation

Explanation generation operates over the structured warning instances produced during SAST-
based training data labeling (Section C.2.3). At this stage, each warning is a normalized record
containing its primary location, analyzer metadata, and the corresponding file revision. The rea-
soning layer performs no additional repository discovery, diff analysis, or warning matching; it
consumes these pre-aligned instances directly and transforms each into a bounded model invoca-

tion that exposes only localized code and the tool message.

Context assembly. For each warning instance, a localized code view is constructed around the
tool-reported line range. The highlighted region corresponds exactly to the warning’s start and end
lines in the stored file revision. Surrounding context is extracted from a fixed window to provide
minimal local context without expanding beyond the immediate scope of the defect: up to ten
lines preceding the target start line are included as pre-context, and up to five lines following the
target end line as post-context. When explanations are generated for fixed revisions, an explicit
offset may be applied to compensate for line shifts introduced by patch edits so that the highlighted
region corresponds semantically to the same logical code fragment across revisions. In parallel,
the tool message undergoes lightweight normalization before prompt construction: tool-specific
identifiers (e.g., CWE tags) are removed, retaining only the free-text description of the suspected
issue. The resulting prompt context, therefore, consists solely of (i) localized source code and
(i) a minimally processed description, without cross-file context, repository-level metadata, or
ground-truth labels.

Model input and invocation. The normalized warning message and assembled code context
are combined into a structured prompt that serves as a template carrying the localized evidence
described above. A separate high-level instruction governs the expected response behavior, and de-
pending on the interface, it can be supplied independently of the prompt body. The reasoning layer
supports two execution backends through a thin abstraction interface. When no external API token
is configured, explanations are generated using a locally hosted google/gemma-3-1b-it lan-
guage model; in this configuration, the instruction and prompt are concatenated into a single input
string of the form " {instruction}\n{prompt}\nAnswer:\n" and generated determinis-
tically (do_sample=False) with a maximum of 128 newly generated tokens to ensure repro-
ducibility. When an API token is available, explanations are generated using OpenAl’s GPT-4 .1
model; the instruction is supplied via the API’s dedicated instruction field, and the prompt content
is provided as the input parameter, with default generation settings. In both configurations, the
model is exposed only to the localized code context and the normalized tool message assembled

above; no ground-truth labels or benchmark metadata are revealed during explanation generation.
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Ablations. Model capability for explanation generation was evaluated, as early results showed
limited separation between correct and incorrect warnings in t-SNE projections and classifier per-
formance. Manual inspection of generated explanations revealed reasoning inconsistencies. In
CVE-2022-1341, the buggy explanation correctly identified a visible guard (pwd_entry !=
NULL) but failed to surface the key differentiator—the absence of a str != NULL check. Con-
versely, the safe explanation sometimes contradicted the provided context by claiming no guard
was shown despite the presence of an explicit if (!str) ... exit condition. Such inter-
nal contradictions and vague phrasing (e.g., generic “Operation: call” statements or inconsistent
operand naming) introduced noise that reduced stability and impaired downstream learning.
Several models were evaluated for explanation generation: GPT—4.1-nano, GPT-4.1-mini,
GPT-4.1,GPT-5-nano,and GPT-5-mini. The GPT-4.1 variants support a 1M-token context
window, while the GPT-5 nano/mini variants support a 400, 000-token context window; thus, input
length was not a limiting factor in either case. Only GPT-4.1 consistently resolved guard-level
distinctions and avoided the contradictions observed in smaller variants. The GPT-5 nano/mini
variants exhibited higher latency (approximately 30 seconds per request) and increased cost with
gains in reasoning fidelity. Since GPT-4 .1 provided the consistent explanations with acceptable
latency and cost, and it was selected for the rest of the experiments. Across the entire evaluation

stage, a total of 2,417,050 tokens were processed over 3,006 requests, at a cost of $4.29.

C.3.2 Prompt Template and Instruction Variants

Explanation generation uses a fixed prompt template and a small set of instruction variants that
guide how the model responds during training and deployment. This subsection describes the
structure of the prompt and explains how different instruction settings control the form and content

of the generated explanations.

Prompt template. Each explanation request follows a fixed textual template that separates tool
guidance from code context and explicitly marks the statement reported by the analyzer. The nor-
malized warning message appears first and serves as a focus hint. It is followed by a C/C++ snippet
that embeds the localized code context. Within this snippet, the lines preceding the analyzer-
reported range are included verbatim as pre-context, the highlighted statement corresponding ex-
actly to the reported start and end lines is inserted and explicitly marked, and the subsequent
lines are appended as post-context. The inline highlight marker anchors the model’s attention to
the analyzer-reported location while preserving surrounding structural cues. Listing C.5 shows
the implicit prompt template used to assemble these components. The template remains invari-
ant across all phases of the pipeline; only the surrounding instruction, supplied separately during

model invocation, varies depending on the generation context.


https://developers.openai.com/api/docs/models/gpt-4.1-nano
https://developers.openai.com/api/docs/models/gpt-4.1-mini
https://developers.openai.com/api/docs/models/gpt-4.1
https://developers.openai.com/api/docs/models/gpt-5-nano
https://developers.openai.com/api/docs/models/gpt-5-mini
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Listing C.5: Prompt Template for SAST Warning Explanation

Tool message (focus hint only, do not quote):

<normalized_warning message>
C/C++ snippet (the highlighted line is marked) :
<context_before>

__ HIGHLIGHT___ <target_statement>

<context_ after>

Instruction variants. All explanation requests are paired with a high-level instruction that con-
strains both explanation form and evidence patterns. While the prompt template remains invari-
ant, the instruction text varies depending on whether explanations are generated for supervised
training or deployment triage. All variants share a common structural header and output specifi-
cation, shown in Listing C.6. In addition to prescribing the single-sentence format, the body de-
fines the semantic slots (FORM_WORD, OPERATION_PHRASE, FOCUS_OPERAND_PHRASE, and
EVIDENCE_PHRASE) and prohibits speculation, vulnerability terminology, or quoting the tool
message. The concrete instruction variants differ in the admissible FORM_WORD values and in the
allowed patterns for EVIDENCE_PHRASE, as follows:

+ Correct-warning instruction (training, vulnerable revision)®. Used when a tool warning
overlaps a bug-site location in the vulnerable version. The instruction restricts FORM_WORD
to either Missing or Incorrect. Correspondingly, the admissible EVIDENCE_PHRASE
patterns are limited to those expressing either absence of constraint or an insufficient con-

straint attempt;

+ Incorrect-warning instruction (training, fixed revision)’. Used when a tool warning
overlaps the corresponding location in the fixed version. The instruction restricts FORM_WORD
to Proper. The admissible EVIDENCE_PHRASE patterns are limited to expressions of ex-

plicit or structurally sound constraint;

* Deployment instruction (evaluation/triage)®. Used during evaluation and deployment,
where ground truth about defect presence is unavailable. The instruction permits all three
FORM_WORD values (Proper, Incorrect, or Missing) and includes the full set of ad-
missible EVIDENCE_PHRASE patterns spanning both constraint-establishing and constraint-

failing cases. It additionally clarifies the distinction between Missing and Incorrect.

6https ://github.com/epicosy/phd_thesis/blob/main/config/chapter_4/tp_instruction.
txt

7https ://github.com/epicosy/phd_thesis/blob/main/config/chapter_4/fp_instruction.
txt

8https ://github.com/epicosy/phd_thesis/blob/main/config/chapter_4/instruction.txt
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Listing C.6: Shared Instruction Header and Output Format

You are given a contiguous C/C++ snippet where one line is marked

as the highlighted line, plus a tool-provided message.

The tool message indicates which operation/operand aspect is of
interest (the focus).
Do not quote or paraphrase the message.

Do not use vulnerability or weakness terminology.

Write exactly one sentence using this structure:

<FORM WORD> <OPERATION_PHRASE> over <FOCUS_OPERAND_ PHRASE, where
the code <EVIDENCE_PHRASE>.

Choose FORM WORD:

OPERATION_PHRASE: Name the operation of the
FOCUS_OPERAND PHRASE: Name the focused operand
EVIDENCE_PHRASE must be one of:

Do not speculate about impact or intent.

Ablations. Instruction design was iteratively refined to improve separation between correct and
incorrect warnings, evaluated through qualitative inspection of explanations and t-SNE projections
of their embeddings. The initial instruction emphasized step-by-step behavioral narration and
discussion of warning trigger conditions and security-relevant properties. The assumption was
that richer narratives would expose semantic differences. In practice, explanations were verbose
and pattern-oriented, with strong overlap in t-SNE space and near-chance classifier performance.
Refinement proceeded in stages. First, explanations were normalized around observable be-
havior and restructured to encode assumptions vs. enforced constraints. Second, a four-field
schema (operation, operands, guards, assumptions) reduced ambiguity but increased verbosity
and variance. Third, the schema was tightened into constrained behavioral forms (Proper / In-
correct / Missing) with an explicit focus selector over operation—operand pairs, and then collapsed
into a single fixed-clause sentence to reduce lexical variability. Focus-selection rules were further
refined to prioritize checkable operands (e.g., destination buffers, size arguments) and introduce
fallback logic for generic tool messages, improving alignment between explanations and labels.
Finally, label-conditioned generation was introduced as a controlled ablation. Two modes
were defined: Strict, which applied a unified deployment instruction to all samples, and Ideal-
ized, which used label-aware prompts during training to explicitly surface either missing con-
straints (true positives) or enforced constraints (false positives), while preserving the same output
structure. Training on Idealized explanations produced clearer clustering and higher classifica-

tion performance than Strict alone, indicating that structure, constraints, and focus—rather than
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model capacity—were the primary factors limiting separability under limited data.

C.3.3 Response Processing and SARIF Enrichment

After model invocation (Section C.3.1), each generated explanation is associated with its corre-
sponding warning instance in the working dataset via the stable 1ocation_id. Explanations are
produced per warning row and stored alongside the structured warning record, preserving the link-
age between the tabular representation and the original SARIF location. The reasoning layer thus
yields an augmented warning dataset that can be reintegrated into SARIF artifacts while maintain-

ing traceability to the original analyzer output.

Response processing. Response handling differs slightly between the local and remote back-
ends. For the remote backend (gpt—4.1), the API response is used directly as the explanation
text. For the local backend (google/gemma—-3-1b-it), minimal structural post-processing is
required due to the concatenated prompt format. After decoding and removing special tokens, the
output is split at the delimiter "Answer:\n". If the delimiter occurs exactly once, the subse-
quent segment is extracted as the explanation, Markdown code fences (e.g., ™ *) are removed, and
leading or trailing whitespace is trimmed. Outputs that do not match the expected structure are

discarded. No semantic rewriting or normalization is performed beyond this extraction.

SARIF enrichment. Generated explanations are reintegrated into the original SARIF artifact
using location_id as the join key. The enrichment procedure iterates over SARIF runs and re-
sults, renames the tool driver to denote the Al-augmented variant, and replaces result messages for
locations with available explanations. Locations without a corresponding explanation are omitted
from the enriched result set. The modified SARIF object is serialized to JSON and written to a new
artifact with the suffix .ai.sarif. This process produces Al-augmented SARIF files in which
analyzer-generated diagnostics are replaced by structured behavioral explanations, while preserv-
ing file paths, line ranges, and schema compliance. The enriched artifacts remain compatible
with standard SARIF tooling. Within the broader pipeline, the generated explanations addition-
ally serve as the sole textual input to the actionable-warning classifier described in Section 4.4.3,
ensuring that downstream triage operates over a uniform behavioral representation rather than

tool-specific rule semantics.

C.4 Supervised Triage Model and SARIF-Level Filtering

This section specifies the implementation of the supervised triage stage introduced in Section 4.4.3.
Section C.4.1 details CVE-level stratified dataset preparation, Section C.4.2 describes transformer
fine-tuning and evaluation, and Section C.4.3 outlines SARIF-level filtering for triaged report gen-

eration.
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C.4.1 Training Dataset Preparation

The triage classifier is trained on the Al-augmented warning dataset produced after explanation
generation (Section C.3.3), which extends the labeled SAST warning corpus described in Sec-
tion C.2.3. At this stage, each row corresponds to a single warning instance aligned to a bug-site
span and enriched with a behavioral explanation. The triage problem is formulated as binary sen-
tence classification over the explanation field, with labels mapped from the original scheme
(correct, incorrect) to numeric identifiers (1 and 0, respectively). The dataset is consumed
as produced by the preceding stages; no additional feature engineering, rule-based filtering, or
structural transformations are introduced.

Training and validation splits are constructed using stratified sampling at the CVE level.
Rather than splitting warnings independently, all warnings sharing the same CVE—ID are kept to-
gether, ensuring that buggy and fixed instances of a given vulnerability are never separated across
splits. To control the composition of CVEs across partitions, each CVE is summarized by the
presence of correct and incorrect warnings and assigned to one of three strata: CVEs con-
taining only correct warnings, only incorrect warnings, or a mixture of both. Operationally,
the stratum is computed as (1 [ncorrect > 0] + 1[Rtincorrect > 0]), yielding values in {1,2}. A stratified
shuffle split (10% validation, fixed random seed) is then applied over these CVE-level strata, and
the resulting CVE assignments induce row membership in each partition. A final overlap check
enforces that no CVE appears in both splits, preventing information leakage between dependent

bug—fix pairs.

C.4.2 Model Architecture, Configuration, and Training

The triage is implemented as a transformer-based sentence classifier fine-tuned on the gener-
ated explanations. The pretrained encoder sentence-transformers/all-MiniLM-L6-v2’
maps sentences and short paragraphs into a 384-dimensional dense vector space and was originally
trained using a contrastive objective over large-scale sentence-pair data. Its MiniLM-L6-H384 ar-
chitecture balances representational capacity and computational efficiency, making it well-suited
for short-text classification tasks such as explanation-based triage. For this task, the pretrained
encoder is extended with a sequence-classification head configured for binary prediction.

Input preparation operates over the explanation field. The dataset is converted into a Hug-
gingFace Dataset object containing explanation text and numeric label identifiers, tokenized
using the model’s pretrained tokenizer with padding to a fixed maximum length and truncation
enabled (consistent with the 256 word-piece limit), and formatted for PyTorch. Supervised fine-
tuning is performed using AutoModelForSequenceClassification with two output labels
and a single-label objective. Optimization uses AdamW with a learning rate of 2 x 107>, weight
decay of 0.01, and training over 3 epochs, with mini-batch sizes of 32 (training) and 64 (evalua-
tion). Evaluation and checkpointing occur at the end of each epoch, and the model achieving the

highest macro-averaged F1 score on the validation set is restored at completion. Predictions are

9https ://huggingface.co/sentence-transformers/all-MiniLM-L6-v2
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obtained via argmax over output logits, and performance is reported using accuracy and macro-

averaged F1, the latter ensuring balanced assessment across correct and incorrect classes.

Ablations. Fine-tuning was evaluated under strict-only, ideal-only, and mixed explanation set-
tings with varying epoch counts. Under the strict-only setting, validation performance remained
limited (approximately 0.57 accuracy and 0.53 macro-F1 at 3 epochs), with no false-positive
reduction. Training on ideal-only explanations for 3 epochs achieved 0.71 accuracy and 0.68
macro-F1, with stable filtering behavior (removal of 40 false positives while retaining 3 true pos-
itives), while extending to 5 epochs reduced deployment stability despite lower training loss. In
contrast, mixed training yielded lower performance at 3 epochs (0.53 accuracy, 0.40 macro-F1)
and unstable filtering; longer training up to 10 epochs improved validation metrics (peaking at
0.75 accuracy and 0.73 macro-F1 at epoch 5) but did not consistently improve deployment be-
havior. Overall, 3 epochs provided the most consistent validation performance, and explanation

distribution differences had a stronger effect than additional optimization steps.

C.4.3 Classifier-Based SARIF Filtering

After training, the classifier is integrated as a post-processing step over Al-augmented SARIF files
produced by the reasoning layer (Section C.3.3). For each repository snapshot and tool, the corre-
sponding . ai.sarif fileis processed independently. Static analysis is not re-executed; the triage
stage operates exclusively over existing SARIF results enriched with behavioral explanations. The
output is a new SARIF artifact written alongside the original scan, using a distinct tool identifier
(e.g., <tool>_triaged) to distinguish the filtered variant from both the raw analyzer output and
the explanation-augmented artifact.

Filtering is performed at the level of SARIF results. For each run, the result list is passed
to a FalsePositiveFilter, which extracts the explanation text from the primary location
message of each result. Explanations are processed in batch using the stored tokenizer with
fixed-length padding and truncation, and passed through the fine-tuned sequence-classification
model. Predictions are obtained via argmax over the output logits (unless an explicit probabil-
ity threshold is specified). Results predicted as correct are retained, while those predicted as
incorrect are removed; if no explanations are present for a run, the result set is treated as
empty. The SARIF structure is then rewritten by replacing run.results with the filtered list
and updating tool.driver.name to reflect the triaged variant. To preserve structural consis-
tency, tool.driver.rules is pruned so that only definitions corresponding to retained results.
The modified SARIF object is serialized to a new file with the suffix .triaged.sarif. File
paths, line ranges, rule identifiers, and other location metadata remain unchanged throughout; the

classifier acts only as a decision layer that removes predicted non-actionable warnings.
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C.4.4 ROC Analysis and Decision Threshold Characterization

To characterize the classifier’s decision behavior, we compute Receiver Operating Characteristic
(ROC) curves and the corresponding Area Under the Curve (AUC) for both bug-site and error-site
settings. Using the same matched SARIF artifacts described in Section C.4.3, we extract expla-
nation texts and assign binary oracle labels based on exact-line containment within the annotated
ground-truth spans. The fine-tuned model is then queried in score-returning mode to obtain poste-
rior probabilities for the correct class, and ROC curves are constructed by sweeping the decision
threshold over [0, 1]. This analysis evaluates the classifier as a ranking function—i.e., its ability to
separate actionable from non-actionable warnings independently of a fixed operating point—and
provides diagnostic context for the precision-recall trade-offs observed in Section 4.5.4, particu-

larly the recall degradation at error sites.
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Figure C.1: ROC curves for bug-site and error-site triage. The classifier exhibits strong separa-
bility at defect locations (AUC = 0.855) but near-chance performance at error locations (AUC =
0.551).

ROC comparison across oracle levels. As shown in Figure C.1(a), the classifier achieves strong
ranking performance at bug sites (AUC = 0.855), with the ROC curve rising steeply at low false-
positive rates, indicating clear score separation between actionable and non-actionable warnings.
In contrast, Figure C.1(b) shows that performance at error sites is only marginally above chance
(AUC =0.551), with the curve remaining close to the diagonal and reflecting substantial overlap in
score distributions. This contrast mirrors the deployment results in Section 4.5.4: triage preserves
all true positives at defect locations due to high separability, whereas at manifestation locations

weaker score discrimination leads to recall degradation when false positives are filtered.

C.5 Evaluation Protocol and Matching Details

This section specifies the procedures underlying the evaluation design described in Section 4.4.4.

Section C.5.1 details oracle matching, rule normalization, and deduplication, while Section C.5.2
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documents the mapping from analyzer rules to CWE identifiers and their abstraction to Bugs

Framework operations for assessment.

C.5.1 Exact-Line Ground-Truth Matching and Warning Deduplication

Evaluation is performed by matching tool-reported SARIF locations against normalized bench-
mark locations and aggregating the resulting matches and misses for metric computation. The pro-
cedure operates at the repository snapshot level, defined by (owner, repo, commit_sha),
and consumes three inputs: the normalized datasets with ground-truth locations (Section C.1.1),
the corresponding SARIF scan outputs (Section C.1.3), and checked-out file snapshots for path
validation. For each snapshot, SARIF results are filtered, grouped by file, compared against bench-

mark targets using an exact-line oracle criterion, and deduplicated prior to metric aggregation.

SARIF selection and file-scoped processing. Evaluation iterates SARIF files over repository
snapshots grouped by (owner, repo, commit_sha). For each snapshot, SARIF artifacts
are loaded from the scan directory, excluding explanation-enriched variants (e.g., files containing
.ai) to ensure that only raw analyzer outputs are evaluated. Results are processed per SARIF file
and grouped by repository-relative file path, after validating that each reported location resolves
to an existing file in the checked-out snapshot. Evaluation is restricted to benchmark-referenced
files, i.e., those appearing in the ground-truth dataset for the given snapshot; SARIF results for
other files are ignored. Path-level ignore lists (e.g., for test or third-party directories) are applied

during input construction but do not alter the oracle matching logic described below.

Oracle matching, rule normalization, and deduplication. For each evaluated file, ground
truth is derived from the normalized benchmark dataset (Section C.1.1) and represented as inclu-
sive line spans [start_line, end_line], grouped by ground-truth CWE identifier cwe_1id.
Each SARIF result location yields a target region defined by its reported start and end lines; loca-
tions lacking complete line information are skipped. Matching is performed using a containment

check with configurable margins:

target.start > (gt.start —MARGIN_BEFORE_START_LINE) A

target.end < (gt .end+MARGIN_AFTER_END_LINE)

In the reported experiments, MARGIN_BEFORE_START_LINE and MARGIN_AFTER_END_LINE
are set to 0, yielding strict containment; in the common single-line case, this reduces to an exact-
line match. The margin parameters can be adjusted to permit relaxed matching if desired. Tool
rule identifiers are normalized prior to evaluation, and a tool-specific mapping associates normal-
ized rule identifiers with CWE identifiers; this association is recorded for analysis but does not
gate location-based matching. Matched and unmatched locations are accumulated as matches and
misses, respectively. During result materialization, an initial deduplication removes identical diag-

nostics using {tool, file, rule_id, start_line, end_line}. Prior to metric computation,
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both matches and misses are deduplicated again using {tool, file, start_line,end_line},
ensuring that multiple diagnostics referring to the same region are counted once per tool. The to-
tal number of ground-truth instances is computed as the number of unique (owner, repo,
commit_sha, file, start_line, end_line) tuplesin the evaluation dataset and is used
to derive false negatives as FN = |GT| — TP.

C.5.2 Mapping Tool Rules to Bugs Framework Operations

Table C.2 summarizes the rule-to-mechanism mappings used for assessment. The table is inten-
tionally non-exhaustive: it lists only analyzer rules that produced at least one location-matched
warning under the benchmark oracle(s), focusing on mechanisms directly relevant to the reported
results. For each rule, the associated CWE identifier is either taken from the tool’s native map-
ping or assigned based on the closest semantic correspondence between the rule description and
the CWE definition. The CWE therefore serves as the linking layer between tool diagnostics and
benchmark semantics. BF operations are then derived from the operation-level behavior implied
by the associated CWE and, where necessary, the rule description. CWE rationales document
how the rule-CWE relationship was established (e.g., tool-provided, closest semantic match, di-
rect description alignment), while BF rationales justify the abstraction from weakness taxonomy

to execution-level mechanism.

CWE Bugs Framework
Tool Rule
ID Rationale Op. Rationale
Cppcheck cstyleCast 704  Closest semantic match | Cast Derived from associated
to rule intent (type cast) CWE semantics
Cppcheck | shadowVariable | 563 Closest semantic match | Declare Shadowing originates at
to outer state shadowing variable declaration
Flawfinder FF1004 120 Tool-provided CWE Write  Derived from associated
mapping CWE semantics
Flawfinder FF1019 134 Tool-provided CWE | Validate Derived from associated
mapping CWE semantics
CodeQL declaration- |[1126 Closest semantic match | Declare Rule and CWE focus on
hides-variable to variable hiding declaration semantics
CodeQL | cpp/mistyped- | 686 Rule name/description Call Derived from associated
function-ar... directly indicates CWE CWE semantics
Semgrep interesting- | 676 Risky API usage Call Function call/usage is
api-calls consistent with CWE semantically improper
Semgrep mismatched- 762 Rule description Deallocat Derived from associated
memory-man. . . matches CWE definition CWE semantics
Semgrep unsafe-ret- 252 Rule desc. indicates Verify ~ Check hints at semantic
snprintf-vs... misused return value correctness of the value

Table C.2: Rule-to-mechanism mappings for analyzer rules that produced location-matched warn-
ings. CWE rationales reflect tool-level weakness interpretation; BF rationales justify abstraction
to operation-level semantics.


https://github.com/danmar/cppcheck/blob/50fa3b4e55c451dffbd5aba42f2ba0bd6df0b0a0/man/checkers/cstyleCast.md
https://github.com/david-a-wheeler/flawfinder/blob/56ffb9faa255f0f0d242191fa576356f47d38285/flawfinder.py#L1104-L1108
https://github.com/david-a-wheeler/flawfinder/blob/56ffb9faa255f0f0d242191fa576356f47d38285/flawfinder.py#L1212-L1217
https://github.com/github/codeql/blob/main/cpp/ql/src/Best%20Practices/Hiding/DeclarationHidesVariable.ql
https://github.com/github/codeql/blob/main/cpp/ql/src/Best%20Practices/Hiding/DeclarationHidesVariable.ql
https://github.com/github/codeql/blob/main/cpp/ql/src/Likely%20Bugs/Underspecified%20Functions/MistypedFunctionArguments.ql
https://github.com/github/codeql/blob/main/cpp/ql/src/Likely%20Bugs/Underspecified%20Functions/MistypedFunctionArguments.ql
https://github.com/0xdea/semgrep-rules/blob/main/rules/c/interesting-api-calls.yaml
https://github.com/0xdea/semgrep-rules/blob/main/rules/c/interesting-api-calls.yaml
https://github.com/0xdea/semgrep-rules/blob/main/rules/c/mismatched-memory-management.yaml
https://github.com/0xdea/semgrep-rules/blob/main/rules/c/mismatched-memory-management.yaml
https://github.com/0xdea/semgrep-rules/blob/main/rules/c/unsafe-ret-snprintf-vsnprintf.yaml
https://github.com/0xdea/semgrep-rules/blob/main/rules/c/unsafe-ret-snprintf-vsnprintf.yaml
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Rules frequently do not correspond to a single, precisely delimited CWE entry, and many an-
alyzer diagnostics conflate multiple related weakness patterns. Each rule was therefore mapped
to the closest semantically aligned CWE, and the resulting assignments should be interpreted as
approximate taxonomic alignments rather than exact one-to-one weakness equivalences. The sub-
sequent mapping from CWE to BF operation likewise requires abstraction across representation
levels and is not strictly mechanical. In particular, the use of Call departs slightly from the ortho-
dox BF definition, where Call denotes correct name resolution and binding of a function. Here,
Call is used more broadly to mark the invocation site as the locus of the weakness, even when bind-
ing is technically correct but the selected implementation is semantically inappropriate in context.
While this extends the formal definition, Call remains the closest available BF operation to capture

contextual API misuse without introducing additional operations.
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