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Resumo

A crescente dependéncia de infraestruturas digitais interligadas tornou a ciberseguranca
uma preocupagao central para as organizagdes modernas. Os Sistemas de Detecao de
IntrusGes em Rede (NIDS) baseados em Deep Learning tém demonstrado elevado poten-
cial na detegao de ameagcas sofisticadas e previamente desconhecidas, mas continuam
vulneraveis a ataques adversariais de evasdo. Embora mecanismos defensivos como o
Treino Adversarial (Adversarial Training, AT) possam aumentar a robustez destes mode-
los, o seu custo operacional em cenarios desequilibrados, packet-based e préoximos do

tempo real permanece insuficientemente quantificado.

Esta tese investiga a robustez de NIDS packet-based baseados em Deep Learning pe-
rante manipulagbes adversariais compativeis com os protocolos de rede. Para ultrapas-
sar as limitagdes de laténcia associadas a extragdo convencional de caracteristicas base-
ada em fluxos, é proposta uma metodologia de representagao packet-to-image orientada
por transicbes. Esta abordagem agrega pacotes em sessoes utilizando identificadores
(5-tuplo) de fluxo bidirecionais e transforma sequéncias de pacotes em representacoes
visuais bidimensionais. Ao preservar o contexto temporal e a direcionalidade do trafego,
a metodologia proposta permite uma detecdo de intrusdes mais precoce e contextual-

mente mais rica.

Com base nesta representacdo, sdo avaliados modelos supervisionados, nomeadamente
Redes Neuronais Convolucionais (CNN), e modelos nao supervisionados, nomeada-
mente Autoencoders, sob perturbacdes adversariais compativeis com os protocolos, in-
cluindo alteragdes ao Time-to-Live (TTL), modificagbes temporais e preenchimento da
carga util dos pacotes. Os resultados mostram que os Autoencoders séo particularmente
vulneraveis a alteragdes adversariais localizadas, uma vez que os erros globais de re-
construcdo tendem a diluir pequenas perturbagdes relevantes do ponto de vista da se-
guranca. Em contraste, as CNNs combinadas com Treino Adversarial demonstram uma
melhoria substancial da robustez, reduzindo as taxas de evasao de 30,5% para menos

de 3,1% e diminuindo drasticamente o numero de ataques nao detetados.

No entanto, esta robustez implica um custo operacional significativo. O Treino Adversa-
rial altera de forma agressiva as fronteiras de decisdo do modelo, reduzindo a Precisdo
Macro de valores superiores a 80% para valores entre 48% e 57%, o que resulta num
aumento substancial de falsos positivos e de ameacgas incorretamente classificadas. A

analise da laténcia de inferéncia em ambientes CPU e GPU mostra que o mecanismo
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de defesa introduz uma sobrecarga reduzida no tempo de execugao; contudo, a manu-
tengdo de um débito préximo do tempo real exige aceleracdo por GPU, uma vez que a
execugao apenas em CPU provoca estrangulamentos significativos. Em ultima analise,
estes resultados evidenciam o compromisso critico enfrentado pelos Centros de Opera-
¢bes de Segurancga (SOCs): aceitar um maior risco adversarial ou aumentar a carga dos

analistas com volumes potencialmente insustentaveis de alertas de menor fiabilidade.

Palavras-chave: Aprendizagem Automatica Adversarial, Treino Adversarial, Deep Learn-
ing, Detecao Baseada em Pacotes, Representagao de Trafego Baseada em Imagem, Se-

guranca em Tempo Real, Custo Operacional, Compromisso entre Robustez e Exatidao
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Abstract

The growing reliance on interconnected digital infrastructures has made cybersecurity a
critical concern for modern organizations. Deep Learning-based Network Intrusion Detec-
tion Systems (NIDS) have shown strong potential for detecting sophisticated and previ-
ously unseen threats, yet they remain vulnerable to adversarial evasion attacks. Although
defensive techniques such as Adversarial Training (AT) can improve robustness, their
operational cost in imbalanced, packet-level, near real-time detection scenarios remains

insufficiently understood.

This thesis investigates the robustness of packet-based Deep Learning NIDS under protocol-
compliant adversarial manipulation. To address the latency limitations of conventional
flow-based feature extraction, it proposes a transition-aware packet-to-image represen-
tation that aggregates packets into sessions using bidirectional 5-tuple flow identifiers and
transforms packet sequences into two-dimensional visual representations. By preserving
temporal context and traffic directionality, the proposed methodology supports earlier and

more context-rich intrusion detection.

Using this representation, the work evaluates supervised Convolutional Neural Networks
(CNNs) and unsupervised Autoencoders under adversarial perturbations, including Time-
to-Live (TTL) modifications, timing changes, and payload padding. The results show that
Autoencoders are particularly vulnerable to localized adversarial changes, as global re-
construction errors dilute small but security-relevant perturbations. In contrast, CNNs
combined with Adversarial Training substantially improve resilience, reducing evasion

rates from 30.5% to below 3.1% and nearly eliminating undetected attacks.

However, this robustness comes at a significant operational cost. Adversarial Train-
ing shifts the model’s decision boundaries aggressively, reducing Macro Precision from
above 80% to between 48% and 57%, thereby increasing false positives and misclassi-
fied threats. Latency analysis further shows that the defense mechanism itself introduces
limited inference overhead, but near real-time throughput requires GPU acceleration, as
CPU-only execution produces significant bottlenecks. Overall, the findings highlight a
critical trade-off for Security Operations Centers: accepting higher adversarial risk or in-

creasing analyst workload through larger volumes of lower-fidelity alerts.

Keywords: Adversarial Machine Learning, Adversarial Training, Deep Learning, Packet-

Based Detection, Image-Based Traffic Representation, Real-Time Security, Operational
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Cost, Robustness-Accuracy Trade-off.
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1. Introduction

The growing dependence on interconnected digital infrastructures has made cyberse-
curity a critical concern for modern organizations. As network environments continue to
increase in scale, complexity, and traffic volume, protecting systems against sophisticated
cyber threats has become progressively more challenging. Attackers constantly develop
new techniques capable of bypassing traditional security mechanisms, creating the need

for more adaptive and intelligent intrusion detection solutions.

Intrusion Detection Systems (IDS) play a fundamental role in modern cybersecurity by
monitoring network or host activity to identify malicious behavior and security violations.
Among the different IDS paradigms, Network Intrusion Detection Systems (NIDS) are
particularly relevant because they operate at the network level, allowing the detection of

attacks targeting multiple devices and services simultaneously.

Traditionally, NIDS relied on signature-based detection methods capable of identifying
previously known attack patterns with high precision. However, these approaches strug-
gle to detect zero-day attacks and rapidly evolving malicious behaviors, since they depend
heavily on continuously updated attack signatures. To address these limitations, anomaly-
based detection approaches powered by Machine Learning (ML) and Deep Learning (DL)
have gained significant attention in recent years. By learning patterns associated with nor-
mal network behavior, these systems can generalize to previously unseen attacks and

identify more complex malicious activities [1].

This thesis investigates the robustness of packet-based Deep Learning NIDS against ad-
versarial manipulation. More specifically, this work explores transition-based packet-to-
image representations for network traffic classification, evaluates the vulnerability of Deep
Learning models under adversarial conditions, and assesses the effectiveness and oper-

ational impact of Adversarial Training as a defense mechanism.

1.1. Motivation

The integration of ML and DL into cybersecurity, while offering significant advancements,
also introduces a new attack surface known as adversarial attacks. Through carefully
crafted perturbations, attackers can manipulate network traffic in ways that deceive ML-

based detection systems while preserving protocol validity and malicious functionality. As
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a result, adversarial attacks can significantly reduce detection accuracy and compromise

the reliability of data-driven NIDS in operational environments [2].

At the same time, existing research mainly focuses on flow-based traffic representations
and conventional feature engineering approaches, often overlooking packet-based rep-
resentations capable of preserving sequential and directional traffic information [3], [4] .
Furthermore, many adversarial defense mechanisms introduce substantial computational

overhead, limiting their practical applicability in real-time detection environments [5].

This thesis is motivated by the need to better understand how adversarial attacks affect
packet-based DL NIDS and whether robustness mechanisms such as Adversarial Train-
ing (AT) can provide meaningful security improvements without imposing impractical oper-
ational costs. By exploring packet-based traffic representations, adversarial robustness,
and the trade-offs between security and efficiency, this work aims to contribute toward the

development of more resilient and practical data-driven intrusion detection systems.

1.2. Objectives

The primary aim of this research is to evaluate and improve the robustness of anomaly-
based NIDS against adversarial manipulation in packet-based DL environments. To achieve

this goal, the following objectives were defined:

1. Study adversarial threats against ML and DL-based NIDS, with a particular focus

on evasion attacks and their impact on packet-based intrusion detection systems.

2. Develop a packet-based image representation methodology capable of preserving
temporal and directional relationships between network packets for Deep Learning-

based traffic classification.

3. Evaluate the effectiveness of DL models for packet-based intrusion detection under

both normal and adversarial conditions.

4. Assess the effectiveness and operational impact of AT as a defense mechanism for

improving the robustness of packet-based NIDS.

1.3. Contributions

During this work, a publication was submitted to the MASCOTS 2026. At the time of

writing this dissertation, we are waiting for the submission result.
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1.4. Outline

To systematically address the defined research objectives, this document is organized as
follows. Chapter 2 provides the theoretical foundation by examining IDS, principles of ML,
the landscape of adversarial threats, and the role of ML & DL in anomaly based NIDS.
Chapter 3 reviews recent advancements in ML for anomaly-based NIDS to situate this
research within the existing literature. The experimental baseline is established across
Chapters 4, 5, and 6, which explore key network security datasets, present metrics com-
monly used for evaluating ML models and their impact on IDS, and explain the choice of
packet-based over flow-based feature extraction. Chapter 7 describes the core method-
ology, including the creation of a labeled image dataset using Payload-Byte, the tuning of
model hyperparameters, and the setup of the adversarial testing environment. Chapter
8 analyzes the experimental results, focusing on baseline detection performance, model
vulnerabilities, the trade-offs involved in adversarial training, and an operational overhead
analysis. Finally, Chapter 9 summarizes the key findings, acknowledges the limitations

of this work, and recommends directions for future research.
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2. Background

Establishing a solid theoretical foundation is essential for thoroughly understanding the
vulnerabilities of modern IDS and their defense strategies. This chapter offers the nec-
essary background, covering network security, Al, and AML, arranged to progress from
basic concepts to complex systemic threats. It starts in Section 2.1 by summarizing the
core architectures and traditional paradigms of IDS. Next, Sections 2.2 and 2.3 present
the fundamental principles of ML and DL, focusing on the transition to data-driven pattern
recognition. These computational approaches are integrated in Section 2.4, which em-
phasizes the crucial role of ML and Deep Learning (DL) in contemporary anomaly-based
NIDS, demonstrating how NN are used to classify intricate network traffic. Finally, after
explaining how these intelligent systems function, Section 2.5 examines their key vulner-

abilities by outlining the main elements of adversarial threats.

2.1. IDS background

In computer security, the primary focus usually revolves around intrusion prevention, that
aims to protect systems and networks from attackers. Firewalls and antivirus software
serve as examples of intrusion prevention systems that act as the first line of defense
against unauthorized access. However, like all cybersecurity measures, these prevention
mechanisms can fail, allowing intrusions to occur. When such failures happen, IDS come
into play, enabling the detection of attacks before, during, and after they happen. Before
the advent of IDS, detecting signs of an attack often required manually reviewing log
files and looking for unusual behavior. With IDS, this manual process can be automated,

allowing for more efficient detection [6, Section 8.10].

Although the literature provides multiple definitions of IDS, they typically describe them
as security mechanisms (either software or hardware) that monitor network traffic to de-
tect malicious activity or policy violations. When such threats are identified, the sys-
tem alerts network administrators, providing the visibility needed to respond to incidents
and implement mitigation measures [7]. IDS detects intrusions using signature-based,
anomaly-based, and hybrid techniques. Signature-based detection relies on information
from previous known attacks and vulnerabilities to create signatures [1]. However, as
attacks evolve, this method quickly becomes insecure and difficult to maintain since it

requires constant updates for new attack variants and substantial storage for signatures.
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Despite these drawbacks, it offers the highest precision and the lowest false-positive rates
for known threats, but it struggles to detect unknown or emerging ones. Conversely,
anomaly-based approaches define a baseline for normal behavior, and when this base-
line is exceeded (indicating a potential attack) a warning is triggered [6, Section 8.10].
This distinction between normal and abnormal activity improves detection of zero-day
and unfamiliar threats but also results in a higher false-positive rate [1]. Finally, the hy-
brid approach combines signature-based and anomaly-based detection to leverage their
respective strengths and address each other’s weaknesses. Figure 2.1 shows the main

advantages and disadvantages of each detection method discussed.

Pros Cons
« Low false positive rate for know e Unable to detect unknown or
i o attacks | zero-day attacks. ]
Signature-based « Simple i« Needs constant signature updates.
IDS « Low computational cost  » Small variations in known attacks
. can bypass detection. )
. e to detect unknown attacks « High false positive rate
DS Able to d ki k High fal
B Anomaly-based « Recognizes threats through |« High computational cost
el IDS abnormal behavior + » Difficult to distinguish between
Methods « Adapts automatically  normal and abnormal
« Combines the benefits of both « Performance overhead
. anomaly-based and b ) Aoreiie
Hybrid N AT e | » Harder to configure and maintain
IDS : 1

Figure 2.1: IDS Detection Methods Comparison

Deployment of IDS can be divided into two primary scenarios: Host-based IDS (HIDS)
and Network-based IDS (NIDS). HIDS is installed on a single host, monitoring local activ-
ities like analyzing system logs, checking file integrity and inspecting running processes.
Its primary goal is to protect the host on which it is installed. Conversely, NIDS is deployed
within the network to detect intrusions that target the network itself, aiming to safeguard
both the network and connected users [8]. It actively monitors network traffic for secu-
rity breaches. Figure 2.2 summarizes the main advantages and disadvantages of each

deployment method discussed, while Figure 2.3 presents the overall taxonomy for IDS.
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Pros

Cons

In depth local monitoring and log
analysis

* Must be installed on every host ]
« Incapable of detecting threats from ;

outside the local environment

« Lacks active prevention capabilities

« Higher architectural and administrative

Host-based « Does not impact network o UEes s e s
IDS performance
o Granular host-level visibility
o Less complex
IDS
Deployment _
Methods * Monitors and analyzes network « Resource-intensive at high traffic
rafic volumes
 Has minimal impact on hosts « Can affect network performance
Network-based « Detects network attacks
DS « Protects the network as a whole complexity
i« Lacks active prevention capabilities
Figure 2.2: IDS Deployment Methods Comparison
Intrusion Detection System (IDS)
Deployment Detection
Method Method
Host-based IDS Network-based IDS Signature based IDS

Anomaly based IDS

Machine Learning / Deep Learning Models

Figure 2.3: Taxonomy of Intrusion Detection Systems (IDS)

2.2. Machine Learning

ML is a branch of Al that employs algorithms to detect patterns in training data and ap-
ply these insights to new data [9]. Instead of relying solely on explicitly programmed
rules, these algorithms iteratively learn to build generalized models that, when optimized,
can perform complex tasks such as image classification, time-series forecasting, and
anomaly detection with high accuracy [10]. A key benefit of ML is its ability to function
autonomously, with trained models classifying data and predicting outcomes without hu-

man input, enabling analysis of high-dimensional datasets that would otherwise require

extensive time and effort from human experts to process manually [11].

8
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As illustrated in Figure 2.4, the typical ML pipeline used to develop a model consists of

six main steps, each briefly defined below:

1. Data Collection: Collect relevant data from multiple sources (APIs, CSV files, etc.)
for the task at hand, noting that the model’s effectiveness depends strongly on the

quality and diversity of the data gathered [12].

2. Preprocessing: Transform raw, unstructured data into a clean, standardized for-
mat suitable for analysis. This includes cleaning data to resolve missing values,
duplicates, and noise; normalizing and scaling numerical features; and encoding
categorical variables to ensure compatibility with ML models. Proper preprocessing

maintains data integrity and ensures unbiased model learning [13].

3. Feature Engineering: Select important variables and generate new features to

improve model performance.

4. Model Training: Train the ML model on the prepared dataset so it can adjust its
internal parameters and learn underlying patterns. This training process enables
the model to make predictions or classify new, unseen data based on what it has

learned.

5. Evaluation: Evaluate the trained models performance using metrics like accuracy,

precision, recall, and others.

¢ Ifthe model does not meet the performance benchmarks during this phase, the
preprocessing step can be revisited and adjusted to improve results in subse-

qguent evaluations.

6. Deployment: Deploy the model with satisfactory performance into a real-world en-
vironment, making it available for practical use and integration into production sys-

tems.

e Since models inevitably experience concept drift, which occurs when their pre-
dictive accuracy declines as new data patterns appear, the ML process coun-
teracts this by retraining the model [14]. Essentially, this means restarting the
pipeline steps repeatedly to enable ongoing improvement and adaptation over

time.
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Machine Learning Pipeline

¢ Iterative Refinement

Feature

Data Collection ———> Preprocessing ———> . .
Engineering

—> Model Training —>  Evaluation

Model Retraining Deployment

Figure 2.4: Machine Learning Pipeline

Despite the existence of various types of ML methods, this thesis primarily focuses on su-
pervised and unsupervised learning. In supervised learning, the goal is to define a model
that predicts an output based on a set of features that includes the target feature (also
known as ground truth). In practical terms, a labeled dataset is required, which can then
be used to develop a model for either classification or regression, depending on whether
the target feature to be predicted is categorical or numerical, respectively [7]. This re-
quirement for labeled datasets is a key disadvantage of supervised learning, as it requires
experts to manually label each data point accurately, which is costly and time-consuming
process [15]. Unsupervised learning differs from supervised learning because it lacks
access to ground truth. The model improves automatically without user supervision and
attempts to discover patterns and information from the provided data [7]. Unsupervised
learning can be categorized into three main problem types clustering, association, and
dimensionality reduction [7]. As defined in [16], clustering can be informally described as
the process of dividing a set of data points into clusters of highly similar data points. In
association rules, a set of transactions is provided, and rules are defined to predict the
occurrence of an item based on the presence of other items in the transaction [16]. As
the name suggests, dimensionality reduction is a technique used to decrease the num-
ber of features in a dataset, simplifying the handling and processing of the dataset [7].
Figure 2.5 provides an overview of these methodologies. Table 2.2 compares the key

advantages and disadvantages of each learning method.
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Machine Learning
Methods

Target Feature Available Target Feature Not Available
Supervised Unsupervised
Learning Learning
Continuous Categorical
Target Feature Target Feature
Regression Classification Clustering Association e onality

Reduction

Figure 2.5: Machine Learning Methods

ML Method Advantages Disadvantages

Supervised Works well with larger datasets; Takes longer time to compute;
Can produce highly accurate models; Relies heavily on labeled datasets;
Uses labeled data; High risk of overfitting with noisy or com-
Works well in predictive environments. plex data.

Unsupervised Works well with smaller datasets; Can be computationally intensive with
Excels at finding hidden patterns on raw larger datasets;
data; Can lead to suboptimal or unexpected re-
Uses unlabeled data; sults.

Works well in analytical environments.

Table 2.2: Comparison of Supervised and Unsupervised learning methods -
Advantages and Disadvantages (based on [7] and [17])

2.3. Deep Learning

While traditional ML is effective for basic pattern recognition, the growing complexity of
network traffic calls for more advanced methods. DL tackles these issues by replicating
the hierarchical organization of the human brain through multiple layers of interconnected
nodes [18]. This section examines DL’s architecture, from the basic artificial neuron to
complex multi-layer networks that can detect subtle, non-linear markers of contemporary

cyber threats.

2.3.1 Artificial Neuron

The basic unit of a NN consist of the artificial neuron [19]. As shown in Figure 2.6, a
single neuron in an NN receives a vector of inputs (¥) multiplied by a vector of weights

(@), summed together along with a bias term (b). A larger weight w; indicates a greater
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influence of the corresponding input x; on the neuron, increasing the likelihood of its acti-
vation [19]. To determine whether the neuron activates, the product @; - X; plus the bias b is
passed through an activation function, which triggers the neuron if the activation threshold

is reached [20].

Inputs (X) Weights (W)

Xl ——)‘ Wl )

\/z\
&

. . g=f(w*x+b)
Xn ——— W,
b
Bias (b)

Figure 2.6: Architecture of an Artificial Neuron

2.3.2 Neural Network Architecture

A NN can be constructed using various neurons, with its architecture divided into three
main layers, as depicted in Figure 2.7. The input layer contains special neurons that
do not perform any computation but simply store features from the input data, with each
neuron corresponding to a specific feature. The hidden layers handle the primary com-
putations, often comprising multiple layers of neurons that transform the input data into a
form that the output layer can interpret. The final, or output, layer generates the network’s
predictions, and the number of neurons it contains depends on the task. For example,
binary classification uses two neurons, whereas multiclass classification uses one neuron

per class [21].
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e

Figure 2.7: Example of the Architecture of a Neural
Network

2.3.3 Training a Neural Network

To train a single neuron, a dataset containing inputs (¥) and outputs (y) is necessary.
The activation function should be chosen based on whether the output is continuous or
binary, for example a linear function for continuous outputs or a step function for binary
outcomes. Additionally, a loss function must also be defined to quantify how much the
current parameters, @ and b, deviate from accurately representing the data (see Figure
2.8 for a visual of the loss function in NN). Training a NN primarily involves adjusting
parameters to minimize loss, typically achieved using gradient descent, which updates

parameters and reduces loss by following these three steps:
1. Measure prediction error: The network evaluates how closely its prediction matches
the correct answer, effectively measuring the error through a loss function.

2. Calculate the direction: Where the "gradient” indicates how the weights and bias

should be updated in order to reduce error.

3. Update parameters: Where the network adjust the weights (w;) and bias b for each

neuron, in the direction and repeats this process until the final error is minimal.
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Figure 2.8: Visual representation of the Loss Function J(7,y), showing the comparison
between the model’s prediction and the ground truth label.

The algorithm that enables a NN to learn from its mistakes is known as backpropaga-
tion [22]. In this process, information is passed backward from the output layer to the
input layer, allowing each connection to adjust its parameters based on its contribution to
the total loss [23] (see Figure 2.9 for the steps involved in backpropagation in a neural

network). The steps for backpropagation can be summarized as:

1. Forward Pass: The data is fed into the NN, which makes a prediction. During this

step, the activation function values for each neuron are stored [24].

2. Backward Pass: The final error is computed and propagated backward through all
the layers. Using the derivatives calculated, the NN determines the exact contri-
bution of each neuron to the final loss and adjusts the weights (w;) and biases (b;)

proportionally to minimize the overall network error [22].
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Figure 2.9: Backpropagation process in a Neural Network

2.3.4 From Shallow Networks to Deep Networks

The difference between shallow networks (also known as NN) and DNN is that shallow
networks have only a single hidden layer, whereas DNNs contain two or more hidden
layers (as depicte by Figure 2.10). These additional hidden layers enable DNNs to learn

more abstract and complex features from the data [25].

Shallow Neural Network Deep Neural Network

Hidden
Layer

Multiple Hidden
Layers

Output
Layer

Input
Layer

Output
Layer

Input
Layer

Figure 2.10: Shallow vs Deep Neural Networks

2.4. ML & DL role in anomaly based NIDS

Over the years, various ML techniques have been proposed and proven effective anomaly
based NIDS [26]. This trend is justified by the ability of ML algorithms to identify complex

relationships between various features and to effectively generalize to new, unseen data
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[2]. In NIDS, the primary modeling techniques are divided into ML (also known as shal-
low models) and DL (a subset of ML) [27]. ML-based NIDS relies on manual feature
engineering to learn valuable insights from network traffic [28]. In contrast, DL-based
NIDS learns without the need for explicit feature engineering and excels at automatically
learning complex features directly from raw data due to its deep structure [29]. Several
research papers, including [7], [27], [30], and others suggest that DL is the leading trend
in anomaly-based NIDS because of its ability to learn from large raw datasets and pro-
duce highly accurate results models. Despite their popularity, DL algorithms are more
resource-intensive and need adequate hardware to provide real-time results compared to
traditional ML methods. It is also worth noting that, although DL is the current trend, ML
algorithms can often achieve comparable or even better performance on specific tasks,
so choosing the appropriate model depends on testing which solution meets the required
performance levels within the available computational resources. Ensemble methods are
a third modeling approach that integrates multiple algorithms from ML and DL, or both. By
combining the strengths of different classifiers through merging several "weak classifiers”
and applying a voting algorithm to form a more robust and "stronger classifier” [27]. Table
2.4 offers a comparative review of the strengths, limitations, and practical applications for
NIDS of ML, DL, and ensemble-based methods, while Figure 2.11 illustrates the most

commonly used ML and DL algorithms for anomaly-based NIDS.

Although significant advancements have been made in applying ML algorithms for anomaly-
based NIDS, several research gaps and limitations remain that need to be addressed
[31]. Firstly, there is a lack of labeled datasets specifically for training and evaluating IDS
models. Existing publicly available datasets have issues such as limited diversity, class
imbalance, and outdated attack types. This limitation is particularly problematic because
it impacts the most critical aspect of ML, namely data quality, and consequently hampers
the ability of IDS to identify novel and sophisticated attacks [31]. Secondly, there is a
lack of transparency and interpretability in ML-based IDS models, especially in DL algo-
rithms that function as black boxes, thereby making it difficult to understand the model’s
classifications. The absence of transparency reduces trust and hampers the adoption of
these models, particularly in critical network security environments where explaining de-
tected threats is essential [31]. Finally, recent research indicates that IDS models based
on ML are highly susceptible to adversarial attacks, which are explained in more detail on

Section 2.5.
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Network Intrusion Detection System (NIDS)
A 4 A 4
Deep Learning Models Machine Learning Models
Y Y A A Y A Y A 4 \ 4 \ 4 \ 4 4 \ 4
GAN AE DBN| |CNN| LSTM |MLP| |RNN ‘ NB ‘ ANN| |SVM| KNN| XGBoost | RF DT
Figure 2.11:  Machine Learning and Deep learning algorithms typically used in NIDS
Learning L Practical implications
Technique Strengths Limitations for NIDS
ML Simpler models; Manual feature extraction; Suitable for low-resource
Requires less computation Struggles with high- environments but insuf-
resources; dimensional data; ficient against evolving
Easy to interpret; threats.
Works well with smaller
datasets;
DL Automatic feature extrac- Computationally demand- Effective against modern at-
tion; ing; tacks but challenging to de-
Capable of managing Difficult to interpret; ploy in resource-constrained
highly-dimensional data; Performs better with larger environments.
datasets;
Ensemble Improved accuracy; Greater complexity and Promising for large-scale

More robust;
More generalizable;

higher computational costs;
Difficult to interpret;
Synchronization challenges
between components;

networks but requires care-
ful balancing of scalability
and efficiency.

Table 2.4: Comparison of ML, DL, and Ensemble techniques: Strengths, Limitations,
and Practical Implications for NIDS(Inspired by [2])

2.5. Adversarial Threats

Adversarial threats involve adding a tiny perturbation to the clean input, aiming to cause
ML models to make incorrect predictions [2]. In anomaly based NIDS, traditional ML and
DL techniques are vulnerable to this type of attack, as demonstrated in studies like [32]
and [33]. These studies show that adversarial attacks can achieve high success rates,
sometimes exceeding 95%, with minimal perturbation. Additionally, the models’ accuracy
significantly drops under adversarial conditions, while evasion rates increase. Adversarial
threats have long been studied in image classification problems with unstructured data,

but recently, they have also gathered increased attention in anomaly-based ML NIDS
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classification tasks that utilize structured data like network packets. The key difference
between adversarial attacks on unstructured and structured data is that perturbations are
limited in valid structured data, whereas they can be unlimited in unstructured data. For
example, a network packet adheres to specific protocol rules, and we cannot arbitrarily
modify its contents without ensuring the perturbation complies with these rules to maintain

a valid adversarial example [2].

In network security, AML often resembles an arms race between two sides: an adversary
aiming to breach the network with malicious payloads, and a defender working to protect
the network from these attacks [34]. In simple terms, AML involves adversaries trying
to deceive a ML model into making wrong decisions. This can be done by modifying the
input data either during training (poisoning attack) [35] or during inference (evasion attack)
[36]. Figure 2.12 illustrates the overall AML process and how adversarial samples are
developed by generating data points x’ from a dataset with features x and label y such
that a classifier ¢ predicts an incorrect label for x’ while x’ remains nearly indistinguishable
from the original data point x, using various adversarial attack methods that solve an
optimization problem to find the minimal perturbation that maximizes the model’s loss

[34].

o1 = @3
1n| ab ol S 1|:|| — @ 0

Machine Wrong
Data Perturbation (&) Adversarial Learning Prediction
Object (x) Sample {x') Classifier fix+8) # fix)

Figure 2.12:  Full process of Adversarial Machine learning [34]

The taxonomy of adversarial attacks in NIDS can be categorized based on four criteria:
adversary knowledge, attack strategy, adversary goal, and adversary frequency [2]. A
more comprehensive explanation of each criterion is available in the rest of this subsec-

tion.

2.5.1 Adversary knowledge

The adversary’s knowledge encompasses the information the adversary has about the
ML-based NIDS system. As displayed in Figure 2.13, this knowledge can be categorized
as White-box, Gray-box or Black-box attacks [34]. The attack methods linked to these

knowledge levels are described as follows:
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¢ White-box attacks: In this scenario, the adversary is assumed to have complete

knowledge of the training data, the learning algorithm, the trained model, and the
respective parameters used during training [34]. These attacks represent the worst-
case scenario, where the attacker leverages knowledge of the model to create more
effective adversarial samples tailored to the system’s specific features, often used
to assess the model’s robustness [2]. In terms of real-world feasibility, this kind of

attack is the least feasible [34].

Black-box attacks: In this situation, the attacker does not have access to the
model’s internal architecture, weights, or training data. They can only interact with
it as if it were an oracle, by submitting specific inputs and observing the outputs [2].
The severity of black-box attacks presents a greater threat in practice because it in-
dicates that an adversary with no information about the model’s internal parameters
has ’broken’ the model [34]. The model’s query capacity as an oracle in real-world
systems is more restricted than in the theoretical black-box model, where the adver-
sary can query the model unlimited times and has access to its full output [34]. One
way to overcome the previous limitations is to create a surrogate model of the de-
tection system that allows unrestricted querying and access to the full output, lever-
aging the transferability of ML models to generate adversarial samples that deceive
both the substitute classifier and the actual detector [37], [38]. In terms of real-world
feasibility, this attack is more practical than white-box attacks and represents a more

realistic attack scenario.

Grey-box attacks: This context assumes the adversary has partial knowledge of
the final model and may have limited access to the training data [26]. Unlike the
black box, where only inputs and outputs of the model can be observed, a gray box
allows some limited understanding or control over the model’s internal structure or
behavior [2]. In a real-world scenario, this attack is feasible because, although the
adversary lacks exact information, they have enough to attack the model and cause

it to fail [26].



FCUP ‘ 20

Resilient Intrusion Detection Systems Against Adversarial Attacks: Toward Robustness in Data-Driven Security

White-box attack 100%

-

Adversarial Attacks (\

\ 4

based on Grey-box attack
Adversary knowledge

Y

Black-box attack @

(&

Figure 2.13: Adversarial Knowledge

2.5.2 Attack Strategy

Adversarial attacks on ML-based NIDS can happen during training (poisoning), deploy-

ment (evasion), or via model inversion:

e Poisoning attacks: A poisoning attack occurs when an adversary deliberately in-

serts malicious or manipulated data into the training set during the model’s learning
phase [2]. The main objective is to corrupt the training process so the ML model
learns incorrect patterns, ultimately misclassifying malicious samples as benign.
Such attacks can gravely undermine the integrity of the training data, often causing
the resulting model to consistently misclassify inputs that resemble the tampered ex-
amples. Notable poisoning techniques include label flipping, where labels are inten-
tionally altered to degrade dataset reliability; backdoor attacks, which embed hidden
triggers that induce targeted misclassification; and clean-label attacks, where labels
remain correct but features are subtly modified to bypass detection [39]. These at-
tacks depend on adversarial access to training data, a risk heightened by the use

of publicly available datasets.

Evasion attacks: Evasion attacks occur when adversaries deliberately manipu-
late input data to avoid detection by a previously trained model [2]. These attacks
are broadly categorized as gradient-based or gradient-free [34]. Gradient-based at-
tacks leverage knowledge of the model’s internal architecture, utilizing loss function

gradients to identify perturbations that maximize the model’s error rate and enable
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evasion [40]. Conversely, gradient-free attacks create adversarial samples by ana-
lyzing only the model’s outputs, requiring no access to its internal mechanisms [40].
In addition, two further strategies are commonly employed. The first involves train-
ing surrogate models to approximate the decision boundary of the target NIDS, with
the expectation that adversarial examples effective against the surrogate will also
bypass the actual model. The second utilizes sophisticated optimization algorithms
to craft input samples specifically designed to mislead the model [2]. To provide a
structured overview, Table 2.5 summarizes various evasion attack methods based
on the adversary’s level of knowledge, distinguishing among White-box, Grey-box,

and Black-box scenarios.

Model inversion attacks: To the best of our knowledge, no research has docu-
mented this specific exploitation of the ML-based NIDS retraining loop using static
payloads. This attack involves an adversary persistently persuading an ML-based
NIDS that a malicious payload is benign through repetition rather than perturbation.
The process conceptually resembles ’brute forcing’ malicious examples through the
NIDS model, with the goal that, through the automated re-training pipeline, the sys-
tem will eventually mislabel the malicious samples as benign. By repeatedly sub-
mitting the same malicious payload to a NIDS that relies on its previous classifi-
cations as "pseudo-labels” for incremental learning, the attacker induces boundary
drift. Over time, this shifts the model’s decision boundary and may ultimately allow

malicious samples to bypass detection.

Figures 2.14 and 2.15 illustrate each of the attacks discussed earlier. Additionally, Figure

2.16 provides a comprehensive summary of all the previous adversarial attack strategies.
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Figure 2.14: lllustration of Evasion and Poison attacks,based on [37]
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Figure 2.15: lllustration of model inversion attacks
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Figure 2.16: Types of attack strategies (adapted from [2])

Adversarial research currently prioritizes evasion attacks, neglecting data poisoning and

model inversion threats to incremental learning.
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Method Knowledge Reference
BIM [41]
ca&w [42]
DeepFool [43]
FGSM White-box [44]
Houdini [45]
JSMA [46]
PGD [47]
GSA-GAN [48]
IDS-GAN [49]
Polymorphic Grey-box [50]
A2PM [51]
DoSBoundary [52]
BFAM B
BMI-FGSM [54]
OnePixel [55]
WGAN [56]
200 Black-Box (57]
Boundary [58]
GADGET (59]
HopSkipJump [60]

Table 2.5: Evasion attack methods and their classifications based on adversary
knowledge (adapted from [61])

2.5.3 Adversarial goal

Adversarial attacks can be targeted, aiming to misclassify inputs as a specific incorrect
class, or untargeted, designed to cause any misclassification without specifying a partic-
ular class [2]. Untargeted attacks are generally easier to carry out because they do not
focus on a specific class and simply cause misclassification. However, this is only true
in multiclass classification; in binary classification, untargeted and targeted attacks are

effectively the same [26].

2.5.4 Attack frequency

Adversarial attacks can be either one-shot, generated through a single-step algorithm, or

iterative, relying on multiple queries to refine the perturbations [2].

2.5.5 Adversarial Defenses

Adversarial samples have been shown to be effective against various ML models, includ-

ing those used in NIDS. To reduce the effects of these attacks, researchers have proposed
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techniques to improve model robustness against such threat [2]. This work classifies exist-
ing defenses according to the framework in [2], which distinguishes adversarial defenses
into adversarial training and architecture reinforcement, while also considering continuous
training, as introduced by [62], as a third supplementary category, with the main points

summarized below.

1. Adversarial training: This method involves adding adversarial samples to the train-
ing dataset during the training phase, which improves the model’s robustness against
adversarial attacks [2], [63]. According to [2], AT is defined as the process of finding
a set of model parameters 6 that minimize expression 2.1, where ¢ is an adversarial
perturbation, A consists of a set of allowable adversarial perturbations, D denotes
the data distribution over inputs x € R? and labels v, 1(6, x,y) is the loss function for
the model parameters 6. In summary formula 2.1 defines the minimax optimization
process for adversarial robustness. It aims to find model parameters 6 that minimize
the expected loss when facing a "worst-case’ adversary who identifies a perturba-
tion 4 to maximizes the error within a defined constraint set A. Many researchers in
the network security domain have found that AT improves ML model classification

accuracy and resilience against adversarial attacks [64, 65].
argemin E(xy)~D r?eanl(f),x +4,y) (2.1)

2. Architecture reinforcing: Involves multiple approaches to enhance the model’s

architecture using different strategies, outlined below:

e Detection and Rejection: It involves using trained detector ¢(x) to evaluate
model inputs and detect potential adversarial perturbations [2]. When an ad-
versarial perturbation is detected, the system executes a series of specialized
steps to counteract or remove the identified threat [66]. According to [2], inputs
exceeding a predefined threshold T are flagged and either rejected or trans-
formed following equation 2.2, where fy(x) is the model’s output for input x,
Xclean 1S the reconstructed clean input, and I is the indicator function. Overall,
function g(x) acts as a binary classifier that flags an input as adversarial if the
divergence between the model’s output for a test input x and a reconstructed

clean version xqean €xceeds a specific sensitivity threshold T.
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g(x) = 1|l fo(x) — fo(xciean)|| > T) (2.2)

¢ Input transformation: Executes a series of transformations on the input data
to remove or greatly reduce potential adversarial perturbations before using
the samples in the model [2]. Input transformations usually focus on disrupting
features changed by adversarial perturbations to reduce the impact of attacks
[67]. As described in [2], this transformation function is detailed in equation

2.3.
Xtransformed = T(x) (2.3)

T(x) can include:

(a) Noise reduction: T(x) = filter(x), which removes high-frequency com-
ponents most likely caused by adversarial perturbations.
(b) Feature smoothing: T(x) = x — V,L(fys(x),y) reduces the gradient in-

fluence of perturbed features to enhance stability of the input.

e Gradient Masking: Intends to obscure or alter the model’s gradient informa-
tion to prevent adversarial manipulations [2]. Most adversarial attacks depend
on gradient computations to find effective perturbations, and restricting or dis-
torting this gradient information can make the model less vulnerable [68]. As
described in [2], this can be represented by equation 2.4, where V, is the
masked or approximated gradient, and L(fp(x),y) is the loss function calcu-
lated for the model fy(x), input x, and label y. This approach ensures that
adversarial perturbations 4, typically calculated using equation 2.5, cannot be
effectively generated because the true gradient Vx L is either unavailable or
unreliable [2]. By introducing randomness or deliberately altering the gradient,
models can defend against gradient-based attacks, although this often results

in reduced accuracy [2].

VL (fo(x),y) ~ 0 (2.4)

5 = e-sign(V.L(fo(x), ) (2.5)
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¢ Manifold Projection: Adversarial attacks typically work by moving data points
into regions of the domain where the model is not well-trained. To counter
this, projecting these points back onto the data manifold, which represents the
underlying structure of "natural” data, removes the harmful noise while keeping
the original signal intact [2]. As described in [2], the process can be expressed
as equation 2.6, where M presents the manifold of clean data, ||x — z||, is the
p-norm measuring the distance between the input x and the closest point z on
the manifold. The manifold M can be learned using techniques like AEs [69].
As detailed by the authors in [2], for an AE with an encoder E and a decoder D,
the manifold projection is expressed as equation 2.7, where E(x) transforms
input x into a lower-dimensional space, and D(E(x)) reconstructs x from its

encoded representation.

Xprojected = argmin||x — z||, (2.6)
ze

Xprojected ~ D(E(x)) (2.7)

e Ensemble methods: Utilizes ensemble approaches that combine various al-

gorithms, offering a more robust defense against adversarial attacks.

3. Continuous training: According to the authors in [62], continuous retraining signif-
icantly reduces the impact of adversarial attacks on ML-based NIDS, even without
AT. Their experiments revealed that while attacks like FGSM, PGD, and BIM initially
caused notable performance declines, the models recovered and achieved accu-
racy and F1-scores above 0.9 after just one daily retraining session. This resilience
arises because periodic retraining modifies the model’s decision boundaries and
gradients, rendering the attacker’s prior gradient knowledge ineffective against the
updated model. Nonetheless, the authors note that this defensive benefit likely does
not extend to simple "blind” perturbations, as these attacks do not rely on gradient

knowledge to bypass detection.



FCUP | 29
Resilient Intrusion Detection Systems Against Adversarial Attacks: Toward Robustness in Data-Driven Security

3. Related work

This chapter reviews recent advances in ML for anomaly-based NIDS, with key findings
summarized in Tables 3.1 and 3.2. The referenced works vary in focus: while some
address adversarial attacks and propose corresponding defenses, others do not consider
this aspect. The following paragraphs outline the main contributions and conclusions from

each study.

Roshan et al. [70] evaluated four adversarial attacks (FGSM, JSMA, PGD, C&W) on DL-
based NIDS and tested three defenses (AT, GDA, HC) in a real-time network setting. They
observed that NIDS are highly susceptible, with attacks impairing detection capabilities,
but implementing defenses enhanced their robustness. They recommend avoiding the
deployment of DL-based NIDS in mission-critical systems unless robust defenses are in

place.

Yuan et al. [71] introduced a DLL-IDS framework boosting DL-based NIDS robustness.
It evaluates network traffic with a DL model, an LID adversarial detector, and a robust
LS model. The authors confirm this hybrid system improves defense against adversarial

attacks by better identifying malicious traffic and maintaining high detection accuracy.

Roshan et al. [72] proposed a two-phase defense to enhance DL-based NIDS robustness
against untargeted white-box C&W attacks. They employed GDA during training and FS
during testing, evaluating their approach on the CIC-DD0S2019 dataset. This method
exceeds single-phase defenses, boosting metrics like accuracy, precision, recall, and F1-

score in the face of adversarial threats.

Degirmenci et al. [73] introduced READ, a NIDS method combining reconstruction error
with aleatoric, epistemic, and entropy metrics to detect adversarial traffic. Tested against
FGSM, PGD, BIM adversarial attacks across three datasets, it achieved a 92% to 100%
detection rate and outperformed other methods at low levels of perturbations, restoring

system accuracy up to 98% during attacks.

Zhang et al. [74] introduce the TIKI-TAKA framework to evaluate the vulnerability of DL-
based NIDS and suggest new defensive strategies. They test three NN models against
five black-box adversarial attacks and propose three defenses: model voting ensembling,

ensembling AT, and adversarial query detection. Their results show that current DL NIDS
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are highly susceptible, with attackers bypassing detection up to 35.7%, but their proposed

defenses effectively counter these threats, restoring detection rates close to 100%.

Alotaibi et al. [75] contribute to network security by developing two CNN-based NIDS
models, testing vulnerabilities against seven distinct adversarial attacks, and implement-
ing an APE_GAN++ defense to counter these threats. They conclude that while current
CNN-based IDSs are vulnerable to adversarial manipulations that impair detection, the
APE_GAN++ defense effectively removes these perturbations, restores the models’ ac-

curacy to highly reliable levels.

Soleymanzadeh et al. [76] address training instability and mode collapse in intrusion
detection. Their approach involves an ensemble of generators and discriminators for
stable training and a multi-player strategy to prevent mode collapse. They demonstrate
that EMP-GANSs produce high-quality synthetic minority attack samples that closely match

real data, reducing mode collapse and enhancing classifier accuracy and performance.

Zolbayar et al. [77] developed NIDSGAN, a new GAN algorithm that creates realistic
adversarial traffic flows to evade ML-based NIDS, while following real-world network con-
straints. Their main achievements include developing this constraint-enforcing algorithm,
evaluating it across various threat models, and incorporating an active learning technique
that improves attack success and reduces training data needs. They conclude that current
ML-based NIDS are highly vulnerable to these crafted flows across all threat models, indi-
cating that deploying such systems without strong defenses could lead to future network

breaches.

Hnamte et al. [78] proposed a two-stage DL-based NIDS that combines LSTM and AE,
incorporating data filtering to minimize overfitting and address imbalanced datasets. Their
LSTM-AE model, optimized with MAE over 30 epochs, achieved accuracy rates of 99.99%
on CICIDS2017 and 99.10% on CSE-CICIDS2018. They concluded that this hybrid ap-
proach surpasses traditional models such as DNNs and CNNs for cyber-attack detection.
However, despite these findings, the authors did not consider adversarial attacks targeting

their model.

Wang et al. [79] evaluated six DL models (DNN, CNN, RNN, LSTM, CNN + RNN, and CNN
+ LSTM) on the CSE-CIC-IDS2018 dataset, demonstrating that all models can achieve
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over 98% accuracy with appropriate data preprocessing. They concluded that single mod-
els (DNN, RNN, CNN) are more suitable for real-world NIDS applications than hybrid mod-
els, which offer only slight accuracy improvements but longer inference times. Despite
this thorough evaluation, the authors did not consider adversarial attacks when assessing

any of the models.

Karatas et al. [80] enhanced IDS performance by evaluating six ML algorithms on the
CSE-CIC-IDS2018 dataset and applying SMOTE to mitigate data imbalance. They ob-
served that generating synthetic data for minority classes decreases bias toward major
classes, improving detection of rare intrusions and raising model accuracy by 4.01% to

30.59%. The authors did not explore adversarial attacks.

Ghadermazi et al. [3] proposed an Al framework for near real-time network intrusion de-
tection, overcoming traditional limits by extracting header and payload data. It transforms
network packets into 2D images analyzed by a CNN, using a packet-based approach
rather than flow-based (more details in chapter 6). The method achieves detection rates
of 97.7% to 99%, enables early threat detection within 4-9 packets, and shows robustness

against adversarial attacks and adaptability to new network enviroments without retrain-
ing.

Awad et al. [81] created a two-phase ensemble defense for DL-based NIDS using AT,
GDA, LS, and AD to combat evasion attacks while maintaining network traffic features.

This approach boosts adversarial robustness and classification, overcoming single de-

fense limits by combining strengths, with high accuracy on clean data.

Debicha et al. [82] study advances network security by implementing DL-based NIDS in
serial and parallel architectures, proposing a transfer learning-based adversarial detection
scheme, and testing multiple adversarial detectors against unseen evasion attacks. They
conclude that deploying multiple detectors with Dempster-Shafer fusion rule in a parallel

NIDS design greatly enhances detection rates over single detectors or previous methods.

Roshan et al. [83] conducted an empirical study assessing how vulnerable DL-based
NIDS are to four adversarial attacks (FGSM, JSMA, PGD, and C&W) and implemented
AT as a defensive measure. Their findings indicate that NIDS models are highly suscep-
tible to adversarial examples, which greatly impair accuracy and performance. However,
implementing AT effectively counteracts these threats, significantly restoring the models’

robustness and confidence scores.
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He et al. [84] introduced a defense strategy called MTD-AD to safeguard NIDS from ad-
versarial threats by randomly modifying their decision boundaries. The authors concluded
that MTD-AD effectively improves NIDS resilience against both standard and adaptive ad-
versaries while requiring little prior knowledge from the defender. Additionally, they found
that creating defense models with appropriate, rather than maximal, diversity leads to bet-
ter results. They also observed that adaptive attackers must drastically compromise their

attack’s intensity to successfully evade the MTD-AD system.

Wang et al. [85] investigate adversarial example attacks on ML-based NIDS and propose
MANDA, a novel adversarial exampe detection method. MANDA identifies adversarial
examples by comparing manifold evaluations with IDS model inferences and measuring
model uncertainty near decision boundaries. The study finds that while problem-space
AE attacks threaten IDSs, MANDA effectively distinguishes adversarial from clean traffic.
MANDA outperforms state-of-the-art statistical models, achieving a 98.41% true-positive
rate and 5% false-positive rate under strong attacks, with potential applications beyond
IDSs.

Zhang et al. [86] propose the ETA attack framework for ML-based NIDS, using a novel
feature selection method to enable transfer-based adversarial attacks. Their method
achieves a 70% average attack success rate and shows that vulnerabilities stem from
models using non-robust features. They also argue that robust NIDS should prioritize

intrinsic, robust features over accuracy.

Alotaibi et al. [87] present Mateen, an adaptive ensemble learning framework for NIDS
that detects and adapts to benign traffic shifts. Mateen uses statistical shift detection,
unsupervised sample selection to reduce labeling, and dynamic complexity reduction. It
outperforms existing methods on various shift scenarios, maintaining anomaly detection

accuracy with only 0.5% to 1% labeled data.

Barik et al. [88] developed IDS-Anta, an open-source Python repository offering a strong
defense against adversarial attacks on NIDS while maintaining performance. IDS-Anta
combats attacks like ZOO and FGSM by adaptively choosing the best classifiers via Multi-
Armed Bandits with Thomson Sampling and Ant Colony Optimization. The authors found
that, despite the continued vulnerability of ML and DL-based NIDS to adversarial samples,
IDS-Anta significantly reduces these risks. Although it can’t block every attack, IDS-Anta
greatly raises the cost and effort for attackers, making exploits less feasible and providing

a substantial deterrent.



Table 3.1: Recent advancements in ML for anomaly-based NIDS.

Ref. Fam. Dataset(s) Model(s) Adversarial setting Defense
[70] DL CIC-2017 DNN WB; FGSM, JSMA, PGD, C&W AT, GDA, HC
[71] ML+DL NSL-KDD; CIC-2018 DNN; LS WB/GB/BB; FGSM, BIM, DeepFool, C&W DLL-IDS
[72] DL CIC-2019 DNN WB; C&W GDA, FS
[73] ML+DL  CIC-2018; KDDCup99 CNN, LR WB; FGSM, PGD, BIM READ
[74] DL CIC-2018; CIC-2017 MLP, CNN, CNN+LSTM BB; Pointwise, NES, Boundary Ensemble AT; Query Det.
[75] DL CIC-2017 NN, GAN WB; FGSM, JSMA, BIM, DeepFool, PGD, C&W, Auto-PGD APE_GAN++
[76] DL NSL-KDD; UNSW-NB15 EDL, CNN - -
[77] DL NSL-KDD; CIC-2017 DNN, GAN WB/BB; NIDSGAN -
[78] DL CIC-2017; CIC-2018 AE, LSTM - -
[79] DL CIC-2018 DNN, CNN, RNN, LSTM, - -
CNN+RNN, CNN+LSTM
[80] ML CIC-2018 KNN, RF, GB, AdaBoost, DT, — -
LDA
[3] DL CIC-2017; CIC-2018 CNN BB; specific perturbations SPIN-IDS
[81] DL CIC-2017; CIC-2018 DNN, DAE BB/GB; FGSM, PGD, DeepFool, JSMA, C&W AT, LS, GDA, DSA
[82] DL NSL-KDD; CIC-2017 Ensemble of DNNs GB; FGSM, PGD, DeepFool Transfer-based adv. detector
[83] DL CIC-2017 DNN WB; FGSM, JSMA, PGD, C&W AT
[84] DL uQ-2021 TM: Ensemble AE; DM: SOM, WB/GB; FGSM, PGD, DeepFool MTD-AD
LOF, SVM
[85] ML+DL  NSL-KDD; CIC-2017; TM: MLP, CNN, others; DM: WB; FGSM, BIM, JSMA, C&W MANDA
MNIST LR, TL
[86] ML+DL  CIC-2017; Kitsune SM: MLP, DT, others; TM: MLP, BB; ETA -
RF, AE, others
[87] DL CIC-2017; CIC-2018; Kit- DAEs, MLPs - -
sune
[88] ML+DL  CIC-2017; CIC-2018; RF, SVM, LR, DNN BB/WB; ZOO, FGSM IDS-Anta
CIC-2019

Fam.: family of methods (ML, DL, ML+DL).
CIC-2017: CIC-IDS2017; CIC-2018: CSE-CIC-IDS2018; CIC-2019: CIC-DD0S2019; UQ-2021 : UQ-loT-IDS-2021.
WB, GB, BB: white-box, gray-box, black-box.
AT: adversarial training; GDA: Gaussian data augmentation; HC: high-confidence; FS: feature squeezing; LS: label smoothing; DSA: dynamic sample augmentation.
ETA: Explainable Transfer-based Attack.
READ, MANDA, SPIN-IDS, MTD-AD, IDS-Anta, DLL-IDS, APE_GAN++: defense/framework names as reported in the original works.
TM/DM/SM: target/defense/substitute model (when used by the authors).
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Table 3.2: Comparison of recent contributions in anomaly-based NIDS

Strengths Limitations Gaps
Ref. Focus Perf. Rob. Dep. Cplx. Scope Eval. Gen. Real. Eff.
[70] Robust. (] © (] O (] (] (] (] ©
[71] Defense (] ( © (] (] O © (] °
[72] Defense (] © © (] ® ® { (] O
[73] Defense [ ] (] © (] O O O (] °
[74] Robust. (] ( © (] (] O © © (]
[75] Defense [ [ ] O [ ] [ ] O © [ ] [ ]
[76] Detect. (] O O e () ° O (] (]
[77] Attack gen. @ O O (] O O O O (]
[78] Detect. e O © o o) e © o o
[79] DLbench. @ O © @ ° e o o o
[80] ML base. e O e O ° e e o ©
[3] Evasion ) (] (] © () () O O O
res.
[81] Defense ® (] O (] O O @] (] ®
[82] Adv. det. [ J [ J © [ J © O O [ J [ J
[83] Defense (] © ( O (] (] (] ( O
[84] Adapt.def. @ @ O @ ° 0O © e o
[85] Adv. det. [ J [ J © © O O O © ©
[86] Attack gen. @ O O (] O O O O ()
[87] Detect. (] O © (] O () O (] ®
[88] Adv. det. [ J [ J [ ] © O [ © [ J [ J

Legend: @ = strong / clearly present; © = partial / moderate; O = absent / not evidenced.

For Strengths, symbols indicate the degree to which a contribution demonstrates performance (Perf.), adversarial robustness (Rob.), and deployment potential (Dep.).
For Limitations, symbols indicate the severity of complexity/overhead (Cplx.), narrow validation scope (Scope), and evaluation weakness (Eval.).

For Gaps, symbols indicate the extent to which open issues remain regarding generalization (Gen.), attack/traffic realism (Real.), and efficiency/deployability (Eff.).
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4. Datasets for NIDS

This chapter presents some common datasets used for developing anomaly-based NIDS

and provides a brief description of each.

4.1. UNSW-NB15

The UNSW-NB15 dataset acts as a comprehensive benchmark for NIDS. Developed by
the UNSW Canberra Cyber Range Lab in 2015, it was designed to address the shortcom-
ings of earlier datasets such as KDDCUP99, by accurately reflecting more current network
traffic and low-footprint attack types. The dataset contains 2,540,044 objects and 49 fea-
tures and includes two ground truth labels: one indicating the attack type and another for
binary classification. Each record is classified into attack categories like Normal, Fuzzer,
Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance, Shellcode, and worms.
It merges real-world normal activity data with synthetic, contemporary attack patterns to
create a comprehensive testing environment [89]. Table 4.1 shows the distribution of
attacks in UNSW-NB15.

Attack type Number of samples Distribution percentage
Normal 2218761 87.35
Fuzzer 24246 0.96
Analysis 2677 0.11
Backdoors 2329 0.09
DoS 16353 0.64
Exploits 44525 1.75
Generic 215481 8.48
Reconnaissance 13987 0.55
Shellcode 1511 0.06
Worms 174 0.01
Total 2540044 100

Table 4.1: UNSW-NB15 distribution of Attack Types [89]

4.2. CIC-IDS2017

The CICIDS2017 dataset, developed in 2017 by the Canadian Institute for Cybersecurity,
was designed to address the shortcomings of older benchmarks such as KDD99 and
DARPA. It offers a trustworthy and extensive dataset that meets eleven key evaluation
standards, including attack diversity and complete network configuration. Created within
a realistic testbed environment, it features a Victim-Network (running Windows, Linux, and

Mac) and a separate Attack-Network, with traffic recorded continuously over five days.
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The dataset includes benign traffic generated by a B-Profile system simulating human
activity across protocols like HTTP, HTTPS, FTP, and SSH, alongside seven common
attack types: Brute Force, Heartbleed, Botnet, DoS, DDoS, Web Attacks, and Infiltration.
It contains 2830540 rows and 79 features, of which 78 are numerical and the ’label’ is

categorical [90]. Table 4.2 shows the distribution of attacks in CIC-IDS2017.

Attack type Number of samples Distribution percentage
Normal 2359087 83.3441
DoS Hulk 231072 8.1635
PortScan 158930 5.6148
DDoS 41835 1.478
DoS GoldenEye 10293 0.3636
FTP-Patator 7938 0.2804
SSH-Patator 5897 0.2083
DoS slowloris 5796 0.2048
DoS slowhttptest 5499 0.1943
Botnet 1966 0.0695
Web Attack - BF 1507 0.0532
Web attack - XSS 652 0.023
Infiltration 36 0.0013
Web attack - Inj. 21 0.0007
Heartbleed 1" 0.0004
Total 2830540 ~100

Table 4.2: CIC-IDS2017 distribution of Attack Types [90]

4.3. CIC-DD0oS2019

The CICDD0S2019 dataset is a comprehensive benchmark also created by the Canadian
Institute for Cybersecurity to address the limitations of earlier datasets. It provides fully
labeled, non-anonymized data that covers a wide variety of modern DDoS attacks. The
dataset was generated in a realistic testbed environment with a "Victim-Network” and an
"Attack-Network,” including 12 different attack types such as NTP, DNS, LDAP, MSSQL,
NetBIOS, SNMP, SSDP, UDP, UDP-Lag, WebDDoS, SYN, TFTP. It also features natural-
istic benign background traffic generated via B-Profile, which simulates human behavior
across protocols like HTTP, HTTPS, FTP, SSH, and email. The dataset includes more
than 80 traffic features and over 50 milion records [91]. Table 4.3 shows the distribution

of attacks in CIC-DD0S2019.
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Attack type Number of samples Distribution percentage
TFTP 20082580 28.515
Syn 6473789 9.192
MSSQL 5787453 8.218
DrDoS_SNMP 5159870 7.326
DrDoS_DNS 5071011 7.2
DrDoS_MSSQL 4522492 6.421
DrDoS_NetBIOS 4093279 5.812
UDP 3867155 5.491
NetBIOS 3657497 5.193
DrDoS_UDP 3134645 4451
DrDoS_SSDP 2610611 3.707
DrDoS_LDAP 2179930 3.095
LDAP 1915122 2.719
DrDoS_NTP 1202642 1.708
UDP-lag 366461 0.52
Portmap 186960 0.265
Normal 113828 0.162
UDPLag 1873 0.003
WebDDoS 439 0.001
Total 70427637 ~100

Table 4.3: CIC-DD0S2019 distribution of Attack Types [91]

4.4. LITNET-2020

LITNET-2020 is a benchmark dataset for NIDS gathered from a real academic network

in Lithuania over ten months, from March 2019 to January 2020. It aims to overcome the

limitations of synthetic or outdated datasets by capturing authentic traffic, including nor-

mal activity and 12 specific attack types such as DoS, scanning, and worms.The dataset

includes 85 features per flow, which cover basic network details as well as 19 specialized

attack-detection features, and is accurately labeled to differentiate between background

traffic and malicious actions [92]. Table 4.4 shows the distribution of attacks in LITNET-

2020.
Attack type Number of samples Distribution percentage
Normal 36423860 91.971
TCP SYN-flood 1580016 3.99
Code Red Worm 1255702 3.171
Smurf 118958 0.3
UDP-flood 93583 0.236
LAND attack 52417 0.132
W32.Blaster Worm 24291 0.061
ICMP-flood 23256 0.059
HTTP-flood 22959 0.058
Scanning/Spread 6232 0.016
Reaper Worm 1176 0.003
Spam bot 747 0.002
Packet fragmentation 477 0.001
Total 39603674 100

Table 4.4: LITNET-2020 distribution of Attack Types [92]
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5. Metrics

This chapter describes the metrics used to evaluate the DL models used in this study.
Section 5.1 discusses the primary metrics for binary classification, including components
of the confusion matrix, Accuracy, Precision, Recall, F1-Score, and the Area Under the
Curve for Precision-Recall. Section 5.2 extends these concepts to multiclass classifica-
tion, covering per-class metrics and the averaging methods, Macro and Weighted, which

offer a comprehensive assessment of system performance across all target classes.

5.1. Binary Classification metrics

The following section discusses common metrics used to evaluate ML-based NIDS perfor-
mance in binary classification, where the target feature is either attack or normal. Before
outlining these metrics, it is essential to define the key components of the confusion matrix

relevant to the NIDS context:

e True Positive (TP): When the classifier correctly identifies data objects as an attack.
e True Negative (TN): The instances are accurately identified as normal.
e False Positive (FP): Data instances incorrectly identified as attacks.

e False Negative (FN): Data instances incorrectly labeled as normal.

Using elements from the confusion matrix, the following performance metrics can be de-

termined:

e Accuracy. Measures the percentage of correct predictions made by a model. In
NIDS, accuracy can be misleading because class imbalance allows a model to
achieve high scores simply by identifying normal traffic and missing rare attacks.

For this reason, accuracy is not a reliable metric for evaluating NIDS performance.

TP+ TN

A —
Uy = TP Y TN+ FP + EN

(5.1)

e Precision: Refers to the percentage of correctly predicted Attack samples out of all
actual Attack samples. In practice, high precision means the NIDS generates fewer

false alarms.
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TP
Precision = ———— 2
recision TP+ FP (5.2)

e Recall: Also known as the true positive rate (TPR) or Sensitivity, it is calculated by

dividing the number of correctly predicted Attack cases (TP) by the total number
of actual attack instances. Maximizing recall is highly critical to ensure malicious

packets do not slip through the NIDS undetected.

TP
Recall = TP+ EN (5.3)

F1-Score: Represents the balance point between Precision and Recall. It's a sta-
tistical measure used to assess a system’s reliability by evaluating its performance

in terms of precision and recall.

Precision x Recall
F1-S =2 54
core * Precision + Recall (54)

PR AUC: The Precision-Recall Area Under the Curve condenses the entire PR curve
into a single metric by calculating the area under the curve across all thresholds.
A higher PR AUC indicates that the model sustains high recall while maintaining
precision [93], which is essential for NIDS, where overlooking an attack (FN) can be

very costly.

5.2. Multiclass Classification metrics

In a multiclass classification setting, the target feature includes multiple categories (e.g.,

Normal, DoS, DDoS, Portscan, etc.). While the basic principles of the confusion matrix

remain the same, they must be adjusted to evaluate the model's performance across

N classes. This is typically achieved using a One-vs-All approach, where metrics are

calculated for each class i by considering it as the positive class and all others as negative

[94]. In the following subsections, the metrics and their components used in multiclass

classification are briefly discussed.

5.2.1 Per-Class Components

For each class i, the main elements of the confusion matrix are defined as:

e TP;: Instances of class i correctly predicted as class i.



FCUP | 40
Resilient Intrusion Detection Systems Against Adversarial Attacks: Toward Robustness in Data-Driven Security

e TN;: Instances of other classes correctly predicted as not belonging to class i.
e FP;: Instances of other classes incorrectly predicted as class i.

e FN;: Instances of class i incorrectly predicted as any other class.

Based on the confusion matrix for multiclass elements above, the equations for binary
metrics (accuracy, precision, recall, etc.) can be easily derived by replacing the compo-

nents of the binary confusion matrix with those of the multiclass confusion matrix.

5.2.2 Averaging Techniques

To provide a overview of NIDS performance across all N attack types, individual class

metrics can be synthesized using, for example, one of the following averaging methods:

e Macro-Averaging: Calculates the metric separately for each class and then aver-
ages them without weighting. This approach treats all classes equally, making it a
rigorous metric that emphasizes poor performance in minority attack classes [94].

1N
Macro-Metric = N g Metric; (5.5)
¢ Weighted-Averaging: Calculates the average of all per-class metrics, with each
class weighted by its Support (the count of true instances of that class) [94]. This
is highly relevant for NIDS datasets, which tend to be imbalanced, with frequently
occurring "Normal” traffic and infrequent specific attacks.
N

) . . Support;
Weighted-Metric = 1221 (Metrzcl X Total Instances) (5.6)
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6. Flow based vs Packet based

ML-based NIDS employ two main types of feature extraction methodologies to analyze
network traffic data: flow-based features, which gather information from packet headers,
and packet-based features, which are derived directly from packet data [3], as illustrated

in Figure 6.1.

Flow-based NIDS models, which analyze traffic between sender and receiver to detect
malicious activities only after the communication flow has fully terminated, are more suit-
able for offline traffic analysis and have several limitations [95]. Because these models
primarily extract features from the lower layers of the TCP/IP stack, they often struggle
to identify attacks at the application layer [96]. Moreover, their reliance on flow features,
which do not capture the functional behaviors of individual network packets, can hinder
accurate attack detection [3]. To complicate matters further, flow-based feature extrac-
tion tools like CIC Flowmeter [97] and Zeek (Bro) [98] generate different sets of features,

making it difficult to benchmark trained models in new network environments [3].

Packet-based NIDS are well suited for real-time or near real-time detection because they
extract features directly from raw packet data. However, this approach presents several
challenges. Distinguishing benign packets from those related to attacks can be difficult,
since not every packet signals malicious intent. For example, the establishment of a TCP
connection is typically harmless, even though subsequent packets may indicate suspi-
cious activity [3]. In addition, most packet-based NIDS analyze each packet indepen-
dently and overlook the order in which packets appear within a flow. As a result, they fail
to capture the temporal relationships among packets [99]. Another common limitation is
often overlooking packet direction. However, understanding whether packets are moving
forward or backward within a flow can be vital for attack detection. For example, DDoS
attacks frequently show notable differences in forward and backward traffic patterns com-

pared to regular traffic [3], [4].

In current research, flow-based feature extraction continues to be increasingly prominent
[3], [100]. The widespread use of flow-based models is supported by the availability of
structured datasets like CIC-IDS2017 [90] and UNSW-NB15 [89], which are often pro-
vided in CSV formats with pre-extracted flow features. Although these datasets typically

include the original PCAP files, most published studies prefer using the summarized flow
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records because they are more suitable for traditional ML algorithms. While flow-based
features have become increasingly popular, this thesis intentionally emphasizes packet-
based features for their more immediate real-world applicability, eliminating the impracti-

cality of waiting for an entire communication session to end before issuing an alert.

Flow based
Features
Sender Receiver

e SR e X

Packet based
Features

Figure 6.1: Flow and Packet based features



FCUP | 43
Resilient Intrusion Detection Systems Against Adversarial Attacks: Toward Robustness in Data-Driven Security

/. Proposed Methodology

This chapter explains how the research was practically carried out, describing the steps
used to build, train, and test the network intrusion detection models. As shown in Figure
7.1, the process is divided into three main stages: (1) creating a labeled, image-based
dataset from network traffic, (2) testing and tuning the hyperparameters of the DL models,

and (3) evaluating adversarial robustness and implementing defensive strategies.

The foundation of this methodology is built on the CIC-IDS2017 dataset, which was cho-
sen as the main data source of network traffic. This choice was influenced by several im-
portant reasons. First, CIC-IDS2017 serves as a modern, widely recognized benchmark
that accurately represents current network topologies and includes a variety of realistic
attack scenarios [90]. Second, the feature extraction tool used in this work, Payload-Byte
[101], has a pre-configured pipeline specifically optimized for parsing and labeling raw
pcap files from the CIC-IDS2017 dataset. This guarantees high data quality, reduces

labeling conflicts, and ensures a consistent preprocessing process.

A key difference in the evaluation methods for the chosen DL models, CNN and AE, lies
in their classification strategies. The supervised CNN was specifically trained and tested
as a multi-class classifier covering 15 different network traffic categories present in CIC-
IDS2017. While previous studies on image-based packet representations, such as [3],
mainly focused on binary classification, a multi-class approach was selected for the CNN.
This allows for a more thorough assessment of its ability to not only detect anomalies but

also to correctly identify specific and complex attack types.

In contrast, the AE was assessed within a strictly binary classification approach. As an
unsupervised model trained solely on benign traffic, it effectively acts as an anomaly de-
tector rather than a typical classifier. It identifies malicious traffic as out-of-distribution
data based on a reconstruction error threshold. Therefore, the AE is inherently designed
for binary detection, identifying deviations from normal behavior rather than performing

detailed multi-class classification.
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Figure 7.1: Full - Proposed Methodology

7.1. Creating the labeled Image dataset

1) Pipeline for creating the labeled Image dataset
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Figure 7.2: Stage 1 - Labeled Image dataset creation pipeline
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To create the labeled image dataset, the process began by utilizing Payload-byte [101]
and the CIC-IDS2017 dataset to produce a labeled pcap dataset. Payload-byte incor-
porates metadata and raw network packets from publicly available NIDS datasets like
CIC-IDS2017 or UNSW-NB15 and attempts to assign labels to each individual pcap. To
address the high occurrence of missing or inconsistent timestamps in the CIC-IDS2017
dataset, Payload-Byte uses a two-phase labeling system: first, it associates data based
on a 5-tuple flow-ID <Srclp, Dstlp, SrcPort, DstPort, Protocol>, and then refines this using
a temporal validation step that checks against documented attack durations. By removing
benign traffic that overlaps with attack periods, the tool generates a conflict-free, stan-
dardized dataset by separating malicious packets from non-malicious ones that share the
same flow ID [101]. This process yields labeled pcap data, with columns representing raw
packet payloads and various headers [101]. Unlike [3], who also adopt a packet-based
approach but only concentrate on TCP packets and overlook other protocols like UDP,
the Payload-byte developers extracted some header features and respective payloads
from various protocols (TCP, UDP, etc.). Payloads that are smaller than 1500 bytes are
padded with zeros across all protocols to maintain consistency in the feature vector. After
modifying the original Payload-byte source code, the feature vector shown in Figure 7.3
was generated, with the timestamp obtained from the CICIDS-2017 traffic labeling files to
indicate the date and time of the first packet in a network flow [90], and T_delta denoting
the difference in seconds between consecutive packets. The remaining features include
header details from the Network and Transport layers, along with 1500 padded payload
bytes [101].

Source |Destination |Time to Live Total Source | Destination -
P ip L Length Port Port Protocol | Timestamp T_delta N-Payload Bytes (1500 bytes)

Feature Vector obtained after Payload Bytes

Figure 7.3: Feature vector obtained after using Payload-Byte[101]

As described by the authors in [3], analyzing single packets independently ignores the
sequential and temporal relationships within a network flow, which can result in misclas-
sifications, and increased false positives and false negatives. To address this, it is es-
sential to incorporate these sequential and temporal relationships to give the model the
necessary context for effective learning. To do this, the framework that converts sequen-
tial packets into a two-dimensional RGB image, originally proposed by [3], was adapted.

Only the incremental image construction process and the use of color channels to encode
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traffic direction, as in the original framework, were retained. The next paragraphs explain
how the proposed image builder component differs from the one in [3], and Table 7.2

summarizes their similarities and differences.

Labeling the generated images is crucial because it enables the model to learn how to
differentiate malicious images (group of packets within the same network session) from
normal ones. In [3], this process involves assigning each generated image the overall
label of that flow, which is defined as the 5-tuple <Srclp, Dstlp, SrcPort, DstPort, Protocol>.
Using this approach, if a flow contains 10 packets and only the last 5 are part of a DDoS
attack, with the flow’s overall label being DDoS, then all images generated from this flow
will be labeled DDoS, even if the attack began only in the last 5 packets. In the proposed
approach, labeling is based on packet-level determinism, enabled by the labeled pcap
dataset obtained from Payload-byte [101] and assigns each image the label of the last
packet added to it. This ensures that "Mixed” images, which contain both benign and
malicious traffic, are accurately labeled according to the network session state at the

moment when the image was created.

In [3], a single group of traffic is defined by its 5-tuple flow ID. The proposed approach
also utilizes this same 5-tuple flow ID but incorporates a 60-activity timeout. By exam-
ining the time difference between packets (using the timestamp feature present in each
packet’s feature vector, as shown in Fig. 7.3), an attempt is made to split long-lived

communications into distinct network sessions.

Finally, the last major difference concerns the functioning of the triggering mechanism.
This mechanism determines when an image gets generated, the image builder in [3] em-
ploys a sequential trigger that produces an image only at the beginning of a flow, from 1
packet up to P packets. In the suggested approach, an image is also generated with the
first packet of a network session but incorporates a transition-based approach, creating
an image whenever the labels of network sessions change. If the label shifts between
consecutive packets within an image, it is considered as a 'Security event’ and a new

image is started from that specific packet.

The pseudocode for the proposed image building component algorithm is detailed in Al-
gorithm 1. Figure 7.4 depicts the final feature vector representing a single network
packet in the image dataset, while Figure 7.5 illustrates the incremental labeling image
process generated from a sequence of packets, highlighting how label changes between

the second and third packets result in different images.
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Characteristic

Image builder [3]

Proposed Image Builder

Labeling Strategy
Packet Grouping
Triggering Mechanism
Image Building Process

Packet Directionality

Flow

Flow
Sequential
Incremental
RGB Channels

Last Packet
Network Session
Transition Based
Incremental

RGB Channels

Table 7.2: Comparison of my image builder and the image builder from [3]
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Algorithm 1: Algorithm for the Image Building component

Input: Labeled pcap dataset D, Max packet per image N, Timeout T = 60s

Output: Image-based dataset (X, y)

// Step 1: Bidirectional Flow Aggregation

Standardize labels and normalize packet features to [0,255] range

Aggregate bidirectional flows by sorting {IP, Port} pairs

Partition flows into sessions where inter-arrival time At < T

Sort packets within each FlowID by arrival time

// Step 2:

Incremental RGB Image Synthesis

foreach session in D.group_by(FlowID) do

end

Identify Source < session[0].srcip

// First packet establishes Forward source

Identify TriggerPoints (label changes)

foreach start in TriggerPoints do

forp<Oton—1do

pkt < session|start + p|

else

end

end

end

end

return (X, y)

for n < 1 to min(size(session) — start, N) do

I < Initialize N x 1505 RGB matrix with zero-padding
if pkt.srcip = Source then
‘ I[p,:,Red] < pkt.pixels

‘ I[p,:, Green] < pkt.pixels

Append (I, labelgq 1) to dataset

// Forward Traffic

// Backward Traffic
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Figure 7.4: Feature vector used to represent a single packet in the Image dataset
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To begin testing DL models, two different architectures were selected: CNN and AE. The
choice of CNN was driven by the image-based dataset, as it is well suited for image clas-
sification tasks. By leveraging convolutional filters, CNNs can capture spatial information
and underlying patterns associated with network attacks, which other DL models might
miss [102]. An AE was also chosen to evaluate whether, through image representation,
it could learn to accurately reconstruct normal image data and potentially serve as an
alternative to CNN, which is a more common model for this type of image classification

task.

After defining the models, an approach was employed that involved hyperparameter tun-
ing to identify optimal hyperparameter combinations for each model. Keras Tuner [103]
and TensorFlow [104] were used for hyperparameter tuning, with TensorBoard [105] uti-
lized to visualize the results. These packages facilitated the establishment of two hyper-
parameter tuning pipelines for each model. Several tuning strategies were evaluated,
including RandomSearch, BayesianOptimization, and Hyperband. Random Search was
ultimately chosen as the primary hyperparameter optimization approach, as comparative
experiments demonstrated clear advantages over other methods. Both Bayesian Opti-
mization and Hyperband frequently produced a pronounced gap between training and
validation loss curves, suggesting the onset of early overfitting. In the case of Bayesian
Optimization, the probabilistic surrogate model tends to overfit by iteratively focusing the
search on patterns specific to the validation split, which introduces selection bias. Hyper-
band, on the other hand, utilizes a successive halving mechanism that evaluates many
configurations for only a few epochs. This process often rewards hyper-responsive, high-
capacity architectures that achieve rapid initial convergence but fail to generalize effec-

tively over the course of full training cycles [103].

The Random Search tuner was set up with a maximum of 10 trials for both the CNN and
AE pipelines. The supervised CNN training was limited to 10 epochs per trial. The main
goal was to maximize the validation PR-AUC. To enable the accurate calculation of this
multi-class PR-AUC, the data loader applied one-hot encoding to the target labels during
preprocessing. Since the labels shifted from sparse integers to one-hot vectors, the model
was adapted to use categorical_crossentropy [106] as the loss function. For each attack
category, categorical accuracy, macro-averaged F1-Score, overall Precision-Recall AUC,
and per-class recall and precision were evaluated. To optimize computational resources
and mitigate overfitting, an early stopping mechanism was implemented to monitor the

PR-AUC. If this metric did not improve over 3 consecutive epochs, the trial was stopped
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early, and the best weights from that trial were restored. In contrast, the unsupervised AE
pipeline needed a slightly adjusted tuning setup to fit its reconstruction-focused learning
approach. The AE was allowed to train for up to 15 epochs. Since the main aim of the
AE is to understand benign traffic patterns, the tuner focused on minimizing the valida-
tion loss. To evaluate the quality of the AEs reconstructions, the pipeline tracks three key
metrics: MAE, MSE, and binary crossentropy loss [107]. Both MAE and MSE quantify the
physical discrepancy between the original features and the reconstructed outputs. MAE
captures the average magnitude of errors, providing a straightforward sense of the typi-
cal reconstruction gap, while MSE emphasizes larger errors by squaring each difference,
making it more sensitive to substantial reconstruction failures [108]. By reducing these
metrics, the model tries to set a clear baseline for normal traffic, so that any future mali-
cious traffic, which produces higher reconstruction errors, can be identified as anomalies.
An early stopping mechanism was also used for the AE, monitoring validation loss with

the same patience of 3 epochs and restoring the best weights when stopping.

The labeled image dataset was prepared for training within the hyperparameter tuning
pipeline by splitting it into Train, Validation, and Test sets with 70%, 15%, and 15% splits,
respectively. The training split was used to effectively train the models to distinguish nor-
mal images from malicious ones. The validation split evaluated the model's performance
during each trial based on the specific hyperparameters in use at that moment. The test
split provided an unbiased estimate of the model’s performance on unseen data [109].
Since different image dataset versions differ in the number of packets per image (N), and
each value of N can result in a different distribution of attack classes, it was essential to
establish a fair and consistent basis for comparison. To address this, a stratified splitting
method was used to ensure that the original distribution of each attack class for each

value of N was preserved exactly across the training, validation, and test splits.

The selected CNN architecture (see Table 7.3) aims to balance effective feature extrac-
tion from sequential network traffic with the hardware and protocol requirements of DL.
The fixed layers create a consistent processing pipeline, starting with an input shape
of (N, 1505, 3) that preserves the sequence of N packets and uses the Red and Green
channels to encode flow direction (Forward and Backward). A 1/255 rescaling layer nor-
malizes raw byte values for numerical stability in the Adam optimizer. A ZeroPadding2D
layer expands the feature width to meet CuDNN memory alignment constraints, prevent-
ing hardware execution errors. Structural layers such as MaxPooling2D and the final

Dense layer with Softmax activation are kept fixed to preserve spatial invariance and map
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network traffic features to the 15 distinct attack categories. The hyperparameter search
space systematically explores variations in the number of Conv2D filters (from 32 to 128)
and Dense units (from 128 to 512) to find the optimal model capacity for accurately classi-
fying diverse network behaviors. This process is crucial to ensure the network is complex
enough to capture detailed, protocol-specific features, while remaining general enough to
prevent overfitting. By tuning the learning rate alongside these architectural parameters,
the process effectively navigates the high-dimensional loss landscape of packet data. The
primary objective of the CNN pipeline is to achieve optimal detection performance across
15 distinct traffic categories, creating a robust and accurate baseline for network intrusion
detection. This foundation will then be used to rigorously evaluate the model’s resilience

when subjected to adversarial attacks.

Table 7.3: CNN Architecture, Fixed Parameters, and Hyperparameter Search Space

Layer Type Fixed Parameters Hyperparameter Values
1 Input Shape: (N, 1505, 3) -
2 Rescaling Scale: 1/255 -

3 ZeroPadding2D Padding: ((pad_top, -
pad_bottom), (0, 31))

4 Conv2D Kernel: (3, 3), Padding: same Filter: (min=32, max=128,
step=32)

5 MaxPooling2D  Pool Size: (2, 2) -

6 Conv2D Kernel: (3, 3), Padding: same Filter: (min=64, max=256,
step=64)

7 MaxPooling2D  Pool Size: (2, 2) -

8 Flatten - -

9 Dense Activation: RelLU Units: (min=128, max=512,
step=128)

10 Dense Units: 15, Act: Softmax -

Compilation Settings

- Adam Optimizer Loss: Categorical Crossentropy  Learning rate: [1e-2, 1e-3, 1e-4]
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The AE architecture (see Table 7.5) is built to perform unsupervised anomaly detection
by learning to reconstruct typical benign network traffic and spotting deviations as pos-
sible threats. It starts with an input shape of (N, 1505,3), maintaining directional flow
encoding through the Red and Green channels and applying a 1/255 rescaling layer for
normalization. A ZeroPadding2D layer, similar to the CNN architecture, is used, with a
matching Cropping2D layer at the output to restore original dimensions for accurate pixel-
wise reconstruction error measurement. The hyperparameter search varies the number
of filters, ranging from 64 to 128 in the outer layers and 16 to 32 in the inner layers, to
identify the optimal compression bottleneck for feature extraction. This process tries to
help in identifying a latent space that captures key protocol behaviors without giving the
model enough capacity to reconstruct unseen malicious traffic accurately. By tuning the
learning rate, filter sizes, and using Binary Crossentropy loss, the AE architecture aims to
establish a reliable baseline of "normal” behavior, and tries to make malicious traffic yield

a much higher reconstruction error for threshold-based detection.

The hyperparameter tuning process remains consistent across both models and all ver-

sions of the image dataset, ensuring a fair and reliable comparison of their best results.
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Table 7.5: AE Architecture, Fixed Parameters, and Hyperparameter Search Space
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Layer Type Fixed Parameters Hyperparameter Values

1 Input Shape: (N, 1505, 3) -

2 Rescaling Scale: 1/255 -

3 ZeroPadding2D Padding: ((pad_top, -
pad_bottom), (0, 31))

4 Conv2D Kernel: (3, 3), Padding: same, Filters: (min=64, max=128,
Act: ReLU step=32)

5 MaxPooling2D  Pool Size: (2, 2) -

6 Conv2D Kernel: (3, 3), Padding: same, Filters: (min=16, max=32,
Act: ReLU step=16)

7 MaxPooling2D  Pool Size: (2, 2) -

8 UpSampling2D  Size: (2, 2) -

9 Conv2D Kernel: (3, 3), Padding: same, Filters: (min=16, max=32,
Act: ReLU step=16)

10 UpSampling2D  Size: (2, 2) -

11 Conv2D Kernel: (3, 3), Padding: same, Filters: (min=64, max=128,
Act: ReLU step=32)

12 Conv2D Filters: 3, Kernel: (3, 3), Act: -
Sigmoid

13 Cropping2D Cropping: ((pad_top, -

pad_bottom), (0, 31))

Compilation Settings

Adam Optimizer

Loss: Binary Crossentropy

Learning rate: [1e-2, 1e-3, 1e-4]
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7.3. Adversarial Attacks + Defenses
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Figure 7.7: Stage 3 - Pipeline for adversarial attack and defense testing

Following hyperparameter tuning, the best models from each version of the labeled image
dataset were selected for adversarial evaluation. To do this, the first step involved gener-
ating adversarial samples, which in the case of network packets is not as straightforward
as in the image domain. In images, small perturbations can be added without disrupting
the logic, since it is merely an image. However, in network traffic, random alterations or
perturbations of packets are not feasible, as they could affect various factors, especially
the maliciousness of the packet and the strict network protocols all packets must follow
[2]. To address these limitations and ensure generated packets remain protocol-valid

while maintaining original maliciousness, the perturbations described in Table 7.8 were

applied.

Perturbation Type Target Scope Modification Summary

Changing TTL All active packets  Increases the Time-to-Live (TTL) value of every active
packet by a target constant, capped at a maximum value of
255.

Changing delta time Last active packet Increases the delta time (¢_delta) of only the final active
packet by a target constant, capped at a maximum value of
5.

Adding payload data Last active packet Inserts 40 bytes of dummy data at the end of the final
packet’s payload and updates the length header to account
for the new data.

Table 7.8: Summary of the perturbations used to create adversarial samples from
malicious images
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To analyze the impact of adversarial attacks, adversarial samples were fed into each
candidate model (AE and CNN) across different versions of the image dataset, and the
evasion rate was checked. An evasion was considered successful only if the attack was
classified as Benign; otherwise, it was deemed unsuccessful. For sample generation,
malicious images from each specific dataset version were used to create an equal number

of adversarial samples for each attack class and each listed perturbation in Table 7.8.

The initial evaluation led to the decision not to pursue AT for the AE model. Early results in-
dicated that the model performed poorly against adversarial attacks, likely because these
perturbations are subtle and localized. As a result, much of the input image remains
unchanged, causing the AE to generate reconstruction errors that are not large enough
to be detected as anomalies. Having this in mind, it was concluded that AT would not
resolve this fundamental limitation in the model’s design. Consequently, further invest-
ment of time and resources was considered unlikely to yield significant improvements in

performance (see Section 8.3 for details).

AT was selected as the defense method. For each dataset version, specific adversarial
samples were generated and incorporated into the retraining process of the top-performing
CNN model, while maintaining the same hyperparameters across all versions. After re-
training with these adversarial samples, two main aspects were evaluated: the evasion
rate after AT and the impact of AT on the models’ predictions on normal, clean data. Once
an satisfactory balance between robustness against adversarial samples and accuracy

on clean data was attained, the adversarial defense process was concluded.

7.3.1 Adversary assumptions

This study evaluates adversarial scenarios based on the following assumptions about the

adversary’s capabilities and objectives:

1. Adversary Knowledge: The adversary is assumed to operate in a Black-box sce-
nario, meaning they have no internal knowledge of the NIDS model or its training
data. All perturbations in this work are designed to function without requiring such

privileged information.

2. Perturbation Constraints: The adversary may only apply the specific perturbations
detailed in Table 7.8. Each modification is strictly limited by predefined upper and
lower bounds, ensuring that all altered packets remain valid within protocol specifi-

cations.
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3. Adversary Goal: The adversary’s primary objective is to evade detection by manip-

ulating malicious network traffic so that the model incorrectly classifies it as benign.

4. Attack Surface: The attack surface is strictly confined to the manipulation of packet-

based features.

5. Simulation Environment: All adversarial capabilities were assessed in a strictly
offline environment. This threat model does not account for live network validation

or real-time packet injection.
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8. Discussion & Results

In this chapter, the results obtained from each step described in the previous chapter
are detailed and discussed. The hyperparameter tuning was performed using hardware
comprising an Intel(R) Xeon(R) Gold 6252 CPU at 2.10GHz with 24 cores, 1TB RAM,
and 4 Tesla V100-SXM2-32GB GPUs. The testing setup, which evaluated the model on
the test split and against adversarial attacks both before and after AT, was identical to
the hyperparameter tuning setup. However, only one GPU was used during testing to

simulate a more resource-constrained environment.

8.1. Labeled Image dataset

The attack class distribution for the different versions of the image dataset can be seen
in Table 8.1. It clearly shows the growth of each attack type across the dataset versions,
except for the 'SQL Injection’ attack class, which appears to plateau at 53 samples when
N = 6. As N increases, more samples for each attack class are generated, providing ad-
ditional data for the final model to better distinguish between classes and potentially detect
more sophisticated attackers attempting to evade detection with adversarial attacks. Ad-
ditionally, a side effect of increasing N is that the overall size of the image dataset also

naturaly grows.

Extreme minority classes such as SQL Injection were retained to ensure the pipeline could
detect critical, low-frequency attacks. For the supervised CNN, the risk of majority-class
bias was mitigated by explicitly optimizing for PR-AUC and evaluating with Macro-F1,
compelling the network to penalize rare and common events equally and delineate accu-
rate decision boundaries for high-risk threats. Conversely, the unsupervised AE exploits
the significant class imbalance by leveraging the overwhelming volume of 'BENIGN'’ traffic
to establish a robust baseline of normal network behavior, subsequently ignoring rare at-
tacks during training to enable their accurate identification as out-of-distribution anomalies

during inference.
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N=3 4,016,226 591,985 430,083 66,464 21,799 11,613 10,414 10,283 3,559 2,205 1,035 963 542 46 37
N=4 4,611,325 788,294 553,596 89,146 26,377 15,467 12,386 12,372 4,860 2,933 1,366 1,270 653 61 50
N=5 5,099,444 980,886 662,319 111,202 29,003 19,296 14,240 14,166 6,161 3,048 1,713 1,522 718 76 52
N=6 5,567,786 1,170,389 760,001 132,514 31,336 23,100 16,086 15,819 7,464 3,163 2,047 1,752 781 91 53
N=7 5,997,903 1,353,268 829,400 153,367 32,512 26,869 17,926 17,407 8,787 3,208 2,372 1,984 843 106 53
N=8 6,410,232 1,533,127 891,909 173,583 33,642 30,653 19,761 18,941 10,128 3,253 2,718 2,221 906 120 53

Table 8.1: Distribution of attack classes of the different versions of the image dataset.

8.2. Testing DL models

An evaluation of the candidate DL model’s performance prior to exposure to adversarial
attacks is presented in this section. To ensure a thorough and organized analysis, it is
divided into two parts: one for the CNN in Section 8.2.1 and one for the AE in Section 8.2.2.
Each part describes the hyperparameter tuning process specific to that model across all
image dataset versions (N = 3 to N = 8). Detailed tables in these sections show the
hyperparameter settings tested during each trial, along with figures demonstrating training
and validation metrics over epochs. These plots mainly offer a wider perspective on the
models’ training processes, showing their stability and convergence during the tuning

phase.

8.2.1 CNN

As previously mentioned, to identify the best CNN configuration, the hyperparameter tun-
ing involved 10 separate trials per image dataset version. The configurations tested are
summarized in Table 8.2. For clarity, each cell shows hyperparameter values as a 4-tuple

(x, Y, z, w), formatted as follows:

x indicates the number of filters for the first Conv2D layer (Layer 4).

y indicates the number of filters for the second Conv2D layer (Layer 6).

z represents the number of units in the fully connected Dense layer (Layer 9).

w denotes the learning rate used by the Adam optimizer.
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To clearly indicate the most effective configurations, the top-performing hyperparameters
for each dataset version are highlighted in bold in Table 8.2. For a detailed overview of

the fixed and variable architectural components of the CNN, refer to Table 7.3.

Figure 8.1 illustrates the CNN'’s learning behavior during hyperparameter tuning, display-
ing Categorical Accuracy, F1 Macro score, Categorical Crossentropy Loss, and PR AUC
over 10 epochs. The plots reveal that most trials display consistent, stable convergence
across all dataset versions. Notably, the Categorical Accuracy, F1 Macro score, and PR
AUC initially increase sharply and then level off, while the loss decreases correspond-
ingly. This indicates that the configurations in each trial effectively learned to distinguish
the 15 network traffic categories. However, some outliers are evident as flat lines, indicat-
ing hyperparameter combinations where the model did not converge. Additionally, early
stopping is confirmed by some trial curves ending before 10 epochs, showing training was

halted when the validation PR-AUC stopped improving to prevent overfitting.

After identifying the most effective hyperparameter configurations, the leading model for
each dataset version was evaluated on the unseen test split. Table 8.3 presents detailed
multi-class classification metrics, such as Precision, Recall, F1-Score, and Support for all
15 network traffic categories, as well as overall accuracy and macro and weighted aver-
ages for Precision, Recall, and F1-Score. A closer examination of the overall performance
indicates that the CNN consistently achieves approximately 92% accuracy across all ver-
sions of the image dataset. Nevertheless, as discussed in chapter 5, relying solely on
overall accuracy can be deceptive for NIDS. For example, with nearly 1 million instances
at N = 8, over 960,000 are benign. This allows a model to easily attain 90% accuracy
simply by classifying all packets as normal, which undermines its security effectiveness.
To accurately evaluate the model’s threat detection capabilities, it is crucial to look be-
yond accuracy and consider metrics like Precision, Recall, and F1-Score, as these better

reveal issues related to misclassifying minority classes (refer to chapter 5).

By emphasizing the macro averages of the F1-Score and Recall, all 15 classes are treated
equally, preventing benign traffic from skewing performance metrics and demonstrating
the model’s ability to detect rare attacks. The weighted average also offers valuable in-
sight into the model’s stability in real-world conditions. Since the weighted average con-
siders the actual data distribution (the "Support”), it indicates how the model will perform
on a day-to-day basis where benign traffic dominates. As shown in Table 8.3, the CNN

achieves a strong Weighted F1-Score of around 0.92 to 0.93 across all versions of N.
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This confirms that while the model effectively detects minority attacks, it does so without
compromising its ability to handle normal traffic, remaining reliable and not generating

excessive false positives.

As these metrics are tracked, a clear and favorable trend emerges as the number of
packets perimage (N) increases. Although the overall accuracy remains relatively stable
(varying only slightly between 0.9195 and 0.9266), the Macro averages reveal substantial
gains in the model’s baseline detection capability. In particular, the Macro Recall improves
markedly from 0.7667 at N = 3 to 0.8620 at N = 8. Importantly, this improvement
in threat detection does not come at the expense of the model’s exactness: the Macro
Precision remains highly stable throughout, increasing only marginally from 0.8063 at
N =3100.8188 at N = 8. Consequently, because the model maintains its precision while
significantly enhancing its recall, the Macro F1-Score follows a strong upward trajectory,

rising from 0.7549 at N = 3 t0 0.8272 at N = 8.

This upward trend indicates promising results for the proposed transition-based image
generation method. As N increases, the CNN processes images representing a longer
sequence of packets, offering the model a much wider temporal context of the network
session. This broader sequential view enables the network to learn and detect subtle,
prolonged behaviors of complex multi-packet attacks, such as persistent DoS variations
or Web-based attacks, which would be nearly indistinguishable from normal traffic if only

a small, 3-packet window is considered.

Image Dataset Version

Trial N=3 N=4 N=5 N=6 N=7 N=8
1 (32,128,512,1e-4)  (96,64,512,1e-4)  (96,192,128,1e-4)  (96,64,384,1e-2)  (64,192,384,1e-2) (96,128,512,1e-2)
2 (96,192,512,1e-2)  (64,192,384,1e-2)  (32,256,128,1e-4)  (64,128,512,1e-4) (128,128,128,1e-4) (128,64,384,1e-2)
3 (64,64,128,1e-4)  (128,128,128,1e-4) (32,128,256,1e-3) (128,128,256,1e2) (64,128,512,1e-3) (32,192,256,1e-4)
4 (96,64,384,1e2)  (64,128,512,1e-3) (128,64,128,1e-4)  (64,256,256,1e-2)  (96,256,256,1e-4)  (32,64,384,1e-4)
5 (64,64,384,1e-4)  (96,256,256,1e-4)  (64,256,512,1e-2)  (32,128,384,1e-3)  (64,128,384,1e-3) (64,192,384,1e-2)
6 (96,192,512,1e-4)  (64,128,384,1e-3)  (64,64,128,1e-3)  (96,192,384,1e-3)  (128,64,512,1e-4) (96,128,128, 1e-4)
7 (64,192,384,1e-3)  (128,64,512,1e-4) (128,192,128,1e-4) (128,128,384,1e-4) (64,256,512,1e-2) (32,192,384,1e-2)
8 (32,256,512,1e-3)  (64,256,512,1e-2)  (32,192,256,1e-4)  (64,128,256,1e-3) (128,128,512,1e-2) (32,64,384,1e-3)
9 (128,256,256,1e-3) (128,128,512,1e-2) (128,128,384,1e-4) (32,128,512,1e-4)  (64,64,256,16-2)  (96,128,256,1e-2)

10

(64,128,256, 1e-2)

(64,64,256,1e-2)

(32,64,384,1e-3)

(32,192,128,1e-3)

(96,64,128,1e-3)

(32,64,512,1e-4)

Table 8.2: CNN hyperparameter configurations for each trial across multiple dataset
versions.
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Figure 8.1: Training and validation performance metrics over 10 epochs for the CNN
model hyperparameter tuning. Columns from left to right display Categorical Accuracy,
F1 Macro score, Categorical Crossentropy Loss, and PR-AUC. Rows correspond to
successive dataset versions, beginning with N = 3 and ending with N = 8.
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8.2.2 AE

Similar to the supervised approach, the hyperparameter tuning process for the AE in-
volved executing 10 trials for each version of the image dataset. The specific configura-
tions explored during these tuning sessions are detailed in Table 7.5. For conciseness, the
hyperparameter values in each cell are presented as a 3-tuple (x,y,w) and are formatted

as follows:

¢ X indicates the number of filters for the outer layers in both the encoder and decoder

(layers 4 and 11).

¢ yindicates the number of filters for the inner layers surrounding the bottleneck/latent

space (layers 6 and 9).

e w denotes the learning rate used by the Adam optimizer.

The most effective hyperparameter configurations are also highlighted in bold in Table
8.4. For additional details on the fixed and variable architectural components of the AE,

refer to Table 7.5.

Figure 8.2 illustrates the training process of the AE during hyperparameter tuning. Unlike
the CNN, the AE is an unsupervised model trained only on benign network traffic. Conse-
quently, instead of multi-class classification metrics, the primary metrics tracked across
epochs are reconstruction losses such as Binary Crossentropy, MAE, and MSE. The plots
show a general trend of rapid, steep decreases in all three error metrics during the initial
epochs across different dataset versions. However, similarly to what was observed with
the CNN, there are a few notable outliers representing trials that failed to converge. Fol-
lowing this initial decline, the learning curves tend to stabilize and flatten, indicating that
the models have potentially learned to compress and reconstruct benign traffic patterns.
Additionally, the early termination of several trial lines before reaching the 15-epoch limit
visually confirms the early stopping mechanism, which successfully halted training when
validation loss stopped improving, preventing over-compression or memorization of the

training data.

After selecting the most effective hyperparameter configurations, the top AE candidate
for each dataset version were tested on the unseen test split, with detailed metrics for this
evaluation provided in Table 8.5. Since the AE functions as an anomaly detector, it does

not directly produce class probabilities. Instead, it uses a reconstruction error threshold:
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instances with a reconstruction loss above this threshold are marked as anomalous (at-
tacks), while those below are considered normal (benign). Table 8.5 displays the binary
classification metrics Precision, Recall, F1-Score, and Support that result from applying
this anomaly detection threshold, showcasing the model’s baseline ability to differentiate

benign traffic from malicious traffic.

A closer look at the binary classification results in Table 8.5 reveals a distinct difference
from the outcomes with the supervised CNN. The overall accuracy of the AE starts at
approximately 0.7176 for N = 3 but gradually decreases as the number of packets per
image increases, falling to 0.6341 at N = 8. Nonetheless, as previously noted, overall
accuracy can be misleading when assessing NIDS performance because the predomi-
nance of benign traffic may mask deficiencies in detecting malicious activity. Therefore,
analyzing detailed metrics, particularly the Macro F1-Score and individual metrics for the
'ATTACK’ class, uncovers significant detection failures. For N = 3, the AE exhibits a
low Recall of 0.0812 and an F1-Score of 0.1135 for malicious traffic. These metrics de-
cline further as N increases, reaching a low Recall of 0.0077 and an F1-Score of 0.0123
at N = 8, which indicates the AE largely fails to detect malicious instances and often

misclassifies them as normal traffic, leading to a high rate of False Negatives.

This clear downward trend highlights a key limitation of using this AE architecture for
transition-based image datasets, as the poor performance is linked to how the unsuper-
vised reconstruction error functions. In an image with N packets, a malicious attack might
appear in just a single packet or a small part of the sequence. As N increases, the fraction
of malicious data compared to normal data in the image drops significantly. Since the AE
computes a single reconstruction error for the entire image, the small anomaly caused by
the malicious packet becomes "diluted” among the larger amount of normal traffic. As are-
sult, the localized malicious data doesn’t cause enough disruption to surpass the anomaly

detection threshold, causing the model to mistakenly classify the sample as benign.
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Image Dataset Version

Trial N=3 N=4 N=5 N=6 N=7 N=8

1 (128,32,1e-3)  (64,32,1e-4)  (96,16,1e-3)  (96,16,1e-4)  (96,16,1e-4) (128,16,1e-3)
2 (128,16,1e-3) (128,32,1e-2) (128,32,1e-3) (64,16,1e-2)  (96,32,1e-2)  (64,16,1e-4)
3 (128,16,1e-2) (128,16,1e-2) (128,16,1e-4) (96,32,1e-2) (128,16,1e-4)  (96,32,1e-3)
4 (128,32,1e-4)  (64,32,1e-3)  (64,16,1e-2)  (64,32,1e-4)  (64,32,1e-4)  (96,32,1e-2)
5 (96,16,1e-4)  (96,16,1e-2) (128,32,1e-4) (96,16,1e-3)  (64,32,1e-2)  (96,16,1e-2)
6 (64,16,1e-3)  (128,16,1e-4)  (96,16,1e-4) (128,16,1e-3) (96,32,1e-3) (128,16,1e-4)
7 (128,32,1e-2) (128,32,1e-4) (64,16,1e-3) (128,32,1e-4) (128,16,1e-2) (128,16,1e-2)
8 (96,32,1e-3)  (64,16,1e-3)  (96,32,1e-4) (128,32,1e-2) (128,32,1e-2) (128,32,1e-4)
9 (64,16,1e-2)  (64,16,1e-2)  (96,32,1e-2)  (64,16,1e-3)  (96,16,1e-3)  (96,32,1e-4)
10  (96,16,1e2)  (96,32,1e-3)  (64,32,1e-4) (128,32,1e-3) (96,16,1e-2)  (64,32,1e-4)

Table 8.4: AE hyperparameter configurations for each trial across multiple dataset
versions.
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Version  Metric BENIGN (0) ATTACK (1)
Precision 0.7736 0.1887
Recall 0.9000 0.0812

N=3 F1-Score 0.8321 0.1135
Support 602434 172655
Overall Acc: 0.7176 | Macro F1: 0.4728 | Weighted F1: 0.6720
Precision 0.7434 0.1417
Recall 0.9000 0.0505

N= F1-Score 0.8142 0.0744
Support 691699 226325
Overall Acc: 0.6906 | Macro F1: 0.4443 | Weighted F1: 0.6318
Precision 0.7195 0.0980
Recall 0.9000 0.0300

N=5 F1-Score 0.7997 0.0460
Support 764916 276661
Overall Acc: 0.6689 | Macro F1: 0.4228 | Weighted F1: 0.5995
Precision 0.7020 0.0634
Recall 0.9000 0.0174

N=6 F1-Score 0.7888 0.0273
Support 835168 324690
Overall Acc: 0.6529 | Macro F1: 0.4080 | Weighted F1: 0.5756
Precision 0.6906 0.0466
Recall 0.9000 0.0120

N=7 F1-Score 0.7815 0.0191
Support 899686 367215
Overall Acc: 0.6426 | Macro F1: 0.4003 | Weighted F1: 0.5605
Precision 0.6812 0.0315
Recall 0.9000 0.0077

N= F1-Score 0.7755 0.0123
Support 961535 408153
Overall Acc: 0.6341 | Macro F1: 0.3939 | Weighted F1: 0.5481

Table 8.5: Detailed binary classification metrics and overall performance from the best

AE models across different dataset versions.

8.3. Adversarial Robustness (before and after AT)

66

The following section represents the final evaluation step outlined in the proposed method-

ology (see chapter 7). It aims to test the candidate models obtained after hyperparameter

tuning against adversarial samples, which are generated based on the perturbations de-

scribed in Table 7.8. After analyzing and discussing the results, the next step is to apply

AT to determine whether the models robustness has improved and to assess the impact

of AT on predictions made on clean data. These three phases are divided into the three

subsections bellow.
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8.3.1 Robustness before AT

To assess the robustness of each candidate model across different dataset versions, an
equal number of adversarial samples, generated using the previously discussed pertur-
bations. Evasion rates are illustrated with line charts, with Figure 8.3 showing results for
all CNN candidate models and Figure 8.4 for all AE models. The evasion rates in the line
charts clearly demonstrate that CNN robustness improves with increasing N, indicating
that images with more packets are more resistant to adversarial attacks. Conversely, for
the AE, the evasion rate does not increase with N, indicating an opposite trend. Similar
to the poor performance observed on the test split, this issue likely arises because, as
the number of packets per image increases, the proportion of perturbed data within the
benign sequence decreases. As a result, localized adversarial perturbations become less
apparent and fail to generate enough overall reconstruction error to surpass the anomaly
threshold. This leads the model to misclassify the sample as benign traffic. Given this,
and since the AE model is trained only on benign traffic, AT was applied exclusively to the
CNN.

Success Rate: Without AT (CNN)
—@— Without AT

Success Rate
N N N w
S (o)} [0} o

N
N
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Figure 8.3: Evasion rate of adversarial attacks
against the candidate CNN models across
different dataset versions.
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Figure 8.4: Evasion rate of adversarial attacks
against the candidate AE models across
different dataset versions.

8.3.2 Robustness after AT

To thoroughly assess the impact of AT on CNN, the retrained candidate models were
tested against a new set of adversarial attacks. It's crucial to note that the adversarial
samples used for testing differed entirely from those used during retraining. During AT,
models were retrained with samples created using static, minimal perturbations, such as
increasing the TTL or delta time by exactly 1. However, to properly evaluate the mod-
els’ actual ability to generalize against dynamic threats, the evasion rates in this section
were calculated using adversarial samples generated with pseudo-random perturbation
values up to the maximum thresholds specified in Table 7.8. This approach ensures that
the network learned the fundamental structural patterns of the attacks instead of merely

memorizing specific, static adversarial signatures.

Figure 8.5 shows the updated evasion rates for CNN models with AT across all image
dataset versions from N = 3 to N = 8. Compared with the pre-AT baseline in Figure
8.3, these results clearly demonstrate enhanced adversarial robustness. Before applying
the defense, CNNs were vulnerable to adversarial attacks, with evasion success rates
between 18.2% and 30.5%. After implementing AT, the success rate decreased signif-
icantly, with evasion rates falling to approximately 1.4% to 3.1% across all dataset ver-
sions, as shown in Figure 8.5. As a result, the percentage of failed evasions, where the
model correctly identified malicious payloads, increased to over 96.9%, indicating that the
model detects attacks most of the time. These results demonstrate the effectiveness of AT

against the applied adversarial perturbations in this image-based architecture. The CNN
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not only reduced vulnerabilities caused by TTL, delta time, and payload padding modi-
fications but also showed strong generalization under randomized testing perturbations,

resisting various attack intensities.

Success Rate: With AT (CNN)
—— With AT
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Figure 8.5: Evasion rate of adversarial attacks
against the candidate CNN models (with AT)
across different dataset versions.

8.3.3 Impact of AT on clean data

While AT effectively shields the CNN from evasion attacks, it's important to examine how
this defense affects the model’s performance on standard, unperturbed network traffic.
In many ML fields, enhancing adversarial robustness often results in reduced baseline
accuracy, a trade-off known as the "robustness cost” [110]. To thoroughly analyze this
effect the CNN models (both before and after AT) were evaluated on the same clean test
set used to make Table 8.3. To offer a more detailed view of the model’s operation beyond
basic classification metrics, three particular error categories were defined and monitored

across different dataset versions:

e Missed Threats: Malicious packets wrongly classified as 'BENIGN’ (False Nega-
tives). In a NIDS environment, this is the most serious failure because it lets threats

enter the network undetected.

¢ Misidentified Threats: Malicious packets that the model correctly detected as an
anomaly or attack but were misclassified into the wrong specific attack category
(for example, labeling a 'DDoS’ payload as a 'PortScan’). Although the threat is

identified, incident response may be temporarily misdirected.
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e False Alarms: Normal 'BENIGN’ traffic incorrectly flagged as an attack (False Pos-
itives). High rates of false alarms significantly diminish the usability of a NIDS by

causing alert fatigue among security administrators.

Figures 8.6 and 8.7 illustrate the percentage of total samples in these three error cate-
gories before and after applying AT. The comparison shows a significant shift in the net-
work’s behavior: after AT, the Missed Threats rate drops sharply from around 0.2%—0.7%
to nearly zero (below 0.005%). This suggests that AT made the model highly vigilant,
nearly catching all malicious payloads. However, this increased vigilance has a down-
side. To minimize misses, the model’s decision boundaries become overly aggressive,
resulting in arise in False Alarms (from about 7% to roughly 8.5%) and a sharp increase in

Misidentified Threats, which escalate from near-zero to substantially higher percentages.

This operational trade-off is reflected in the multi-class classification metrics presented in
Figure 8.8 which offers a detailed comparison of the Macro and Weighted performance
averages across all values of N before and after AT, with each subplot showing the results.
Examining the Macro metrics shown in the top row of Figure 8.8, which treat all 15 network
traffic categories equally regardless of their support size, the model’s behavioral shift is

very evident:

e Macro Recall: Without AT, the model’s Macro Recall gradually improves as N in-
creases, from about 0.76 at N = 3t0 0.86 at N = 8. When AT is applied, the Recall
jumps to nearly 0.98 across all dataset versions, showing a flat, near-perfect curve.
This indicates that "Missed Threats” are nearly eliminated, and the retrained model

is highly sensitive, successfully detecting almost all minority attack cases.

e Macro Precision: This increased sensitivity significantly reduces Macro Precision.
Initially, before AT, precision was stable around 0.80. After AT, it drops to between
0.48 and 0.58. This decline results directly from the model's near-perfect recall. By
focusing on detecting adversarially altered samples, the model’s decision bound-
aries for minority attack classes have become broader and more permissive. As a
result, when facing borderline or unclear traffic patterns, the network tends to classify
them as anomalies to avoid missing actual threats (False Negatives). This widened
net inevitably captures a high volume of benign or misclassified packets, leading to

more False Positives and lowering the overall Macro Precision.
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e Macro F1-Score: Consequently, the Macro F1-Score curve, which balances Pre-
cision and Recall, drops significantly after AT. While the original model showed a
steady upward trend reaching approximately 0.83, the defensively trained model
displays a lower and more volatile trajectory oscillating between 0.58 and 0.67. The
large number of Misidentified Threats and False Alarms pulls the harmonic mean

down, despite the perfect Recall.

However, looking at the Weighted metrics (shown in the bottom row of Figure 8.8) offers
essential insight into the model’s overall stability. Since weighted metrics reflect the signif-
icant class imbalance in the dataset, they are mainly affected by the dominant ' BENIGN’

class, which makes up over 90% of the traffic:

e Weighted Precision: Notably, the Weighted Precision stays highly competitive after
AT, consistently ranging from 0.940 to 0.946 and even surpassing the non-AT model
at higher N values. This suggests that the model is almost always correct when

predicting 'BENIGN’.

o Weighted Recall & F1-Score: The Weighted Recall and Weighted F1-Score expe-

rience only marginal, fractional declines after AT.

Ultimately, the detailed plots in Figure 8.8 quantify the fundamental trade-off of applying
AT in an imbalanced NIDS environment. The defense successfully secures the network
against evasion and nearly eliminates undetected intrusions, maximizing Macro Recall.
However, the runtime cost of this robustness results in a severe decrease in minority-class
precision. The system becomes significantly safer from an intrusion perspective, but the
increased volume of false alarms and misidentified threats means security analysts must

triage more alerts.

To further contextualize these macro-level shifts, a direct comparison between the class-
by-class metrics before AT (Table 8.3) and after AT (Table 8.6) reveals how the model’s
predictive behavior changed in detail. Before AT, the CNN exhibited high precision but
struggled markedly with the recall of extremely rare minority classes. For instance, for
N = 3 in Table 8.3, classes such as Infiltration and SQL Inj. achieved perfect precision
(1.0000) but poor recall (0.4286 and 0.6000, respectively), indicating that the model fre-
quently failed to detect these attacks. After AT, however, Table 8.6 shows a radical inver-

sion. The recall for almost every attack class, regardless of its support size, rises to nearly
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1.0000 across all dataset versions. The defensively trained model successfully detects
virtually every instance of Bot, Infiltration, SQL Inj., and Web-Brute attacks. The direct
consequence of AT, however, is a catastrophic collapse in the precision of these same
minority classes. For example, the precision for Infiltration falls to the 0.0036-0.0206
range, while PortScan drops sharply to approximately 0.01-0.03. This class-by-class
breakdown clarifies the precise mechanism underlying the robustness cost: in order to
minimize False Negatives (Missed Threats), the retrained network adopts a much wider
and more permissive detection strategy. Consequently, when processing ambiguous traf-
fic, it systematically biases predictions toward rare attack categories rather than risking a

missed threat, directly causing the observed spike in Misidentified Threats.
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Precision 1.0000 0.2953 0.6364 0.8285 0.8763 0.6555 0.8411 0.6226 0.4734 0.0036 0.0162 0.4026 0.1946 0.2083 0.2411
Recall 0.8921 1.0000 0.9940 1.0000 0.9765 1.0000 1.0000 0.9767 1.0000 1.0000 0.8395 0.9977 0.9931 1.0000 1.0000
N= F1-Score 0.9430 0.4559 0.7759 0.9062 0.9237 0.7919 0.9137 0.7605 0.6426 0.0071 0.0318 0.5737 0.3254 0.3448 0.3885
Support 602434 331 64513 3270 88798 1543 1562 9970 534 7 81 1742 144 5 155
Overall Accuracy: 0.9126 | Macro Avg (P/R/F1): 0.4864 /0.9780/0.5856 | Weighted Avg: 0.9466 / 0.9126 / 0.9224
Precision 1.0000 0.2261 0.6470 0.8305 0.8843 0.6706 0.8698 0.6576 0.2826 0.1429 0.0110 0.5948 0.4644 0.5385 0.2726
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Recall 0.8812 1.0000 0.9931 0.9998 0.9746 0.9995 0.9995 0.9863 0.9989 1.0000 0.9444 0.9775 0.9869 1.0000 1.0000
N=5 F1-Score 0.9369 0.3194 0.7865 0.9710 0.9299 0.7955 0.9323 0.7946 0.4147 0.0255 0.0305 0.7205 0.5847 0.1373 0.6019
Support 764916 457 99348 4350 147133 2125 2136 16681 924 12 108 2894 229 7 257
Overall Accuracy: 0.9082 | Macro Avg (P/R/F1): 0.5102/0.9828 /0.5987 | Weighted Avg: 0.9419/0.9082/0.9175
Precision 1.0000 0.2970 0.6592 0.9181 0.8939 0.6696 0.8881 0.6688 0.2392 0.0813 0.0113 0.5596 0.1541 0.1270 0.2482
Recall 0.8762 1.0000 0.9793 0.9989 0.9789 0.9983 0.9996 0.9886 1.0000 1.0000 0.9829 0.9821 0.9962 1.0000 1.0000
N=6 F1-Score 0.9340 0.4580 0.7880 0.9568 0.9345 0.8016 0.9405 0.7979 0.3861 0.1503 0.0223 0.7130 0.2669 0.2254 0.3977
Support 835168 474 114000 4701 175559 2373 2413 19877 1120 13 117 3465 263 8 307
Overall Accuracy: 0.9054 | Macro Avg (P/R/F1): 0.4944 /0.9854 /0.5849 | Weighted Avg: 0.9407 / 0.9054 / 0.9154
Precision 0.9999 0.6544 0.6650 0.9263 0.8975 0.6822 0.8687 0.6707 0.2998 0.0206 0.0123 0.6069 0.3169 0.6154 0.4317
Recall 0.8804 1.0000 0.9821 0.9973 0.9755 0.9989 0.9989 0.9903 0.9985 1.0000 0.9841 0.9824 0.9966 1.0000 0.9944
N=7 F1-Score 0.9364 0.7911 0.7930 0.9605 0.9349 0.8107 0.9293 0.7998 0.4612 0.0404 0.0243 0.7503 0.4809 0.7619 0.6020
Support 899686 481 124410 4877 202990 2611 2689 23005 1318 16 126 4031 297 8 356
Overall Accuracy: 0.9091 | Macro Avg (P/R/F1): 0.5779/0.9853/0.6718 | Weighted Avg: 0.9409/0.9091/0.9179
Precision 1.0000 0.1733 0.6683 0.9042 0.9022 0.6945 0.9022 0.6712 0.4631 0.0115 0.0314 0.5602 0.1740 0.0640 0.4147
Recall 0.8762 1.0000 1.0000 1.0000 0.9917 0.9993 0.9993 0.9905 1.0000 1.0000 0.9485 0.9872 0.9970 1.0000 0.9975
N= F1-Score 0.9340 0.2954 0.8012 0.9497 0.9448 0.8195 0.9483 0.8001 0.6330 0.0228 0.0609 0.7147 0.2963 0.1203 0.5859
Support 961535 488 133787 5047 229969 2841 2964 26038 1519 18 136 4598 333 8 407
Overall Accuracy: 0.9114 | Macro Avg (P/R/F1): 0.5090/0.9858 / 0.5951 | Weighted Avg: 0.9409/0.9114 /0.9185

Table 8.6: Detailed classification metrics for each class, as well as overall performance, of the best CNN models with adversarial training across the

different dataset versions.
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Figure 8.6: CNN performance metrics (Missed Threats, Misidentified Threats, and
False Alarms) without AT.
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Figure 8.7: CNN performance metrics (Missed Threats, Misidentified Threats, and
False Alarms) with AT.
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Figure 8.8: Impact of AT on Macro and Weighted performance metrics across CNN
architectures.
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8.4. Overall Discussion

The experimental phases detailed in this chapter reveal critical insights into the perfor-
mance, vulnerabilities, and defensive trade-offs of DL models applied to image-based

network intrusion detection.

A key methodological choice was to evaluate the CNN as a multi-class classifier rather
than limiting it to binary anomaly detection. While binary classification is common in many
NIDS studies, a multi-class framework yields far deeper operational insights. In real-
world security scenarios, it is essential not only to detect anomalies but also to identify
the specific nature of each threat. The multi-class approach enabled detailed analysis
of the model’s decision boundaries, clarifying which attack types are most challenging to
differentiate. For example, it revealed operational errors such as Misidentified Threats,
which can temporarily misdirect incident response efforts. This approach also proved
essential for assessing the true impact of AT, as it demonstrated how the precision of
certain minority classes (such as Infiltration and SQL Injection) declines when the model’s

overall sensitivity increases.

8.4.1 Detection Performance Insights

During the baseline testing phase (Section 8.2), the results revealed a clear contrast be-
tween the two candidate architectures. The supervised CNN leveraged the proposed
transition-based image generation method effectively. By combining a packet-based ap-
proach with transition-aware aggregation, the methodology captured and enhanced the
temporal context of network flows. As the number of packets per image (N) increased,
the CNN acquired a broader temporal perspective of network sessions, enabling the de-
tection of subtle, long-duration multi-packet attacks. This led to significant improvements

in Macro Recall and Macro F1-Score without compromising precision.

In contrast, the unsupervised AE proved fundamentally unsuited to the packet-aggregation
approach. Its inability to detect threats was not simply due to inadequate hyperparameter
tuning, but rather reflected deep structural limitations in handling aggregated sequential
data. Because the AE computes a single reconstruction error for each image, the influ-
ence of a localized malicious packet becomes increasingly diluted as N increases. Con-
sequently, large volumes of benign traffic mask anomalies, resulting in severe detection

failures and exposing the AE’s vulnerability.
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8.4.2 Adversarial Robustness Analysis

The adversarial testing phase (Section 8.3) highlighted the need for strong defense mech-
anisms in ML-based NIDS. Initially, the CNN models were highly vulnerable to evasion
attacks that used minimal protocol-valid changes, such as altering the TTL or delta time,
achieving evasion success rates of up to 30.5%. Implementing AT proved very effective.
Retraining the CNN on static adversarial samples enabled the model to learn the struc-
tural patterns of threats, reducing evasion rates against dynamic, pseudo-random attacks
to only 1.4% to 3.1%.

8.4.3 Trade-off: Robustness vs Precision

This defensive improvement came at a clear cost to robustness. AT greatly increased the
model’s vigilance, pushing Macro Recall to near-perfect levels and virtually eliminating
Missed Threats. At the same time, it required the network to adopt much wider, more
permissive decision boundaries. To avoid missing intrusions, the model flagged more
ambiguous traffic, which led to a significant drop in Macro Precision and a surge in False

Alarms and Misidentified Threats.

8.4.4 Operational Impact (SOCs)

In conclusion, the experimental findings demonstrate that the proposed image-based
CNN, particularly when combined with Adversarial Training (AT), forms a robust intrusion
detection framework. This defensive approach significantly reduces evasion attempts and
minimizes undetected threats, but it comes with notable operational trade-offs. Unlike pre-
vious studies that emphasize only theoretical robustness, this work provides a concrete
quantification of the operational costs associated with deploying Adversarial Training in
real-world NIDS environments. Achieving heightened sensitivity requires the model to
expand its classification boundaries, which inevitably leads to more false positives. By
directly measuring the resulting increase in false alarms and misidentified threats, this
research offers Security Operations Centers (SOCs) a realistic and quantifiable under-
standing of the true cost of adversarial defenses. Consequently, while theoretical secu-
rity is substantially improved, the practical effectiveness of this approach ultimately relies
on implementing robust alert management strategies to handle the increased volume of

warnings and prevent alert fatigue.



FCUP | 77
Resilient Intrusion Detection Systems Against Adversarial Attacks: Toward Robustness in Data-Driven Security

8.5. Operational Overhead Analysis

To assess the real-world feasibility of the candidate models, an inference latency analysis
was conducted using a stratified subset of approximately 50,000 test samples. Table 8.7
summarizes the mean inference times alongside their sample standard deviations across
10 independent trials, comparing CPU and single-GPU execution both before and after

applying AT. This analysis yields three key conclusions:

1. Hardware Acceleration is Essential: In all scenarios evaluated, GPU inference
consistently outperformed CPU execution by a factor of 4 to 6. For instance, pro-
cessing 50,000 samples at N = 3 required an average of 29.3 + 2.07 seconds on
the CPU, but only 5.27 + 1.30 seconds on the GPU. These results clearly demon-
strate that dedicated hardware acceleration is crucial for enabling near real-time

threat detection in high-throughput operational settings.

2. Minimal Runtime Overhead from Adversarial Defenses: Mean inference times
and their associated standard deviations show no meaningful difference before and
after applying AT. Since AT is performed exclusively during training, where model
weights are adjusted using augmented data without introducing new structural lay-
ers, the network achieves adversarial robustness without degrading inference speed.
These findings confirm that the defense’s "robustness cost” appears solely as an op-
erational penalty in the form of reduced precision, rather than as a computational

bottleneck during live inference.

3. Architectural Complexity vs. Input Dimensionality: Inference times do not in-
crease proportionally with the number of packets per image (N). The sharp runtime
spike at N = 6 (for example, 39.77 + 4.66 seconds on CPU), followed by a notable
decrease at N = 8 (11.81 £ 1.08 seconds on CPU), demonstrates this non-linear
trend. These results suggest that inference latency is influenced more by the model
architecture, particularly the number of filters and dense units optimized during hy-
perparameter tuning for each dataset version, than by the raw spatial dimensions

of the input image.
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PRE-AT POST-AT

Dataset CPU GPU CPU GPU

N=3 29.3 +£2.07 527+13 2833+373 553+6.39
N=4 2312+138 4.01+026 2028+268 4.25+517
N=5 1529+ 134 260+024 1369+176 2.51£3.66
N=6 39.77 +466 6.13+0.37 37.81+£6.07 595+11.98
N=7 2261 +177 437+023 2190+£225 4.32+4.96
N=8 11.81+£1.08 370+274 13.15+299 3.77 £3.55

Table 8.7: Impact of adversarial training on CPU and GPU inference latency: Mean +
sample standard deviation across varying dataset versions.
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9. Conclusion

This thesis investigated the robustness of Deep Learning-based Network Intrusion Detec-
tion Systems (NIDS) against adversarial evasion attacks in packet-based environments,
with the goal of developing more resilient and practically deployable detection mecha-

nisms.

To address this goal, four main objectives were defined. First, this work analyzed ad-
versarial threats targeting ML- and DL-based NIDS, with a particular focus on protocol-
compliant evasion attacks. The results confirmed that even minimal and constrained per-
turbations, such as modifications to TTL values, timing characteristics, and payload struc-
ture, can significantly impact detection performance, highlighting the practical risk posed

by adversarial manipulation in real-world network environments.

Second, this thesis proposed a transition-based packet-to-image representation method-
ology designed to preserve both temporal and directional characteristics of network traffic.
By aggregating packets into sessions using bidirectional 5-tuple identifiers and generating
image representations triggered by traffic transitions, the proposed approach enables a
richer contextual understanding of network behavior. Experimental results demonstrated
that this representation improves the ability of Deep Learning models, particularly Convo-
lutional Neural Networks (CNNs), to detect complex and multi-stage attacks, while main-

taining suitability for near real-time applications.

Third, this work evaluated the performance of Deep Learning models under both normal
and adversarial conditions, comparing supervised and unsupervised methods. Results
showed a clear difference in model capabilities. Convolutional Neural Networks (CNNs)
maintained strong, with a consistent performance across various dataset configurations,
especially as the number of packets per image increased, leveraging more temporal con-
text. Conversely, Autoencoders, while effective at modeling benign traffic, were not suit-
able for detecting malicious or adversarial patterns. Their dependence on global recon-
struction error makes them vulnerable to localized changes, which are often not significant

enough to trigger an anomaly detection.

Fourth, the effectiveness and operational impact of Adversarial Training (AT) were sys-
tematically assessed. The experimental results demonstrated that AT significantly im-

proves model robustness, reducing evasion rates from 30.5% to below 3.1% and nearly
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eliminating undetected attacks. However, these gains come at a considerable cost. The
introduction of adversarial samples during training alters the model’s decision boundaries,
leading to a substantial reduction in Macro Precision and a corresponding increase in false

positives and misclassified threats.

Taken together, these findings highlight a fundamental trade-off between robustness and
operational efficiency in adversarially resilient NIDS. While Adversarial Training enhances
security by minimizing undetected attacks, it simultaneously increases the volume of low-
confidence alerts, which may overwhelm analysts and reduce the overall efficiency of
Security Operations Centers (SOCs). This trade-off represents a critical challenge for the

deployment of robust, data-driven intrusion detection systems in real-world environments.

In conclusion, this thesis demonstrates that improving adversarial robustness in packet-
based NIDS is both feasible and effective, particularly when using transition-aware image
representations combined with CNN models. Achieving this, however, demands careful
consideration of operational implications, as adversarial robustness in cybersecurity is not
just a technical challenge but also an operational one. A balanced approach is essential

to reconcile detection capability with practical deployment constraints.

9.1. Limitations

While the proposed framework demonstrated strong detection capabilities, this study en-
countered practical limitations. Severe storage constraints and the computational de-
mands of processing large-scale image data restricted the generation and evaluation of
the transition-based image datasetto N = 8 packets perimage. As aresult, it remains un-
clear how much additional temporal context could improve detection accuracy or at what

point performance might level off or decline, since these upper limits were not explored.

9.2. Future Work

Drawing on the findings and limitations of this thesis, several compelling directions for

future research arise:

e Scaling the Image Representation (N > 8): Future research should prioritize
generating and evaluating image datasets with longer packet sequences per image
(suchas N = 10 or N = 15). Examining these extended temporal windows will

clarify the optimal sequence length for detection.



FCUP | 81

Resilient Intrusion Detection Systems Against Adversarial Attacks: Toward Robustness in Data-Driven Security

e Mitigating False Positives Post-AT: In light of the notable decrease in Macro Pre-

cision and rise in false alarms following AT, future research should investigate ad-
ditional defensive strategies. Approaches like confidence-based thresholding, en-
semble defense frameworks, or hybrid anomaly-signature systems may better bal-

ance threat sensitivity with operational precision.

e Alternative Unsupervised Architectures: Because the standard Auto Encoder

(AE) struggled to detect localized anomalies in aggregated packet images, consid-
ering other architectures like sequence-based Long Short-Term Memory (LSTM)
could offer more effective baseline anomaly detection without needing extensive

labels.

Evaluation on Diverse Datasets: Extending this methodology to additional mod-
ern, high-volume datasets, such as CIC-DD0S2019 and LITNET-2020, will provide
stronger evidence for the generalizability of the transition-based image builder and
its associated defensive strategies across diverse network topologies and attack

scenarios.

Real-Time Network Deployment and Validation: Migrating the proposed models
and defensive mechanisms from offline simulations to a live, real-time network envi-
ronment represents a crucial step toward real-world validation. Static datasets fail to
capture the unpredictable traffic bursts, ongoing concept drift, and adaptive evasion
tactics encountered in operational networks. By deploying in a live environment, it
is possible to rigorously assess operational overhead, latency, and mitigation effec-
tiveness, thereby bridging the gap between theoretical adversarial robustness and

practical applicability.
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