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Resumo

As hiperpropriedades são propriedades que relacionam múltiplos traços de execução de um sis-
tema e são úteis para especificar requisitos de segurança, privacidade e de fluxo de informação.
Embora os verificadores de modelos para HyperLTL consigam verificar este tipo de propriedades,
operam normalmente sobre representações de baixo nível e produzem resultados difíceis de in-
terpretar. Isto cria uma lacuna entre linguagens de especificação de alto nível, como Alloy, e as
ferramentas de verificação existentes.

Esta dissertação explora uma arquitetura que permite a verificação de hiperpropriedades a
partir de modelos de alto nível e de propriedades HyperLTL. Em particular, o trabalho foca-se
no ecossistema Alloy, utilizando especificações em Alloy para modelar sistemas e expressar pro-
priedades HyperLTL e traduzindo-as para os formatos exigidos pelos verificadores de modelos de
HyperLTL existentes, nomeadamente o AutoHyper e o HyperQube. A pipeline proposta integra o
Alloy, o Electrod, o HyperSMV, verificadores de backend, o Inst2SMV e uma extensão do visu-
alizador de Alloy capaz de exibir múltiplos traços. O objetivo não é apenas integrar verificadores
externos, mas também reconstruir as suas testemunhas e contraexemplos ao nível de abstração do
Alloy.

A abordagem é avaliada por meio de casos de estudo representativos. Os resultados mostram
que a pipeline consegue fornecer feedback visual significativo quando o resultado produzido pelo
backend contém informação suficiente para a reconstrução. No entanto, a avaliação também revela
limitações relacionadas à escalabilidade, aos formatos específicos de cada backend e à robustez
da reconstrução de contraexemplos. No geral, este trabalho demonstra que a integração de Alloy
com verificadores de modelos para HyperLTL é viável e útil, ao mesmo tempo que identifica os
desafios que devem ser ultrapassados para alcançar uma pipeline de verificação mais geral e fiável.

Palavras-chave: Verificação Formal • Verificação de Modelos • Hiperpropriedades •
HyperLTL • Alloy • Visualização de Contraexemplos
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Abstract

Hyperproperties are properties that relate multiple execution traces of a system and are useful
for specifying security, privacy, and information-flow requirements. Although HyperLTL model
checkers can verify such properties, they typically operate on low-level representations and pro-
duce outputs that are difficult to interpret. This creates a gap between high-level specification
languages, such as Alloy, and existing backend verification tools.

This dissertation explores an architecture for enabling hyperproperty verification of high-level
models and HyperLTL properties. In particular, the work focuses on the Alloy ecosystem, using
Alloy specifications to model systems and express HyperLTL properties, and translating them into
the formats required by existing HyperLTL model checkers, namely AutoHyper and HyperQube.
The proposed pipeline integrates Alloy, Electrod, HyperSMV, backend solvers, Inst2SMV, and an
extended Alloy visualizer capable of displaying multiple traces. The goal is not only to integrate
external solvers but also to reconstruct their witnesses and counterexamples at the Alloy level.

The approach is evaluated using representative case studies. The results show that the pipeline
can provide meaningful visual feedback when the backend output contains sufficient information
for reconstruction. However, the evaluation also reveals limitations related to scalability, backend-
specific formats, and the robustness of counterexample reconstruction. Overall, this work demon-
strates that integrating Alloy with HyperLTL model checkers is feasible and useful, while also
identifying the challenges that must be addressed to achieve a more general and reliable verifica-
tion pipeline.

Keywords: Formal Verification •Model Checking • Hyperproperties • HyperLTL • Alloy •
Counterexample Visualization
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The United Nations Sustainable
Development Goals

The United Nations Sustainable Development Goalss (SDGs) provide a global framework for
achieving a better and more sustainable future for all. It includes 17 goals (https://sdgs.u
n.org/goals) to address the world’s most pressing challenges, including poverty, inequality,
climate change, environmental degradation, peace, and justice.

This dissertation contributes to the field of formal methods and software verification. Its main
goal is not to address a Sustainable Development Goal directly, but to improve the methods and
tools available for specifying, verifying, and interpreting the behavior of software systems. In
particular, the work focuses on hyperproperties, which are relevant for reasoning about security,
privacy, information flow, and other relational properties of systems. By supporting the use of
high-level specifications and improving the interpretation of verification results, the proposed ap-
proach can contribute indirectly to the development of more reliable, transparent, and trustworthy
computational systems.

The specific Sustainable Development Goals mentioned have the following names:

SDG 4 Ensure inclusive and equitable quality education and promote lifelong learning opportu-
nities for all

SDG 9 Build resilient infrastructure, promote inclusive and sustainable industrialization and fos-
ter innovation

SDG 16 Promote peaceful and inclusive societies for sustainable development, provide access to
justice for all and build effective, accountable and inclusive institutions at all levels
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SDG Target Contribution Performance Indicators and Metrics

4 4.4 The dissertation contributes to ad-
vanced technical knowledge in for-
mal methods, particularly in Alloy,
HyperLTL, and hyperproperty veri-
fication.

Explanation of the pipeline; examples
written in Alloy; discussion of interme-
diate verification formats.

9 9.5 The work contributes to research
and innovation in software verifica-
tion by integrating high-level Alloy
specifications with existing Hyper-
LTL model checkers.

Implemented pipeline components; in-
tegration with AutoHyper and Hyper-
Qube; evaluation using representative
case studies.

16 16.6 The work is indirectly related to
trustworthy software systems, since
hyperproperties can express secu-
rity, privacy, and information-flow
requirements.

Discussion of hyperproperty verifica-
tion; interpretation of counterexam-
ples; visual feedback for relational be-
haviors.
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Chapter 1

Introduction

Good software development increasingly relies on meeting security and privacy requirements.

Modern software systems manage large amounts of sensitive information and are often distributed,

concurrent, and highly interconnected, making them more susceptible to vulnerabilities, unin-

tended information flow, and privacy violations. With the emergence of more complex systems

and growing security concerns, relying on testing alone to satisfy these requirements is insuffi-

cient. Therefore, formal verification techniques, such as model checking, play an important role

in the early validation of system designs and specifications by facilitating the identification of

security and privacy issues at the conceptual modeling stage. Although originally developed to

verify safety properties, these techniques are also widely applied to security and privacy policies.

1.1 Context

Model checking is a formal verification technique that checks whether a given property holds for

a given trace of the system. A trace is a sequence of states that a system passes through during

its execution. Alloy [1] is an example of a successful approach to formal software design. It is

an abstract, flexible, open-source specification language that provides a modeling tool based on

first-order logic, in which these properties can be expressed. It is accompanied by automated anal-

ysis procedures from Alloy Analyzer, which are traditionally based on bounded analysis rather

than full model checking. The most recent version of Alloy (Alloy 6) already supports the veri-

fication of temporal properties using model-checking techniques and has been used in real-world

systems [2]. However, it does not support verifying a more complex class of properties, called hy-

perproperties [3], that can cover aspects such as security and concurrency and extend traditional

temporal properties by involving reasoning over multiple system traces. A typical example is non-

interference, which requires that changes in secret input do not affect publicly observable outputs

(see Section 2.2.1.4 for a detailed description).

1



Introduction 2

1.2 Motivation

Trace properties are commonly expressed using temporal logics such as Linear Temporal Logic

(LTL) and Computation Tree Logic (CTL). While LTL is interpreted over individual execution

traces and CTL extends reasoning to branching-time systems through path quantification, both

are limited in their ability to express hyperproperties, which require relating multiple execution

traces simultaneously. Although general-purpose logics for specifying hyperproperties and as-

sociated model-checking algorithms have been proposed, such as HyperLTL [4], extending LTL

with explicit trace quantification, allowing the specification of a wide range of security and pri-

vacy properties, the area remains complex and actively evolving. Existing implementations, such

as AutoHyper and HyperQube, are mostly at the prototype level, operate on low-level system

descriptions, and produce outputs that are not human-friendly to interpret. Since there is no high-

level language, such as Alloy, that allows users to analyze the output of low-level algorithms,

there is a need to parse this backend information and bring it to a higher level. Previous work [5]

has begun to address this issue, but it remains in the early stages of development. It attempts to

connect high-level specifications (through Alloy) to the lower-level verification of hyperproperties

via model-checking backends for HyperLTL, serving as an intermediate step towards the solvers.

This way, users can define hyperproperties more abstractly over more expressive models while

still using existing low-level HyperLTL model-checking techniques. It is still necessary to inter-

pret the low-level outcomes of the HyperLTL model checkers and return them to the high-level

tool for presentation as readable, usable information. As an alternative, if existing model checkers

for HyperLTL are too opaque, this may motivate reimplementing parts of the verification pipeline

more transparently, enabling developers to better understand and interpret the results and reducing

reliance on existing low-level HyperLTL model checkers. There is also a lack of examples of

hyperproperties suitable for testing these solutions. To illustrate the challenge of interpreting low-

level verification results, consider a user who specifies a noninterference property over an Alloy

model. Existing work can translate the model towards HyperLTL model checkers and determine

whether the property holds. However, the verification process ends with the low-level output pro-

duced by the solver, leaving the user without a way to reconstruct witnesses or counterexamples

as Alloy instances. As a result, although verification is possible, interpreting and understanding

the results remains difficult.

1.3 Problem

One of the main challenges is the gap that separates high-level specification and low-level verifica-

tion of hyperproperties. At a higher level of specification, Gonçalves [5] aims to address the lack

of a user-friendly tool for verifying hyperproperties, though it is still in its early stages of devel-

opment. Converting high-level models to low-level solvers raises the question of how to interpret

the resulting outputs and present them in a way the user can easily understand. Current solvers

return solver-level assignments that even experts struggle to understand seamlessly, limiting their
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usability for non-experts. Besides, this process typically involves a pipeline of multiple tools op-

erating at different levels of abstraction and relying on various input and output formats, which

increases overall complexity. This fragmentation calls for a modular approach to facilitate the

integration of various tools and to account for upcoming backends as the state of the art evolves.

These challenges collectively represent the principal problem regarding high-level hyperproperty

model checking.

1.4 Research Questions

To address this problem, the following research questions were established to guide its solution.

• RQ1: How can high-level hyperproperty specifications be effectively translated into low-

level formal representations for the back-end model checker for HyperLTL?

• RQ2: How can low-level feedback from HyperLTL verification tools be abstracted back into

high-level human-readable outputs?

1.5 Hypothesis

Considering the problem at hand, the following hypothesis can be formulated:

An architecture can be designed to describe a pipeline to formally express hyper-

properties at a high level, translate them into low-level formal representations to be

verified with existing model checkers for HyperLTL, and present their feedback in a

human-friendly way.

To evaluate this hypothesis, this dissertation proposes an extension of Alloy as a high-level tool

for hyperproperty specification and verification. The proposed approach consists of designing and

implementing a modular pipeline that translates high-level Alloy models and hyperproperties into

low-level representations accepted by existing HyperLTL verification solvers, while preserving

information needed to reconstruct and visualize the verification outputs at the Alloy level. The

evaluation will focus on verifying whether the architecture can successfully integrate diverse tools

and representations, support the verification of hyperproperties via existing backends, and provide

understandable feedback to users by visualizing witnesses and counterexamples.

1.6 Thesis Overview

This dissertation addresses the challenge of verifying hyperproperties specified over high-level

Alloy models. Rather than requiring users to manually encode specifications for existing hyper-

property model checkers, it proposes a verification pipeline that automatically translates Alloy

models into the formats expected by state-of-the-art verification tools and reconstructs the verifi-

cation results back at the Alloy level. Figure 1.1 illustrates the verification workflow before this
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dissertation. While existing tools supported the translation of Alloy models towards HyperLTL

verification, the workflow terminated at the solver, with no mechanism to reconstruct verification

results back into Alloy.

Figure 1.1: Architecture before the solution

The proposed solution builds upon several existing tools. A HyperLTL extension of Alloy pro-

vides the modeling language and analyzer, a modified Electrod translates Alloy specifications into

declarative SMV, HyperSMV optimizes the declarative SMV into solver-ready simplified SMV,

AutoHyper and HyperQube perform hyperproperty verification, and the Alloy Visualizer serves

as the basis for presenting verification results. Although these tools collectively support different

stages of the verification process, the workflow remained incomplete, ending at the HyperLTL

solver without reconstructing verification results at the Alloy level. The main contribution of this

work is the design and implementation of an end-to-end verification pipeline connecting these

tools. The resulting architecture is shown in Figure 1.2.

Figure 1.2: Architecture of the solution

This includes the development of an intermediate translation layer from the low-level model

checkers to the SMV level, the extension of the Alloy Visualizer to reconstruct multiple witnesses

and counterexamples from model-checking outputs, and the integration of all components into a

unified framework that enables hyperproperty verification directly from Alloy models. The pro-

posed approach demonstrates that Alloy can be effectively used as a front-end for hyperproperty

verification without requiring users to interact directly with lower-level verification languages. Ex-

perimental evaluation shows that the generated translations are correct for some of the considered

benchmarks, making the verification process more accessible, although still with limitations.
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1.7 Dissertation Structure

This dissertation is structured into 6 chapters, each detailing a different aspect of the work done.

Chapter 1 introduced the context and motivation for this work, presented the problem being ad-

dressed, and defined the research questions and hypothesis that guide the dissertation. Chapter 2

presents a systematic literature review and the state of the art, exploring formal verification, Hy-

perLTL, and techniques for hyperproperty verification. Chapter 3 dives into the existing tools

relevant to this work. Chapter 4 presents the design of the solution and its architecture, as well

as how the evaluation process will be conducted. Chapter 5 presents the solution implementation,

highlighting the components developed in this dissertation and how they were integrated. Chap-

ter 6 presents the evaluation results, discusses them, and revisits the research questions and the

earlier proposed hypothesis. Finally, Chapter 7 discusses the main conclusions drawn from the

evaluation, reflects on the limitations of the proposed approach, and presents possible directions

for future work.



Chapter 2

Literature Review and State of the Art

In this chapter, the literature review process will be described, and its key takeaways will be

presented in a state-of-the-art review.

2.1 Literature Review

The process followed for a systematic literature review was the Preferred Reporting Items for

Systematic Reviews and Meta-Analyses (PRISMA) methodology [6]. This methodology con-

sists of three phases: identification (Section 2.1.1), screening (Section 2.1.2), and eligibility (Sec-

tion 2.1.3).

2.1.1 Identification phase

The first phase of the PRISMA methodology is the identification phase. This phase involves

identifying data sources and defining search keywords, ultimately leading to the formulation of

queries to retrieve relevant references for this dissertation.

2.1.1.1 Data Sources

First, data sources were selected from which to retrieve the references. The selected sources were

Scopus [7], IEEE Xplore [8], ScienceDirect [9], and ACM Digital Library [10].

2.1.1.2 Search Strings

The next step was to define the search keywords. The first keyword was “HyperLTL”, and, after

it, came “hyperproperties”. After realizing that “hyperproperty” also came up fre-

quently, “hyperproperties” was changed to “hyperpropert*” to encompass both. To ad-

dress any potentially missing relevant documents, “model checking” and “verification”

were also considered.

6
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2.1.1.3 Search Queries

The search queries were defined and redefined while using Scopus. After some meddling with the

keywords and logical operators, three search queries were established:

• QS1: “HyperLTL” AND “hyperpropert*”

• QS2: “model checking” AND (“HyperLTL” OR “hyperpropert*”)

• QS3: "verification" AND (“HyperLTL” OR “hyperpropert*”)

This way, references to both “HyperLTL” and “hyperpropert*” were considered. If not

both, they had to mention “model checking” or “verification”.

To reduce duplicates, the queries were merged into a single query using an OR operation. The

number of records per data source and per query is described in Table 2.1.

Data Source QS1 QS2 QS3 Total Total (without duplication)
Scopus 67 110 136 313 205

IEEE Xplore 11 26 23 60 31
ScienceDirect 2 5 6 13 8

ACM Digital Library 0 15 13 28 22
All 80 156 178 414 266
Table 2.1: Search string results per data source and per query

2.1.2 Screening Phase

The second phase of the PRISMA methodology is the screening phase. This phase consists of

defining inclusion and exclusion criteria and analyzing each unique record. The result of this

section is an initial list of potentially relevant references.

2.1.2.1 Inclusion and Exclusion Criteria

To shorten the list of references, a set of criteria was defined (see Table 2.2). All the records passed

through these steps.

Phases Criteria
1 Search engine results after executing a search query
2 Full-text access
3 Published in the English language
4 Article, Conference Paper or Book
5 Not duplicated

Table 2.2: Inclusion and Exclusion Criteria

Phases 1-4 were conducted on the search engines. A total of 137 entries were left after those

steps and were put into EndNote [11]. Duplicate detection was initially performed by EndNote’s
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automatic feature, which excluded 19 instances. After that, I manually checked for more and

found another 15.

2.1.2.2 Screened Records

The remaining 103 records were screened by reviewing their titles and abstracts to identify the

most relevant to the dissertation’s theme. A total of 6 records were excluded because they either

met the fourth criterion by mistake or were not relevant. Most of the records were maintained

because the search queries were specific.

2.1.3 Eligibility Phase

The third and final phase of the PRISMA methodology is the eligibility phase. This phase involves

selecting the most relevant records from those that met the criteria defined in Section 2.1.2.1. This

process was conducted in parallel with the screening by reading relevant sections of the papers.

2.1.3.1 Selected Records

The selected records are listed in Table 2.3. They represent the final set of studies identified

through the review process and explore different perspectives around the domain of this disserta-

tion. They serve as the basis for the State of the Art presented in Section 2.2.

2.2 State of the Art

In [3], hyperproperties are presented as sets of trace properties that express security policies that

trace properties cannot. Hyperproperties include both safety and liveness hyperproperties (hy-

persafety and hyperliveness). Hypersafety ensures that nothing bad ever happens across multiple

system executions; a finite set of bad behaviors across traces is sufficient to refute a hypersafety

property. It also defines k-safety hyperproperties as a subset of hypersafety properties for which a

violation can be demonstrated by observing at most k traces. Hyperliveness ensures that for any

finite observation of the traces, it is always possible to construct a set of traces that satisfies the

hyperproperty; refuting a hyperliveness property requires showing that no such trace exists among

all possible traces. A significant amount of research focuses on verifying specific classes of hyper-

properties (e.g., k-safety). While these approaches are tailored to particular subclasses, this work

addresses user-specified hyperproperties expressed in unrestricted logics, thereby also supporting

k-safety hyperproperties.

2.2.1 Logics for Hyperproperties

Standard temporal logics such as LTL, CTL, and CTL* are used to formally express trace prop-

erties. In [15], hyper temporal logics (HyperLTL and HyperCTL*) are proposed to address the
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Reference Venue Research Purpose
[3] JCS ’10 Hyperproperties

[12] CSF ’16 Monitorability in HyperLTL and monitoring over k-safety and co-
k-safety hyperproperties

[13] TACAS ’18 RVHyper, a runtime verification tool for hyperproperties
[14] OOPSLA ’24 Hypra, a deductive program verifier for arbitrary hyperproperties
[15] POST ’14 HyperLTL
[16] TECS ’23 Automatically infer hyperproperties specifications from system

executions
[17] VIS ’21 Visual analysis of hyperproperties model checking results
[18] CAV ’22 HyperLTL counterexamples
[4] CAV ’15 Automata-based algorithm for checking finite state systems for

hyperproperties specified in HyperLTL
[19] TACAS ’23 AutoHyper, an existing model checker that supports HyperLTL
[20] TACAS ’21 Bounded model checking for Hyperproperties
[21] TACAS ’23 BMC techniques for HyperLTL with loop conditions
[22] ESOP ’24 Verification of hyperproperties as CHC formulas, instead of first-

order
[23] OOPSLA ’24 Automated detection of hyperproperties violations with bug-

finding techniques
[24] TACAS ’24 Automated verification of hyperproperties that combine universal

and existential quantification
[25] CAV ’19 Hyperliveness properties expressed as HyperLTL formulas with

quantifier alternation
[26] CSF ’21 Verification of hyperproperties with TLA
[27] ATVA ’23 Combining the scalability of statistical approaches with the veri-

fication of hyperproperties
[28] POPL ’17 Derive static analyses for hyperproperties

Table 2.3: Selected Records
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expression of hyperproperties, since they cannot be expressed in the classic temporal logics. Hy-

perLTL and HyperCTL* extend LTL and CTL*, respectively, by introducing quantification over

traces (∀π , ∃π) and variables that can refer to specific traces. As a simple example, LTL can

specify that a request is eventually followed by a response in a single execution. However, it can-

not specify that two executions differing only in confidential inputs are indistinguishable from the

perspective of a public observer. This requires quantification over multiple traces, as provided by

HyperLTL.

2.2.1.1 LTL

LTL [29] is a formal language used to specify properties of individual traces over time. It is used

to verify properties such as safety (nothing bad will ever happen) and liveness (something good

will eventually happen).

Syntax The syntax of LTL is represented by the following grammar:

ϕ ::= a | ¬ϕ | ϕ ∨ϕ | Xϕ | ϕUϕ

where a is an atomic proposition, i.e., a Boolean variable that represents a property of the system

at a given state.

Operators

• Propositional Operators: ¬ (negation), ∧ (and), ∨ (or),→ (implies).

• Temporal Operators:

– Xϕ: ϕ holds in the neXt state.

– Fϕ: ϕ eventually holds at some Future state.

– Gϕ: ϕ always (Globally) holds in all future states.

– ϕUψ: ϕ holds Until ψ becomes true, and ψ eventually becomes true.

– ϕRψ: ψ must hold until and including the point where ϕ holds, or ψ holds forever if

ϕ never holds (Release).

– ϕWψ: ϕ holds until ψ becomes true, or ϕ continues to hold if ψ never becomes true

(Weak until).

The propositional operators negation (¬) and disjunction (∨) are the fundamental propositional

logical operators of LTL. The remaining propositional operators and Boolean constants can be

defined using ¬ and ∨ (assuming at least one propositional variable a exists).

• ϕ ∧ψ ≡ ¬(¬ϕ ∨¬ψ)
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• ϕ → ψ ≡ ¬ϕ ∨ψ

• ϕ ↔ ψ ≡ (ϕ → ψ)∧ (ψ → ϕ)

• true≡ a∨¬a

• false≡ ¬true

The operators next (X) and until (U) are the fundamental temporal operators of LTL. The other

temporal operators can be defined using X and U in combination with propositional operators.

• Fϕ ≡ true U ϕ

• Gϕ ≡ false R ϕ ≡ ¬F¬ϕ

• ϕRψ ≡ ¬(¬ϕ U ¬ψ)

• ϕWψ ≡ (ϕUψ)∨Gϕ ≡ ϕU(ψ ∨Gϕ)≡ ψR(ψ ∨ϕ)

2.2.1.2 Examples

LTL is used to specify temporal properties over a single execution trace. The following examples

illustrate common classes of properties that can be expressed in LTL.

Safety: Safety properties ensure that "nothing bad ever happens." They specify that undesirable

states are never reached during a system execution.

G¬error

This formula states that the system never enters an error state.

Liveness: Liveness properties ensure that "something good eventually happens." They guarantee

that progress is eventually made.

G(request→ F grant)

This formula states that every request is eventually granted.

Response: Response properties specify that the occurrence of one event must eventually be

followed by another.

G(send→ F receive)

This formula states that every message sent is eventually received.
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Mutual Exclusion: Mutual exclusion ensures that no two processes are simultaneously in their

critical sections.

G

( ∧
1≤i< j≤n

¬(csi∧ cs j)

)
This formula states that, at every point in time, every pair of processes is prevented from being in

the critical section simultaneously.

2.2.1.3 HyperLTL

While LTL can only express properties of individual traces, HyperLTL extends LTL to express

hyperproperties that involve relationships among multiple traces. This is achieved by introducing:

• Trace Variables: Variables like π1, π2 represent specific traces.

• Trace Quantifiers: ∀π (for all traces) and ∃π (there exists a trace).

• Indexed Propositions: Propositions such as aπ refer to the value of a in trace π .

Syntax The syntax of HyperLTL is a superset of the syntax of LTL. A subset of its fundamental

operators is represented by the following grammar, as the others can be derived from these, as

explained in Section 2.2.1.1.

ψ ::= ∃π.ψ | ∀π.ψ | ϕ

ϕ ::= aπ | ¬ϕ | ϕ ∨ϕ | Xϕ | ϕUϕ

2.2.1.4 Examples

HyperLTL allows the expression of hyperproperties, which capture relationships across multiple

system executions. A common application of hyperproperties is in the specification of security

policies. Below are some examples of hyperproperties in the context of security and how they

are represented in HyperLTL, with variables partitioned into input and output variables, and into

two security levels, high and low, represented as IL (set of low-level input variables), OL (set of

low-level output variables), IH (set of high-level input variables), and OH (set of high-level output

variables):

Noninterference: Noninterference [30] ensures that the outputs observable by low-security users

are independent of the inputs from high-security users. That means the absence of the latter should

yield the same low outputs. In HyperLTL, this is expressed by comparing two execution traces,

π and π ′. The universal quantifiers require the property to hold for every pair of traces, while the

temporal operator G specifies that the comparison holds at every point in time.

∀π.∀π ′.G
(∧

i∈IL

iπ = iπ ′
)
→ G

( ∧
o∈OL

oπ = oπ ′

)
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The formula should be read from left to right: "for every pair of traces π and π ′, if they always

agree on the low-security inputs, then they must always agree on the low-security outputs."

Noninference: Noninference [31] is a liveness variant of noninterference that ensures that, for

all traces, the low-observable behavior must be the same when high inputs are replaced by dummy

inputs, that is, when they are removed.

∀π.∃π ′.G
(∧

i∈IH

iπ ′ = λ

)
∧G
( ∧

l∈(IL∪OL)

lπ = lπ ′
)

Here, iπ ′ = λ represents that all high inputs in π ′ are assigned a distinguished dummy value λ ,

representing the absence of high inputs, and the rest ensures low-equivalent traces.

As noninterference was envisioned for deterministic programs, variants have emerged to ad-

dress nondeterministic programs, including observational determinism and generalized noninter-

ference.

Observational determinism: Observational determinism [32] is a safety variant that states that

for every pair of traces with the same initial low observation, they remain indistinguishable for

low users. This means that the program appears to be deterministic for low users.

∀π.∀π ′.
(∧

i∈IL

iπ = iπ ′
)
→ G

( ∧
o∈OL

oπ = oπ ′

)

Generalized Noninterference: Generalized Noninterference (GNI) [33] is a liveness variant

that allows nondeterminism in low-observation contexts, but stipulates that high-security inputs

must not alter low-security outputs.

∀π.∀π ′.∃π ′′.G
(∧

i∈IH

iπ = iπ ′′
)
∧G
( ∧

l∈IL∪OL

lπ ′ = lπ ′′
)

Here, π ′′ is a trace whose high-security inputs coincide with those of π , while its low-security

inputs and outputs coincide with those of π ′.

Declassification: Noninterference policies would not allow a program to reveal secret infor-

mation, but in some cases, this is necessary to fulfill functional requirements, such as revealing

whether a password is correct or not. To facilitate the declassification of information [34], more

flexible policies have been developed. For a system that, in its initial state, inputs a password

and, in the next state, determines whether that password is correct, here is an example of a safety

hyperproperty stating that observational determinism must hold unless the system is leaking the

password’s correctness.

∀π.∀π ′.(
(∧

i∈IL

iπ = iπ ′
)
∧X(pwπ ↔ pwπ ′))→ G

( ∧
o∈OL

oπ = oπ ′

)
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Here, pw is a Boolean proposition that evaluates to true if the password provided by the user is

correct, and false otherwise.

Quantitative Noninterference: Quantitative information-flow policies [35–38] permit leakage

of information at restricted rates. One can quantify the amount of information an attacker can

gain from their response to a single guess about the secret as min-entropy [39], a measure of leak-

age. Using min-entropy as a metric, the bounding problem [40] determines whether the leakage

is bounded by a constant n. Quantitative noninterference extends noninterference by bounding the

amount of information leakage to low-security outputs. Assuming that the program whose leak-

age is being quantified is deterministic and its secret input is uniformly distributed, the bounding

problem is reduced to determining that there is no tuple of 2n + 1 low-distinguishable traces and

can be expressed as the following formula.

¬∃π0, . . . ,∃π2n .
∧

i

G
(∧

a∈IL

aπi = aπ0

)
∧
∧
i̸= j

G
( ∧

a∈OL

aπi = aπ j

)
This restricts low-security outputs to a bounded number of distinguishable values.

2.2.1.5 Computational Tree Logics

As mentioned above, there are other temporal logics beyond LTL and HyperLTL. CTL [41] is

another classical temporal logic.

CTL CTL is a branching-time model, i.e., it represents the possible executions of a system

as a computation tree. Rather than quantifying over complete execution traces, CTL uses path

quantifiers, which range over the branches (paths) originating from the current state:

• A: "For All paths."

• E: "There Exists a path."

A CTL formula is built by combining these quantifiers with LTL operators. Some properties

can be expressed in CTL but not in LTL, whereas others cannot be expressed in CTL, even though

they are expressible in LTL. This is due to CTL’s syntax, which requires every temporal operator

to be immediately preceded by a path quantifier.

Examples of CTL formulas include:

• AF ϕ: on all execution paths, ϕ eventually holds;

• EG ϕ: there exists an execution path in which ϕ always holds.

CTL* CTL* [42] is a superset of LTL and CTL. It removes the restriction that path quantifiers

must be immediately followed by a temporal operator, allowing arbitrary nesting.

Examples of CTL* formulas include:
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• A(FG ϕ): on all execution paths, the system eventually reaches a point after which ϕ always

holds;

• E(GF ϕ): there exists an execution path in which ϕ will always eventually hold.

HyperCTL* HyperCTL* [15] is an extension of CTL* similar to HyperLTL’s extension on LTL,

introducing trace quantifiers and indexed propositions. It combines the branching-time reasoning

of CTL* with the ability to compare relationships across multiple traces. This additional expres-

siveness allows HyperCTL to specify branching-time hyperproperties that cannot be expressed in

HyperLTL, although it comes at the cost of increased reasoning and verification complexity.

2.2.1.6 Other Temporal Logics

While conducting the literature review, other temporal logics beyond HyperLTL were identified.

Rather than presenting them individually, they can be grouped broadly by the types of systems and

properties they target.

Some approaches extend branching-time temporal logics with hyperproperty reasoning. Hy-

perATL* [43] combines hyperlogic with multi-agent strategy reasoning, extending Alternating-

Time Temporal Logic (ATL)* to include path and strategy quantifiers, enabling reasoning about

asynchronous hyperproperties in multi-agent systems. Similarly, TeamCTL* [44] extends CTL*

with team semantics and asynchronous trace progression via time-evaluation functions. Other

works also explore branching-time semantics together with timing aspects, such as HCMTL* [45],

which extends Metric Temporal Logic (MTL), a temporal logic that explicitly incorporates quan-

titative timing constraints between events, with quantification over multiple traces and real-time

constraints; verification is undecidable in general, but becomes decidable for bounded horizons.

Another group of works focuses on reasoning about quantitative time and timed systems. Hy-

perMITL [46] extends HyperLTL for reasoning about hyperproperties in systems with timing con-

straints, while HyperPTCTL [47] extends Parametric Timed Computation Tree Logic (PTCTL)

with hyperlogic capabilities, supporting reasoning over multiple traces and timing parameters.

These approaches are often motivated by the verification of real-time systems, where the timing

between events is as important as the events themselves. In general, unrestricted verification is

often undecidable, motivating the study of restricted fragments or bounded horizons.

Several hyperlogics have also been proposed for domain-specific applications. HyperLDLf [48]

extends Linear Dynamic Logic over Finite Traces (LDLf), a temporal logic inspired by dynamic

logic, which models program behavior through actions and their possible executions, and reasons

about finite executions using regular-expression-like path expressions, with hyperlogic features,

making it useful for checking multi-trace properties in finite process logs. HyperPLTL [49] intro-

duces past-time reasoning into HyperLTL and targets hardware/software co-validation scenarios,

including adversarial reasoning and fuzzing in System-on-Chip (SoC) designs. HyperTSL [50]

extends Temporal Stream Logic (TSL) for specifying and synthesizing hyperproperties in smart

contracts; it detects trace-equivalent hyperproperties and refines contracts to satisfy them.
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Other works focus on probabilistic or signal-based systems. HyperPCTL* [51] extends PCTL*

to support probabilistic hyperproperties, such as anonymity and resistance to timing side-channel

attacks. HyperPSTL [52] combines probabilistic reasoning with Signal Temporal Logic (STL),

which is commonly used to specify temporal properties over real-valued signals in Cyber-Physical

Systems (CPSs), targeting CPSs with continuous-time dynamics. HyperSTL [16] extends STL to

infer hyperproperties from system executions, allowing quantifier alternation and inference of

hyperproperties without relying on predefined templates.

There are also proposals aimed at increasing HyperLTL’s expressive power. HyperQPTL [53]

combines HyperLTL with propositional quantification, enabling the specification of regular hyper-

properties and bounded liveness properties (promptness). OHyperLTL [54] introduces observation-

based semantics and asynchronous reasoning, allowing traces to progress at different speeds.

Additionally, asynchronous variants of HyperLTL, such as A-HLTL [55], further explore asyn-

chronous trace semantics and synchronization mechanisms between traces.

Beyond the theoretical definition of temporal logics, practical applications of these logics for

identifying and verifying hyperproperties are emerging. One such approach leverages HyperSTL

to mine hyperproperties from execution data. The paper [16] explores how temporal logics, partic-

ularly HyperSTL, can be applied to extract hyperproperties from system executions. By analyzing

execution data, this approach identifies patterns that satisfy predefined hyperproperty templates or

infers hyperproperties without relying on predefined patterns.

2.2.2 Formal Verification

Verification of (hyper)properties is essential to ensure system security. Different strategies can

be followed to achieve this verification, including runtime verification, deductive verification, and

model checking. Since this work aims to leverage Alloy for hyperproperty verification, it focuses

on model checking.

2.2.2.1 Runtime Verification of Hyperproperties

Runtime Verification (RV) [56] is a technique that monitors system executions at runtime to ensure

compliance with specified properties. It complements exhaustive verification methods by analyz-

ing execution traces directly on the running system, avoiding the complexity and potential errors

of formal modeling. This approach is particularly effective for detecting policy violations caused

by unanticipated threats or vulnerabilities. Unlike traditional methods such as model checking, RV

operates on the actual system, enabling applications such as security and safety policy monitoring,

debugging, testing, verification, validation, profiling, fault protection, and behavior modification.

For hyperproperties, RV involves reasoning about relationships across multiple traces to ensure

compliance with properties such as k-safety. In [12], monitorability is defined for HyperLTL, and

algorithms are proposed for verifying if a subset of k-safety hyperproperties is held by comparing

system executions against their respective specification in HyperLTL.
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In [13], RVHyper is presented as a tool to verify HyperLTL properties at run-time by moni-

toring. It optimizes RV by sequentially analyzing system traces and leveraging properties such as

symmetry, transitivity, and reflexivity in HyperLTL formulas. If a violation is detected, RVHyper

provides a counterexample to highlight the failure, demonstrating its utility for RV of temporal

hyperproperties. However, this approach is incomplete because it considers only the finite set

of traces observed during system execution. In particular, for existential quantification, traces

are searched only within this observed set, rather than over the (infinite) universe of all possible

system executions.

2.2.2.2 Deductive Verification

Deductive verification [57] is a formal method that uses logical proofs to verify that a system

satisfies its specification. Unlike model checking, which typically operates on system models,

deductive verification is applied directly to programs. This approach involves generating proof

obligations from the program, its specification, and user-provided annotations, such as invariants,

preconditions, and postconditions. These proof obligations, which ensure the program conforms

to its specification, are fulfilled using tools such as SMT solvers and proof assistants. While

deductive verification is typically semi-automated and requires user annotations, it is particularly

effective for verifying hyperproperties because it can handle complex relationships across multiple

traces.

Hypra [14] is a deductive program verifier that uses Hyper Hoare Logic (HHL). It automates

the deductive verification process by encoding HHL into an intermediate verification language,

which is then processed by SMT-based solvers. Hypra extends traditional methods by supporting

the verification of more complex hyperproperties, including those with arbitrary quantifier alterna-

tions. It achieves this by combining overapproximation and underapproximation reasoning, which

minimizes user-provided annotations while efficiently handling complex proof patterns.

Despite its automation capabilities, deductive verification often requires a deep understanding

of the program being verified. Users must provide detailed insights into why the program works

correctly, conveyed through annotations or sequences of theorems. Hypra alleviates some of this

burden by automating much of the deductive reasoning, making it a powerful tool for hyperprop-

erty verification.

2.2.2.3 Model Checking

Model checking [58] is a formal verification technique that automates the exploration of all pos-

sible states of a system to ensure that it satisfies a certain property. It utilizes a formal model of

the system and a specification (in temporal logic) to detect violations. This process systematically

examines the state space of a system, typically represented as a state-transition system, and de-

termines whether all possible executions satisfy the specified property. If the property is violated,

model checking provides a counterexample that demonstrates how the failure occurs.
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Modern model-checking techniques employ various strategies to handle the computational

complexity of exploring large or infinite state spaces. For finite models, explicit state enumeration

is often used, where every possible state is analyzed. However, for infinite models or large-scale

systems, abstraction techniques, such as symmetry reduction (grouping symmetric states to reduce

redundancy), symbolic representations (like Binary Decision Diagrams (BDDs), which compactly

represent Boolean functions, or SAT solvers, which encode problems into Boolean satisfiability),

and abstraction-refinement methods (iteratively refining abstract models to eliminate inaccura-

cies), enable efficient verification by compactly representing sets of states. Temporal logics, such

as LTL, CTL, and CTL*, provide the expressive power needed to specify a wide range of proper-

ties, including safety and liveness.

Bounded Model Checking (BMC) is a popular approach that limits verification to a finite

depth, enabling the efficient detection of counterexamples within bounded executions. Symbolic

methods, such as those that use BDDs or SAT solvers, further reduce the memory and time com-

plexity of verification tasks. For unbounded verification, techniques such as Incremental Con-

struction of Inductive Clauses for Indubitable Correctness (IC3) (which incrementally constructs

inductive invariants to prove properties) and interpolation (which generates intermediate assertions

to break complex proofs into simpler steps) improve the scalability of symbolic model checking.

Although model checking is highly automated and precise, it faces scalability limitations.

Explicit state enumeration is constrained by the size of the state space, while symbolic approaches

are typically limited to representing systems with a few hundred bits of state.

Model checking has also been extended to support hyperproperties. Since classical tempo-

ral logics such as LTL reason about individual traces, they are insufficient to express relations

across multiple executions. To address this, hyperlogics such as HyperLTL introduce explicit

trace quantification, enabling the specification of such properties. As in standard model check-

ing, both explicit-state and symbolic techniques have been adapted to this context. Since model

checking is the main focus of this dissertation, these techniques will be discussed in more detail

in Section 2.2.3.

2.2.3 Automatic Verification for HyperLTL

Traditional verification techniques focus on properties of individual execution traces using tem-

poral logics such as LTL. However, hyperproperties, which express relationships across multiple

traces, require different verification techniques. While trace properties can be checked by ex-

ploring the state space of a single execution, hyperproperties involve reasoning about multiple

executions simultaneously. This shift introduces new challenges for hyperproperty verification,

including the need to reason about sets of traces and to handle the computational complexity intro-

duced by quantifier alternations. Existing approaches differ in how they reason about the temporal

dimension of executions. Some techniques are complete and can reason about executions of ar-

bitrary length, while bounded approaches restrict the analysis to a finite number of states. Within

bounded techniques, loops may still be used to represent infinite behaviors through lasso-shaped
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traces, although reasoning may also rely solely on finite trace prefixes when no loop is found

within the explored bound.

Some approaches provide automated verification tools for hyperproperties. Among these,

AutoHyper and HyperQube are particularly relevant to this dissertation, as they illustrate different

verification strategies and motivate the need for a higher-level specification approach, which is the

focus of the proposed solution.

2.2.3.1 MCHyper

The paper [4] presents an automata-theoretic algorithm specifically designed to verify finite-state

systems against hyperproperties defined in HyperLTL and HyperCTL*. The method leverages

alternating Büchi automata (finite-state automata used to model systems with infinite behaviors)

in its construction, extending existing model-checking technologies to handle alternation-free for-

mulas within these hyperlogics. To verify their algorithms, the authors developed a prototype tool,

MCHyper [59].

MCHyper focuses on alternation-free formulas in HyperLTL but supports quantifier alterna-

tion up to one alternation. In some cases, a witness may be required to assist in the verification

process. In the context of formal verification, a witness is a supplementary input that guides the

verification process, such as a trace demonstrating compliance with a given property. Alternating

Büchi automata allow the verification of infinite behaviors. To use MCHyper as a model checker

for a given system and a property, the system must be specified as a Verilog module or as an Aiger

circuit, and the property as a HyperLTL formula, either in the EAHyper [60] or in the MCHyper

input format. It is recommended to use the EAHyper format, as the MCHyper format is more

complex and difficult to write and read.

The EAHyper input format allows the specification of HyperLTL formulas using a structured

grammar. It follows the general structure of HyperLTL but imposes stricter rules on quantifier or-

dering and syntax. It does not allow arbitrary quantifier alternation; it limits alternation to formulas

with at most one alternation.

For satisfied properties, MCHyper outputs a confirmation that the system satisfies the given

HyperLTL formula. For violated properties, the tool generates counterexamples as specific trace

combinations that demonstrate the violation.

2.2.3.2 AutoHyper

AutoHyper [19] is introduced as a tool for model checking HyperLTL properties using an explicit-

state automata-based approach. It can handle the full range of HyperLTL formulas, including

those with arbitrary quantifier alternations, enabling comprehensive verification without manual

intervention. The tool operates by iteratively eliminating trace quantification via automata comple-

mentation, thereby reducing the problem to checking the emptiness of the constructed automaton.

To optimize performance, it integrates language inclusion checks and leverages mature external

tools such as Spot, RABIT, BAIT, and FORKLIFT for automata operations. Although AutoHyper
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is not temporally bounded (it supports infinite traces using Büchi automata), it is bounded by the

size of the model it can handle. Since it uses an explicit-state automata-based approach, the tool’s

performance is inherently tied to the size of the system’s state space. Larger models with complex

state spaces can pose scalability challenges.

The system specifications can be expressed in either explicit-state systems (given in a HANOI-

like [61] input format) or symbolic systems, which are internally converted to an explicit-state

representation. The support for symbolic systems includes Aiger circuits, symbolic models written

in a fragment of the NuSMV input language [62], and a simple boolean programming language [63].

The HyperLTL formulas in AutoHyper adhere to the conventional HyperLTL syntax, with no

major differences.

AutoHyper checks whether a property holds or is violated, and its output is either SAT or

UNSAT. They mention that the inclusion checkers return usable counterexamples. There previously

existed an extension of AutoHyper for HyperQPTL (see Section 2.2.1.6), called AutoHyperQ [64].

While AutoHyperQ is now discontinued, its functionality has been integrated into AutoHyper,

which currently supports HyperQPTL and produces mappings that assign values to variables.

2.2.3.3 HyperQube

BMC for LTL reduces the verification problem to SAT solving, but the trace quantifications in-

herent in HyperLTL need Quantified Boolean Formula (QBF) solving. HyperQube encodes both

the system and the HyperLTL specification as a QBF problem and explores the state space incre-

mentally, with a state-space bound of k. HyperQube [20] is the first BMC tool designed to verify

hyperproperties specified in HyperLTL. It supports HyperLTL properties with quantifier alterna-

tions. It is bounded by the sizes of the model and the traces (which are finite) and does not handle

loops, making it incomplete for some properties without exhaustive exploration.

HyperQube accepts models in the NuSMV format, a widely used model-checking language.

The process keyword, used to model asynchronous processes, is not supported. To represent

asynchronicity, users can use nondeterministic updates with the next() function in TRANS. It

uses its own custom grammar to specify HyperLTL formulas, since the NuSMV SPEC keyword

does not support HyperLTL. Their grammar is not that different from AutoHyper’s. The tool

generates examples/counterexamples, but they are not understandable.

The paper [21] introduces a simulation-based framework to efficiently handle BMC for Hy-

perLTL formulas. Traditional BMC techniques for LTL employ loop conditions to reason about

infinite behaviors within finite exploration. However, HyperLTL’s trace-quantifying nature com-

plicates this process, as traces from different models may loop in inconsistent ways. The authors

propose efficient algorithms to address this challenge, enabling reasoning about infinite traces

through finite exploration via simulation-based techniques. The study introduces two simulation

variants:

• SIMEA: Handles formulas of the type ∃π.∀π ′.□Pred, focusing on verifying that a single

trace in one model matches all traces in another.
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• SIMAE: Addresses formulas of the type ∀π.∃π ′.□Pred, ensuring that every trace in one

model is matched by a trace in another.

Pred is a relational predicate (a predicate over a pair of states). Both algorithms leverage

simulation relations to avoid exhaustive exploration of the entire state space. For cases where

nondeterminism complicates direct simulation, the authors enhance SIMAE with prophecy vari-

ables, providing the necessary foresight to resolve ambiguities. Prophecy variables are auxiliary

variables introduced in formal verification, used when the satisfaction of a property depends on

future behaviors or states that cannot be determined in the current execution step. The algorithms

generate SAT queries to determine whether a given formula is satisfiable. The algorithms were

implemented using Z3Py (Python API for the Z3 SAT solver). For SIMAE, the algorithm success-

fully reduced the explored state space by focusing on relevant portions of the larger model, and

for SIMEA, the method efficiently identified lasso traces satisfying the required properties. Lasso

traces are finite paths in a system that represent infinite behaviors: a sequence of states leading

to a point where the behavior starts repeating (a prefix), and a sequence of states forming a cycle

that repeats indefinitely (a lasso). Their methods outperformed HyperQube by incorporating loop

conditions, enabling reasoning about infinite traces in finite steps.

2.2.3.4 HyHorn

The HyHorn tool [22] introduces a novel approach to verifying hyperproperties using Constrained

Horn Clauses (CHCs). A CHC is a first-order formula of the form:

∀X ·
∧

i

Pi(Xi)∧ϕ(X )→ H(XH),

where:

• X is a vector of logical variables.

• Pi ∈P are predicates over subsets Xi ⊆X .

• Predicates may repeat, i.e., Pi1 = Pi2 is allowed for i1 ̸= i2.

• H is the head, which is either a predicate from P or ⊥ (false).

• ϕ(X ) is a constraint, typically expressed in a decidable logic.

• XH ⊆X are the variables relevant to the head predicate.

The universal quantification ∀X is often omitted for simplicity.

HyHorn focuses on hyperproperties that involve ∀∗∃∗ quantifications, a structured quantifier

sequence in which all universal quantifiers precede all existential quantifiers. The challenge in

verifying such properties lies in aligning multiple traces, discovering existential witnesses, and

simultaneously constructing relational inductive invariants. Unlike traditional approaches that fix

alignments or require specialized solvers, HyHorn reduces hyperproperty verification problems
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to CHC-SAT problems, leveraging the strengths of existing CHC solvers. The process involves

encoding the verification problem as first-order logic formulas using uninterpreted predicates rep-

resenting alignment, invariants, and witnesses. These formulas are transformed into CHCs, which

are resolved by solvers like Spacer [65]. It employs relational abstractions to reason about infinite-

state systems, with the caveat that the branching degree must be finite (bounded by a constant) if

the hyperproperty includes ∃∗ quantification, to ensure soundness and completeness. For infinite

branching systems, the approach is sound but incomplete.

HyHorn takes as input a control-flow graphs (CFGs) whose transitions are annotated with

two-vocabulary first-order formulas to represent the system. Hyperproperties are represented with

∀∗∃∗-quantified HyperLTL formulas. If an initial state is identified as doomed (i.e., the CHCs are

unsatisfiable), then the property is violated, and a counterexample can be retrieved. Otherwise, if

the set of initial states does not intersect the set of doomed states, then the hyperproperty is proved.

A state is doomed if it reaches a state that violates the hyperproperty along every valid alignment

(as opposed to some in the direct encoding). This tool is not yet public.

2.2.3.5 Hy∃∃∃n∀∀∀ (zero)

The paper [23] targets hyperproperties expressed in a fragment of OHyperLTL (see Section 2.2.1.6),

focusing on ∀∃ hyperproperties where each universally quantified trace requires the existence of

a corresponding trace that satisfies a specific relationship. The approach utilizes symbolic execu-

tion engines (substituting normal inputs, such as numbers, for symbolic values and formulae) to

generate symbolic representations of traces, thereby significantly reducing the need for exhaus-

tive exploration. It introduces a bounded semantics for OHyperLTL, making reasoning over both

terminating and non-terminating executions feasible by focusing on finite-length prefixes. Two

algorithms were proposed:

• A naive algorithm that checks satisfaction for increasing bounds.

• An optimized "lazy" algorithm that processes traces incrementally, identifying counterex-

amples by searching for universal traces lacking existential matches.

Hy∃n∀ (zero) is temporally bounded, focusing on finite execution prefixes to detect violations,

but not specifically bounded on model size, although limited by available computational resources.

Systems are described with CFGs, annotated with first-order formulas to represent transition rela-

tions. Hyperproperties are specified in a fragment of OHyperLTL, referred to as OHyperLT Lsa f e,

and are expressed using ∀∗∃∗-quantified HyperLTL formulas. The tool outputs whether the prop-

erty is satisfied or violated. If violated, a counterexample will be generated. Hy∃n∀ (zero) reasons

at the program level, instead of the model level, which is not exactly the intended approach for

this work, but it is still relevant and can be compared with HyHorn.

2.2.4 Other Verification Techniques for HyperLTL

Other publications present alternative techniques without necessarily presenting new tools.
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The paper [24] uses ForEx [66], a tool for the automated verification of ∀k∃l hyperliveness

properties, which also employs symbolic execution, to generate symbolic trace representations,

which are then checked for property violations using constraint solving. It supports reasoning

over finite execution prefixes to detect violations of hyperliveness properties.

In [25], the authors address the challenge of verifying hyperliveness properties expressed in

HyperLTL, focusing on formulas with quantifier alternations. They propose a game-theoretic

approach for model checking and synthesis, emphasizing strategies for existential quantifiers and

leveraging prophecy variables and bounded synthesis to improve efficiency. MCHyper is extended

to handle quantifier alternations and demonstrates practical applications in security and symmetry

within reactive systems.

The paper [26] uses the Temporal Logic of Actions (TLA) for system-level verification. It

utilizes self-composition to model relationships between traces, with TLA+ providing tools for

formal proofs and verification through logical formulas. TLA+ tools include a model checker and

a proof checker. The paper focuses on verifying a large class of hyperproperties, termed "finitary

hyperproperties," which includes a subset of ∀∃-hyperproperties.

In [27], the authors present a novel approach to the verification of hyperproperties by com-

bining statistical model checking with scalable methods to handle nondeterminism in Markov

Decision Processs (MDPs). Their lightweight approach extends the PLASMA [67] tool to verify

bounded, unquantified HyperLTL properties using statistical techniques, allowing black-box and

gray-box system analysis. The method enables verification in systems with large state spaces by

focusing on trace sampling and hypothesis testing.

The paper [28] introduces hypercollecting semantics, a fixpoint-based framework that elevates

abstract interpretation to directly reason about hyperproperties, such as noninterference and quan-

titative information flow. It uses Galois connections to systematically approximate hypersafety

properties and derive static analyses, including cardinality-based information-flow bounds that

surpass traditional 2-safety analyses.

2.2.5 Hyperproperty Visualization Techniques

Beyond approaches focused solely on verification, there are also tools dedicated to improving the

interpretation and visualization of hyperproperty violations and counterexamples.

In [17], the authors present HYPERVIS, an interactive tool for visualizing and analyzing hy-

perproperty counterexamples. Using MCHyper [59] for model checking, HYPERVIS emphasizes

intuitive, linked visualizations and causal analyses to better understand violations, thereby en-

abling iterative refinement of system models and specifications. This foundational work is ex-

tended in [18], where the authors propose methods to explain hyperproperty violations by gen-

erating minimal causative subformulas and providing concise textual and visual representations,

further enhancing interpretability and aiding in debugging during model checking.
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2.2.6 Discussion

Table 2.4 summarizes the characteristics of the aforementioned tools, mentioning aspects like:

• Expressiveness: The hyperproperties or classes of hyperproperties supported by this tool.

By default, regarding HyperLTL

• Model Checking: If the model checking is bounded, i.e., restricted to a finite number of

paths or states

• Infinite: If the model reasons about infinite traces, i.e., if it is temporally bounded (length

of the traces)

• Inputs: What are the inputs for the tool

• Outputs: What are the outputs from the tool

• Loops: If the tool supports loops

• Witness: If the tool needs user input for witness generation

Tool MCHyper AutoHyper HyperQube HyHorn Hy∃∃∃n∀∀∀
(zero)

Expressiveness Up to one
quantifier
alternation

All Quantifier
alternations

∀∗∃∗ OHyperLTL
∀∃ hyper-
properties

Model Checking Bounded Bounded Bounded Unbounded*
(sound but

incomplete)

Unbounded*
(theoreti-

cally)
Infinite Yes Yes No Yes No
System Inputs Verilog/Aiger Explicit-

state or
symbolic
systems

NuSMV Annotated
CFG

Annotated
CFG

Formula Inputs EAHyper or
MCHyper

input format

Own
HyperLTL-

like

Own
HyperLTL-

like

∀∗∃∗-
quantified
HyperLTL
formulas

∀∗∃∗-
quantified
HyperLTL
formulas

Outputs Confirmation
or coun-

terexample

SAT or
UNSAT and

Witness

Solver-level
assignment

Confirmation
or coun-

terexample

Confirmation
or coun-

terexample
Loops Yes Yes No Yes Yes
Witness Yes No No No No

Table 2.4: Comparison of Tools for Automated Hyperproperty Verification

The outputs as solver-level assignments are difficult to comprehend. Besides, all the tools

presented lack in some aspect, therefore, highlighting the need for a tool that combines all these

features while offering higher-level, user-friendly inputs and outputs.



Chapter 3

Existing Tools

This chapter will detail the behavior of existing model-checking tools, specifically Alloy and ex-

isting extensions for HyperLTL as a high-level specification language, and state-of-the-art model-

checking solvers for HyperLTL identified in the previous chapter, specifically AutoHyper and

HyperQube. Alloy allows users to input a model and its properties in their preferred format and

verifies whether the properties are valid. A previously proposed Alloy extension for HyperLTL [5]

extends the syntax to represent hyperproperties and verify them using HyperQube. This disserta-

tion uses HyperQube, along with AutoHyper (already introduced in Section 2.2.3), as the low-level

model checkers for HyperLTL. These two tools were selected because they support HyperLTL ver-

ification over SMV transition systems.

3.1 Alloy

The Alloy language [1] is a declarative modeling language based on first-order relational logic. It

enables designers to specify the structure and constraints of a system in terms of sets and relations,

using a concise and expressive syntax. Developed by Daniel Jackson at Massachusetts Institute of

Technology (MIT), Alloy supports the creation of small, analyzable models that help reveal design

flaws early in the development process.

Complementing the language, the Alloy Analyzer is the tool that performs BMC: it automati-

cally translates Alloy specifications into relational logical formulas via Kodkod [68], which in turn

translates them into propositional formulas solvable by SAT solvers and searches for instances that

satisfy the constraints (or counterexamples that do not) within a user-defined scope. Despite its

bounded nature, this approach is useful in practice due to the so-called small-scope hypothesis,

which holds that most specification errors occur in small instances. Alternatively, if the user has

NuSMV [69] or nuXmv [70] installed, Alloy 6 supports unbounded model checking. The Analyzer

also includes an interactive visualizer that displays generated instances as intuitive graphs, help-

ing users explore and understand the system behavior. With the introduction of Alloy 6, the tool

expanded to support mutable state and temporal properties, enabling the modeling and analysis of

dynamic systems.

25
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Alloy provides a Graphical User Interface (GUI) that enables users to specify the model and

its intended properties in a specific format. The GUI provides various settings that the user can

change, with the most relevant ones being the selection of the solver and the choice of which

commands to execute. The default solver is SAT4J, but for the HyperLTL extension of Alloy (see

Section 3.1.1), a different solver is required. Alloy allows executing any individual command or

all of them.

This dissertation does not aim to provide a complete presentation of the Alloy language. In-

stead, Alloy is considered primarily from a tooling perspective: it is the high-level modeling

environment in which specifications are written and analyzed, and the results of that analysis are

visualized. To illustrate the parts of Alloy that are most relevant for this work, Listing 3.1 presents

a small example of an alloy model and a property. The example models a simple machine that

can receive requests, be refilled, and produce coffee or tea. It also defines a mutated version of the

same machine and checks whether the mutant can eventually be distinguished from the original

under the same inputs.

Listing 3.1: Example of an Alloy model and property

1 sig Machine {

2 var water : one Int,

3 var input : lone Input,

4 var output : lone Output

5 }

6 enum Output { Coffee, Tea }

7 enum Input { Req, Fill }

8 pred machine[m:Machine] {

9 no m.output

10 no m.input

11 m.water = 2

12 always {

13 m.input = Req and m.water > 0 implies (some m.output’ and m.water’ = m

.water.minus[1])

14 not (m.input = Req and m.water > 0) implies no m.output’

15 m.input = Fill and m.water = 0 implies m.water’ = 2

16 not (m.input = Fill and m.water = 0) and

17 not (m.input = Req and m.water > 0) implies

18 m.water’ = m.water

19 }

20 }

21 pred mutant[m:Machine] {

22 no m.output

23 no m.input

24 m.water = 2

25 always {
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26 m.input = Req and m.water > 0 implies (some m.output’ and m.water’ = m

.water.minus[1])

27 not (m.input = Req and m.water > 0) implies no m.output’

28 m.input = Fill and m.water = 0 implies m.water’ in 1 + 2 // Difference

29 not (m.input = Fill and m.water = 0) and

30 not (m.input = Req and m.water > 0) implies

31 m.water’ = m.water

32 }

33 }

34 run PotentiallyKillableNonHyper {

35 some disj mut, original: Machine |

36 mutant[mut] and

37 machine[original] and

38 always (mut.input = original.input) and

39 eventually not (mut.output = original.output)

40 } for 10 steps, exactly 2 Machine, 3 Int

The declaration sig Machine introduces a signature, which can be defined as a set of atoms.

Its fields introduce relations between signatures. In this case, water, input, and output are

mutable fields, indicated by the keyword var, meaning their values may change from one state to

the next. The multiplicities one and lone restrict the number of values associated with each field:

one Int means that each machine has exactly one integer value for water, while lone Input

and lone Output mean that the machine may have either zero or one input/output at each state.

The declarations enum Output and enum Input define finite sets of atoms. In this exam-

ple, the possible outputs are Coffee and Tea, while the possible inputs are Req and Fill.

The declaration pred machine[m: Machine] introduces a predicate, which can be de-

fined as a reusable constraint that describes a condition or behavior. The first set of constraints

describes the initial state: there is no input or output, and the water level is 2. The temporal oper-

ator always then specifies constraints that must hold in every state of the trace. Inside this block,

the prime operator ’ is used to refer to the value of a mutable field in the next state.

The predicate mutant is similar to machine, but introduces a deliberate behavioral differ-

ence. When the mutant is refilled from zero, its next water level may be either 1 or 2, expressed

by m.water’ in 1 + 2. Here, + denotes set union, and in checks membership or inclusion.

The run command asks Alloy to search for an instance satisfying the predicate

PotentiallyKillableNonHyper. This command introduces two distinct machines, using

some disj mut, original: Machine. The keyword some is an existential quantifier,

requiring such machines to exist, while disj requires them to be distinct. The command then

constrains one machine to follow the mutant behavior and the other to follow the original behav-

ior. It also requires that they always receive the same input and that their outputs eventually differ.

The scope at the end of the command bounds the analysis. The command is executed for 10

steps, with exactly two machines and an integer bitwidth of 3. Alloy searches only within the

finite space determined by these limits.
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Table 3.1 describes the code blocks available within Alloy succinctly. For more in-depth

details on Alloy, refer to Daniel Jackson’s book [71], and for more details on Alloy 6/temporal

operators, refer to the practical Alloy guide [72].

Alloy Block Description
sig Signature, a set of atoms
fact Fact, a global constraint that must always hold
pred Predicate, a reusable constraint that describes a condition or behavior
fun Function, a reusable expression that returns a relation

assert Assertion, a property that should hold in all valid instances
check Check, a command to verify whether an assert can be falsified within a given scope
run Run, a command to find an instance that satisfies a pred

Table 3.1: Alloy blocks

3.1.1 HyperLTL Extension of Alloy

Since Alloy lacks support for reasoning about hyperproperties, a prototype HyperLTL extension

of Alloy [5] was developed to tackle some of its limitations. It extends Alloy to support the speci-

fication and verification of hyperproperties, utilizing HyperQube as its backend model checker for

HyperLTL. It has some additional keywords to allow for verification of hyperproperties, like:

• hyperltl: defines hyperproperties.

• forall: universal quantifier.

• exists: existential quantifier

• A, B, C, D,...: used to identify the traces associated to each quantifier. The user needs to create

a signature sig Traces {} and, when specifying each trace, must extend Traces.

• verify: command to verify an hyperproperty.

Despite verifying the hyperproperties with HyperQube, the only output is the HyperQube

output (see section 3.3.2.3), which is not easily readable. Furthermore, it would be ideal if the

output were returned to Alloy so it could use its visualization tool to display the examples and

counterexamples (see Figures 6.1 and 6.2 and the rest of Chapter 6, for examples).

3.2 Electrod

Electrod [73] is the backend used in the Electrum Analyzer [74], an expansion of the Alloy An-

alyzer that supports temporal logic operators. This expansion serves as the basis for the latest

version of Alloy, Alloy 6, which integrates support for temporal logic operators. Electrod is partic-

ularly relevant to this work because it provides the translation from Alloy models to the low-level
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symbolic model verifier (SMV) representation that can be processed by model checkers,

a capability leveraged by the proposed approach. Electrod is a model finder inspired by Kodkod

that takes in models with bounded domains and an unbounded time horizon, being expressed via

a mixture of relational first-order logic and LTL. The model is then translated into an SMV file for

evaluation by low-level solvers, such as NuSMV and nuXmv.

3.2.1 Usage

Electrod was intended to be launched from within Electrum or similar tools, but it can still be run

as a standalone command-line tool. To run Electrod, you must install either NuSMV or nuXmv; at

least one must be installed on the system. Its usage follows the following format:

electrod <options> <eloFile>

where <eloFile> is the path to the file that will be passed to Electrod. Elo files are repre-

sentations of the model supported by Electrod, produced by the Analyzer; the options available

for Electrod are the following:

• -t: the analysis tool to rely upon, either nuXmv (default) or NuSMV.

• -bmc: stands for "bounded model checking" and, when followed by a positive integer, sets

the bound on the number of trace steps.

• -s: path to the script file that will be passed to the analysis tool.

• -kg: keep the generated model and script files.

• -na: generate files but perform no analysis.

• -pg: print the generated files to the standard output.

• -ln: use long names for relations and atoms in the generated file.

• -of: outcome format of the analysis, either chrono (default), plain or xml.

• -ts: generate the full temporal symmetry-breaking predicate (otherwise, a single-state

symmetry predicate is used).

• -so: followed by a positive integer, sets the offset of the single-state symmetry-breaking

predicate. Only used if -ts is not selected. The default is 0.

• -sf: generate a single formula as the specification for the underlying solver.
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3.2.2 Format

Electrod takes in Elo files that follow the structure in Listing 3.2, where univ is the universe

of atoms and each <atom> is represented as <sig>#<index>, with <sig> corresponding to

the originating Alloy/Electrum signature and <index> is a natural number uniquely identifying

the atom within that signature. The universe is followed by a list of constants and variables.

Constants are time-invariant relations, and variables are time-varying relations. Constants do not

need to precede variables. The <relName> is the name of that relation and is a string, <arity>

is a positive integer, and <tuple> is a tuple of atoms with length equal to arity, written as

( <atom> ... <atom> ).

Listing 3.2: Format of an Elo file

1 univ : { <atom> ... <atom> };

2

3 const <relName> :<arity> { <tuple> ... <tuple> };

4 ...

5 const <relName> :<arity> { <tuple> ... <tuple> };

6

7 var <relName> :<arity> { <tuple> ... <tuple> } ... { <tuple> ... <tuple> };

8 ...

9 var <relName> :<arity> { <tuple> ... <tuple> } { <tuple> ... <tuple> };

10

11 run

12 <constraint>;

13 ...

14 <constraint>;

Each <constraint> can be either a structural or a temporal constraint and follow the format

used in Alloy. The constraint true is used to denote the end of that listing.

Electrod outputs SMV files, following the structure described in Section 3.3.1.2, specifically

for NuSMV systems.

3.3 HyperLTL Model Checkers

HyperLTL model checkers verify whether models satisfy the specified HyperLTL properties. This

section provides an in-depth explanation of how AutoHyper and HyperQube are utilized. They

have already been briefly introduced in Sections 2.2.3.2 and 2.2.3.3, respectively. Sections 3.3.1

and 3.3.2 will present a more technical overview, in particular their user interface and input and

output formats. Understanding these aspects is important because these HyperLTL model check-

ers will serve as components of the proposed solution, making it necessary to understand their

interfaces and formats.
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3.3.1 AutoHyper

AutoHyper supports the input systems represented as a subset of NuSMV models, explicit-state

systems, and Boolean programs.

3.3.1.1 Usage

The general usage follows the following format:

AutoHyper <options> <systemPaths> <formulaPath>

where <options> are the command line options, <systemPaths> are the file paths to the

systems about which the properties will be verified, and <formulaPath> is the file path to

the HyperLTL formula representing the hyperproperty. The number of <systemPaths> should

match the number of quantifier prefixes in the HyperLTL property.

Depending on the system type, different flags must be passed. The default option, -nusmv, is

used for NuSMV models represented in a restricted subset of the SMV language. These models de-

fine the system through variables and transition expressions, and AutoHyper only supports single-

module systems. Other systems can be converted into this form using the NuSMV toolchain [62].

The -explicit flag is used when states, transitions, and variable valuations are given directly,

while -bp is used for Boolean programs, where the system is described through Boolean variables

and Boolean operations.

Another set of command-line options defines the model-checking mode. AutoHyper sup-

ports different strategies, but only one of these flags can be used at a time. The -comp flag uses

automaton complementation, while the remaining options use language-inclusion checks. The

default option, -incl-spot, uses Spot [75], a C++17 library for LTL, ω-automata manipu-

lation, and model checking. AutoHyper also supports inclusion checks through external tools,

namely RABIT with -incl-rabit [76], BAIT with -incl-bait [77], and FORKLIFT with

-incl-forklift [78], each requiring a working copy of the corresponding tool and a valid path

to its .jar file in paths.json. Finally, -incl-forq uses the FORQ-based inclusion check

implemented in Spot version 2.12 or later, and should be preferred over -incl-forklift when

applicable.

The remaining options are not mutually exclusive. By default, AutoHyper computes a bisim-

ulation quotient for each system, reducing its size by merging states with equivalent behavior; this

optimization can be disabled with -no-bisim. The -witness option instructs AutoHyper to

compute witness paths for the outermost quantifier block. If the formula starts with an existen-

tial prefix (∃∗) and is satisfied, AutoHyper prints lasso-shaped witness traces for the existential

quantifiers; if it starts with a universal prefix (∀∗) and is not satisfied, it prints counterexample

traces for the universal quantifiers. This option also enables -comp and disables -no-bisim.

The -simplification option simplifies the automaton at each step using Spot, while -log

enables verbose logging and more detailed error messages. Finally, -version, -license, and

-help display the version, license information, and help message, respectively.
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3.3.1.2 Input Format

Depending on the chosen type of system representation, its structure varies accordingly.

HyperLTL Formulas The abstract syntax of HyperLTL formulas was described in Section 2.2.1.

The concrete syntax in AutoHyper is the following:

<qfPrefix> <body>

where the quantifier prefix <qfPrefix> can be the empty string, universal quantification

(forall <tvar>. <qfPrefix>), or existential quantification (exists <tvar>.

<qfPrefix>). Here, <tvar> is a trace variable. The <body> of a formula can be the Boolean

constants 1 and 0, representing true and false, respectively; an atomic expression written as

{<atomicExpression>}, which may be a Boolean constant, a Boolean variable, or an arith-

metic comparison between variables or integer constants; a parenthesized formula (<body>); a

binary operation <body> <bopp> <body>; or a unary operation <uopp> <body>. Variables

inside atomic expressions are written in the format "<varName>"_<tvar>. The supported bi-

nary operators are conjunction &, disjunction |, implication ->, equivalence <->, until U, weak

until W, and release R. The supported unary operators are negation !, next X, globally G, and even-

tually F.

Explicit-State Systems The syntax of explicit-state-systems follows the structure presented in

Listing 3.3.

Listing 3.3: Format of an explicit-state system

1 Variables: ("<var>" <type>) ... ("<var>" <type>)

2 Init: <stateID> ... <stateID>

3 --BODY--

4 State: <stateID> {("<var>" <val>) ... ("<var>" <val>)}

5 <stateID> ... <stateID>

6 ...

7 State: <stateID> {("<var>" <val>) ... ("<var>" <val>)}

8 <stateID> ... <stateID>

9 --END--

where <var> is a variable name, which can be any non-reserved string consisting of letters,

digits, and _; <type> is the variable type, either Int or Bool; <stateID> is a natural number

used to identify a state; and <val> is the value assigned to a variable in a state, either true,

false, or an integer <n>.

The initial declaration defines all variables in the system and assigns a type to each. Then it

declares the initial states. Each state declares the evaluation of all the variables and their successor

states. Listing 3.4 is an example of an explicit state system:
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Listing 3.4: Example of an explicit-state system

1 Variables: ("x" Int) ("y" Bool)

2 Init: 0 1

3 --BODY--

4 State: 0 {("x" 3) ("y" true)}

5 0 2 3

6 State: 1 {("x" 2) ("y" true)}

7 0 1 2

8 State: 2 {("x" 15) ("y" false)}

9 0 2 3

10 State: 3 {("x" 1) ("y" true)}

11 2 3

12 --END--

The HyperLTL formulas used alongside explicit-state systems use the variables declared in the

Variables: line. Listing 3.5 is an example of a property that holds for the previous system:

Listing 3.5: Example of a property for an explicit-state system

1 forall A. exists B. G {"x"_A = "x"_B} & F {"y"_B}

NuSMV Transition Systems The syntax of NuSMV transition systems follows the structure pre-

sented in Listing 3.6.

Listing 3.6: Format of a NuSMV transition system

1 MODULE main

2 VAR

3 <varName> : <type>;

4 ...

5 <varName> : <type>;

6

7 ASSIGN

8 init(<varName>) := <expression>;

9 ...

10 next(<varName>) := <expression>;

11 ...

12

13 DEFINE

14 <varName> := <expression>;

15 ...

16 <varName> := <expression>;
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where the model may contain several ASSIGN and DEFINE blocks, and

<varName> is a variable name, which can be any non-reserved string starting with a letter or _,

followed by letters, digits, or the special characters _, $, #, -, [, ], and ..

<type> is the type of the variable. The supported types are boolean, whose values are TRUE

and FALSE; set types of the form {n_1, ..., n_M}, whose values are natural numbers

contained in the set; ranges of the form l..h, whose values are integers between l and

h, with l <= h; and arrays of the form array l..h of <type>, whose indices range

from l to h, with l <= h, and whose elements have type <type>.

<expression> is any supported NuSMV expression. This includes the Boolean constants TRUE

and FALSE; integers <n>; references to declared or defined variables <varName> in the

current state; conversions of the form toInt(<expression>), which returns 1 if the ex-

pression is TRUE and 0 otherwise, and toBool(<expression>), which returns FALSE if

the expression is 0 and TRUE otherwise; case expressions of the form case

<expression>: <expression>; ... <expression>: <expression>;; set ex-

pressions of the form {<expression>, ..., <expression>}; binary operations

<expression> <opp> <expression>, where <opp> can be &, |, ->, =, !=, <=, >=,

<, >, +, or -; and unary negation ! <expression>.

Listing 3.7 is an example of a NuSMV transition system:

Listing 3.7: Example of a NuSMV transistion system

MODULE main

VAR

mutation: boolean;

action: 0..2;

beverage: 0..2;

water: 0..3;

ASSIGN

init(mutation) := {TRUE, FALSE};

next(mutation) := {TRUE, FALSE};

init(action) := 0;

next(action) := {0,1,2};

init(beverage) := 0;

next(beverage) :=

case

(action=1 & !(water=0)): 1;

TRUE: beverage;
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esac;

init(water) := 2;

next(water) :=

case

(action=1 & !(water=0)): water - 1; -- make beverage

(mutation & water=0): 1;

(mutation & water=1): 2;

(mutation & water=2): 3;

(mutation & water=3): 3;

(!mutation & water=0): 2;

(!mutation & water=1): 3;

(!mutation & water=2): 3;

(!mutation & water=3): 3;

TRUE: water;

esac;

DEFINE

NO_water := (action=1) & (water=0);

NO_output := (action!=1) | ((action=1)&(beverage=0));

The HyperLTL formulas used alongside NuSMV transition systems use variables declared in

variable declaration blocks or defined in definition blocks. Listing 3.8 is an example of a property

for the system from Listing 3.7.

Listing 3.8: Example of a property for a NuSMV transistion system

1 forall A. exists B.

2 (

3 ({"action"_A = "action"_B}) U ({"NO_water"_B})

4 )

AutoHyper Boolean Programs The syntax of boolean programs for AutoHyper follows the

structure presented in Listing 3.9.

Listing 3.9: Format of a Boolean program

1 <varName> : <bitwidth>;

2 ...

3 <varName> : <bitwidth>;

4 <statement>
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In this syntax, <varName> is any non-empty (non-reserved) sequence of letters starting with

a letter, and <bitwidth> is a natural number that defines the bitwidth of each variable. A

<statement> can be an assignment <varName> = <expression>;, which assigns the value

of <expression> to <varName>; a nondeterministic assignment <varName> = *;; a condi-

tional statement if <expression> {<statement>} else {<statement>}, which branches

depending on whether <expression> evaluates to [t]; a sequence <statement>

<statement> ... <statement>, which executes all statements sequentially; a loop while

<expression> {<statement>}, which executes <statement> as long as <expression>

evaluates to [t]; or a nondeterministic branch if * {<statement>} else {<statement>}.

An <expression> can be a variable reference <varName>, representing the value currently

bound to the variable with that name; the Boolean constants t and f; a pointwise conjunction

<expression> & <expression>; a pointwise disjunction <expression> |

<expression>; a pointwise negation ! <expression>; a bit selection <expression>[l,

u], representing the bits ranging from position l to position u of <expression>, where l and

u are natural numbers and <expression>[i] is the same as <expression>[i, i]; or a re-

peated concatenation (i * <expression>), which concatenates the evaluated

<expression> i times.

Listing 3.10 is an example of a Boolean program.

Listing 3.10: Example of a Boolean program

1 h : 1;

2 l : 1;

3 o : 1;

4

5 o = 1 * true;

6 while(true) {

7 h = *;

8 if (h[0]) {

9 o = !o;

10 } else {

11 o = (!o) & (h | !h);

12 }

13 }

The HyperLTL formulas used alongside boolean programs have the form <varName>@<n>,

where <varName> is the name of a variable and <n> is the boolean variable at the <n>th position

of the vector assigned to <varName>. Listing 3.11 is an example of a property for the system

from Listing 3.10.

Listing 3.11: Example of a property for Boolean program
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1 forall A. forall B. exists C. (G ({"h@0"_A} <-> {"h@0"_C})) & (G({"l@0"_B} <-> {"

l@0"_C}))

3.3.1.3 Output

The output from AutoHyper is printed to the terminal in the format:

Listing 3.12: AutoHyper Witness

1 ======= Witnesses =======

2 <trace>: ({"<varName>":<value>, ..., "<varName>":<value>} ... {"<varName>":<value>,

..., "<varName>":<value>}) ({"<varName>":<value>, ..., "<varName>":<value>}

... {"<varName>":<value>, ..., "<varName>":<value>})

3 ...

4 <trace>: ({"<varName>":<value>, ..., "<varName>":<value>} ... {"<varName>":<value>,

..., "<varName>":<value>}) ({"<varName>":<value>, ..., "<varName>":<value>}

... {"<varName>":<value>, ..., "<varName>":<value>})

5 =========================

6

7 <satisfiability>

when it satisfies a formula with an outermost existential quantifier (witness) or dissatisfies a

formula with an outermost universal quantifier (counterexample). In the opposite cases, the format

is just:

<satisfiability>

Here, <trace> denotes each trace specified in the hyper formula; <varName> is the name

of each variable; <value> is an integer representing the value of the respective variable; and

<satisfiability> indicates whether the property was satisfied, with SAT, or not, with UNSAT.

In order to save the output to a file, > <filePath> can be added to the end of the command.

3.3.2 HyperQube

HyperQube supports the input systems represented as NuSMV models (with most of its features).

The HyperLTL formulas must adhere to HyperQube’s grammar.

3.3.2.1 Usage

The general usage follows the following format:

hyperqb <list of models> <formula> <k> <sem> <mode>
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where <list of models> is a list of paths to files written in NuSMV format, <formula>

is a path to a file written in HyperQube’s own grammar for HyperLTL formulas, <k> is a natural

number specifying the unrolling bound, <sem> represents the semantics to use, and <mode> is

the mode of performing BMC. The supported semantics are -pes, -opt, -hpes, and -hopt:

according to Hsu [20], pessimistic semantics are false unless truth is witnessed within the bound,

optimistic semantics are true unless falsity is witnessed within the bound, and the halting variants

apply the same interpretation before the program halts. The mode can be either -bughunt, which

negates the formula and is the default, or -find, which checks the original formula.

3.3.2.2 Input

The system representation format for HyperQube is the same as the format of the NuSMV transition

systems from AutoHyper (Section 3.3.1.2).

The HyperLTL formulas for HyperQube are similar to the ones accepted by AutoHyper, with

a few key differences: variables are written in the format <vid>[<tid>], conjunction and dis-

junction are written as /

and

/, respectively, negation is written as , and arithmetic comparisons require asterisks around the

expression, in the format *<vid>[<tid>] <arith_comp> <vid>[<tid>]*. Here, <vid>

is a variable ID, <tid> is a trace ID, and <arith_comp> is an arithmetic comparison operator.

3.3.2.3 Output

The output from HyperQube is split into two folders: build_today and build_cex (for coun-

terexamples). In the current version, build_cex is always empty, but it is part of their future

work to display solver output in a nicely formatted manner. The files are generated inside the

build_today folder.

First, there are the I_1.bool, I_2.bool, ..., I_N.bool (for initial) for each of the Nmodels

passed as input. They represent the initial state of each trace. Listing 3.13 is an example of one

I_N.bool file.

Listing 3.13: I_N.bool file example

1 (a/\b/\c)

Alongside the files with the initial state are the files R_1.bool, R_2.bool, ..., R_N.bool

(for relation), one for each of the N models passed as input. They represent the transition relations

for each trace. Listing 3.14 is an example of one R_N.bool file.

Listing 3.14: R_N.bool file example
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1 (((a/\b/\c))->(((a’/\~b’/\~c’)\/(~a’/\~b’/\~c’))))/\

2 (((a/\~b/\~c))->(((a’/\b’/\c’)\/(~a’/\b’/\c’))))/\

3 (((~a/\~b/\~c))->(((a’/\b’/\c’)\/(~a’/\b’/\c’))))/\

4 (((~a/\b/\c))->(((a’/\~b’/\~c’)\/(~a’/\~b’/\~c’))))

Another file present in the folder is P.hq (for property). It represents the hyperproperty being

evaluated. Listing 3.15 is an example of a P.hq file.

Listing 3.15: P.hq file example

1 F(a_A)

Another file present in the folder is QS (for quantifier structure). It represents the property’s

quantifier structure. Its format is represented in Listing 3.16.

Listing 3.16: QS file format

1 QS=<qf>...<qf>

where <qf> is one of E (existential quantifier) or A (universal quantifier. It depends on the

quantifier in the formula, which must match the number of models input.

Finally, the two most important files for future interpretation of the outputs are HQ.qcir and

HQ.quabs. QCIR [79] is an intermediate format to represent QBF problems, which will be passed

to the QUABS [80] solver that returns the HQ.quabs file.

HQ.qcir follows the structure in Listing 3.17.

Listing 3.17: HQ.qcir file format

1 #QCIR-G14

2 <qf>(<var>, ..., <var>)

3 <qf>(<var>, ..., <var>)

4 output(<var>)

5 <var> = <op>(<var>,...<var>)

6 ...

7 <var> = <op>(<var>,...<var>)

8 # <var> : <varName>_<trace>[<state>]

9 ...

10 # <var> : <varName>_<trace>[<state>]

where qf is the quantifier (either exists or forall), <var> is an integer that represents a

QCIR variable, op is a boolean operation (either or or and), <varName> is the original name of

the variable, trace is the trace name and <state> is an integer that represents the state number.
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In some cases, the original value was an integer, and, to be represented with Boolean variables, it

needed to be split into multiple Boolean variables corresponding to the bits of its binary encoding,

requiring ⌈log2(n)⌉ variables. In these cases, <varName> is of the form:

<varNameBase>_<index>

where <varNameBase> is the actual name of the variable and <index> identifies the cor-

responding bit of the binary encoding, ranging from the least to the most significant bit. The

commented lines (starting with # map the QCIR variables to their original counterpart, indicating

their variable name, and to which state and to which trace they refer. Each is assigned to a QCIR

variable that is used above and is related to a quantifier at the beginning of the file. Then, a list

of Boolean operations is performed following the unfolding of R_N.bool, assigning the values

to intermediate variables that are used in the following operations. The last operation assigns its

value to the output variable that matches the variable in the output(<var>) line.

HQ.quabs follows the structure in Listing 3.18.

Listing 3.18: HQ.quabs file format

1 V <-?><var> ... <-?><var> 0

2 r <sat>

where <var> is the variable number matching the QCIR variable, -? is an optional - that

indicates that a variable is negative; if a variable is not preceded by a -, then it is positive. <sat>

is the satisfiability, SAT or UNSAT.

3.3.3 Discussion

The analysis of AutoHyper and HyperQube reveals their differences and the shared challenges in

integrating them into a broader verification pipeline. A first distinction comes in the type of mod-

els accepted by each tool. AutoHyper expects a restricted subset of SMV in which the evolution

of each variable must be described directly and explicitly. This is more restrictive than allowing

transitions to be described declaratively, through constraints over possible current and next states.

Since Alloy models are declarative, translating them to AutoHyper’s accepted format is more de-

manding. HyperQube expects a declarative SMV transition system and is therefore closer in style

to transition descriptions produced by Alloy, while also supporting more explicit SMV transition

descriptions. Supporting multiple backends, therefore, requires handling variations in accepted

formats. Another distinction is also a common point between them: both tools produce outputs

that differ from their inputs, requiring additional processing to reconstruct traces and enable vi-

sualization. Furthermore, both operate at a much lower level of abstraction than Alloy, focusing

on Boolean variables and transition systems rather than data structures and first-order operators.

This highlights the gap between high-level specification and low-level hyperproperty verification,
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motivating the need for an intermediate architecture to translate and interpret information between

these layers.



Chapter 4

Solution Design

Analyzing and experimenting with state-of-the-art tools for the automated verification of hyper-

properties revealed gaps in these tools. One of the major problems is how counterexamples are

presented back to the user. Higher-level tools, like regular Alloy, handle these representations

more effectively, but its HyperLTL extension does not currently support the high-level representa-

tion of those counterexamples. The solution designed in this chapter builds on the current version

of the HyperLTL extension of Alloy by integrating hyperproperty verification not only through

HyperQube but also through AutoHyper. Additionally, it returns the counterexamples produced

by the low-level solvers to the Alloy visualizer. The implementation of the proposed solution is

available in a fork of the already existing HyperLTL extension of Alloy [81].

4.1 Architecture Overview

The architecture of this extension to the Alloy ecosystem is presented in Figure 4.1. In the Alloy

Analyzer, the user specifies the model and hyperproperties, as in the current version of the Alloy

HyperLTL extension. When the user executes a verification command, it uses an altered version

of Electrod to generate intermediary SMV files that could, in principle, already be consumed by

the low-level solvers. However, these solvers are not optimized to handle the declarative models

generated by Alloy (and AutoHyper does not support declarative SMV at all). Therefore, an inter-

mediate processing step is required: an additional component, HyperSMV, rewrites the generated

SMV encoding into a representation better suited to the target solvers. At the lowest level of this

architecture, the HyperLTL solvers (currently AutoHyper or HyperQube, but could eventually be

any solver that supports standard SMV) will perform model checking on the rewritten encoding.

Their outputs are then processed by Inst2SMV, a new component introduced in this architecture.

Inst2SMV translates the counterexamples produced by the solvers into SMV instance files, which

are then sent back to the Alloy Analyzer via Electrod for visualization.

42
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Figure 4.1: Architecture of the solution

4.2 Scope of the Solution

To design the solution, it was first necessary to understand the tools upon which it would be

built. This process was detailed in Chapter 3, where AutoHyper and HyperQube were chosen

as the low-level solvers, with outputs that could be utilized in the subsequent steps, and Alloy

and its extension were studied to understand how they function and how they could be improved,

with the inclusion of these other solvers and a visual representation of their output. After these

considerations, the architecture illustrated in Figure 4.1 was proposed. It should be noted that

the objective of this dissertation was not to develop all components of the pipeline from scratch.

Several elements already existed, including the HyperLTL model checkers and the Alloy frame-

work. HyperSMV was not developed for this dissertation, but it was integrated into the pipeline.

Instead, the main contribution centers on the design of the architecture that connects these het-

erogeneous tools, the modification of existing components, and the development of the missing

elements needed to support the entire verification workflow, including solver output sanitation and

multiple-trace visualization. The following subsections present each segment of the solution in

the order of execution. The Table 4.1 summarizes the input and output from each component of

the pipeline, listing each component together with the artifacts it consumes and produces. The

downward (↓) and upward (↑) arrows distinguish the forward verification flow, from Alloy to the

HyperLTL model checkers, from the return flow, where counterexamples are reconstructed and

passed back to the Alloy visualization engine.

4.2.1 Model Representation within HyperLTL extension for Alloy

The representation of models within the HyperLTL extension for Alloy was detailed in Sec-

tion 3.1.1. Unlike the backend HyperLTL model checkers, where the system model and the prop-

erty are provided as separate inputs and formats, the Alloy extension expresses both the model and

the hyperproperty within the same .als specification. As a result, the translation process must

separate them from a unified representation before they can be processed by the subsequent tools

in the pipeline. The Alloy Analyzer in this solution interprets the model defined in the .als file

and translates it into ELO files. The quantified trace variables determine how many model repre-

sentations must be generated, with each trace being translated independently into its own ELO file.
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Component Input Output

Alloy ↓ Alloy Model and Hyperproperties
(.als)

Trace ELO
Hyperproperty ELO

Electrod ↓ Trace ELO
Hyperproperty ELO

Raw Trace SMV
output.info
LTLSPEC SMV

Alloy ↓ LTLSPEC SMV Hyperproperty (.hp)

HyperSMV
(AH)

Raw Trace SMV
Hyperproperty (.hp)

Optimized Trace SMV (.exp)
Hyperproperty Formula (.ah)
Variable Mapping (.smv.names)

HyperSMV
(HQ)

Raw Trace SMV
Hyperproperty (.hp)

Optimized Trace SMV (.smv)
Hyperproperty Formula (.hq)
Variable Mapping (.smv.names)

AutoHyper
Optimized Trace SMV (.exp)
Hyperproperty Formula (.ah)

Satisfiability
Possible Counterexample (cex.ah)

HyperQube
Optimized Trace SMV (.smv)
Hyperproperty Formula (.hq)

Satisfiability
Boolean Encoding of the Problem
Possible Counterexample (HQ.qcir,
HQ.quabs, P.hq, QS, I.bool,
R.bool)

Inst2SMV
(AH)

Optimized Trace SMV (.exp)
Counterexample (cex.ah)
Variable Mapping (.smv.names)

Sanitized Output (.out)

Inst2SMV
(HQ)

Counterexample (HQ.qcir, HQ.quabs)
Variable Mapping (.smv.names)

Sanitized Output (.out)

Electrod ↑ Sanitized Output (.out)
output.info

Electrod XML

Alloy ↑ Electrod XML Viz XML (.cnf.xml)
Table 4.1: Summary of the components in the proposed pipeline and their input and output formats
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In addition to those, the hyperproperty expression is extracted separately and translated into an

extra ELO file, preserving the association between the formula and the trace variables it refers to.

These generated ELO files then become the inputs to Electrod. The trace model files are used to

produce the corresponding backend-level transition systems, while the formula file is handled sep-

arately so that the hyperproperty can later be reconstructed in the format required by the selected

HyperLTL model checker.

4.2.2 ELO to SMV Translation with Electrod

Once each trace is translated to an ELO file, Electrod generates an SMV file for each trace, which

consists of a finite-state machine, whose format was described in Section 3.3.1.2. Since Alloy

models are declarative, not all constraints can always be encoded directly in the generated SMV

finite-state machine. Consequently, Electrod may generate additional LTLSPEC constraints asso-

ciated with each trace to preserve the semantics of the original Alloy specification. In addition to

each SMV file, an .info file is also generated with traceability information. In the original usage

of Electrod, it would call the solvers and process their outputs. Since in this pipeline Electrod’s

forward translation and result-processing phases are split to allow intermediary tools to run be-

tween them, variable names and context may be lost due to future optimizations of the SMV files.

To reinterpret the information resulting from low-level HyperLTL model checkers, this context is

recorded in these .info files to be used later to trace this information. For the ELO file describing

the hyperproperty, a different SMV file is generated containing an LTLSPEC, corresponding to an

LTL property expressed in SMV. This step reuses the existing Alloy–to–SMV translator for non-

hyper LTLSPECs. The resulting LTLSPEC is then sent back to the Alloy Analyzer, which, having

access to the original hyperproperty context (namely the quantified trace variables and their oc-

currences in the hyperformula), reinterprets the specification as a hyperproperty and translates it

into a .hp file. The additional LTLSPEC constraints generated for the individual traces are also

incorporated into this final hyperproperty specification. This ensures that the backend HyperLTL

model checkers reason only about behaviors that satisfy the original Alloy model. This .hp file

is subsequently converted into the low-level hyperproperty representation required by the backend

HyperLTL model checkers.

4.2.3 Input Sanitation with HyperSMV

HyperSMV is a tool used in this part of the pipeline to optimize the SMV files that will serve as

input to the lower-level solvers. HyperLTL model checking can take a long time for large models;

therefore, it is crucial that the models arrive in their most simplified form possible. In this process,

variable names are simplified, and this mapping is stored in .names files. Trace representations

as SMV files are translated to SMV, transition systems, or .exp, explicit state systems, representing

the models to be used by HyperQube and AutoHyper, respectively. The LTLSPEC translated to

an .hp file is also taken by HyperSMV to generate .ah or .hq files, depending on whether the
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verification will be performed by AutoHyper or HyperQube. These files contain a representation

of the hyperproperty for evaluation by the low-level solver.

4.2.4 Verification with HyperLTL Solvers

The set of .exp and .ah or SMV and .hq files are then passed to the corresponding low-level

HyperLTL model checker, which verifies whether the property is satisfied or unsatisfied. For sat-

isfied existential properties and unsatisfied universal properties, an example or a counterexample

is returned, containing the representation of the traces. Neither solver provides these examples and

counterexamples for the input SMV model. Rather, each solver produces witnesses in its own inter-

nal format, tied to solver-specific encodings and abstraction levels. These formats were described

in detail in Sections 3.3.1.3 and 3.3.2.3.

4.2.5 Output Sanitation with Inst2SMV

The outputs produced by HyperLTL model checkers are not directly intelligible to users nor com-

patible with the format expected by Electrod. In particular, HyperQube ultimately returns the

result of a QBF solver, in which traces are represented using low-level Boolean variables that no

longer preserve the structure of the original model. To pass these outputs back to Electrod for

transmission to Alloy, these traces need to be converted to the same SMV format that Electrod

can interpret. In case of an unsatisfied existential property or a satisfied universal property, only

UNSAT/SAT needs to be transmitted. In the opposite examples, the traces in the outputs must be

sanitized to meet the SMV format. The .names file will be used here to trace back the variable

names. This process will be detailed in Section 5.1.

4.2.6 SMV to XML Translation with Electrod

This step is very similar to the one performed at this stage by regular Alloy. Electrod takes the

SMV instances and the .info files and converts them into an Electrod eXtensible Markup

Language (XML) file that Alloy can translate to a .cnf.xml file, detailing all the information

about that trace: the number of states, where it loops, and variable information in each step.

4.2.7 Witness and Counterexample Visualization

The original Alloy Analyzer contains a trace visualizer that already displays a single trace from

one of these XML files. But now there will be a trace for each invalid outermost existential quan-

tifier in the hyperproperty, resulting in multiple XML files for visualization. Each trace, in theory,

may have a varying number of states and different looping segment lengths. To support these dif-

ferences, it will be necessary to extend the existing codebase to support synchronized multi-trace

visualization. To account for all traces, each is rendered in its own row, providing a clear visual

separation between executions while preserving their temporal alignment. This synchronization
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is maintained between traces with different lengths or loop sizes by halting their progression until

all traces reach the end of the loop.

4.3 Experimental Process and Evaluation Design

Chapter 5 focuses on the details of the pipeline components implemented in this work, namely,

solver output sanitation, multiple-trace visualization, and the integration of the entire pipeline into

Alloy. The experimental process focuses on evaluating the ability to provide meaningful, com-

prehensible, and complete feedback to the user during hyperproperty verification, encompassing

the entire round-trip, starting and ending on Alloy. More specifically, the evaluation considers

whether the pipeline correctly reconstructs counterexamples involving multiple traces, whether all

relevant information produced by the verification backend is preserved during the successive trans-

lation stages, and whether the resulting visualization remains understandable as the number and

complexity of traces increase. In addition, the evaluation examines the overhead introduced by the

additional processing stages, such as the time required to sanitize solver output, reconstruct Alloy

instances, and generate visualizations, although performance is considered a secondary criterion

rather than the primary focus of this work.

4.3.1 Benchmarks

Many of the benchmarks in AutoHyper’s and HyperQube’s repositories are relatively simple and

expressed directly at a low level. Since this dissertation focuses on bridging the gap between

high-level specification and low-level hyperproperty verification, the goal of the evaluation is to

demonstrate that the proposed pipeline correctly supports the complete verification workflow, from

Alloy models to backend verification and back to high-level feedback. To this end, the experimen-

tal analysis focuses on a small number of representative case studies in which a higher-level mod-

eling language is justified and enables a detailed qualitative discussion. In particular, two robot

benchmarks from AutoHyper’s and HyperQube’s repositories are selected:

• robot_shortest

• robot_two

They also illustrate the need for higher-level modeling, as the original authors provide an

automated Python script to generate the corresponding low-level models in the HyperQube repos-

itory [82]. The robot_shortest example is simpler and can serve as a running example. In

contrast, the robot_two example adds complexity to the process and enables the visualization of

two different traces. Together, these benchmarks allow evaluating the proposed pipeline on both

single- and multiple-trace scenarios, demonstrating that the generated feedback remains consistent

and understandable across different verification settings.
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4.3.2 Evaluation Methodology

Each benchmark is evaluated according to the process described below, with the corresponding

results presented in Chapter 6.

1. A high-level explanation of the Alloy model and the intended hyperproperty.

2. A description of the translation process from Alloy to the lower-level intermediate represen-

tations used by the backend tools.

3. An analysis of the verification result, including solver feedback.

4. A high-level interpretation of the generated counterexample, showing how it relates to the

original Alloy model and hyperproperty.

5. A report of the execution time of the verification process.

This process enables evaluating whether the feedback produced is consistent, understandable,

and useful from the user’s perspective. In addition to the qualitative analysis of the generated

feedback, the evaluation considers the pipeline’s performance across different model sizes. For

this purpose, the robot_shortest benchmark is evaluated using grids of different dimensions

and obstacle configurations. This allows observing how the execution time evolves as the size of

the generated model increases.



Chapter 5

Solution Implementation

Following the design presented in Chapter 4, this chapter describes the implementation of the pro-

posed solution. Since the proposed solution is too broad for the scope of this work, it was decided

to focus on developing key components (solver output, sanitation, and multiple-trace visualiza-

tion) while aligning with the defined formats of the other components to promote interoperability.

This solution builds on the existing HyperLTL extension of Alloy and the supporting verification

infrastructure. The implementation presented in this chapter is limited to the components devel-

oped as part of this work, namely the Inst2SMV sanitation stage, the multiple-trace visualization

support, and the integration of all components into the Alloy verification pipeline. The implemen-

tation of the remaining infrastructure, including the HyperLTL language support and the modified

Electrod backend, was developed independently and is therefore outside the scope of this chapter.

Although the implementation of the individual components was generally straightforward once

their requirements were understood, integrating them into a complete execution pipeline proved

considerably more challenging. The implementation required understanding the outputs produced

by the verification backends, ensuring compatibility between the intermediary representations ex-

changed by each stage, coordinating the generation and consumption of the auxiliary files required

throughout the verification process, and identifying failures throughout the pipeline so that the

corresponding components could be adapted accordingly. This chapter details how the low-level

outputs from the HyperLTL solvers were translated into a uniform intermediary representation us-

ing Inst2SMV, as described in Section 4.2.5; how multiple traces were incorporated into the Alloy

visualizer, as described in Section 4.2.7; and finally how all these components were integrated into

Alloy’s pipeline, following the architecture proposed in Section 4.1.

5.1 Solvers Output Sanitation

HyperLTL model checkers, such as AutoHyper and HyperQube, generate outputs that are not

immediately usable within Alloy or Electrod. Their internal representations vary significantly in

structure, as seen in Section 3.3.1.3 and in Section 3.3.2.3, respectively. In particular, AutoHyper

returns witness blocks, while HyperQube produces a witness via a QuAbS file; however, this

49
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information cannot be processed directly without its corresponding QCIR file. To unify these

heterogeneous representations, a sanitation tool was implemented. Its purpose is to convert solver-

level outputs into a common intermediate SMV output format that Electrod can process and then

translate into Alloy’s XML trace format. The format of that SMV instance file is demonstrated in

Listing 5.1.

Listing 5.1: Format of SMV instance file generated after sanitation

1 Trace Description: LTL Counterexample/Witness

2 Trace Type: Counterexample/Witness

3 -> State: 1.<stateID> <-

4 <var> = <val>

5 ...

6 <var> = <val>

7 ...

8 -> State: 1.<stateID> <-

9 <var> = <val>

10 ...

11 <var> = <val>

At this stage, HyperSMV sanitized the variable names. During that process, .names files

were recorded, containing mappings of unsanitized names to their sanitized counterparts. The

format of those .names files is demonstrated in Listing 5.2.

Listing 5.2: Format of .names file

1 <unsanitized_var> := <sanitized_var>

2 ...

3 <unsanitized_var> := <sanitized_var>

The running example in Listing 5.3 will be used throughout this section to demonstrate the

sanitation algorithms. The model describes a simple machine with three state variables: water

(units of water), input (either a request Req or a refill Fill), and output (either Coffee or

Tea). The machine initializes with two units of water and no pending input or output. On each

step, a Req input consumes one unit of water and produces a drink; a Fill input when the tank is

empty restores it to two units; otherwise the water level is unchanged. A mutant of this machine

differs only in its refill behavior: rather than always restoring the water level to two, it may restore

it to either one or two units. The hyperproperty under verification, PotentiallyKillable,

asks whether this mutant is distinguishable from the original — that is, whether there exists a run

of the mutant such that every run of the original machine receiving the same inputs eventually

produces a different output.
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Listing 5.3: Snippet from mutations_sat_unsat.als

1 open util/natural

2 trace sig Machine {

3 var water : one Natural,

4 var input : lone Input,

5 var output : lone Output,

6 }

7 enum Output { Coffee, Tea }

8 enum Input { Req, Fill }

9 pred machine[m:Machine] {

10 no m.output

11 no m.input

12 m.water = inc[One]

13 always {

14 m.input = Req and gt[m.water,Zero] implies some m.output’

15 not (m.input = Req and gt[m.water,Zero]) implies no m.output’

16 m.input = Fill and m.water = Zero implies m.water’ = inc[One]

17 m.input = Req and gt[m.water,Zero] implies m.water’ = dec[m.water]

18 not (m.input = Fill and m.water = Zero) and not (m.input = Req and gt[

m.water,Zero]) implies m.water’ = m.water

19 }

20 }

21 pred mutant[m:Machine] {

22 ...

23 always {

24 ...

25 m.input = Fill and m.water = Zero implies m.water’ in One + inc[One]

// Difference

26 ...

27 }

28 }

29 pred same_input[m1,m2:Machine] {

30 m1.input = m2.input

31 }

32 pred same_output[m1,m2:Machine] {

33 m1.output = m2.output

34 }

35 run PotentiallyKillable {

36 some m1:Machine | mutant[m1] and all m2:Machine |

37 (machine[m2] and always same_input[m1,m2]) implies

38 eventually not same_output[m1,m2]

39 } for 10 steps, 3 Natural, 0 Int expect 1
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5.1.1 AutoHyper Output Sanitation

AutoHyper’s output begins with a fixed header indicating the start of witness descriptions, fol-

lowed by one line per trace, a line indicating the end of the witness block, and a final line indi-

cating whether the property is satisfiable. Each trace line contains two components: a prefix and

a loop, each represented as sets of variable–value pairs. This format was described in more detail

in Section 3.3.1.3. Since it follows this specific format, the script in Listing 5.4 was developed to

convert it to the SMV output format.

Listing 5.4: Pseudocode for inst2smv_ah

1 FUNCTION inst2smv_ah(run_dir, input_ah, stem):

2 lines ← read all lines from input_ah, skipping leading digit lines

3 IF witness header not found: print "No witnesses found." and RETURN

4 // Determine SAT/UNSAT from the line two positions after

"========================="

5 sat ← "Witness" if "SAT", else "Counterexample"

6 FOR EACH trace line (between witness header and "

========================="):

7 // Split into trace identifier, prefix, and loop

8 trace, prefix, loop ← parse(line)

9 // If model is explicit-state, expand state numbers to variable-value

maps using stem-trace-ah.exp; otherwise, prefix/loop are already

variable maps

10 IF prefix[0] ̸= "{":

11 exp_states ← \{state\_num → \{var:val,...\} : line ∈ stem-trace-ah.

exp\}

12 prefix, loop ← expand(prefix, exp_states), expand(loop, exp_states)

13 // Normalize and parse into lists of (variable, value) tuples

14 prefix_states ← parseStates(prefix)

15 loop_states ← parseStates(loop)

16 // Load sanitized → unsanitized name map from stem.smv.names

17 names_dict ← \{sanitized → unsanitized : line ∈ stem.smv.names\}

18 // Write output to stem-trace.out

19 WRITE "Trace Description: LTL " + sat

20 WRITE "Trace Type: " + sat

21 FOR i, state IN enumerate(prefix_states):

22 WRITE "-> State: 1." + (i+1) + " <-"

23 FOR (var, val) IN state:

24 WRITE unsanitize(var, names_dict) + " = " + val

25 FOR i, state IN enumerate(loop_states):

26 IF i = 0: WRITE "-- Loop starts here"

27 WRITE "-> State: 1." + (i + 1 + |prefix_states|) + " <-"

28 FOR (var, val) IN state:
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29 WRITE unsanitize(var, names_dict) + " = " + val

Listing 5.5 shows the raw output produced by AutoHyper for the running example. The single

witness line for trace A contains a prefix of 24 state numbers and a loop of 9 state numbers.

Listing 5.5: Snippet from cex.ah for mutations_sat_unsat.als

1 ...

2 ======= Witnesses =======

3 A: (0 0 1 3 9 10 12 18 19 20 9 10 12 18 19 18 18 19 20 0 1 3 9 10) (12 18 19 20 0 1

3 9 10)

4 =========================

5 UNSAT

The counterexample follows the state order from Listing 5.5. The state numbers must be

resolved against the PotentiallyKillable-A-ah.exp file, shown in Listing 5.6. Each entry

maps a state number to a set of variable-value pairs. In this case, the prefix starts with state 0, so

a and b will both be 0; the prefix ends with state 10, so a will be 1 and b will be 0; the loop starts

with state 12, in which a will be 0 and b will be 1.

Listing 5.6: Snippet from PotentiallyKillable-A-ah.exp

1 Variables: ("a" Int) ("b" Int)

2 Init: 0

3 --BODY--

4 State: 0 {("a" 0) ("b" 0)}

5 0 1 2

6 ...

7 State: 10 {("a" 1) ("b" 0)}

8 12 13 14 15 16 17

9 ...

10 State: 12 {("a" 0) ("b" 1)}

11 18 19 20

12 ...

13 State: 20 {("a" 2) ("b" 0)}

14 0 1 2 9 10 11

15 --END--

The sanitized variable names a and b used in the explicit-state system are then mapped back

to their original Electrod identifiers using the PotentiallyKillable-A.smv.names file,

shown in Listing 5.7. This means that a, b, and c, refer respectively to the input, the output

and the water level.
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Listing 5.7: PotentiallyKillable-A.smv.names

1 __this##Machine#input-__ := a

2 __this##Machine#output-__ := b

3 __this##Machine#water-__ := c

Applying this mapping and writing the expanded states in order yields the SMV trace in List-

ing 5.8. The first 24 states correspond to the prefix and the remaining 9, beginning after the loop

marker, correspond to the loop.

Listing 5.8: Snippet from PotentiallyKillable-A.out via AutoHyper

1 Trace Description: LTL Counterexample

2 Trace Type: Counterexample

3 -> State: 1.1 <-

4 __this##Machine#input-__ = 0

5 __this##Machine#output-__ = 0

6 ...

7 -> State: 1.24 <-

8 __this##Machine#input-__ = 1

9 __this##Machine#output-__ = 0

10 -- Loop starts here

11 -> State: 1.25 <-

12 __this##Machine#input-__ = 0

13 __this##Machine#output-__ = 1

14 ...

15 -> State: 1.33 <-

16 __this##Machine#input-__ = 1

17 __this##Machine#output-__ = 0

5.1.2 HyperQube Output Sanitation

HyperQube’s output differs substantially from AutoHyper’s, as it is distributed across multiple

files, as described in Section 3.3.2.3. Not all of those files are necessary for translating the output

into the SMV format. Only QuAbS and QCIR files are essential for this step. The QuAbS file

contains the value of the Boolean variables corresponding to the Boolean variables of a certain

state of a certain trace, or an integer value split into several Boolean assignments, representing the

various bits of a binary number. These variables are encoded in the QCIR file. Since these files

follow these specific formats, the following script was developed to translate them into an SMV

file:

Listing 5.9: Pseudocode for inst2smv_hq
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1 FUNCTION inst2smv_hq(run_dir, input_qcir, input_quabs, stem):

2 // Parse variable encoding from QCIR comment lines

3 // (skip line 0 and all non-comment lines before the comment block)

4 // Each comment: # <var_num> : <name>_<trace>[<state>]

5 // Split name/trace at the last "_" before "["

6 variables ← \{var\_num → \{name, trace, state, value: None\}

7 : comment line ∈ input\_qcir\}

8 traces ← set of all trace identifiers found above

9 max_state ← maximum state number found above

10 // Parse QuAbS output: assign TRUE/FALSE to each variable number;

11 // "V" lines hold assignments (leading "-" means FALSE), "r" lines hold

verdict

12 FOR EACH line IN input_quabs:

13 IF line starts with "V":

14 FOR EACH token IN line[1:].split():

15 variables[|token|].value ← FALSE if token is negative, else TRUE

16 IF line starts with "r":

17 sat ← "Witness" if "SAT", else "Counterexample"

18 // Reconstruct bitvectors: variables whose name ends in "_<digit>"

encode an integer; accumulate 2suffix for each TRUE bit, then replace

all bit-parts with a single variable holding the decimal value

19 bitvectors ← \{(trace, state, base\_name) → ∑b=TRUE 2suffix\}
20 FOR EACH key IN bitvectors:

21 remove all bit-part variables sharing that (trace, state, base_name)

22 insert new variable "bv_trace_state_base" with value = bitvectors[key]

23 // Load sanitized → unsanitized name map from stem.smv.names

24 names_dict ← \{sanitized → unsanitized : line ∈ stem.smv.names\}

25 // Write one output file per trace

26 FOR EACH trace IN traces:

27 OPEN stem-trace.out FOR WRITING

28 WRITE "Trace Description: LTL " + sat

29 WRITE "Trace Type: " + sat

30 FOR state IN 0 .. max_state:

31 IF state = max_state: WRITE "-- Loop starts here"

32 WRITE "-> State: 1." + (state+1) + " <-"

33 FOR EACH var IN variables WHERE var.trace = trace

34 AND var.state = state

35 AND var.value ̸= None:

36 WRITE unsanitize(var.name, names_dict) + " = " + var.value

Listing 5.10 shows the HQ.quabs file produced by HyperQube for the running example. The

V line assigns Boolean values to each variable: a positive token means TRUE and a negative token

means FALSE.



Solution Implementation 56

Listing 5.10: HQ.quabs for mutations_sat_unsat.als

1 V -2 8 14 -20 26 32 -38 -1 -7 -13 19 -25 -31 -37 -4 -10 -16 -22 -28 34 -40 -3 -9 15

21 -27 -33 -39 -6 -12 18 -24 30 -36 -42 5 11 -17 -23 -29 -35 -41 0

2 r UNSAT

The variable numbers in the V line are decoded using the comment block at the bottom of

the HQ.qcir file, shown in Listing 5.11. Each comment maps a variable number to a name of

the form name_bit_trace[state], where name is the sanitized variable name, bit is the bit

position, trace is the trace identifier, and state is the state index.

Listing 5.11: Snippet from HQ.qcir for mutations_sat_unsat.als

1 ...

2 # 2 : a_0_A[0]

3 ...

4 # 38 : a_0_A[6]

5 # 1 : a_1_A[0]

6 ...

7 # 37 : a_1_A[6]

8 # 4 : b_0_A[0]

9 ...

10 # 40 : b_0_A[6]

11 # 3 : b_1_A[0]

12 ...

13 # 39 : b_1_A[6]

14 # 6 : c_0_A[0]

15 ...

16 # 42 : c_0_A[6]

17 # 5 : c_1_A[0]

18 ...

19 # 41 : c_1_A[6]

The integer value of each variable at each state is reconstructed by accumulating 2bit for each

bit set to TRUE. For instance, at state 0 of trace A: tokens -2 and -1 set both bits of a to FALSE,

and likewise for b, giving a = b = 0; token -6 sets c_0_A[0] to FALSE and token 5 sets

c_1_A[0] to TRUE, giving c = 21 = 2. At state 1: token 8 sets a_0_A[1] to TRUE and token

-7 sets a_1_A[1] to FALSE, giving a = 20 = 1; b remains 0 for the same reason as before;

token 11 sets c_1_A[1] to TRUE and token -12 sets c_0_A[1] to FALSE, giving c = 21 =

2. At state 6, all tokens are negative, so a = b = c = 0.

The same PotentiallyKillable-A.smv.names file from Listing 5.7 is then used to

map a, b, and c back to their original Electrod identifiers. Applying this mapping and writing the

reconstructed states in order yields the SMV trace in Listing 5.12. Since state 6 is the maximum

state index, it is preceded by the loop marker.
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Listing 5.12: Snippet from PotentiallyKillable-A.out via HyperQube

1 Trace Description: LTL Counterexample

2 Trace Type: Counterexample

3 -> State: 1.1 <-

4 __this##Machine#input-__ = 0

5 __this##Machine#output-__ = 0

6 __this##Machine#water-__ = 2

7 -> State: 1.2 <-

8 __this##Machine#input-__ = 1

9 __this##Machine#output-__ = 0

10 __this##Machine#water-__ = 2

11 ...

12 -- Loop starts here

13 -> State: 1.7 <-

14 __this##Machine#input-__ = 0

15 __this##Machine#output-__ = 0

16 __this##Machine#water-__ = 0

5.2 Multiple Trace Visualization

Once the solver outputs are sanitized and translated into Alloy’s XML format through Electrod,

they must be visualized. Hyperproperties involve multiple traces; however, the original Alloy

visualizer was designed to display a single trace, so new capabilities had to be added to support

them.

5.2.1 VizTrace

The original Alloy visualizer internally had a list of states for the resulting trace. Since hyperprop-

erties involve multiple traces, a redesign of the internal representation was necessary to support

them. A new class, VizTrace, was introduced to serve as a list of various VizState, the Al-

loy visualizer class for each state in a trace. Instead of storing all states in a global list, each

VizTrace maintains its own ordered list of states, its prefix length, and its loop length. A list of

traces was stored instead of the original list of states.

5.2.2 XML Loading

Previously, Alloy expected all information to be described by a single XML file. These XML files

contain information regarding a single trace. With the introduction of multiple traces, multiple

XML files had to be loaded, so instead of loading one file from the expected folder, all files within

that folder with a .cnf.xml extension are loaded, each becoming a VizTrace. The parsing logic

is the same as in the original Alloy: it extracts the prefix, loop, and state sequence independently

for each file.
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5.2.3 Graph Rendering

The multiple traces produced by the verification backend are transformed into independent Alloy

visualizations, allowing users to inspect the graphical representation of each execution instead of

the underlying textual traces. Each trace is represented by a VizTrace instance, which serves as

the input to the rendering process. The method responsible for rendering the graph was updated

to accept a VizTrace instance and draw the corresponding state graph. The visualization panel

is divided, allowing multiple traces to be viewed simultaneously. Each trace is rendered indepen-

dently but aligned temporally. Different traces may have different prefix and loop sizes, so when

a shorter trace reaches its end, it will loop back while the longer trace continues forward. The

abstract trace overview displayed above each graph was also adapted to support multiple traces.

Rather than presenting a single execution, a separate overview is generated for each trace, showing

its prefix and loop structure. The currently displayed state is highlighted independently in each

overview, allowing users to track the evolution of every trace. The user interface was adapted so

that advancing to the next state updates all traces simultaneously. The Theme Editor also works

for multiple traces by altering the theme of all traces, maintaining visual consistency across all

traces. Figure 5.1 shows two traces being displayed in the Alloy visualizer.

Figure 5.1: Example of two traces being rendered in the visualizer

Figure 5.1 illustrates the visualization of two traces. The upper row contains the abstract

trace overviews, where the prefix and loop of each execution are represented. The highlighted

node indicates the state currently displayed in the graph below. The lower rows show the Alloy

instances corresponding to the selected state of each trace. Advancing to the next state updates
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both traces simultaneously, while each trace independently follows its own loop structure once the

end of its prefix is reached.

5.3 Integration

The proposed solution was integrated into Alloy by extending its original verification pipeline

while preserving its overall structure and user interaction model. Alloy orchestrates this pipeline

automatically, invoking each external tool in sequence, managing temporary directories and in-

termediate files, and ensuring that each stage’s outputs are correctly forwarded to the next. After

the Alloy model and hyperproperties are submitted to the Alloy Analyzer, the specification is

first translated by Alloy, then processed by a modified version of Electrod, which generates the

intermediate representations required for HyperLTL verification. This process also records struc-

tural information about relations, bounds, and instance mappings that is later reused during back-

translation. These representations are then optimized by HyperSMV, producing inputs for the se-

lected HyperLTL backend, either AutoHyper or HyperQube. Once the solver terminates, its output

files are forwarded to the output sanitizer introduced in this work. This module parses the solver-

specific formats (witness blocks in AutoHyper and QuAbS/QCIR pairs in HyperQube), recon-

structs concrete variable assignments using the .names mappings generated by HyperSMV, and

produces a uniform SMV trace description. Using the structural information previously recorded

by Electrod, the sanitized trace is first converted into an intermediate XML representation and then

refined into Alloy-level instances in the final XML trace format. Finally, the Alloy visualizer loads

all generated .cnf.xml files as independent traces, instantiates one VizTrace object per file,

and renders them synchronously using the extended multi-trace visualization infrastructure.
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Evaluation

This chapter evaluates the proposed Alloy extension’s ability to provide meaningful, comprehen-

sible, and complete feedback for verifying hyperproperties. Rather than focusing exclusively on

performance metrics, the evaluation centers on the quality of the verification results and, in partic-

ular, the usefulness of the generated counterexample representations for end users. The evaluation

is conducted using two representative examples inspired by AutoHyper’s and HyperQube’s bench-

mark repositories: robot_shortest and robot_two. These examples were selected to illus-

trate both simple and more complex scenarios, including properties that require the analysis and

visualization of multiple traces. For each case study, the verification pipeline is exercised using

both AutoHyper and HyperQube as backend solvers, enabling a comparison of their intermediate

representations, solver outputs, and resulting counterexample visualizations. The chapter follows

a structured evaluation methodology. Each example begins with a presentation of the Alloy model

and the corresponding hyperproperty, followed by an analysis of the intermediate representations

generated during translation, the verification results reported by each backend, and the final coun-

terexample visualization. Finally, the chapter concludes with a discussion that relates the observed

results to the research questions and hypothesis defined in Chapter 1, highlighting the strengths,

limitations, and impact of the proposed approach.

6.1 Example robot_shortest

The robot_shortest benchmark is a simple example to illustrate the complete verification and

counterexample reconstruction pipeline. The model describes a robot navigating a finite grid with

fixed obstacles and a single goal position, and the hyperproperty asserts the existence of a trace

with a minimal path to the goal.

6.1.1 Alloy Model and Property

Listing 6.1 shows a snippet from the model and the property representations in the HyperLTL

extension of Alloy.

60
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Listing 6.1: Snippet from robot_shortest.als

1 open util/ordering[Position]

2 sig Position {}

3 trace sig Board {

4 obstacles : Position → Position, -- obstacles as set of position pairs

5 goals : Position → Position, -- goals as set of position pairs

6 var robot : Position → Position, } -- robot position as set of position

pairs

7 pred moveleft[b:Board] {

8 some next.(b.robot) and no next.(b.robot) & b.obstacles -- guard: move

if position some and not obstacle

9 b.robot’ = next.(b.robot) } -- effect: move robot

10 pred moveright[b:Board] {...}

11 pred moveup[b:Board] {...}

12 pred movedown[b:Board] {...}

13 pred stutter[b:Board] {

14 b.robot’ = b.robot } -- do nothing

15 let p0[] { first }

16 let p1[] { first.next }

17 let p2[] { p1.next }

18 ...

19 let p8[] { p7.next }

20 let p9[] { last }

21 pred board[b:Board] {

22 no b.obstacles & b.goals -- goals do not overlap with

obstacles

23 b.goals = last → last -- fix a goal at top-right

24 b.obstacles = -- fix some obstacles

25 p5 → p0 + p7 → p0 + ... + p2 → p9 + p4 → p9

26 always one b.robot

27 b.robot = first → first -- fix starting position at

bottom-left

28 always { -- allowed events

29 moveleft[b] or moveright[b] or moveup[b] or movedown[b] or stutter[b]

}

30 eventually b.robot in b.goals } -- the robot eventually

reaches a goal

31 pred Path {

32 some b1:Board | board[b1] and all b2:Board | board[b2] implies always (

b2.robot in b2.goals implies b1.robot in b1.goals) }

33 run Path for 10 Position, 20 steps, 0 Int expect 1

The model represents a robot moving on a 10x10 two-dimensional grid, where each two-

dimensional position is a pair of ordered signatures Position. The signature Board contains
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a set of obstacles, a set of goals, and a robot. Each obstacle, each goal, and the robot are

also represented by a pair of Position. Movement is modeled using four directional predicates

(moveleft, moveright, moveup, and movedown), each guarded to ensure that the robot moves

only to valid, non-obstacle positions. A stutter action is also permitted, allowing the robot to

remain in the same position. At every step, exactly one robot position is enforced. The goal is

fixed at the top-right of the grid, while the robot has a fixed starting position at the bottom-left.

The obstacles are spread at fixed positions across the grid.

The hyperproperty under verification is defined by the predicate Path. It expresses a shortest-

path condition: there exists an execution such that, whenever another execution has already reached

the goal, this execution has also reached the goal. The property quantifies over two traces and re-

quires that whenever one trace reaches the goal, the other must also be in a goal state at that step.

This formulation makes Path a hyperproperty rather than a simple temporal property, as it com-

pares multiple executions of the same system. Consequently, it cannot be directly verified using

standard LTL model checking alone and requires a backend capable of HyperLTL verification.

6.1.2 AutoHyper

After running Electrod, the pipeline branches into AutoHyper- and HyperQube-centric approaches;

therefore, it is necessary to separate results into the two implementations. This subsection focuses

on the AutoHyper pipeline, including intermediate representations, verification results, and coun-

terexample visualizations, while Section 6.1.3 focuses on HyperQube’s.

6.1.2.1 Intermediate Representations and Verification Results

The Alloy analyzer generates ELO files of the model for Electrod to use. Electrod generates SMV

files and a .hp file from the ELO files, alongside an .info file for backtracking purposes. All

these files are very extensive and difficult for humans to read. HyperSMV generates -ah.exp

files from the SMV files, alongside a formula.ah file for the hyperproperty, and a .names file

for backtracking purposes. Listing 6.2 shows the .names file for the robot_shortest model.

Listing 6.2: Path.smv.names (AutoHyper)

1 __this##Board#robot-__-__ := a

This means that the robot’s position on the board will be denoted by a until the counterexample

is reconstructed as an SMV instance.

The Listing 6.3 shows a snippet from an .-ah.exp file for the robot_shortest model.

Listing 6.3: Snippet from Path-A-ah.exp

1 Variables: ("a" Int)
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2 Init: 0

3 --BODY--

4 State: 0 {("a" 0)}

5 0 1 2

6 State: 1 {("a" 1)}

7 0 1 3 4

8 State: 2 {("a" 10)}

9 0 2 4 5

10 State: 3 {("a" 2)}

11 1 3 6 7

12 State: 4 {("a" 11)}

13 1 2 4 7 8

14 ...

15 State: 67 {("a" 78)}

16 63 64 65 67

17 State: 68 {("a" 89)}

18 63 65 68 70

19 State: 69 {("a" 98)}

20 65 66 69 70

21 State: 70 {("a" 99)}

22 68 69 70

23 --END--

This file lists all possible states in this model, detailing the robot’s reachable positions, i.e.,

positions that are not obstacles or orthogonally surrounded by obstacles/board limits. Their state

number will be used to understand the counterexample returned by AutoHyper. The part in brack-

ets and parentheses indicates which position corresponds to that state, using a 2-digit integer in

which each digit is one of the coordinates. The positions where the first coordinate is 0 are repre-

sented as a single-digit number, i.e., 0 for 00.

And Listing 6.4 shows the formula.ah file for the property expressed in the Path predicate.

Listing 6.4: formula.ah for robot_shortest

1 forall A. exists B.

2 (F ({(("a"_A = 0) | ("a"_A = 1) | ("a"_A = 2) | ("a"_A = 3) | ("a"_A = 4) | ("a"_A

= 5) | ("a"_A = 6) | ("a"_A = 7) | ("a"_A = 8) | ("a"_A = 9) | ("a"_A = 10) | (

"a"_A = 11) | ("a"_A = 12) | ("a"_A = 14) | ("a"_A = 17) | ("a"_A = 20) | ("a"

_A = 21) | ("a"_A = 22) | ("a"_A = 23) | ("a"_A = 24) | ("a"_A = 25) | ("a"_A =

27) | ("a"_A = 30) | ("a"_A = 32) | ("a"_A = 37) | ("a"_A = 40) | ("a"_A = 41)

| ("a"_A = 42) | ("a"_A = 43) | ("a"_A = 44) | ("a"_A = 47) | ("a"_A = 48) | (

"a"_A = 51) | ("a"_A = 52) | ("a"_A = 53) | ("a"_A = 55) | ("a"_A = 56) | ("a"

_A = 57) | ("a"_A = 58) | ("a"_A = 59) | ("a"_A = 60) | ("a"_A = 61) | ("a"_A =

62) | ("a"_A = 65) | ("a"_A = 69) | ("a"_A = 71) | ("a"_A = 72) | ("a"_A = 73)

| ("a"_A = 75) | ("a"_A = 76) | ("a"_A = 77) | ("a"_A = 78) | ("a"_A = 79) | (

"a"_A = 80) | ("a"_A = 81) | ("a"_A = 82) | ("a"_A = 83) | ("a"_A = 84) | ("a"

_A = 85) | ("a"_A = 86) | ("a"_A = 87) | ("a"_A = 88) | ("a"_A = 89) | ("a"_A =
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90) | ("a"_A = 92) | ("a"_A = 93) | ("a"_A = 94) | ("a"_A = 96) | ("a"_A = 97)

| ("a"_A = 98))} & {("a"_B = 99)}))

This formula essentially means that for all traces A there exists a trace B in which the robot

reaches the goal (position 99) earlier, i.e., it is still in another of the valid positions. Therefore,

this formula corresponds to the negation of the original Path property, which asserts the existence

of a trace that reaches the goal no later than any other trace. This way, a counterexample to the

backend formula can be interpreted as a witness for the original property.

AutoHyper generates a cex.ah file from the -ah.exp files and the formula.ah. List-

ing 6.5 shows a cex.ah file for the robot_shortest model and hyperproperty.

Listing 6.5: cex.ah for robot_shortest

1 ======= Witnesses =======

2 A: (0 1 3 6 10 13 18 22 28 35 38 42 46 50 54 58 63 68) (70)

3 =========================

4

5 UNSAT

It lists the sequence of states from Listing 6.3, which forms a path that does not satisfy the

hyperproperty. The property being unsatisfied means that in trace A, there exists a path along

which the robot reaches the goal position in the same step as in trace B, meaning it takes the

shortest path.

Inst2SMV translates cex.ah into an instance file for the counterexample. Listing 6.6 shows

a snippet from the .out file.

Listing 6.6: Snippet from Path-A.out (AutoHyper)

1 Trace Description: LTL Counterexample

2 Trace Type: Counterexample

3 -> State: 1.1 <-

4 __this##Board#robot-__-__ = 0

5 -> State: 1.2 <-

6 __this##Board#robot-__-__ = 1

7 -> State: 1.3 <-

8 __this##Board#robot-__-__ = 2

9 -> State: 1.4 <-

10 __this##Board#robot-__-__ = 3

11 ...

12 -> State: 1.16 <-

13 __this##Board#robot-__-__ = 69

14 -> State: 1.17 <-

15 __this##Board#robot-__-__ = 79

16 -> State: 1.18 <-
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17 __this##Board#robot-__-__ = 89

18 -- Loop starts here

19 -> State: 1.19 <-

20 __this##Board#robot-__-__ = 99

It reaches the goal in state 19, having taken the shortest path, since the Manhattan distance

between positions 0 and 99 is 19.

6.1.2.2 Counterexample Visualization

Using Alloy’s visualizer, you can observe the robot’s path without digging into intermediate files.

Figure 6.1 shows the first state from the counterexample. It shows the positions of the obstacles,

the goal, and the robot using relations between each coordinate. The robot starts in P0->P0 and

the goal is in P9->P9. The right panel shows the next step, where all the information is the same

except for the robot position, which is now in P0->P1. Figure 6.2 shows the last state of the

prefix (on the left) and the loop state (on the right). In the last prefix state, the robot position is

now P8->P9 and on the loop state it reaches P9->P9, meaning it reached the goal position.

Figure 6.1: Initial state from the counterexample from AutoHyper for robot_shortest

6.1.3 HyperQube

As mentioned in Section 6.1.2, this subsection focuses on the HyperQube pipeline and its inter-

mediate representations, verification results, and counterexample visualizations.
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Figure 6.2: Last prefix state and loop state from the counterexample from AutoHyper for
robot_shortest

6.1.3.1 Intermediate Representations and Verification Results

The pipeline only branches after Electrod, so the ELO, SMV, .hp, and .info files are the same

as the ones mentioned in Section 6.1.2.1. From this point, HyperSMV generates -hq.smv files

from the SMV files, alongside a formula.hq file for the hyperproperty, and a .names file for

backtracking purposes. Listing 6.7 shows the .names file for the robot_shortest model.

Listing 6.7: Path.smv.names (HyperQube)

1 __this##Board#robot-__-__ := a

This means that the robot’s position on the board will be denoted by a until the counterexample

is reconstructed as an SMV instance.

The Listing 6.8 shows a snippet from one of the .-hq.exp files for the robot_shortest

model.

Listing 6.8: Snipet from Path-A-hq.smv

1 MODULE main

2 VAR

3 a : 0..99;
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4 DEFINE

5 K0 := (! (a = 99));

6 INIT

7 ((! (a = 97)) & (! (a = 35)) & (! (a = 50)) & (! (a = 20)) & ... & (! (a = 60)) &

(! (a = 58)) & (! (a = 8)) & (! (a = 61)))

8 TRANS

9 ((((next (a = 37)) <-> (a = 37)) & ((next (a = 84)) <-> (a = 84)) & ((next (a = 94)

) <-> (a = 94)) & ((next (a = 51)) <-> (a = 51)) & ... & ((next (a = 20)) <-> (

a = 20)) & ((next (a = 74)) <-> (a = 74)) & ((next (a = 25)) <-> (a = 25)) & ((

next (a = 97)) <-> (a = 97))) | ... | (((next (a = 14)) <-> (a = 15)) & ((next

(a = 43)) <-> (a = 44)) & (! (a = 35)) & (! (next (a = 79))) & ... & ((next (a

= 20)) <-> (a = 21)) & ((next (a = 80)) <-> (a = 81)) & ((next (a = 12)) <-> (a

= 13)) & ((next (a = 44)) <-> (a = 45))))

This file defines the position as the numbers from 0 to 99, makes a definition for this trace so

that the robot doesn’t reach position 99, lists all possible initial values of a, i.e., initial positions,

and all possible transitions, i.e., the robot’s valid movements (including staying in the same place).

The initial position is defined by negating that it can be in any other position, leaving only (a = 0).

The possible transitions exclude all positions occupied or orthogonally blocked by obstacles. The

positions are represented by 2-digit integers, with each digit corresponding to a coordinate. The

positions where the first coordinate is 0 are represented as a single-digit number, i.e., 0 for 00.

The Listing 6.9 shows an even smaller snippet from the other .-hq.exp file for the

robot_shortest model. It is important to show the difference in the definition of K0 and

T2. T2 is defined as the robot reaching position 99.

Listing 6.9: Snipet from Path-B-hq.smv

1 MODULE main

2 VAR

3 a : 0..99;

4 DEFINE

5 T2 := (a = 99);

6 INIT

7 ((! (a = 97)) & (! (a = 35)) & ... & (! (a = 8)) & (! (a = 61)))

8 TRANS

9 ((((next (a = 37)) <-> (a = 37)) & ((next (a = 84)) <-> (a = 84)) & ... & ((next (a

= 25)) <-> (a = 25)) & ((next (a = 97)) <-> (a = 97))) | ... | (((next (a =

14)) <-> (a = 15)) & ((next (a = 43)) <-> (a = 44)) & ... & ((next (a = 12))

<-> (a = 13)) & ((next (a = 44)) <-> (a = 45))))

And Listing 6.10 shows the formula.hq file for the property expressed in the Path predi-

cate.

Listing 6.10: formula.hq for robot_shortest
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1 forall A. exists B.

2 (((F (T2[B])) /\ (F (T2[B] /\ K0[A]))) \/ (G (K0[A])))

This formula means that for all traces A there exists a trace B such that either in trace B the

robot reaches the goal before the robot in trace A, or in trace A the robot never reaches the goal.

This means that, if the goal is reachable, there exists a trace B in which the robot takes the shortest

path to reach the goal.

HyperQube generates a HQ.quabs and a HQ.qcir files from the -hq.smv files and the

formula.hq. Listing 6.11 shows the HQ.quabs file for the robot_shortest model and

hyperproperty.

Listing 6.11: HQ.quabs for robot_shortest

1 V 1 81 89 97 105 113 121 129 137 -145 -153 9 -161 17 25 33 41 49 57 65 73 -8 88 96

-104 -112 120 128 136 144 152 160 16 168 -24 32 -40 48 -56 64 72 80 -7 -87 95

-103 111 119 -127 135 -143 151 159 -15 167 23 31 -39 -47 55 63 -71 79 -6 86 94

-102 -110 -118 126 134 -142 -150 -158 -14 -166 -22 -30 38 46 54 62 -70 -78 -5

-85 93 -101 109 117 -125 133 141 -149 -157 -13 -165 -21 -29 -37 -45 -53 -61 -69

77 -4 -84 -92 100 108 116 -124 -132 140 -148 -156 -12 -164 -20 -28 -36 -44 -52

-60 68 76 -3 83 91 99 107 115 -123 -131 -139 147 155 -11 163 -19 -27 -35 -43

-51 -59 -67 -75 -2 -82 -90 -98 -106 -114 122 130 138 146 154 -10 162 -18 -26

-34 -42 -50 -58 -66 -74 0

2 r UNSAT

Listing 6.12 shows a snippet from the HQ.qcir file for the robot_shortest model and

hyperproperty.

Listing 6.12: Snippet from HQ.qcir for robot_shortest

1 #QCIR-G14

2 forall(1, 81, 89, 97, ..., 50, 58, 66, 74)

3 exists(169, 249, 257, 265, ..., 218, 226, 234, 242)

4 output(337)

5 339 = or(-1,2,3,4,5,6,7,8)

6 343 = and(1,-2,-3,-4,-5,-6,-7,-8)

7 ...

8 9819 = and(9820,19301)

9 337 = or(338,9819)

10 # 1 : K0_A[0]

11 # 81 : K0_A[10]

12 ...

13 # 65 : K0_A[8]

14 # 73 : K0_A[9]

15 # 8 : a_0_A[0]
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16 # 88 : a_0_A[10]

17 ...

18 # 72 : a_0_A[8]

19 # 80 : a_0_A[9]

20 # 7 : a_1_A[0]

21 # 87 : a_1_A[10]

22 ...

23 # 66 : a_6_A[8]

24 # 74 : a_6_A[9]

25 # 169 : T2_B[0]

26 # 249 : T2_B[10]

27 ...

28 # 233 : T2_B[8]

29 # 241 : T2_B[9]

30 # 176 : a_0_B[0]

31 # 256 : a_0_B[10]

32 ...

33 # 240 : a_0_B[8]

34 # 248 : a_0_B[9]

35 # 175 : a_1_B[0]

36 # 255 : a_1_B[10]

37 ...

38 # 234 : a_6_B[8]

39 # 242 : a_6_B[9]

The values in HQ.quabs indicate the value of the bit for the corresponding HyperQube state

in HQ.qcir as described in Section 5.1.2. In this form, it is difficult to understand its meaning.

Inst2SMV then calculates the values of a for each state and generates the instance file for the

counterexample. Listing 6.13 shows a snippet from the .out file.

Listing 6.13: Snippet from Path-A.out (HyperQube)

1 Trace Description: LTL Counterexample

2 Trace Type: Counterexample

3 -> State: 1.1 <-

4 __this##Board#robot-__-__ = 0

5 -> State: 1.2 <-

6 __this##Board#robot-__-__ = 1

7 -> State: 1.3 <-

8 __this##Board#robot-__-__ = 2

9 -> State: 1.4 <-

10 __this##Board#robot-__-__ = 3

11 ...

12 -> State: 1.18 <-

13 __this##Board#robot-__-__ = 89

14 -> State: 1.19 <-

15 __this##Board#robot-__-__ = 99
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16 -> State: 1.20 <-

17 __this##Board#robot-__-__ = 99

18 -- Loop starts here

19 -> State: 1.21 <-

20 __this##Board#robot-__-__ = 99

As with AutoHyper, it reaches the goal in state 19, but there are two additional states (20 and

21) where it remains at position 99. The loop only starts in state 21.

6.1.3.2 Counterexample Visualization

Figure 6.3 shows the first state from the counterexample. It shows the positions of the obstacles,

the goal, and the robot using relations between each coordinate. The robot starts in P0->P0 and

the goal is in P9>P9. The right panel shows the next step, where all the information is the same

except for the robot position, which is now in P0->P1. Figure 6.4 shows the last state of the

prefix (on the left) and the loop state (on the right). In the last prefix state, the robot position is

now P9->P9 and not P8->P9 like in Section 6.1.2.2 because of the two extra states.

Figure 6.3: Initial state from the counterexample from HyperQube for robot_shortest

6.1.4 Comparison

The tool was able to reconstruct a valid counterexample using either AutoHyper or HyperQube.

The main difference between their counterexamples was that AutoHyper started the loop as soon

as the robot reached the goal, whereas HyperQube reached the goal and waited for two states
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Figure 6.4: Last prefix state and loop state from the counterexample from HyperQube for
robot_shortest

before entering the loop, resulting in two extra states, since both counterexamples reach the goal

through the same path.

6.2 Example robot_two

The robot_two benchmark is a more complex example that illustrates the verification of more

complex systems and also allows visualization of two different traces. It uses the model

robot_robust, which is essentially the same as the one in Section 6.1, except that there are

multiple initial positions and goals. The hyperproperty asserts that there are two different paths to

the goal.

6.2.1 Alloy Model and Property

Listing 6.14 shows a snippet from the model and the property representations in the HyperLTL

extension of Alloy.

Listing 6.14: Snippet from robot_robust.als

1 open util/ordering[Position]

2 sig Position {}

3 abstract sig Op {}
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4 one sig L, R, U, D extends Op {}

5 trace sig Board {

6 obstacles : Position → Position, -- obstacles as set of position pairs

7 goals : Position → Position, -- goals as set of position pairs

8 var robot : Position → Position, -- robot position as set of position

pairs

9 var op : lone Op }

10 pred moveleft[b:Board] {

11 b.op = L

12 some next.(b.robot) and no next.(b.robot) & b.obstacles -- guard: move

if position some and not obstacle

13 b.robot’ = next.(b.robot) } -- effect: move robot

14 pred moveright[b:Board] {...}

15 pred moveup[b:Board] {...}

16 pred movedown[b:Board] {...}

17 pred stutter[b:Board] {

18 no b.op

19 b.robot’ = b.robot } -- do nothing

20 let p0[] { first }

21 ...

22 let p9[] { last }

23 pred board[b:Board] {

24 b.goals = p6 → p9 + p7 → p9 + p8 → p9 -- fix some goals

25 b.obstacles = -- fix some obstacles

26 p5 → p0 + p6 → p0 + ... + p3 → p9 + p4 → p9

27 always one b.robot

28 b.robot in p0 → p0 + p1 → p0 + p2 → p0 -- fix some positions

29 always { -- allowed events

30 (moveleft[b] or moveright[b] or moveup[b] or movedown[b] or stutter[b

]) } }

31 pred same_behaviour[b1,b2:Board] {

32 b1.op = b2.op }

33 pred TwoPaths {

34 some b1:Board | (board[b1] and eventually b1.robot in b1.goals) and some

b2:Board | (board[b2] and eventually b2.robot in b2.goals) and not (

always same_behaviour[b1,b2]) }

35 run TwoPaths for 10 Position, 20 steps, 0 Int expect 1

This model also represents a robot moving on a 10x10 two-dimensional grid, as in Sec-

tion 6.1.1. One difference in this model is that the Board has an extra field, op (operation). This

can be L, R, U, and D, which accompanies moveleft, moveright, moveup, and movedown, re-

spectively. This will be used to verify the predicate same_behaviour, which compares whether

the robot performs the same operation in both traces at the same state. Another major difference

between the models is that robot_robust has three initial positions (p0 -> p0, p1 -> p0, and p2
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-> p0) and three goal positions (p6 -> p9, p7 -> p9, and p8 -> p9).

The hyperproperty under verification is defined by the predicate TwoPaths. It checks whether

two successful traces reach a goal but differ in their sequences of operations. The property quan-

tifies over two traces and requires that, at least once, they perform different operations.

6.2.2 AutoHyper

Just like in sec:example-robot-shortest, after running Electrod, the pipeline branches

into AutoHyper- and HyperQube-centric approaches, so it will also be necessary to separate the

results from the two implementations. This subsection focuses on the AutoHyper pipeline, while

Section 6.2.3 focuses on HyperQube’s.

6.2.2.1 Intermediate Representations and Verification Results

The Alloy analyzer generates ELO files, which Electrod used to generate SMV files, a .hp, and an

.info file. Just like in the robot_shortest example, these files are very extensive and difficult

to read. HyperSMV generates -ah.exp files from the SMV files, alongside a formula.ah file for

the hyperproperty, and a .names file for backtracking purposes. Listing 6.15 shows the .names

file for the robot_robust model.

Listing 6.15: TwoPaths.smv.names (AutoHyper)

1 __this##Board#op-__ := a

2 __this##Board#robot-__-__ := b

This means that the operation performed in that state will be denoted by a, and the robot’s

position on the board will be denoted by b until the counterexample is reconstructed as an SMV

instance.

The Listing 6.16 shows a snippet from an .-ah.exp file for the robot_robust model.

Listing 6.16: Snippet from TwoPaths-A-ah.exp

1 Variables: ("a" Int)

2 Init: 0 1 2 4 5 6 7 8 9 10 11

3 --BODY--

4 State: 0 {("a" 0)}

5 0 6 9

6 State: 1 {("a" 0)}

7 1 4 7 10

8 State: 2 {("a" 0)}

9 2 5 8 11

10 State: 4 {("a" 1)}

11 0 6 9
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12 ...

13 State: 344 {("a" 4)}

14 325 326 327 328 329

15 State: 345 {("a" 0)}

16 345 346 349

17 State: 346 {("a" 1)}

18 340 341 342 344

19 State: 349 {("a" 4)}

20 335 336 338 339

21 --END--

This file lists all possible states in this model and details the operation executed at each state

(left, right, up, or down). Their state number will be used to understand the counterexample

returned by AutoHyper. The part in brackets and parentheses indicates which operation is taken.

And Listing 6.17 shows the formula.ah file for the property expressed in the Path predi-

cate.

Listing 6.17: formula.ah for robot_two

1 forall A. forall B.

2 (G {((("a"_B = 0) & ("a"_A = 0)) | (("a"_B = 1) & ("a"_A = 1)) | (("a"_B = 2) & ("a

"_A = 2)) | (("a"_B = 3) & ("a"_A = 3)) | (("a"_B = 4) & ("a"_A = 4)))})

This formula means that for all traces A and for all traces B, the operation taken in a state in

both states will always be the same. This formula does not mention the robot reaching the goal

position.

AutoHyper generates a cex.ah file from the -ah.exp files and the formula.ah. List-

ing 6.18 shows a snippet from the cex.ah file for the robot_robust model with the

robot_two hyperproperty.

Listing 6.18: Snippet from the cex.ah for robot_two

1 ======= Witnesses =======

2 A: (0 0 0 0 ... 24 9 24 9) (24 0 0 0 ... 24 9 24 9)

3 B: (6 1 4 0 ... 134 109 79 54) (29 1 4 0 ... 134 109 79 54)

4 =========================

5

6 UNSAT

It lists the sequence of states from Listing 6.3, but in this case, it is unintelligible because each

trace has more than 8000 states, making it impossible for a human to understand the output.

Inst2SMV translates cex.ah into an instance file for the counterexample. Listing 6.19 shows

a snippet from the .out file.
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Listing 6.19: Snippet from TwoPaths-A.out (AutoHyper)

1 Trace Description: LTL Counterexample

2 Trace Type: Counterexample

3 -> State: 1.1 <-

4 __this##Board#op-__ = 0

5 -> State: 1.2 <-

6 __this##Board#op-__ = 0

7 ...

8 -> State: 1.4495 <-

9 __this##Board#op-__ = 4

10 -> State: 1.4496 <-

11 __this##Board#op-__ = 3

12 -- Loop starts here

13 -> State: 1.4497 <-

14 __this##Board#op-__ = 4

15 -> State: 1.4498 <-

16 __this##Board#op-__ = 0

17 ...

18 -> State: 1.8991 <-

19 __this##Board#op-__ = 4

20 -> State: 1.8992 <-

21 __this##Board#op-__ = 3

Since twopaths-a-ah-exp lacked the position for each state, the counterexample also lacks

the position, making this counterexample incomprehensible as well.

6.2.2.2 Counterexample Visualization

Electrod generated the XML file, but Alloy failed to generate the respective .cnf.xml file, pos-

sibly due to the lack of the robot position in the intermediate files.

6.2.3 HyperQube

As mentioned in Section 6.2.2, this subsection focuses on the HyperQube’s verification results and

counterexample visualizations.

6.2.3.1 Intermediate Representations and Verification Results

The pipeline only branches after Electrod, so the ELO, SMV, .hp, and .info files are the same

as the ones mentioned in Section 6.2.2.1. From this point, HyperSMV generates -hq.smv files

from the SMV files, alongside a formula.hq file for the hyperproperty, and a .names file for

backtracking purposes. Listing 6.20 shows the .names file for the robot_robust model.

Listing 6.20: TwoPaths.smv.names (HyperQube)
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1 __this##Board#op-__ := a

2 __this##Board#robot-__-__ := b

This means that the operation performed in that state will be denoted by a, and the robot’s

position on the board will be denoted by b until the counterexample is reconstructed as an SMV

instance, as it was in Section 6.2.3.1.

The Listing 6.21 shows a snippet from one of the .-hq.exp files for the robot_robust

model.

Listing 6.21: Snipet from TwoPaths-A-hq.smv

1 MODULE main

2 VAR

3 a : 0..4;

4 b : 0..99;

5 DEFINE

6 K0 := (! ((b = 89) | (b = 79) | (b = 69)));

7 INIT

8 ((! (b = 2)) & (! (b = 54)) & ... & (! (b = 41)) & (! (b = 45)))

9 TRANS

10 ((((next (b = 27)) <-> (b = 26)) & ((next (b = 78)) <-> (b = 77)) & ... & ((next (b

= 66)) <-> (b = 65)) & ((next (b = 73)) <-> (b = 72))) | ... | (((next (b =

30)) <-> (b = 20)) & ((next (b = 15)) <-> (b = 5)) & ... & (! (b = 29)) & (! (

next (b = 1)))))

This file defines the position as the numbers from 0 to 99, makes a definition for this trace

so that the robot doesn’t reach positions 69, 79, or 89, lists all possible initial values of b, i.e.,

initial positions, and all possible transitions, i.e., the robot’s valid movements (including staying

in the same place), paired up with the position after said movement. The initial position is defined

by negating that it can be in any other position, leaving only (a = 0), (a = 10), and (a = 20).

The possible transitions exclude all positions occupied or orthogonally blocked by obstacles. The

positions are represented by 2-digit integers, with each digit corresponding to a coordinate. The

positions where the first coordinate is 0 are represented as a single-digit number, i.e., 0 for 00.

The operations range from 0 to 4, being 0 the stutter, 1, left, 2, right, 3, up, and 4, down. The

other .-hq.exp file is almost the same except for K0, which is called K1.

Listing 6.22 shows the formula.hq file for the property expressed in the TwoPaths predi-

cate.

Listing 6.22: formula.hq for robot_two

1 forall A. forall B.

2 ((G ((*a[A] = 2* <-> *a[B] = 2*) /\ (*a[A] = 1* <-> *a[B] = 1*) /\ (*a[A] = 3* <->

*a[B] = 3*) /\ (*a[A] = 4* <-> *a[B] = 4*))) \/ (G (K0[A])) \/ (G (K1[B])))
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This formula means that for all traces A and for all traces B, the operation taken in a state

in both states will always be the same, or the robot from one of the traces will never be in a

goal position. This formula corresponds to the negation of the original TwoPaths property, so a

counterexample to the backend formula can be interpreted as a witness to the original property.

HyperQube generates a HQ.quabs and a HQ.qcir files from the -hq.smv files and the

formula.hq. Listing 6.23 shows a snippet from the HQ.quabs file for the robot_robust

model and the robot_two hyperproperty.

Listing 6.23: Snippet from the HQ.quabs for robot_two

1 V 1 -111 -122 -133 -144 -155 -166 -177 -188 -199 -210 12 -221 23 34 -45 -56 ...

-247 -456 -258 -269 -280 -291 -302 -313 -324 -335 0

2 r UNSAT

Listing 6.24 shows a snippet from the HQ.qcir file for the robot_robust model and hy-

perproperty robot_two.

Listing 6.24: Snippet from HQ.qcir for robot_two

1 #QCIR-G14

2 forall(1, 111, 122, 133, 144, 155, ..., 434, 445, 247, 456, 258, 269, 280, 291,

302, 313, 324, 335)

3 output(463)

4 467 = or(-1,-2,3,4,5,6,-7,8,-9,10,11)

5 468 = or(-1,-2,3,4,5,6,7,8,9,10,11)

6 ...

7 99777 = or(99778,100785)

8 463 = or(464,99777)

9 # 1 : K0_A[0]

10 ...

11 # 100 : K0_A[9]

12 # 232 : K1_B[0]

13 ...

14 # 331 : K1_B[9]

15 # 4 : a_0_A[0]

16 ...

17 # 103 : a_0_A[9]

18 # 235 : a_0_B[0]

19 ...

20 # 334 : a_0_B[9]

21 # 3 : a_1_A[0]

22 ...

23 # 332 : a_2_B[9]

24 # 11 : b_0_A[0]

25 ...
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26 # 110 : b_0_A[9]

27 # 242 : b_0_B[0]

28 ...

29 # 341 : b_0_B[9]

30 # 10 : b_1_A[0]

31 ...

32 # 335 : b_6_B[9]

The values in HQ.quabs indicate the value of the bit for the corresponding HyperQube state

in HQ.qcir as described in Section 5.1.2. In this form, it is difficult to understand its meaning.

Inst2SMV then calculates the values of a and b for each state and generates the instance file for

the counterexample. Listings 6.25 and 6.26 shows snippets from the .out files of both traces.

Listing 6.25: Snippet from TwoPaths-A.out (HyperQube)

1 Trace Description: LTL Counterexample

2 Trace Type: Counterexample

3 -> State: 1.1 <-

4 __this##Board#op-__ = 0

5 __this##Board#robot-__-__ = 20

6 -> State: 1.2 <-

7 __this##Board#op-__ = 2

8 __this##Board#robot-__-__ = 20

9 -> State: 1.3 <-

10 __this##Board#op-__ = 1

11 __this##Board#robot-__-__ = 30

12 -> State: 1.4 <-

13 __this##Board#op-__ = 4

14 __this##Board#robot-__-__ = 20

15 -> State: 1.5 <-

16 __this##Board#op-__ = 0

17 __this##Board#robot-__-__ = 0

18 ...

19 -> State: 1.20 <-

20 __this##Board#op-__ = 0

21 __this##Board#robot-__-__ = 0

22 -- Loop starts here

23 -> State: 1.21 <-

24 __this##Board#op-__ = 0

25 __this##Board#robot-__-__ = 0

Listing 6.26: Snippet from TwoPaths-B.out (HyperQube)

1 Trace Description: LTL Counterexample

2 Trace Type: Counterexample
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3 -> State: 1.1 <-

4 __this##Board#op-__ = 2

5 __this##Board#robot-__-__ = 0

6 -> State: 1.2 <-

7 __this##Board#op-__ = 2

8 __this##Board#robot-__-__ = 10

9 -> State: 1.3 <-

10 __this##Board#op-__ = 0

11 __this##Board#robot-__-__ = 20

12 -> State: 1.4 <-

13 __this##Board#op-__ = 4

14 __this##Board#robot-__-__ = 20

15 -> State: 1.5 <-

16 __this##Board#op-__ = 0

17 __this##Board#robot-__-__ = 0

18 -> State: 1.20 <-

19 __this##Board#op-__ = 0

20 __this##Board#robot-__-__ = 0

21 -- Loop starts here

22 -> State: 1.21 <-

23 __this##Board#op-__ = 0

24 __this##Board#robot-__-__ = 0

They start differently, but then, in state 5, they return to position 0 (from position 20, which

should be impossible) and remain there until the loop, failing to reach the goal position.

6.2.3.2 Counterexample Visualization

Figure 6.5 shows the first state from the counterexample. Both traces show the positions of

the obstacles, the goal, and the robot using relations between each coordinate. In contrast to

robot_shortest, this visualization also shows the operations and indicates which operation is

performed at each step. The robot starts in P2->P0, in trace A, and in P0->P0, in trace B. The

goals are in P6>P9, P7>P9, and P8>P9 in both traces. In trace A, no operation is executed, while

in trace B, the robot performs the R operation. The right panel shows the next step: the robot’s

position in trace A remains unchanged (because no operation was performed), and in trace B it is

now P10->P0, having just moved to the right. Figure 6.6 shows the last state of the prefix (on the

left) and the loop state (on the right).

6.2.4 Comparison

The tool failed to reconstruct a valid counterexample with either AutoHyper or HyperQube, for

different reasons. AutoHyper returns a huge, unintelligible counterexample and, in addition, lacks

the robot’s position, causing the pipeline to be interrupted because the low-level counterexample

was missing information. Using HyperQube, it generates counterexamples that can be visualized,
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Figure 6.5: Initial state from the counterexample from HyperQube for robot_two

Figure 6.6: Last prefix state and loop state from the counterexample from HyperQube for
robot_two
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but they do not represent a realistic trace because, at some point, the robot stays at position 0, even

though it was not next to that position in the previous step.

6.3 Discussion

The previous sections presented the pipeline’s behavior in two examples, highlighting how it takes

the high-level model, runs the verification pipeline, and displays a visualization of the counterex-

ample returned by the low-level tools, albeit with varying degrees of success. This section dis-

cusses the differences in abstraction levels among the input models, hyperproperties, and output

instances. Besides that, it analyses how different tools perform as the model size scales. Finally,

it discusses the trade-offs between the two backend tools, considering their scalability and the

conclusiveness of their verification results.

6.3.1 Input and Output Abstraction

In the proposed approach, only a single Alloy specification is required, containing both the system

model and the hyperproperty. The model is described in relational terms, making it easier to

express the problem concisely. This contrasts with the lower-level models used by the backend

solvers and the instances they return. AutoHyper and HyperQube do not operate directly over

the Alloy model, as they require explicit-state or SMV representations, coupled with a separate

file for the HyperLTL formula. Besides being split into different files, these files are much harder

to write, inspect, or change manually because they encode the systems as states, transitions, and

simple variables rather than the relational structures from Alloy. This abstraction gap also applies

to backend tools’ outputs, as they return instances in their own format, which requires effort to

make them minimally understandable. This is the main reason why there is a necessity to translate

them back to the Alloy abstraction level.

6.3.2 Performance and Scalability

Besides the abstraction level of the inputs and outputs, another important aspect to evaluate is how

the pipeline behaves as the model size increases. For this purpose, the performance evaluation

focuses on the robot_shortest example, as both backends can produce reconstructible coun-

terexamples, making it suitable for comparing their behavior as the model size increases. This

test is performed by increasing the board size and the number of obstacles. The creation of the

expanded grids was assisted by Large Language Models (LLMs). Table 6.1 compares the average

execution times for each model and each backend tool, measured in seconds. Table 6.2 compares

the average execution times for different grid sizes (10x10, 20x20, and 40x40) for each backend

tool, measured in seconds. These are the times from the last Alloy call (when generating the hy-

perproperty from LTLSPEC) until the counterexample is ready for visualization. This is because

the first steps in the pipeline count as different solves, and since they do not return the solution,

their time is not accounted for internally.
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Table 6.1: Execution times for each benchmark (seconds)

Tool robot_shortest robot_two
AutoHyper 3.33s N/A
HyperQube 4.85s 11.67s

For the smaller models, AutoHyper is slightly faster than HyperQube, and the executions

for robot_shortest are also faster than the executions for robot_two. Execution times for

robot_two using AutoHyper could not be recorded because the runs failed to complete. As the

grid size increases, AutoHyper’s runtime becomes much larger than HyperQube’s, to the point

that AutoHyper’s execution times for 20x20 were too large to record, indicating that HyperQube’s

bounded approach scales better than AutoHyper’s complete approach.

Beyond execution time, the model and property file sizes (Tables 6.3 to 6.6) provide a comple-

mentary view of scalability. The raw model and property sizes are identical between the two tools

for a given configuration, as both consume the same input before backend-specific processing; the

difference emerges only after optimization. On the model side, AutoHyper consistently produces

smaller optimized models than HyperQube whenever it completes (e.g., 2.4 kB vs. 23.0 kB at

10×10, and 15.3 kB vs. 94.6 kB at 20×20), reflecting its more aggressive minimization. How-

ever, this advantage is contingent on AutoHyper being able to finish: at 40×40, its optimization

step times out entirely, mirroring its behavior on execution time, while HyperQube still returns a

bounded optimized model (391.0 kB). On the property side, the trend is reversed: HyperQube’s

optimized property size remains nearly constant (75 B–179 B) across all benchmarks and grid

sizes, consistently smaller than AutoHyper’s, whose optimized property size grows with the grid

(1.1 kB at 10×10, 5.7 kB at 20×20) and also times out at 40×40. Taken together, these re-

sults suggest that HyperQube’s bounded approach does not necessarily yield smaller artifacts than

AutoHyper’s at smaller scales, but it degrades more gracefully: it keeps producing usable, size-

bounded output as the grid grows, whereas AutoHyper’s outputs are typically more compact when

it succeeds but the pipeline itself becomes intractable past a certain size.

6.3.3 Backend Tradeoff

The results also highlight an important trade-off between the two backend tools. AutoHyper per-

forms complete verification of the generated explicit-state models. This means that its answers

are conclusive with respect to the translated model: if the property is satisfied or violated, the

result refers to all reachable behaviors of the model. However, this completeness comes at a cost.

As shown in Table 6.2, AutoHyper’s execution time increases significantly when the size of the

Table 6.2: Execution times for different grid sizes (seconds)

Tool 10×10 20×20 40×40
AutoHyper 3.33s 91.86s timeout
HyperQube 4.85s 24.02s 174.00s
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Table 6.3: Model sizes for each benchmark

Tool robot_shortest robot_two
raw opt. raw opt.

AutoHyper 272.0 kB 2.4 kB 297.5 kB 12.8 kB
HyperQube 272.0 kB 23.0 kB 297.5 kB 23.2 kB

Table 6.4: Property sizes for each benchmark

Tool robot_shortest robot_two
raw opt. raw opt.

AutoHyper 68.5 kB 1.1 kB 33.1 kB 176 B
HyperQube 68.5 kB 75 B 33.1 kB 179 B

Table 6.5: Model sizes for different grid sizes

Tool 10×10 20×20 40×40
raw opt. raw opt. raw opt.

AutoHyper 272.0 kB 2.4 kB 1.5 MB 15.3 kB 6.4 MB timeout
HyperQube 272.0 kB 23.0 kB 1.5 MB 94.6 kB 6.4 MB 391.0 kB

Table 6.6: Property sizes for different grid sizes

Tool 10×10 20×20 40×40
raw opt. raw opt. raw opt.

AutoHyper 68.5 kB 1.1 kB 375.0 kB 5.7 kB 1.6 MB timeout
HyperQube 68.5 kB 75 B 375.0 kB 75 B 1.6 MB 75 B
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board increases, which makes it less scalable for larger instances. HyperQube, on the other hand,

follows a bounded approach. Instead of exploring the entire state space, it searches for witnesses

or counterexamples within a fixed number of states. This makes it more scalable in some cases,

as observed when increasing the grid size, but it also affects the conclusiveness of the result. This

trade-off is also reflected in the artifact sizes reported in Section 6.3.2, though its direction differs

between models and properties. For optimized models, AutoHyper’s complete approach tends to

produce smaller artifacts when it succeeds, as its exhaustive analysis of the state space allows for

more aggressive minimization; however, this same exhaustiveness is what causes it to time out

on larger instances, at which point no optimized model is produced at all. HyperQube’s bounded

approach, in contrast, consistently returns an optimized model regardless of grid size, even if that

model is comparatively larger, since it constrains its search rather than attempting to minimize

over the full state space. For optimized properties, the pattern reverses: HyperQube’s property

sizes remain small and nearly constant across all grid sizes, while AutoHyper’s grow with the grid

and eventually time out as well. Taken together, these results show that AutoHyper’s completeness

does not uniformly translate into more compact output, and that HyperQube’s bounded approach

is the more consistently scalable of the two, both in execution time and in its ability to produce

a usable artifact at every grid size tested. The interpretation of the result depends on whether the

property is existential or universal. For existential properties, finding a witness within the selected

bound is conclusive, since the witness corresponds to an actual behavior of the model. However,

failing to find such a witness only shows that none exists up to the chosen bound; one may still

exist at a greater depth. Conversely, for universal properties, finding a counterexample within the

bound is conclusive because it demonstrates a genuine violation of the property. If no counterex-

ample is found, the result remains valid only up to that bound, as it may still appear beyond the

explored depth.
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Discussion

This chapter discusses the results obtained throughout the dissertation and relates them back to

the problem, objectives, research questions, and hypothesis introduced in Chapter 1. It begins

by revisiting the original problem and the goals that guided the work. Then, it summarizes the

proposed solution and its main contributions, followed by a discussion of the conclusions drawn

from the evaluation. Finally, it outlines possible directions for future work.

7.1 Problem and Objectives

This dissertation addresses the gap between high-level specification and low-level verification of

hyperproperties. Hyperproperties are relevant for expressing security and privacy requirements

that relate multiple executions of a system, but existing model checkers for HyperLTL generally

operate over low-level representations and produce outputs that are difficult to interpret directly,

so even when a verification result is obtained, understanding it remains challenging. The main ob-

jective of this work was therefore to investigate how an Alloy-based architecture could bridge this

gap. This motivated the formulation of two research questions that guided this work, presented

in Section 1.4: how can high-level hyperproperty specifications be effectively translated into low-

level formal representations for the back-end model checker for HyperLTL (RQ1), and how can

low-level feedback from verification tools be abstracted back into high-level human-readable out-

puts (RQ2)? In this sense, the discussion of the proposed solution and evaluation results should

be understood in relation to the hypothesis presented in Section 1.5: an architecture can be de-

signed to describe a pipeline to formally express hyperproperties at a high level, translate them

into low-level formal representations to be verified with existing model checkers for HyperLTL,

and present their feedback in a human-friendly way.

7.2 Proposed Solution and Contributions

The solution proposed in this dissertation consists of a verification pipeline [81] that connects

high-level hyperproperty specification in Alloy with existing low-level model checkers for Hy-

85
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perLTL. The architecture follows a pipeline in which the original Alloy specification is translated

through a sequence of intermediate tools, including Electrod and HyperSMV, until it reaches a

format accepted by the selected backend solver (AutoHyper or HyperQube, at the moment). After

verification, the result produced by the backend is processed in reverse by Inst2SMV and Electrod

until it reaches Alloy again, which can produce visualizable counterexamples. The main contribu-

tions of this work include Inst2SMV, which is the first step in reconstructing the counterexamples

from the backend solvers, the modification of Alloy’s visualization, enabling multiple trace visu-

alization, and, primarily, the pipeline itself, because the most important part was joining all the

aforementioned pieces to enable the full pipeline.

7.3 Evaluation Conclusions

The evaluation showed that the proposed pipeline can bridge the gap between high-level Alloy

specifications and existing HyperLTL model checkers, recovering backend results in a form that

can be interpreted at the Alloy level. The analysis throughout the evaluation shows that the ar-

chitecture can generate necessary intermediate representations, call different backends, and trans-

form verification feedback into visualizable counterexamples; however, there are still cases where

it cannot do so. Regarding RQ1, the evaluation shows that high-level hyperproperty specifica-

tions can be translated into low-level formal representations accepted by backend model checkers

for HyperLTL. It works for some examples, demonstrating that the pipeline can generate the re-

quired intermediate files and adapt the original Alloy-level specification to the formats expected

by AutoHyper and HyperQube, but not working for all examples dampens its utility, as it is not

generalized to all models and properties. Regarding RQ2, the evaluation shows that low-level

feedback from verification tools can be abstracted back into high-level, human-readable outputs

when the backend provides sufficient information to reconstruct the corresponding traces. In suc-

cessful cases, Inst2SMV and Electrod enable the transformation of backend-level counterexamples

into Alloy-level temporal instances, allowing them to be inspected via Alloy’s visualizer. How-

ever, the evaluation also shows that this reconstruction is fragile. Some backend results could

not be reconstructed into visualizable counterexamples. This occurred either because the back-

end did not produce a counterexample, or because, due to a limitation in the current interaction

with HyperSMV, the optimized SMV model omitted variables required for trace reconstruction.

Consequently, the resulting counterexample did not contain sufficient information to be translated

back into an Alloy execution and displayed by the visualization component. From a performance

perspective, the results indicate that the pipeline is suitable for demonstrating the approach’s feasi-

bility, but scalability remains a concern. Execution times increase with model size, especially for

AutoHyper and complete model checking. HyperQube with bounded model checking scales better

at the cost of possible inconclusiveness. This trade-off extends beyond execution time to the size

of the generated artifacts. AutoHyper’s optimized models tend to be smaller than HyperQube’s

when it is able to complete, reflecting its exhaustive minimization over the full state space, but it

produces no optimized artifact at all once execution times out, whereas HyperQube consistently
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returns a bounded artifact regardless of grid size. Conversely, HyperQube’s optimized properties

remain small and largely constant in size across all grid sizes, while AutoHyper’s grow with the

model and eventually fail to complete as well. This is the main trade-off between the two back-

end tools. Overall, the evaluation supports the hypothesis introduced in Section 1.5. The results

show that it is possible to design an architecture that expresses hyperproperties at a high level,

translates them into low-level representations for existing HyperLTL model checkers, and recon-

structs the resulting feedback into a more human-friendly form. At the same time, the evaluation

shows that this is not always guaranteed for every model, property, or backend output, meaning

that robustness and scalability remain important challenges.

7.4 Future Work

The limitations identified throughout the evaluation suggest several possible directions for future

work. One important direction is to improve the robustness of the reconstruction process, mak-

ing the tool applicable to a broader range of models and HyperLTL hyperproperties expressed

in Alloy. Scalability is also an important area for future improvement. The performance re-

sults show that execution times increase with model size, especially when using complete model

checking. Future work could explore optimizations in the translation process, reduce unneces-

sary intermediate steps, or investigate backend configurations that improve performance. Another

point that could be improved is cleaning the modified Alloy codebase. Some secondary features,

such as the Evaluator and the new configurations, are not fully optimized for multiple traces. Be-

sides those, the Visualizer is not yet ready to handle executing multiple Alloy commands at once.

The way the pipeline is invoked within Alloy could also be refined. And some parameters from

HyperSMV/AutoHyper/HyperQube are hard-coded in Alloy’s options and could be made more

configurable. Finally, another improvement to consider in the future is integrating new backend

HyperLTL model checkers as they are developed.

7.5 Final Remarks

This dissertation demonstrated the feasibility of using Alloy as a high-level front-end for hyper-

property verification through existing HyperLTL model checkers. The proposed pipeline demon-

strates how to connect high-level specifications to low-level backend solvers and reconstruct por-

tions of their feedback as Alloy-level visualizations. However, the approach remains dependent

on external tools, and counterexample reconstruction is not yet robust for all cases. Nevertheless,

the implemented architecture supports the dissertation’s hypothesis and provides a foundation for

future work on more usable verification environments for hyperproperties.
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