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Resumo

A tese apresenta o Skynet, uma arquitetura nova para Intrusion Tolerant System (ITS)
adaptativa e dindmica, projetada para resistir e mitigar ameagas cibernéticas cada vez mais
sofisticadas e multidominio, integrando conceitos de ciberseguranca, Artificial Intelligence
(Al) e sistemas distribuidos. Abordando as limitagoes das defesas perimetrais tradicionais
e dos protocolos convencionais Byzantine Fault Tolerance (BFT), o Skynet reconhece a
inevitabilidade das violagoes, especialmente provenientes de Advanced Persistent Threats
(APTs), e foca em manter a resiliéncia do sistema através da diversidade, redundéncia,
recuperagao proativa e reconfiguracdo dinamica. A arquitetura distingue entre um Plano
de Controlo confidvel e seguro—que gere a avaliacao de riscos, configuracao e orquestracao
utilizando médulos impulsionados por Al, como o gestor de risco HAL 9000 (HAL)—e um
Plano de Execucdo nao confiavel, exposto a adversarios. A tese detalha a integracdo do
Skynet na recolha de informagao de ameagas em tempo real (via o médulo Vulnerability Ex-
ploit Hunter Killer (VExHK)), pontuagao de vulnerabilidades baseada em Machine Learn-
ing (ML), e detecao de intrusdes aprimorada por Federated Learning (FL) para otimizar
configurac¢bes do sistema, minimizando o risco de seguranga e maximizando a resiliéncia a
comprometimentos correlacionados. Sistemas complementares como o Electric Vehicle Se-
curity orchestration, automation, and response (EVSOAR), que utiliza a infraestrutura de
carregamento de Electric Vehicles (EV) para uma detegio e resposta a intrusoes segura e
com baixa laténcia, e o Linked Entities for Governance of Intrusion and Operational Norms
of Intrusion Tolerant Systems (LegionITS), uma arquitetura federada de ITS que permite o
partilha de inteligéncia contra ciberameacas entre organizacoes preservando a privacidade,
demonstram a aplicabilidade pratica e escalabilidade da arquitetura proposta. Avaliagoes
experimentais destacam a superioridade do HAL na redugdo das janelas de exposicao ao
risco, através de pontuacbes automaéticas e preditivas de vulnerabilidades e avaliacdo de
risco, enquanto as avaliagoes de rede do EVSOAR mostram melhorias significativas na
laténcia, capacidade de throughput e eficicia de detecdo em comparacao com operacoes
tradicionais de seguranga veicular. A abordagem federada do LegionITS aborda os desafios
de privacidade, escalabilidade e confianga inerentes a colaboragao multi-organizacoes. A
tese defende que um design multidisciplinar que integra protocolos de consenso BF'T, gestao

adaptativa de risco impulsionada por Al, colaboracio federada preservadora da privacidade
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e orquestragdo automatizada constitui uma base poderosa para arquiteturas de cibersegu-
ranca resilientes de préxima geracio, capazes de proteger infraestruturas criticas e sistemas

complexos contra ameacas cibernéticas em evolucgao.
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Abstract

The thesis presents Skynet, a novel architecture for adaptive, dynamic Intrusion Tolerant
System (ITS) designed to withstand and mitigate increasingly sophisticated, multi-domain
cyber threats by integrating concepts from cybersecurity, Artificial Intelligence (AI), and
distributed systems. Addressing the limitations of traditional perimeter defenses and con-
ventional Byzantine Fault Tolerance (BFT) protocols, Skynet acknowledges the inevitabil-
ity of breaches, particularly from Advanced Persistent Threats (APTs), and focuses on
maintaining system resilience through diversity, redundancy, proactive recovery, and dy-
namic reconfiguration. The architecture distinguishes between a trusted, secure Control
Plane—which manages risk assessment, configuration, and orchestration using Al-driven
modules such as the HAL 9000 (HAL) risk manager—and an untrusted Execution Plane
exposed to adversaries.

The thesis elaborates on Skynet’s integration of real-time threat intelligence gathering
(via the Vulnerability Exploit Hunter Killer (VExHK) module), Machine Learning (ML)-
based vulnerability scoring, and Federated Learning (FL)-enhanced intrusion detection
to optimize system configurations for both minimal security risk and maximal resilience
to correlated compromises. Complementary systems such as Electric Vehicle Security or-
chestration, automation, and response (EVSOAR), which leverages Electric Vehicles (EV)
charging infrastructure for secure, low-latency intrusion detection and response, and Linked
Entities for Governance of Intrusion and Operational Norms of Intrusion Tolerant Systems
(LegionITS), a federated ITS architecture enabling privacy-preserving cyber threat intelli-
gence sharing across organizations, demonstrate the practical applicability and scalability
of the proposed architecture.

Experimental evaluations highlight HAL’s superiority in reducing risk exposure win-
dows through automated, predictive vulnerability scoring and risk assessment. In contrast,
EVSOAR’s network evaluations demonstrate significant improvements in latency, through-
put, and detection efficacy compared to traditional vehicle security operations. The feder-
ated approach of LegionITS addresses privacy, scalability, and trust challenges inherent in
multi-organization collaboration.

The thesis argues that a multidisciplinary design integrating BFT consensus protocols,
Al-driven adaptive risk management, privacy-preserving federated collaboration, and au-

tomated orchestration forms a powerful basis for next-generation resilient cybersecurity
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architectures, capable of protecting critical infrastructures and complex systems against

evolving cyber threats.
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Terminology
Atomic Broadcast: A communication abstraction related to consensus, ensuring all cor-

rect replicas deliver the same set of messages in the same order.

Byzantine Faults: Failures where nodes in a distributed system act arbitrarily, including
lying, collusion, or malicious behavior, making them harder to detect and mitigate

than simple crash faults.

BFT: A class of distributed consensus and state-machine-replication protocols that keep
a replicated service safe and available as long as no more than f of 3f + 1 replicas
behave arbitrarily (Byzantine faults), including when compromised by an adversary.
BFT provides agreement and consistent ordering among replicas; it is a core mech-
anism for building intrusion-tolerant systems, but does not by itself constitute in-
trusion tolerance, which additionally requires diversity, proactive recovery, intrusion

detection, and dynamic reconfiguration.

Consensus Algorithm [1] (also known as agreement or steady state): A protocol
that allows all non-faulty nodes in a distributed system to agree on a single value,

maintaining consistency even when some nodes exhibit Byzantine faults.

Complexity Metrics [2]: Measures such as message complexity, communication com-

plexity, and step/round complexity used to evaluate protocols.

Cryptographic Primitives: Fundamental building blocks such as digital signatures, Mes-
sage Authentication Codes (MACs), threshold cryptography, and verifiable random

functions (VRFs) that ensure authenticity, integrity, and sometimes anonymity.

Diversity: The use of distinct versions of software or hardware components within a

system to reduce the risk that a single vulnerability affects all components.

Equivocation: Behavior where a faulty node sends conflicting or inconsistent messages
to different replicas. Traditional BFT protocols prevent this by constructing quo-
rums that intersect in honest replicas. Protocols that use Trusted Components stop

equivocation by relying on secure elements that adversaries cannot compromise.

DP [3]: A privacy technique that adds statistical noise to data or model updates to prevent

information leakage.
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FL [4]: A decentralized machine learning approach where models are trained across mul-
tiple devices without sharing raw data, exchanging only model updates to enhance

privacy.

Intrusion Tolerance [5]: The ability of a system to operate correctly even when some
components are compromised by attackers. Unlike traditional security, which focuses
only on prevention, intrusion tolerance assumes breaches occur and emphasizes re-

silience and mitigation.

Homomorphic Encryption (HE) [6]: A cryptographic method allowing computations

on encrypted data without decrypting it, preserving privacy.

Quorum: A subset of nodes whose collective agreement is required for consensus decisions.
In BFT systems, a quorum is usually at least 2f 4+ 1 out of 3f 4+ 1 nodes, where f is

the maximum tolerated faulty nodes.

Redundancy: The intentional duplication of critical components or functions to increase
system reliability and availability even if some components fail or are attacked. Re-

dundant parts may be active or standby.

Self-Healing: The ability of a system to automatically detect, isolate, and restore com-

promised components to recover from intrusions.

SMR [7]: A technique for ensuring consistency by replicating services across nodes and

executing the same sequence of operations.

Threshold Cryptography: A cryptographic scheme where a secret is divided among
nodes, requiring cooperation of a threshold subset to perform operations, enhancing

security.

Trusted Component: A secure hardware or software element immune to Byzantine
faults, used to improve fault tolerance or performance in BE'T protocols. Trusted com-
ponents perform simple tasks securely (e.g., signature verification), reducing replica

requirements while preserving safety and liveness.

Unsupervised Learning: A type of machine learning where models identify patterns

from unlabeled data without predefined outputs.

View Change: In BFT protocols, the process of switching to a new leader node when

the current one is suspected faulty or compromised.
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AI: The field of computer science focused on creating systems capable of tasks that require

human intelligence, such as learning, reasoning, and problem-solving.

ML: A subset of AI where systems learn patterns from data to make predictions or deci-

sions without explicit programming.
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1. Introduction

1.1. Context and Motivation

The digitalization of services and the rise of cyberattacks have exposed the limits of tra-
ditional perimeter-based defenses, which lack adaptive capabilities once breached. Modern
systems’ complexity requires resilient mechanisms that prioritize continuous service over
pure prevention.

Intrusion Tolerant Systems (ITSs) address this challenge by counteracting unautho-
rized actions through redundancy, diversity, rejuvenation, and N-version programming.
Originating from the DELTA-4 project [8] and formalized by Verissimo et al. [9], ITS shift
the focus from solely detecting intrusions to actively mitigating, recovering, and sustaining
system availability.

Intrusion tolerance is a non-functional dependability property: the ability of a system to
continue delivering correct service despite the partial compromise of some of its components
by an adversary. An intrusion-tolerant system (I'TS) is a system engineered to provide this
property—typically through redundancy, diversity, and Byzantine Fault Tolerance (BFT)
replication—so that the compromise of a bounded subset of components cannot subvert
the system as a whole.

The emergence of Advanced Persistent Threats (APTs) [10], stealthy, targeted, and
state-sponsored, has accelerated the evolution of ITS. Since APTs often bypass conven-
tional defenses, I'T'S emphasizes resilience by isolating compromised components, employing
self-healing, and leveraging multi-layer protection through consensus, intrusion detection,
and dynamic reconfiguration. Foundational work, such as Castro’s BFT model [11] and
Bessani’s Crutial Information Switch [5], laid the groundwork for these approaches.

However, the growing sophistication of attacks, including zero-day exploits used in inci-
dents like Stuxnet [12], Operation Aurora [13], and the Equifax breach [14], highlights the
shortcomings of traditional ITS assumptions. Vulnerabilities disclosed in repositories such
as National Vulnerability Database (NVD) or Exploit Database (ExploitDB) can be ex-
ploited if unpatched, while adversaries exploit homogeneity in system nodes to compromise
more than f + 1 replicas.

To strengthen resilience, I'TS now combine heterogeneous configurations, layered de-
fenses, and adaptive learning. By integrating threat intelligence, Artificial Intelligence (AI)-

driven analytics, and robust cyber-hardening, modern I'TS makes coordinated compromises
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significantly harder, ensuring dependable service in adversarial environments.

1.2.  Objectives and Contributions

Recent advancements in I'TS have spurred increased research efforts, leading to a range
of proposed solutions to enhance resilience against intrusions, as discussed in Chapter 2.
However, the complexity and multidisciplinary strategies employed by contemporary and
emerging APT groups, along with other malicious actors, necessitate reevaluation of ITS
architectures.

This thesis presents a novel ITS solution that integrates expertise from cybersecurity,
Al, and distributed systems. This interdisciplinary approach facilitates the development of
a robust and reliable architecture capable of mitigating intrusions across multiple domains.

The main contributions of this thesis are outlined in the following sections, along with

the corresponding related publications.

1.2.1. Research Questions

The motivation above leads to the following research questions, which this thesis sets
out to answer. They are addressed across the contributions described in the subsequent

subsections and consolidated in the hypothesis of Section 1.2.7.

RQ1. How do deterministic and probabilistic BFT protocols differ in their trade-offs and

suitability as the replication foundation of an I'TS?

RQ2. How can Al, cybersecurity, and distributed systems be combined into an ITS archi-

tecture that stays operational and adaptive under compromise?

RQ3. How can Machine Learning (ML)-driven risk assessment over Open Source Intelli-
gence (OSINT) data reduce exposure windows and guide adaptive, diversity-aware

reconfiguration?

RQ4. How can Security Operations Center (SOC) and Security orchestration, automation,
and response (SOAR) capabilities automate detection and response for an ITS in

constrained, real-world deployments?

RQ5. How can organisations share Cyber Threat Intelligence (CTI) without exposing

sensitive data, strengthening collective resilience?
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1.2.2.  Understanding the BFT protocol

Since I'TSs rely on BFT protocols, it was necessary to understand the functionalities of these
protocols, particularly their consensus mechanisms, models, and behavior under faults.
Additionally, it was required to analyze the different variations of BF'T protocols and their
associated trade-offs.

This analysis led to a comparative study of deterministic and probabilistic BFT proto-
cols, focusing on their distinctions and roles within the broader consensus landscape. This
foundational understanding was a first step in designing an improved ITS architecture,
as it required identifying the needs of replicated services and the dependencies that BFT
protocols impose on underlying software and hardware. For example, some BFT proto-
cols [15, 16] require the presence of trusted components.

This investigation helped address key research questions: How do BF'T protocols func-
tion? Within a Byzantine fault model, how do they mitigate intrusions? Can different BE'T
protocols be integrated effectively, considering their design requirements and constraints?
The findings presented in the journal paper demonstrate that deterministic BF'T proto-
cols generally adhere to the foundational principles established by PBFT [11]. In contrast,
probabilistic BFT protocols, such as those based on the work of Ben-Or et al. [17], exhibit
more significant deviations from this seminal framework.

The contributions of this work collectively resulted in the following publication:

e “Deterministic or probabilistic? - A survey on Byzantine fault tolerant
state machine replication.”, Tadeu Freitas, Jodo Soares, Manuel E. Correia, and
Rolando Martins, in Computers & Security 129 (2023): 103200, June 2023, 10.1016/
j.cose.2023.103200.

1.2.3. A multidisciplinary I'TS

Cyber threats are rapidly evolving, underscoring the need for resilient and adaptive I'TSs.
Multidisciplinary approaches that integrate advances in Al, cybersecurity, and distributed
systems can strengthen defense mechanisms and address the trade-offs of tool integra-
tion. Modularity and practicality are critical for seamless adoption in both new and legacy
environments. Recent socio-economic trends have spurred investment in advanced cyber
defense technologies [18, 19, 20]. Through the combination of data-driven behavioural anal-
ysis and automation (AI), modern cryptographic techniques such as Homomorphic Encryp-

tion (HE), Secure Multi-Party Computation (SMPC), and Differential Privacy (DP), and
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distributed-systems mechanisms like replication and diversity, organisations can enhance
ITS architectures.

Skynet addresses these challenges by integrating methodologies from these domains to
create an adaptive I'TS capable of mitigating current threats and learning for future defense.
Key features include automated threat detection and mitigation, proactive vulnerability
management, full process automation, as well as integration with OSINT and Security In-
formation and Event Management (SIEM) for bidirectional feedback and SOAR adoption.
Skynet’s modular design allows tailored deployments, ranging from complete integration
to selective component use, balancing complexity and cost.

Despite these advances, deploying ITS faces notable challenges: combining BFT and
intrusion resilience despite differing failure assumptions, managing resource and perfor-
mance overheads [21], detecting and mitigating persistent threats like APTs [22], and en-
suring usability for practical adoption. Effective solutions must unify BFT with security,
minimize resource impact, enhance anomaly detection and adaptive response, and provide

user-friendly interfaces for seamless integration.

The contributions of this work collectively resulted in the following publication:

e “Skynet: a cyber-aware intrusion tolerant overseer.”’, Tadeu Freitas, Jodo
Soares, Manuel E. Correia, and Rolando Martins, Disruptive track in the 2023 53rd
Annual IEEE/IFIP International Conference on Dependable Systems and Networks-
Supplemental Volume (DSN-S), 2023, 10.1109/dsn-s58398.2023.00034.

1.2.4. Integration of Al for ITS

Building on ITSs, it is essential to structure knowledge of vulnerabilities, exploits, and at-
tacks derived from both benign sources (e.g., white-hat hacking*) and malicious activities.
Such data are disclosed via online OSINT sources and organized using standardized frame-
works (Common Vulnerabilities and Exposures (CVE), Common Weakness Enumeration,
Common Vulnerability Scoring System (CVSS), Common Platform Enumeration, Adver-
sarial Tactics, Techniques, and Common Knowledge (ATT&CK), Detection, Denial, and
Disruption Framework Empowering Network Defense, Exploit Prediction Scoring System

(EPSS)). These resources help identify and mitigate risks, but they require data cleansing,

*According to the National Institute of Standards and Technology (NIST), a “white hat” hacker is a cy-
bersecurity specialist who breaks into systems to evaluate and improve an organization’s security—retrieved
from https://www.nist.gov/itl/smallbusinesscyber/training/glossary
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such as filtering noise and validating indicators, which is often performed manually. This
manual evaluation introduces delays that adversaries can exploit [23].

To address this, HAL 9000 (HAL) was proposed as a novel Risk Manager that inte-
grates automated OSINT retrieval via the Vulnerability Exploit Hunter Killer (VExHK)
module into a local database. HAL extends CVSS [24] using Lazarus’s methodology [25],
incorporating vulnerability age, patch availability and status, exploit existence, and EPSS
scoring [26]. The system reduces exposure windows by promptly updating threat scores.

HAL combines the advisory role of risk managers with predictive scoring. For each
available Operating System (OS), it retrieves vulnerabilities, exploits, and EPSS entries
from the local database. A trained model assigns scores to new CVEs, then clusters re-
lated entries by description similarity to assess resilience (inter-OS threats) and security
(per-OS) scores, prioritizing resilience minimization before security. Patch availability and
application are included in every step of the scoring and risk assessment process.

Experiments against risk managers by Garcia et al. [25] and Heo et al. [27], covering
vulnerabilities from 1999-2023, showed that HAL provides more secure and resilient con-
figurations. Monthly simulations validated its ability to adapt over time, and evaluation of
CVSS predictors confirmed Khazaei et al. [28] achieved 99% accuracy. Results demonstrate
that HAL outperforms alternatives by integrating EPSS, correct patching, and predictive

threat scoring, thereby rapidly reducing exposure windows.

The contributions of this work collectively resulted in the following publications:

e “HAL 9000: a Risk Manager for ITSs.”, Tadeu Freitas, Carlos Novo, Joao
Soares, Inés Dutra, Manuel E. Correia, Behnam Shariati, and Rolando Martins, in the
2024 IEEE 6th International Conference on Trust, Privacy and Security in Intelligent
Systems, and Applications, 2024, 10.1109/tps-1s2a62245.2024.00044.

e “A Risk Manager for Intrusion Tolerant Systems: Enhancing HAL 9000
with New Scoring and Data Sources”, Tadeu Freitas, Carlos Novo, Jodo Soares,
Inés Dutra, Manuel E. Correia, Behnam Shariati, and Rolando Martins, in Software:

Practice and Experience (2025) special edition, 10.1002/spe.70016.

1.2.5. The Integration of a SOC for ITS

Building on HAL’s adaptive configuration strategies for Skynet, this work enhances re-

silience by integrating SOC with SOAR capabilities. This work leverages insights from the
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Resilient Computing and Cybersecurity Center (RC3) research group at KAUST, where
the development of a Vehicle Security Operations Center (VSOC) combined with advanced
Electric Vehicle Security orchestration, automation, and response (EVSOAR) designs ex-
emplifies sophisticated SOC/SOAR integration.

Previously, the CyberResil team introduced ScalOTA [29], a secure and scalable over-
the-air update framework utilizing wired Electric Vehicles (EV) charging sessions. Building
on these foundations, a novel EVSOAR architecture was designed, establishing a dedicated
vehicle SOAR framework as its operational hub. This design supports secure updates, rapid
threat alert transmission, and automated responses: each EV hosts a local SOAR agent,
charging stations deploy Edge-SOAR modules, and the centralized EVSOAR orchestrates
detection, response, and update dissemination.

Experimental results showed that Power Line Communication (PLC) outperforms wire-
less methods for cybersecurity data exchange, while application-level tests highlighted
trade-offs between ML-based and Federated Learning (FL)-based Intrusion Detection Sys-
tem (IDS) approaches. These findings directly informed the Skynet architecture, which
adopts a distributed paradigm where multiple nodes, each equipped with a local SOAR
agent, analyze logs and threats in real time and forward critical data to a centralized SOAR

for coordinated incident response.

The contributions of this work collectively resulted in the following publication:

¢ “EVSOAR: Security Orchestration, Automation and Response via EV
Charging Stations.”, Tadeu Freitas, Erick Silva, Rehana Yasmin, Ali Shoker, Manuel
E. Correia, Rolando Martins, and Paulo Esteves-Verissimo, in the IEEE 101st Vehicu-
lar Technology Conference, 2025, 10.1109/VTC2025-Spring65109.2025.11174597.

Additional contributions.

During this collaboration with RC3, the author also contributed to the development of

EVOLVE [30], a platform that enhances conventional electric vehicle charging stations by

integrating dedicated hardware and software infrastructure to support third-party services.
EVOLVE served as the foundational platform for deploying EVSOAR and enabled

comprehensive experimental evaluations. While a detailed discussion of this contribution

lies beyond the scope of this thesis, it highlights the advantages of modularity and ser-

vice segregation. Notably, EVOLVE demonstrates that services available at one charging
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station may differ from those at another, reflecting a key principle of the Skynet architec-
ture: distinct Skynet instances provide differentiated services tailored to their deployment

context.

The contributions of this work collectively resulted in the following publication:

e “EVOLVE: a Value-Added Services Platform for Electric Vehicle Charg-
ing Stations.”, Erick Silva, Tadeu Freitas, Rehana Yasmin, Ali Shoker, and Paulo
Esteves-Verissimo, in the IEEE 101st Vehicular Technology Conference, 2025, 10.
1109/VTC2025-Spring65109.2025.11174448.

1.2.6. Federated approach for ITS for information sharing

Following this collaboration, the trade-offs were analyzed between using FL-based IDS with
single versus multiple information sources. This analysis led to the concept of a Federated
ITS framework, designed to share private and critical data securely both within and across
organizations. Central to this framework are techniques that either eliminate the need to
share raw data or enable the sharing and processing of sensitive data without exposing it.

Among the privacy-preserving methods considered are HE, Multiparty Homomorphic
Encryption (MHE), DP, SMPC, Zero-Knowledge Proof (ZKP), and encrypted anonymized
data. Building upon these foundations, Linked Entities for Governance of Intrusion and
Operational Norms of Intrusion Tolerant Systems (LegionITS) was introduced, a Federated
ITS tailored for the sharing of CTI and Cybersecurity Information Sharing (CIS) among
participating organizations and the broader global cybersecurity ecosystem. This approach
draws on surveys [31, 32] highlighting the benefits and challenges of information sharing,
the types of shareable data, privacy and security concerns, and system improvements made

possible through collaborative data exchange in cybersecurity.

1.2.7.  Thesis Hypothesis

We summarize the findings of this thesis in the following hypothesis:
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A more reliable and advanced ITS architecture can be designed and implemented
by leveraging interdisciplinary expertise across Al, cybersecurity, and distributed
systems, thereby enhancing defenses against current and future threats. Furthermore,
by integrating OSINT data, feedback from Chief Information Security Officers, and
robust information sharing, such an architecture will achieve increased resilience

through enhanced diversity.

1.3. Thesis Overview

Chapter 2: Background & Related Work

This chapter provides essential background knowledge to understand the foundation of
this thesis. It focuses on methods and techniques designed to enhance intrusion resilience
within relevant frameworks, covering key topics such as BFT protocols, replica rejuvena-
tion, diversity, FL, the distinction between data plane and control plane, and cybersecurity
approaches.

In addition to foundational concepts, the chapter surveys related work on ITSs and
other frameworks aimed at intrusion resilience. It examines how these systems integrate
with or complement advances in AI/ML, distributed systems, and cybersecurity domains,

providing a comprehensive overview of the current state of the art.

Chapter 3: From BFT to ITS

This chapter presents a systematic review of BF'T approaches, emphasizing both proba-
bilistic and deterministic consensus mechanisms. Building upon the thesis author’s prior
work, the review identifies crucial trade-offs involving reliability, scalability, and perfor-
mance—key considerations that directly shape the design of ITSs. The insights derived
from this survey provide a foundation for the architectural decisions and design strategies

elaborated in the subsequent chapter.

Chapter 4: Skynet, an I'TS Overseer

This chapter presents the Skynet architecture, an I'TS designed to ensure resilience against
sophisticated cyber threats, that combines the knowledge and techniques from three dis-
tinct fields of research, namely, distributed systems, Al, and cryptography. Skynet repre-

sents an initial core design developed by the author, providing key mechanisms for proactive
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recovery, fault masking, and distributed trust following the teachings of separation between
control plane and data plane. This architecture forms the baseline from which later exten-

sions—such as the federated LegionITS framework—are developed and analyzed.

Chapter 5: HAL

Chapter 5 introduces HAL, a risk management module integrated within Skynet’s ar-
chitecture. HAL continuously assesses operational risks, prioritizes threat responses, and
coordinates proactive defense actions across intrusion-tolerant components. By embedding
adaptive decision-making capabilities, HAL shifts traditional static fault tolerance into
dynamic, risk-aware resilience, thereby advancing the core objectives of ITS.

The system combines threat assessment derived from network-available OSINT databases
and social media with predictive processes analyzing recently discovered vulnerabilities and

emerging threats, enabling rapid adaptation to evolving risks.

Chapter 6: EVSOAR

This chapter presents EVSOAR, a SOAR architecture tailored for electric vehicle cyberse-
curity. Leveraging the EV Charging Station Network (CSN) as a distributed edge comput-
ing platform with PLC, EVSOAR enables real-time threat detection, FL—based intrusion
detection, and automated responses close to the vehicle. The architecture comprises an
in-vehicle SOAR agent, Edge SOAR components at charging points, and a centralized
SOAR system coordinating analysis and threat intelligence sharing across Original Equip-
ment Manufacturers (OEMs). Experimental evaluation demonstrates EVSOAR’s superior
latency, scalability, and detection performance compared to existing VSOC solutions. This
work exemplifies the application of orchestration and federated security principles within

cyber-physical systems, offering valuable insights for ITS design.

Chapter 7: LegionITS

This chapter presents LegionlTS, a federated intrusion-tolerant framework that extends the
principles of Skynet to multi-organizational environments. LegionITS enables autonomous
ITS instances to collaborate through privacy-preserving mechanisms, federated learning,
and decentralized trust management. This chapter details the system architecture, coor-
dination protocols, and threat intelligence-sharing strategies that collectively enable large-

scale, intrusion-tolerant federations.
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Chapter 8: Conclusion

Chapter 8 concludes the thesis by summarizing the key contributions of Skynet, HAL, and
LegionITS in advancing resilient, adaptive, and federated ITSs. It reflects on the impli-
cations of these architectures for securing critical infrastructure, while also discussing the
limitations encountered during their design and evaluation. Finally, the chapter outlines
future research directions, including enhanced integration of threat intelligence, develop-
ment of advanced risk modeling techniques, and the progression toward fully autonomous

federated defense systems that operate with minimal human intervention.
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2. Background & Related Work

This chapter provides the foundational background required for a comprehensive under-
standing of the topics presented throughout the thesis. It introduces the methods and
techniques from the different research fields.

Subsequently, the chapter provides a revision of the related work on ITSs, analyzing
the key contributions, trade-offs, and limitations identified in each contribution. These
gaps highlight areas where the proposed Skynet architecture can contribute to meaningful

innovation.

2.1. Background

ITS: Definition and Motivation

ITS [9] is a fault-tolerant architecture designed to maintain operational functionality and
security even when intrusions occur. These systems prevent intrusions from causing total
system failure or exposing sensitive data. This resilience is achieved through mechanisms
that enforce confidentiality, integrity, and availability. In practice, ITSs implements strate-
gies such as redundancy, diversity, active self-healing, and dynamic reconfiguration. Con-
sequently, even if an attacker compromises part of the system, the overall system remains
secure and operational, effectively containing and mitigating the intrusion.

This paradigm is necessary in domains where uninterrupted operation is paramount,

such as critical infrastructure, cyber-physical systems, and defense.

Threat and Failure Models

ITSs are designed under assumptions about the types of faults and adversarial behaviors
that may affect the system during operation. At the core of these assumptions is the
understanding that systems do not fail solely due to accidental or random faults but may
also be subject to intentional, coordinated, and sophisticated attacks by malicious actors.
Therefore, both traditional failure models and advanced threat models must be considered
in tandem.

From the perspective of traditional fault tolerance, several types of faults are typically
accounted for. Crash faults represent one of the simplest failure modes, where a process
or component ceases to function and stops producing output. Although such faults are rel-

atively easy to detect and recover from, they are only a subset of possible disruptions. The
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most general and challenging class of faults is Byzantine faults, where a component can
behave arbitrarily, possibly producing incorrect, inconsistent, or malicious outputs. Byzan-
tine behavior may result from software bugs, hardware errors, or deliberate compromise
by an adversary and poses a significant challenge to achieving consensus and maintaining
system integrity.

In addition to these fault types, I'TSs must also account for a broad range of intrusion
scenarios. Active intrusions involve direct interference with system behavior, such as
code injection, privilege escalation, or the manipulation of data and control flows. Passive
intrusions, by contrast, may involve eavesdropping or surveillance, allowing adversaries to
gather intelligence without directly altering the system state. Some of the most dangerous
threats are coordinated attacks, including APTs, where an adversary maintains long-term
unauthorized access to a system to exfiltrate data, disrupt operations, or weaken trust
mechanisms over time. Malicious adversaries often exploit software vulnerabilities and sys-
tem weaknesses such as misconfigurations or weak access controls. When vulnerabilities are
discovered by security professionals, they follow a disclosure and patching process, often
being published in repositories such as NIST’s NVD or ExploitDB. Conversely, if attackers
discover them first, they may leverage them in zero-day exploits before mitigations are
available.

High-profile incidents such as Stuxnet [12], Operation Aurora [13], the Equifax data
breach [14], and the Vodafone Portugal attack [33] illustrate how zero-day exploits and
coordinated campaigns can compromise critical services, cause significant disruption, and
highlight the necessity of resilient architectures like ITS.

The sophistication of these threats necessitates the use of attacker models that extend
beyond simple assumptions. An effective ITS design must consider adaptive attackers, i.e.,
capable of changing tactics in response to system defenses, and who may possess insider
access or knowledge of internal system architecture. In addition, contemporary attackers
frequently employ stealth as a core strategy, utilizing techniques that evade detection by
IDSs or mimic legitimate behavior.

Recognizing and addressing these characteristics is essential for ensuring the effective-
ness and resilience of I'TSs in adversarial environments. In parallel, complementary initia-
tives such as bug bounty programs [34, 35, 36] incentivize ethical hacking, enabling early
vulnerability discovery and reducing the risk of adversaries weaponizing undisclosed ex-

ploits. As such, designing effective I'T'S architectures requires a holistic view of resilience.
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The system must simultaneously address fault tolerance, intrusion resilience, and opera-

tional continuity under uncertainty.

Foundations of Fault and Intrusion Tolerance

The design of ITSs builds upon a foundation of techniques developed within the field
of fault-tolerant computing, extending them to address adversarial threats and malicious
faults. At the core is the replication of critical system components to avoid scenarios of
single point of failure. The use of redundancy supports mechanisms for failover, consensus,
and masking, allowing the system to continue functioning correctly even with reduced
performance. While BF'T components may behave arbitrarily, ITS extend this model by
actively detecting, counteracting, and recovering from malicious intrusions, rather than
merely masking their effects.

In addition, diversity plays a critical role in enhancing system resilience to avoid sce-
narios of “break one, break all”. By deploying heterogeneous software and hardware im-
plementations of the same function, I'TSs can reduce the risk of common-mode failures
triggered by a single exploit or vulnerability affecting all instances. Diversity increases the
difficulty for attackers to successfully compromise multiple components simultaneously,
particularly when those components vary in design, execution environments, or defensive
configurations.

Another foundational concept leveraged in ITS is State Machine Replica (SMR), which
guarantees consistency across distributed components. SMR. allows multiple replicas of a
service to process the same sequence of inputs and maintain equivalent internal states.
To achieve this, I'T'Ss employ quorum-based consensus protocols that ensure all non-faulty
replicas agree on the system’s current state and progression, even when facing Byzantine
behavior or partial network failures. Such protocols are critical for maintaining data in-
tegrity and system coherence in distributed environments where some components may be
compromised or under attack.

What distinguishes I'TS from traditional fault-tolerant systems is the assumption that
some components may behave maliciously rather than fail silently. As such, ITSs are de-
signed not only to recover from unintentional faults but also to detect, isolate, or neutralize
components that exhibit adversarial behavior. This shift in focus from passive fault tol-
erance to active adversary mitigation necessitates architectural designs in which intrusion

detection, recovery mechanisms, and containment strategies are treated as integral. I'TSs
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do not depend solely on the assumption that components will fail by halting; instead, they
anticipate that compromised elements may attempt to subvert the system’s logic, requiring
robust mechanisms to mask or counteract such actions while preserving availability and

correctness.

System Assumptions and Models

The assumptions on the underlying system model influence the design of I'T'Ss. This defines
the operational context in which tolerance mechanisms are expected to function. One of
the most critical dimensions is the timing model. A system may be synchronous, where
known bounds exist on message delays and process execution times; asynchronous, where
no such bounds are guaranteed; or partially synchronous, where timing guarantees
may eventually hold after an unknown but finite period. These assumptions directly affect
the choice and correctness of consensus protocols, recovery mechanisms, and coordination
strategies, particularly under fault or intrusion scenarios.

Equally important are the guarantees provided by the communication model. I'TS mech-
anisms often rely on the availability of reliable message delivery, ordered transmission, and
authenticated communication channels. Without these properties, fundamental tasks such
as replica coordination, state agreement, or intrusion signaling may fail or become vulner-
able to adversarial manipulation. For instance, an attacker who can tamper with message
integrity or spoof identities may undermine the consistency or trust assumptions of the
system.

In addition to timing and communication, ITSs can also consider the application of
trusted components that serve as anchors for security and recovery. These may include
secure enclaves, hardware security modules, Trusted Platform Module, or trusted time
sources. These are essential for attestation, secure logging, and rollback-safe recovery.
However, these elements’ availability, trustworthiness, and correct configuration are not
guaranteed by default and must be explicitly incorporated into the system model.

Clearly articulating these assumptions is essential for protocol correctness and ensuring
that the strategies remain valid when deployed in real-world conditions. Failure to accu-
rately model timing, communication, or trust boundaries can result in brittle designs that
break under adversarial pressure or operational variability. As such, system models form

the foundation upon which ITS architectures must be critically evaluated, especially in
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heterogeneous and federated environments where conditions may differ significantly across

components or administrative domains.

Resilience and Survivability

Beyond fault and intrusion tolerance, I'TSs are expected to contribute to the broader goals
of system resilience and survivability. Resilience refers to the system’s ability to main-
tain an acceptable level of service in the face of unexpected disruptions, whether caused
by faults, failures, or cyber-attacks. This encompasses the ability to mask the system’s
degradation and adapt dynamically to adverse conditions while maintaining its operational
requirements.

Survivability, in turn, emphasizes the system’s ability to restore critical functionality
after a compromise has occurred. While resilience addresses the system’s behavior during
ongoing disturbances, survivability focuses on recovery. This ensures that the system can
recover essential operations within acceptable time and quality bounds even if core compo-
nents are rendered inoperative or corrupted. In high-assurance or safety-critical domains,
this is a crucial property that determines whether the system can fulfill its mission after a
successful attack or cascading fault.

To assess the effectiveness of I'TSs in fulfilling these roles, systems are often evaluated
using resilience metrics such as the Mean Time to Recovery, which quantifies how quickly
the system can return to an operational state after a failure or intrusion. Other impor-
tant metrics include the degree of service continuity maintained during an attack and
the system’s capacity for graceful degradation, wherein non-essential functionality may
be temporarily suspended to preserve core operations. These metrics provide a quantita-
tive basis for comparing different ITS architectures and aligning their performance with
domain-specific risk tolerance and regulatory requirements.

Integration of resilience and survivability into the design of I'TS ensures that such sys-
tems are robust against isolated faults and targeted attacks and capable of withstanding
and recovering from complex, multi-stage disruptions in a predictable and controlled man-

ner.

ITS in Critical Infrastructure and Cyber-Physical Systems

ITS play a crucial role in the protection of Cyber-Physical Systems and critical infrastruc-

ture, where the consequences of cyber attacks can extend beyond digital boundaries and
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result in physical harm, financial losses, and risks to human safety. In these environments,
the impact of a successful intrusion can be catastrophic. Considering the practical example
where an attack on the power grid might disrupt the electricity supply, damage equipment,
or even endanger lives by impairing vital services like hospitals or emergency communi-
cations, it becomes clear that robust security measures are essential. Ensuring real-time
guarantees is essential, as many critical applications rely on predictable system behavior
with minimal latency to maintain safety and operational continuity.

These systems often operate under stringent regulatory and safety requirements, com-
plicating the deployment of traditional security solutions. Many rely on legacy components
with limited processing capacity and outdated security models, making them difficult to
patch or upgrade without interrupting service. Furthermore, the long lifespans and certifi-
cation cycles of critical systems demand resilient security architectures that can continue
to function reliably even in the presence of ongoing attacks.

ITS address these with the application of redundancy, diversity, and proactive recovery
mechanisms that allow systems to withstand and recover from intrusions without compro-
mising their core functionalities. Their application spans various domains, including power
generation and distribution networks, smart transportation systems, industrial automa-
tion and control systems, healthcare delivery infrastructures, and coordinated emergency
response systems. In each case, the integration of ITS enhances resilience, ensuring that

critical services remain operational even when parts of the system have been compromised.

Multidisciplinary Challenges

ITSs serve as a bridge between multiple research fields, each contributing essential prin-
ciples and techniques that shape their design, implementation, and evaluation. From cy-
bersecurity, ITS draw upon methods for detecting, responding to, and recovering from
active threats, often under adversarial conditions where assumptions about system trust-
worthiness are routinely violated. At the same time, the foundations of distributed systems
play a vital role, as I'TSs must maintain availability, consistency, and fault tolerance even
when parts of the system are compromised or unresponsive. These properties are particu-
larly complex to ensure in the presence of byzantine faults, where components may behave

arbitrarily or maliciously.
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Systems engineering introduces further complexity, as ITSs must be dependable by
design while also satisfying safety, reliability, and resilience requirements over long opera-
tional periods. This often involves rigorous architectural modeling, formal verification, and
redundancy strategies spanning hardware and software layers. Additionally, human fac-
tors and governance considerations are increasingly recognized as central to ITS success.
Additionally, systems must be explainable, auditable, and manageable by human oper-
ators, especially in high-stakes environments where trust, accountability, and regulatory
compliance are non-negotiable.

Balancing these diverse demands leads to intricate trade-offs. For example, introduc-
ing stronger security mechanisms can increase system complexity and reduce performance,
while overly simplifying interfaces to improve usability might obscure critical decision-
making contexts. Regulatory and ethical constraints further influence design choices, re-
quiring systems to justify their actions, support oversight, and operate transparently in
environments subject to public scrutiny.

Despite these challenges, the evolving landscape of Al and distributed computing offers
promising prospects to enhance ITS. Advances in Al-driven cybersecurity enables faster,
more adaptive threat detection and response through anomaly detection, behavior mod-
eling, and reinforcement learning. These tools can complement traditional defenses by
identifying subtle or emerging attack patterns that evade static rule-based systems. In par-
allel, new developments in distributed consensus, SMPC, and FL provide more robust and
privacy-preserving coordination mechanisms for systems that must operate across organi-
zational or geographic boundaries. Integrating these innovations into I'T'Ss can lead to more
intelligent, scalable, and resilient architectures capable of tolerating faults and intrusions

and evolving in response to a continuously shifting threat landscape.

2.2. Related Work

ITSs have been researched through theoretical frameworks and practical implementations.
Initial foundational research established fault-tolerant architectures, but due to their com-
plexity and high performance costs, they saw limited adoption. The concept of intrusion
tolerance was first articulated by Fraga and Deswarte, emphasizing that systems must not
only prevent but also tolerate intrusions [37]. Deswarte et al. [8] presented early practical
mechanisms; however, their overheads hindered progress for over a decade. A pivotal ad-
vancement occurred with Castro and Liskov’s practical BFT protocol [11], which spurred

projects like the European Union’s MAFTIA [38, 39, 40] and DARPA’s OASIS [41]. These
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initiatives proposed ITS architectures by embedding redundancy, diversity, and replication,
enabling robust service continuity amid adversarial conditions. Improvements in comput-
ing capabilities and the evolving threat landscape have since facilitated the transition from
prototypes to deployable solutions.

MAFTIA introduced a modular, multi-layered design incorporating a Trusted Timely
Computing Base (TTCB) [42] distinguished from traditional Trusted Computing Base
(TCB) by its minimalism and isolation [43]. This TTCB provided trusted services like ac-
curate global time and BFT consensus primitives, allowing the system to rely on replication,
diversity, and voting to tolerate intrusions. MAFTIA’s middleware further layered secure
group communication, replicated service execution, and intrusion-tolerant transactions,
shifting focus from intrusion prevention to system survivability. While highly resilient,
this approach introduced scalability and integration complexities alongside performance
overhead.

Building on this, ITUA [44], an OASIS component [45], innovated by embedding unpre-
dictability into adaptive responses—randomizing replica activations, task reallocations, and
component isolations, to thwart adversarial anticipation. This strategy combined redun-
dancy, adaptive reconfiguration, diversity, and BFT protocols within compartmentalized
security domains. Its adaptive middleware facilitated graceful service degradation under
attack, though it incurred overhead in redundancy, communication, and system observ-
ability.

TRONE [46] targeted large-scale cloud and telecom infrastructures, balancing robust-
ness and performance by employing BFT protocols on critical communication channels and
Crash Fault Tolerant protocols for less critical or non-adversarial channels. Its publish-
subscribe event broker supported scalable and secure dissemination, enhanced by auto-
mated diagnosis through peer-similarity analysis that detects faults and attacks. Features
like multi-homing enabled rapid network reconfiguration. TRONE’s design balanced in-
creased cryptographic and protocol complexity against improved resilience.

CRUTTIAL [47] addressed critical infrastructures such as power grids by proposing a
reference architecture with replicated CRUTIAL Information Switches (CIS), which act
as secure gateways between local area networks. These CIS enforce secure information
flows, access policies, BFT consensus, and intrusion detection, augmented with proactive

replication rejuvenation and trustworthiness monitoring. This layered, macro-level defense
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approach introduced additional resource consumption and latency, requiring careful trust
and integration management, particularly given legacy system heterogeneity.

Middleware-focused advances include ITDOS [48], which integrated BFT consensus
into the CORBA Object Request Broker [49], employing replicated asynchronous state
machines and BFT multicast to mask faults, though at the cost of requiring 3 f + 1 replicas
and fault detection. Worm-IT [15] reduced replica numbers to 2f + 1 by leveraging the
TTCB for trusted agreement, authentication, and timestamping services, while admission
control mitigated Denial-of-Service attacks, with effectiveness dependent on the TTCB’s
security and dynamic membership management.

VM-FIT [50] exploited virtualization to isolate service replicas within separate virtual
machines managed by secure Virtual Machine (VM) monitors, preventing lateral attacker
movement. It deliberately diversified OS and software stacks among replicas and incorpo-
rated proactive rejuvenation to limit attacker persistence. These measures enhanced re-
silience but increased operational complexity, resource use, and dependence on hypervisor
integrity.

PRRW [51] proposed a hybrid recovery model combining periodic proactive rejuve-
nation with reactive recovery triggered by anomaly detection. Scheduled recoveries main-
tained sufficient correct replicas to uphold BFT guarantees, improving survivability against
ongoing threats while balancing overhead and recovery accuracy.

Efforts to ensure perpetual and adaptive resilience extended into FOREVER [52], which
coordinated periodic and event-triggered recoveries with diversity to continuously refresh
the software stacks and configurations of replicas. By isolating this service within a trusted
subsystem and enforcing synchronized coordination, FOREVER overcame limitations of
static BFT in the face of evolving threats. Its complexity and coordination overheads
represent key trade-offs.

The Self-Cleansing Intrusion Tolerance (SCIT) framework [53] similarly limited adver-
sary residence time by alternating cleansing cycles between active and standby components,
proactively rebooting systems regardless of detection status. This method is particularly
suited to stateless, short-session services, reducing persistent compromises but requiring
hardware or virtual redundancy and introducing transient service disruption.

COCA [54] secured online certification authorities via replication, Byzantine quorum
systems, threshold cryptography, and proactive recovery. It addressed mobile adversaries

by periodically refreshing cryptographic shares and recovering server state, supporting
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availability under asynchronous networks and mitigating Denial-of-Service via resource
partitioning and caching. These protections introduced significant cryptographic and com-
munication overhead and depended on sustaining a quorum of uncompromised servers and
secure recovery protocols.

SPIRE [55] enhanced the security of power grid Supervisory Control and Data Acqui-
sition systems by deploying geographically distributed replicas running the Prime BFT
consensus protocol [56] alongside proactive recovery and automated software diversifica-
tion. Its Spines overlay network ensured resilient communication under targeted attacks.
Though multi-site replication and proactive rejuvenation posed latency and complexity
challenges, SPIRE demonstrated practical viability, meeting stringent availability and la-
tency requirements crucial for critical infrastructure.

Similarly, ITCIS-PRR [57] employed replicated, diverse access control components with
voting mechanisms and combined proactive and reactive recovery. Housed within a secure
subsystem, it assured trustworthiness despite ongoing attacks. While increasing overhead
and temporarily reducing capacity during recovery, it eliminated single points of failure
common in traditional firewalls.

The SITAR architecture [58] built on COTS servers by integrating layered defenses:
proxy servers managing requests, acceptance monitors validating inputs and outputs, ballot
monitors adjudicating responses, and an audit control module performing active probing
for stealthy intrusions. Its adaptive reconfiguration module dynamically adjusted system
configuration in response to threat changes, balancing redundancy and validation with
operational costs and complexity.

ITSI [59] tackled high availability in server clusters by equipping nodes with smart net-
work interface cards, enforcing security policies independently of the host OS. Combined
with heterogeneous platforms and centralized intrusion detection feeding the Availability
and Integrity Controller (AIC), it contained lateral attacks and managed dynamic failover
and forensic analysis, trading off increased hardware and management complexity for im-
proved resilience.

More recent advances include Lazarus [25], which automated proactive replica diver-
sity management in BFT systems by harvesting real-time vulnerability intelligence from
databases such as the NVD and ExploitDB. Its control plane assesses risk and orches-

trates replica replacement, patching, and quarantine via secure Local Trusted Units. This
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automation enhances fault independence but demands increased resource overhead, in-
curs transient reconfiguration costs, and relies on timely, accurate intelligence and trusted
infrastructure.

TOLERANCE [60] maximizes availability and minimizes costs by dynamically manag-
ing recovery and replication through a two-level feedback control: local controllers analyze
IDS alerts to estimate compromise and trigger recovery, while a global controller adjusts
replication factors. Using a reconfigurable BF'T consensus, it adapts to fluctuating threats
and detection inaccuracies, trading monitoring and coordination overhead against opera-
tional efficiency and responsiveness.

Table 2.1 synthesizes these foundational ITS contributions across critical dimensions:
trusted components (TC), Byzantine fault tolerance (BFT), proactive/reactive recovery
(PRR), automated adaptation (AA), dynamic reconfiguration (DR), automated diagnosis
(AD), software diversity (SD), and resource management (RM). Collectively, these works
chart a maturation from static fault tolerance toward architectures emphasizing contin-
uous recovery, adaptive diversity, and intelligent automation—essential developments to
sustain service correctness and availability amid persistent, evolving adversaries. While in-
curring inevitable trade-offs in complexity, performance, and operational overhead, these
advances collectively push the state of the art in intrusion tolerance and secure dependable
computing.

TABLE 2.1: Summary of ITS Contributions by Topic.

A Vindicates a contribution by the work in the respective topic area.
(Legend: TC - Trusted Component; BFT - Byzantine Fault Tolerance; PRR - Proac-
tive/Reactive Recovery; AA - Automated Adaption; DR - Dynamic Reconfiguration; AD
- Automated Diagnosis; SD - Software Diversity; RM - Resource Management.)

Research TC | BFT | PRR | AA | DR | AD | SD | RM
MAFTIA [38] v v v v

ITUA [44] v v v v v
TRONE [46] v v v v v v
CRUTIAL [47] v v v v v

ITDOS [43] 7 v
Worm-IT [15] v v v v v
VM-FIT [50] v v v v v
PRRW [51] v v

FOREVER [52] VAR v v

SCIT [53] v

COCA [54] v v v v
SPIRE [55] v v v
ITCIS-PRR [57] v v v v
SITAR [58] v v v v v

ITSI [59] v v v v v v v
Lazarus [25] v v v v v v v
TOLERANCE [60] | v v v v v v
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2.3. Chapter Summary

The present chapter has established the foundational context for understanding I'TS, trac-
ing their evolution from early fault-tolerant architectures to advanced solutions capable of
withstanding both accidental faults and sophisticated adversarial attacks. It introduced the
core concepts, including system and threat models, the importance of resilience and sur-
vivability, and the multidisciplinary challenges inherent to designing robust I'TS for critical
infrastructure and cyber-physical systems.

The review of related work highlighted the progression of the field, from seminal the-
oretical contributions to practical frameworks and architectures such as MAFTIA [38],
ITUA [44], TRONE [46], CRUTIAL [47], and others. Each approach was analyzed in
terms of its key mechanisms, such as replication, diversity, BF'T, proactive and reactive
recovery, and adaptive reconfiguration, and the trade-offs between security, performance,
and operational complexity.

By consolidating these research contributions, this chapter has identified persistent
challenges and open research questions, including the need for scalable, adaptive, and
resource-efficient solutions that can operate in heterogeneous and evolving environments,
as well as the importance of integrating findings from diverse yet complementary research
fields. This overview sets the basis for the subsequent chapters, which will build upon these
insights to present new methodologies and contributions aimed at advancing the state of

the art in I'TS design.
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3. From BFT to ITS: a survey on BF'T' consensus.

This chapter surveys the principles and protocols of BFT, forming the cornerstone upon
which the contributions of this thesis are built. BFT serves as a foundational approach for
ITS, particularly through SMR, as it is designed to mask and recover from arbitrary faults,
including those caused by malicious adversaries.

BFT protocols provide strong guarantees as long as the number of faulty or com-
promised replicas does not exceed a defined threshold. However, they focus primarily on
handling faults during protocol execution and do not proactively address attacks that un-
fold over time, such as information leakage or the gradual compromise of replicas, which
can eventually breach the threshold of a maximum of f faulty replicas.

To address such limitations, recent implementations of BFT protocols have begun to
integrate supplementary mechanisms, most notably, replica rejuvenation, to mitigate the
risk of stealthy, long-term attacks and progressive compromise. Consequently, modern I'TSs
adopt BFT as a core mechanism and augment it with a range of additional techniques and
tools, including proactive recovery, diversity, dynamic reconfiguration, and IDS, in order
to provide comprehensive intrusion tolerance.

The choice of BFT protocol dictates the requirements that the I'TS must fulfill for cor-
rect deployment and operation, as well as the threat model it must assume. In this chapter,
BFT protocols are systematically compared along several key dimensions: the distinction
between deterministic and probabilistic approaches to agreement, the underlying crypto-
graphic primitives and assumptions, the network model, and strategies for handling faulty

leaders.

3.1. Background and Key Concepts

BFT-SMR protocols are a foundational component in critical distributed systems, designed
to guarantee correct behavior even when some replicas experience arbitrary faults, including
those caused by malicious adversaries. The core idea behind SMR is to ensure that multiple
replicas of a service execute the same set of operations in the same order, providing strong
consistency and fault tolerance even in adversarial settings. Well-known industrial systems,
such as Google Spanner [61] and Apache ZooKeeper [62], benefit from such replication

schemes.
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3.1.1. Fault and Network Models

BFT-SMR protocols operate under various fault models, where up to f out of NV replicas
can be faulty (when N > 3f + 1 or with a trusted component integrated N > 2f + 1), and
make minimal assumptions about the cause, be it software errors or deliberate compro-
mise. Communication occurs via unreliable networks where it is assumed that messages can
be dropped, delayed, duplicated, or corrupted. To maintain both safety (all correct repli-
cas reach the same state) and liveness (all valid client requests are eventually processed),
BFT-SMR protocols employ cryptographic primitives, most notably digital signatures and
Message Authentication Code (MAC), under the assumption that adversaries are compu-
tationally bounded and cannot break these mechanisms.

The network assumptions underlying BFT-SMR protocols play a crucial role in deter-

mining their design and correctness guarantees:

e Synchronous networks: Every message sent between replicas is delivered within a
known, fixed time bound. This strong assumption allows protocols to provide pre-
dictable liveness, but is rarely achievable in practical, large-scale distributed environ-

ments.

e Asynchronous networks: No guarantees exist regarding message delivery times; mes-
sages may be delayed arbitrarily or even lost. While this model accurately captures
highly unreliable networks, it poses significant challenges for guaranteeing progress

in consensus protocols.

e Partially synchronous networks: The system typically operates without delivery time
bounds (asynchronously), but there are periods when messages are reliably deliv-
ered within bounded delay (synchronous intervals). This model is widely adopted
by practical BFT-SMR protocols, as it reflects real-world conditions, capturing both
temporary network partitions and intervals of reliable connectivity, while still en-

abling practical liveness guarantees.

3.1.2.  Consensus Impossibility and Protocol Approaches

The Fischer-Lynch-Paterson (FLP) impossibility result [63] demonstrates that determin-
istic consensus cannot be guaranteed in a fully asynchronous distributed system if even

a single process may fail. This foundational result implies that, in such environments, it
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is impossible for deterministic protocols to always achieve agreement in the presence of
faults.

To address this limitation, two main classes of consensus protocols have emerged: de-
terministic and probabilistic (or randomized) approaches.

Deterministic consensus protocols relax the purely asynchronous assumption by assum-
ing that the system is eventually synchronous, that is, after some unknown but finite time,
the system behaves synchronously and messages are delivered reliably within a bounded
time. These protocols guarantee both agreement and liveness during periods of synchrony.

Probabilistic (randomized) consensus protocols circumvent the FLP impossibility by
introducing randomization, such as cryptographic coin-tossing or leader election via verifi-
able random functions. These protocols can achieve consensus with high probability even
under true asynchrony, but do so at the cost of potentially unbounded decision time and

increased algorithmic complexity.

3.2.  Preliminaries

This section introduces the key concepts, terminology, and classification principles used
throughout the chapter to ensure both precision and clarity. Readers are referred to the the-
sis terminology page for definitions of consensus, SMR,, Atomic Broadcast, Byzantine faults,
trusted components, cryptographic primitives, and complexity metrics. For consistency, the
following terms are adopted: Replica/Node—a process maintaining the state machine;
Leader/Primary—the coordinator replica in leader-based protocols; Backup—a non-
leader replica participating in consensus; Byzantine Node—a faulty or malicious replica;
Client—an entity submitting service requests.

The survey structures into two main classes of BFT consensus protocols: deterministic
and probabilistic (randomized), both developed as responses to the FLP impossibility [63].
Deterministic protocols guarantee consensus and liveness under synchrony, with discussion
centered on their key innovations in cryptography, trust models, fault tolerance, perfor-
mance, or leader recovery. Probabilistic protocols, by contrast, leverage randomness (e.g.,
threshold coin-tossing or verifiable random functions) to achieve consensus with high prob-
ability under full asynchrony, provided Byzantine faults remain within tolerated bounds.
This structure enables clear comparison of innovations, trade-offs, and deployment consid-
erations across both protocol classes. For full technical details, readers may consult Freitas

et al. [64].
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3.3.  Deterministic consensus

Research on practical deterministic consensus protocols began with Castro and Liskov’s
seminal PBFT [11], which remains the model for subsequent work. Most follow-up protocols
adopt PBFT’s leader-based approach and structured message exchanges, with innovation
often confined to refinements such as more efficient communication, improved leader elec-
tion, checkpointing, state transfer, or replica recovery. While these optimizations enhanced
robustness and performance, fundamental advances arose from protocols that redefined
consensus design itself.

PBFT introduced the first practical BFT SMR system, ensuring safety and liveness so
long as fewer than one-third of replicas are faulty and eventual synchrony holds. Its key
contributions include a five-phase protocol, from client request through leader ordering,
replica prepares, commits, and final replies, along with a view-change mechanism based on
certificates for prepared and committed requests, enabling safe leader replacement without
compromising progress.

Zyzzyva [65] extended this baseline with speculative execution. Replicas speculatively
process requests immediately after a leader round-trip, allowing clients to confirm execu-
tion upon 3f 4+ 1 matching responses. This optimistic fast path achieves consensus in two
steps under stable, fault-free conditions, reverting to a classical path when inconsisten-
cies arise. Its evidence-based view-change further shortens recovery times by relying on
client-provided proof of leader misbehavior.

Hardware-assisted protocols introduced the next breakthroughs. MinBFT and Min-
Zyzzyva [66] employed the tamper-resistant USIG module, which generates unique, mono-
tonic, and non-forgeable identifiers. This eliminates equivocation even under Byzantine
faults and reduces the replica requirement from 3f+1 to 2f+1. MinBFT preserves PBFT’s
commit structure, while MinZyzzyva integrates Zyzzyva'’s speculative execution, both sim-
plifying protocol communication and improving efficiency. CheapBFT [67] built on this by
dynamically switching between crash fault tolerance and Byzantine tolerance through the
CASH hardware module, which provides secure counters and authenticated certificates. In
benign conditions, CheapBFT operates with only f + 1 active replicas; upon misbehavior,
it executes a coordinated switch to full BFT, thereby combining efficiency with resilience.

BFT-Mencius [68] addressed scalability through a multi-leader architecture, where each
replica manages consensus for a partition of operations. Its Abortable Timely Announced

Broadcast (ATAB) mechanism enables safe, concurrent atomic broadcasts, balancing load
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and eliminating single-leader bottlenecks. This design improves throughput, particularly
under high load or across wide-area networks, while maintaining liveness through adaptive
view changes.

Hybster [16] advanced parallelism using Intel SGX enclaves (TrInX) embedded at each
replica. These secure counters prevent equivocation and allow consensus with only 2f + 1
replicas. Replicas are organized into independent parallel “pillars”, each running consensus
for a log partition, enabling high throughput with minimal cross-pillar synchronization.
Hardware-enforced attestation ensures safe recovery during view changes while balancing
efficiency, cost, and resilience.

Finally, Mod-SMaR¢t [69] introduced a modular architecture that decouples consen-
sus from replication logic, treating the consensus engine as a swappable component. Its
VP-Consensus protocol produces cryptographically verifiable outcomes, allowing external
validation and policy enforcement. By batching requests and abstracting view-change logic,
Mod-SMaR#t provides high throughput and seamless adaptability to advances in consensus
mechanisms.

These protocols demonstrate how deterministic BET consensus has evolved from PBFT’s
foundational model toward efficiency, scalability, and resilience through speculative execu-
tion, trusted hardware, multi-leader parallelism, enclave-based designs, and modular ar-
chitectures. Figure 3.1 and Table 3.1 summarize their main contributions, while Table 3.2

compares the trusted components employed.

Speculative -
Zyzzyva

Speculative

MinZyzzyva

H

Trusted MinBFT

Component
PBFT

CheapBFT

Parallelization
Hybster
Modular Mod-SMaRt

Multi-leader
BFT-Mencius

FIGURE 3.1: Characteristics of deterministic BFT-SMR protocols. Adapted from [64].
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TABLE 3.1: Summary of key innovations from the deterministic BFT protocols.

Protocol Key Contributions

PBFT [11] First practical leader-based BFT; efficient view-change;
quadratic message complexity.

Zyzzyva [65] Speculative execution; fast optimistic path; client-driven com-
mits; evidence-based, efficient view-change.

Trusted hardware (USIG) eliminates equivocation; reduces repli-
cas to 2f+1.
MinBFT: commit-based; MinZyzzyva: speculative execution.

MinBFT / MinZyzzyva [66]

CheapBFT [67] Adaptive switching between efficient Crash Fault Tolerant and
BFT modes using CASH hardware; secure dynamic protocol
transitions.

BFT-Mencius [68] Multi-leader parallel consensus; ATAB primitive for concurrent,

abortable atomic broadcast; improved scalability and resilience.

Hybster [16] Parallel “pillars” with trusted SGX enclaves (TrInX); reduces
replicas to 2f+1; partitioned, efficient, attested consensus; fast,
safe recovery.

Mod-SMaRt [69] Modular, swappable consensus “black box”; cryptographically
provable consensus (VP-Consensus); batch processing; generic
failover.

TABLE 3.2: Comparison of Trusted Components in deterministic BF'T
(TTCB, MinZZ - MinZyzzyva, FPGA - Field-programmable gate array). Adapted

from [64].
Trusted Trusted Implementation Dedicated
Component  Subsystem plethentatio Hardware
MinBFT TTCB USIG Hardware No
(Counter)
MinZZ TTCB USIG Hardware No
(Counter)
CheapBFT  CASH Trusted Hardware FPGA
Counter
Hybster TrInX Trusted Software Intel-SGX
Counter

3.4.  Probabilistic consensus

While deterministic BF'T protocols like PBFT have established robust foundations for
SMR, under partial synchrony, their assumptions limit applicability in fully asynchronous
or highly unpredictable network environments. To overcome the FLP impossibility, prob-
abilistic BF'T protocols leverage randomness and advanced cryptographic primitives, such
as threshold signatures, threshold encryption, and jointly generated coins, to achieve con-
sensus with high probability rather than deterministically. This shift enables protocols that
function under full asynchrony, leaderless designs, and flexible round structures, fundamen-

tally rethinking consensus mechanisms.
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SINTRA [70] introduced an early comprehensive framework employing a modular, lead-
erless architecture that integrates threshold signatures and threshold coin-tossing for se-
cure, unbiased randomness crucial for asynchronous agreement. By stacking reliable and
consistent broadcast layers with strong cryptographic authentication, SINTRA provides
composable primitives that offer both theoretical rigor and practical extensibility in wide-
area and adversarial networks. Its design eliminates leader bottlenecks and enhances fault
tolerance by equalizing replica roles.

Seeking efficient alternatives, Correia et al. [71] proposed a protocol that forgoes costly
public-key operations entirely. By using symmetric cryptography and pairwise MACs, every
message is authenticated with low computational overhead. Decisions require collecting
valid MACs from a quorum, ensuring security without threshold signatures or distributed
randomness generation, thus delivering significant latency and throughput improvements
ideal for high-performance distributed deployments.

HoneyBadgerBFT [72] marked a substantial step toward practical, fully asynchronous
consensus by combining several cryptographic innovations. It utilizes threshold encryption
to keep transaction batches confidential until consensus is reached, preventing censorship
or premature disclosure. Its Asynchronous Common Subset (ACS) protocol coordinates re-
liable broadcast of proposals with parallel asynchronous binary agreements, guaranteeing
that all correct nodes agree on an identical subset of values despite asynchrony or Byzantine
faults. HoneyBadger also employs erasure coding to reduce communication overhead, al-
lowing efficient scaling without sacrificing security or throughput. The protocol’s leaderless,
censorship-resistant design directly supports blockchain applications and other adversarial
settings.

Building upon these ideas, BEAT [73] enhances flexibility through a modular architec-
ture that allows independent tuning of encryption, broadcast, and consensus layers tailored
to diverse network conditions. BEAT introduces labelled threshold encryption to uniquely
tag ciphertexts, mitigating replay attacks and easing verification. It employs a thresh-
old pseudorandom function for generating unpredictable, verifiable randomness with lower
computational cost than classic threshold signatures, enhancing responsiveness during ran-
dom coin generation. Additionally, BEAT leverages advanced erasure coding techniques
with configurable parameters to optimize bandwidth use and latency across system scales.
Multiple protocol variants (BEAT0, BEAT1, BEAT?2) further optimize trade-offs between

encryption overhead, broadcast efficiency, and workload distribution, such as client-side
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encryption offloading, to adapt performance to deployment scenarios.

Dumbo [74] focuses on minimizing communication complexity and reducing latency
bottlenecks intrinsic to HoneyBadger’s ACS protocol. Instead of running asynchronous bi-
nary agreements (ABA) for every node, Dumbo employs small fixed-size committees or
multi-valued validated Byzantine agreement that drastically reduces the number of nec-
essary ABA instances per round to a small constant, often independent of the total net-
work size. These innovations also include a provable reliable broadcast primitive that uses
threshold signatures to produce concise, publicly verifiable proofs of message acceptance,
ensuring scalable and secure verification. Dumbo’s pervasive use of threshold cryptogra-
phy streamlines authentication and generates unbiased common coins, critical for ensuring
liveness and consistency in fully asynchronous adversarial contexts, resulting in markedly
improved throughput and scalability.

Probabilistic consensus protocols differ from deterministic consensus in their reliance on
asynchrony, probabilistic guarantees, leaderless or decentralized coordination, and the ex-
tensive use of threshold cryptographic techniques to secure randomness and authentication.
These designs have advanced into practical, scalable, and censorship-resistant consensus
engines. They underpin modern distributed ledgers, blockchain platforms, and large-scale
fault-tolerant systems that demand operation in unpredictable and adversarial environ-
ments. The key contributions of these protocols are summarized in Table 3.3, highlighting
the evolution of probabilistic BFT from foundational cryptographic models to optimized,

modular solutions established for diverse real-world deployments.
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TABLE 3.3: Summary of key innovations from the presented probabilistic BET protocols.

Protocol Key Contributions

SINTRA [70] Modular protocol architecture; advanced cryptographic primi-
tives with threshold signatures and threshold coin-tossing; stack-
able, formally specified Reliable and Consistent broadcast layers.

Byzantine-Resistant Signature-free BF'T consensus using only symmetric cryptogra-
Protocol without phy (MACs); pairwise symmetric keys for authentication; accu-
Signature [71] mulation of valid MACs for quorum-based decision making.

Avoids expensive public-key operations; improved performance
and scalability while ensuring robust security.

HoneyBadgerBFT [72] Threshold encryption for confidential transaction batching; ACS
protocol combining reliable broadcast and parallel ABA in-
stances; erasure-coded reliable broadcast to reduce bandwidth.

BEAT [73] Modular architecture for flexible customization; labelled thresh-
old encryption to maintain confidentiality and prevent replay
attacks; threshold pseudorandom function for efficient, verifiable
randomness; advanced erasure coding for bandwidth optimiza-
tion; variants (BEATO0, BEAT1, BEAT2) balancing encryption
and broadcast trade-offs.

Dumbo [74] ACS revamp reducing ABA instances via a small fixed-size com-
mittee and multi-valued validated Byzantine agreement; prov-
able reliable broadcast with threshold signatures for scalable ver-
ification; pervasive threshold cryptography integrating authenti-
cation and common coin generation; near-constant round com-
plexity, improved throughput, and scalability.

3.5.  Discussion
This section compares the main characteristics of deterministic and probabilistic BFT-SMR
protocols presented in the previous sections. Table 3.4 synthesizes the key differences across

the two paradigms.

TABLE 3.4: Comparison between the different types of consensus used in BFT proto-
cols. (Auth. - Authentication, Compl. - Complexity, Crypto. - Cryptography). Adapted

from [64].
. Comm. Fault
Consensus Properties Model Model Auth. Compl.
. Safety, Partial 1 Symmetric/
<1
Deterministic Liveness Synchrony f<sN Asymmetric crypto. o)
s Agreement, Total Order 1
Probabilistic . Asynchronous f < SN Threshold crypto. O(n)
Liveness 3

When examining BFT protocols, deterministic and probabilistic consensus mechanisms
reflect fundamentally distinct approaches to achieving agreement in the presence of Byzan-
tine replicas. Deterministic consensus delivers absolute finality; once committed, transac-
tions cannot be reversed, and honest nodes will never diverge. By contrast, probabilistic
consensus achieves eventual consistency, where finality grows with confirmations but is

never mathematically absolute.
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Deterministic BFT uses structured rounds or phases (pre-prepare, prepare, commit),
which are predictable but have communication complexity that grows quadratically with
the number of nodes. They are considered best suited for permissioned networks where
strong finality and predictable performance are critical.

Probabilistic BFT tends to achieve better scalability and lower message complexity,
which is more appropriate for larger and permissionless networks. The trade-off is the

absence of instant finality, since decisions only become statistically irreversible over time.

(n=1)
3

Deterministic consensus can tolerate up to f = | | Byzantine faults while main-
taining strong liveness and safety guarantees, provided the network eventually delivers all
messages. Safety violations in such systems are considered fatal.

Probabilistic consensus can tolerate similar numbers of faulty nodes, but both safety
and liveness are guaranteed only with high probability. The risk of divergence is low and
decreases exponentially with more confirmations, but it is never entirely zero.

Although not addressed in the previous sections, Deterministic BFT is often used in
enterprise, consortium blockchains, and critical infrastructure where strong guarantees and
auditability are essential. These systems sacrifice scalability for reliability and predictability
in trusted environments.

Probabilistic BFT emphasizes scalability and decentralization, making it suitable for
public blockchains and open participation. They trade strict, instant guarantees for open-
ness and large-scale resilience.

In a general overview, each type of consensus provides the following key contributions

and innovations:

e Deterministic protocols:

1. Strong safety and liveness in synchronous and eventually synchronous networks.
2. Reductions in message exchange complexity.

3. Mechanisms for leader rotation and fair progress during view changes.
e Probabilistic protocols:

1. Use of randomness and stake-weighted leader selection to improve robustness.
2. Analyses of chain quality, fork probability, and network security assumptions.

3. Techniques enabling thousands of participants to reach consensus without heavy

message rounds.
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The core distinction between deterministic and probabilistic consensus in BFT lies in
the certainty and performance guarantees they offer. Deterministic protocols provide iron-
clad assurances suited to controlled, permissioned settings, while probabilistic protocols
enable large-scale decentralization with a small uncertainty risk. The choice is a trade-off
between absolute safety under bounded network conditions and scalable openness with
probabilistic guarantees, a decision that shapes the architecture, trust assumptions, and

performance envelope of the entire system.

3.6. Chapter Summary

This chapter provided an overview of consensus mechanisms that constitute the founda-
tion of ITSs, enabling them to achieve reliable agreement. The discussion distinguished
between deterministic and probabilistic approaches, beginning with core concepts in BFT
and SMR, and explaining how these protocols underpin resilient distributed systems capa-
ble of masking arbitrary faults, even in Byzantine environments.

The chapter explored the theoretical landscape shaped by the FLP impossibility, con-
trasting the guarantees and practical limitations of deterministic and probabilistic consen-
sus. Deterministic protocols, typified by PBFT and its iterations (e.g., Zyzzyva, MinBFT,
CheapBFT, BFT-Mencius, Hybster, Mod-SMaRt), were shown to provide strong safety and
liveness under partial synchrony, leveraging innovations such as efficient view-changes, spec-
ulative execution, trusted hardware, resource-aware adaptivity, multi-leader architectures,
parallelization, and modular consensus engines. Their predictable operation and absolute
finality make them well-suited for critical, permissioned infrastructures where consistency
is paramount.

In contrast, probabilistic (or randomized) BFT protocols, represented by SINTRA, the
signature-free approach by Correia et al., HoneyBadgerBF'T, BEAT, and Dumbo, over-
come deterministic limitations by introducing cryptographic randomness and threshold
techniques. These protocols achieve consensus with high probability in fully asynchronous
and dynamic networks, bringing leaderless architectures, threshold encryption, modularity,
scalable broadcast via erasure coding, and communication-efficient agreement to the fore-
front. Such innovations enable large-scale scalability and resilience against unpredictable
conditions, at the expense of rapid, absolute finality.

A detailed comparison highlighted that deterministic consensus offers ”iron-clad” safety
and liveness in bounded network conditions but typically incurs higher overhead and limited

scalability, making it optimal for trusted, closed environments. Probabilistic consensus,
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while sacrificing immediate certainty, delivers better scalability and flexibility, supporting
open and decentralized deployments where resilience against asynchrony and censorship
resistance is vital.

In summary, the evolution and diversity of consensus protocols surveyed in this chapter
reflect the shifting requirements of I'TS, from stringent reliability and predictability to large-
scale, robust, and resource-efficient design. The innovations documented herein not only
shaped the architecture of systems like Skynet [75] but continue to drive research at the
intersection of distributed fault tolerance, cryptography, and practical security. This survey
provides a foundation and an overview through which to assess protocol selection and

architectural trade-offs in the design of secure, fault- and intrusion-tolerant infrastructures.
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4.  Skynet’s Architecture

This chapter presents Skynet [75], the main contribution of this thesis, an intrusion-tolerant
architecture designed to defend against increasingly sophisticated, multi-domain cyber
threats. Typical BF'T protocols guarantee consensus even if some nodes act maliciously, but
they largely ignore vulnerabilities within the hosting nodes themselves, assuming correct
execution is enough. A handful of later designs introduce periodic or reactive recovery, yet
these remain insufficient against modern attack strategies.

Today’s adversaries, especially APTs, target the entire software—hardware stack, ex-
ploiting attack surfaces from Software-Defined Networking (SDN) poisoning to ML model
tampering to evade detection. Existing defenses address individual vectors but seldom in-
tegrate across domains, and typically rely on unrealistic assumptions about monitoring
data’s trustworthiness.

Skynet bridges intrusion tolerance, cybersecurity, and ML into a unified, adaptive ar-
chitecture. It acts as a secure overseer, merging the roles of traditional STEM systems and
orchestrators while building on the fundamental principles of previous I'TS designs. Skynet
is designed to dynamically adapt to both known and unknown threats, with the aim of
minimizing vulnerability windows and maximizing resilience.

Traditionally, BE'T protocols have focused primarily on ensuring protocol execution and
consensus, with little regard for security vulnerabilities or exploits affecting the underlying
nodes. Most protocols treat node compromise as irrelevant unless it directly disrupts con-
sensus, with only a few incorporating proactive or reactive rejuvenation strategies. However,
the escalating sophistication and persistence of cyber threats have changed the landscape:
adversaries now exploit the entire stack, from hardware flaws to software vulnerabilities,
using multi-stage, multi-domain tactics.

Modern threats often involve techniques such as poisoning SDNs, tampering with ML
models, and exploiting vulnerabilities in system design.

These complex attacks highlight the insufficiency of perimeter-focused and single-domain
security strategies. Defensive solutions exist, but typically tackle isolated aspects of these
challenges, often making strong assumptions about the integrity of event probes or moni-
toring infrastructure.

To address these issues, this thesis argues for disrupting the traditional segmentation

of knowledge domains. By merging principles from ITSs, cybersecurity, and ML, systems
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can be built that are capable of preemptively, proactively, and reactively addressing diverse
types of threats.

Skynet embodies this vision:
e It unifies SIEM and orchestration functions on an intrusion-tolerant foundation.

e It is open-source and built for dynamic adaptation: able to respond rapidly to known

and unforeseen threats, reducing the time systems remain vulnerable.

Although past ITS designs (for example, TRONE'’s resilient pub-sub middleware [46])
have often been dismissed for their complexity or perceived overhead, and while crash-
tolerant models eclipse BFT-SMR due to resource concerns, this thesis hypothesizes that
reimagining I'TS through cybersecurity and ML integration leads to fundamentally stronger
platforms. By enhancing classic recovery strategies with predictive ML, dynamic reconfig-
uration informed by risk assessment, and richer detection through endpoint and network
insights, Skynet has the potential to advance the research field.

The remainder of this chapter is organized as follows. Section 4.1, describes the require-
ments and assumptions underlying the architecture, including both the system model and
the threat model. Section 4.2 then presents the design principles and rationale, outlining the
theoretical foundations, design criteria, and trade-offs that shaped Skynet. Section 4.3 pro-
vides a high-level overview of the architecture, introducing its main modules. Section 4.4,
details the principal dataflows, illustrating how information and control signals traverse
between components. Section 4.5 presents the integration strategy, specifying how the
modules are interconnected, orchestrated, and made interoperable in practice. Evaluation
of the architecture is performed indirectly through the assessments of its individual mod-
ules, presented in later chapters. Finally, Section 4.6 provides a summary and concluding

remarks for the chapter.

4.1. Requirements and Assumptions

Skynet’s architecture has been designed in response to the increasing sophistication of mod-
ern cyber attacks, which increasingly employ multi-domain strategies and exploit vulnera-
bilities across the software, hardware, network, and operational stack [75]. It is architected
as a quasi—Zero Trust overseer platform that unifies BF'T protocols, Trusted Execution En-
vironments (TEEs), advanced monitoring, automated threat intelligence, risk-aware con-

figuration, and distributed, tamper-resistant provenance across both control and execution
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planes. This section details the operational system model and adversarial threat model

that guided its design.

4.1.1.  System Model

Skynet operates as a distributed system of n independent nodes deployed across heteroge-
neous environments (on-premise, cloud, and hybrid). Each node runs on commodity hard-
ware with support for TEESs, such as Intel SGX, ARM TrustZone, or AMD SEV-SNP, used
to create hardware-isolated enclaves for secure processing. Nodes support general-purpose
OSs, virtualization, and standard networking stacks.

All inter-node communication is authenticated and encrypted to guarantee confiden-
tiality and integrity. The network is modeled as asynchronous or partially synchronous,
accommodating delays, message reordering, and temporary partitions without strict deliv-
ery deadlines.

Consensus and coordination within Skynet rely on BFT protocols, deployed in the
Execution Plane. These protocols tolerate up to f < 5 Byzantine nodes per replica group,
maintaining safety and liveness through quorum-based agreement mechanisms independent
of network timing assumptions.

The architecture features two planes: a trusted Control Plane and an untrusted Exe-
cution Plane. The Control Plane orchestrates node deployment and hosts security-aware
modules for system monitoring, reconfiguration, and resilience enhancement. It may be
centrally hosted, provided it is robustly secured, physically, logically, or both, and main-
tains trusted communication channels with any other Control Plane instances, with the
goal of enhancing resilience. The Control Plane never depends on the Execution Plane for
its own security, although it interacts with the Execution Plane to deploy configurations,
collect telemetry, and initiate corrective or adaptive measures.

Operational correctness of the protocols does not require precisely synchronized clocks;
time synchronization (e.g., via Network Time Protocol (NTP) or Precise Time Proto-
col (PTP)) is only needed for log correlation and forensic analysis. At each node, the
minimal TCB includes cryptographic primitives for authentication and encryption, secure
configuration channels, and only critical Control Plane logic executed inside TEEs (for key
management, attestation, and integrity verification). The trust boundary surrounds these
TEEs-protected components, while the remaining Control Plane logic operates outside the

enclave on a hardened system.
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The Execution Plane is entirely outside this trust boundary and, because it is directly
exposed to external networks and users, is more likely to be compromised by adversaries. To
address this risk, Skynet incorporates security mechanisms specifically designed to contain
and mitigate the impact of such Execution Plane breaches, with the aim of enabling the
overall system to remain resilient even if some nodes or services are taken over by attackers.

These assumptions establish the adversary model described in the following section.

4.1.2. Threat Model

The threat model assumes deployment in adverse environments, where adaptive, well-
resourced adversaries may launch multi-domain, multi-stage attacks targeting hardware,
OSs, middleware, networks, and applications. Attackers are considered capable of discov-
ering and exploiting vulnerabilities, escalating privileges, conducting insider and supply-
chain attacks, manipulating network protocols, injecting or poisoning data, and executing
persistent intrusion campaigns.

The trust boundary encompasses only the enclave-protected core of the Control Plane,
where critical security functions such as key management, attestation, and verifiable prove-
nance sealing are executed within TEEs (e.g., Intel SGX, ARM TrustZone, AMD SEV-
SNP). Compromise of the TEE-protected core is considered theoretically possible but with
very low probability, requiring a high amount of resources and advanced technical exper-
tise; such attacks are rational only for highly motivated and well-resourced adversaries.
The remainder of the Control Plane runs on a hardened platform with strong isolation
and secure, authenticated communications, while not impossible to compromise, successful
attacks are considered unlikely under the assumed adversary model.

The Execution Plane, fully outside this trust boundary, is assumed to have a high
probability of compromise due to direct exposure to external networks and clients. It
includes the BFT protocol stack, operational workloads, virtualization and rejuvenation
mechanisms, monitoring and introspection agents (e.g., Host-based Intrusion Detection
System (HIDS), File Integrity Monitoring, extended Berkeley Packet Filter), log-forwarding
clients, automated penetration-testing and red-team agents, and exposed service interfaces.
All of these modules can potentially fall under adversarial control: BFT protocol instances
may be degraded or disrupted on compromised nodes; monitoring agents and pen-testing
modules may be bypassed, disabled, misled, or repurposed; log-forwarders cannot guarantee

integrity until records reach the trusted enclave; and networked interfaces may be subverted
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for intrusion, lateral movement, or data exfiltration. The system maintains safety and
liveness as long as fewer than n/3 replicas per group are Byzantine and a BFT quorum of
2f + 1 correct replicas is upheld.

Adversaries may also seek to undermine security indirectly, for example, by poisoning
external vulnerability and threat intelligence feeds, misleading the ML-based risk man-
ager, manipulating SDN controls, or corrupting time synchronization services (NTP/PTP).
While such attacks can impair forensic accuracy or reconfiguration logic, they do not impact
the fundamental correctness or liveness of the core protocols.

Under these assumptions, Skynet is intended to provide at the system level: confiden-
tiality, including confidentiality under compromise, integrity, availability, and consensus
correctness, provided the enclave-protected Control Plane core remains uncompromised
and a strict BFT quorum is preserved in the Execution Plane. Additionally, module-specific
properties are provided only by subsystems designed with special protections; for example,
only the provenance subsystem ensures audit records are tamper-resistant and verifiable
once sealed inside the trusted enclave, regardless of Execution Plane compromise. Other
modules retain their intended security properties only within the operational limits defined

by these adversary and trust model assumptions.

4.2. Design Principles and Rationale

The Skynet architecture is conceived as a direct response to the rapid advancement and
increased complexity of cyber threats that span multiple technical layers. Its architecture
does not foster siloed security practices, but purposefully combines theory and practical
advances from I'TSs, cybersecurity, and ML to potentially address multi-domain attacks and
the persistent risk of systemic compromise. This section details the conceptual foundations,

design priorities, and explicit architectural boundaries underlying the creation of Skynet.

4.2.1. Theoretical Foundations

At its core, Skynet fuses insights from previous research in intrusion tolerance, merging
the techniques that provide pure prevention with the methods that provide resilience and
survivability in adversarial environments. Foundational work in ITSs, such as proactive
and reactive recovery, BFTs, and the management of diversity, shapes the system’s struc-
ture and protocols. Cybersecurity principles, particularly the NIST functions of identify,
protect, detect, respond, and recover, have shaped the risk management life cycle and the

Skynet’s approach to both threat anticipation and mitigation. ML, besides being used for
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the detection of anomalous events, is also integrated to enable continuous adaptation of
system configurations based on real-time analysis of vulnerabilities and exploits. Finally,
the design is underpinned by a strict separation between the privileged Control Plane and
the potentially untrusted Execution Plane, a strategy informed by long-standing defense-
in-depth paradigms, specifically shown in the works of Verissimo et al. [76], Kreuts et

al. [77], and Saltzer et al. [78].

4.2.2. Design Criteria and Trade-offs

Designing Skynet required a delicate balance between security, availability, adaptability,
and overhead. The platform favors a modular, adaptable architecture that enables the
seamless integration of new threat intelligence sources, forensic methods, and orchestra-
tion capabilities. Rather than pursuing the goal of absolute prevention, Skynet’s structure
tolerates and endures intrusions, minimizing service downtime and the risk exposure win-
dow. Operational overhead, often cited as a barrier for the adoption of intrusion-tolerant
technologies, is consciously addressed through a combination of fixed and adaptive control
strategies, leveraging automation where possible but anchoring key decisions in practical
efficiency. While ML offers crucial automation for dynamic reconfiguration and incident
response, the design recognizes that, for exceptional cases and deep incident forensics,
human oversight remains essential. The system’s approach to patch management further
illustrates this balance: strong offline patching guarantees security but increases recovery
time, while prospective online patching aims to optimize availability, albeit with known

technical limitations, especially in terms of system state consistency.

4.2.3. Architectural Constraints and Assumptions

The design of Skynet is grounded in several core architectural constraints and explicit
assumptions that underpin the system model and shape all subsequent design decisions.
First, a foundational assumption is a strict trust separation: the Control Plane is pre-
sumed to operate within a secured, trustworthy environment, benefiting from strong isola-
tion, secure communication channels, hardware-based trust anchors (such as TEEs), and
cryptographic protection. In contrast, the Execution Plane is considered untrusted and
vulnerable to adversarial compromise; it is directly exposed to attacks and is expected to
host services and protocols, such as BFT, that can operate correctly despite the presence

of faulty or malicious nodes.
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The model presumes the availability of essential hardware and software capabilities,
specifically the presence of general-purpose OSs, virtualization support, secure storage, and
network stacks capable of authenticated and encrypted communications. Where required,
commodity hardware is assumed to support trusted execution and minimal TCBs for core
security functions, such as key management and remote attestation.

Recognizing the risk that system probes, logging agents, or telemetry collectors may
be compromised or manipulated, Skynet does not rely on any single component or data
source. Instead, the architecture mandates redundancy and continuous verification, ensur-
ing no individual misbehaving element can undermine system assurance. Data integration
mechanisms are designed to handle heterogeneous, potentially noisy, or delayed information
from both external and internal sources, supporting robust real-time decision making.

A key challenge in resilient system design, implementing true N-diversity in large-scale
deployments, is acknowledged as a limiting factor for practical systems. Skynet addresses
this by integrating automated diversity management and risk quantification, leveraging ML
and live threat intelligence to provide varied and adaptive configurations where possible.

While automation is a central goal, particularly for detection and adaptive response,
the architectural model explicitly allows for manual intervention. For operations where full
automation is either infeasible or currently unreliable, such as exceptional incident response
or deep forensic analysis, human oversight remains an integral part of the system’s defensive
posture, through the integration of SIEMs.

In summary, these constraints and assumptions delineate the operational and trust
boundaries of Skynet, ensuring that its intrusion-tolerant approach is both robust and

practically grounded.

4.3. High-Level Architectural Overview

This section provides an overview of the Skynet architecture, emphasizing the interplay
between its foundational components and their roles in ensuring robust intrusion tolerance
and adaptive defense. Skynet’s design follows a multi-plane approach in which system re-
sponsibilities and trust boundaries are clearly separated. The Control Plane is entrusted
with orchestration, monitoring, and risk management, operating within a secured environ-
ment, while the Execution Plane is deliberately assumed to be exposed and potentially
compromised, running the core replicated services and application workloads. This layered
architecture enables the system to flexibly and proactively respond to evolving attack vec-

tors and operational changes. The Execution Plane is untrusted and directly exposed to
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adversaries, hosting the operational workloads, protocol replicas, and supporting infras-
tructure. These planes interact to preserve system integrity, availability, and resilience in
the face of both known and emerging threats.

Figure 4.1 illustrates the primary modules and their relationships across both planes,
highlighting how coordinated functionality and defense-in-depth principles drive the overall
resilience of the architecture. The following description introduces the key modules and
their interconnections, providing the context for more detailed technical discussions in

subsequent sections.
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FIGURE 4.1: Skynet’s architecture high-level overview. The two planes are delimited by

labelled enclosing boxes and separated by the Local Trusted Unit: the trusted Control

Plane (left) and the untrusted Execution Plane (right), with stacked outlines denoting

replicated instances. Rectangles denote processing modules and circles denote external

sources and services. Arrows indicate the direction of data flow. The same notation applies
in Figures 4.2 and 4.3.

4.3.1. Control Plane Modules

Figure 4.2 expands the Control Plane from the overview in Figure 4.1, detailing the internal
composition and data flows of its five modules. As the trusted and protected “brain” of the
system, the Control Plane comprises the Data Manager, the Risk Manager, the Monitoring
Manager, the Deploy Manager, and the HIDS Scalable Backend.

Data Manager (VExHK): The Data Manager, labelled VExHK*, module scrapes

vulnerability and threat intelligence by gathering data from public sources, such as the

*Pronounced “Vek”
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FIGURE 4.2: Skynet’s intelligence side, integrating threat-intelligence ingestion,
vulnerability-risk assessment, BF'T monitoring, automated deployment, and remediation
over a scalable HIDS backend.

NVD [79], CVE feeds [80], VulnDB [81], and social media (e.g., X [82]*), as well as inter-
nal sources like automated testing and penetration testing modules, and the information
gathered by forensic analysis and collected through logs from exposing the configuration
to a volatile environment. This information is stored centrally in a database to inform
risk assessments and adaptive security measures used by other modules, specifically the
Risk Manager and the HIDS Scalable Backend. In addition, the module provides feedback
with useful information for threat sharing platforms, e.g., Malware Information Sharing
Platform (MISP) project [83].

By gathering the informatiion locally a priori, i.e., as a service that periodically collects
the data, allows Skynet to be prepared for possible threats and intrusions, lowering the
time window to autonomously act against new and old threats, removing the barriers
that current databases have against too many requests to avoid possible Denial-of-Service
threats or to balance out the requests from other connections. Implemented as an open
source tool and in a modular manner, it allows for further addition of sources to increase
its range of collected data.

Risk Manager (HAL): The Risk Manager, labelled “HAL 9000”, module acts as the
system’s configuration oracle, evaluating hardware and software stacks for known vulner-
abilities, exploit probabilities, and threat exposure in order to guide the most secure and
resilient deployments. Consistent with intrusion-tolerant architectures, which require at
least 3f + 1 replicas for BET, HAL enforces a diversity policy that ensures no two nodes

share OSs with overlapping vulnerabilities.

*Formerly Twitter, since 2023.
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Beyond static assessment, HAL leverages ML techniques to cluster semantically similar
CVEs. This method uncovers hidden relationships between vulnerabilities with distinct IDs
that affect different platforms but have shared exploitation patterns, thus strengthening
diversity-aware configuration choices.

A persistent challenge for automated ITS risk managers is the delay in CVE evalua-
tion at the NVD, whose backlog often postpones CVSS scoring [23]. To address this, HAL
integrates a CVSS score prediction model that uses Natural Language Processing (NLP)
on vulnerability descriptions, generating temporary scores for newly reported CVEs still
awaiting official evaluation. By combining these predictive scores with exploitability likeli-
hood metrics such as EPSS and curated OSINT sources (e.g., ExploitDB, AlienVault OTX
Pulses), enables rapid, adaptive risk assessments against both known and emerging threats.

HAL balances two complementary perspectives: (1) a security score, quantifying the
risk of a single node being compromised, and (2) a resilience score, quantifying shared risks
across nodes to prevent “break one, break all” situations. By jointly optimizing both, HAL
is intended to ensure that the system is not only individually secured but also collectively
resilient, aligning with Skynet’s vision of a next-generation, self-adaptive intrusion-tolerant
overseer.

Monitoring Manager: The Monitoring Manager is a cornerstone of Skynet’s architec-
ture, responsible for providing comprehensive oversight, intrusion detection, and behavioral
analysis across the deployed configuration. Its main objective is to safeguard the integrity,
availability, and trustworthiness of both individual replicas and the distributed consensus
layer that underpins the system. By combining detection, introspection, and forensic log-
ging, this component addresses critical blind spots left by conventional intrusion detection
mechanisms and BFT protocols.

At the core of this module is the replica comparator, which leverages a trusted baseline
state to compare with replicas deployed into the exposed execution environment. By peri-
odically cross-checking the stack, the comparator can identify discrepancies that may signal
compromise or Byzantine behavior. This information is further correlated with HIDS feed-
back, including File Integrity Monitoring and malware detection alerts, thereby enhancing
the accuracy of classification and reducing false negatives. Importantly, the comparator
extends its role beyond immediate detection: it supplies curated intelligence to the Risk
Manager, enriching its advisory process by reporting suspected compromises and contribut-

ing to configuration reassessment. When a novel vulnerability is identified, the comparator
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employs an embedded CVSS-like calculator to produce a temporary severity evaluation,
which is then forwarded to the Data Manager. This shortens the response time between vul-
nerability discovery and countermeasure deployment, allowing Skynet to act with agility in
hostile environments. The comparator itself can operate during live execution, periodically
withdrawing replicas for analysis without jeopardizing the global service, or in post-mortem
scenarios, where compromised nodes are inspected to detect altered files and identify po-
tential exploit signatures useful for forensic investigation and dataset enrichment.

Beyond replica-level monitoring, the Monitoring Manager supervises the health of the
consensus layer through the BFT Observer. BF'T protocols are designed to mask faults by
removing misbehaving replicas through view-change subprotocols, yet they do not publicize
these events outside the consensus process. The BFT Observer fills this gap by detecting
when view-changes are triggered, providing explicit evidence that a replica has misbehaved
or may be compromised. By relaying this information beyond the protocol’s internal scope,
it ensures that the system can take additional corrective measures to preserve the essential
3f + 1 invariant even in cases where faulty replicas remain active but silently excluded
from consensus.

Another critical function of the Monitoring Manager is its reliance on tamper-resistant
audit trails as a source of verifiable historical evidence. These logs are generated at the
node level by subsystems such as ShadowTracker, which operate within the Execution
Plane to protect logs against tampering and ensure resilience under adversarial conditions.
While capture and replication occur within the replicas, the resulting records are securely
forwarded to the Monitoring Manager in the Control Plane, where they are correlated
with other telemetry streams. This enables analysts to visualize, replay, and cross-reference
events, facilitating anomaly diagnosis, attack reconstruction, and accountability across the
system’s lifecycle.

These mechanisms are intended to position the Monitoring Manager as Skynet’s “ner-
vous system”, continuously sensing, correlating, and validating information from across
replicas, consensus protocols, and external logs. Through its integration with the Risk Man-
ager and Data Manager, it has the potential to transform raw telemetry into actionable
intelligence, enabling proactive reconfiguration, adaptive risk evaluation, and enriched vul-
nerability datasets. By embedding both introspection and forensic persistence into Skynet’s
operation, the Monitoring Manager extends monitoring beyond passive detection and estab-

lishes it as an active safeguard that strengthens resilience against conventional intrusions,
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Byzantine misbehavior, and emerging zero-day exploits.

Deploy Manager: The Deploy Manager is responsible for creating, maintaining, and
evolving the system’s node set by orchestrating deployment, updates, and patching in align-
ment with security policies. It receives configuration directives from the Risk Manager, in
particular recommendations concerning safer software stacks and network configurations,
and translates them into concrete rollout procedures in the execution environment. Each
deployed node is constructed from its base system upwards until the full stack is opera-
tional, applying configuration hardening along the way and embedding the threat-aware
settings determined by the TerminatorSDN subsystem. This close integration ensures that
SDN adaptations are incorporated as nodes are brought online or reconfigured, thereby
lowering exposure to known and emerging network threats.

Beyond initial deployment, the Deploy Manager also governs continuous lifecycle opera-
tions, including update scheduling, security patch distribution, and controlled re-deployment
of nodes when vulnerabilities are discovered or when the environment changes dynamically.
To achieve seamless coordination across the broader infrastructure, the Deploy Manager
maintains communication with external oversight layers such as SOC and SIEM tools,
ensuring that deployment changes are visible to operators and align with ongoing inci-
dent response. This role is critical to sustaining operational resilience, as it enables Skynet
to respond rapidly to configuration shifts recommended by the Risk Manager, while sys-
tematically distributing changes through hardened orchestration that mitigates risks of
propagation from a compromised node.

HIDS Scalable Backend: The HIDS Scalable Backend provides the analytical foun-
dation required to execute scalable HIDS across all deployed nodes. Integrated in the Con-
trol Plane, it operates within a trusted environment shielded from potential compromise in
the Execution Plane. This architectural separation ensures the integrity of detection logic
and correlation processes, while simultaneously redirecting resource-intensive analysis to
a more computationally capable environment. By relieving nodes of heavy processing de-
mands, the backend reduces local performance overhead and minimizes opportunities for
adversarial interference with detection operations. Its analytical processes are informed
by rules, signatures, and threat intelligence provided by the Data Manager, ensuring that
detection is continuously updated in light of new vulnerabilities and emerging threats.

Functionally, the backend aggregates telemetry streams originating from node-side

agents and subjects them to large-scale analysis. Offloading intensive computation to the
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backend not only improves the efficiency of exposed nodes but also enables a broader,
system-wide perspective. This global visibility allows Skynet to detect patterns that may
remain covert at the level of individual nodes but become apparent when correlated across
multiple instances, such as coordinated attack campaigns or recurring exploit signatures.

The backend provides its outputs directly to the Monitoring Manager, strengthening
detection workflows by supplying higher-fidelity alerts and enabling more robust intrusion
response. In this manner, the HIDS Scalable Backend acts as a bridge between low-level
node telemetry and high-level monitoring orchestration.

By distributing detection responsibilities into a dedicated and resilient analysis tier, the
HIDS Scalable Backend has the potential to enhance both the accuracy and scalability of
the intrusion response capability. This design aims to promote monitoring from an isolated
node-level task into a coordinated, system-wide detection fabric, with the potential to
enable Skynet to dynamically adapt to individual intrusions as well as systemic, multi-

node attack campaigns.

4.3.2. Local Trusted Unit (LTU)

Positioned at the boundary between the Control and Execution Planes, the LTU acts as a
secure conduit for management and telemetry traffic. It employs TEEs, public-key infras-
tructure, and secure communication protocols (such as Transport Layer Security (TLS))
to provide strong confidentiality, integrity, and authenticity of communications, even when
operating in untrusted or partially compromised environments.

The LTU serves as a gatekeeper for interactions between planes, enforcing strict iso-
lation and access control policies. On the Control Plane side, it interfaces directly with
trusted modules and exposes a minimal attack surface, only allowing well-defined, authen-
ticated operations (such as configuration delivery, software attestation, and collection of
telemetry streams). On the Execution Plane side, it mediates control and data exchanges,
relaying only validated information and enforcing protocol compliance on connected repli-
cas or agents.

To achieve a strong security posture, the LTU leverages hardware-based trust anchors
(e.g., Intel SGX, ARM TrustZone, or AMD SEV-SNP) to isolate critical logic from the host
OS. All cryptographic key material and attestation processes are confined within the TEE

boundary, reducing the risk of compromise by privileged Execution Plane adversaries. This
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design ensures that sensitive operations, such as node registration, remote attestation, and
signing of provenance records, are executed in a tamper-resistant manner.

The LTU incorporates mechanisms for secure, authenticated delivery of configuration
and update bundles to Execution Plane nodes, as well as rate-limiting, anomaly detection,
and fail-safe controls to prevent abuse. In the event of detected compromise or misbehav-
ior on the Execution Plane, the LTU can quarantine affected nodes by revoking channel
credentials or isolating communications, supporting rapid response and containment.

Furthermore, the LTU supports integrity validation and time synchronization for logs
and audit trails transmitted from the Execution Plane, ensuring that anomaly and incident
records forwarded to the Control Plane can be trusted for forensic and real-time analysis.
It is also responsible for multiplexing and prioritizing telemetry from multiple replicas,
efficiently balancing performance and security.

By serving as a robust bridge anchored in hardware-enforced trust and cryptographic
guarantees, the LTU enables secure, auditable collaboration between the Control Plane’s
sensitive decision logic and the Execution Plane’s potentially hostile environment. Its in-
tegration helps to narrow the trust boundary, ensuring that even in the presence of active
adversaries, critical management and monitoring traffic can remain confidential, authenti-

cated, and resilient to tampering or spoofing, even in adversarial conditions.

4.3.3. Execution Plane Modules

The Execution Plane, presented in Figure 4.3, comprises the system components respon-
sible for running core application workloads and supporting defensive infrastructure in
an exposed, potentially hostile environment. Its primary modules include the Node (or
Replica) and Automated Testing/PenTesting, which together provide operational services,
resilient state management, and continuous self-assessment of system security.

Node (Replica): The node is conceptualized as a robust, security-oriented system
component that aspires to withstand advanced attacks and maintain operational continu-
ity even in hostile environments. The underlying approach combines various technologies
and defense mechanisms, each selected for its potential to enhance intrusion tolerance,
accelerate recovery, and support forensic clarity.

The design includes hardware-based TEEs, such as Intel SGX, ARM TrustZone, or
AMD SEV, to safeguard critical computations and cryptographic keys even if other system

layers are compromised. This form of hardware isolation is intended to preserve essential
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FIGURE 4.3: Overview of the Execution Plane.

security properties during attacks, as recognized in current technical literature [84, 85].
While such features hold promise, their practical effectiveness may vary depending on
specific attack vectors and system integrations.

Layered virtualization, making use of both type 1 and type 2 hypervisors as well as
technologies like vSGX, is suggested as a method for strengthening the isolation between
instances and reducing the potential lateral movement of threats. These virtualization
techniques could enable rapid restoration or replacement of compromised components,
thereby possibly minimizing system downtime in response to security incidents. Actual
recovery performance will likely depend on the environment and deployment specifics [86].

On the detection and monitoring front, advanced HIDS tools such as Wazuh [87] are
intended to provide capabilities like File Integrity Monitoring, malware detection, and

automated reactions such as isolation or rollback. The deployment of these monitoring
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mechanisms is anticipated to improve the timeliness and effectiveness of intrusion detection
and containment, although real-world performance may reflect operational and threat-
model complexities.

Forensic integrity in this context is anticipated to be reinforced by secure storage,
particularly leveraging Write-Once-Read-Many (WORM) strategies. The idea is that, when
combined with distributed replication and cryptographic safeguards, WORM storage could
substantially hinder an attacker’s ability to alter or erase operational logs and forensic
artifacts. Nonetheless, ensuring these protections at scale and in dynamic environments
may present implementation challenges that affect their resilience in practice.

A key element of the architecture, ShadowTracker, is introduced as a distributed logging
subsystem that aspires to be both tamper-resistant and tamper-evident. Through replica-
tion of logs across trusted nodes, the use of secure storage, and by embedding sensitive
functions within TEEs, ShadowTracker is poised to protect audit trails and provenance
information in the presence of ongoing threats. If successfully realized, this could limit
adversarial efforts to obscure traces of compromise and support thorough forensic analy-
sis, though empirical validation in demanding scenarios will be crucial for confirming its
robustness.

The use of technologies such as secure OS introspection with extended Berkeley Packet
Filter is considered advantageous for enabling fine-grained, real-time monitoring with lim-
ited overhead, thus contributing to more advanced detection and response capabilities.
The actual security and operational benefits of these techniques will likely depend on their
integration and the evolving threat and deployment landscape.

Automated Testing/PenTesting: This module is envisioned as a persistent and au-
tonomous subsystem dedicated to strengthening the environment’s resilience by subjecting
running nodes to constant scrutiny through automated testing and penetration-testing
tools. Leveraging widely used frameworks and utilities, such as Metasploit [88] for pen-
etration testing, Hping3 [89] for network stress and packet manipulation, Harvester [90]
for information gathering, and automated software testing platforms like Katalon [91] and
TestComplete [92], this component orchestrates a broad range of security checks and attack
simulations on deployed nodes.

The module’s core capability lies in its ability to simulate real-world attack scenar-
ios, probe for both known and previously undiscovered vulnerabilities, and exercise the

full system stack under adversarial conditions without requiring manual intervention. Any
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vulnerabilities or anomalous behaviors detected are automatically reported to the Data
Manager, which then processes and disseminates this intelligence both within Skynet and
to external threat-sharing platforms. This rapid, closed feedback loop enables Skynet to
swiftly adapt configurations, deploy targeted patches, and update its detection heuristics,
thereby significantly reducing the window of exposure to emerging threats.

In addition to vulnerability discovery, this module has the potential to contribute to
proactive resilience by regularly stress-testing the system’s ability to recover from discov-
ered faults, measuring response times, and ensuring that automated remediation routines
function as expected. Its integration with the rest of the architecture is designed to minimize
the dependency on external threat databases by ensuring that new exploit information is
rapidly surfaced, analyzed, and acted upon internally, making the environment less reliant
on delayed or incomplete third-party intelligence.

While the approach promises substantial gains in threat agility and autonomous de-
fense, its effectiveness in highly dynamic, large-scale deployments will depend on imple-
mentation choices and operational experience. However, by embedding continuous and
comprehensive adversarial testing directly into the operational lifecycle of deployed nodes,
Skynet aspires to maintain a defensive posture that is both adaptive and robust in the face

of evolving attacks.

4.3.4. Inter-Plane Collaboration

Beyond the local deployment, Skynet instances are designed to collaborate, replicating
knowledge, configurations, and threat intelligence across administrative domains for en-
hanced resilience and coordinated defense. Redundant Skynet deployments enable load
balancing, exploit knowledge sharing, and cross-validation of security decisions.

This collaborative approach leverages self-organizing protocols capable of orchestrat-
ing multiple Skynet instances in a scalable and decentralized fashion. This federative ap-
proach promotes the dissemination of exploit signatures, recommended countermeasures,
and forensic evidence among peer environments, allowing participants to leverage shared
situational awareness and collaboratively developed defense strategies across the network.
Through regular exchanges, instances can also assist in detecting complex, multi-domain,
or coordinated attacks that might otherwise surpass the visibility of a single infrastructure.

The architecture envisages these collaborative mechanisms to not only increase fault

tolerance and mitigate targeted attacks, i.e., by swiftly propagating security updates and
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reconfiguration advice to all nodes, but also to support the formation of trust relation-
ships and dynamic coalitions responsive to emerging threats. This is especially relevant for
cloud, multi-datacenter, and distributed operational scenarios, where a single compromised
environment can have cascading effects if not isolated and addressed promptly.

By embracing open standards for CIS and configuration interoperability, Skynet as-
pires to foster an ecosystem where independent administrative domains can securely and
efficiently coordinate their defensive efforts without compromising local autonomy or data
privacy.

Together, these modules aim to form a tightly integrated, modular, and adaptive
architecture where intrusion tolerance is ingrained as a foundational operational princi-
ple—rather than retrofitted—maximizing both robustness and agility. Figure 4.1 visually
summarizes these relationships and control flows within Skynet’s layered defense, illustrat-

ing how collaboration across planes amplifies the system’s collective security posture.

4.4. Dataflows

This section, illustrated in Figure 4.4, presents the dataflows that are essential to the
operation of Skynet. It describes how information is ingested, evaluated, and propagated
among specialized modules, enabling robust coordination and timely security responses.
Each dataflow outlines the movement of information across core components, clarifying
their interactions and highlighting the specific roles of principal architectural elements.
Four distinct process flows are defined: the (Re)Configuration flow, the Intrusion Iden-
tification flow, the Observation flow, and the Testing flow. These flows are detailed in the

following subsections.

4.4.1. (Re)Configuration process flow

The (Re)Configuration process flow, illustrated in Figure 4.5, unfolds as a continuous
pipeline that adapts the system to evolving vulnerabilities and threats. It begins with (1)
the Data Manager, which aggregates vulnerability and exploit information from external
sources and integrates them into the Data Lake. This knowledge is evaluated by the HAL,
which estimates both resilience and security scores of the possible configurations from the
available hardware and software.

The recommended configurations are then passed to (2) the Deploy Manager, where the
Oracle component interprets these recommendations to construct or update node stacks. At

this stage, the SDN settings are provisioned through the TerminatorSDN module, ensuring
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that both the system and the network layers remain aligned with the prescribed resilience
and security requirements.

Finally, the prepared node stacks are transmitted to (3) the Execution Plane, where
they are deployed and instantiated. This stage operationalizes the updated configuration
across the infrastructure, completing the (Re)Configuration cycle while ensuring that the

architecture remains continuously adaptive and resilient to emerging security challenges.

4.4.2. Intrusion identification process flow

The Intrusion identification process flow, illustrated in Figure 4.6, continuously refines its
detection capability by integrating three main inputs: knowledge maintained in the Data
Manager, telemetry generated by deployed HIDS probes, and integrity logs preserved by
the ShadowTracker. Together, these data sources enable the system to detect intrusions
and identify the presence of malicious agents.

The process begins with (4) the periodic update of the detection rules managed within
the HIDS Scalable Backend. In parallel, (5) it ingests operational data from the HIDS
Workers along with (6) the tamper-resistant records of the ShadowTracker. The combined
information and resulting feedback are subsequently relayed (7) to the Monitor Manager
for cross-checking and system-wide correlation of events.

Potential intrusions are flagged when the active rule set enforced by the HIDS is violated
or when unexpected deltas emerge during the Replica Comparator’s integrity checks. When
such anomalies occur, the system produces alerts together with detailed forensic evidence.
These outputs are evaluated by the CVSS Calculator, and the final results are (8) stored
in the Data Manager to update the vulnerability repository and extend the knowledge base

for future detection.

4.4.3. Observation process flow

The Observation process flow, illustrated in Figure 4.7, enhances situational awareness by
combining telemetry and anomaly detection from multiple sources. At its core, the process
integrates three key inputs: telemetry generated by the HIDS Workers (7), anomaly reports
provided by the BFT Observer (10), and the subsequent risk analysis performed by HAL
(9). This allows for continuous surveillance and adaptive response across the infrastructure.

The process begins with (7) the collection of telemetry and feedback from the deployed

HIDS Workers, which provide insight into system and node-level activity. This information
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FIGURE 4.6: Intrusion identification process flow. (4) The Data Manager provides updated

detection rules to the HIDS Scalable Backend; (5) telemetry from the HIDS Workers and (6)

tamper-resistant logs from the ShadowTracker are processed by the Backend; (7) the Monitor

Manager correlates this information; (8) the Data Manager stores the results to update the
vulnerability knowledge base.

is complemented by (10) the BFT Observer, which identifies performance degradations and
anomalies in the consensus layer. The combined results are then consumed by (9) HAL,
which evaluates the overall system state, performs risk scoring, and advises on suitable

reconfiguration strategies to preserve the security and resilience of the infrastructure.

4.4.4. Testing process flow

The Testing process flow, illustrated in Figure 4.8, systematically identifies vulnerabilities
and weaknesses across deployed nodes through integrated penetration and autonomous
testing, and continuous feedback. At its core, the process involves three coordinated stages:
execution of testing by the Automated Testing/PenTesting modules (11) and (12), ag-
gregation and classification of findings within the Data Manager (13), and the sharing of
actionable intelligence to external platforms via the Data Manager’s communication with
threat sharing platforms (e.g. MISP) (15).

The process begins with (11) and (12), where dedicated Automated Test/PenTesting
modules actively probe nodes using automated and penetration testing. When a zero-day
vulnerability or patching failure is detected, the results are sent to (13) the Data Manager.

Here, the findings are integrated into the repository of known vulnerabilities, enriching the
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FIGURE 4.7: Observation process flow. (7) Telemetry and feedback are collected from the HIDS

Workers; (10) anomalies and performance degradations in the BFT service are detected by the

BFT Observer; (9) HAL evaluates the gathered information and advises on appropriate reconfig-
uration to maintain system resilience.

system’s understanding of its security posture. Finally, the Data Manager (15) transmits
the newly discovered vulnerability information to a collaborative threat intelligence plat-
form, such as MISP, facilitating broader awareness and coordinated response within the
ecosystem.

These dataflows collectively promote Skynet’s adaptive and intrusion-tolerant oversight,
demonstrating lines of information exchange, rapid threat detection, and coordinated re-

covery actions throughout the architectural landscape.
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FIGURE 4.8: Testing process flow. (11) and (12) Automated Testing/PenTesting modules
actively probe the nodes and identify vulnerabilities or patching failures; (13) the Data
Manager aggregates findings and updates the vulnerability repository; (15) the Data Man-
ager shares actionable intelligence with external threat sharing platforms such as MISP.

4.5. Integration Strategy

The Integration Strategy section delineates how the diverse modules and architectural el-
ements of Skynet coalesce to form a unified, dependable system. While previous sections
have laid out the individual components, their designs, and overarching dataflows, effec-
tive security and resilience depend on concrete integration mechanisms that ensure robust
coordination and interoperability. This section details the architectural approach through
which modules interconnect, the orchestration mechanisms that govern their collaboration,
and the dependencies and interfaces that make seamless interaction possible. By clarifying
these aspects, the Integration Strategy provides the blueprint for translating high-level

design into a functioning, adaptable, and intrusion-tolerant system.

4.5.1. Module Interconnections

Skynet’s architecture establishes module interconnections through secured and authen-
ticated communication channels, with an enforcement of trust boundaries and defense,

in-depth mechanisms designed for resilience, agility, and containment of compromise.
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All traffic between the trusted Control Plane and the untrusted Execution Plane is
strictly channeled through the LTU. The LTU acts as a cryptographically fortified gateway,
mandating mutual attestation, public-key infrastructure, and protocol validation for every
cross-plane interaction. This design explicitly prohibits any direct connections between
planes, ensuring that the trust boundary is narrow, well-defined, and actively policed.

Within the Control Plane, modules such as the Data Manager, HAL, Monitoring Man-
ager, Deploy Manager, and the HIDS Scalable Backend communicate via authenticated
Application Programming Interfaces (APIs) and encrypted message buses, using mutual
TLS over HT'TPS and role-based access controls. This compartmentalization secures intra-
plane traffic and enables comprehensive auditing.

The Data Manager aggregates and curates all internal telemetry and external threat
intelligence, exposing its data via secure APIs. Modules like HAL regularly retrieve up-to-
date threat and vulnerability data to guide risk assessment and adaptive reconfiguration.
The Deploy Manager receives cryptographically signed configuration and patching direc-
tives, which are delivered to nodes in the Execution Plane using the LTU as the delivery
orchestrator. All payloads are subject to authentication, encryption, and rate-limit protec-
tions to resist channel abuse or attack amplification.

Nodes in the Execution Plane report telemetry, including forensic logs, file integrity
states, and intrusion alerts, using secured, purpose-specific agents. The LTU validates,
batches, and forwards these reports upstream, ensuring that only authenticated and policy-
compliant data enters the trusted environment. The HIDS Scalable Backend and Monitor-
ing Manager then perform high-fidelity anomaly analysis and cross-correlation, with results
fed back to configuration and orchestration modules.

Both control and execution modules are designed for resilience: buffered delivery, retry
mechanisms, and fallback paths are employed in the event of communication disruption.
The LTU actively supervises channel health, automatically revoking credentials or quaran-
tining endpoints that exhibit anomalous or malicious behaviors. This containment strategy
is key for maintaining the compositional trust model even when parts of the Execution
Plane are under active attack.

These tightly enforced interconnections allow Skynet to achieve real-time situational
awareness, rapid response, and robust adaptive defense, ensuring that all modules operate
in cohesive synergy yet remain properly isolated in the event of compromise. Feedback

loops, both automated and operator-assisted, ensure that new incidents or configuration
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changes are quickly disseminated, responses coordinated, and exposures minimized, main-
taining the integrity and trustworthiness of the entire platform, even under persistent,

multi-stage attacks.

4.5.2. Orchestration and Coordination

Orchestration is done as a centralized, policy-driven process anchored in the Control Plane,
which acts as both an intelligent coordinator and operational authority for the entire
system. The Control Plane, besides relaying configurations or receiving alerts, actively
drives the lifecycle, security adaptations, and integration of all subsystems following real-
time risk assessments and defined resilience objectives.

At the core of the orchestration is the Risk Manager HAL, which synthesizes a diverse
range of threat information collected by the Data Manager, including both external threat
intelligence feeds and internally generated evidence from testing, monitoring, or incident
analysis. Using these inputs, HAL determines optimal system configurations, assesses cross-
domain risk, and directly issues adaptation instructions to the Deploy Manager, ensuring
that software stacks and network settings remain robust and diversified in the face of
evolving threats.

Orchestration is designed to be event-driven: upon detection of a vulnerability, state
deviation, or suspicious behavior, the Control Plane pivots from routine operations to a
targeted response mode. This may include redeployment of affected nodes, activation of
additional monitoring or forensic routines, and prompt integration of threat intelligence
into ongoing detection logic. All actions are executed to minimize vulnerability windows
and maintain operational continuity.

Unlike isolated orchestration found in traditional setups, Skynet also extends its coor-
dination to the inter-domain level. Multiple Skynet instances exchange vetted intelligence
and configuration guidance, thus supporting federated defense, distributed mitigation, and
contextual cross-validation of security strategies across larger infrastructures. This federa-
tive orchestration is underpinned by mutually authenticated protocols and a standardized
schema for sharing actionable data, so collaborative defense becomes both scalable and
effective across multiple domains.

Throughout, orchestration remains transparent but adaptive: policy changes, threat

responses, and operational interventions are systematically logged and integrated with
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external SOC/SIEM platforms, supporting both accountability and seamless operational
integration with broader security ecosystems.

By enforcing tight coordination, internally and in federation with peer systems, Skynet’s
orchestration layer maximizes agility, resilience, and consistent enforcement of security
posture, maintaining robust and adaptive defense even under adversarial pressure.

Orchestration policies and response triggers within Skynet are continuously reviewed
and refined based on evolving threat intelligence, shifts in operational demands, and in-
sights from ongoing system monitoring, ensuring that the platform’s defensive posture

remains agile and aligned with the latest security context.

4.5.3. Dependencies and Interfaces

Skynet’s design establishes clear operational boundaries and modular interactions to facili-
tate secure, adaptable, and resilient integration between components. Each module depends
on trusted system services such as authenticated communication channels, cryptographic
verification of messages, and consistent protocols for data encoding and transmission. These
shared underpinnings guarantee reliable collaboration and safeguard sensitive information
as it flows throughout the architecture.

External connections are managed via integration points with industry-standard plat-
forms, including feeds from recognized vulnerability repositories and compatibility with
trusted hardware security mechanisms. Aligning with best practices, Skynet maintains
connections to external security tools and monitoring suites to support comprehensive
situational awareness and incident response.

To preserve system integrity, all module interactions are mediated by well-defined APIs,
using secure transport mechanisms and strict access controls. Operational endpoints sup-
port essential tasks such as fetching event logs, reporting security alerts, and coordinating
reconfiguration actions. These APIs are structured to facilitate updateable, future-proof in-
tegration, supporting ongoing system evolution and permitting the addition or replacement
of components without compromising overall function.

Consolidating these principles, Skynet ensures its interfaces are both robust and exten-
sible, enabling smooth collaboration between internal modules and external systems. This
approach underpins the architecture’s capacity to remain interoperable and responsive

amid changing operational needs and emerging threats.
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4.6. Chapter Summary

The chapter provides a comprehensive exposition of Skynet’s architecture, an intrusion-
tolerant overseer engineered to address the evolving landscape of multi-domain cyber
threats. Emphasizing the growing inadequacy of siloed or perimeter-based security so-
lutions, the narrative justifies the need for a disruptive approach that integrates intrusion
tolerance, cybersecurity, and ML.

A defining aspect of the architecture is its separation of the trusted Control Plane
from the untrusted Execution Plane. The Control Plane is responsible for orchestrating
deployments, managing risk, monitoring system health, and adapting configurations in
response to threat intelligence or anomalies. By contrast, the Execution Plane, purpose-
built to run core workloads, is assumed to be at risk of compromise and is therefore equipped
with layered defense mechanisms, including hardware-based isolation, forensic logging, and
constant monitoring.

Fach architectural module contributes distinct yet comprehensively interconnected ca-
pabilities. The Data Manager consolidates vulnerability intelligence and telemetry, sup-
porting both risk assessment and collaborative threat sharing. HAL, the system’s risk
manager, leverages ML to advise on lower risk configurations and evaluate through predic-
tion newly discovered vulnerabilities, ensuring that resilience and proactive adaptation are
interlinked into the system’s operational design. The Monitoring Manager extends system
awareness through cross-correlation of detection signals and forensic evidence, providing
an active safeguard against both conventional and Byzantine threats. The Deploy Manager
oversees the lifecycle of nodes, integrating configuration recommendations and orchestrat-
ing updates to minimize exposure. A scalable backend supports HIDS at scale, aggregating
analytics within the trusted environment to reveal systemic and coordinated attack cam-
paigns.

The integration strategy described in the chapter sets out a communication and trust
model in which all cross-plane interactions are funneled through a cryptographically forti-
fied LTU. Authenticated APIs, persistent telemetry pipelines, and centralized policy-driven
orchestration ensure that module interactions remain secure, resilient, and inherently au-
ditable. Event-driven workflows and adaptive orchestration allow Skynet to respond swiftly
to incidents or emerging vulnerabilities, whether they arise independently or as part of

wider coordinated campaigns.
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The architecture’s design and rationale reflect a careful balancing act among security,
resilience, operational agility, and performance overhead. Operational boundaries and clear
assumptions about trust and threat models are maintained throughout. Dataflows between
components are constructed to ensure timely and robust sharing of information, thereby
supporting real-time decisions and minimizing windows of vulnerability.

Through this synthesis, Skynet emerges as a modular, adaptive, and open platform
capable of both enduring and dynamically responding to advanced attacks. Its foundation
is designed for interoperability and extendibility, supporting collaboration across domains
and promoting broader ecosystem readiness. By embedding intrusion tolerance as a core
operational principle, rather than as a late addition, the architecture establishes a resilient,
future-ready framework poised to advance the state of security for critical distributed

systems.
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5. Proactive Risk Management in I'T'Ss: Design and
Evaluation of HAL

This chapter presents the design, implementation, and evaluation of HAL, a next-generation
Risk Manager developed for ITSs. HAL builds on prior research by combining automation
and ML-driven intelligence to provide continuous risk assessment and configuration recom-
mendations. Its central objective is to identify and advise I'TS configurations that minimize
the risk exposure to malicious adversaries.

This work is guided by the hypothesis that integrating automated, ML-driven risk
estimation and real-time configuration advisement into distributed I'TS environments will
significantly reduce risk exposure times and improve system responsiveness compared to
conventional approaches. Specifically, this chapter addresses the question: “Does HAL’s
predictive assessment framework enable earlier and more adaptive risk mitigation in ITS
environments?”

HAL is architected for deployment in large-scale, distributed ITS environments, where
timely and coordinated risk management is especially critical.

Conventional risk management approaches in ITS environments primarily depend on
publicly available threat intelligence sources, such as the NVD, ExploitDB, and other vul-
nerability databases. These systems typically assess risks through indicators like CVSS
scores, which serve as the basis for prioritizing threats and determining lower-risk alterna-
tives or system configurations.

While effective, these established approaches face limitations. Most notably, they re-
quire manual analysis and expert review before assigning risk scores to new vulnerabilities.
This dependency often introduces significant delays, ranging from weeks to months, be-
tween the discovery of an exploit and the system’s subsequent defensive response [93]. Such
lag times undermine the responsiveness needed to address rapidly evolving threats and may
leave systems unprotected during critical windows.

Moreover, traditional CVEs and their associated CVSS evaluations do not fully leverage
the contextual or temporal information included in vulnerability disclosures. For example,
they may fail to dynamically adjust scores in response to the release of a patch or the

progression of exploit activity. To address these gaps, HAL incorporates mechanisms to
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reassess CVSS scores using additional contextual details and recalculated metrics, drawing
inspiration from recent advances in vulnerability scoring methodology.

A further contribution of this work is the introduction of the VExHK, an OSINT-based
data aggregation module that automatically scrapes vulnerability and threat intelligence
from public OSINT databases. VExHK consolidates this information into a centralized
intelligence database, thereby supporting HAL with up-to-date insights.

In addition, HAL integrates a predictive CVSS scoring model to mitigate the “anal-
ysis bottleneck” that occurs when new vulnerabilities emerge but have yet to be scored
manually. By employing this predictive capability, the system enables early-stage risk as-
sessments and allows defensive measures to be deployed immediately, rather than waiting
for official evaluations. In doing so, HAL provides a more agile and resilient framework for
ITS security, one that adapts to uncertainty and reduces reliance on incomplete or delayed
threat intelligence.

Finally, the chapter establishes a transparent and ML—enabled approach to risk man-
agement in I'TS. By combining automated threat intelligence collection, predictive scoring,
and adaptive configuration advisement, HAL seeks to overcome the limitations of tradi-
tional systems and contribute to the resilience of I'TSs.

This module is evaluated by comparing HAL’s advised risk scores and configurations to
those of other state-of-the-art systems. The assessment covers resilience score (configura-
tion effectiveness), security score (single node evaluation), accuracy of the CVSS predictor
against real values, and analysis of optimal strategies for clustering descriptions of similar
CVEs.

One significant challenge encountered in this work is the variable quality of vulner-
ability data, particularly the descriptive fields used for risk assessment and clustering.
Ambiguously written vulnerability descriptions can hinder automated analysis and affect
the accuracy of both clustering algorithms and predictive scoring models. Addressing these
data quality issues remains a critical topic for future improvement and is discussed in
subsequent sections.

The remainder of the chapter is structured as follows. Section 5.1 reviews the state-
of-the-art on existing Risk Managers, CVSS score predictors, Text Document Clustering
techniques, and OSINT scrapers. Section 5.2 outlines HAL’s system design, including the
VExHK module, its workflow, and modular architecture. Section 5.3 details the experimen-

tal setup and validation procedures. Section 5.3 analyzes the outcomes of these experiments,
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and Section 5.5 summarizes the key findings of the chapter.

5.1. Review of the State of the Art

Following the introduction, this section addresses the current State of the Art in Risk
Management for I'TSs. It examines recent innovations in automated CVSS score prediction
using ML, Al, and NLP, advances in textual clustering techniques that improve vulner-
ability similarity analysis, and methods for integrating open-source intelligence collection
to enhance proactive defense. These advances collectively establish the development of
adaptive and autonomous Risk Manager solutions such as HAL, which address the chal-
lenges posed by traditional approaches reliant on the dependency of manual vulnerability

evaluations.

5.1.1. Risk Managers

Early ITS risk management approaches primarily focused on leveraging diversity strategies
combined with vulnerability scoring to mitigate exposure to cyberattacks [27, 94].

A notable example is the Diversity Policy for Intrusion Tolerant Systems by Heo et
al. [27], which systematically evaluates known software vulnerabilities and recommends
configurations that minimize the overall risk. This approach generates all possible system
configurations and selects those with the lowest aggregate risk based on the sum of CVSS
scores.

The underlying architecture supporting such policies typically comprises groups of VMs
categorized into cleansing and processing sets, coordinated by a central controller. Cleans-
ing aims to clean compromised VMs through rejuvenation cycles, after which the VMs
transition into the processing group to serve external requests. The controller orchestrates
periodic rotation and reconfiguration of VMs to continuously refresh the system state and
thwart persistent intrusions. However, the effectiveness of this strategy is fundamentally
limited by its dependency on the NVD, which assigns CVSS scores only after thorough and
time-consuming manual evaluation [23]. Consequently, the latency between vulnerability
disclosure and formal scoring introduces a critical window of heightened risk during which
ITSs cannot proactively adapt configurations to counter new threats.

Building upon these foundations, Lazarus introduced a more adaptive, BF'T oriented

risk management architecture that advances beyond sole reliance on static CVSS data [25].
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Lazarus incorporates a dynamic scoring methodology that refines vulnerability severity as-
sessments based on additional contextual factors such as vulnerability age, patch availabil-
ity, and known exploit activity. Mathematically, for a given vulnerability v—with publica-
tion date v.published__date, a patch-availability flag v.patched € {0, 1}, and an exploitation

flag v.exploited € {0, 1}—Lazarus computes a recalculated risk score:

score(v) = CVSS(v) x oldness(v) x exploited(v) x patched(v) (5.1)

(5.2)

oldness(v) = max (1 —0.25 x (now — v.published_date) , 0.75)

oldness__threshold

Where oldness__threshold is set to 365 days in the experiments; now and v.published__date.

patched (v) = 0.5¢-Patched (5.3)

exploited(v) = 1.25°-ceploited (5.4)

Aging effects decrease or increase the impact of vulnerabilities over time, while the
patched and exploited parameters adjust scores to reflect real-world mitigations and threats [25].
These calculations are presented by equations 5.1 to 5.4.

Furthermore, Lazarus employs unsupervised ML, notably K-means clustering on vul-
nerability descriptions, to detect shared vulnerabilities across disparate OSs, revealing sys-
temic risks overlooked by platform-specific assessments. These clusters inform the risk
scoring and yield configuration recommendations that prioritize resilience by minimizing
correlated vulnerabilities among replicas.

Nevertheless, Lazarus’s approach incorporates inherent trade-offs. The architectural
model strives to ensure that no two replicas simultaneously share unpatched vulnerabili-
ties, preserving the BFT protocol invariant of 3f + 1 [25]. While this enhances resilience
to parallel exploitation, it may at times sacrifice absolute security by tolerating configura-
tions with lower aggregate risk scores but potentially higher individual vulnerability risks.
Additionally, the manual intervention required for optimal cluster number selection in K-
means introduces delays, and the clustering method itself is sensitive to outliers, which can
compromise the quality of vulnerability groupings [95, 96].

These limitations have motivated a shift toward incorporating advanced ML and au-

tomated data integration techniques within risk managers. Emerging frameworks aim to
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overcome reliance on delayed, human-curated vulnerability ratings by employing NLP to
predict CVSS scores or metrics directly from vulnerability descriptions [28, 97, 98]. These
ML- or Al-based predictors enable near-real-time risk assessment of newly disclosed vul-
nerabilities, thus narrowing critical exposure windows. Concurrently, more sophisticated
clustering algorithms such as OPTICS and HDBSCAN have shown promise in handling
noisy and high-dimensional textual data, offering enhanced robustness against outliers and
improving semantic vulnerability grouping [99, 100].

Complementing these algorithmic advances, the integration of automated OSINT scrap-
ing tools broadens the threat intelligence ecosystem, feeding risk managers [101]. By contin-
uously harvesting vulnerability data and exploit evidence from multiple sources, including
but not limited to the NVD, ExploitDB, AlienVault OTX, and Open Source Vulnerabilities
(OSV), modern risk managers dynamically enrich their knowledge base. This continuous
intelligence allows ITSs to preemptively adjust configurations in response to emergent,
rapidly evolving threats, including quasi-zero-day exploits that historically evade timely

formal analysis.

5.1.2.  Machine Learning for CVSS Score Prediction

As cybersecurity threats evolve rapidly, traditional manual processes to evaluate vulnera-
bilities often struggle to keep pace with the influx of newly disclosed issues. In response,
researchers have increasingly turned to Al and Deep Learning (DL) techniques to automate
the scoring of software vulnerabilities based on their textual descriptions. These approaches
aim to expedite vulnerability assessment, reduce human error, and provide timely guidance
for risk mitigation.

Khazaei et al. [28] pioneered the use of ML for predicting CVSS scores directly from
vulnerability descriptions. Their methodology involved extracting textual features through
standard preprocessing pipelines, then applying ML algorithms such as Support Vector
Machines, Random Forests, and fuzzy logic systems to train predictive models. Among
these, fuzzy logic-based models achieved the highest accuracy, correctly classifying ap-
proximately 88% of evaluated vulnerabilities. This work demonstrated the feasibility of
leveraging automated techniques to streamline vulnerability severity estimation.

Building on this foundation, Sahin et al. [97] extended prior efforts by incorporating ad-
vanced DL architectures, including Convolutional Neural Networks and Long short-term

memory networks, to predict not only discrete severity categories but also continuous
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CVSS scores. Their approach utilized word embeddings trained with the word2vec frame-
work [102] to represent vulnerability descriptions as dense vectors, improving semantic un-
derstanding. Complemented by gradient boosting methods, their models achieved a mean
error rate of about 16%, showcasing the potential of DL for more nuanced vulnerability
assessment.

Elbaz et al. [103] proposed a complementary strategy focused on predicting individual
CVSS vector metrics rather than aggregate scores. Using linear regression models trained
on bag-of-words features extracted from vulnerability descriptions, their framework aimed
to enhance the interpretability of automated scoring by decomposing assessments into con-
stituent components. Though achieving slightly lower accuracy compared to some holistic
predictors, this approach provides valuable explainability, enabling security experts to bet-
ter understand underlying vulnerability characteristics.

More recently, researchers have employed transformer-based language models to fur-
ther improve prediction quality. Costa et al. [98] explored the use of state-of-the-art NLP
architectures such as DistilBERT, DeBERTa, and ALBERT, combined with vocabulary
augmentation and preprocessing techniques like lemmatization and stemming. Experimen-
tal results favored DistilBERT, particularly when paired with a vocabulary expanded by
5,000 domain-specific terms, outperforming other models in accuracy. Nevertheless, the
study focused primarily on providing interpretable insights to analysts rather than opti-
mizing raw score predictions.

Following this tendency, Kai et al. [104] developed VultDistilBERT, a refined trans-
former model tailored for vulnerability severity assessment with a focus on data imbalance
and sample augmentation. By strategically augmenting textual data via synonym replace-
ment and deletion, and selecting optimal subsets of CVSS metrics as additional input, the
model enhanced representation learning. Coupled with a linear classifier, VultDistilBERT
demonstrated state-of-the-art performance with an accuracy exceeding 97%, marking a

significant advance in automated vulnerability scoring.

5.1.3. Clustering for Vulnerability Analysis

Text document clustering is a method employed in text mining and information retrieval to
organize large collections of textual data. Initially, it was explored as a strategy to improve

precision and recall in retrieval systems [105, 106], facilitate the identification of nearest
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neighbor documents [107], support browsing within document corpora [108], and aid in
structuring search engine results [109].

This technique operates in an unsupervised learning setting, where documents are
grouped into clusters based on inherent similarities without prior labeling. Notably, as
pointed out by Lazarus [25], vulnerability databases can contain multiple entries with
different identifiers affecting diverse software but sharing nearly identical descriptions, ef-
fectively representing the same security issue. Employing text clustering on such datasets
can reduce redundancies and improve data quality by consolidating similar vulnerability
reports. Several studies have evaluated various clustering techniques relevant to document
clustering.

Steinbach et al. [110] conducted a comparative analysis between hierarchical agglom-
erative clustering methods and K-means variations, including bisecting K-means and im-
plementations of the Unweighted Pair Group Method with Arithmetic Mean (UPGMA).
Their assessment used internal metrics such as overall similarity, measuring cluster cohe-
sion, and external metrics like entropy, which evaluates cluster purity. They found bisecting
K-means particularly effective due to its balance of computational efficiency and clustering
quality, making it well-suited for large-scale document collections.

Zhao et al. [111] compared agglomerative clustering algorithms with partitional clus-
tering methods, specifically evaluating group average functions against k-way clustering.
They applied the F-score, a metric introduced by Larsen et al. [112], alongside entropy
measures to assess clustering quality. Their findings suggested that k-way (partitional)
clustering methods generally outperform agglomerative approaches. Lower entropy values
indicated more coherent clusters, and higher F-score reflected robustness against outliers.

Singh et al. [113] explored the comparative performance of K-means, Heuristic K-means,
and Fuzzy C-means algorithms for clustering documents. They investigated different pre-
processing strategies involving stop-word removal and stemming, as well as diverse feature
representations such as term frequency, TF-IDF, and Boolean presence. Their results high-
lighted that while K-means is sensitive to initial centroid selection and Heuristic K-means
introduces additional computational cost, Fuzzy C-means provides a more flexible clus-
tering by assigning membership degrees rather than hard cluster assignments. Evaluation
using residual sum of squares and cluster purity indicated Heuristic K-means outperforms

standard K-means, though Fuzzy C-means offers robustness in handling ambiguity.
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Mendonga et al. [100] examined the effectiveness of classical clustering algorithms ap-
plied to free-text data leveraging word embedding representations. The algorithms analyzed
included K-means [114], Expectation-Maximization (EM) clustering with Gaussian Mix-
ture Models (GMM) [115], Spectral Clustering [116], Mean Shift [117], and Density-Based
Spatial Clustering of Applications with Noise (DBSCAN) [118]. Using metrics such as
Normalized Mutual Information and Homogeneity, they demonstrated parameter choice
heavily influences clustering outcomes, with K-means emerging as the top performer under
certain configurations.

More recent work by Asyaky et al. [99] focused on advancing density-based cluster-
ing algorithms, such as DBSCAN [118] and HDBSCAN [119], specifically for short text
documents. By applying preprocessing techniques including lemmatization, stemming, and
dimensionality reduction through document embeddings, they significantly enhanced clus-
tering accuracy. Performance evaluations employed the Adjusted Rand Index and Adjusted
Mutual Information [120], with their approach surpassing established state-of-the-art meth-

ods in this domain.

5.1.4. Automated Threat Intelligence Collection

The vast amount of OSINT data relevant to cybersecurity, encompassing vulnerabilities,
exploits, and related threat information, requires automated mechanisms for continual and
effective data collection. Relying solely on manual input is not only labor-intensive but may
also result in incomplete coverage of critical information. To mitigate these challenges, web
scraping techniques are commonly employed. Unlike web crawlers that continuously explore
the Internet to locate new sites and new data, web scrapers specifically target predefined
websites to extract targeted information efficiently. This automated process enables rapid
acquisition of vital cybersecurity data such as Indicators of Compromises (IOCs), exploit
reports, and recently disclosed vulnerabilities. The following presents an overview of OSINT
scraping solutions currently established in the field.

Fernandes et al. [121] developed ScrapelOC, a specialized web scraper focused on har-
vesting publicly accessible IOCs. Its primary purpose is to amass a collection of IOCs from
multiple online platforms, concentrating on particular malware types and families. The
collected data primarily consists of hashed samples (e.g., MD5, SHA1, SHA256), organized
in an offline database according to their provenance. This repository is then integrated

with publicly available sources to facilitate efficient malware hash searches. ScrapelOC
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interfaces with several platforms, including Malwares, Malshare, VxCube, ThreatCrowd,
and Maltiverse. Although ScrapelOC effectively consolidates malware hashes, its scope is
limited compared to more expansive frameworks such as HAL, which capture a broader
spectrum of cybersecurity intelligence, including exploits and Proof-of-Concept.

Alves et al. [122] introduced SYNAPSE, a platform designed to extract cybersecurity-
related intelligence from selected Twitter* accounts maintained by individuals, research
groups, and security organizations. The system aims to continuously monitor emerging
threats by synthesizing and summarizing pertinent intelligence tailored for security an-
alysts. Its pipeline incorporates stages for filtering, feature extraction, binary analysis,
clustering, and IOC generation. Data acquisition is performed via scraping through Twit-
ter’s accessible API, targeting accounts deemed likely to share security-specific information.
However, this focus restricts the tool’s data sources to Twitter alone, thereby limiting its
coverage relative to systems that aggregate intelligence from multiple platforms. Addition-
ally, the monetization of X’s API, with the discontinuation of most free access tiers and
the imposition of relatively high usage fees, has rendered it increasingly difficult to utilize
as an open-source solution. Many features and data access capabilities previously available
without charge are now restricted to paid plans, limiting accessibility for researchers and
developers relying on freely available APIs to gather public data.

Kiihn et al. [123] proposed a classification framework assessing the suitability and
crawlability of textual references within the NVD. Their work aimed at enhancing CVSS
vector prediction by leveraging deep learning models trained on vulnerability-related texts.
To support this, they engineered a tailored web scraper capable of retrieving vulnerability
descriptions and related documents from external websites cited in the NVD. These exter-
nal sources were categorized into groups such as version control repositories, bug trackers,
mailing lists, patch notes, security advisories, third-party analyses, and blogs or social me-
dia feeds. Given the lack of standardized APIs across these sources, the scraper was tailored
for targeted extraction. However, its design was confined to websites referenced within the

NVD and did not extend to other publicly available intelligence repositories.

5.2.  HAL Risk Manager: Architecture and Workflow

Section 5.2 presents a comprehensive exploration of the HAL Risk Manager’s architecture
and workflow, detailing the system’s design principles and operational mechanisms that

enable effective risk management in I'TSs. This section is organized into subsections that

*Twitter has been officially rebranded as X since 2023.
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systematically analyze the core components, starting with a high-level system overview
and a formal system model that outlines the structural and functional aspects of HAL.
It then addresses the threat model to characterize the adversarial environment and po-
tential attacks the system must withstand. The section further introduces VExHK, the
custom OSINT scraper integral to HAL’s intelligence gathering capabilities. Subsequently,
the workflow steps are described, illustrating how HAL processes vulnerability data to
provide proactive and resilient configuration recommendations. Finally, the discussion on
supporting modular intelligence highlights the system’s flexibility in integrating diverse
machine learning models and data sources, ensuring adaptability to evolving cybersecurity

challenges.

5.2.1. System Overview

The architecture, illustrated in Figure 5.1, is composed of four primary components: the
Vulnerability Score Predictor, the Clustering Module, the Score Reassessment, and the

Configurator.

Configurator 0

Clusterin
Vulnerability score
prediction @

FIGURE 5.1: HAL Architecture and workflow.

Vulnerability Score Predictor: The first component is designed to estimate the
severity of newly reported CVEs by predicting their CVSS base scores. Its implementation
adopts a modular design, allowing different models to be interchanged as prediction engines.
Depending on the selected algorithm, the model can be trained using only the textual
description of a CVE, or with description and the associated CVSS metrics. After training,
the model predicts the severity of previously unseen CVEs by processing their description.

If the chosen algorithm directly predicts the CVSS base score, this value is used as output.
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Alternatively, if the algorithm predicts individual metric values, these are subsequently

combined using the official NVD equations [124] to compute the final base score.

Algorithm 1: CVSS Prediction Component Workflow
Input: Newly disclosed CVE with description d

Output: Predicted CVSS base score s

Training Phase:
Select prediction model M (trained on historical CVEs);
if algorithm uses description only then
‘ Train M on d;
else if algorithm also uses metrics as well then

‘ Train M on (d,m);

Inference Phase:
Input new CVE description d;
if M predicts CVSS base score directly then

s < M(d);
else
m <« M(d) ; // Predicted CVSS metrics
s < NVD_Calculator (m) ; // Compute base score
return s;

In its original implementation, HAL employed the algorithm introduced by Khazaei
et al. [28] to perform this prediction task. Nevertheless, the system was deliberately de-
signed with a modular interface, enabling seamless replacement of the underlying algorithm.
To enforce modularity, the interaction between components was minimized: the predictor
module only receives a training dataset at initialization and later accepts unseen CVEs
description for inference. Both training and inference datasets are structured as CSV files
that include the CVE identifier, textual description, and CVSS attributes.

Clustering Module: The second component addresses redundancy in vulnerability
databases (first addressed in the work of Lazarus [25]), where different CVEs may affect
distinct products but describe conceptually similar security flaws. To detect these relation-
ships, HAL integrates an ML-based clustering algorithm that groups CVEs according to
the semantic similarity of their descriptions.

The clustering procedure produces collections of related vulnerabilities, which allows

subsequent steps to reason about risk across similar attack vectors. To maintain robustness,
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the selected ML algorithm should be capable of automated operation, minimizing human
intervention and reducing potential bias during the execution workflow. Additionally, the
algorithm must remain resilient to outliers to prevent poor clustering performance when
handling new or noisy data.

Figure 5.2 depicts an example of the clustering process, where the Elbow method is
traditionally used to infer the number of clusters. Algorithms known for strong performance
in handling outliers, such as HDBSCAN [119] or OPTICS [125]—can be employed, though
the architecture is not restricted to them. Similar to the predictor, the clustering module
follows a modular design, supporting extensions with supervised, semi-supervised, or DL

approaches.

Elbow Method for Optimal k
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FIGURE 5.2: Example of a graph where visually extracting k can be challenging, to cluster

the CVE descriptions by their similarity. Here k denotes the number of clusters, distinct

from the “K” in K-means. According to the Pelt [126] method, the best & is 12. Adapted
from [101].

Score Reassessment Engine: The third component improves the scoring methodol-
ogy proposed by Lazarus. Lazarus’s model refines CVSS values by incorporating additional
vulnerability attributes, such as age, patch availability, and evidence of exploitation *. How-
ever, the original formulation assumes that once a patch is made public, exploitation risk
diminishes, even though real-world incidents (e.g., ProxyShell and Log4Shell) demonstrate
otherwise, as attackers frequently exploit CVE long after patches exist [127], i.e., the avail-

ability does not directly translate into its immediate deployment.

* A vulnerability is considered exploited when there are reports of its occurrence or when code is provided
to exploit the vulnerability.
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HAL extends this approach by integrating the EPSS [26], which estimates the prob-
ability that a vulnerability will be exploited in the following 30 days, and by explicitly
considering patch adoption uncertainty. Formally, HAL recalculates the adjusted score as
shown in equation 5.6, where both patched and unpatched scenarios are weighted by ex-
ploitation likelihood.

To further refine assessment, the current work also incorporates curated threat intel-
ligence from AlienVault Open Threat eXchange (OTX) Pulses, which provide collective
evidence of CVE exploitation in the wild across multiple campaigns. The extended formu-
lation penalizes vulnerabilities present in numerous OTX pulses, signaling higher exploita-
tion potential. This refinement is summarized in equation 5.7, where the log-transformed

count of related pulses contributes to the adjusted risk score.

score,y(v) = CVSS(v) x oldness(v) x exploited(v) (5.5)

hal score(v) = score(v) x (1 — EPSS(v)) + score_np(v) x EPSS(v) (5.6)

where score,,(v) denotes the score computed without the patch adjustment (equiva-
lently, with patched(v) = 1), representing the worst case in which an available patch has
not been applied.

As an example, CVE-2017-11882 originally carries a CVSS score of 7.8 (classified as
High). Using Lazarus’s method, it would be downgraded to 3.65 (Low) due to patch avail-
ability, which fails to capture the true threat level. HAL’s earlier methodology, enhanced
with EPSS, reassessed the score to 7.2 (High) by accounting for delayed patch adoption
and exploitation probability (97.99%). With the newly proposed pulse-based extension, the
reassessment raises the score to 8.9 (borderline Critical), correctly capturing its persistent
and widespread exploitation risk.

Equation 5.1 together with Equations 5.6-5.7 formalize the progression from Lazarus’s

scoring adjustments to the proposed HAL extensions:

hal_score(v) = min (10, score(v) X (1 — EPSS(v)) + scorep,(v) x EPSS(v) + log(#related_ pulses)
(5.7)
The configurator evaluates a candidate configuration config, composed of nodes n;,

where V(n;) is the set of vulnerabilities present on node n; and V(n;,n;) is the set of
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vulnerabilities shared between nodes n; and n;. The security and resilience risks of a

configuration are then defined as:

security_ risk(config) = Z Z hal_score(v) (5.8)
nicconfigveV(n;)
resilience_ risk(con fig) = Z Z hal score(v) (5.9)

ni,nj€configveV(n;,n;)
Configurator: The final component consolidates the outputs from the previous mod-
ules to recommend secure and resilient ITS configurations. Its purpose is to minimize two

risk functions:

o security_risk(config) — representing the cumulative impact of all vulnerabilities across

nodes in the configuration, assessed using the predicted and reassessed CVSS values.

o resilience__risk(config) — quantifying systemic risk by identifying shared or semanti-
cally clustered vulnerabilities across pairs of nodes, thereby capturing “break one,

break all” attack scenarios.

5.2.2. System Model

The HAL Risk Manager is deployed within an ITS environment designed to ensure both
availability and security in the presence of successful intrusions. The I'TS relies on replicated
service nodes distributed across heterogeneous platforms and OSs, aiming to reduce the
likelihood of shared vulnerabilities. These replicas are periodically rejuvenated, diversified,
or replaced through techniques such as OS diversity, replica rejuvenation, and N-version
programming, thereby limiting fault propagation and sustaining system liveness.

HAL is assumed to operate exclusively within the control plane of an ITS. This plane is
assumed to be isolated and protected, providing a secure execution environment shielded
from direct exposure to adversaries. The control plane hosts HAL and ensures trusted
access to the monitoring, scoring, and configuration processes that guide the deployment
of the replicas in the execution plane.

Conceptually, HAL is structured into four modules, namely, the Vulnerability Score
Predictor, Clustering Module, Score Reassessment Engine, and Configurator, whose func-
tionality was detailed in the system overview. In the context of the system model, these
modules are treated as abstract functional units that collectively enable risk management

within the ITS framework. Their role is to process vulnerability intelligence, reassess risk,
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and recommend resilient configurations, while remaining confined to the protected control
plane of the architecture.

HAL functions as a continuously informed risk manager by interfacing with external
vulnerability and exploit intelligence sources, including the NVD, ExploitDB, AlienVault
OTX, and the OSV project. An automated crawler periodically fetches, normalizes, and
stores this data in a local repository, ensuring a current risk knowledge base without relying

on real-time external queries.

5.2.3. Threat Model

The threat model for HAL considers adversaries who seek to undermine the Risk Manager
or interfere with its decision-making. While the control plane hosting HAL is assumed
to be isolated from direct exposure, no system is entirely immune to compromise, and
sufficiently motivated attackers could attempt to target it. The design therefore does not
claim absolute protection, but rather operates under the assumption that such attacks
fall outside the adversaries’ cost—benefit threshold, where the effort required outweighs the
likely reward.

From an adversarial perspective, the most valuable avenues of attack against HAL
would include attempts to gain unauthorized access to the control plane, tamper with
risk assessments, or disrupt the integrity of configuration recommendations. A direct com-
promise of HAL’s execution environment would allow an attacker to distort vulnerability
models and mislead the ITS configuration process, potentially weakening resilience. How-
ever, it is assumed that the control plane employs sufficiently strong isolation, hardening,
and auditing mechanisms such that the difficulty of compromising it remains prohibitively
high compared to attacking the exposed execution plane replicas.

Instead, adversaries are expected to operate within the execution plane, where service
replicas run on diverse platforms and are inherently exposed to public networks and known
vulnerabilities. HAL’s effectiveness stems from the fact that undermining the replicas is
a lower-cost and higher-reward strategy for attackers than directly attempting to subvert
the control plane or interfere with its internal data flows. Nevertheless, indirect attempts
to mislead HAL, such as exploiting delays or omissions in public vulnerability feeds, are
considered within the realm of possibility, although the system assumes that intentional

large-scale poisoning of trusted OSINT providers is unlikely.
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In summary, HAL’s threat model assumes that while the control plane could, in prin-
ciple, be a target, its isolation and protection render it an unattractive objective when
weighed against easier opportunities in the execution plane. Thus, the primary expec-
tation is that adversaries exploit vulnerabilities in exposed replicas, while direct attacks
against the Risk Manager or its control-plane environment are treated as out of scope due

to their unfavorable risk-reward balance.

5.2.4. Integration with the VExHK Module

A significant enhancement introduced in the extended HAL framework is the VExHK
module [101], which serves as a collector of OSINT feeds. Rather than querying exter-
nal sources during runtime, VExHK maintains a continuously updated local repository of
vulnerabilities and exploitation data. This design minimizes execution overhead for HAL
while ensuring that predictions and risk assessments are always based on the most recent
available intelligence.

The module operates as a scheduled collector that retrieves data from diverse sources,
including the NVD, ExploitDB, AlienVault OTX, and the OSV project. For sources that
expose APIs (e.g., NVD and OTX), VExHK issues rate-limited requests authenticated via
provider keys, whereas for others with scraping restrictions (such as ExploitDB), supported
tools like Searchsploit are wrapped and automated. Collected entries are normalized into
a common data model and stored in a local key—value database, allowing HAL to query
them efficiently in subsequent processing steps.

By decoupling online retrieval from risk assessment execution, VExHK increases both
reliability and scalability. Rate limiting and unavailability of external sources no longer
directly impact HAL since new intelligence is asynchronously incorporated into the local
repository. Moreover, the module preprocesses the raw records to remove redundant fields
and standardize identifiers, thus improving input quality for ML prediction, clustering, and
score reassessment.

The VExHK module acts as HAL’s intelligence backbone: it filters, consolidates, and
delivers curated vulnerability information in near real time. This integration ensures that
HAL can continuously reassess risks using timely and comprehensive threat data, while

remaining shielded from the inconsistencies or delays of external OSINT providers.
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5.2.5. End-to-End Workflow with VExHK Integration

With the integration of the VExHK module, HAL’s workflow expands from a purely predic-
tive and evaluative loop into a continuous intelligence-driven pipeline. The process begins
with the collection of vulnerability and exploit data from multiple open-source intelligence
feeds. VExHK continuously aggregates, normalizes, and stores the information locally. This
design ensures that HAL operates on an always-available, up-to-date knowledge base while
remaining isolated from API rate limits, missing records, or inconsistencies that may affect
the source repositories.

Once new or previously unscored vulnerabilities are detected, the system triggers its
predictive component, which uses trained ML models (currently based on Random Forests)
to assign temporary CVSS scores. These predictions are immediately informed by the con-
textual enrichment provided by VExHK, which consolidates cross-database feeds. The col-
lected intelligence streamlines the prediction phase and ensures that early scoring captures
both technical and situational threat factors from the outset.

The resulting knowledge base is then processed by the clustering module, which lever-
ages sentence embeddings in combination with non-parametric algorithms such as OPTICS
to identify families of semantically related vulnerabilities. Through clustering, HAL sur-
faces common weaknesses that may affect heterogeneous software and OSs across nodes,
thereby uncovering latent “break one, break all” risks that would remain hidden if CVEs
were considered in isolation.

Following prediction and clustering, HAL enters the reassessment stage. Here, provi-
sional scores are dynamically adapted by accounting for vulnerability age, patch availability,
and evidence of exploitation in the field. The EPSS contributes a probabilistic likelihood
of near-term exploitation, while VExHK supplements this with multi-source corroboration
and curated context, such as exploit Proof-of-Concept sightings and pulse frequency across
threat intelligence platforms. This recalibration results in more realistic scores, particu-
larly in scenarios where vulnerabilities remain highly exploitable long after patches are
technically available.

Finally, HAL aggregates the reassessed vulnerability information to evaluate all can-
didate ITS configurations. The Configurator component jointly analyzes two key risk per-
spectives: the cumulative security risk, reflecting the overall vulnerability exposure of each

node, and the resilience risk, which highlights systemic weaknesses shared between nodes or
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across clustered vulnerabilities. Each configuration is scored with respect to both metrics,
enabling HAL to recommend the deployment that best balances security and resilience.
This end-to-end workflow, presented in Figure 5.3, from intelligence collection to con-
figuration advisement, widens HAL’s scope from a predictive scoring engine into a com-
prehensive risk management pipeline. By embedding VExHK as its intelligence backbone,
HAL combines timely vulnerability detection and risk reassessment into a decision-support
system capable of advising secure and resilient ITS deployments under evolving and ad-

versarial conditions.
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FIGURE 5.3: HAL Architecture and workflow, along with the integration of the OSINT
scraper. Within HAL’s architecture, the data execution path is enumerated from one to

four to showcase the execution flow. (The Twitter logo is now officially rebranded as X
since 2023.) Adapted from [101].

5.3. Experimental Design and Results

The experimental evaluation of HAL was conducted to substantiate the effectiveness of the
extended framework and to determine its practicality for deployment in real ITS environ-
ments.

To verify these expectations, a series of controlled experiments was designed to cover
complementary aspects of HAL. First, the accuracy of CVSS score prediction for previously
unrated vulnerabilities was assessed using ML and AI models. Second, the robustness of
the clustering process was examined by comparing different data preprocessing techniques
and clustering algorithms, with the goal of reliably grouping semantically related CVE.
Third, a comparative experiment was conducted to evaluate security and resilience assess-

ments across all risk manager implementations, namely Heo, Lazarus, and HAL. This stage
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focused on analyzing how each approach balanced configuration security and fault-tolerant
resilience under the same dataset conditions. Fourth, the performance and capability of
VExHK, the automated OSINT scraper, were measured. This experiment assessed execu-
tion time, resource overhead, and data acquisition limitations.

The results presented in this section highlight the comparative performance of HAL
against prior approaches such as Lazarus and Heo. Beyond confirming improvements in
prediction and clustering accuracy, the evaluation demonstrates HAL’s ability to generate
secure and resilient system configurations while reducing dependence on delayed exter-
nal scoring processes. The remainder of this section details the dataset preparation, and

presents the obtained results.

5.3.1. Dataset Preparation

A dataset containing information on CVEs, and exploits related to OSs and software was
required for the experiments. However, no public dataset provided complete coverage with
the desired characteristics, namely a consistent mapping between OS families, their in-
stalled software, and associated vulnerabilities.

To construct the dataset, a predefined list of OSs and software packages was first
assembled, representing deployment environments for ITSs. This list was then used to
query the database managed by VExHK, ensuring that all relevant vulnerabilities were
retrieved for each OS or software entry.

The retrieved entries included fields such as the CVE identifier, publication date, last
modification date, description, exploitability, and CVSS metrics (v2 and, where available,
v3.0 or v3.1) [128]. By restricting the dataset to vulnerabilities recognized in NVD and
ExploitDB, comparability with prior risk managers, specifically Lazarus and Heo, was
maintained, while also ensuring a clean baseline to evaluate HAL’s extended workflow.

The resulting dataset included more than 38,000 vulnerabilities spanning multiple OS
families and versions, including Debian, Ubuntu, Windows Server, Solaris, BSD, Fedora,
CentOS, and OpenSUSE. Table 5.1 and Table 5.2 list the considered OSs and the respec-
tive number of associated CVEs included in the dataset. This breadth of coverage enables
systematic evaluation of security and resilience trade-offs across heterogeneous system con-

figurations while remaining grounded on real-world data sources.
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TABLE 5.1: List of considered OSs TABLE 5.2: List of considered OSs
and respective amount of CVEs and respective amount of CVEs

(Part 1). Adapted from [129]. (Part 2). Adapted from [129].
(o}] #CVEs OS #CVEs
Debian 7 3,923 Debian 6 3,923
Windows 10 1,514 Ubuntu 17.04 2,035
FreeBSD 11 221 Fedora 16 835
Debian 8 3,923 Ubuntu 12.04 2,035
Ubuntu 16.04 2,035 Ubuntu 22.04 2,035
Solaris 10 359 Debian 10 3,923
OpenBSD 6.0 69 Ubuntu 10.04 2,035
Centos 7 8 Fedora 38 835
Fedora 30 835 Windows Server 2012 | 1,105
Solaris 11 359 Fedora 24 835
Ubuntu 14.04 2,035 Centos 8 8
Ubuntu 16.04 2,035 OpenSuse 42.1 1,298

5.3.2.  CVSS score prediction experiment

This experiment evaluated the capability of state-of-the-art ML and DL approaches to
predict CVSS scores for vulnerabilities using the constructed dataset. Three representative
methods from the literature were selected and implemented for comparison. Each approach
employed a distinct prediction strategy as described in Section 5.1.

The first method, proposed by Khazaei et al. [28], applies traditional ML algorithms
trained with CVE descriptions and previously assigned CVSS scores to directly predict a
vulnerability’s score. The second method, introduced by Costa et al. [98], uses DL tech-
niques combined with NLP to predict the individual CVSS vector metrics from vulnerabil-
ity descriptions; these are subsequently used to compute the final CVSS score according to
the v3.1 specification. The third method, VulDistilBERT [104], employs a distilled version
of BERT for text encoding, trained with CVE descriptions and severity levels, to estimate
the severity of new vulnerabilities.

The summary of results obtained for the three implementations is presented in Ta-
ble 5.3. In all three cases the predicted output was discrete, corresponding either to cat-
egorical severity levels or integer values of CVSS metrics. To enable direct quantitative
comparison, the discrete predictions were translated into continuous scores, and the Root
Mean Square Error was computed on the reconstructed scores. Alongside this, inference

execution time was also measured for each method to capture computational cost.



FCUP | 85
5. HAL Skynet
TABLE 5.3: Analysis of different state-of-the-art Al implementations for CVSS prediction.
Root Mean Square Error (RMSE) is calculated by translating the predicted discrete data
into continuous data. Adapted from [101]

Model Accuracy (%) | RMSE | Time Execution (s) Classifiers
Khazaei et al. [28] 99% 0.66 132.85 Random Forest
Costa et al. [98] 87% 1.55 1432.14 Linear
VulDistilBERT [104] 90% 3.63 195.49 Linear

5.3.3. Clustering Evaluation

This experiment assessed alternative text preprocessing strategies and clustering algorithms
for their effect on risk calculation within HAL’s configuration analysis process. Two pre-
processing methods were considered: bag-of-words and sentence embeddings. Each pre-
processing approach was combined with a set of twelve clustering algorithms, including
K-means, bisecting K-means, spectral clustering, mean-shift, Gaussian mixtures, BIRCH,
agglomerative clustering, affinity propagation, Ward hierarchical, DBSCAN, HDBSCAN,
and OPTICS.

For each combination, clusters of CVE descriptions were generated, and the resulting
groupings were integrated into HAL’s scoring component. The impact was then measured
by computing the aggregate system risk score based on the clustered vulnerabilities. Fig-
ure 5.4 presents the comparative results, showing aggregate risk scores obtained when

applying the different combinations of preprocessing methods and clustering algorithms.

5.3.4. Comparative Risk Assessment

This experiment compared the configuration recommendations produced by three Risk
Manager implementations: Heo, Lazarus, and HAL. Each system was executed on the
same dataset of OSs and vulnerabilities, and the resulting configurations were evaluated
according to two criteria: security level and resilience level.

The security level was measured as the sum of the CVSS scores of all CVEs present in
the advised configuration. The resilience level was measured as the product of the reassessed
CVSS scores of shared CVEs and their respective EPSS probabilities, considering both
explicitly shared and clustered vulnerabilities.

Figures 5.5 and 5.6 present the results of this assessment. Figure 5.5 shows the security
score values for each Risk Manager across the evaluation period, while Figure 5.6 shows

the corresponding resilience score values derived from the same experimental setup.
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5.3.5. OSINT Scraper Performance

This experiment measured the execution performance of the developed OSINT scraper
when retrieving vulnerability and exploit data from multiple intelligence sources. Four
databases were included in the evaluation: the NVD, ExploitDB, AlienVault OTX, and the
OSV database.

The scraper was executed to collect initial datasets from each source, and the execution
time, number of retrieved entries, and access requirements were recorded. For sources
requiring authentication, API keys were used to comply with rate limits. For databases
with downloadable snapshots, such as ExploitDB and OSV, the scraper was configured to
import data from the available export archives.

Table 5.4 summarizes the benchmark results, reporting whether each database was
scrapable, the total execution time in seconds, the API key requirement, and the total
number of retrieved entries.

TABLE 5.4: Scraper benchmarks. Adapted from [101].

Database Scrapable Time (s) API Key Entries
NVD Yes 390.29 Yes 277,152
ExploitDB Yes* 3.42 No 46,575
AlienVault OTX Yes 99,774 Yes 277,152

OSsvV Yes* 235.44 No 255,743
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FI1GURE 5.5: Evaluation of the different Risk Managers, considering the level of security,

i.e., the sum of the CVSS score of each CVE present in the advised configuration (lower
is better). Adapted from [101].

Resilience score during the year 2023
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FIGURE 5.6: Evaluation of the different Risk Managers, considering the level of resilience,

i.e., the multiplication between the reassessed CVSS score of the common CVEs and re-

spective EPSS score (by shared CVE or by clustering) present in the advised configuration
(lower is better). Adapted from [101].
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5.4.  Discussion

This section, interprets the results obtained from the experiments presented in the previous
section. Rather than simply presenting performance metrics, this discussion examines what
the observed results reveal about the effectiveness of HAL’s workflow and its integration of
ML and OSINT-driven intelligence. In doing so, it highlights how the experiments validate
the proposed architecture, identify the key advantages and innovations demonstrated by
the results, and reflect on the remaining limitations and challenges. By combining empirical
evidence with critical analysis, this section provides a balanced assessment of HAL’s po-

tential as a next-generation Risk Manager and outlines directions for future improvement.

5.4.1. Insights from the CVSS Score Prediction Experiment

The CVSS prediction experiment (Table 5.3) shows that different strategies for vulner-
ability scoring produce distinct trade-offs. Khazaei et al’s method achieved the highest
accuracy (99%) and the lowest Root Mean Square Error (0.66), while also offering rela-
tively fast execution. This combination makes it suitable for integration into HAL’s real-
time scoring workflow, where rapid and reasonably precise predictions are more valuable
than detailed interpretability. In contrast, Costa et al’s DL approach incorporating NLP,
although conceptually more granular by predicting vector metrics individually, incurred
high computational overhead (over 1400 seconds per execution) and a higher Root Mean
Square Error, which limits its practicality for an online system such as HAL. VulDistil-
BERT provided competitive accuracy at 90% but suffered from high Root Mean Square
Error and difficulty mapping discrete severity levels into continuous CVSS scores, reducing
the risk interpretation. Taken together, the results justify HAL’s adoption of the Khaz-
aei method as the default score predictor: it balances predictive reliability with execution
speed, an essential property for a Risk Manager that operates under strict time constraints.
Nonetheless, incorporating insights from Costa’s or VulDistilBERT’s methods as comple-
mentary checks could enhance explainability, even if not used directly in HAL’s operational

pipeline.

5.4.2. Insights from the Clustering Evaluation

The clustering evaluation (Figure 5.4) highlights the importance of text representation

and algorithm selection for grouping vulnerabilities with similar risk characteristics. The



FCUP | 90
Skynet

results demonstrate that sentence embeddings outperform the bag-of-words approach, cap-
turing nuanced semantic relationships that traditional frequency-based features could not.
Among the clustering algorithms, density-based methods such as OPTICS and DBSCAN
yielded the lowest aggregate risk scores and proved more robust to outliers than K-means
and its variants. This indicates that HAL benefits significantly from adopting embeddings
with OPTICS, since both scalability and insensitivity to noise are critical for continuously
evolving vulnerability datasets. Compared to Lazarus, which relied on manual tuning with
K-means, HAL achieves automated and reliable clustering. This improvement addresses
one of the major drawbacks of prior systems, execution delays due to expert oversight, and

supports HAL’s design objective of minimizing human bias in adaptive risk calculation.

5.4.3. Insights from the Comparative Risk Assessment

The comparative assessment of HAL against Heo and Lazarus (Figures 5.5 and 5.6) illus-
trates how different design methods balance security and resilience. Heo produced configu-
rations with generally lower cumulative CVSS scores, reflecting a bias towards minimizing
direct vulnerability impact, but did not consider resilience across replicated nodes, leav-
ing the system exposed to parallel compromise scenarios. Lazarus, by contrast, achieved
stronger resilience by penalizing shared vulnerabilities, but in doing so sometimes accepted
higher overall risk exposure. HAL outperformed by combining both objectives: it main-
tained security levels close to or better than Heo in several months while also improving
resilience scores relative to Lazarus during critical intervals such as February, March, and
July. This validates HAL’s design of tunable prioritization, where policies can dynamically
emphasize risk minimization or configuration resilience depending on mission requirements.
Occasional cases where HAL produced configurations that were more secure but less re-
silient (e.g., April) highlight that trade-offs still exist; however, the system is explicitly
designed to allow operator-driven tuning of such trade-offs, whereas competitors are locked
into one approach. These results confirm HAL’s operational versatility for ITS deployments

where both resilience against parallel failures and reduction of total exposure matter.

5.4.4. Insights from the OSINT Scraper Performance Evaluation

The OSINT scraper benchmarks (Table 5.4) reveal the feasibility and limitations of in-
tegrating diverse threat intelligence sources into HAL’s local database. While ExploitDB
and OSV proved lightweight to retrieve due to downloadable archives, AlienVault OTX
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presented the largest operational challenge because of strict API rate limits and the lack
of bulk retrieval options. These constraints led to long execution times for the initial data
collection (almost 100,000 seconds). Nonetheless, once bootstrapped, incremental updates
require only small periodic queries, which makes production deployment viable. The NVD
and OSV provided comprehensive coverage (more than 250,000 entries each), establishing
a solid baseline for HAL’s scoring. By automating ingestion into a local database, HAL
reduces dependency on single authoritative feeds and strengthens resilience to external ser-
vice outages. Compared with prior managers that drew almost exclusively from NVD and
ExploitDB, HAL demonstrates a clear expansion in intelligence scope, which improves the
timeliness of insights and reduces the vulnerability window before official scoring. These re-
sults dim the scraper as a complementary tool for HAL’s automated execution: while score
prediction accelerates initial scoring, OSINT integration ensures continuous, real-world

relevance.

5.4.5. Limitations and Future Work

Despite these innovations, several limitations remain that define the scope of future re-
search. One important avenue is the further validation and automatic weighting of intelli-
gence sources within the VExHK module, including the incorporation of anomaly detection
and misinformation filtering to counter the risk of unreliable open-source intelligence. An-
other direction involves the deeper integration of data obtained from penetration tests,
active vulnerability scans, and potentially dark web intelligence feeds, which would ex-
tend HAL’s situational awareness beyond standard OSINT databases. The computational
overhead and overall resilience of the framework also require evaluation when exposed to
adversarial conditions, particularly scenarios that involve intentionally poisoned or manip-
ulated data streams. Finally, the system must be subjected to operational deployment at
scale to assess the impact of its recommendations in practical settings, with special at-
tention given to its suitability for real-time and mission-critical intrusion-tolerant systems
where performance, reliability, and security are equally critical factors. Despite leveraging
multiple sources of OSINT, HAL’s current reliance on publicly accessible databases such
as NVD, ExploitDB, AlienVault OTX, and OSV introduces challenges in terms of data
completeness, timeliness, and integrity. Vulnerability assessment and scoring processes are
inherently delayed due to manual validation and scoring bottlenecks within primary repos-

itories. For example, the current backlog at the NVD increases the time before newly
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reported vulnerabilities are processed and scored, impacting risk calculations for emerging
threats.

Further, while the integration of ML- or Al-based CVSS prediction enables rapid as-
sessment of unknown or zero-day vulnerabilities, it cannot fully substitute expert human
review. Nuances and contextual subtleties of certain vulnerabilities may be misrepresented
by automated models, resulting in imperfect interim scores. These predictions are intended
as temporary measures and always require post hoc refinement once the evaluation becomes
available.

HAL'’s effectiveness may be compromised by adversarial activities targeting its local
intelligence repositories or poisoning its machine learning models. Even though a secured
control plane is assumed, the occurrence of successful attacks cannot be entirely ruled
out. Input injection attacks or the ingestion of misleading OSINT could degrade its risk
assessment, introducing new security concerns for the risk management process itself.

The scraper tool, though automated, remains subject to limitations imposed by third-
party data source rate limits, inconsistent support for batch queries, and architectural
constraints (such as those imposed by ExploitDB and AlienVault OTX APIs). These factors
can create data gaps, increase latency, and pose maintenance challenges when scaling to
larger OSINT landscapes.

For future work, ongoing research aims to integrate expanded data sources, particularly
from penetration testing tools, automated test suites, and additional real-time cybersecu-
rity platforms, including dark web monitoring. Enhanced intelligence coverage will allow
for improved responsiveness and a more holistic view of the threat landscape, but requires
robust vetting mechanisms to counteract possible misinformation and ensure reliability.

To address the issue of data authenticity, future versions of HAL will embed validation
and provenance-tracking mechanisms. This includes cross-referencing threat intelligence,
employing ML for anomaly detection, and weighting information from verified sources
higher within risk calculations. Such innovations seek to minimize the influence of false
reports, fake CVE claims [130], and information purposely injected by malicious entities
to mislead automated systems.

Real-world deployments in diverse infrastructure environments are also considered, en-
abling empirical study of HAL’s operation overhead and adaptive capabilities under ad-

versarial conditions. This will create opportunities to examine practical trade-offs between
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risk assessment accuracy and system scalability, as well as refine algorithms to balance
resilience and security when making configuration recommendations for ITSs.

Finally, further research will pursue continuous improvement in automated vulnerability
clustering and scoring, aiming to reduce execution time, minimize human intervention, and
maximize the system’s ability to accurately recommend secure and resilient configurations

in rapidly evolving threat scenarios.

5.5.  Chapter Summary

This chapter presented the design, implementation, and evaluation of HAL, a next-generation
Risk Manager tailored for proactive risk assessment and adaptive configuration in I'TSs.
Building upon prior research, HAL integrates automated ML-driven prediction of vulner-
ability scores with advanced clustering techniques and real-time data ingestion via the
VExHK scrape module. This combination enables continuous, dynamic evaluation of sys-
tem risk that addresses key limitations of traditional approaches relying on delayed, manual
vulnerability scoring.

The architecture comprises four main components: vulnerability score prediction, clus-
tering, score reassessment, and configuration optimization, functioning together to rec-
ommend resilient and secure ITS configurations. The score reassessment module enhances
existing methodologies by incorporating factors such as vulnerability age, patch availability,
exploit likelihood from the EPSS, and empirical intelligence from AlienVault OTX pulses.
The clustering module leverages state-of-the-art ML algorithms and sentence embeddings
to identify semantically similar vulnerabilities, reducing redundancy and improving threat
correlation across heterogeneous systems.

Experimental results demonstrated HAL’s capability to generate configurations that
balance security and resilience compared to existing Risk Managers such as Lazarus and
Heo. The predictive components, notably based on the approach by Khazaei et al. [28],
provide accurate and timely vulnerability scoring with minimal computational overhead,
enabling responsiveness to newly disclosed threats. Additionally, the VExHK scraper suc-
cessfully aggregates and normalizes intelligence from multiple OSINT sources, enhancing
the currency and completeness of the vulnerability database.

Despite these advancements, challenges remain concerning data quality, timeliness, and
the potential impact of adversarial attempts to manipulate inputs or ML models. Future
work aims to extend HAL’s capabilities by integrating additional intelligence sources, im-

proving data validation and anomaly detection, and refining the balance between security
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and resilience in configuration decisions. Planned real-world deployments will further assess
operational effectiveness and scalability under adversarial conditions.

Through HAL, the research field of ITS risk management advances by harnessing au-
tomation, machine learning, and comprehensive intelligence integration to provide a more

agile, informed, and robust defense posture against evolving cybersecurity threats.
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6. Security Orchestration for EVs: A Collaborative
Approach within I'TS Research

The present chapter situates EVSOAR within the broader scope of intrusion-tolerant or-
chestration research, highlighting how the project’s architectural, experimental, and col-
laborative outcomes extend and ground the thesis’s core technical contributions.

During the course of the doctoral research, a collaboration was established with the
research group RC3 at King Abdullah University of Science and Technology (KAUST),
focusing on the development of a novel SOAR architecture tailored for EV cybersecurity
through the EVOLVE platform [30].

This chapter presents the joint effort resulting in the EVSOAR project, which lever-
ages the EV CSN as a unique edge computing infrastructure to address the increasing
cybersecurity challenges posed by the expanding attack surface of modern connected and
autonomous vehicles. The collaboration aimed to overcome limitations in existing VSOCs,
which predominantly rely on shared wireless networks such as 4G, 5G, and WiFi. These
wireless infrastructures suffer from latency, bandwidth bottlenecks, and interference due
to their shared nature, adversely affecting the timely deployment of security updates and
the responsiveness of defense mechanisms.

The EVSOAR architecture repurposes the physical and network infrastructure of the
EV CSN to create a distributed, scalable, and responsive security orchestration system.
By utilizing direct physical connections between vehicles and charging stations through
dedicated PLC channels, computation-intensive tasks such as real-time log analysis and
FL-based and ML-based IDSs are deployed within or closer to the vehicle. This edge-
oriented design reduces reliance on cellular networks, enhances communication reliability,
and fosters cross-vendor collaboration through shared threat intelligence.

Experimental evaluations demonstrated improvements in latency and network stability,
with EVSOAR achieving a minimum 41% improvement over existing 5G-based VSOCs
for small payload transmissions. Moreover, the system’s FL approach permitted privacy-
preserving collaborative model training across multiple OEMs while maintaining detection
accuracy comparable to traditional ML techniques.

This collaboration provided valuable insights into SOAR and IDS that complement the
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doctoral research focused on the design of orchestration architectures for ITS. ITS consti-
tute a foundational cyber resilience paradigm characterized by architectures and protocols
that guarantee system availability, integrity, and correct operation despite the presence of
intrusions or faults. While ITS research traditionally emphasizes fault-tolerant consensus
mechanisms, proactive-reactive recovery strategies, and replica diversity for attack mitiga-
tion, integrating cybersecurity orchestration concepts represents a frontier for enhancing
ITSs adaptability and responsiveness.

The EVSOAR collaboration concretely illustrates how SOAR principles can be embed-
ded within these systems to enable automated detection and mitigation actions at multiple
distributed levels, a concept that aligns with the vision of a secure overseer orchestrating
ITS components to dynamically respond to threats.

The technical synergies between EVSOAR, and the broader ITS orchestration archi-
tecture, specifically Skynet, are visible in the architecture presented in Figure 4.1 and
described in Chapter 4. EVSOAR applies SOAR techniques and methods that can be
reapplied to ITS to augment capabilities for monitoring and reacting to security-relevant
events. EVSOAR’s use of FL and edge-based detection highlights innovative approaches to
managing distributed data privacy concerns and computational constraints—issues equally
pertinent to I'TS deployments spanning diverse critical infrastructures while maintaining
team and stakeholder privacy.

The experience gained in architecting EVSOAR’s hierarchical SOAR agents, from in-
vehicle modules to edge charging stations and centralized management, provides insights
into integrating SOAR capabilities into ITSs for policy enforcement and automated re-
sponse workflows. Furthermore, EVSOAR’s evaluation under emulated network conditions
underscores the importance of robust communication infrastructures and adaptive con-
trol mechanisms to maintain intrusion tolerance in dynamic, resource-constrained environ-
ments.

This collaboration also underlines challenges that resonate with ITS research goals,
specifically, balancing privacy with cross-entity collaboration and providing effective and
tangible ways to address intrusions. The EVSOAR project’s approach to leveraging trusted
platform infrastructures, cryptographic assurances, and privacy-preserving FL techniques
provides pathways to address these challenges, which are relevant to the I'TS context where

fault boundaries and trust assumptions are inherently constrained.
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The KAUST collaboration on EVSOAR exemplifies an interdisciplinary research en-
deavor enriching the doctoral investigation into intrusion-tolerant orchestration architec-
tures. It extends the theoretical and systemic foundations of ITS by grounding them in a
tangible, vehicular cybersecurity use case marked by unique architectural and operational
characteristics. This synergy not only validates the applicability of orchestration concepts in
emerging cybersecurity domains but also informs ongoing enhancements toward designing
adaptive, scalable, and privacy-conscious ITS. The collaborative experience and outcomes
thus constitute an integral component of the doctoral research narrative, contributing sit-
uational and practical relevance to the Skynet architecture.

The remainder of this chapter is organized as follows: Section 6.1 reviews the state of the
art in VSOCs and intrusion detection systems; Section 6.2 details the EVSOAR architec-
ture including its threat model and key applications; Section 6.3 discusses the experimental
evaluation comparing EVSOAR with state-of-the-art SOCs; Section 6.4 presents the con-
nection to Skynet; Section 6.5 explores the technical and research synergies; Section 6.6

provides a chapter summary, concluding it.

6.1. Background and State of the Art: VSOC

The automotive industry has witnessed rapid advancements with the integration of modern
EVs, autonomous driving, software-defined architectures, and vehicle-to-everything (V2X)
communication. This technological progress has resulted in highly connected vehicles, but
also expanded the attack surface for cyber threats. Traditional in-vehicle security mecha-
nisms, including firewalls, gateways, and IDSs, struggle to adapt to the unique challenges
posed by heterogeneous protocols, real-time processing constraints, and limited computa-
tional resources inherent to vehicles [129].

To address these limitations, SOCs, originally developed for IT environments, have
evolved into VSOC. VSOCs are designed to continuously monitor vehicle behavior, de-
tect anomalies and intrusions, and respond to cybersecurity threats across both in-vehicle
and off-vehicle domains. Central to VSOCs operations are SIEM and SOAR tools, which
aggregate data, automate threat detection, and coordinate responses among vehicle man-
ufacturers (OEMs), suppliers, and infrastructure providers.

Despite these advances, state-of-the-art VSOC solutions rely on wireless infrastructure
such as 4G, 5G, and WiFi to communicate with the vehicle. These shared networks fre-
quently suffer from congestion, limited bandwidth, and increased latency, leading to delays

in applying security updates and transmitting critical threat information. As the number
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of connected vehicles and other wireless devices increases, scalability and performance chal-
lenges become more pronounced, and conventional wireless-based VSOCs struggle to meet
the evolving demands of automotive cybersecurity.

Recent research highlights additional complexities introduced by modern in-vehicle
communication networks and advanced Electronic Control Unit (ECUs). While these tech-
nologies offer sophisticated capabilities, they also heighten vehicle vulnerability to cyberat-
tacks [131]. Legacy security tools such as IDSs, firewalls, and gateways are often insufficient
for addressing these new risks. Although SOCs play a crucial role by centralizing data anal-
ysis and orchestrating incident response [132], their adaptation to the automotive context
must confront multiple constraints, including stringent timing, multi-protocol integration,
and limited available processing power within vehicles [133].

Moreover, the local scope of traditional IDS approaches limits system-wide visibility,
necessitating integrative frameworks like SIEM and SOAR, which can synchronize threat
intelligence and responses across manufacturers, suppliers, and infrastructure partners.
Various academic studies have addressed the evolution of SOCs into VSOCs, describing
foundational legal, technical, and architectural requirements and implementing prototypes
in real-world contexts [134, 135, 136, 137, 138, 139]. The majority of these solutions remain
dependent on wireless communication, which leads to resource competition and scalability
concerns as the volume of vehicle-generated data grows.

EVSOAR proposes a distinct approach by exploiting wired connectivity through the
EV CSN. This architecture promotes stability, predictable resource allocation, and quality
of service, all while supporting seamless integration of advanced SOAR functionalities [129].
Compared to shared wireless network infrastructures, the EV SOCs enabled by the EVs
CSNs deliver superior scalability and reliability through direct connections, allowing secu-
rity services to expand naturally alongside the growth of charging stations. This one-to-one
mapping between vehicle and charging infrastructure significantly simplifies deployment

and delivers robust capacity to the automotive cybersecurity ecosystem.

6.2. EVSOAR Architecture, Dataflow and Innovations

The EVSOAR architecture, depicted in Figure 6.1, consists of three primary elements:
the vehicle-installed SOAR Agent, the Edge-SOAR components located at each charg-
ing point, and the Central SOAR system hosted in the cloud. Detailed specifications of
the foundational layers required for deploying EVSOAR are referred to in the EVOLVE

publication [30].
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FIGURE 6.1: EVSOAR architecture

The SOAR Agent, within the vehicle, enforces policies defined by the Central SOAR
concerning the collection and handling of logs, events, and alert triggers throughout the
vehicle’s operation. It also allows communication with OEMs by transmitting vehicle-
generated logs and events, notifying them of detected malfunctions, and managing requests
for security patches or updates based on log analyses. Depending on the vehicle design,
essential data and alerts can reside in components such as the Event Data Recorder, Central
Gateway ECU, Telematics Control Unit (TCU), ECU internal memory, or the Onboard
Diagnostics System.

Installed at EV charging stations, the Edge-SOAR nodes create a secured physical con-
nection to the SOAR Agent via the charging cable standards (CCS Type-2 or CHAdeMO
3.0), employing secure communication channels such as TLS or VPN for data exchange.
These Edge-SOAR units are interconnected through the EV CSN, enabling collaborative
threat intelligence sharing and orchestrating coordinated responses within defined geo-
graphic zones. For wider area coverage, communication between stations and broader net-
works relies on WAN or internet connections, ensuring system resilience via a distributed
architecture.

When a vehicle plugs into a charging station, the Edge-SOAR leverages the SOAR
Agent connection to retrieve logs, alerts, and events through the charging cable. This
cable is presumed to carry a dedicated software communication channel, either integrated
alongside the power lines or utilizing PLC technology [140]. Collected logs may be subjected
to analysis by an IDS, which scans for intrusion patterns or forwards data to the Central
SOAR for comprehensive examination. Upon detection of confirmed intrusions, the IDS
can initiate immediate automated actions, if in the presence of a known threat, or notify

the central entity to evaluate and update response strategies. Moreover, the Edge-SOAR
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incorporates rule-based mechanisms to autonomously address malicious events, intrusions,
or malfunctions reflected in the logs.

The Central SOAR, typically operated by a dedicated third-party security team,
maintains connections with all Edge-SOAR nodes deployed across participating charging
stations. It aggregates and preprocesses incoming data, presenting it for detailed analysis
and investigation by security analysts. The central SOAR’s functions include detecting
security incidents from received logs and events, deploying automated countermeasures
through Edge-SOAR units, supporting IDS model training with centralized ML on gathered
data, or aggregating FL. parameters supplied by SOAR Agents to improve detection mod-
els. Additionally, it maintains bidirectional communication channels with OEM servers,
facilitating the dissemination of newly identified attack signatures and the reception of
patches or mitigation updates. These SOAR connections extend to software suppliers re-
sponsible for vehicle systems, recognizing that vehicles may operate software from multiple
vendors.

Figure 6.2 presents the overall communication sequence: a vehicle connects to a charg-
ing station, which consults the cloud for the latest threat intelligence, performs threat
assessments, relays notifications back to the vehicle, which may then request security fixes,

and finally uploads logs back to the cloud for continued monitoring and analysis.
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FIGURE 6.2: EVSOAR communication flow
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The innovations of the EVSOAR architecture stem from its novel integration of EV
charging station infrastructure as an edge computing platform, fundamentally transform-
ing how SOAR are managed within the vehicular ecosystem. Unlike traditional wireless-
dependent approaches, EVSOARIeverages the physical link between the vehicle and the
charging station, enabling secure, low-latency bidirectional communications. This unique
connection bypasses many of the stability, congestion, and bandwidth limitations of 4G,
5@G, and WiFi networks, delivering reliable data transmission essential for security-critical
functions.

A central innovation is the hybrid design of intrusion detection. Heavy computational
tasks, such as model training, are performed centrally in the cloud, after which updated
models are deployed to charging stations for fast, local assessment. This ensures immedi-
ate detection and response capabilities close to the vehicle. At the same time, EVSOAR
addresses privacy concerns using an alternative FL approach. Sensitive log analysis is con-
ducted entirely on the vehicle, with only model parameters, i.e., raw data is kept within
the vehicle, shared for aggregation and global threat model improvement. This balance be-
tween privacy preservation and collaborative intelligence is particularly impactful for data
governed by strict privacy requirements, such as infotainment and telematics, while more
traditional ML can be applied where privacy is less sensitive.

Another hallmark of EVSOAR is its automation of mitigation and adaptive defense
mechanisms. Automated responses are triggered at the network edge, allowing swift iso-
lation of compromised components, remedial software patching, and rollback actions on
detected threats without the delay of round-trip communication to a remote data center.
The system’s adaptive logic enables scalable, reliable, and context-aware protection, all
while minimizing exposure and operational risk.

By shifting detection and mitigation closer to where attacks can occur, exploiting the
growing EV charging infrastructure, and integrating real-time, privacy-preserving analyt-
ics, EVSOAR offers a shift from legacy VSOC frameworks. Its architecture is inherently
scalable (scales with the CSN), robust to network variability, able to facilitate secure cross-
vendor intelligence sharing, and optimized for the stringent requirements of modern vehicle
cybersecurity.

Furthermore, the choice of privacy-preserving FL methods is motivated by technical

concerns and by growing regulatory requirements, such as GDPR and automotive-specific



FCUP | 102
Skynet

cybersecurity standards [141, 142, 143], which increasingly govern the management and

sharing of vehicle data.

6.3. Experimental Evaluation and Results

The experimental evaluation of EVSOAR demonstrates advances in performance, relia-
bility, and security effectiveness compared to state-of-the-art vehicle security operation
architectures. Through a comprehensive set of emulated network scenarios and real-world-
inspired use cases, SOAR’s use of EV CSN as edge security platforms was systematically
validated against both wireless-based (VSOC-4G/5G, RSU-WiFi) and alternative wired
solutions.

The EVSOAR prototype was implemented in Golang with the ELK stack providing
the SOAR platform’s monitoring and threat detection functionality. Testing was carried
out within the Emulab environment, enabling multiple dedicated physical machines and
the precise emulation of realistic network characteristics, such as bandwidth, latency, and
Packet Loss Ratios.

The experiments evaluated six network types: VSOC-4G, VSOC-5G, Road Side Unit-
WiFi, EVSOAR-PLC10M, EVSOAR-PLC100M, and EVSOAR-PLCI1G, capturing both
wireless and wired communication conditions. The setup of each network is presented in
Table 6.1.

TABLE 6.1: Distinct link configurations.

Type of Bandwidth | Latency | PLR
connection (Mbps) (ms) (%)
VSOC-4G 30 36 0.2
VSOC-5G 100 17 0.2
RSU-WiFi 27 100 17
EVSOAR-PLC10M 10 2 0
EVSOAR-PLC100M 100 2 0
EVSOAR-PLC1G 1000 2 0

Benchmarking included direct comparison to SOC4AS and XL-SOC as representative
SOAR-enabled vehicle security systems. Through controlled variation of protocol param-
eters, key performance measures, throughput, network stability, and median round-trip
time (RTT) were quantified. These are critical for understanding responsiveness and re-
liability in real-time vehicular security scenarios, particularly relating to data exchange
between vehicles and the security operations center. The protocol provided the basis for
deep functional comparisons, including practical threat detection, response flows, and nu-

anced privacy-accuracy trade-off analyses between ML and FL IDS.
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The results, presented in Figure 6.3 and 6.4, demonstrate that wired communication
via the EV CSN yields lower latency and higher throughput than wireless alternatives.
For small payloads, EVSOAR realized a minimum 41% performance improvement over
VSOC-5G, despite its comparable theoretical bandwidth to EVSOAR-PLC1G, underscor-
ing the practical limitations of shared and contended wireless media. The PLC1G setup
delivered low and consistent upload times around 10 ms, attributable to its dedicated 1
Gbps bandwidth, whereas wireless configurations suffered from variable and often degraded
performance, particularly under high network load. For very large payloads, VSOC-5G can
outperform EVSOAR, but the advantage remains minimal and offset by shared network

constraints.
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Stability assessments, illustrated in Figure 6.5, showed more consistency in packet de-
livery times for wired links; EVSOAR’s transmission times typically varied by only a few
milliseconds, in comparison with wireless links, where delays fluctuated (from hundreds of
milliseconds to several seconds), a function of environmental interference and dynamic con-
ditions. This stability is especially crucial for security-sensitive and time-critical actions,
as wireless unpredictability can directly impede the execution and timeliness of defense
mechanisms. The adoption of the EV CSN thus addresses a reliability bottleneck for vehi-

cle cybersecurity.
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FIGURE 6.5: Network stability

Security effectiveness was further tested by evaluating ML-IDS and FL-IDS approaches
in practical deployment scenarios, presented in Table 6.2. Centralized ML-IDS had higher
overall accuracy (97%) and recall for normal and compromised data, enabled by full access
to vehicle-generated logs. However, this comes at the cost of greater privacy exposure and
larger volumes of sensitive data being handled centrally. The FL-IDS, using only abstracted
model parameters, achieved strong privacy guarantees and, in multi-OEM configurations,
outperformed the ML-IDS in recall for compromised data (87% vs. 82%, a 5% gain). Al-
though the FL-IDS showed lower overall accuracy, it surpassed in minority-class detection,
and achieved acceptable trade-offs, i.e., notably lower data overhead and false positives,
especially suited for domains like telematics or infotainment.

Further assessing FL performance, the data shows that training with pooled, multi-OEMs

datasets boosts detection rates for compromised data (from 75% with single-OEM to 87%
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TABLE 6.2: Combined Results Across ML, FL, and FL Mix

Setup Class | Recall | Support | Data Size Model

0 1.00 2,443,833 171 MB XGBoost
ML 1 0.82 510,341 (Logs)

Acc. 0.97
FLIDS | 0 0.93 301,818 844 KB Feed Forward
Single 1 0.75 45,527 (Params) Neural Net.
OEM Acc. 0.91
FLIDS | 0 0.89 301,818 844 KB Feed Forward
Multi 1 0.87 45,527 (Params) Neural Net.
OEM Acc. 0.89

with multi-OEM pooling), demonstrating the value of federated, cross-vendor intelligence
sharing. However, this also raises challenges around inter-organizational privacy, where
even shared model parameters could leak sensitive patterns. Careful mechanisms and trust
frameworks are needed for safe collaborative deployments.

Taken together, the experimental data shows that EVSOAR’s architecture, leveraging
the bandwidth, locality, and stability of EV charging infrastructure, not only addresses
longstanding performance and scalability bottlenecks of wireless vehicle network security
but also lays the groundwork for advanced, privacy-preserving, and collaborative intrusion

detection.

6.4. Connection to Skynet

The EVSOAR architecture provides actionable knowledge for advancing the capabilities of
Skynet by demonstrating how distributed SOAR systems can collaborate efficiently, provide
security, and share cyberthreat information in complex, dynamic environments. Integrat-
ing the experience and core design principles from EVSOAR—namely, distributed security
orchestration, hierarchical and modular architecture, adaptive and automated response,
FL with collaborative intelligence, privacy-awareness, and hybrid rule-based/ML-driven
IDS—into Skynet can enhance its defensive capabilities while opening new research direc-
tions for large-scale, distributed cyber defense through robust SOAR integration at distinct
levels of the infrastructure.

The deployment of SOAR capabilities at the edge, exemplified by the Edge SOARs in
EVSOAR, demonstrates the effects of localized, real-time detection and response, reducing
incident response latency and minimizing the impact of network disruptions or attacks.
Integrating such SOAR modules within Skynet’s modular architecture allows for granu-
lar monitoring, automated orchestration, and context-aware decision-making distributed

throughout the infrastructure. This model supports the core Skynet goal of adaptive,
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intrusion-tolerant oversight by enabling dynamic reconfiguration and automated defense
rooted in field data.

A key insight from EVSOAR is the value of harnessing localized knowledge. The ability
of Edge SOARs to monitor, correlate, and share insights within its operational domain can
be repurposed in Skynet to create a scalable federation of security overseers. With multiple
Skynet instances deployed across diverse environments, the lessons from EVSOAR, enable
these instances to collaborate in near-real time, pooling observations, validating threat
intelligence, and reinforcing cross-location defense strategies. This collaborative approach
directly addresses Skynet’s research objective of self-organizing, mutually supportive secu-
rity infrastructures.

Several EVSOAR features are especially relevant for integration or redesign within

Skynet:

e FL and distributed IDS: The mechanisms developed in EVSOAR for federated model
training and privacy-preserving detection can be upscaled to enhance Skynet’s ML

engines, supporting global analytics without compromising local privacy.

e Reliable edge-to-cloud communication: The architectural solutions for resilient, wired
communication using EV charging infrastructure can be generalized to other domains,

supporting Skynet’s need for robust data exchange across diverse networks.

e Automated response workflows: EVSOAR’s incorporation of rule-based and data-
driven automated responses, such as patch deployment, threat isolation, and system
rollback, provides concrete mechanisms for Skynet to deliver rapid, automated miti-

gation at both local and global levels.

e Privacy-preserving analytics: By processing sensitive data locally and sharing only
model updates or insights, EVSOAR’s privacy model can shape Skynet’s approach

to data minimization and regulatory compliance.

e Performance and scalability validation: Lessons from EVSOAR’s experimental eval-
uation, such as documented latency reductions and throughput improvements from
edge orchestration, can inform Skynet’s own deployment strategies and highlight the

operational value of architectural choices.

EVSOAR demonstrates the feasibility and value of integrating SOAR automation for

large-scale, cyber-physical systems. Drawing from these lessons, Skynet can innovate by
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enabling a network of collaborating security overseers, each with strong local autonomy,
but also benefiting from federated knowledge and adaptive orchestration. This direction
supports the evolution toward resilient, distributed, and intelligent cyber defense ecosys-

tems.

6.5. Technical and Research Synergies

Adapting selected elements and insights from EVSOAR’s edge-driven security orchestration
into Skynet’s intrusion-tolerant oversight fosters new opportunities to address complex and
evolving technical challenges across distributed cyber defense. This selective incorporation
enables Skynet to benefit from practical lessons learned and proven architectural strategies,
enhancing its capacity to respond to emerging threats while refining its resilient security
mechanisms. At the core of the synergy is the shared objective to combine automation and
intelligence across the cyber-physical stack, enabling both platforms to transcend the limi-
tations of isolated security management and reactive, siloed responses. By bridging the gap
between localized, context-aware detection and response, exemplified by EVSOAR’s real-
time operations at EV charging infrastructure, and Skynet’s broad, federated-readiness,
the combined approach enables adaptive defense strategies that extend across edge and
cloud domains.

An advantage of this collaboration is the capability to integrate security automation
across diverse operational environments. Through joint orchestration protocols and fed-
erated analytic engines, it becomes possible to coordinate incident response and policy
enforcement on a higher scale, while still maintaining the implications of local context.
With this approach, the integration supports seamless handoff of alerts, actions, and foren-
sic data between distributed components, fostering not only technical resilience but also
organizational agility in response to evolving adversarial tactics.

The use of FL. and privacy-preserving analytics by both architectures enables a unified
research direction focused on mechanisms that protect sensitive data at its source and
share only high-level knowledge. This approach also allows detection models to adapt
to the specific characteristics and threat profiles of individual domains. This joint effort
enables advanced ML techniques to operate at scale, yet with measured trust and without
diluting privacy or exposing critical information.

Through this collaboration, both architectures share the same challenges in distributed
cyber-physical defense: reconciling local autonomy with collective intelligence, maintaining

privacy without sacrificing accuracy, and building trust without centralized dependency. By
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aligning their core technical strengths and integrating their research efforts, EVSOAR and
Skynet highlight a direction for building resilient, adaptive, and integrated cyber defense
ecosystems capable of addressing the challenges posed by increasingly sophisticated and
large-scale adversaries.

Several open challenges remain, including: (i) establishing robust trust frameworks for
secure cross-organizational FL; (ii) managing residual risks of model inversion or informa-
tion leakage during cross-vendor collaboration; and (iii) dynamically adapting orchestration

in the presence of evolving attack surfaces and adversarial tactics.

6.6. Chapter Summary
This chapter presents EVSOAR—a novel SOAR architecture that leverages the EV CSN as
a secure, scalable edge computing platform for modern vehicle cybersecurity. The chapter
establishes the motivation for EVSOAR through a review of the evolving automotive attack
surface, the limitations of conventional VSOCs, and the bottlenecks imposed by wireless
communication infrastructures.

The EVSOAR architecture is detailed, describing its distributed design with in-vehicle
SOAR agents, charging station Edge-SOAR modules, and a centralized cloud SOAR sys-
tem. The system is engineered for real-time log collection, privacy-preserving FL and ML
based intrusion detection, and secure, automated response workflows, all maintained by
direct, physically secured vehicle-to-infrastructure connectivity.

Extensive experimental evaluation demonstrates that EVSOAR improves reliability,
latency, and scalability when compared to leading 4G/5G VSOC alternatives, with a min-
imum 41% improvement in small-payload data exchange. FL models enable collaborative,
privacy-enhancing cross-manufacturer threat intelligence sharing, balancing detection ac-
curacy and data protection.

The chapter also analyzes the technical and conceptual affinities between the EVSOAR
design and broader I'TS research, particularly Skynet, showing how advancements in edge
SOAR, adaptive automation, and privacy-aware analytics inform next-generation intrusion-
tolerant orchestration. EVSOAR’s results and collaborative development underpin prac-
tical, research, and regulatory progress—especially as new compliance requirements like
GDPR and UNECE WP.29 increasingly govern connected vehicle security and data man-
agement.

In summary, the chapter integrates practical architecture, experimental validation, and
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cross-domain research to demonstrate how edge-enabled security orchestration can signifi-
cantly strengthen the cyber-resilience of connected automotive ecosystems and serve as a

blueprint for adaptive ITSs.
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7. LegionlTS: A Federated ITS Architecture for
Scalable, Privacy-Preserving C'TI Sharing

The escalating sophistication and prevalence of cyberattacks have stretched traditional
defense mechanisms to their limits, often leaving isolated organizations unable to keep
pace with rapidly evolving threats. While defenses such as SIEM and SOAR platforms
play vital roles in threat mitigation, they frequently fall short against novel and unknown
attack vectors. The need for collaborative, resilient, and privacy-preserving frameworks
has therefore become paramount, substantially increasing interest in systems that enhance
cybersecurity through secure information sharing.

ITS represent a shift from mitigation to tolerance in cybersecurity, focusing on resilience
and maintaining core operations even when compromised, thereby providing graceful degra-
dation of service. However, even ITS architectures can become vulnerable to sophisticated
adversaries and unforeseen, especially coordinated or novel, attacks when deployed in iso-
lation. To address these limitations, recent research proposes that organizations should
implement controlled sharing of CTI and defensive insights through federated or collabo-
rative frameworks, which seek to protect each entity’s autonomy and sensitive information
by employing privacy-preserving and cryptographic mechanisms.

This chapter explores the foundational concepts, architectural designs, and operational
mechanisms of federated ITS frameworks, specifically examining the LegionITS system as
a model for secure, scalable, and privacy-aware cyber defense. The discussion encompasses
integration challenges, privacy-preserving technologies, and practical case studies, such as
responses to zero-day vulnerabilities, ultimately highlighting the imperative for collective
resilience in contemporary cybersecurity.

LegionITS is a novel federated architecture designed to advance cyber resilience by
enabling secure, privacy-preserving, and collaborative information sharing among indepen-
dent organizations, specifically tailored for deployed ITSs. Built on the premise that the
defensive capability of an isolated entity can eventually become overwhelmed by today’s
rapidly evolving threat landscape, LegionIT'S empowers entities to jointly detect, analyze,
and respond to cyber threats while preserving data autonomy and confidentiality. The sys-

tem integrates key concepts from I'TSs, FL, and advanced privacy-enhancing technologies,
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including but not limited to MHE, DP, and ZKPs, to facilitate actionable CTI and CIS
exchange without disclosing sensitive operational details.

By leveraging a distributed ledger for verifiable event recording and modular interfaces
for interoperability with platforms such as MISP, SIEM, and SOAR, LegionITS enables
scalable, trust-based collaboration across both intra- and inter-organizational boundaries.
Through practical mechanisms for secure CTI and CIS sharing, automated incident or-
chestration, and resilience-building analytics, LegionlTS is designed as a model for next-
generation collective cyber defense frameworks, providing a robust foundation for situa-
tional awareness and agile, privacy-preserving responses to emerging threats.

The remainder of this chapter is organized as follows: Section 6.1 reviews the limi-
tations of existing SIEM, SOAR, and SOC systems and introduces the concepts of ITSs,
collaborative defense, and federated cybersecurity architectures. Section 7.2 surveys related
work in privacy-preserving CTI sharing and FL frameworks, highlighting existing trade-offs
between privacy, utility, and scalability. Section 7.3 defines the system and threat model,
including stakeholder roles, trust assumptions, and operational context for decentralized
environments. Section 7.4 details the architecture of the proposed federated ITS—Legion-
ITS—covering its core components, data flow, privacy-preserving technologies, and gover-
nance mechanisms. Section 7.5 presents operational scenarios and a case study addressing
practical intelligence sharing and zero-day containment. Section 7.6 analyzes the privacy-
utility trade-off in federated learning through experimental results. Section 7.7 evaluates
the system’s flexibility and scalability under various extension and integration scenarios.
Section 7.8 discusses the design’s broader implications and systematically addresses the
posed research questions, and Section 7.9 concludes with a summary of the chapter, high-

lighting the main findings, contributions, and practical implications of LegionlITS.

7.1. Background and Motivation

Modern enterprise cybersecurity platforms, including STEM, SOAR, and SOC, play critical
roles in managing threats through log collection, event correlation, and automated response
workflows. While effective against known threats, these systems are limited when faced with
sophisticated, targeted, or zero-day attacks that evade detection by relying predominantly
on predefined rules, signatures, and historical patterns. Moreover, the exponential growth
and complexity of security data can overwhelm security analysts, escalating alert fatigue

and increasing the risk that subtle attack indicators go unnoticed. Isolated deployments
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also lack the broad context of threats experienced across different organizations, creating
exploitable visibility gaps for adversaries.

In response to these challenges, collaborative cyber defense through CIS has emerged as
a crucial strategy. Sharing CTI across organizations enhances collective situational aware-
ness, enabling faster detection and mitigation of emerging threats. Established standards
such as Structured Threat Information eXpression (STIX) and Trusted Automated eX-
change of Indicator Information (TAXII) facilitate interoperability by defining common
formats and protocols for CTI sharing. Despite these advances, concerns around privacy,
confidentiality, and regulatory compliance create significant barriers to open exchange. Or-
ganizations may hesitate to share sensitive operational data due to legal risks, reputational
concerns, or competitive disadvantages.

Addressing these challenges requires a combination of technical and organizational mea-
sures. Privacy-preserving techniques—such as data anonymization, minimization, DP, and
advanced cryptographic methods including but not limited to HE and ZKP—are neces-
sary to safeguard shared data while preserving its utility. Complementing these techni-
cal solutions, governance frameworks that incorporate accountability, trust management,
and policy enforcement are critical to ensuring secure and compliant information sharing.
Frameworks like the NIST Cybersecurity Framework provides guidance for managing risk,
establishing secure information sharing policies, and fostering trust among collaborating
parties.

Federated architectures contribute to a robust approach that blends these technical and
governance aspects to enable secure, scalable, and privacy-conscious cooperation. Within
a federated model, each participating entity maintains control over its own security infras-
tructure, sharing only vetted or aggregated intelligence in compliance with agreed policies,
using standardized protocols and secure communication channels. This promotes inter-
operability across heterogeneous environments and enforces confidentiality and integrity
through cryptographic guarantees and policy controls. By balancing local autonomy with
global threat intelligence, federated architectures establish the technical and organizational
foundations necessary for resilient, adaptive collective defense capable of scaling to meet

an evolving threat landscape.
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7.2. Related Work

Several research efforts have addressed various components relevant to this architecture,
including federated architectures, ITSs, CTI, and CIS. However, there is still a gap in frame-
works that conceptually integrate these domains into a unified architectural vision. This
section reviews seminal contributions that have informed and shaped the design principles
of the proposed architecture, LegionITS.

In the area of privacy-preserving CTI sharing, several approaches have been proposed.
Freudiger et al. [144] introduced the SIC framework, which leverages selective collaboration
via Private Set Intersection (PSI), allowing entities to share intelligence without disclosing
unnecessary details. Similarly, Van de Kamp et al. [145] developed a cryptographic method
enabling sharing of IOCs and intrusion sightings while safeguarding sensitive information
from central aggregators. Complementing these, DNSBloom [146] employs Bloom filters to
detect malicious Domain Name System activity while minimizing privacy risks.

Other works focus on more advanced cryptographic techniques. For example, some
frameworks utilize HE to compute over encrypted data [147], albeit relying on centralized
infrastructures, which pose single points of failure. In contrast, Trocoso-Pastoriza et al. [148]
advanced a fully distributed CTI-sharing platform that fuses MHE with FL and DP to
collaboratively train predictive models without exposing raw data.

Research in CIS emphasizes privacy principles and trust-enhancement mechanisms. Fisk
et al. [149] articulated foundational ideals such as minimal data disclosure and continuous
progress in sharing. In contrast, Vakilinia et al. [150] applied blind signatures and ZKP
to protect participant anonymity and enable accountability. Similarly, Fuentes et al. [151]
proposed PRACIS, a privacy-focused analytics platform based on the STIX standard, com-
bining HE and format-preserving encryption to thwart linkability under server compromise
scenarios. Broader perspectives, such as CYBEX-P [152], integrate trusted computing and
advanced cryptographic constructs to anonymize both data content and user identities.

The concept of federation itself has been explored in distributed systems research. Early
foundational work by Heimbigner and McLeod [153] introduced federation as a means to
integrate heterogeneous autonomous databases through a shared schema and federated
dictionary, supporting dynamic participation without centralized control. Building on these
principles, Wijegunaratne and Fernandez [154, 155] outlined an event-driven federated
architecture tailored to enterprise environments, highlighting the importance of dependency

separation and controlled interface connection to maintain autonomy across domains.
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Advancements in FL methodologies also contribute to this domain. Rizk et al. [156]
presented a decentralized FL topology that combines graph-based structures with privacy
guarantees via DP and cryptographic masking, demonstrating performance comparable to
non-private baselines under rigorous mathematical assumptions.

Focusing on ITS, Verissimo et al. [9] advocated a paradigm shift from pure prevention
to assuming compromise and prioritizing resilience and containment, an outlook further
developed in subsequent studies [25, 60, 75, 157]. These advances include adaptive recovery
mechanisms, architectural reconfiguration, and automated response capabilities. Modern
ITS frameworks increasingly integrate external intelligence sources, such as OSINT feeds
and social media data, to continuously enrich detection and mitigation efforts.

Moreover, I'TSs can serve dual roles, not only consuming CTI but also producing ac-
tionable intelligence that feeds autonomous control planes, enhancing automation and di-
minishing the period of attacker presence.

Collectively, these contributions form the conceptual foundation for Legion: a feder-
ated I'TS architecture that facilitates privacy-preserving threat intelligence sharing and
coordinated automated defenses across distributed organizational networks. The design
emphasizes autonomy, resilience, and scalability, incorporating key architectural patterns

and security mechanisms suited for the evolving cybersecurity landscape.

7.3. System and Threat Model

LegionITS models its system and threat paradigm around the concept of a federation
of organizations, each acting in multiple collaborative roles to ensure resilient, intrusion-
tolerant cybersecurity. Every stakeholder within this federation is simultaneously a data
provider, a data processor, and a data consumer. Data providers in the system include
intelligence agencies, cyber defense units, and internal platforms such as MISP instances
or OSINT aggregators that collect and generate CT1I for the federation. The responsibility
of data providers is not limited to sharing intelligence; they must also enforce strict privacy
and confidentiality requirements through access control policies, anonymization techniques,
encryption schemes, data minimization strategies, and policy-driven sharing agreements.
The diversity among data providers means that while some operate honestly and follow
defined protocols, others, described as semi-honest, comply with processes but attempt to
infer additional sensitive information from shared data. There is also the risk of malicious
stakeholders who may deliberately submit falsified or privacy-violating intelligence with the

intention of degrading system reliability or undermining trust in the shared intelligence.
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Stakeholders also act as data processors, transforming, correlating, and enriching CTI
collected within their domains. Their responsibilities can include analyzing internal teleme-
try, taking part in distributed learning workflows, and contributing to federated inference
tasks. The system accommodates honest processors who faithfully execute their duties,
semi-honest actors who follow the protocol but may try to extract sensitive information,
and malicious processors who might tamper with data flows, inject adversarial examples,
or attempt to disrupt analysis and inference processes. The data consumer role is fulfilled
by human analysts, automated detection platforms, and orchestration frameworks that
query the intelligence repositories for operational monitoring or automated response. Data
consumers are typically honest or semi-honest, with no ability to modify upstream data,
but may attempt to extract additional insights from aggregated intelligence.

LegionITS assumes a decentralized and partially synchronous environment for federated
communication. Interactions between organizations occur over a network that can be unre-
liable, introducing delays, message losses, duplication, or reordering. This communication
model is robust against both benign faults and adversarial interference. The architecture
envisions each organization as a participant with sufficient computational capacity—either
through in-house resources or outsourcing—to support both local analysis and collabora-
tive processing in the federated intelligence space. This operational assumption enables a
win-win collaboration, where each participating organization can act as both a consumer
and provider in a privacy-preserving manner, strengthening overall resilience against ad-
vanced threats. The federated system supports multiple autonomous organizations, each
operating one or more ITS deployments at varying levels of internal granularity, such as
departments, teams, or operational units. This arrangement ensures compartmentaliza-
tion within the organization and supports the formation of intra-organizational federations
based on trust boundaries and policy domains. Each local ITS instance manages the col-
lection, processing, and response to CTI for its domain, while also enabling secure sharing
and collaboration under policy controls that maintain data sovereignty and confidentiality.

Federated collaboration is extended beyond organizational boundaries through policy-
driven interactions that define what can be shared and under which conditions, ensuring
compliance with privacy, legal, and strategic requirements. These cross-domain operations,
such as collaborative anomaly detection, privacy-preserving aggregation, and joint analysis,

rely on distributed protocols resilient to network faults and partial participation, without
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needing centralized coordination. Communication occurs over partially synchronous, un-
reliable networks and is abstracted from any inherent trust in the communication layer.
Integrations with existing infrastructures like CTI platforms, logging systems, and response
tools enable seamless federation, supported by standardized representations and exchange
protocols. Behavioral assumptions from the threat model inform the system’s operation,
allowing a mix of cooperative and adversarial participants, but always with a focus on
maintaining operational correctness, confidentiality, and resilience throughout the feder-

ated environment.

7.4. Architecture of a Federated ITS: LegionITS
The architecture of LegionITS, illustrated in Figure 7.1, exemplifies the design of a fed-

erated threat intelligence sharing system, envisaged to operate through a two-level fed-
eration structure that potentially optimizes threat intelligence sharing both within orga-
nizations (intra-organization) and among distinct organizations (inter-organization). This
dual-layered approach enables compartmentalization and facilitates secure and efficient
collaboration, fostering a cybersecurity ecosystem that balances autonomy with collective
defense capabilities.

LegionITS is designed to integrate with modern ITSs, such as Skynet, and leverage
SIEM platforms to enhance cyber defense operations. The architecture delineates roles be-
tween CTI producers and consumers, intended to support intelligence-driven security work-
flows. It incorporates components such as IDS with Web Application Firewalls (WAF) at
Layer 7, which could provide advanced functionalities including in-depth malware inspec-
tion, binary analysis, and attribution of attacks to known threat actors like APTs. Com-
plementarily, HIDS are expected to collect granular telemetry on system-level intrusions
to improve local threat detection accuracy. User Access Management (UAM) modules are
designed to contribute by monitoring authentication logs and access patterns for anomalies
suggestive of adversarial behaviors, aligned with frameworks such as MITRE ATT&CK.

At the data collection and processing levels, LegionITS is anticipated to gather teleme-
try from various system components, including hypervisors, VMs, OSs, and firewalls.
This telemetry would undergo privacy-preserving preprocessing—such as anonymization,
pseudonymization, and encryption—to uphold confidentiality and support compliance with
regulations like GDPR. The SIEM pipeline is expected to transform raw telemetry into

actionable intelligence, with access tightly controlled through role-based permissions and
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data retention policies enforced to manage privacy and lifecycle constraints. Enriched intel-
ligence, leveraging databases like Hardware Databases (HDB) and Configuration Manage-
ment Databases (CMDB), would inform targeted mitigation strategies by contextualizing
vulnerabilities, dependencies, and attack indicators.

Key to the architecture are advanced privacy-preserving technologies that are designed
for implementation. LegionITS proposes the use of MHE to perform computations directly
on encrypted data, which potentially safeguards sensitive inputs during processes such as
FL. DP techniques are introduced to add calibrated noise to data or models to defend
against inference attacks while maintaining privacy guarantees—albeit with a trade-off
in analytic accuracy. Additionally, ZKP are intended to facilitate verification of security
claims (including compliance and exposure status) without revealing sensitive underlying
information. Collectively, these cryptographic methods are expected to ensure secure in-
telligence sharing and trustworthy joint analytics, preserving confidentiality and fostering
trust.

To coordinate and govern collaborative activities, LegionlTS incorporates a distributed
ledger, exemplified by solutions such as RepuCoin [158], which is designed to log crypto-
graphic hashes of CTI data, ZKP verifications, encrypted intelligence, and audit trails.
This ledger aims to ensure data integrity, immutability, and transparency, while support-
ing smart contracts that automate alerts and response triggers. Governance frameworks
embedded within the architecture are meant to enforce fine-grained access controls and
sharing policies, thereby facilitating compliance and accountability within the federation.

LegionITS supports envisioned operational scenarios: primarily, inter-organizational
sharing empowers entities to exchange threat intelligence securely, leveraging cryptographic
safeguards and anonymization to mitigate leakage of sensitive details. Secondly, intra-
organizational sharing allows diverse I'TSs within an organization to collaborate, maintain-
ing strict compartmentalization to limit lateral threat propagation. Lastly, the architecture
anticipates enabling sanitized intelligence to be shared publicly via the distributed ledger,
expanding accessibility of actionable insights while protecting source anonymity and miti-
gating risks of exploitation.

Together, these components build a conceptual, robust, and scalable framework with the
potential to enable effective, privacy-conscious threat intelligence exchange and coordinated

cyber defense across diverse organizational environments. While LegionITS incorporates
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state-of-the-art security mechanisms and compliance considerations, it also aspires to foster

proactive resilience through collaborative technologies and governance structures.

7.5. Operational Scenarios and Use Cases

This section presents the concrete operational scenarios and typical use cases supported
by the LegionITS architecture, highlighting how its federated, intrusion-tolerant approach
promotes secure information sharing, adaptive defense, and collaborative cyber resilience
in practice.

The LegionITS architecture supports a diverse range of operational scenarios and use
cases that collectively demonstrate its potential to enhance cyber resilience for organiza-
tions operating both independently and as part of a broader federation. One of the core
scenarios envisioned is internal intelligence sharing among multiple ITS clusters within a
single organization. Organizations can deploy several ITS instances to address different
operational domains, teams, or departments, each maintaining its own operational au-
tonomy and security policies. LegionITS enables internal ITS clusters to share telemetry,
threat intelligence, and security insights securely. This internal information exchange is
governed by cryptographic protections and policy-controlled data flows, ensuring that no
sensitive information is leaked across domains while reinforcing the security posture of the
entire organization. Anonymization, data minimization, and encrypted communications
are integral to this scenario, fostering robust detection and response without undermining
confidentiality requirements.

Another use case supported by LegionITS is secure collaboration and sharing of CTI
with trusted external partners. In this scenario, multiple independent organizations—such
as enterprises, governmental bodies, or critical infrastructure operators—form a federated
trust domain to strengthen their defenses against evolving cyber threats. Each participant
contributes and consumes CTI while maintaining granular control over what is shared
and how it is disseminated. LegionITS leverages advanced privacy-preserving technologies,
including MHE, DP, ZKP, and encrypted anonymized intelligence, to ensure that only
sanitized and policy-compliant information is exchanged. Automated negotiation of privacy
and access control policies further enables dynamic and risk-adaptive collaboration while
preventing direct or indirect exposure of sensitive operational details.

In practice, operationalization is augmented by integration with SIEM and SOAR plat-
forms. This allows intelligence sharing, detection, and mitigation to be orchestrated via

automated playbooks and policy-driven workflows. By integrating with a wide spectrum
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of data sources—including HIDSs, network telemetry, and external intelligence feeds—Le-
gionlTS ensures that organizations benefit from comprehensive threat visibility. ML and
advanced analytics modules allow for continuous monitoring, behavioral anomaly detection,
and rapid contextualization of emerging threats. These capabilities are further strength-
ened by integration with attack surface management and digital risk protection tools, which
extend the system’s defensive horizon beyond the organizational perimeter.

The CVE-2024-0132 case study is an illustrative example that highlights LegionlTS’s
practical strengths in addressing APTs and zero-day vulnerabilities, which traditional cy-
bersecurity defenses often struggle to manage effectively.

This vulnerability involves a time-of-check to time-of-use (TOCTOU) race condition in
the NVIDIA Container Toolkit, widely used in GPU-accelerated container environments
both on-premises and in the cloud. This flaw allows a malicious container to bypass stan-
dard isolation mechanisms, potentially gaining unauthorized access to the host system’s
filesystem. Exploiting such a zero-day vulnerability can lead to severe consequences, includ-
ing arbitrary code execution, privilege escalation, data tampering, denial of service, and
exposure of sensitive information. Because this type of attack exploits previously unknown
weaknesses, conventional signature-based detection methods—which rely on known attack
patterns—are insufficient to recognize or mitigate these threats in real-time.

LegionI TS mitigates this by leveraging internal segmentation and collaborative analyt-
ics mechanisms. Each organization’s infrastructure is partitioned into multiple independent
ITS instances, each managing specific operational domains or services with enforced seg-
mentation policies. This architectural segmentation strictly isolates different I'TS clusters,
meaning that even if one instance is compromised by an attacker via exploiting CVE-
2024-0132, the infection cannot freely propagate laterally within the organization or across
federated participants. Such lateral movement prevention is critical for containing the at-
tack’s impact and confining it to the initially affected segment.

Moreover, LegionlTS employs encrypted information flows secured by advanced cryp-
tographic techniques like MHE and ZKP. These ensure that intelligence shared between
ITS instances or organizations remains confidential and tamper-resistant, even under ad-
versarial conditions. This encryption means that attackers who compromise a particular
LegionITS node cannot access or manipulate intelligence data in transit or at rest to esca-

late privileges or deceive other federation members.
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To maintain data and intelligence trustworthiness over time, LegionITS incorporates
automated revocation mechanisms. These capabilities allow the federation to detect com-
promised or falsified intelligence contributions and efficiently revoke or sanitize them, pre-
venting polluted or malicious data from degrading the collective knowledge base. This
preserves the integrity of CTI being exchanged and ensures that subsequent detection and
mitigation actions remain reliable.

As such, this case study exemplifies how LegionITS’s integration of federation-based
collaboration, cryptographic safeguards, and adaptive automation enhances cyber resilience
both for individual organizations and interconnected systems. Through controlled and
privacy-respecting intelligence exchange, LegionlT'S promotes proactive defenses and rapid,
trustworthy responses against evolving threats like zero-day exploits and APTs. It creates
a robust cybersecurity ecosystem that balances operational autonomy, data confidentiality,
and collective situational awareness, addressing the complexities of modern, sophisticated

threat landscapes in real-world deployments.

7.6. Privacy-Utility Trade-off in Federated Learning

LegionlITS incorporates FL as a core mechanism to enable collaborative cybersecurity an-
alytics across autonomous organizations while preserving data privacy and confidentiality.
This section explores the critical trade-offs between privacy guarantees and model utility
by examining the integration of DP within the FL framework.

The inclusion of the FL with DP experiment is to empirically demonstrate and quan-
tify the privacy-utility trade-offs associated with applying privacy guarantees to federated
cybersecurity analytics. While FL enables collaborative model training without sharing
raw data, the addition of DP protects against sophisticated inference attacks that could
potentially extract sensitive information from shared model updates. Providing experi-
mental results on this integration validates that LegionITS can safeguard privacy without
rendering the detection models impractically inaccurate.

In a federated environment, FL allows each local ITS instance to process its telemetry
and compute model updates or gradients based on sensitive cybersecurity data without
exposing raw data externally. These encrypted updates are securely aggregated using ad-
vanced cryptographic techniques such as MHE, maintaining confidentiality during both
transmission and collective model training.

To further strengthen privacy, DP introduces controlled statistical noise to the model

updates, mitigating the risk of adversarial inference attacks aimed at extracting sensitive
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information about individual data points from shared parameters. LegionITS adopts DP
with a privacy budget parameter ¢ = 1.64 and & = 107, which provides a moderate
level of privacy protection. Lower values of € denote stronger privacy but introduce more
noise, potentially degrading model accuracy, whereas higher values prioritize utility over
privacy. This choice of  balances effective privacy safeguards with practical utility, mit-
igating risks such as record linkage or membership inference while maintaining sufficient
model performance for operational use.

Experimental evaluation using an anomaly-detection dataset, presented in Table 7.1,
demonstrates this inherent privacy-utility trade-off. The non-DP FL model achieves high
accuracy (typically above 97%), rapid convergence, and robust detection performance. By
contrast, the DP-enabled FL. model experiences a manageable accuracy reduction—ap-
proximately 10-15% across training rounds—while still maintaining strong predictive ca-
pabilities. The F1 score and recall metrics of the FL model remain reliable and improve
steadily over time, validating the practical feasibility of deploying privacy-preserving FL

within LegionITS for real-world intrusion detection and threat attribution scenarios.

Round | Setting | Accuracy | F1 Score | Recall
1 Non-DP 0.9737 0.9610 0.9651
DP 0.8211 0.7546 0.8253

9 Non-DP 0.9951 0.9934 0.9929
DP 0.8773 0.8279 0.8942

3 Non-DP 0.9837 0.9947 0.9948
DP 0.8811 0.8338 0.8955

TABLE 7.1: Federated Evaluation Metrics: Non-DP vs DP

The architecture supports fine-tuning of DP parameters, such as noise multiplier and
clipping norms, enabling flexible adaptation of privacy guarantees to suit varying opera-
tional requirements and threat models. This balance ensures that LegionITS can enforce
formal privacy safeguards without sacrificing the overall effectiveness of timely and accurate
cybersecurity defenses.

The integration of DP-enhanced FL within LegionITS exemplifies a step towards bridg-
ing privacy with utility in federated cybersecurity analytics, enabling autonomous organi-
zations to collaboratively improve detection accuracy while preserving the confidentiality
of their sensitive operational data. This approach fosters secure, scalable, and privacy-
preserving collaboration for robust collective cyber defense in a constantly evolving threat

landscape.
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7.7. Evaluation of Architecture Flexibility and Scalability

This section presents an evaluation of the LegionITS architecture using the Scenario-Based
Architecture Analysis Method [159] to assess how well the system addresses the complex
demands of modern cybersecurity operations and privacy scenarios. This is a structured
technique for evaluating software architectures by identifying key usage scenarios, examin-
ing how these scenarios engage various architectural elements, and assessing the system’s
capability to meet both functional and non-functional requirements under real-world con-
ditions. This method uncovers architectural strengths and weaknesses, reveals potential
conflicts, and highlights areas for improvement, thereby informing design decisions and
future enhancements.

By applying Scenario-Based Architecture Analysis Method with diverse and realistic
scenarios, the evaluation provides a comprehensive and systematic validation of Legion-
ITS’s architectural design against its intended use cases and evolving operational needs.
The assessment underscores Legionl'T'S’s modular structure, robust security features, scal-
ability, and adaptability, demonstrating its effectiveness while also identifying possible
challenges in complex, distributed federated environments.

The key scenarios analyzed include integrating a new internal threat intelligence source,
sharing anonymized threat intelligence with trusted external partners, detecting and re-
sponding to zero-day vulnerabilities using FL, replacing the default distributed ledger,
extending support for emerging privacy-preserving technologies, scaling to accommodate
a tenfold increase in participating organizations, managing large-scale security incidents,
and integrating with external threat intelligence platforms.

This evaluation highlights LegionITS’s capacity to maintain organizational autonomy
alongside fostering collective defense, ensuring resilient, efficient, and privacy-aware collab-

oration among multiple cybersecurity stakeholders.

Integrating a new internal threat intelligence source: Integrating new internal
threat intelligence inputs, such as additional HIDS, can bolster an organization’s cyberse-
curity framework. The design of the Legionl TS architecture emphasizes modularity in data
collection and seamless compatibility with SITEM platforms to simplify the integration of
new data sources.

When deploying a new HIDS, developers create specific connectors or adapters to link

with existing telemetry gathering systems, thereby guaranteeing smooth data transfer and
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compatibility. Once operational, the collected telemetry undergoes privacy-centric process-
ing steps, including anonymization and pseudonymization, aligned with the organization’s
privacy policies and regulatory mandates.

The processed data is subsequently standardized and aligned with established schemas
such as STIX and TAXII. This enables effective incorporation into analytics workflows
and threat detection pipelines without impacting established baseline models or detection
processes. Integration often requires thorough validation of data formats, parser updates,
and comprehensive testing to prevent inconsistencies or negative performance impacts.

From a deployment standpoint, integrations are managed via careful configuration tun-
ing and phased rollout plans, which support controlled implementation and continual as-
sessment of effects on system performance and threat detection efficacy. Automated surveil-
lance systems monitor the health and throughput of these new integration points, flagging
any irregularities.

In scenarios where telemetry volume grows substantially, system resources and load
balancing mechanisms are adjusted accordingly to uphold optimal performance and system
stability. Importantly, this approach typically avoids modifications to the fundamental
architectural components, aside from ensuring telemetry data formats conform to existing
standards and accommodating any increased processing needs.

Due to LegionITS’s modular and scalable architecture, organizations can swiftly adopt
new detection technologies and integrate new intelligence sources without disrupting oper-

ational continuity or compromising system reliability.

Sharing anonymized threat intelligence with trusted external partners: Facilitat-
ing the secure and privacy-conscious exchange of threat intelligence with trusted external
partners is a necessary component for effective federated cybersecurity collaboration. The
LegionITS framework employs a dual-layer federation model that distinctly separates in-
ternal and external data sharing processes. This architecture promotes the empowerment
of organizations with detailed control over the scope and recipients of shared data.

To safeguard sensitive information, the system integrates advanced cryptographic tech-
niques such as MHE, DP, and ZKP. These technologies ensure that intelligence dissemi-
nated outside the trusted boundary remains both anonymized and encrypted, effectively
preventing unintended data exposure while enabling the sharing of actionable threat indi-

cators, attacker tactics, and vulnerability details.
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The onboarding of a new trusted partner involves a series of well-coordinated steps.
Threat intelligence is exchanged through standardized protocols and data formats sup-
ported by instances of the MISP, promoting automated, structured, and interoperable
information flow. Privacy configurations are customized according to the trust level and
specific security requirements of each partnership, including options to limit data granu-
larity, enhance anonymization of sensitive attributes, and enforce rigorous access controls.

Operationally, incorporating a new partner is designed to be effortless and minimally
disruptive. Typically, this involves adjustments within existing MISP configurations and
privacy modules, without requiring fundamental changes to the core system design. Con-
tinuous monitoring and auditing tools are implemented to oversee data exchanges, ensuring
compliance with agreed sharing policies and maintaining governance visibility.

Through this approach, LegionlTS supports flexible, policy-driven collaboration with
a broad spectrum of external parties while upholding stringent security and privacy stan-

dards.

Using FL to Detect and Address Zero-Day Vulnerabilities: Rapid detection and
mitigation of zero-day vulnerabilities are pivotal in modern threat intelligence, where the
window for countermeasures might be minimal. The LegionlTS architecture applies FL
combined with privacy-enhancing analytics to enable multiple organizations to collabora-
tively build detection models without sharing sensitive raw data. This collaborative ap-
proach allows each participant to contribute their local intelligence—such as telemetry
feeds, behavioral signals, and incident data—while safeguarding proprietary and regulated
information.

Operationally, individual ITS instances locally analyze telemetry and generate en-
crypted model gradients or updates. These updates are securely combined into a unified
global model using advanced cryptographic safeguards, notably MHE, preserving confiden-
tiality during transmission and aggregation. Furthermore, DP techniques can be employed
to mask individual contributions further, reducing the potential for data leakage or infer-
ence attacks.

LegionITS’s architecture integrates analytics, risk management, and privacy functions
specifically tailored for such cooperative model training. Automation modules orchestrate
workflow coordination, authenticate participants, and enforce regulatory and policy com-

pliance. The system supports flexible federation management, allowing dynamic addition or



FCUP | 127

7. LEGIONITS Skynet

removal of organizations in response to changes in readiness, threat landscape, or resource
constraints.

Throughout the federation lifecycle, extensive monitoring and validation mechanisms
verify model convergence, identify irregularities, and maintain collaborative integrity. Upon
reaching a stable state, the global detection model is swiftly disseminated to all members,
enabling near real-time detection and response to emergent zero-day threats. This capabil-
ity exemplifies LegionlTS’s strength in supporting efficient, privacy-conscious collaboration
for threat intelligence sharing and mitigation across complex multi-organizational environ-

ments.

Replacing the default distributed ledger: LegionITS’s design exhibits significant flex-
ibility, especially when there is a need to switch its default distributed ledger to an alterna-
tive blockchain platform. The distributed ledger provides a critical function in the system
by securely storing cryptographic hashes related to threat intelligence data, audit records,
and smart contracts, thereby assuring data integrity, transparency, and resistance to tam-
pering.

When LegionlTS’s interaction with the ledger is architected through a clearly defined
abstraction layer (referenced in the Section 7.4), migrating to a new blockchain primarily
involves updating the integration interfaces (APIs) and confirming compatibility with the
new blockchain’s protocols. This modular design approach limits the scope of changes solely
to the integration layer, greatly reducing the risk of widespread system disruption.

Conversely, should the ledger interface be directly bound to specific features or data
formats of the existing blockchain, transitioning may require broader updates encompassing
several components, introducing greater migration complexity and potential risks. During
such transitions, it is possible to securely export historical data—including cryptographic
hashes and audit logs—from the incumbent ledger and import these into the new blockchain
environment. Stringent validation processes ensure that all records remain complete and
unaltered.

This scenario highlights the critical importance of modular interfaces and architectural
abstraction for facilitating foundational technology upgrades with minimal systemic im-
pact. Moreover, thorough planning and execution of migration procedures are essential to
preserve data accuracy, accessibility, and regulatory compliance, maintaining audit readi-

ness throughout the lifecycle.
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Extending support for emerging privacy-preserving technologies: As cryptographic
standards progress, organizations utilizing LegionITS may face the need to incorporate
novel privacy-enhancing technologies, including post-quantum cryptography, into their se-
curity infrastructures. Such integration involves more than merely swapping cryptographic
algorithms; it demands comprehensive updates to data exchange protocols, revisions to
key management frameworks, and adaptations to privacy workflows to accommodate new
operational requirements introduced by advanced cryptographic techniques.

LegionITS’s cryptographic architecture is purposefully modular to minimize disrup-
tions during these upgrades. This modularity enables targeted adjustments limited to
cryptographic components without requiring a full overhaul of the entire system. How-
ever, advanced cryptographic methods, including systems engineered with resistance to
quantum attacks, often bring considerable resource demands due to larger key dimensions
and computational complexity. These factors can impact system latency and throughput,
particularly when real-time threat intelligence sharing is a necessity.

Adoption across federated environments introduces further challenges as multiple or-
ganizations must synchronize their transition to new standards. Achieving seamless inter-
operability may require gradual rollouts, temporary maintenance of legacy cryptosystems,
or protocol negotiation mechanisms enabling dynamic selection of cryptographic methods
based on the capabilities of counterpart systems.

On the operational front, incorporating new cryptographic primitives requires rigorous
validation to maintain enduring privacy and security guarantees. This encompasses exhaus-
tive testing of data flows, verification of protocol correctness, and reevaluation of threat
models to identify newly introduced vulnerabilities. Additionally, documentation updates,
personnel training, and revisions of compliance and audit policies are essential steps to
align with evolving cryptographic frameworks.

By adopting a flexible and modular cryptographic environment, LegionIT'S promotes
the integration of emerging privacy-preserving innovations while managing the technical

and organizational complexities inherent to these transitions.

Scaling to accommodate a tenfold increase in participating organizations: Ex-
panding LegionITS’s capacity to support a tenfold increase in participating entities — such

as during nationwide or industry-wide rollouts — introduces a host of architectural and
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operational complexities. The federation management layer must adapt to oversee a sub-
stantially larger and more diverse membership, each potentially guided by distinct policies,
network environments, and regulatory demands. This growth amplifies the processing bur-
den on data aggregation systems, which must efficiently handle and correlate significantly
increased volumes of telemetry, alerts, and threat intelligence in near real-time.

To address potential bottlenecks, the system’s data flows may require restructuring to
promote greater parallelism, while aggregation points could benefit from techniques such
as sharding or horizontal scaling. The underlying distributed ledger, which guarantees data
integrity and transparency, must also be upgraded to accommodate heightened transaction
rates and expanded audit logs. This might involve enhancements to consensus algorithms,
enlarging block capacities, or deploying additional ledger nodes to maintain performance
and fault tolerance.

The federation management tools and interfaces need to be enhanced to provide op-
erators with advanced oversight capabilities, streamlined onboarding functions, adaptable
policy enforcement, and in-depth monitoring across the enlarged federation. FL models un-
derpinning collaborative analytic and detection efforts could confront limitations related
to increased communication overhead, prolonged training durations, and synchronization
challenges. Approaches such as hierarchical federation structures, asynchronous or decen-
tralized learning protocols, and model compression can help alleviate these issues.

Effectively scaling the system demands forward-looking planning — optimizing stor-
age solutions to handle voluminous datasets, implementing intelligent load balancing, and
reinforcing federation management frameworks to support dynamic participant changes.
Continuous performance assessments, rigorous stress testing, and architectural refinements
will be pivotal to ensuring LegionITS sustains robust performance, reliability, and security

as it scales to meet the needs of an expanded federation.

Managing large-scale security incidents: In the event of a large-scale security incident,
such as a coordinated cyberattack affecting multiple organizations within a federation,
LegionITS is designed to facilitate swift and coordinated responses while ensuring the
integrity and confidentiality of data. Its architecture supports live threat intelligence feeds,
delivering timely updates on IOCs, attack vectors, and recommended countermeasures to

all impacted members.
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Automated alerting and correlation systems help map the scale and progression of the
attack, enabling security teams to prioritize and align their response actions effectively.
Decision-making processes at the federation level are dynamically adapted to promote
information sharing and collective defense, with privacy-preserving analytic techniques
and cryptographic safeguards preserving the confidentiality of sensitive information.

LegionITS enables rapid dissemination of remediation strategies, patch distribution,
and forensic evidence, leveraging a distributed ledger to log events in an immutable and
transparent manner. Operational features include incident response playbooks and au-
tomated workflows designed to be triggered for specific attack scenarios, encompassing
actions such as isolating compromised systems, revoking affected credentials, and imple-
menting urgent patching or configuration changes.

Throughout the incident lifecycle, continuous monitoring and detailed forensic logging
are maintained to support post-incident reviews and compliance reporting. This scenario
tests LegionITS’s ability to function effectively under high-pressure conditions, demand-
ing seamless coordination, robust automation, and expedited action across the federation.
The system balances the urgency of response with strict adherence to privacy and security
requirements, ensuring collaborative defense does not compromise organizational confiden-

tiality or regulatory compliance.

Integrating with external threat intelligence platforms: LegionITS enhances its
threat detection capabilities by incorporating external intelligence sources such as com-
mercial feeds, industry Information Sharing and Analysis Centers (ISACs), and public
CTI repositories. Its architecture includes a secure integration layer designed to ingest a
wide range of external data streams, normalizing and mapping them into internal schemas
to enable seamless analysis and correlation with local telemetry.

To ensure security, every external feed is rigorously validated, filtered, and sanitized
before inclusion in the intelligence pipeline. Privacy and data protection are strictly main-
tained, with sensitive or proprietary details being redacted or pseudonymized in accordance
with organizational policies and legal requirements. The system allows configurable trust
settings, enabling tailored integration strategies aligned with the reliability and relevance
of each external source.

Interoperability is supported through adherence to standardized data formats and APIs,

such as STIX and TAXII, enabling automated and real-time exchange of threat indicators,
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signatures, and contextual information. The integration framework also facilitates dynamic
onboarding and removal of data sources, allowing organizations to quickly adapt to emerg-
ing threats or engage with new intelligence providers. This approach ensures LegionITS
maintains access to current and comprehensive threat intelligence, bolstering proactive

defense and situational awareness.

7.8. Discussion

The LegionITS architecture presents an effort to integrate federated principles into ITSs,
aiming to balance individual organizational autonomy with the potential benefits of collec-
tive cyber defense. Recognizing the complexity and evolving nature of modern cybersecurity
threats, particularly in multi-stakeholder environments, LegionI'T'S proposes a modular and
privacy-conscious framework designed to support secure and scalable information sharing
among heterogeneous ITS instances.

From a design perspective, the layered federation model-—encompassing both intra-
and inter-organizational domains—is a purposeful choice to contain risk through opera-
tional segmentation while enabling collaboration. This approach acknowledges the prac-
tical realities of organizational compartmentalization and heterogeneous security policies,
seeking to enable controlled information exchange without compromising local defenses
or data sovereignty. Key architectural elements such as privacy-preserving cryptographic
techniques (including MHE, DP, and ZKP) and distributed ledger technologies are incor-
porated to enhance trust, data integrity, and compliance with regulatory requirements.
These components are intended not as universal solutions but as foundational tools that
require careful integration and ongoing evaluation.

Operationally, managing information flow within and between organizations involves
delicate trade-offs. LegionITS’s emphasis on cryptographically protected communication
channels, fine-grained access controls, and data sanitization pipelines reflects an under-
standing of the dual imperatives to maximize threat intelligence utility while preserving
privacy and reducing attack surfaces. Nonetheless, practical implementation challenges re-
main, including coordinating diverse detection capabilities, reconciling differences in data
granularity, and ensuring robust mechanisms to detect and mitigate false or malicious
intelligence—areas that require continued research and refinement.

Considering the type of shared data, LegionlTS focuses on exchanging IOCs and as-
sociated contextual metadata that can be processed to minimize disclosure risks. Employ-

ing privacy-preserving transformations and anonymization techniques, the design seeks to
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strike a balance where shared information retains meaningful operational value without re-
vealing unnecessary internal details. This approach reflects awareness of the vulnerabilities
introduced by overly detailed data sharing and attempts to balance the trade-off between
transparency and confidentiality inherent in collaborative cybersecurity. Highlighting the
benefits, newly acquired intelligence through the federation has the potential to enhance
an entity’s situational awareness and improve detection accuracy—particularly invaluable
when confronting novel or zero-day threats. By correlating external indicators with internal
telemetry, organizations can prioritize response and adapt defenses. At the systemic level,
LegionlITS aspires to facilitate a continuous learning dynamic where accumulated shared
knowledge incrementally raises the collective resilience of interconnected ITS. Nonethe-
less, realizing these benefits depends on the reliable validation, revocation, and integration
of shared intelligence, which are challenging tasks given adversarial tactics and evolving
threat landscapes.

LegionITS’s modular and extensible design creates opportunities to incorporate ad-
vances in cryptographic methods, adaptive federation governance, and automated intelli-
gence quality assurance. The architecture provides a conceptual foundation, but practical
deployment will require iterative refinement informed by empirical evaluations, stakeholder
feedback, and emerging threat trends. There is a necessity for flexible and scalable orches-
tration frameworks capable of managing diverse participants, enforcing dynamic policies,
and addressing computational resource demands. Additionally, advancing standardized in-
teroperability and encouraging broader community collaboration are expected to be essen-
tial factors for the sustained effectiveness and adoption of such systems.

LegionITS proposes a thoughtfully constructed solution framework that seeks to ad-
vance federated collaboration within intrusion-tolerant cybersecurity ecosystems. By trans-
parently addressing challenges related to federation integration, secure information sharing,
privacy-respecting data types, and mutually reinforcing benefits, LegionITS contributes
towards resilient, privacy-aware collective defense in increasingly complex operational en-

vironments.

7.9. Chapter Summary
The chapter presents LegionITS, a novel federated architecture designed to enhance cyber
resilience through secure, privacy-preserving collaboration among autonomous organiza-

tions I'TSs. It addresses the limitations of conventional cybersecurity platforms by enabling
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scalable, policy-driven sharing of threat intelligence safeguarded by advanced cryptographic
techniques such as MHE, DP, and ZKP.

LegionITS balances organizational autonomy with collective defense, employing a dual-
layer federation model for intra- and inter-organizational information exchange that up-
holds data sovereignty and confidentiality. Practical integration with existing SIEM, SOAR,
and open threat intelligence platforms supports automated detection, analysis, and re-
sponse workflows, including handling zero-day vulnerabilities and advanced persistent threats.

The architecture’s modular design facilitates extensibility, scalability, and adaptability
to emerging privacy technologies and expanding federation memberships. Experimental
evaluation of FL within this framework demonstrates a manageable trade-off between pri-
vacy guarantees and detection accuracy. Overall, LegionITS offers a foundation for next-
generation collaborative cybersecurity, promoting resilient, privacy-aware collective defense
across heterogeneous environments while addressing operational, privacy, and trust chal-

lenges inherent to federated intelligence sharing.
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8. Conclusion

The thesis demonstrates that integrating concepts from cybersecurity, Al, and distributed
systems enables the design of a more advanced architecture, Skynet, for resilient and adap-
tive defense against evolving cyber threats. It advances the state of the art in I'TSs and
privacy-preserving collaborative cybersecurity through an exploration of BFT protocols,
multidisciplinary architectural principles, ML-driven risk analysis, Al-powered predictive
actions, dynamic orchestration, and federated threat intelligence sharing.

At its core, this work embraces a fundamental paradigm shift in cybersecurity—from
constructing impenetrable perimeters to accepting that breaches, including APTs, are in-
evitable. Consequently, the primary objective becomes ensuring operation under compro-
mise, employing redundancy, diversity, and dynamism to guarantee continuous functional-
ity and security even amid sustained attacks.

Overall, this thesis confirms that a cross-disciplinary, integrated approach leveraging
distributed systems, Al, and cybersecurity fosters resilient, self-healing, and scalable ITSs.
The designs provided by Skynet, HAL, EVSOAR, and LegionITS offer blueprints for opera-
tional deployments across critical infrastructure, cloud services, and automotive, supporting

both centralized and federated cyber defense models.

8.1. Contributions

This section summarises the primary contributions of this thesis, each introduced in Sec-

tion 1.2 and disseminated through peer-reviewed publications.

e Chapter 3 — From BFT to ITS: an in-depth taxonomy of deterministic and prob-
abilistic BF'T protocols, addressing their trade-offs and deployment implications. This

comparative analysis informs the design choices underlying Skynet’s architecture.

e Chapter 4 — Skynet: a modular, multi-plane architecture explicitly separating
a trusted control plane from an untrusted execution plane, leveraging hardware-
protected environments such as TEEs to safeguard critical functions. Its key innova-
tions are:

1. automated data collection and enrichment via the VExHK module;
2. risk-aware, ML-driven decision-making in the HAL risk manager;

3. adaptive, policy-driven orchestration and dynamic configuration;
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4. integrated detection, monitoring, and forensic logging subsystems;

5. a closed feedback loop spanning planes and federated interfaces enabling collec-

tive defense.

e Chapter 5 — HAL: reduces exposure windows by automating vulnerability data
ingestion, leveraging ML for predictive CVSS scoring, and applying unsupervised
clustering to identify related vulnerabilities, enabling more timely configuration rec-

ommendations than traditional risk-assessment approaches.

e Chapter 6 — EVSOAR: applies SOAR principles to EV security, exploiting the
CSN for reliable, low-latency, privacy-preserving orchestration and adopting FL at
the edge, showcasing how SOAR can be deployed in constrained environments while

extending Skynet’s defense capability.

e Chapter 7 — LegionITS: a federated ITS enabling privacy-preserving sharing of
CTT and CIS across organisations, integrating advanced cryptographic techniques
with FL to balance organisational autonomy, data confidentiality, and collective re-
silience. Empirical evaluation confirms that, even under the privacy constraints inher-
ent in FL, LegionITS provides analytics without compromising data privacy, making

it suitable for large-scale, decentralised deployments.

8.2. Future Research Directions
While this dissertation addresses several key challenges in dynamic and adaptive intru-
sion tolerance, it also opens avenues for further investigation. Despite the advances above,

challenges remain:

1. the reliability and completeness of public threat intelligence sources can delay detec-

tion and response;

2. the robustness of ML-based risk managers against adversarial manipulation or poi-

soned data is an ongoing concern;

3. there are critical operational trade-offs between automation and human oversight in

adaptive, mission-critical systems;

4. the need to withstand evolving adversarial tactics, including attacks targeting learn-

ing and decision-making processes;
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5. the complexity of deploying privacy-preserving collaborative frameworks at scale

while maintaining performance and compliance.

This dissertation reframes intrusion tolerance as a principle of sustained, trustworthy
operation under compromise, through an enduring alignment of distributed-systems rigor
with cybersecurity and Al-driven adaptability. The proposed architectures and experi-
mental results pave the way for expanded research, broader deployment, and enhanced
assurances in next-generation cyber defense—a dynamic, adaptive, and multidisciplinary
strategy anchored in BFT, powered by Al, and enabled by federated privacy-preserving

collaboration.
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