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Abstract

Identity and access management is an important aspect of information security as it
ensures that employees have appropriate access to organizational information while
mitigating risks of unauthorized access. Especially due to the high volume of data that a

telecom company can have.

This study describes the implementation of a reporting system focused on identity
and access control at NOS Comunica¢oes S.A., a prominent telecommunications provider
in Portugal. NOS faced specific challenges stemming from its operational scale, the diversity
of its workforce, and its reliance on external contractors. Due to employing a hybrid Role-
Based Access Control and Attribute-Based Access Control model, existing access
dashboards offered limited utility for proactive anomaly and error detection, making the daily

access management control more difficult.

To overcome these deficiencies, a new reporting system was developed using
Microsoft Power BI, a business intelligence tool. The resulting dashboard incorporates a set
of personalized indicators and alerts, designed to improve access governance. These include
mechanisms to identify duplicate accesses, highlight distinct application attributions
(indicating low adoption by peers within functions), and flag distinct profiles. and identify
identity accesses suitable for removal or transfer to standardized profiles. These indicators
were developed to detect over-privileged accounts, identify instances of role drift, and reveal
inconsistencies in access attribution. This solution aims to provide the Quality team with
improved visibility into access management health, enabling the detection of misalignments,
improving the security posture, and the improvement of operational efficiency in managing

user permissions.

Key words: Identity and Access Management (IAM), Access Control, Information

Security, Business Intelligence, Reporting system, Dashboards, Telecom, NOS



Resumo

A gestao de identidades e acessos é um aspeto importante da seguranca da
informacao, pois garante que os colaboradores tém o acesso adequado a informagdo da
organiza¢ao, enquanto mitiga os riscos de acessos nao autorizados. Isto é especialmente
relevante devido ao elevado volume de dados que uma empresa de telecomunicagdes pode

possulir.

Este estudo descreve a implementacio de um sistema de reporting focado no
controlo de identidade e acessos na NOS Comunicacdes S.A., um dos principais
fornecedores de telecomunicagoes em Portugal. A NOS enfrentava desafios especificos
decorrentes da sua escala operacional, da diversidade da sua forca de trabalho e da
dependéncia de prestadores externos. Devido a utilizagdo de um modelo hibrido de controlo
de acessos baseado em funcdes (Role-Based Access Control) e atributos (Attribute-Based
Access Control), os dashboards de acessos existentes ofereciam utilidade limitada para a

detegao proativa de anomalias e erros, tornando o controlo diario da gestao de acessos mais

dificil.

Para combater estas deficiéncias, foi desenvolvido um novo sistema de reporting
utilizando o Microsoft Power BI, uma ferramenta de business intelligence. O dashboard
resultante incorpora um conjunto de indicadores e alertas personalizados, concebidos para
melhorar a governagao de acessos. Entre estes incluem-se mecanismos para identificar
acessos duplicados, destacar atribui¢es distintas de aplicagbes, sinalizar perfis distintos e
identificar acessos de identidade suscetiveis de remogao ou transferéncia para perfis
normalizados. Estes indicadores foram desenvolvidos para detetar contas com privilégios

excessivos, identificar casos de role drift e revelar inconsisténcias na atribuicao de acessos.

Esta solu¢ao tem como objetivo fornecer a equipa de Qualidade uma melhor
visibilidade sobre a satde da gestio de acessos, permitindo a detecdo de desalinhamentos,
reforcando a postura de seguranca e melhorando a eficiéncia operacional na gestao das

permissoes de utilizadores.

Palavras-chave: Gestao de Identidades e Acessos (IAM), Controlo de Acessos,
Seguranca da Informacdo, Business Intelligence, Sistema de Reporting, Dashboards,

Telecomunicac¢oes, NOS
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1. Introduction

Identity and access management (IAM) is a critical component of
information security systems and is necessary to ensure that individuals only have the
permissions required to perform their roles, addressing risks such as unauthorized access,
compliance violations, and data breaches (Anderson & Mutch, 2011). IAM is a set of tools,
procedures, and guidelines for managing, regulating, and safeguarding access to an
organization's resources (Damon & Coetzee, 2013; Devlekar & Ramteke, 2021). To improve
security and productivity, it consists of controlling digital identities and their authorization

within or across system and enterprise boundaries (Devlekar & Ramteke, 2021).

According to Anderson and Mutch (2011), information technology access abuse can
be classified as intentional, accidental, or indirect. Intentional attacks, such as cyberattacks,
against the identity and access management system can compromise the entire organization
and vital services and infrastructures (Devlekar & Ramteke, 2021). Abuse of access can also
have a wide range of negative effects, from significant financial loss and expense to a decline

in public trust in the organization (Damon & Coetzee, 2013)

The impact of IAM systems can be measured across three primary areas: reducing
costs, increasing operational efficiencies, and improving employee productivity (Rossnagel
et al,, 2020). IAM systems achieve these benefits by improving access processes and
minimizing security risks. Established Identity, Authentication, and Authorization (IAA)
programs provide robust tools and processes that not only protect against access abuse but
also operational efficiency by reducing administrative overheads, as automated tools replace
manual processes, and user identity self-service, enabling employees to manage their
credentials with minimal I'T intervention (Damon & Coetzee, 2013). IAM systems can also
increase overall productivity by ensuring seamless access to necessary resources while

ensuring compliance with regulatory requirements (Damon & Coetzee, 2013).

Because modern organizations generate and consume vast volumes of digital identity
and access data, managers struggle to maintain oversight of who has permissions, when and
why (Singh et al., 2024). A reporting system offers a solution to this challenge by enabling
organizations to measure, track, manage, and communicate their performance and progress,
through the collection and analysis of information that supports decision-making for
stakeholders (Manente et al., 2014). Understanding Business Intelligence (BI) is essential, as

it provides the processes, technologies, and framework necessary to build a reporting system.



BI encompasses the extraction and transformation of data, its storage, and its visualization

through dashboards, scorecards, or other reporting formats (Wixom & Watson, 2010).

The motivation for this study includes several factors. The first one is the growing
importance of information security as personal and proprietary information held by
organizations increases and becomes more valuable. IAM systems are also essential to
address new cybersecurity threats and to comply with national and European regulations on
data protection and privacy. The strategic importance of identity and access control,
especially for large organizations, is fundamental to minimize operational risks associated
with large numbers of employees, subcontractors, and external partners. There is also a lack
of research on the impact of analysis via the use of reporting systems on the ability of a

company to better manage identity and access control systems.

This study is based on an internship at NOS Comunicagées S.A. (hereinafter referred
to as NOS), one of the three biggest telecommunications providers in Portugal. The
internship is integrated into a commercial services sales team and focuses on developing an
access management reporting system. NOS faces unique challenges in managing its identity
and information control due to the scale of its operations, its diverse workforce, and its
reliance on subcontractors and external partners for the sale of its services. The objectives
of the internship at NOS are the following: 1) to develop a reporting system that can provide
insights into access management and security practices; 2) to design and implement
dashboards that improve data exploration and support better decision-making processes;3)
and finally, to analyze data and identify opportunities for improvement and resolve existing

issues within the access control systems.

This study adopts a qualitative single-case study approach (Yin, 2014), focusing
exclusively on NOS. Data collection combined semi-structured interviews with five key
stakeholders to identify tool limitations and user needs; document analysis of information
security policies, access standards and the GUIA user guide to map formal IAM controls;
and system logs from SAP BusinessObjects to review errors issues like duplicate permissions.
Direct observation of workflows and dashboard usage, together with discussions with the
quality teams, served to triangulate data, validate the findings, and ensure that the resulting

BI solution aligns with the technical and organizational objectives.

The dissertation is divided into seven chapters. The first chapter introduces the
strategic importance of IAM, along with the study’s objectives. Chapter 2 presents the

literature review on IAM principles, models, and frameworks, and explores how BI supports
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monitoring and reporting for access management in telecommunications. Chapter 3 outlines
the methodology and describes data-collection methods. The next chapter presents NOS’s
organizational context, existing IAM processes, and the challenges that prompted the
dashboard intervention. Chapter 5 describes the technical development of the Power BI
dashboard, including data integration, DAX measure creation, and visualization design. The
last chapter summarizes key conclusions, contributions, limitations, and proposes directions

for future research on IAM reporting tools.



2.Literature review

This chapter reviews the key concepts of IAM, its application within the
telecommunications sector, and the contribution that Bl can make to improve the
information security with reporting systems. The first part of the chapter focuses on BI
literature, the implementation of a BI system, key performance indicators, and the design
and deployment of dashboards designed for IAM reporting needs. The second part begins
by the examination of some of the principles of IAM, before exploring the most widely
adopted IAM models, Role-Based Access Control (RBAC) and Attribute-Based Access
Control (ABAC), and the international frameworks that provide the best IAM practices and

guidelines for organizations to follow.

2.1. Business intelligence concept

2.1.1. Concept and architecture of business intelligence

BI is composed of the technologies, tools, and processes that enable organizations
to transform raw data into meaningful information, then into actionable insights with the
objective of supporting the organization decision-making (Wixom & Watson, 2010).
According to this definition, BI is more than just front-end applications such as dashboards,
scorecards, or predictive analytics (Wixom & Watson, 2010). It is the entire process of
transforming data into actionable insights. Including the extraction of data from source
systems, its storage—typically in data marts or data warehouses—and its analysis and

visualization using BI technologies (Wixom & Watson, 2010; Zulkifli Abai et al, 2019).

According to Ong et al. (2011), the architecture of a BI system can be divided into
five parts: the data source, ETL (Extract-Transform-Load), data warehouse, end user, and

metadata layers, as illustrated in Figure 1.



Figure 1- Architecture of a BI system
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The first layer is the data source layer, which provides the raw data that is necessary
for analysis and decision-making, the data can be obtained from both internal and external
sources. Internal data sources refer to information generated and maintained within the
organization, through operational systems that capture data related to daily business
operations and internal processes (Ong et al., 2011). External data sources originate outside
the organization and include information from business partners, government databases,
market research firms, or online platforms. These external sources are useful for
benchmarking, market analysis, and gaining broader contextual insights (Ong et al., 2011;

Ranjan, 2009).

ETL comprises three sequential processes: extraction, transformation, and loading.
Extraction involves identifying and collecting data from internal and external sources. The
datasets obtained can be incomplete, unstructured, and contain duplicates, making

integration difficult (Olszak & Ziemba, 2007; Ong et al., 2011; Ranjan, 2009). Once extracted,
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the data are transferred to a staging area, where they are held before processing (Ranjan,
2009). Transformation applies a set of business rules—such as aggregation, filtering, or
formatting—to convert the raw data into a standardized and consistent structure suitable for
analysis (Ong et al., 2011). Finally, in the loading phase, the transformed data are transferred
from the staging area into the target repository where they become available for querying and

visualization (Ong et al., 2011).

The Data Warehouse Layer includes three main components: the Operational Data
Store (ODS), the Data Warehouse, and Data Marts (Olszak & Ziemba, 2007; Ong et al.,
2011). The ODS serves as an intermediary repository that integrates data received from the
ETL layer. It provides a near real-time, consolidated view of current data, which is necessary
for operational reporting and quick decision-making processes (Ong et al., 2011). The Data
Warehouse functions as a centralized storage system that aggregates, organizes, and
maintains the historical data from both internal and external sources. It stores summarized
data and supports complex queries and trend analysis (Ong et al., 2011). Data Marts are
specialized, smaller-scale subsets of the data warehouse designed to serve specific business
functions. They provide tailored data views optimized for the analytical needs of individual

units, such as finance, marketing, or human resources (Bukhbinder et al., 2005).

The Metadata Layer in a BI system provides information about the data itself, it
describes where the data is stored and used, its source, any changes made over time, and how
it relates to other data elements (Ong et al., 2011). A metadata repository is used to store
both technical and business metadata, including data definitions, transformation rules, and
business logic. This layer helps ensure consistency, traceability, and clarity in data

interpretation and usage across the BI environment (Ong et al., 2011).

The End-User Layer consists of tools that present information in various formats
tailored to the needs of different users (Ong et al., 2011). Data visualization tools, such as
dashboards and scorecards, provide managers and executives with high-level overviews of
business performance. Analytical applications offer advanced functionalities like modeling,
forecasting, sales analysis, and what-if scenarios. Query and reporting tools enable users to

quickly access data and generate reports to support management activities (Ong et al., 2011).



2.1.3. Implementation of a dashboard

One of the key data visualization tools used within BI systems is the dashboard,
which enables users to effectively interpret and interact with data (Ranjan, 2009). Dashboards
provide a visual interface that presents information through charts, color-coded metrics, and
tables, allowing users to monitor performance indicators in real time. They offer a
consolidated view of critical data, enabling decision-makers to quickly identify trends and
anomalies (Janes, Sillitti & Succi, 2013). Additionally, dashboards also allow for drill-down
functionality, giving users access to more detailed insights behind key performance indicators

across different areas of the organization (Janes, Sillitti & Succi, 2013).

According to Yermalovich (2020), the development of an effective dashboard
follows a five-stage process designed to align visualization tools with organizational goals.
The first stage involves identifying the performance axes, which define the focus areas the
dashboatd is intended to monitor. The second stage consists of clatifying the dashboard's
objectives and the types of decisions it should make. In the third stage, relevant Key
Performance Indicators (KPIs) are selected based on organizational needs and data
availability. The fourth stage is the construction of the dashboard, where appropriate visual
formats, layouts, and user interfaces are developed for clarity and usability. Finally, the fifth
stage focuses on testing and validation, ensuring the dashboard performs accurately and

effectively in real-world settings before full deployment (Yermalovich, 2020).

The KPIs are quantifiable measures used to assess the performance of
individuals, teams, departments, and organizations in relation to defined strategic or
operational goals. In the BI, KPIs play a central role in the development of any dashboard.
(Nunes et al., 2024). Dashboards visually represent KPIs through charts, gauges, traffic lights,
and scorecards, simplifying complex data to support rapid decision-making (Yigitbasioglu &
Velcu, 2012). This quick response is critical when an organization is dealing with access
control, compliance monitoring, or operational risk management (Yigitbasioglu & Velcu,

2012).

Eckerson (2009) identifies ten fundamental characteristics which make KPIs
effective for driving organizational change. First, KPIs should be sparse, meaning that fewer,
more focused indicators are preferable to an overwhelming number of metrics. Users should
be able to drill down into the data to uncover additional information for better
understanding. The measurement criteria should remain straightforward for users to

comprehend while providing clear directions about performance influence. The ownership



of KPIs should rest with specific teams or individuals who will maintain responsibility for
them. All KPIs need to be referenced because their definitions and data sources and context
must be easily accessible to users. The two types of KPIs include correlated indicators which
directly impact business results and balanced indicators which combine financial and non-
financial metrics to show complete performance. The alignment of KPIs ensures
departments work together effectively since they support each other instead of creating
conflicting goals. The design of KPIs must include validation features which prevent users

from altering or bypassing the metrics according to Eckerson (2009).

For the construction and design of the dashboard there are certain principles that
should be considered to ensure usability and clarity. It's critical to prioritize simple visuals,
ergonomics and easy to understand analytical elements by ensuring the quick movement
through different indicators, choosing suitable colors and fonts for readability and arranging
components, like performance axes, indicators, and tooltips in a well-defined and rational
format to improve understanding and analysis (Yermalovich 2020). Overloading dashboards
with excessive information or complex visuals can overwhelm users, leading to reduced
efficiency. Instead, dashboards should prioritize simplicity and adhere to principles like
completeness, conciseness, clarity, relevance, and transparency to improve readability and

usability, ensuring they support decision-making processes (Janes, Sillitti & Succi, 2013).

According to Eckerson (2009), dashboards can be divided into three main types—
strategic, tactical, and operational-—each serving different organizational roles (See table 1).
Strategic dashboards serve as the primary tool for senior executives to track long-term
performance while supporting strategic planning and enterprise-wide decision-making.
These dashboards use outcome-based KPIs to consolidate lower-level metrics into high-level
summaries of organizational performance, outcome-based KPI is a lagging indicator that
reflects the achieved results of past actions. Strategic or planning meetings are typically held

to review these dashboards on a monthly or quarterly basis.



Table 1- Types of Dashboatds

Strategic Tactical Operational
Focus Execute strategy Optimize process Control
operations
Use Management Analysis Monitoring
Users Executives Managers Staff
Scope Enterprise Departmental Operational
Metrics Outcome KPIs Outcome and Driver
driver KPIs KPIs
Data Summary Detailed/summary Detailed
Sources Manual, external Manual/core Core
systems systems
Refresh Monthly/quartetly Daily/weekly Intraday
cycle
"Looks Scorecard Portal Dashboard
like a..."

Source: Eckerson (2010)

The implementation of tactical dashboards enables mid-level managers and

departments to optimize their team and process performance through alignment with

organizational targets. The dashboards show outcome and driver KPIs which integrate

information from strategic dashboards and operational systems. The dashboards receive

updates between daily and weekly intervals to help teams identify problems eatly so they can

achieve their short-term and medium-term targets (Eckerson, 2009). The main purpose of

operational dashboards is to support front-line staff who need to track and manage their

daily business operations. The dashboards use real-time data or near-real-time data to show

operational metrics and driver KPIs which allow staff to take immediate action when they

detect operational issues or inefficiencies. The three dashboard types work together to create

a multi-level system which supports performance tracking and decision-making at every

organizational level (Eckerson, 2009).




The objective of integrating a dashboard into an identity and access management
system is to provide managers, I'T professionals and employees with a comprehensive and
interactive view of the access control systems anomalies (Damon & Coetzee, 2018). Some
of the KPI that could be implemented in any IAM dashboard are Tracking access requests,

number of policy violations and time-to-resolve Incidents.

Tracking access requests is a performance metric that reports the number of
approvals, denials, and escalations over time, that users experience when they try to request
access to files, folders, apps or other digital resources (Peterson, 2006). The objective of this
performance indicator is to help organizations identify if they have problems or bottleneck
in their approval process, for example a spike in denied requests might indicate overly

restrictive policies or misconfigurations that need adjustment (Damon & Coetzee, 2018;

Peterson, 2000).

Policy violations measure the frequency of unauthorized login attempts or excessive
permissions granted to users. Monitoring policy violations in real-time helps organizations
quickly identify security breaches or misconfigurations that could lead to data exposure
(Puchta et al., 2019). One example of policy violations is an overprovisioned account, where
users have more permission than necessary for their roles (Puchta et al., 2019). Dashboards
can flag such accounts by comparing assigned permissions against predefined role templates,

ensuring adherence to the Principle of Least Privilege (Kim et al., 2011).

Another KPI for an IAM dashboard will be time-to-resolve Incidents, the objective
of this metric is to evaluate the effectiveness of the organization in responding to anomalies
or access abuses by measuring the average time to respond to such incidents (Peterson, 2000;
Schell et al., 2009). The integration of compliance metrics into the dashboard will improve
the organization adherence to regulatory requirements such as GDPR or ISO/TEC 27001 as
the tracking of the implementation and enforcement of policies will help the organization
identify vulnerabilities or inefficiencies in their access control systems (Hummer et al., 2018;

Merchan-Lima et al., 2021).

The implementation of the dashboard will help in the identification of role or
attribute drifting, as they occur when a uset's permissions extend beyond their original role,
often because of role changes or temporary assignments. (Puchta et al., 2019; Schell et al.,
2009). Similarly, dashboards can also be used to monitor breaches of segregation of duties
policies, which are designed to prevent conflicting responsibilities from being assigned to a

single user. For example, the same user should not have the authority to both initiate and
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approve financial transactions, and dashboards can help identify and address such violations

(Damon & Coetzee, 2018; Devlekar & Ramteke, 2021).

2.2. Identity and access management

2.2.1 Concept of identity and access management

IAM refers to the set of technologies, processes, and policies used to manage,
control, and protect access to an organization’s information systems and digital resources.
(Anderson & Mutch, 2011). Its primary objective is to ensure that individuals and entities
have the appropriate level of access at the right time, thereby strengthening security and
improving operational efficiency (Devlekar & Ramteke, 2021). IAM is typically structured
around three key components: Identity Store, Identity Management, and Access

Management (Devlekar & Ramteke, 2021).

The Identity Store is responsible for maintaining unique digital representations of
individuals, services, or devices along with their associated attributes and credentials
(Devlekar & Ramteke, 2021). Identity Management involves administering the entire lifecycle
of digital identities, from creation and modification to deactivation (Devlekar & Ramteke,
2021). Access Management encompasses the technologies and procedures that regulate
access to systems and resources. It includes three fundamental activities: identification, which
involves uniquely recognizing an entity; authentication, which verifies that the entity is who
it claims to be; and authorization, which determines and enforces the rights and privileges

granted to the entity (Devlekar & Ramteke, 2021).

The essential principles for any IAM models or frameworks are Authentication,
Authorization, and Accounting (AAA) and the Principle of Least Privilege (PoLP). In AAA,
authentication verifies a uset’s identity to ensure only authorized users access systems, and
authorization determines the permissions granted based on roles or attributes. And
accounting tracks user activities, providing records of activities for auditing and compliance
(Kalloniatis et al., 2010). The PoLP reduces security risks by ensuring users, systems, and
processes have access only to the resources necessary for their tasks. The principle is based
on minimizing excessive permission preventing unauthorized actions and limiting the

damages from insider threats or breaches (Kim et al., 2011).
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2.2.2. Types of access control models

Access control model is an essential part of IAM, the roles and privileges that a user
can possess are based on the access control model that an organization uses for their identity
and access systems (Devlekar & Ramteke, 2021). Access control models are a collection of
subjects, objects, operations, permissions, and policies (Penelova, 2021). A subject can be a
person, a computer process, or a device. The object is a software resource. An operation is
when the subject makes an access request for the object. Permission shows that a subject can
access an object through an operation. And a policy is a rule that shows if the access request

must be granted or denied (Penelova, 2021).

There are multiple examples of access control models, some of which are less
commonly used by organizations. These include Mandatory Access Control (MAC), a system
that matches a user’s security clearance with the security classification assigned to an object.
(Devlekar & Ramteke, 2021; Osborn et al., 2000). Discretionary Access Control (DAC),
where the owner determines which subjects can access an object based on a defined set of
rules (Osborn et al., 2000). Lastly, there is Organization-Based Access Control (OrBAC), a
model specifically designed for organizations, where rules are created to define contextual

permissions and prohibitions (Penelova, 2021).

According to Devlekar and Ramteke (2021), RBAC and ABAC are among the most
widely used access control models in modern organizations. RBAC operates by assigning
permissions to users based on their roles in an organization, as shown in Figure 2. Using this
model, it is easy for administrators to manage and enforce access controls with consistently
and quickly changing permissions for employes (Ferraiolo et al., 2001; Kim et al., 2011). An
example that was given by Penelova (2021) is if the user has the job of accountant, in the
IAM system, he will be assigned the role of “accountant” and automatically have the

permissions that are set for that role.
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Figure 2-Scheme of RBAC model.
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The RBAC model is built on five components: users, roles, permissions, operations,
and objects, roles represent specific job functions, and users assigned to these roles inherit
predefined permissions to access necessary resources (Kim et al., 2011). Some of the features
of this model include static and dynamic separation of duties which prevent conflicting roles
from being assigned or activated simultaneously and the ability to have hierarchies where
roles can inherit permissions and responsibilities, for example a manager role will also have

the permissions of subordinate roles (Ferraiolo et al., 2001).

ABAC is an access control model where decisions are made based on the attributes
of users, resources, and environmental conditions (Devlekar & Ramteke, 2021) (See Figure
2). This model is ideal for heterogeneous information systems, as ABAC provides a flexible
approach that is necessary if an organization has multiple types of data from different sources
and requires a complicated set of permissions (Hu et al.,, 2013; Penelova, 2021). ABAC
operates on attributes represented as key-value pairs like role = administrator or age = 34.
ABAC will evaluate attributes, the environmental conditions and the internal policies and
make an access decision whether access is granted or not. The model allows subjects and
objects that do not exist in the system to be included in a policy enabling dynamic and

context-aware permissions (Lanus et al., 2023; Penelova, 2021).
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Figure 3- Scheme of ABAC model.
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The advantages that the ABAC model has over the RBAC model are avoiding the
need for predefined roles and permissions for every possible scenario that is the cause of
“role explosion” in the RBAC Model. The ABAC model has better privacy and security as
the process of granting authorization and access is based on attributes rather than identity
(Lanus et al., 2023). The main disadvantage of the ABAC model is the need for defining

multiple attributes for each user, making its use more complex than the RBAC model (Lanus

et al., 2023).

2.2.3. IAM challenges

IAM in telecom companies face multiple challenges, including the integration of
diverse identities, complex network architectures, and compliance with privacy regulations
(Anawar et al., 2022). As systems expand to include not only human users but also technical
entities like devices and Internet of Things (IoT) elements, it has become more difficult to
correctly integrated and assigned appropriate access permissions to all the elements to avoid

vulnerabilities (Puchta et al., 2019).

Privacy and regulatory compliance are also one of the main challenges for IAM
systems, especially with regulations like the European Union General Data Protection
Regulation (Merchan-Lima et al., 2021). Organizations must balance providing sufficient
information access to users and employees while protecting sensitive identity information to

comply with national and international regulations (Merchan-Lima et al., 2021). The
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operational complexity of access control systems is also a significant challenge as the
management for large numbers of employees, subcontractors, and external partners can be
demanding so inefficiencies, such as delays in access provisioning or policy enforcement, can

negatively impact operational efficiency (Damon & Coetzee, 2018).

The heterogeneity of identities in modern organizations is a challenge for access
management, as diverse attributes across human users, devices, and applications require
complex policies that control models like RBAC struggle to adapt, necessitating the transition
to models like ABAC, which bring their own implementation complexities (Lanus et al.,
2024; Puchta et al., 2019). Data quality and management is another challenge in access
management as identity attributes systems must have constant surveillance and maintenance
due to the risk incorrect or redundant permissions, that lead to overprovisioned accounts,

increasing the risk of unauthorized access (Kim et al., 2011).

Telecom companies face significant challenges with IAM systems, which are essential
for securing sensitive data and ensuring operational integrity. According to Anawar et al.
(2022) complex network architectures, which are used by modern telecom systems like 5G,
face is the identification and management of relevant identities. These networks involve
numerous interconnected components, including base stations, routers, cloud storage, and
edge computing systems. Each component represents a potential vulnerability that must be
secured to protect data privacy. Privacy and regulatory compliance are important issues for
telecom companies due to the sensitive nature of telecom data, which includes confidential
information such as call detail records, geolocation data, and internet browsing history. The
consequences of the improper use of this data can be financial fraud, identity theft, privacy

violations, and harm to telecom providers' reputations (Cheng & Bilal, 2024).

Telecom companies also face challenges related to data privacy due to the volume
and velocity of data they process daily (Malaka & Brown, 2015; Martucci et al., 2012). As
they have large amounts of data flowing continuously between users, devices, and networks
there is an increase in the risk of exposure and complicated traditional data security methods
(Martucci et al., 2012). Real-time monitoring and encryption are necessary to address these
challenges effectively. Telecom companies must implement strict access controls that limit

sensitive data access to authorized personnel to reduce these risks (Martucci et al., 2012).
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There are privacy and security issues with telecommunications companies' use of
external partners, subcontractors, and resellers. As sensitive information can be easily
compromised by misuse or negligence from third parties who do not have the necessary
training (Anawar et al., 2022). To reduce risks and guarantee that external partners and
subcontractors follow the company's data protection policies, it is also crucial to implement
thorough employee training programs on privacy practices and potential threats (Damon &

Coetzee, 2018).

2.2.4. International Frameworks for IAM

The international frameworks utilized by organizations, for IAM include NIST
Special Publication 800-53 (NIST SP 800-53) ISO/IEC 27001 and Control Objectives for
Information and Related Technologies (COBIT). These frameworks offer guidance in
safeguarding information security through control definitions and best practices to secure
data effectively and ensure adherence to regulations while minimizing risks. They emphasize
governance structures, resilience building, and access management strategies, to aid
organizations in aligning their I'T security approaches, with needs and regulatory standards

(Merchan Lima et al., 2021).

The ISO/IEC 27001 standard received its first publication in 2005 through joint
development by the International Organization for Standardization and the International
Electrotechnical Commission to create a process-based framework which unites technical
and managerial elements (Culot et al., 2021). The main goal of ISO/IEC 27001 exists to
protect information from unauthorized disclosure while maintaining its integrity and
ensuring availability. The framework establishes confidentiality as the protection of
information from disclosure to unauthorized parties and entities. The framework establishes
three core properties for information security: confidentiality protects data from
unauthorized disclosure, integrity ensures data accuracy and completeness, and availability

always ensures authorized access (British Standards Institution, 2023; Mirtsch, 2023).

Organizations that meet ISO/IEC 27001 requitements can putsue certification
through a two-step process. After an internal audit, an external auditor reviews
documentation and conducts an audit to verify compliance. Certification is often limited to
specific organizational units, such as IT or data centers, and requires a Statement of
Applicability (SoA) alongside the certificate (Mirtsch, 2023). Formalization required by this
standard may reduce flexibility, negatively impacting labor productivity and responsiveness

to client demands (van Wessel et al., 2011). While its value extends to sales performance and
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external communication, ISO/IEC 27001 also holds significant implications for profitability

and operational efficiency (Culot et al., 2021).

NIST SP 800-53 is a framework that provides comprehensive guidelines for securing
access configurations, outlines a robust set of controls to protect sensitive data, ensure
operational resilience, and align access management with industry best practices (Putra &
Soewito, 2023).The framework categorizes its controls into families, like the Access Control
family, which addresses key principles like least privilege, separation of duties, and audit
logging (Brickley & Thakur, 2022; Putra & Soewito, 2023). The NIST SP 800-53 guidelines
help organizations set appropriate security controls required for the information
management systems, and the evaluation methods do determine the effectiveness of the

security controls practices (Putra & Soewito, 2023).

The objective of the framework is to help organizations minimize risks from
unauthorized access and insider threats while ensuring compliance with regulatory standards
and improving communication among the organization. The framework that NIST 800-30
provides for an effective risk management strategy has nine steps, it starts with system
characterization, identifying possible treats, identifying vulnerabilities in the IT system,
control analysis, likelihood determination, impact analysis, risk determination, control
recommendations, and the results document of the risk assessment report (Putra & Soewito,

2023).

The COBIT offers effective practices throughout a framework and lays down
activities in an organized and flexible structure (Khther & Othman, 2013). Developed by
Information Systems Audit and Control Association (ISACA), COBIT focuses on
integrating risk management, performance measurement, and compliance (Khther &
Othman, 2013). Control objectives exist to assist in building a suitable management and
control system into the IT environment and to make sure that a continuous service is
provided, which can be established through the implementation of several control
procedures, such writing or testing continuity plans. COBIT has 34 I'T processes with control
objectives listed for each process, and management guidelines provide information to

measure, control, and organize particular I'T processes (Khther & Othman, 2013).
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3. Methodology

3.1. Methodology approach

The objective of this study is to implement an IAM reporting system for monitoring
employee access within NOS’s systems with the objective of mitigating the risks of

unauthorized access. The specific objectives are:

e to develop a reporting system that can provide insights into access management and
security practices.

e to design and implement dashboards that improve data exploration and support
better decision-making processes.

e and finally, to analyze data and identify opportunities for improvement and resolve

existing issues within the access control systems.

The study adopts a qualitative case study as its research strategy. A case study is a
research strategy that involves an empirical investigation of a contemporary phenomenon
within its real-life context, utilizing multiple sources of evidence (Yin, 2018). It aims to
provide an in-depth understanding of a specific issue by conducting an analysis of an

individual, group, or event (Yin, 2018).

When choosing between various research strategies for the study one of the most
important deciding factors is the type of research objectives that are being asked. According
to Yin (2018), a case study is the preferred research strategy when the focus of the research

2 <«

is on questions that start with “how,” “why,” and “what”. So, due to the nature of the
research question a case study strategy has been adopted. The second reason for this choice
is to better understand the research context and the processes involved (Yin, 2018). In this
study, the case study approach is applied due to the significance of NOS’s organizational

context and the organization’s information security systems in implementing identity and

access BI reporting model.

According to Yin (2018), there are two main design types for case studies: single-case
study and multiple-case study. A single-case study is appropriate when the researcher seeks
to conduct an in-depth and focused investigation within a specific, bounded context. In this
dissertation, the single-case study design was chosen due to the opportunity provided by the

internship at NOS, which enables direct access to internal data, systems, and stakeholders.
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The case study method can serve three primary purposes depending on the research
objective: descriptive, explanatory, and exploratory (Yin, 2018). Descriptive case studies aim
to portray a phenomenon as it exists by describing its characteristics and context. They are
used for answering “what” questions, such as documenting how a new organizational process
is structured or what is the outcome a policy has produced (Yin, 2018). Explanatory case
studies seek to uncover causation, focusing on “how” and “why” events or processes unfold
as they do. This approach is suited for understanding mechanisms, such as why a program
succeeded or failed. (Yin, 2018). Exploratory case studies are designed to generate insights,
identify key factors, and define research questions for further investigation. They used to

study new or pootly understood phenomena where the aim is to build a foundation for future

research (Yin, 2018).

The most appropriate methodological design for this dissertation is a descriptive
single-case study. Because the goal of this study is not to test any propositions or develop
any new theory, but to describe the implementation of a BI system developed to aid in the
management of IAM. This approach allows for a comprehensive understanding of NOS’s
current practices, offering valuable insights into the organizational processes and challenges

associated with access control reporting (Yin, 2018).

3.2. Data collection

The study utilizes a qualitative research method to gather the data. Qualitative
research methodology involves verbal descriptions of real-life situations, utilizing multiple
data collection methods like observation, interviews, collection of documents, pictures,
audio-visual materials as well as representations of artifacts generating non-numerical data
(Silverman, 2011). The use of qualitative data in this study has the objective of understanding
how NOS utilizes its IAM systems, what the expectations of future users of the reporting
model are for its functionality and usability, and how it can be tailored to meet the specific

needs of the different users.

Stake (1995) explains that, to have confidence in the information gathered, a case
study should draw data from multiple sources—i.e., data triangulation—to confirm critical
assertions or interpretations in the research, or to validate information that may be dubious
or contested in a single source. Data triangulation is also an effort to ensure that the
information observed or discovered is consistent across different circumstances (Stake,
1995). The three sources of data that this study utilizes are semi-structured interviews,

documentation and the use of observation.
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According to Silverman (2011), documents are an easily accessible data source that

can be used to get an overall picture of how an organization operates, as this data exists

without the interference of the researcher it allows an authentic understanding of

organizational practices. The documents that were used in this study are focused on NOS

information security systems and identity and access systems. This includes documentation

about information security frameworks, security guidelines, existing IAM focused

dashboards. Training material and user manual about the IAM system were also analyzed to

better understand how NOS employees use the IAM system.

Table 2- Documents Analyzed

information security

policy manual

overarching information

Document Purpose in Research
Title Type Source
Information Internal Analyze the Information
Security Management | policy/Framework organization’s overarching security department
System (ISMS) manual information security
Manual framework, roles, and
responsibilities, including how
access control is governed
under ISO/IEC 27001.
General Internal Understand NOS’s Information

security department

standard for access

security standard

roles, and rules related to user

policy security principles, objectives,
and governance model
Security Technical To analyze procedures, Information

security department

Classification and

classification policy

is categorized and handled to

management access provisioning, review, and
deprovisioning,.
Information Data To examine how data Data

protection office

are technically managed.

Management align access levels with
Standard information sensitivity.
GUIA TAM system Review how access 1T/
Manual Manual profiles and user permissions Information security

department

Source: Own Work
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As part of the data collection strategy, semi-structured interviews were conducted
with key stakeholders across NOS’s commercial and technical departments. These included
participants from the commercial sales teams, such as managers and operational staff, as well
as I'T managers and information systems administrators. The aim of the interviews was to
gather insights into their experiences with the IAM systems and to provide contextual depth

to complement data collected through other methods.

In total, five individuals were interviewed: the Operations Department Manager, who
oversees the four main operational support areas (Quality, Commissions, Automation, and
Commercial Support) (E1); the Head of the Quality Team, responsible for managing access
rights and internal audits (E2); the Access Manager, who executes operational tasks related
to provisioning and revoking access (E3); risk and compliance team leader in the Audit, Risk,
and Compliance department, responsible for monitoring user activity through Power BI
dashboards (E4); and the IT Auditor , who manages the organization’s circularization

dashboard used for tracking critical access risks (E5).

Table 3- List of Interviews.

Participant Duration
Department Date
Role
Team
Operations . 10 20/03/2025
Operations
department manager minutes
department
Head of the Quality team 15 26/03/2025
quality team minutes
Access Quality team 20 31/03/2025
manager minutes
Risk and Audit, risk, and 20 02/04/2025
compliance team compliance department minutes
leader
IT auditor Audit, risk, and 30 04/04/2025
compliance department minutes

Source: Own Work
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The semi-structured interviews allowed respondents to elaborate on the strengths,
limitations, and expectations regarding IAM systems and reporting tools. Questions were
tailored to each participant’s role and covered areas such as the structure of their teams,
specific responsibilities in access management, the tools currently in use (e.g., Power BI
dashboards, Guia, Garra, UiPath), approval workflows, frequency and process of access
reviews, and collaboration between departments. Furthermore, the interviews explored how
access is currently granted, reviewed, and revoked, as well as perceived gaps or inefficiencies
in the current processes. A particular focus was placed on gathering input for the design of
a new dashboard, including participants’ expectations, preferred usability features, and the
types of indicators or alerts they considered most valuable for supporting monitoring and

decision-making.

Direct observation was employed to capture real-time interactions and behaviors
related to access management. This included analyzing how employees requested access, how
approval processes were handled, and how teams monitored IAM compliance. According to
Silverman (2011), direct observation helps researchers understand how policies are enacted
in practice and how employees navigate access control challenges. The information acquired
complements the interview data by identifying discrepancies between documented
procedures and actual practices, thereby improving the overall validity and reliability of the

findings (Robson, 2016).

During the execution of the activities required for the implementation of the
reporting system, it was necessary to utilize a range of software tools to support the
development process. These tools played a fundamental role in enabling data modeling,
visualization, and performance optimization. Specifically, the project relied on Power BI
Desktop for the creation of dashboards and data visualizations, and Power BI Service for
publishing and sharing reports within the organization. Microsoft Excel was used for the

initial analysis of the available data and detection of possible errors in the dataset.
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4. The empirical setting - NOS Comunicagdes, S.A.

4.1. General information

NOS Comunicagoes, S.A. is one of Portugal’s leading telecommunications and
entertainment providers and offers a range of services including fixed and mobile
telecommunications, internet, television, and entertainment content. NOS was launched as
a rebrand of the merger of ZON Multimedia and Optimus Telecomunica¢ées that occurred
in 2013. This merger combined two of Portugal's major communication companies

improving their market positions.1

In telecommunications, NOS delivers fixed and mobile networks, including
broadband internet and 5G technology. Its television services, encompassing cable, satellite,
and IPTV, provide access to a diverse range of content, including sports and entertainment
channels. NOS is also a leader in the entertainment sector, operating Portugal's largest
cinema chain, NOS Cinemas, and distributing films and audiovisual content through NOS
Audiovisuals. For businesses, NOS offers tailored solutions such as cloud computing,
managed IT services, and data centers, supporting digital transformation and operational

efficiency.

The recent financial performance of NOS has been very positive, in the first half of
2024 NOS profits stood at €95.4 million, reflecting an 18.6% increase compared to the same
period in 2023. The company invested €185.1 million during this period, equivalent to 22.1%
of its telecommunications revenues, focusing on expanding its 5G network, which now

covers 96.5% of the national population.2

4.2. Organizational structure and responsibilities

The internship took place within the business transformation center, a division
responsible for developing products and services for enterprise clients, as well as managing
all related operations. This division is organized into three key areas: product segment

management, business development, and customer experience.

U https://www.nos.pt/en/institutional/nos/history
2 https:/ /business-it.pt/2024/07/19/receitas-consolidadas-da-nos-cresceram-52-no-ptimeiro-
semestre-de-2024
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The business development area is responsible for managing the enterprise product
catalog across various market segments. It ensures effective pre-sales conditions tailored to
different customer segments and sales channels, while also delivering value propositions for
several business lines such as communications, cloud services, consulting, and mobile
networks. The product segment management team focuses on market analysis, business
analytics, data engineering, digital content, and customer relationship management. The
experience area includes departments such as operations and the proposal center, and
partnerships. The proposal center is tasked with aligning and ensuring the quality of B2B
proposals for NOS. It is also responsible for preparing timely and commercial sound

responses and for representing NOS in interactions with strategic partners.

During my internship, I was integrated into the operations department, specifically
within the quality team. The operations department is structured into four main teams:
automation, commissions, quality, and support to the commercial queue. The Automation
team is responsible for identifying opportunities for robotic process automation, evaluating
their feasibility, developing business cases, implementing automation solutions, and ensuring
ongoing maintenance of the robots. The commissions team handles the calculation and
validation of commission cycles for sales teams and channel partners. They also focus on
automating commission processes and reporting, as well as analyzing and implementing new
commission plans. The support to the commercial queue team is dedicated to assisting sales
agents by clarifying questions, providing training, and monitoring non-conformities in the
sales and provisioning processes. They also follow up on pending issues and non-

conformities, ensuring smooth progression of processes until the activation of services.

The quality team manages user access and commercial structures across various
departments, such as the business transformation center (CTE), enterprise channels, and
direct sales. Additionally, the team monitors compliance with security, privacy, and data
protection policies, and oversees the quality of sales negotiation and formalization processes
in remote channels, ensuring proper governance and supporting continuous improvement
through training and awareness initiatives. Their main duties involve the creation of new
teams and user profiles, as well as handling "I NEED" requests—internal support tickets
raised when employees are unable to access essential applications. In these cases, the quality
team analyzes the request and resolves the issue, ensuring minimal disruption to business
operations. This responsibility spans a significant user base, including approximately 1,000
internal and external collaborators in the enterprise channels division, 120 employees in

direct sales, and around 300 employees within the CTE.
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The enterprise channel division focuses on sales to small and medium-sized
enterprises (SME) and is composed of a wide variety of roles and sales models. It includes
in-store sales teams that support businesses directly at NOS retail locations, dedicated agents
who sell only NOS services and manage high-value client portfolios, and authorized resellers
who, despite not having exclusivity with NOS, are allowed to sell its telecommunications
products. Additionally, the division includes internally managed NOS teams focused on
customer satisfaction, client retention, and outbound or inside sales aimed at enhancing the

existing value of products and services for SME clients.

The direct sales channel is dedicated to large companies and strategic accounts,
including public sector entities and enterprise clients with significant long-term relationships
with NOS. This channel requires a tailored and high-value approach, given the complexity

and critical nature of the clients it serves.

Although the quality team handles most access-related tasks, there are situations
where other departments are responsible. For instance, when a new employee joins the
organization, the human resources department oversees defining the user’s role and assigning
the corresponding basic identity and access rights. In other cases, access must be granted
exclusively by the owners of specific systems or data. This applies to scenarios such as access
to databases, which are restricted to the data owners, or dashboards, which can only be

managed and shared by their respective creators or administrators.
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5. Design and implementation of reporting system

This chapter outlines the implementation of IAM reporting system. It provides a
sequential analysis of each activity, structured as a guide for effective deployment. The
discussion begins with the project framework, presenting an overview of the system.
Subsequently, the methodologies and technologies employed are described, linking these
choices to the literature review. This section examines processes including data modeling,
the selection and creation of performance indicators, and the design and development of
dashboatds. The aim is to illustrate the project's steps and challenges encountered during its

execution.

5.1. Framework of the project

For the implementation of the IAM reporting system, it is necessary to consider the
layered architecture of BI systems, which typically consists of five key components: data
sources, the ETL process, the data warehouse, the metadata layer, and the end-user access
layer (Ong et al., 2011). According to Kimball and Ross (2013) the implementation of a new
BI system can be divided into three phases. The first phase involves planning and assessing
the organization’s readiness to support such a system and the requirements that they have
for the system. This includes defining business requirements and identifying user needs

through interviews or document analysis (Kimball & Ross, 2013).

The implementation process then unfolds along three parallel tracks. The first
focuses on technical architecture—designing an integration structure and selecting
appropriate tools and technologies. The second centers on data modeling: translating
requirements into a dimensional model, then into a physical schema, followed by developing
the ETL process to transform and load data. The third phase concerns the development of
BI applications. This includes designing templates and analytics features that present key

information to users through dashboards and reports (Kimball & Ross, 2013).
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5.2. Requirements and expectations for IAM reporting system

The initial gathering of information about the requirements and expectations was
done by an interview with the operations department manager and the head of the quality
team. The purpose of the interviews was to understand the organization structure of the
company, the responsibilities of the quality team and the initial expectations for the systems.
The initial expectations according to the quality team leader was a dashboard that could
display information about the access permissions and personal information from all the
employees that are under the purview of the quality team, with the ability to share that
information with the relevant team and department managers. Another objective discussed
in the interview was the ability from the dashboard to display alerts about duplicate

permissions or outliers in the permission granted with roles or teams.

In the initial interviews two existing PowerBI dashboards were mentioned, access
monitoring dashboard and access circularization dashboard. According to E2 e E3 the
dashboard has limited utility to them due to their access being restrictive, limited scope of
information, their inability to share the information in the dashboard to other departments
and teams’ managers and lack of tools to compare the permission granted between teams
and employees with the same responsibilities. Even with the quality team not regularly
utilizing these dashboards it was important to have interviews with risk and compliance team
leader responsible for the access monitoring dashboard and a I'T auditor responsible for the
access circularization dashboard, not only to be able to understand their function but also to
be able to understand the programs used in these dashboards, the best origin for their data

and the design language at NOS, that the new dashboard should adopt.

The access monitoring dashboard’s main objective is to detect unauthorized
behavior, such as repeated data searches or access outside normal usage patterns, by
displaying data points like the date and frequency of system access, total and distinct queries,
and VPN activity of internal and external employees (E4). When predefined thresholds are
exceeded, an alert is generated and flagged to their respective team (E4). According to E4,
access circularization dashboard focuses on the structural assignment of permissions rather
than user behavior. Its core purpose is to support periodic reviews of user access, especially
in relation to sensitive or critical systems(E5). The two dashboard have some common
features such as only showing information and permissions that are considered as high-risk
by the organization, some examples of permission that are classified by the information

classification and management standard as high-risk are the ability to mass-checks on
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personal data of clients, applications related to reviewing the performance of call center
employees by listening on the recording of the calls or the use of VPNs by external

contractors.

The analysis of the documentation provided was also important to establish the
requirements for the IAM reporting system. According to the ISMS manual, the organization
uses the ISO/IEC 27001 framework with the organization following the guidelines set by
the standard with the objective of safeguarding confidentiality, integrity, and availability of
information (British Standards Institution, 2023). In the ISMS manual and the security
standard for access management it is clear that NOS utilizes a hybrid access control model
of RBAC and ABAC by combining the characteristics of both models in the IAM model.
With some permissions being predefined according to job function, as in a RBAC model
(Kim et al., 2011). While other permissions are granted to employees based on the user
position in the company, the team that they are assigned to, or the company responsible for

their management in the case of external contractors, these are characteristics of an ABAC

model (Devlekar & Ramteke, 2021).

The hybrid nature of the IAM control model gives it flexibility and ease of use when
assigning permissions to a large number of employees that have similar responsibilities but
belong to different teams or are assigned to manage different types of corporate clients (E2).
As each employee according to the GUIA manual, has two types of permissions, the identity
permissions that are individually granted based on the individual need for a certain
application or permission, and the profile that is a predefined set of access permissions
associated with a specific role or function within the organization. According to the head of
the quality team and the access managers this flexibility also has drawbacks, the ability to
assign permission to the profile and the identity can lead to duplication of permission,
permission being inconsistent between employees with the same responsibilities, different
permission within the same teams and errors in the assignment of permission when they are
placed in the wrong category. These errors were verified by the large number of duplicated
permissions and the inconsistency of granted permissions by the multiple analyses done in

Excel with the GUIA database.

So, the initial requirements are the ability for the quality team to easily access the
general information about the permissions of all the employees and be able to share that
information with other department managers. The dashboard also needs to highlight

potential errors, such as duplicate access, direct permissions bypassing profiles, or
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discrepancies in role-based access across similar job titles. Finally, the ability to update and

change the system without asking other departments for permission (E2).

5.3. Planning of the Power BI project

The implementation process begins with the focus on technical architecture,
designing an integration structure and selecting appropriate tools and technologies (Kimball
& Ross, 2013). The BI platform selected for this project is Microsoft Power BI, as it is already
deployed organization-wide for dashboard creation and sharing, ensuring integration with
existing workflows and user familiarity (E4, E5). Microsoft Power BI is a cloud-based BI
platform designed to enable self-service data analytics and visualization (Microsoft
Corporation, 2024). Its primary function is to provide users with the ability to connect to a
wide range of data sources, transform and model data using Power Query and Data Analysis
Expressions (DAX) and create interactive reports and dashboards that can be shared across
the organization. It comprises two main components: the Power BI Desktop, where the BI

solution was developed; the Power BI Service, for sharing reports.

Once the initial business requirements were established, there was a need to define
some of the necessary components to begin the development of the new reporting system.
The critical aspects were the identification of the target audience, data sources, the security
and access controls necessary for the report and the data refresh frequency necessary for the
dataset. Some questions were answered in the first series of interviews; others were clarified
during the internship. The primary target audience is the quality team members, with the
ability to send the report about the information to other department managers being of
secondary importance. Due to the requirement for the visualization tools to be able to show
anomalies in the granted permissions and tables with information, the dashboard with its
ability to have a consolidated view with KPIs, tables, charts, gauges, and color-coded alerts
to highlight trends and anomalies (Yermalovich, 2020). It is the ideal choice for visualization

tools.

After evaluating several data source options, the most flexible solution was to export
multiple Excel datasets from the SAP BusinessObjects platform, NOS’s existing BI tool for
data storage from multiple IT systems, including the IAM system GUIA universe. This
approach allows the Quality team to modify and refresh the underlying data set on demand,

ensuring that the BI solution remains both current and adaptable to evolving requirements.
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The downside of this approach is the inability from SAP BO to update the data in real-time,

so the data refresh frequency would be once per day in the morning or weakly.

Among the three types of dashboards strategic, tactical and operational, the solution
that was chosen was the strategic dashboard. According to Eckerson (2009), tactical
dashboards serve mid-level managers and departments by helping them optimize team and
process performance in alignment with broader objectives and are updated on a daily or
weekly basis. According to E1, this type of dashboard aligns with the objective of the quality

team for tools to improve the performance of the access management in the CTE division.

5.4. ETL process and data modeling

ETL process comprises three sequential processes: extraction, transformation, and
loading. Extraction involves identifying and collecting relevant data from diverse internal and
external sources (Ong et al., 2011). Transformation applies to a set of business rules—such
as aggregation, filtering, or formatting—to convert the raw data into a standardized and
consistent structure suitable for analysis (Ong et al., 2011). The loading phase, the cleansed
and transformed data are transferred from the staging area into the target repository (Ong et
al., 2011). This process was done with the PowerBI Desktop as it can connect to different
types of data sources and make the necessary transformations of the data, so that they are

loaded correctly.

ETL process began by exporting all operational data from the SAP BusinessObjects
GUIA universe into Excel workbooks, which were then loaded into Power BI Desktop to

construct a dimensional data model. Four key files formed the core dataset:

a) Dashboard Identity: Contains user-level identifiers (e.g., UserID, NIF), profile
creation and modification timestamps, and direct access assignments. This file
underpins analyses of individual access changes over time.

b) Basic Information Provides demographic and organizational details—such as
name, department, and employment status—serving as the primary lookup for
user attributes.

c) Profile Aggregator: Lists each role or profile alongside its linked applications
and aggregators, enabling profile-based permission mapping and role-based

access analyses.
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d) Dashboard commercial hierarchy: Captures the commercial hierarchy,
including channels, sub-channels, and directorates, which allows reporting on

access patterns across business units.

Once data is imported into Power BI, it often requires restructuring before it can be
used effectively in reports. Power Query Editor addresses this need by providing a suite of
transformation tools that let users clean and shape their data. Common operations include
changing column data types, removing empty rows, renaming columns or tables, and
designating the first row as headers. Crucially, Power Query Editor records every action in a
transformation log, allowing users to review and modify each step of the ETL process. This
process begins by importing and cleaning the raw spreadsheets, then progressively merging
them to build a single, unified dataset that supports the dashboard’s analytical needs. Initially,
user attributes are combined with profile information, after which organizational hierarchy
data is joined and enriched to reflect both formal and non-formal structures. A duplicate of
this consolidated dataset is then maintained—without automatic refresh—to serve as a

“previous version” baseline, enabling comparison over time.

To improve the performance of the Power BI dashboard, several columns were
deleted. This included personal information, such as employees' NIFs, which were deemed
irrelevant for the dashboard's purpose. Additionally, columns that registered individual
permissions were removed. This is because, according to the GUIA manual for the NOS
IAM system, permissions are not granted individually but as part of an aggregator. An
aggregator groups multiple permissions or access rights into a single assignable unit,
simplifying access management. Therefore, deleting individual permission columns does not

result in information loss but significantly reduces the database's complexity.

Another way performance was improved was by utilizing tables that extracted only
the necessary information to calculate specific indicators. For example, to generate the
creation of new users overtime chart, a new table in PowerBI was created containing only
the user's creation date, user identification and organizational structure, thus optimizing the

data used for that visualization.
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5.5. KPI used in the dashboard

Following data preparation, the next phase involves creating measures to represent
the KPI within the Power BI report visuals. A critical aspect of this stage was the strategic
selection of indicators that would be useful in the analysis of the access management at NOS.
This selection process was informed by initial interviews with quality team, aided by the
information about the existing dashboards and the indicators that they use. Furthermore, a
review of indicators used in existing literature about existing IAM dashboards and their

suitability for this specific context was conducted.

KPI are quantifiable measures used to assess the performance of individuals, teams,
departments, or entire organizations in goals, playing a central role on the development of
dashboard (Nunes et al., 2024). As highlighted during the interviews, the objective was for
the indicator in the BI solution to provide a holistic overview of the access management
status within the CTE division access management, therefore, not only will flag specific
deviations but also contribute to a general awareness and continuous monitoring of access

management health.

To effectively generate the necessary indicators for the dashboard, Power BI Desktop
offers a crucial tool: DAX . DAX functions as a comprehensive language, comprising a
diverse set of functions, operators, and constants. These are combined within formulas or
expressions to compute and return either single values or entire sets of values. Beyond their
primary use in defining report measures, these DAX formulas are also integral to crafting
calculated columns, calculated tables, and implementing sophisticated row-level security (see
Figure 4). The application of DAX throughout the report enabled complex data
combinations and precise filtering of the data model, thereby enhancing analytical

capabilities.
Figure 4- Example of the use of DAX

Numero_Identidades_Suspensas =

(

( 'Dados Totais'[User GUIA]),
'Dados Totais'[Estade da Identidade] IN {
(|'Dados Totais'|)

The selection of critical KPI is a foundational step in implementing a BI solution.
According to Eckerson (2009), these indicators must be simple, to ensure user
comprehension, and actionable, to demonstrate how behavior and decisions influence

outcomes. An indicator must be well-documented. Its precise definition, the source of the

32



data, and the context should be transparent and easily accessible to all users. They also be
aligned, meaning they support rather than conflict with one another. Proper alignment

prevents situations where contradictory efforts exist (Eckerson ,2009).

Due to the limitations with the information available there are access
indicators that are impossible to implement in this IAM reporting system. Access request is
an indicator that reports the number of approvals, denials, and escalations over time, that
users experience when requesting digital resources (Peterson, 2006). While it can be a useful
indicator for the new IAM dashboard, it has already been implemented within NOS in the
access monitoring dashboard and the quality team does not have use for this metric (E2 ,E3,

E4).

Policy violations measure the frequency of unauthorized login attempts or excessive
use of digital resources (Puchta et al., 2019). This is another IAM indicator that, while
relevant, is already implemented by both the monitoring dashboard and the access
circularization dashboard, as policy violation is the responsibility of the Audit, Risk, and
Compliance department (E4, E5). The data extracted from SAP BO also does not have the
information necessary for the dashboard to include KPI like policy violation or access
request, as the platform GUIA only has information on the personal data, organizational

structure, and permissions granted to users in the CTE division.

The objective for the reporting system will be the use of indicators that can flag
overprovisioned accounts, where users have more permission than necessary for their roles,
and so are not following the principle of least privilege (Kim et al., 2011). The use of an KPI
that can help the identification of role or attribute drifting, as they occur when a uset's
permissions extend beyond their original role, often because of role changes or temporary

assignments (Puchta et al., 2019; Schell et al., 2009).
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Table 4- List of indicators

Category

General Overview

Alert: Duplicate Accesses

Alert: Distinct Profiles

Alert: Identity Accesses to Remove

Alert: Identity Accesses to transfer to

Profile

Alert: Distinct Assigned Applications

Indicator
Total Users
Average Accesses pet User
Average Applications per User
Total Suspended Users
Total Users in Provisioning Context
Number of users with duplicate accesses
Proportion of users with duplicate accesses
Total number of duplicate accesses

Proportion of duplicate access compared to total

existing accesses
Number of Distinct Profile
Proportion Profiles in Alert
Number of Identity Accesses to Remove
Proportion of Identity Accesses to Remove
Number of Identity Accesses to Transfer to Profile
Proportion Identity Accesses to Transfer to Profile
Total Number of Applications in Alert
Proportion of Applications in Alert
Total Number of Users with Alert

Proportion of Users with Alert

Source: Own Work
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The principal indicator in the general view is the Total Users. Total users quantify
the aggregate number of individuals with a registered account in the system, serving as the
baseline figure for further analysis. To provide deeper insight into user permissions, this is
complemented by the Average Accesses per User, a metric representing the average quantity
of access aggregators assigned to each user. The Average Applications per User indicator
calculates the average number of distinct applications allocated to an individual,
encompassing both Identity-based and Profile-based access types. Both indicators are
important metrics for access management. The ideal scenario is the lowest amount of
aggregators attribute to each user to prevent errors; they are also useful metrics to compare

between teams or roles.

The dashboard includes metrics on user status. The Total Suspended Users metric
enumerates the number of individuals who currently lack active system access, a state which
can be attributed either to a planned administrative suspension or a failure to complete a
required liveness validation protocol. Total Users in Provisioning Context metric quantifies
the number of user accounts that are still in the initial provisioning phase and have not yet
been formally associated with a commercial entity or business unit within the system.
Collectively, these indicators offer a simple way to determine the important user status in the

IAM system.

The KPIs for duplicate assess are the number of users with duplicate accesses, so the
number of individual users have redundant or overlapping access permissions, by having the
same aggregator assign to both identity and profile. Another is the proportion of users with
duplicate access in relation to total number of users. It helps to understand the prevalence
of the issue across your entire system. Total number of duplicate accesses moves beyond
individual users; this indicator measures the volume of redundant access permissions. Since
one user might have multiple duplicate accesses, this number can be significantly higher than
the number of affected users, highlighting the overall scale of the problem. Lastly, is
proportion of duplicate access compared to total existing accesses, expresses the total

duplicate accesses as a percentage of all granted accesses.

The KPIs for the application alert category are the total number of applications in Alert,
it quantifies every instance where a user has access to an application that's rarely used by their
direct peers. Proportion of Applications with Alert shows what percentage of all applications
assigned across the organization fall into this "alert" category. Total Number of Users with

Alerts shifts the focus to the individuals. This counts every user who holds access to at least
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one application deemed "in alert," meaning it's not common to more than 30% of their
colleagues in the same team and function. The last KPI is the proportion of Users with
Alerts. These alerts can help by distinguishing between broadly used, essential tools and niche
applications that might only be needed by a few. By highlighting low commonality, these
KPIs push you to evaluate if access is truly needed or just an oversight and help determine
if there are applications that are rarely used or excessively assigned in certain contexts,

pointing to potential inefficiencies or security risks.

Profiles are fixed sets of aggregators assigned to users with the same organizational role.
However, according to both the interview with the Head of Quality Management and the
GUIA manual, two users with the same function at NOS can have different profiles. This is
because each profile is also linked to the company responsible for managing the user, which

is relevant given that many NOS sales collaborators are external contractors.

The Total Number of Profiles with Alert indicator counts profiles possessing at least one
access aggregator flagged as an "alert." An access aggregator is in alert if it's found in 20% or
fewer of its peers. This helps identify the overall number of user profiles exhibiting these
unusual access patterns. The Proportion of Profiles with Alert is simply the percentage of all

profiles that have at least one access in alert.

The objective of the Alert: Identity Accesses to transfer to Profile is to identify common
access privileges that, due to their widespread nature within specific groups or teams, might
be better managed through standardized profiles, rather than assigned individually. The
indicators are number of Accesses to transfer to Profile counts the total instances of access
where these are aggregators shared by 80% or more of users within the same function and
team. The proportion of access to transfer to profile: this indicator presents the percentage

of all assigned access aggregators that are common within a role and team.

The objective of the Alert: Identity Accesses - Evaluate for Removal is to identify
individual access privileges that deviate from the standard patterns observed within a user's
peer group (those with the same function and team), indicating potential inconsistencies or
unnecessary assignments and reducing security risks. The KPI total number of accesses in
Alert counts the total instances of access where these are aggregators shared by 20% or less
of users within the same function and team. Proportion of accesses in alert: This indicator
presents the percentage of all assigned access aggregators that are uncommon within a given

role and team,
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5.6. Building the dashboard

The final step after the integration of the data and the creation of the relevant
indicators is the creation of the dashboard. As the last phase of the Bl implementation
framework is the designing templates and analytics features that present information to users
through dashboards. (Kimball & Ross, 2013). The objective of a dashboard is to enable the
user to access and visualize the information in a quick and easy manner. Having the correct
KPIs is one of the ways that this objective could be achieved as they are a critical part of any

BI system (Nunes et al., 2024).

This dashboard is going to often use the drill-down functionality. This function
allows users access to more detailed insights behind KPI across different areas of the
organization (Ranjan, 2009). As one main purpose of this dashboard is to compare the access
given to different roles and teams the filters and drill-down functionality as essential. The
design and colors of the dashboard are also an important part as the construction of any
dashboard, have to consider appropriate visual formats, layouts, and user interfaces to have

better information clarity and a more usable tool (Yermaloich, 2020).

The BI system incorporates a permission system designed to control which users can
view specific information within the report. This system is built upon Power Bl's Row-Level
Security (RLS) feature. RLS allows dynamically filtering the data that a user sees based on
their identity and predefined roles, ensuring that users only have access to the information
they are authorized to view. RLS is implemented by defining specific roles within the Power
BI data model and applying filters to individual tables that contain sensitive information.
Permissions are applied granularly to relevant information tables, ensuring that the security

rules are enforced at the data level.

The configuration and management of these security measures are performed within
Power BI Desktop through the "Manage Roles" interface. After the security rules, including
the permissions table and DAX functions, are configured in Power BI Desktop, the report
is published to the Power BI Service. In the online service, these RLS rules are activated and
managed by assigning specific users or Microsoft Entra ID (formerly Azure Active
Directory) groups to the roles defined in Power BI Desktop. This final step in the Power BI
Service ensures that the configured permissions are enforced when users access the published

dashboard.
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The dashboard is organized into several distinct pages, each serving a specific
purpose in presenting information and highlighting potential issues related to user access.
The first section of the report is the glossary; this section serves as a fundamental reference
point for users of the dashboard. It defines the basic concepts and terminology used
throughout the report. The next part of the dashboard is the summary of the information
presented in this report; this page provides a high-level overview of the report's key
information and metrics. Its main objective is to offer the necessary context for interpreting

the various alerts presented in the dashboard.

5.6.1. Summary page

As shown by figure 5, summary page of the dashboard provides a high-level overview
of key access metrics, it displays total counts for critical entities such as the number of users,
total attributed accesses, profiles, applications assigned to profiles, and accesses granted
directly via identity. Additionally, it highlights the number of suspended users and those
currently in the provisioning process. Beyond these baseline indicators, the page also
summarizes key alerts that help identify potential access governance issues. These include
the number and proportion of duplicate access, users with overlapping permissions, and the
presence of distinct applications—defined as applications not commonly shared among users
with similar functions or within the same area. It also tracks profiles that contain uncommon

permissions.

Figure 5- Summary
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Source: Power BI Desktop



5.6.2. General view

The General View was designed to provide a more intuitive and visual presentation
of user access and permissions compared to raw data tables (see Figure 6) It aims to offer a
clear and accessible source of information. General View is divided into multiple pages, each
focusing on a specific organizational channel or structure, with different pages for the Center

of enterprise transformation, direct sales, and enterprise channels.

Figure 6- General View
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Source: Power BI Desktop

5.6.3. Duplicate Accesses alert

The Duplicate Access Alert page serves to identify instances where a user possesses
the same access aggregator simultaneously through both their profile and their individual
identity. (see Figure 7). This often signals redundant access or misconfigurations in
permission assignments, posing potential security and efficiency concerns. The page's
organization facilitates clear analysis. Visual filters and segmentation, primarily using
treemaps and slicers, allow users to navigate data based on the non-formal organizational
structure (Direction, Area, Team, Function) and company. These visuals dynamically display

the number of users affected by duplicate access within each organizational unit.



Figure 7- Duplicate Accesses Page
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Source: Power BI Desktop

5.6.4. Alert distinct applications

The objective of this page is to identify applications that are accessed by a low
percentage of users within the same function and team. This suggests these applications
might be candidates for review or removal, as they are not commonly used by peers in similar
roles (see Figure 8). The page incorporates Visual Filters/Segmentation through treemaps
and slicers, allowing for data exploration based on both commercial and non-formal
organizational hierarchies, as well as specific applications and User IDs. The treemaps
represent the number of applications with alerts within each organizational unit, providing a
quick summary of areas with potential over-provisioning. The information table details

instances where users have access to applications with low adoption rates among their peers.



Figure 8- Alert distinct applications page
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5.6.5. Distinct Profiles Alert

The objective of this page is to identify profiles with aggregators that deviate from
the standard pattern for profiles sharing the same function and area (see Figure 9). These
deviations signal uncommon access configurations, highlighting inconsistencies, especially
relevant for external contractors where profiles might vary by outsourcing agency. Visual
Filters/Segmentation utilize treemaps and slicers based on the non-formal hierarchy,
applications, and User IDs. The Information Table details profiles with uncommon accesses.
filtered to display only those below a defined threshold (e.g., less than 20%). This pinpoints

profiles needing review.



Figure 9-Alert distinct profiles page
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5.6.6. Identity accesses to evaluate removal Alert

The objective of this page is to identify individual identity accesses that are
uncommon among users with the same function and team (see Figure 10). Visual
Filters/Segmentation leverage treemaps and slicers based on the non-formal hierarchy,
aggregators, and User IDs. Treemaps display the count of accesses with alerts within each
organizational unit. Page-level filters are applied to specifically include only 'Identity' type
aggregator. An Information Table lists instances of users with uncommon identity access
within their function and team. The table is further filtered to display only rows where the
percentage of users with the aggregator is below a defined threshold (e.g., less than 20%),

pinpointing specific cases for review.
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Figure 10-Identity Accesses to Evaluate Removal Alert page

MONITDRIZA(;,C‘\O DE ACESS0S | ALERTA DE ACESSOS A IDENTIDADE | AVALIAR PARA RETIRAR

Total de Acessos
com Alerta

4063

Proporgio de
Acessos com
Alerta

10,7%

Total De Users
com Alerta

443

Propor¢do de
Users com
Alertas

30,9%

Acessos com Alerta por Direcio

WVendas Dire...

Acessos com Alerta por Area

CRM, A

Acessos com Alerta por Fungdo

Acessos com Alerta por Equipa

Neptis...
Torangis -
Guimz_.. [l
ez [l
projetos [
Q 50
Tatal Users Agregadar 21

Equipa ENF)

I

& Equipa-Tacnicos

% consuttor Comercia) [N
User GUIA  Area (ENF) Equipa (ENF) Funcio (MF) Agragadar Soma de Com,
ababrau Remotos Remotos Retengio Randstad Reativa  Operador Arszzo Empresas
abfonzeca Retalho e Revenda LP Norte Especialists LP Forum Coimbra
sbfonsecs  Retalho e Revends LP Norte Especialists LpsEmpresasCentroW
acvasques Retalho e Revenda LPSul Especialista Cart3o Externo NOS Com

Foto

acvasques  Retalho e Revends LP sul Especialists Expo - Escritérios

Total

Detmthn o Donemmde

i

Eemmsinfices

B Totubal Alamen

N{::%S Empresas

Diregao

I

B | Tudo

Area

Tudo

Equipa

I

Tudo

Funcao

Tudo

I

User Guia

I

Tudo

Agregador

Tudo

I

Source: Power BI Desktop

5.6.6. Identity Accesses to Transfer to Profile Alert

The objective of this page is to identify accesses that are commonly shared among a

majority of users within the same function and team (see Figure 11). Visual

Filters/Segmentation are provided through treemaps and slicers, enabling navigation by non-

formal hierarchy, aggregators, and User IDs. The treemaps represent the number of accesses

flagged for potential transfer within each organizational unit. An Information Table details

instances where identity access is common among users in the same function and team. This

table includes key attributes such as "User GUIA," full organizational hierarchy details,

"Application," and "Aggregator." It also features calculated columns that show the count of

users with that specific aggregator in each context, the total number of users in that context,

and the percentage of users sharing that aggregator.
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Figure 11-Identity Accesses to Transfer to Profile page
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6. Conclusion

This study aimed to explore how BI tools could address key challenges in Identity
and IAM at NOS. The focus was on implementing an IAM reporting system that would
improve visibility, monitoring, and governance of access permissions across a large and
diverse workforce. This objective led to the development of a Power BI dashboard, designed
to improve the quality team's ability to control and monitor the organization’s access

management systems.
The research was guided by three main objectives:

1) to develop an IAM reporting system that can provide insights into access
management and security practices.

2) to design and implement dashboards that improve data exploration and support
better decision-making processes.

3) and finally, to analyze data and identify opportunities for improvement and resolve

existing issues within the access control systems.

To answer these objectives, a single-case study approach was used. The research
combined document analysis, semi-structured interviews, direct observation, and technical
implementation. Interviews with stakeholders across operations, quality, risk & compliance,
and IT audit departments provided the business context, while documentation and user
manuals informed the technical framework. The dataset was extracted from SAP BO and
included user information from the NOS’s GUIA IAM system. The dashboard’s primary
purpose was to visualize and assess identity and access configurations within the Business
CTE, which includes over 1,400 internal and external collaborators. The solution successfully
integrated data from various organizational units—internal employees, contractors, and

outsourcing partners—allowing the Quality team to evaluate users' access rights in real time.

The reporting system provided better visibility into NOS’s access control landscape.
Through indicators such as total users, average access per user, suspended users, and users
in provisioning context, the dashboard quantified key aspects of identity management. It also
highlighted inconsistencies, such as duplicate access and unusually assigned permissions,
revealing that NOS’s IAM systems and practices are prone to errors. The information

obtained highlighted the disadvantages of the IAM control model used by NOS.
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For the second research objective, prior to this project, the quality team had limited
access to existing dashboards and often relied on Excel files to perform access reviews. With
the introduction of the new reporting model, which includes drill-down features, dynamic
filters, and tailored KPIs, the quality team can now more easily review entire teams’
permissions and share information with relevant department managers. The addition of
detailed visual alerts that automatically highlight situations requiring further investigation not
only supports autonomous decision-making within the quality team but also enables faster
and more targeted investigations by teams whose primary responsibilities extend beyond

access management and the use of the IAM system GUIA

Regarding the last research objective, data analysis revealed critical opportunities for
operational improvement. Duplicate permissions that are caused by permissions being
simultaneously assigned through profiles and identity, were prevalent across multiple user
segments. In some cases, these duplicates exceeded 7% of total assigned permissions.
Moreover, the system identified profiles with unusual aggregators, applications granted to
users without clear justification, and due to the frequent change in responsibility and roles
that users can have, especially if they are contractors, a lot of cases of old permission that the
user did not need anymore. These findings can help on the to streamline role definitions and
find the best balance between permission assign individuals and permissions assign to the

profile.

This research reinforces the potential of reporting systems as operational tools for
IAM governance. While IAM frameworks such as RBAC and ABAC are well-established,
this study contributes by demonstrating how dashboards can make these models actionable
and measurable in a large, real-world organization. Indicators such as duplicate permissions,
uncommon aggregators, and profile inconsistencies provided tangible insights into policy
compliance and deviations from expected behavior. The study also aligns with literature
advocating for proactive access monitoring (Devlekar & Ramteke, 2021). It illustrates how
BI tools can move IAM processes beyond manual audits and static reports toward dynamic,
continuous monitoring that enhances transparency and control. This approach adds a
practical dimension to academic discussions about the role of data visualization and analytics

in risk management and compliance (Puchta et al., 2019).

The most immediate practical contribution was the delivery of a tailored Power Bl
dashboard for NOS’s quality team, designed to analyze identity-based and profile-based

permissions across more than 1,400 users in the CTE division. The solution improved access
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visibility helped detect redundant and inconsistent permissions and empowered the team to
independently assess risks and share findings with other departments. By addressing gaps in
existing tools (such as the inability to compare users within the same function or detect
overprovisioning) the dashboard supported NOS in aligning its access control practices with
internal security standards and external frameworks like ISO/TEC 27001 (Mirtsch, 2023). It
also laid the foundation for developing more standardized access profiles and review

routines, contributing to long-term governance improvements.

This project also demonstrated the broader organizational value of BI in access
management and supported NOS’s digital transformation strategy. It serves as a model that

can be scaled across other departments or adapted to different IAM challenges.

While the reporting system offered valuable insights, the scope was limited to the
CTE division. It did not include access data from other business areas or cover permissions
outside of SAP BO exports. The data was also not updated in real-time, relying instead on
manual refreshes, which limited the system’s responsiveness to immediate risks. Additionally,
the dashboard focused on structural access data—who has what—rather than behavioral
data—how accesses are used. As a result, it could not detect inappropriate usage or potential
policy violations threats that go beyond configuration errors. Finally, the internship duration
did not allow for a full audit cycle post-implementation, so long-term impact on decision-

making, risk reduction, or policy enforcement could not be measured.

Future work should focus on real-time integration with live systems would improve
the solution’s effectiveness in identifying emerging risks and automating alerts. Further
development could also incorporate behavioral analytics, such as frequency of application
usage or unusual access patterns, enabling risk-based prioritization of user reviews. These
enhancements would elevate the dashboard from a compliance support tool to a strategic
asset in security operations. Finally, future research could examine how dashboard usage
influences organizational behavior and culture around IAM. Understanding how visual tools

affect accountability and cross-department collaboration may provide further insights.
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