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Abstract

This thesis focuses on improving how Statistical Offices, such as Statistics Portugal (INE),
check whether research outputs based on sensitive microdata can be safely released without
revealing confidential information. Currently, this process is largely manual, time-consuming,
and dependent on expert reviewers. The goal was to design a semi-automated system that
reduces workload, accelerates reviews, and preserves confidentiality by combining determin-
istic rules, machine learning (ML), and large language models (LLMs). The proposed system
operates in three layers. First, a rule-based component applies strict disclosure rules (e.g.,
minimum sample sizes, dominance thresholds) to flag risky outputs, providing a transpar-
ent baseline. Second, MLL models (XGBoost, LightGBM) learn from historical institutional
decisions to capture contextual patterns and principles-based reasoning that go beyond rigid
thresholds. Third, LLMs play a dual role: they assist in cleaning and standardising unstruc-
tured researcher requests (extracting variables, filters, and metadata into structured features),
and they provide contextual explanations of automated classifications, increasing transpar-
ency and usability. To train and test the system, historical outputs and requests from INE were
processed, standardised, and enriched with features from outputs, metadata, and researcher-
provided documentation. Rule-based checks proved highly effective for clear-cut cases. ML
models achieved high predictive performance, especially when combining rule-based signals
with structural and request-derived features. While LLLMs were not the most accurate classi-
fiers, they substantially improved robustness by handling messy, irregular inputs, supported
feature engineering through automated cleaning, and produced interpretable justifications
that bridged communication between researchers and disclosure reviewers. Together, these
layers form a hybrid system that demonstrates how combining rules, ML, and LLLLMs can make
statistical disclosure control more efficient, transparent, and scalable. Rules ensure compli-
ance, ML captures exceptions and contextual nuance, and LLLMs enhance both preprocessing
(through data cleaning and feature extraction) and postprocessing (through explanations and
transparency). While some extensions - such as computing features directly from the underly-
ing microdata - remain to be implemented, this work highlights how hybrid Al-driven systems
can pave the way toward faster, more accurate, and transparent output checking, supporting
statistical offices as they adapt disclosure control to the realities of modern data-intensive
research.

Keywords: Statistical Disclosure Control; Output Checking; Machine Learning; Large
Language Models; Official Statistics; Confidentiality.
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Resumo

Esta dissertacdao centra-se na melhoria do processo através do qual os Institutos de Es-
tatistica, como o Instituto Nacional de Estatistica INE), verificam se os resultados de invest-
igacao baseados em microdados sensiveis podem ser divulgados em seguranga sem revelar in-
formagao confidencial. Atualmente, este processo ¢ em grande parte manual, demorado e de-
pendente de revisores especializados. O objetivo foi conceber um sistema semi-automatizado
que reduza a carga de trabalho, acelere a revisao e preserve a confidencialidade, combinando
regras deterministicas, Machine Learning (ML) e Large Language Models (LLMs). O sis-
tema proposto integra trés camadas. Em primeiro lugar, um componente baseado em regras
aplica critérios estritos de confidencialidade (por exemplo, tamanhos minimos de amostra,
limiares de dominancia). Em segundo lugar, modelos de ML (XGBoost, LightGBM) apren-
dem com decisoes institucionais histéricas para capturar padroes contextuais e raciocinio,
indo além dos limiares rigidos. Em terceiro lugar, os LLMs desempenham um papel duplo:
apoiam a limpeza e normalizacio de pedidos nao estruturados (extraindo variaveis, filtros e
metadados) e fornecem explicagdes contextuais das classificagdes automaticas, aumentando
a transparéncia e a usabilidade. Para treinar e testar o sistema, pedidos e resultados histori-
cos do INE foram processados, normalizados e enriquecidos com variaveis derivadas dos
outputs, metadados e documentagao fornecida pelos investigadores. As verificagdes basea-
das em regras mostraram-se altamente eficazes nos casos mais claros. Os modelos de ML
alcancaram elevado desempenho preditivo, sobretudo quando combinaram o resultado da
verificagao baseada em regras com caracteristicas estruturais extraidas dos pedidos. Embora
os LLMs nao tenham sido os classificadores mais precisos, contribuiram significativamente
para a robustez ao lidar com inputs irregulares ou incompletos, apoiaram a engenharia de var-
iaveis através da limpeza automatica e produziram justificagdes interpretaveis que reforgaram
a comunicag¢ao entre investigadores e revisores de confidencialidade. Em conjunto, estas trés
camadas formam um sistema hibrido que demonstra como a combinagao de regras, ML e
LLMs pode tornar o controlo de divulgacdo estatistica mais eficiente, transparente e escal-
avel. As regras asseguram a conformidade, a ML capta exce¢Oes e nuances contextuais, e
os LLMs reforcam tanto o pré-processamento (através da limpeza de dados e extragdo de
caracteristicas) como o pds-processamento (através de explicagoes e transparéncia). Embora
algumas extensdes - como o calculo de indicadores diretamente a partir dos microdados -
permanegam por implementar, este trabalho demonstra um caminho claro para transformar
a verificacao de outputs de um processo manual e lento num procedimento colaborativo, ad-
aptativo e auditavel, que melhor serve tanto os institutos de estatistica como os investigadores.

Palavras-chave: Controlo de Segredo Estatistico; Verificagao de Outputs; Machine Learn-
ing; Large Language Models; Estatisticas Oficiais; Confidencialidade.
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Chapter 1

Introduction

In an era of data-driven decision-making, researchers rely on wicrodata provided by na-
tional statistical institutes and other organizations to conduct empirical analyses for their
research. At the same time, ensuring data confidentiality and privacy has become increasingly
challenging due to the enforcement of strict data protection regulations such as the General
Data Protection Regulation (GDPR) [5]. To meet these requirements, Statistical Disclosure Control
(SDC) mechanisms are essential to ensure that research outputs do not compromise sensitive
or personally identifiable information for individuals or groups [[19].

A critical component of SDC is output checking, a process through which research results
are reviewed before being released. At institutions such as Szatistics Portugal (INE), researchers
access microdata within safe centers, under tightly controlled conditions [28]. Before any output
can leave the center, it must undergo a manual output checking procedure to assess potential
disclosure risks and determine whether it can be approved for release [[15]. Although effective,
this process is labor-intensive, time-consuming, and highly dependent on expert knowledge,
creating significant challenges for scalability and efficiency and making it an ideal candidate
for automation using advanced artificial intelligence (Al) techniques.

The motivation for this research arises from several factors that hinder the current manual
output checking process at Statistics Portugal and similar institutions [19].

Manual checking requires substantial time and resources, as expert reviewers must care-
fully examine each output, leading to delays in data access and slowing the entire research
workflow. While a submission template, known as the output request document, exists to
guide researchers, outputs are often submitted in heterogeneous and inconsistent formats,
lacking the standardized structure needed to enable automated checks [4]. Moreover, al-
though rule-based approaches can address straightforward disclosure risks, more complex,
context-dependent risks remain difficult to capture using rigid, predefined rules alone. On
top of these challenges, there is the necessity for full compliance with legal and ethical frame-
works such as the GDPR and the emerging Al Act [5], which impose strict requirements on
any system handling confidential data.

This research asks: How can Large Iangnage Models (I.LMs), other machine learning techniques,
and deterministic methods be combined to antomate and optimize the output checking process in official stat-
istics, while ensuring efficiency, scalability, accuracy, explainability, and compliance with data confidentiality
regulations such as the GDPR and the Al Act?

To address this question, this dissertation investigates a hybrid approach that integrates
deterministic rule-based methods, machine learning (ML), and LLILMs, complemented by hu-
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man oversight in borderline cases that automation cannot fully resolve. Specifically, LL.Ms are
employed for data standardization, feature extraction, and contextual risk assessment, while
ML models capture complex disclosure risks beyond rigid rules. Together, these components
form a system designed to enhance efficiency, accuracy, scalability, and transparency, while
ensuring compliance with relevant regulatory frameworks, including the GDPR and the Al
Act.

The ultimate goal is to develop a scalable framework for disclosure safety assessment that
(i) standardizes output request documents with LLLLM-assisted guidance; (ii) incorporates ML
and hybrid SDC techniques for risk evaluation; and (iii) provides transparent, explainable de-
cisions. A prototype has been created, demonstrating a practical solution to the limitations of
manual output checking and offering a model that can be adapted by other national statistical
institutes facing similar confidentiality and efficiency challenges. This research was conducted
as part of a thesis internship at Statistics Portugal (INE), providing access to real historical
outputs and ensuring that the prototype was designed in close alignment with institutional
practices.

Following this introduction, Chapter 2 provides a comprehensive literature review. Chapter
3 outlines the research methodology. Chapter 4 presents the implementation of the proposed
system and discusses the experimental results. Finally, Chapter 5 concludes the thesis by sum-
marizing the main findings.






Chapter 2

Literature Review

2.1 Statistical Disclosure Control

Statistical Disclosure Control (SDC) techniques refer to the set of methods designed to pre-
vent individuals or groups from being identified in the process or results of data analysis
[26]. At official statistics offices, SDC is typically divided into two stages. The first is input
SDC;, which involves removing or modifying direct identifiers from the original microdata
before researchers gain access. The second is output SDC, which corresponds to the review
of analytical results before dissemination [[19].

At Statistics Portugal, input SDC is applied prior to researcher access. The internal team
produces safe-use files (anonymised microdata) by removing or encoding direct identifiers in
each observation. Output SDC, on the other hand, corresponds to the process of output
checking [15].

2.1.1 Types of disclosure

While most outputs carry relatively low disclosure risk - since data are usually sampled,
transformed, or aggregated - risks can still arise depending on the statistical methods used
and the context of dissemination. These risks are typically divided into primary and secondary
disclosure [19)].

Primary disclosure refers to when a statistic directly allows inferences to be made about an
individual unit, e.g,, extreme values in a dataset or small frequency counts if, for instance, one
single unit falls in a specific category. Most of the time, this type of disclosure can be ana-
lyzed by simple rules such as minimum thresholds, maximum percentage-rule or ‘N, K’ rule,
in which the largest N observations must contribute less than K% of the total. In primary
disclosure, many risks lend themselves to deterministic, policy-codified checks (e.g, min-
imum counts, dominance) [19]. However, recent guidance cautions that automation should
sit within a principled classification and policy context rather than rely on ad-hoc rules alone
[L6].

Class disclosure (or group disclosure) is a subtype of primary disclosure in which all indi-
viduals fall into a single category. For instance, in a survey of salaries within a small village,
if all respondents report salaries within a narrow range, it becomes possible to approximate
any individual’s salary. Class disclosure can be managed by suppressing outputs in which
0% or 100% (or a sufficiently high value) of the population falls within the same cell. How-
ever, structural zeros (i.e., values that are expected by definition, such as zero prevalence of

5



driving licences among people under 18) complicate this rule [19]. Detecting class disclos-
ure is therefore one of the most challenging areas of primary disclosure control, particularly
for automated systems, which may struggle to distinguish between sensitive disclosures and
values that inherently carry no risk.

Secondary disclosure refers to cases in which identities or values can be revealed by a com-
bination of different statistics (e.g., differencing two tables), and it usually relates to several
outputs. Secondary disclosure within a single output is straightforward to deal with, as the
reconstruction of suppressed values in tables can be dealt with by secondary suppression [[19].
The major problem for secondary disclosure is differencing, which refers to comparing two
outputs with two similar statistics that only differ in one way, and the difference between
these two statistics can be used to compute both frequencies and exact values [19].

2.1.2 Classification of outputs

Beyond the input/output distinction, a key strand of recent work emphasises the import-
ance of classifying research outputs into categories that reflect their disclosure risk. Such
classifications provide a structured basis for guidance, standardisation, and semi-automation
of output checking [16].

One influential approach is that of Ritchie [42], who introduced the notion of safe and
unsafe outputs. Outputs can be grouped into a limited number of types (e.g., frequency tables,
regressions), which are labelled according to their expected disclosure risk (Table R.1). This
classification is based solely on the forsz of the output rather than on the data or context in
which it was produced, providing a practical rule-of-thumb for output checkers. Safe outputs,
such as regression coefficients or correlation measures, carry little meaningful disclosure risk,
whereas unsafe outputs, such as frequency tables or percentiles, should not be released unless
additional context demonstrates they are non-disclosive. In both cases, the ultimate decision
remains with the output checker [4].

Building on this, the Statbarn framework [20] groups outputs not by form but by their
shared disclosure signatures. For example, frequency tables are characterised by small-cell and
dominance risks, while aggregations are subject to denominator floors and contributor dom-
inance. Regression coefficients may raise concerns about saturation or residual degrees of
freedom. Each class of outputs is then linked to a standard set of tests, exceptions, and rem-
edies. This moves guidance away from method-specific checklists and towards class-specific
policies, improving consistency, signalling maturity (well-understood vs. provisional checks),
and providing a clean hook for semi-automation. See Table in Appendix [A| for a com-
parison of typologies.

A complementary perspective is provided by the RRSA framework (Runners, Repeaters,
Strangers, Aliens) [2]. Unlike typologies based on statistical form or disclosure signatures,
RRSA classifies requests by their operational characteristics, such as predictability, frequency,
and discretion required. Routine, rule-compliant requests are treated as runners that can be
cleared quickly, bordetline cases are repeaters requiring contextual judgement, novel cases are
strangers requiring detailed review, and exceptional cases are a/iens, which fall outside exist-
ing policies. This triage-based classification emphasises efficiency by accelerating routine
approvals while focusing expert resources on unusual or high-risk requests.

Taken together, these frameworks illustrate complementary approaches to classification.
Ritchie’s typology provides a pragmatic safe/unsafe baseline, Statbarn reframe outputs in



Table 2.1: Classification of outputs by type of statistic [42]

Type of Statistics Type of Output General Classification
Frequency tables Unsafe
Magnitude tables Unsafe

Maxima, minima and percentiles
. ) Unsafe
(incl. median)

Mode Safe

Means, indices, ratios,

Descriptive statistics

- Unsafe
indicators
Concentration ratios Safe
Higher moments of distributions
(incl. variance, covariance, Safe
kurtosis, skewness)
Graphs: pictorial representations

Unsafe
of actual data
Linear regression coefficients Safe

Non-linear regression coefficients ~ Safe

. . Estimation residuals Unsafe
Correlation and regression o
Summary and test statistics from

type analysis estimates (R?, x?, etc.) Safe
Correlation coefficients Safe
Factor analysis Safe
Correspondence analysis Safe

terms of disclosure signatures, enabling semi-automation, and RRSA adds an operational
triage dimension, ensuring expert attention is directed where it is most needed.

2.2 Output checking

The goal of the output control is to maximize the use of the datasets while minimizing
the risk of disclosure, guaranteeing that no individual or group can be identified. It is not
possible to tell ahead of the research if an output is going to be released or not. Even though
frameworks such as the safe/ unsafe typology ot the runners, repeaters, strangers, and aliens (RRSA)
classification provide useful guidance for anticipating which outputs are likely to be released,
a more detailed examination of the output checking process is still required.

When performing output checking, there are two types of possible errors, with different
consequences. On the one hand, confidentiality errors refer to releasing an output that should
not have been released, breaching confidentiality. On the other hand, inefficiency errors refer
to not releasing an output that was actually safe. The complexity of this problem led to the
adoption of a hybrid approach that aims to minimize the errors, while trying to reduce the
time it takes to perform the output checking [4].



2.2.1 PBOSDC vs RBOSDC

The two-model approach includes a rules-based output SDC (RBOSDC) (or rule-of-
thumb) and a principles-based output SDC (PBOSDC). Even though the two models could
be used independently from each other, the general idea is to combine the two models trying
to take advantage of each model’s strength. For example, the rule-of-thumb model is faster
and can be used to make a first selection of easily classifiable outputs. After this step, the
principle-based model can be applied to the remaining output to analyze it in more detail and
take context into consideration [[19].

The hybrid model spreads the responsibility for clearing an output. In a rules-based
model, the responsibility lies with the people that design the rules. In this principles-based
model, the responsibility lies with each individual output checker and the researcher [19].

The rules-based model focuses on preventing confidentiality errors, accepting the pos-
sibility of inefficiency errors and uses strict rules. This model requires less interaction and
expertise on the checker’s side. In this case, the checker uses simple rules-of-thumb to label
an output as safe or unsafe. It is important to point out that even though the rules are very
strict, there is a small chance that it may lead to wrong labelling, mainly because context is
not taken into consideration [[19)].

The main advantage of the rule of thumb principle is that rules can be applied more
or less automatically by both researchers and staff members with only limited knowledge of
disclosure control, reducing the burden of the output checking process [[19].

The principles-based model (PBOSDC) takes context into consideration and appears be-
cause simple rules for output checking are insufficient, as simple rules can never take into
account the full complexity of research output. For instance, a table that contains very small
cell counts (maybe even some cell counts of 1) is not necessarily unsafe if, for example, the
data are not confidential. Moreover, when checking output for disclosure, one should take
into account the fact that the checked result may be related to another (previously) released
output. This combination with other outputs can increase the risk of disclosure of the results
[19].

Although this model demands significant time and resources, it minimizes the probabil-
ities of false positives and false negatives. 'The main disadvantages of the principles-based model
are the fact that it requires more time from the statistical offices teams and that it relies on
serious training of the data provider’s staff and of researchers [19].

2.2.2 Disclosure Rules and Output Classes

There are extensive protocols with rules that the statistical offices teams apply when per-
forming the output check. These rules include, for instance, that aggregated results (e.g,,
descriptive statistics such as counts, averages, totals, proportions, etc.) must not refer to a
small number of statistical units (fewer than 3 or 10 units, depending on the data in question)
or that there must be no concentration of observations in the same cell of a given row/column
of a frequency table, nor a dominance of the aggregated value by a small number of units in
a magnitude table.

When doing their research, users must be informed about the main rules applied during
the verification of the outputs they intend to extract, including that only aggregated data can
be provided, under no circumstances is it permitted to make individual-level data (microdata)
available and that it should not be possible to identify individual statistical units or obtain



information on previously unknown attributes related to individual statistical units from the
outputs [4].

The set of rules can be found in Guidelines for the Checking of Output Based on Microdata
Research [4].

RBOSDC Considerations

For RBOSDC Considerations, the rules are grouped below according to their disclosure
control logic. Rules were numbered according to the order in which they appear in table 2.2,

Sample Size and Structural Thresholds These rules ensure that outputs are based on
enough observations to protect confidentiality.

* Rule 1: Each cell/value must be based on at least 10 unweighted units

* Rule 5: Outputs derived from statistical models (e.g,, higher moments, R?, t-tests) are
safe if the model has at least 10 degrees of freedom

* Rule 9: Multivariate outputs (e.g., factor and correspondence analysis) are safe if based
on at least two variables and a sufficient number of observations

Group Disclosure / Dominance Rules These rules prevent identification through con-
centration of values or units in one group or respondent.

* Rule 2: No cell should contain more than 90% of units in any row or column (group
disclosure)

* Rule 3: The largest contributor must not exceed 50% of the cell total

* Rule 10: Correlation coefficients must not be exactly -1, 0, or 1

Disclosure by Identity or Extreme Values These rules address outputs that directly or
indirectly reveal specific individuals or sensitive data points.

* Rule 4: Outputs that directly or indirectly reflect individual data points (e.g, maxima,
percentiles, residuals) must not be released

Graphical and Model-Based Outputs Rules for ensuring models and visual outputs don’t
expose sensitive patterns.

* Rule 6: Graphs are not permitted; only underlying cleared data may be used

* Rule 7: Regression outputs (linear or non-linear) must withhold at least one coefficient
(e.g, intercept)

* Rule 8: No residuals and no plots of residuals should be released.



Table 2.2: Disclosure control rules-of-thumb applied to each output class

Output Class Applied Rules

Class 1: Frequency tables Rule 1; Rule 2

Class 2: Magnitude tables Rule 1; Rule 2; Rule 3

Class 3: aleé’ mintma, Rule 1; Rule 4
percentiles

Class 4: Modes Rule 1; Rule 2

Class 5: efms, indices, ratios, Rule 1; Rule 3
indicators

Class 6: Concentration ratios Rule 1; Rule 3

Higher moments of distributions

Class 7: Rule 1; Rule 5

(variance, covariance, kurtosis, skewness)

Graphs (descriptive or

Class 8: fitted values) Rule 6
Class 9: Linear regression coefficients Rule 7
Class 10: Non-linear regression coefficients Rule 7
Class 11: Estimation residuals Rule 8
Class 12: Summary and test statistics Rule 5
Class 13: Factor analysis Rule 9
Class 14: Correlation coefficients Rule 1; Rule 10
Class 15: Correspondence analysis Rule 9

PBOSDC Considerations

The following principles-based considerations guide output checking when deterministic
rules are insufficient. These are not strict thresholds but contextual criteria applied by trained
checkers to assess disclosure risk in more nuanced scenarios. For Sample Size and Contex-
tual Adequacy, these checks go beyond raw counts to assess whether small groups are being
indirectly highlighted.

e Under PBOSDC, counts between 2 and 9 may be released only when the residual
identification risk is judged negligible after considering: the availability of auxiliary in-
formation that could aid re-identification, the age of the data, sample/design features
that limit credible back-calculation, whether contributors’ rank ordering or member-
ship is publicly known, and the utility/reliability of the estimate. If any doubt remains
the rule-of-thumb should be applied.

* Even if the sample size exceeds the minimum, does the output expose narrow slices of
the population (e.g., 11 women in a specific occupation in a small municipality)?

In Risk of Re-identification by Combination, these considerations address situations where

outputs appear safe in isolation but could lead to disclosure when combined with previous
outputs or public information.
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* Can this output be cross-referenced with previously released tables to isolate individuals
or small groups?

* Are unique combinations of attributes (e.g, geography + rare job + age) presented that
increase re-identification risk?

* Are statistical models (e.g;, regression, correlation) based solely on categorical variables,
effectively revealing unique category combinations?

¢ For percentiles, could external knowledge of rank ordering (e.g;, league tables of firms)
make the percentile respondent identifiable? If so, the percentile should not be re-
leased.

In Sensitivity of Attributes or Outliers, these considerations address whether the attributes
shown carry intrinsic sensitivity or reflect individuals with extreme values.

* Does the output refer to sensitive characteristics (e.g., health, income, sexual orienta-
tion)?

e Are any extreme values shown that might be attributable to a known individual (e.g,,
the only billionaire in a region)?

* For minima, maxima and percentiles, the researcher will always have to provide addi-
tional information to assure that the risk of disclosure is negligible.

¢ What is the variance (dispersion) of values around the reported percentile? If it is very
low or zero (many identical values), there is a risk of group disclosure at that percentile.

* Is the variance around the percentile extremely high with a single value near that cut
point (e.g., a distribution with many high and low values but one central value, so
the 50th percentile/median reveals that unit)? If so, the percentile may pinpoint an
individual and should not be released.

In Visual or Graphical Interpretability Risks, visual representations can pose additional
risks by revealing patterns not obvious in raw numbers.

* Do plotted values (e.g:, scatterplots, maps) visually isolate individuals or rare categories?

* Are graphical elements (e.g, fitted regression lines) revealing extreme influence or re-
sidual patterns?

Case of Statistics Portugal (INE)

Consistent with this methodology, Statistics Portugal emphasises RBOSDC for very well
understood/ confirmed classes (e.g., frequencies, magnitudes) and PBOSDC for provisional/ no
knowledge classes (e.g., quantiles, selected diagnostics/graphics) 15, [16].

INE’s most recent guide articulates the hybrid design (RBOSDC + PBOSDC), sets de-
fault thresholds for common outputs, and specifies reviewer—researcher responsibilities. In
particular, it (i) codifies baseline rules for well-understood classes (e.g., minimum cell counts,
dominance limits, residual degrees of freedom for models); (if) directs contextual review
for provisional classes (e.g., quantiles, certain diagnostics and graphics); and (iii) documents
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researcher-facing requirements (only aggregated outputs, prohibition of microdata, justifica-
tion for borderline cases). The most recent version also consolidates the access workflow,
roles, and disclosure policy, formalizing the hybrid rules-based/principles-based approach
and clarifying researcher obligations (output request form, aggregation restrictions, and doc-
umentation). See Appendix D for INE baseline thresholds at a glance [15].

2.2.3 Automating output checking
Desirable characteristics

In Understanding Output Checking, Furostat listed the desirable characteristics of an auto-
mated output checking process in order for it to be effective and successful, labelling them as
either essential, important and desirable and dividing them into three categories: perceptions
and usability, statistical characteristics and implementation [19].

Among the essential characteristics, in the perceptions and usability the authors named
the importance of user and data center manager acceptance. In statistical characteristics they
consider as essential the need for the model to deal with different types of outputs and to
adapt to the statistical offices protocols. They also listed that primary and secondary dis-
closure must be addressed. Regarding the implementation they classified as essential that the
system is scalable over users and outputs, that the tool should not require regular operational
adjustments and that it should be able to handle auxiliary information [[19].

To know that at which stage should it be applied, in the same document, they suggest
different stages in which the system could be applied:

* End-of-Activity Review (EoAR): Checking after research is complete, which is the current
framework but it is usually slow.

* Reproductive Review (RR): Running outputs through predefined validation models before
approval.

o Seamless Within-Activity Review (SWAR): Integrating checks directly into researcher work-
flows.

e Discretionary Within-Activity Review (DWAR): Allowing researchers to selectively check
outputs before submission after applying SWAR.

Beyond theoretical guidance, concrete tools have been proposed to implement automated
output checking in practice. In Automatic Checking of Research Outputs (ACRO) - a tool
for dynamic disclosure checks [43], the authors introduce a tool developed in STATA for
dynamic disclosure checks. The purpose of the tool is to distinguish between safe and unsafe
outputs as well as the ones that require further analysis based on the disclosure risk. In their
findings they concluded that ACRO has good potential to reduce manual output checking,
The main challenges were the initial adoption of the tool by the team and the need for the
tool to support additional programming languages in order to be useful in secure data centers.

Machine Learning-Assisted Output Checking

In Towards Machine 1earning-Assisted Output Checking for Statistical Disclosure Control [17)], the
authors explore the use of machine learning to partially automate output checking, following
the rule-of-thumb approach.
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In their experiment, they took 14 rules and rewrote them in the following attributes: Ana-
lysisType (e.g. Frequency Table), Output, Confidential (whether the original data is confid-
ential), Context (used variables and filters) and Decision (either Yes for safe or No for unsafe
outputs) (see .3). They then created synthetic datasets based on different rules and attrib-
utes, for both the cases in which Decision is Yes or No. Finally, they trained a feed-forward
neural network with 2 hidden layers of 64 units each and obtained a 94.08% accuracy, a 4.2%
false positive rate and a 7.4% false negative rate. Furthermore, they conducted a series of
experiments to find out if a neural network is able to generalize when exposed to samples
generated from rules it has not been exposed to during training,

Table 2.3: Examples of rules encoding used in Towards Machine L earning-Assisted Output Check-
ing for Statistical Disclosure Control |17

Rule 1 Rules 3a/3b/3c
Analysis Type Frequency Table Maximum / Minimum / Percentile
Output Number of units in each cell Value of Maximum / Minimum /
Percentile
Confidential YES/NO (YES means the data on  YES/NO

which the frequency table is com-
puted are confidential)

Decision YES/NO. The decision is NO if: YES/NO. The decision is NO if
— the output is confidential and data are confidential.
— some cell contains fewer than 10
units or
— a single cell contains more than
90% of the total number of units in
a row or column.

One of the main limitations of the research was that it did not use real log files from the
natural output request process, because they are not public. Furthermore, the research did
not address the principle-based model. However, the results were promising as the system
showed very good results when trained with the whole data set and was able to generalize
when dealing with rules not present in the training data.

Additionally, COACH (COmputer-Assisted output CHecking with Human-in-the-Ioop) extends
the ML-assisted line of research by reproducing the simulated-data experiments of Towards
Machine Learning-Assisted Output Checking for Statistical Disclosure Control, benchmarking multiple
algorithms (e.g.,, feed-forward neural networks, Light GBM), and introducing pre-processing
techniques to bridge gaps between simulated and real data. A key innovation is its Human-in-
the-Loop (HITL) interface, where human checkers review predictions (safe/unsafe), provide
feedback for retraining, and inspect explanations via SHAP. This integration of human ex-
pertise significantly improved results: on real test data, HITL feedback reduced false positives
from 38 to just 3, thereby mitigating the most critical risk in disclosure control (incorrectly
releasing unsafe outputs) while improving model adaptability to real-world cases [40].

Building on this, COACH+ enhances the framework in two main directions. First, it ex-
tends coverage to graphical outputs by incorporating convolutional neural networks (CNNs)
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alongside tabular models. Second, it introduces a streamlined front-end where checkers can
directly upload Excel files and figures, removing the need for manual value entry. In exper-
iments, the combination of CNNs with tabular M. models outperformed random baselines
for image classification, while the refined HITL workflow further reduced false positives and
improved reviewer efficiency. Overall, COACH+ strengthens semi-automation within Trus-
ted Research Environments (TREs), showing how HITL-based feedback loops can enhance
both performance and usability in operational disclosure control settings [45].

In a related line of work, Rigaud et al. (CASD) describe a production-ready, ML-assisted
export-level checker trained on a large corpus of past manual decisions, using feature engin-
eering over diverse file types (including OCR and regex for documents) to generate structured
representations of outputs. The system integrates a Human-in-the-Loop (HITL) loop that
routes high-risk outputs for manual review, while low-risk ones can pass with reduced over-
sight. In their evaluation, XGBoost provided the best trade-off between recall and manual-
control rates, outperforming random baselines. Importantly, the authors outline a strategy of
continuous training and file-level modeling to adapt the checker over time. This work comple-
ments tule-of-thumb tools (ACRO/SACRO) and experimental ML prototypes (COACH/-
COACH+) by demonstrating how a semi-automated pipeline can perform on real, hetero-
geneous export logs rather than on synthetic tasks [41].

2.2.4 Other Statistical Offices

There are researches and changes happening now at some Statistical Offices in terms of
automating the output checking processes. However, this section provides an overview of
the current official protocols at these institutes.

At the Netherlands National Statistics Institute, the user can access part of the data at
their website by agreeing to conform to the legal protections surrounding the datasets. The
allowed researchers can also access the microdata in a controlled setting in two locations (the
Hague and Heerlen) in which they can apply their own software to perform their analysis. The
researcher has to pay a fee for the service and a tariff for using the facilities. There are also
remote facilities that aim to replicate the setting of these controlled environments in which
researchers can access microdata at specific universities or other research institutes, providing
the confidentiality requirements are guaranteed [§]. The output checking is done manually by
Statistics Netherlands [[7].

Similarly, in Germany there are also two options for accessing microdata: the Research
Data Centres (RDC) and other institutes. At the RDC the researchers can do their analysis in
controlled environments at the premises of the statistical offices that are equipped with the
most common statistical programs or languages (R, SPSS, Stata, SAS). On remote execution
settings, data structures files that resemble the original datasets are made available, in which
the researchers can prepare the code in the mentioned languages that will then be applied to
the original datasets by the staff of the statistical officers. In both cases, the output checking
is then done by the RDC staff [[1§].

On the other hand, Statistics Denmark has a system in which users need to run the tabular
outputs through tau-Argus before release. Similarly, in France, the statistical offices allow for
reproductive review but as a way to ensure the validity of outputs and not for checking the
disclosure risk of outputs [[19].

In Australia, the Bureau of Statistics created a tool, TableBuilder, in which the research-
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ers can do their analysis and create their own tables based on microdata. These tables are
automatically processed to protect privacy and confidentiality before the output is provided
to the researchers [37].

In Japan, following a 2019 revision of the Statistics Act, the National Statistics Center
operates a nationwide on-site secure microdata service (21 facilities as of July 2023, mostly
at universities) using thin-client access over SINET; users analyse on virtual desktops and
cannot export files directly - outputs are retrieved and checked by Center staff. Current rules
include a “210 units” principle for statistics, “=10 residual degrees of freedom” for models,
dominance rules for establishment surveys, and optional protections against group disclos-
ure. Practice has highlighted issues such as hidden attributes in composite tables, recalculation
risks when totals and breakdowns are jointly released, and converting decision-tree outputs
to frequency-table form for checking. Ongoing work explores quantile disclosure control
(rounding-suppression) and proposes thresholds such as groups with 240 units and an in-
terquartile range 230% of the median [1].

2.3 Machine learning for classification tasks

In the output-checking context, tabular features are heterogeneous, often sparse, and mix
categorical encodings with engineered indicators. Gradient-boosted decision trees (GBDT)
are frequently highlighted for such settings because they capture nonlinear interactions without
extensive preprocessing, and handle missing values naturally. Among modern GBDT imple-
mentations, XGBoost and LightGBM are widely cited due to scalability and mature tooling
(11}, B1].

XGBuoost is a gradient boosting method that combines decision trees with regularisation
to improve both accuracy and generalisation. It handles missing values efficiently and is well
suited for datasets with many sparse or one-hot encoded features, which are common in
microdata [11]. LightGBM, on the other hand, introduces optimisations such as Gradient-
based One-Side Sampling (GOSS), which focuses on the most informative data points, and
Exclusive Feature Bundling (EFB), which reduces dimensionality by grouping features that
rarely appear together. These techniques make it faster to train while maintaining high ac-
curacy [B31]. Together, these properties make XGBoost and LightGBM highly practical for
output checking, as they can efficiently handle mixed tabular inputs, deal with missing data,
and provide probability scores that can be adapted to meet disclosure control policies.

We also have tree ensembles vs. deep neural networks on tabular data. Comparative stud-
ies on diverse benchmarks consistently show that tree ensembles (including XGBoost and
LightGBM) typically match or outperform contemporary deep neural architectures while
requiring less hyperparameter tuning. Gains from deep models tend to appear only with
very large samples or when combined with learned representations from text or images
[44]. Importantly, the recent studies applying machine learning to output checking (COACH,
COACH+) also adopted LightGBM as part of their pipelines, further reinforcing its suitability
for this task [44, 45].

2.3.1 Evaluation metrics

Output checking is typically cast as a binary classifier (unsafe vs. safe) whose scores are
mapped to three operational bands: safe, review (HITL), and #nsafe. Given the class imbalance
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(unsafe < safe) and the higher cost of false positives, recent work emphasises precision and
low false-positive rates.

Primary metrics for triage are (i) Precision: measuring the proportion of correctly iden-
tified unsafe outputs among those flagged, to limit unnecessary reviews or blocks; (ii) False-
Positive Rate (FPR) and specificity (INR = 1 — FPR) for the safe class, with operating
points chosen to keep FPR low, especially for the block band; (iii) Calibration (Brier score,
reliability curves): ensuring that predicted probabilities correspond to stable precision over
time. PR AUC is often reported, but thresholds are typically selected by precision/FPR rather
than recall.

For point comparisons, the Matthews Correlation Coefficient (MCC) is widely recom-
mended because it remains reliable under imbalance and accounts for all cells:

TP-TN—-FP-FN

MCC = :
V(TP + FP)(TP+ FN)(TN + FP)(TN + FN)

with range [—1, 1] (best = 1) [12].
While many operational triage systems prioritise precision and FPR, this dissertation ad-

opts unsafe-as-positive with recall/FNR as primary, reflecting a conservative stance against

missed unsafe outputs (see Section B.6.3).

2.4 Large Language Models

Large Langnage Models (LLLMs) are artificial intelligence models designed to understand and
generate natural human language. These models are based on neural networks with billions
of parameters and are trained on vast amounts of data. LLMs are capable of performing sev-
eral natural language processing tasks, including text generation, code generation, translation,
classification, and prediction [40].

2.4.1 Architecture

LLMs are based mainly on Transformers, a deep learning architecture introduced in 2017
in _Attention is All Yon Need [50] that is designed to process sequential data by modeling the
relationships between elements in a sequence. This technology is based on the attention
mechanism, which allows the model to focus on different parts of the input, eliminating the
need for recurrence and making natural language processing more efficient [40].

The transformer architecture consists of an encoder, which is responsible for understand-
ing and representing the input sequence, and a decoder that focuses on generating output
sequences. There are different model designs in LLMs based on whether their architecture is
encoder-only, decoder-only or encoder-decoder that determine which specific kinds of task
the model is best suited for:

* Encoder-only models - focus on understanding and representing the input sequence
without generating an output. These models are adequate for tasks that require un-
derstanding, classification or extraction from the input, such as text classification or
sentiment analysis. Some examples are BERT (Bidirectional Encoder Representations
from Transformers) and RoBERTz, an optimised BERT variant [40].
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* Decoder-only models — focus on generating sequences in an autoregressive manner by
processing inputs step by step and predicting the next token based on prior context.
These models are best suited to perform tasks that require sequential output gen-
eration, such as text and code generation or chatbots. Examples include the GPT
series (e.g., GP1-3, GPT-4), L.L.alMA, and the Mistra/l models (e.g., open-mixtral-8x7b,
open-mixtral-8x22b, mistral-medium-latest) [40].

* Encoder-decoder - these models incorporate both the encoder and decoder, making them
well-suited to perform tasks that require transformation from one sequence to another,
such as text-to-text generation tasks, text summarization or text-to-code generation.
Some examples are 15 (Text-to-Text Transfer Transformer) and BART (Bidirectional
and Auto-Regressive Transformers) [40].

2.4.2 Prompt engineering

Prompt engineering refers to the practice of designing and optimizing the input text (or
prompt) provided to a LLM to obtain specific and desired results. This process involves design-
ing clear instructions, providing context and/or examples to help the model better understand
the tasks without altering the models parameters [36]. There are several approaches to prompt
engineering some of which are listed below.

Zero-shot prompting refers to a prompt engineering technique that asks the LLLM to answer
queries or perform tasks without providing any prior examples, relying solely on its pre-trained
knowledge and the instructions given in the prompt [36].

Few-shot learning also known as In-context learning involves providing a LLM with some ex-
amples (input-output pairs) directly within the prompt. These examples demonstrate the task,
helping the model understand the pattern and generalize it to produce the desired responses.
The selection of examples can significantly influence the model’s behaviour and introduce
biases [34].

Single-turn instructions refers to the technique of giving a single, complete prompt to the
LLM that includes all the relevant information (such as instructions, examples, and context)
to perform a task. This approach prioritizes efficiency and clarity by providing everything the
model needs to produce a response without the need for multiple iterations [36].

Multi-turn instructions involves multiple iterations with the LLM, by providing feedback,
refining the task, or guiding the model incrementally. Each turn builds upon the previous
one, for which reason this approach is especially useful for solving complex tasks that benefit
from back-and-forth interaction [306].

Reasoning in LLMs refers to the ability of these models to generate answers to logical prob-
lems, task planning or apply critical thinking by providing reasoning [3G]. For instance, this
might include asking the LLM to explain the reasoning behind a given answer. Reasoning can
be achieved by combining carefully designed prompting styles which structure the input to
encourage logical and structured responses. Additionally, reasoning can be further enhanced
by training the models on specialized reasoning datasets that include examples that require
logical thinking, structured reasoning or problem-solving skills. Some of the prompting tech-
niques for reasonings are:

* Chain-of-thought (CoT) - refers to proving the model with examples that contain not only
the inputs and outputs but also the reasoning process that connects them, showing how
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to break down a problem into logical step-by-step reasoning steps. By including the
reasoning information in the examples, the model is encouraged to generate responses
that follow the same step-by-step approach improving the ability to perform complex
tasks that require logical thinking [36]. Auto-CoT extends this idea by automatically
generating diverse reasoning paths and demonstrations through sampling techniques

[48].

e Self-consistency - based on the idea that the correct answer to a given query is more likely
to appear in different answers and, therefore, includes generating several responses
to the same prompt and choosing the most frequent answer, reducing the impact of
random errors or inconsistencies in reasoning [36].

e Tree-of-Thonght (ToT) improves the LLLM reasoning capability by allowing the model to
explore multiple reasoning paths for a given query and reconsider some steps. It in-
volves looking ahead to evaluate the possible outcomes of a specific reasoning process
and backtracking to rethink the steps that might have led to undesired outcomes [30].

Contextual Prompting |9) refers to embedding external content such as metadata or domain-
specific rules directly into the input prompt to enhance the LLM’s understanding of the task.
This technique is particularly useful for structured data tasks where metadata improves ac-
curacy.

Automated prompt engineering refers to using an agent or similar automated system that in-
teracts with LLM and that provides some feedback to improve the prompt. It may include
approaches such as generating instruction candidates and then searching for candidate solu-
tions to maximize a selected score function introduced in Large langnage models are human-level

prompt engineers [52]

2.4.3 Fine-tuning

LLMs perform well with several tasks, but struggle, sometimes, with specific requests.
Fine-tuning is the process by which a pre-trained LLM is further trained on a specific dataset
to adapt it to specific tasks or domains. By updating the model’s parameters using task-
specific or domain-specific data, fine-tuning enhances the model’s performance for specific
tasks, making it accurate and specialized when compared to a solely pre-trained model. Some
of the different techniques are presented below [30].

Transfer learning takes a pre-trained model and further trains it on a new dataset specific
for a task [30].

Supervised Fine-Tuning (SFT) is the most common and straightforward fine-tuning method,
where the model is trained on input—output pairs to directly imitate the desired behaviour
[38]. In this setting, the LLLM learns to generate the correct response when presented with
a structured prompt, without requiring preference data or reinforcement learning. SFT is
widely used to adapt general-purpose models to domain-specific applications, such as legal
text processing or biomedical question answering,

Instruction-tuning refers to the process of fine-tuning LILMs using datasets that include in-
structions alongside input-output pairs. These instructions usually include multi-task data in
natural language that will guide the LLLM in understanding and responding to user queries by
following the provided instructions in the prompt [36].
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Alignment-tuning refers to the process of ensuring LLLMs generate responses align with
human values and expectations, addressing issues such as false, biased and harmful outputs
sometimes generated by LLMs. A model is considered aligned if it performs well according
to the “HHH?” criteria: helpful, honest and harmless [36].

A key element in aligning models is Reznforcement 1 earning from Human Feedback (RLHF),
a technique that incorporates human feedback into the fine-tuning process of large language
models. RLHF is an iterative process that involves two main steps: reward modeling (RM) and
reinforcement learning (RL) [30]. In reward modeling, a separate classifier (the reward model) is
trained on human-labeled data according to the “HHH?” criteria (helpful, honest, harmless),
ranking LILM-generated responses into preferred and non-preferred. The reward model is
then used to guide reinforcement learning, where the LLLM’s parameters are adjusted to max-
imize the likelihood of producing preferred responses.

An alternative approach, Direct Preference Optimization (DPO), introduced in Direct Preference
Optimization: Your Language Model is Secretly a Reward Model [39], removes the need for training
a separate reward model. Instead, DPO directly updates the LILM by learning from paired
preference data, where one response is marked as preferred over another. Compared to
RLHE, DPO is computationally more efficient, but it relies heavily on well-curated datasets
and may struggle with tasks where preference rankings are subjective or inconsistent.

Parameter-Efficient Fine-Tuning (PEFT) is a collection of methods designed to fine-tune
models for specific tasks, updating only a portion of the model’s parameters and therefore
reducing computational cost and memory requirements. The selection of parameters is based
on the idea that not all model parameters contribute equally to learning task-specific features.
Some of the most used techniques are prompt tuning, LoRA, and adapters. While prompt tun-
ing adds learnable embeddings (vectors) to the model’s input that are stored independently
from the model, keeping the original weights and architecture unchanged, LoRA introduces
trainable low-rank matrices into specific layers, adjusting some parameters but keeping the
original model’s architecture. Lastly, adapters introduce small neural modules between the
model layers, modifying its architecture and adding some parameters [32].

2.4.4 LLMs and Official Statistics

In June 2023, the European Parliament approved a regulation on artificial intelligence
(the AT Act) that aims at ensuring that Al applications are safe, transparent, accountable,
nondiscriminatory, and environmentally sustainable. This act states that human supervision
should prevail in the creation of new tools, outlines specific responsibilities for Al providers
and users, and categorizes Al applications according to the risk they pose to human safety
5.

The lowest level, “limited risk”, stated that Al systems must adhere to baseline trans-
parency guidelines and that users should be able to opt for or against continuing to use the
tools. Among the high risk Al technologies are the ones that could compromise safety or
violate basic rights. The prohibited risk ones include applications that pose a severe threat to
human safety and are forbidden, including social scoring systems, real-time remote biometric
identification tools, with possible exceptions for serious criminal investigations after receiving
judicial authorization [5].

The Al Act turther stipulates that Generative Al systems, including large language models
(LLMs), must adhere to specific transparency obligations. These include providing summar-
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ies of copyrighted material used during training and ensuring that outputs are clearly acknow-
ledged as Al-generated content [5].

In parallel, in May 2023 the European Commission published internal guidelines govern-
ing the use of Generative Al by its staff. These guidelines emphasise strict caution in the
handling of sensitive or non-public information, prohibiting its disclosure to online Al sys-
tems. They also instruct staff to critically assess Al-generated responses for potential biases,
factual inaccuracies, and violations of intellectual property rights, as well as to refrain from
directly reproducing such outputs in official publications. Furthermore, staff are explicitly
advised not to rely on publicly available generative AI models for time-sensitive tasks [5].

Complementing these legal and procedural safeguards, Burostat’s .An Introduction to Large
Langnage Models and Their Relevance for Statistical Offices — 2024 Edition sets out a framework for
the safe and robust application of LLLMs in official statistics. Recommended practices include
the use of clean and curated training datasets drawn from trustworthy sources to reduce the
risk of bias and toxic content, the systematic testing of models with prompts designed to
reveal potential biases, toxic behaviour, or personal data leaks, and the continuous monitoring
of outputs to identify problems and address them through fine-tuning. These measures are
presented as essential to ensure that the deployment of LLMs in statistical offices remains
both reliable and compliant with ethical and legal standards.

2.4.5 LLMs and data cleaning and transformation

One of the challenges of automating output checking at Statistics Portugal is resolving
inconsistencies in historical output and output request documents. LLMs and regex-based
scripts offer promising solutions for the processes of data cleaning and standardization. The
challenges are related to differences in input structure (structured or semi-structured data),
formats and languages.

In Data Integration and Transformation using Large Langnage Models [34], the authors used
LLM to assist in data cleaning and standardization, performing tasks such as standardizing variable
names, handling misformed data, converting data types, schema alignment or error detections.
Metadata was used to provide context in prompt engineering techniques.

Similarly, in LLMs with User-defined Prompts as Generic Data Operators for Reliable Data Pro-
cessing [B3], a framework for data cleaning, transformation and modelling is introduced that
replaces user-defined functions (UDFs) with user-defined prompts. Among the techniques
they applied, they used LLMs to map ambiguous or inconsistent values to standardized values
in the metadata.

The article LLMClean: Context-Aware Tabular Data Cleaning via 1.IM-Generated OFDs 3]
introduces an approach for context-aware tabular data cleaning that uses Ontological Functional
Dependencies (OFDs) - functional dependencies that ensure that data relationships are consist-
ent with domain-specific meanings and hierarchical structures. The methodology involves
introducing domain knowledge and constraints in the prompt design and refinement pro-
cess, which allows the LLM to identify errors in datasets effectively. The authors use models
like GPT or I.I.alM.A-2 to analyze column headers, metadata and samples of the data in order
to map each column to a concept, enhancing the models ability to standardize the datasets
values.

In LIMs, with User-defined Prompts as Generic Data Operators for Reliable Data Processing, 1.1.Ms
were also used for rule-of-thumb anomaly detection by prompting the model to identify data
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patterns and detect anomalies based on implicit or explicit rules in the dataset. The authors
used few-shot learning, providing the LLM with examples, and applied iterative prompt op-
timization based on the feedback from the outputs [33].

Addressing semi-structured and unstructured data is also important. In Redefining Health
Care Data Interoperability [51], the authors focused on cleaning and transforming various types
of health data, including structured, semi-structured, and unstructured text as well as mul-
tilingual data, and incorporating metadata in the process. They addressed datasets or notes
with free-text inputs from which LLMs extracted specific terms, such as medications, with
the associated values. Metadata was used to guide the LLM in interpreting these ambiguous
ot inconsistent data, by prompting the LLM to align the extracted values with metadata rules
or standards (e.g.,, mapping values to a vocabulary or standard terminologies). The authors
addressed the different languages using LILMs to translate the data into a target language that
preserves the domain-specific terminology.

Furthermore, in Relationalizing Tables with Large Language Models: The Promise and Challenges
[25], the authors focused on using ILLMs to transform semi-structured and unstructured data.
The process breaks down the tasks into smaller steps and employs chain-of-thought prompting
to guide the model. By providing the model with the reasoning for each of the required
transformations, this system is capable of isolating and finding solutions to tasks such as
values identification, mapping, and standardization.

Application of Large Langnage Models in Chemistry Reaction Data Extraction and Cleaning [24)
presents a workflow for converting unstructured data into a structured format, using a com-
bination of fine-tuning, prompt crafting, and verification. They used models such as GPT-
3.5 and LILaMA-2 and tested different levels of prompt design (from no prompt to expert-
designed prompts) and concluded that the results improved as the prompts became more
detailed. Regarding fine-tuning, their findings show that the model’s performance can im-
prove up to 200% when trained with domain-specific data.

For Fine-tuning, in RetClean: Retrieval-Based Data Cleaning Using LLMs and Data Lafkes [B5],
the authors explored how retrieval augmented generation and fine-tuning can improve clean-
ing processes. Their findings reveal that fine-tuning can improve up to 30% the accuracy of
the models.

In Automated 1. OINC Standardization Using Pre-trained Large Langnage Models [49], the au-
thors focused on mapping lab test orders and results to their corresponding standardized
concepts in Logical Observation Identifiers Names and Codes (LOINC) - a standard onto-
logy for clinical laboratory tests. This process involves taking the textual descriptions of lab
tests often inconsistent, ambiguous, or varied in terminology and standardizing them by as-
sociating them with LOINC concepts. In their approach they fine-tuned a pre-trained LLM
(T%) first on generic healthcare-related data and then specifically on the task of mapping lab
tests to LOINC, applying contrastive learning to help the model distinguish between similar or
ambiguous descriptions.

2.4.6 LLMs and feature engineering

In Leveraging 1L Ms for Optimised Feature Selection and Embedding in Structured Data [22], the
authors introduced a methodology for combining feature selection techniques with text em-
beddings, using the BERT model to improve the accuracy in the prediction of student em-
ployability. Initially, the authors applied traditional feature selection methods to identify the
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most relevant features in the prediction task. After selecting the features, they converted the
tabular data into text using three variations of BERT, with the aim of leveraging the LLM’s
contextual understanding to generate richer representation of the data and capture relation-
ships and patterns not easily identified with traditional methods. Finally, they applied feature
selection on the textual features.

They used Artificial Neural Networks (ANN), CatBoost and a BERT-based classifiers. In the
results without applying feature selection, ANN achieved the highest accuracy of 79%. After
applying the embeddings, the BERT-based classifier had the highest accuracy of 85%. Their
findings show that the best accuracies came from applying feature selection both before and
after embedding;

On the other hand, in Enbancing Traffic Incident Management with Large Langnage Models- A
Hybrid Machine Learning Approach for Severity Classification |21]], the authors explored how to use
LLMs to extract features from unstructured textual data (accident narratives) in order to com-
bine them with structured data for accident severity classification. These new features allowed
the model to capture contextual data from the accident, which would otherwise be difficult
to obtain from traditional features. They used supervised fine-tuning on task-specific data to
help ensure embeddings capture the relevant details for the classification purposes. In their
findings, they concluded that accuracy significantly improved when the accident description
features were included. From the several analyzed LLMs, their results show that the BERT-
based models had the best performance, while in terms of the prediction tasks, XGBoost has
the highest classification accuracy.

Similarly, in Explainable Cognitive Decline Detection in Free Dialognes with a Machine 1.earning
Approach Based on Pre-Trained Large Langnage Models [14], the authors used LLMs to derive
meaningful features from unstructured textual data (free dialogue), combining it with machine
learning models for predicting cognitive decline. In their approach, they tried to capture
subtle linguistic, semantic and reasoning patterns that indicate cognitive decline, but contrary
to the accident severity classification article, they didn’t do fine-tuning, focusing on prompt
engineering. The authors broke the analysis into smaller tasks introducing instructions with
domain-specific context and implementing zero and few-shot prompting,

The CAAFE [23] framework adds to the discussion, by focusing on the use of dataset de-
scriptions, metadata and domain knowledge to generate and validate new features. The LLMs
generate python code design to create new features based on chain-of-though and contextual
prompting (using the provided data) and the result is evaluated based on metrics such as 7-
tual information ot feature importance scores and accuracy for a specific prediction task. The LLM
iteratively excludes the non useful features based on these results, automating the process to
determine and choose the features that contribute the most to the model performance. In
their findings, they found that the accuracy increased up to 15% compared to baseline models
and reduced the time and effort required for feature engineering;

In Leveraging Large 1angnage Models through Natural Ianguage Processing to Provide Interpretable
Machine Learning Predictions of Mental Deterioration in Real Time [13], the authors generated a
framework that uses LLLMs to extract important features from doctor-patient dialogue to pre-
dict mental deterioration and that prioritizes explainability. In the output of their predictive
model, they added information about which features were the most important to the predic-
tion, something extremely important when dealing with sensitive decisions that need to be
transparent and justifiable.

LLMs features and Class Probability Features are discussed in Product Helpfulness Detection
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With Novel Transformer-Based BERT Embedding and Class Probability Features [29), the authors
introduced a new method, BERT-RE, in which they combined LLM generated with c/ass prob-
ability features to classify the helpfulness of product reviews. They used a BERT-based model
to extract new features from text reviews and used them to predict the class probabilities of
whether the review was classified as helpful or not. These probabilities were then added to the
dataset as new features. Afterwards, they used machine learning models such as Light Gradient
Boosting Machine (LGBM) to predict the helpfulness of the review, achieving an accuracy of
98%, significantly higher than using only the BERT generated features.

For LLMs and feature engineering without training data, in LIM-Select - Feature Selection
with Large Langnage Models [BU], the authors explore how LLLMs are capable of selecting the
most important features in a prediction task from the metadata, without accessing the training
data. They used chain-of-thought, few-shot, contextual prompting and added an iterative logp that
refines the prompts based on the accuracy results. In their research, they found that models
such as GPT+4 and LLaM.A-2, when appropriately prompted, can rival traditional feature
selection techniques without accessing training data, with the I.I zMa models having the best
performance.

2.4.7 LLMs for Compliance Rule Extraction and Checking

In Automated Building Information Modeling Compliance Check through a Large Langnage Model
Combined with Deep 1earning and Ontology [10], the authors used LLMs to extract the compli-
ance rules from unstructured regulatory texts and transform them into structured, machine-
readable formats in the form of ontologies, representing the features and their relationships.
The LLM would then compare each of the building’s features with the rules in the ontology,
such as verifying whether the door’s height aligns with the prescribed standards.

In their finding, they concluded that the LLM successfully extracted the compliance rules
from the documents and translated them into a structured ontology. The model was also
accurate in matching the building features with the corresponding compliance rules. The
final results demonstrated high accuracy when validated against a manually curated bench-
mark dataset, achieving over 90% accuracy, depending on the complexity or ambiguity of the
rule. The LLM was also effective in resolving some ambiguous rules and inferring missing
thresholds or conditions by leveraging its pre-trained knowledge and the provided context.
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Chapter 3

Methodology

3.1 Problem framing

At Statistics Portugal (INE), there are four safe centers located in the headquarters building
in Lisbon, in its Regional Delegations in Coimbra and Porto, and a remote safe center in
the Regional Directorate of Statistics of Madeira (DREM). In these centers, researchers can
access 71 microdata datasets to perform their analysis [28]. The idea behind the safe centers
is to give researchers the maximum freedom in analyzing the data files, so they will produce
outputs of varying sizes and forms (e.g., Zables, plots). These centers do not have access to
the Internet, and researchers are forbidden to extract data without going through the output
checking protocol [[15].

The process researchers go through to access the data at INE (Statistics Portugal) starts
by requesting access to the safe centers and datasets to the Dissemination Service, after which,
if the request is approved, the Methodology Service of the Department of Methodology and
Information Systems prepares the files. Once at the safe centers, the researchers receive the
files, usually in SPSS' (.sav) or plain text format, and they can do their research using whatever
programming language or software they want [[15].

After creating their outputs, the researchers give them to the Dissemination Service, along
with a structured description, the output request documents. The output check is then per-
formed by the Methodology Service of the Department of Methodology and Information
Systems. First, a rule-of-thumb model and then a principles-based model (discussed in Section
are applied to check the output for possible data confidentiality problems. If the output is
deemed safe for disclosure, it is delivered to the researchers who can then use and disseminate
it without restrictions [[15].

Currently, both these models are applied fully manually, which is highly time-consuming
and difficult to scale [19]. Furthermore, this process currently heavily depends on specialized
and trained reviewers who must learn the rules and nuances to perform the output checking
task effectively.

This project proposes an approach to automating the output checking process as much
as possible by integrating machine learning and large language models (LLMs) with comple-
mentary techniques for statistical disclosure control. The current section describes the meth-
odology used, outlining the approaches, techniques, and models considered at each stage, as
well as the key metrics used for evaluation.
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3.1.1 Relation to Prior Work

A preliminary version of this research was presented at the 20th Iberian Conference on
Information Systems and Technologies (CISTI 2025) as .AI-Driven Output Checking for Official
Statistics: Leveraging ILMs and Workflow Automation [(f]. That paper introduced a prototype
implemented in the n8n workflow orchestration framework, demonstrating how large lan-
guage models could be integrated with deterministic rule checks to provide an automated
end-to-end output checking pipeline. The prototype relied primarily on synthetic test cases
and focused on feasibility rather than large-scale evaluation. With this prototype we were able
to validate the capacity of LLMs to assist in the extraction of features from user queries, as
well as to interpret the context of outputs and support disclosure control.

The present dissertation builds directly on that work while extending it in several import-
ant directions. First, it incorporates historical output requests and associated outputs from
Statistics Portugal, enabling model training and evaluation on real data. Second, it introduces
systematic metadata retrieval and feature engineering to standardise outputs and requests into
machine-readable form. Third, the dissertation explores the use of machine learning models
(XGBoost and LightGBM) for disclosure risk prediction, alongside LLM-based assessments,
allowing for a comparative evaluation of rule-of-thumb, ML, and LLLM approaches. Finally,
the system design integrates these components into a hybrid framework that addresses the
limitations of the eatlier prototype, with a particular emphasis on reproducibility, calibration,
and scalability for operational deployment.

These advances set the stage for the system architecture presented in the next section,
where the rule-of-thumb, machine learning, and LILM components are integrated into a uni-
fied output checking pipeline.

3.2 System Architecture

Building on the preliminary prototype and the extensions described in this dissertation,
the proposed system implements a semi-automated workflow that integrates deterministic
rules, machine learning models, and large language models (LLMs) for output checking in
official statistics. The aim is to reduce manual effort while maintaining transparency, repro-
ducibility, and compliance with disclosure control requirements. The following subsections
detail the main components of this architecture and how they interact within the hybrid frame-
work.

Figure B.1] provides an overview of the end-to-end architecture. The process begins with
the researcher’s submission of outputs and corresponding output request forms, and ends
with a checked output accompanied by an explanation that can be reviewed by disclosure
control experts.

The full system was developed in Python, with all components (rule-of-thumb scripts,
feature extraction, ML models, and LLM integration) integrated into a single, reproducible
codebase.

After receiving the output, the system goes through the output preparation in which the
required features will be extracted and the output will be formed in a way so that the following
disclosure safety assessments can be performed.

Third, a rule-of-thumb checking module applies a set of deterministic scripts to evaluate dis-
closure risks under established rule-of-thumb criteria. Fourth, the results are passed to a
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machine learning disclosure classification model (ML-SDC), trained on historical labeled outputs.
This model predicts whether the output is safe or unsafe for release by combining the extracted
structured features with the results of the rule-of-thumb checks.

Finally, a large language model agent integrates all available information - including the re-
searcher’s description, metadata, rule-of-thumb outcomes, ML predictions, and qualitative
guidelines - to produce a final classification. The output of the LLLM contains the decision
label (SAFE, Unsafe, or Needs_Info), as well as an explanation that documents the reasoning
behind the decision. This explanation supports both researchers and disclosure checkers by
improving transparency and making potential risks more explicit.

<[>
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CI preparation check
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Principle-based <:| Machine learning
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Figure 3.1: Overview of the automated output checking workflow. The process begins with
output preparation, then undergoes rule-of-thumb, machine learning, and LLM checks, be-
fore returning a checked output with an accompanying explanation.

3.3 From Rules to Features

Building on the system architecture outlined in Section @, the next step is to translate
disclosure control guidelines into concrete features that the automated system can evaluate. In
practice, this means converting the principles and rules described in the Guidelines for the Chectk-
ing of Output Based on Microdata Research [4], and summarized in Section R.2.4, into measurable
variables. These features serve as the basis for both the rule-of-thumb and principles-based
models, and their definition depends on the source of information available (e.g., output re-
quest, output, metadata, or original dataset). The remainder of this section details the required
features and their sources, concluding with a structured summary.

First, the rule-of-thumb disclosure checks. Rule-of-thumb disclosure checks provide a
deterministic safeguard to ensure that outputs derived from microdata do not compromise
confidentiality. In this project, eight checks were derived from the rules, each addressing a
specific aspect of disclosure safety. The complete list of required checks is presented in Ap-
pendix B, while Table B.1 summarizes the applicability of each check to different output types.
Below, we outline the key checks:

1. Cell count (Check 1): Each output (e.g, table cell, summary statistic) must be based
on at least 10 unweighted units.
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2. Row and column proportions (Check 2): No single cell should represent more than
90% of the units in any row or column.

3. Maxima, percentiles, residuals (Check 3): Outputs that directly or indirectly reflect
individual data points cannot be released.

4. Largest contributor (Check 4): The value of the largest contributor in a cell should
not exceed 50% of the cell total.

5. Perfect or null correlations (Check 5): Correlation coefficients equal to -1, 0, or 1
are flagged as disclosive.

(@)

. Model degrees of freedom (Check 6): Model-based statistics (e.g., R?, P-tests) must
be estimated with at least 10 degrees of freedom.

7. Variable count in multivariate outputs (Check 7): Multivariate methods such as
factor or correspondence analysis must include at least two variables and a sufficient
number of units.

8. Coefficient withholding in regression (Check 8): At least one regression coeffi-
cient (e.g, the intercept) must be withheld from publication in both linear and non-
linear regression models.

Table 3.1: Rule-of-thumb checks applicable by output type.

Output Type Cl C2 C3 C4 C5 C6 C7 C8

Frequency Tables X
Magnitude Tables (Means, Totals)  x
Maxima / Minima / Percentiles® X
Modes X X
Means / Ratios / Indicators X
Concentration Ratios X
Higher Moments (e.g., Variance) X
Graphs / Visuals®

Regression Coefficients X X X
Residuals®

Summary / Test Statistics X X

Factor / Correspondence Analysis

<
<

Correlations X X

* Maxima/minima generally not released; percentiles are often withheld due to individual-level disclosure.
b Graphs are not released; however, cleared data may allow external reconstruction.
¢ Residuals and residual plots are not released.

It should be noted that some checks, particulatly those related to dominance, are difficult
to apply directly. For example, researchers are not expected to provide the value of the largest
respondent, since doing so would itself reveal confidential information. In such cases, the
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output should be retained until additional assurances can be obtained from the researcher or
validated through secure data access.

Second, features for Principles-Based Disclosure safety assessment. In addition to de-
terministic rule checks, certain outputs must also be assessed against principles-based disclosure
control considerations. Table in Appendix [ provides the detailed mapping of risk con-
siderations and key characteristics by output type. For clarity, Table B.J below summarizes the
main principles-based risks, grouped according to the four categories defined in Section 2.2.2.

Table 3.2: Summary of principles-based risk considerations by output type.

Sample Size Combination Sensitive Graphical /

Output Type Adequacy Risk Attributes  Visual Risk
Frequency Tables X X X

Magnitude Tables X X X

Regression Outputs X x? X X
Percentiles / Max / Min X X X

Graphs / Maps X X X
Residuals / Diagnostics X X X
Time Series / Trends X X X

* Includes regressions (linear or non-linear) and cortelation coefficients based solely on categorical variables,
which may reveal unique category combinations.

At present, these contextual features are evaluated manually by the output checking team,
who interpret them in light of Eurostat and national guidelines. In the proposed system,
however, they are assessed not through fixed thresholds but through machine learning and
LLM-based agents, which can interpret context and identify nuanced disclosure risks that
deterministic rules alone cannot capture.

3.3.1 Feature Sources

When the output alone is sufficient to determine release eligibility, it only needs to be
normalised into the format required by the checking system. However, the more information
or calculations are required, the more complex the whole system becomes.

Some of these calculations can be computed directly from the released output (e.g., row/-
column group proportions in frequency tables). Others, however, require further informa-
tion that can come from metadata, the output request document or even from the underlying
dataset.

For example, when assessing the disclosure safety of a frequency table, cell counts and row/ -
column group proportions can usually be checked directly from the output. By contrast, for
magnitude tables the same checks often require microdata: to compute the cell count the system
must recover the exact variables used and replicate any filters; only after reconstructing the
analysis population can it compute each cell’s count. As a practical workaround, users are
sometimes asked to provide the corresponding frequency table built with the same groupings
and filters. However, to check the largest-contributor proportion, the original dataset is still
required.

For this reason, features were labeled based on their source(s): Output, Output request
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document, Metadata, Dataset or External source. This information is summarized in Ap-
pendix E

Practical issues, such as mismatches in variable or dataset names, incomplete or ambigu-
ous output requests, missing metadata, or restricted access to the original dataset, may prevent
the computation of required features and, consequently, hinder a full assessment of disclosure
risk.

The process of feature extraction, therefore, follows a priority order based on depend-
encies and data availability, ensuring that easily computable features (e.g., from outputs) are
retrieved first, before resorting to more complex sources (metadata or microdata).

From the output (first and preferred): Whenever possible, the system reads directly from
the submitted result (e.g;, table, model printout, CSV). From these files, it extracts the repor-
ted statistics (for example, counts, means, percentiles, and coefficients), the cell values, and
totals. For frequency and cross-tab outputs, it also derives row/column shares to assess
group proportions. When provided, it records the number of observations used, the number
of coefficients or variables, the positions of any percentiles, the presence and granularity of
graphs or residuals, and the reported degrees of freedom.

From the output request: Next, the system parses the researcher’s request to capture in-
tent and scope. This includes identifying the dataset names and variables referenced, the filter
conditions that define the analysis population, the intended statistic or output type (e.g., fre-
quency table, regression, mean, percentile), the aggregation level (such as sex or NUTS 3), and
any temporal references (for example, “2021” or “last five years”). This layer helps reconcile
what was asked with what appears in the output.

From metadata: The request is then matched to dataset metadata to retrieve structural
and sensitivity characteristics that qualify disclosure risk. Relevant details include the sample
design, dataset size, the types of variables, the available geographic granularity, and reference
period. Even when microdata are not accessible, these metadata provide an initial basis for
disclosure control by flagging sensitive variables or confidential sources.

From the original dataset (conditional): When microdata access is permitted (for ex-
ample, within a safe centre), the system can compute features that cannot be recovered from
the output alone. These include unweighted cell counts when they are not printed, organ-
isational dominance metrics, and the largest-contributor share. It can also derive degrees
of freedom where not reported and perform variance or outlier checks, as well as aggregate
residual diagnostics. Although this step was included in the system design, it was not fully
implemented in this internship due to time constraints. Nevertheless, it remains a critical part
of a complete disclosure control pipeline and provides a clear avenue for future work.

External data. To operationalise PBOSDC considerations (Section R.2.2), the system could
consult non-confidential external sources - e.g., prior official releases (to detect cross-release
linkage/differencing), public rank lists. For this internship, no external features were used;
results rely only on the output, the output request, metadata, and, where available, the under-
lying dataset.
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3.4 Metadata Retrieval and standardisation

A consistent layer of dataset metadata was required to contextualize both output requests
and extracted outputs (e.g, dataset contents, available years, variable names and labels, and
auxiliary documentation). Although Statistics Portugal provides a catalog document with
links to structured metadata for each dataset [27], the information is fragmented and not
standardized, which makes it difficult to use directly in automated systems.

To address this, we carried out a process of metadata retrieval and standardisation, produ-
cing a single consolidated file that harmonizes all available metadata (including dataset names,
descriptions, and variable dictionaries). The workflow followed six steps: (1) harvesting offi-
cial links from the INE catalog PDF; (ii) parsing the PDF for dataset codes, names, frequency,
and notes; (iii) bulk-downloading the linked files; (iv) post-processing container formats; (v)
extracting variable dictionaries from Excel, PDF, and HTML sources; and (vi) merging the
outputs into a unified, analysis-ready table. These steps are described in detail in Section 1]

3.5 Output standardisation and Feature Extraction

This section describes how outputs and output requests are standardized, processed, and
encoded for use in rule-of-thumb, machine learning, and LLM-based disclosure checks. A
unified logic ensures consistency across real-time evaluation and the processing of historical
outputs used for training and validation.

Beyond normalisation, LLLMs were used to propose candidate features from request text
(variables, filters, group keys), which were then validated deterministically and binarised for
the ML model. This hybrid pattern - LLM-assisted proposal, deterministic validation - follows
recent work showing gains from leveraging language models for feature creation/selection
while keeping the final representation tabular and auditable [22, 21, 14, 23, 29, 30].

3.5.1 Output Ingestion and Preprocessing

In the proposed system, multiple types of researcher-submitted outputs must be suppor-
ted, including tabular results (e.g., frequency tables, cross-tabulations), statistical summaries
(e.g., means, percentiles), and model outputs (e.g., regressions). Each output is transformed
into a structured format (typically CSV) to allow for automated analysis. Where possible,
metadata identifiers - such as dataset names or variable references - are also extracted from
the output or accompanying documentation and linked to the standardized metadata layer
described in Section 3.4,

For disclosure control, outputs are normalised into a tabular structure in which each row
corresponds to a single reported item, enriched with contextual features such as dataset name,
variables used, applied filters, and output values. This representation follows a similar ap-
proach to that described in Towards Machine 1 earning-Assisted Output Checking for Statistical Dis-
closure Control [17].

In some cases, preprocessing requires computing auxiliary statistics, such as row and
column distributions in frequency tables. These enable the evaluation of disclosure risks,
for example, verifying that no single cell accounts for more than 90% of a row or column
total (group disclosure) [4]. Outputs that cannot be easily parsed - such as graphs, free-text
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summaries, or unsupported formats - are flagged for manual review. Further details on fea-
ture computation are provided in Section f.3.1.

3.5.2 Output Request Documents

As explained in Section , the output request is a form provided by the Dissemination
Service that captures a structured description of the researcher’s analyses. Statistics Portugal
is developing a new version of this form. However, for this study, we use the previous version,
since most historical requests are in that format and the new one is still under development.

The form is a table, where each row corresponds to one requested output. For each
output, the researchers must provide the variables used, the filters applied, the result type (e.g.,
table, chart, correlation, regression model), the physical file name, and the folder where the
output is located. Document-level metadata (applying to all outputs) should also be supplied:
researcher name, submission date, project title, and dataset(s) used.

Some output request forms are completed clearly and allow the main characteristics of
each output to be captured. However, much of the time, the information is missing, unstruc-
tured, or misspelled. Common problems include: (i) missing information (fields left blank);
(if) vague variables, filters, or aggregations (entries such as “All” or “Not applicable”); (iii)
multiple outputs described in a single row; and (iv) references to other outputs either in the
same document or in past documents.

Table 3.3: Illustrative output request

Field Entry
Dataset name 1.8-1RS; 4.4-IMT; 6.3—QP; 2.4-SCIE
Variables used The computation is based mainly on the variables Tozal income and Consignations (ear-

marked donations), taken from the IRS assessment notices and the front pages of
the IRS returns (1.8—IRS).

Analysis rules (filters) — The filters remain the same, and the same process of aggregating consecutive years
is applied to ensure that each observation corresponds to at least three units.

Result type Parish—year—level table with: mean, median, and standard deviation of incomes
(evels and logs); income shares of the top 1%, top 5%, and bottom 50%; the per-
centage of individuals in each income percentile; and the percentage who allocated
0.5% of IRS to charities.

Table @ illustrates an output request that presents several issues for automation: (i)
multiple outputs per row, as the “Result type” mixes several distinct outputs; (ii) cross-references,
such as “filters are the same as before,” which are not self-contained; (iii) ambignous datasets,
where multiple sources are listed but not clearly matched to specific outputs; and (iv) vague
variables, such as “based mainly on,” which do not specify the exact inputs.

To address these challenges, a stage was added in which relevant features are extracted and
encoded from the request documents. Specifically, the output request is parsed to identify
and standardise the #ype of output (e.g., frequency table, correlation), filters or rules applied (e.g.,
geographic restrictions, age thresholds), grouping level (e.g., freguesia, municipality, country),
sensitive content indicators (e.g., income, top 1%), and metadata elements. These features are stand-
ardized using a combination of regular expressions, keyword mappings, and large language
models (LLMs). This step allows the system to capture essential characteristics of the outputs
without requiring access to either the outputs themselves or the underlying microdata.
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This methodological choice is supported by recent studies showing that LLLMs can effect-
ively assist in data cleaning and transformation, particulatly for tasks such as variable name
standardisation, schema alignhment, and handling ambiguous or inconsistent values [34, 33].
In line with the findings of LI MClean: Context-Aware Tabular Data Cleaning via ILM-Generated
OFD:s [3], metadata and domain knowledge were incorporated into prompts to improve con-
textual accuracy in mappings. Furthermore, since many requests contained free-text in mul-
tiple languages, the approach also draws on insights from multilingual cleaning frameworks,
ensuring that terminology remains consistent across Portuguese and English entries [51]].

3.5.3 Processing Historical Outputs

In addition to preparing current researcher submissions, this study required building a
dataset of historical outputs for training and evaluation. These outputs, archived in multiple
formats and folders, were retrieved and reformatted into the standardized tabular structure.
A dedicated pipeline was developed to traverse directories, extract outputs and output re-
quests, and harmonize their representation, ensuring consistency with the features used in
the automated system. The details of this retrieval and processing workflow are provided in

Section [£.2.

3.6 Disclosure safety Evaluation

The disclosure safety evaluation is a complex task that involves complementary reasoning
paths. On the one hand, the strict rules (rule-of-thumb) allow for a quick labelling of either
safe or unsafe outputs. While these rules are relatively straightforward, they may still require
some contextual awareness [19]. For this reason, a hybrid system was developed that goes
through three steps:

* Rule-of-thumb Output Statistical Disclosure Control (RBOSDC) - the first step in
which the deterministic rule-of-thumb model is applied.

¢ Machine learning (ML) - in the second step, a machine learning model is applied that
will predict the output disclosure safety based on historical data.

¢ Principles-Based Output Statistical Disclosure Control (PBOSDC) - in the last step, an
AI-Agent analyses the output with the corresponding RBOSDC and ML labels, making
a more complete analysis of the output disclosure safety.

3.6.1 Rule-of-thumb Output Statistical Disclosure Control (RBOSDC)

The rule-of-thumb layer constitutes the first stage of automated statistical disclosure con-
trol, providing a conservative baseline classification of each parsed output. By the time this
stage is applied, the system has already identified the output type and computed the relevant
descriptive statistics. The RBOSDC procedure then applies a set of predefined thresholds,
derived from international guidelines, to these statistics in order to classify each output as
SAFE, UNSAFE, or NO_DATA. In this way, every output undergoes a fast and transpar-
ent initial screening, which can subsequently be refined by the more nuanced principles-based
review.
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For each output, the RBOSDC layer produces a structured record that includes the over-
all rule-of-thumb label, the detailed results of individual rules, and supporting diagnostics.
The overall label, stored in the field rule_based, can take one of three values: SAFE, SAFE,
or NO_DATA. Alongside this, the system records per-rule Boolean indicators, to register
information such as violations of the minimum cell-size threshold or breaches of the domin-
ance rule. In addition, summary diagnostics are reported to quantify the extent of violations,
for example, the number and share of cells failing Rule 1, or the residual degrees of freedom
in regression models. These indicators provide a transparent explanation of why an output
has been flagged and enable downstream modules to incorporate not only the final label but
also the underlying evidence.

Special consideration was given to the treatment of maxima and minima, which are subject
to a general “not for release” policy due to their high disclosure risk. Since these statistics are
often embedded within broader descriptive tables rather than appearing as standalone outputs,
the RBOSDC layer includes explicit flags that detect the presence of maxima or minima in
the submitted result. This additional measure ensures that outputs containing such statistics
are reliably captured and subjected to stricter review.

Implementation details of these checks are presented in Section .4,

3.6.2 Constructing Output-Level Labels

A key methodological challenge in preparing data for supervised models was the definition
of reliable target labels. At Statistics Portugal, approval decisions are issued at the folder level:
a submission is either cleared or rejected in its entirety. While this guarantees that no unsafe
outputs are ever released, it also introduces ambiguity when training at the individual-output
level, since safe outputs may appear within folders rejected due to other disclosive elements.

To mitigate this, we combined the institutional folder labels with the deterministic rule-
of-thumb checks, using the latter to filter cases where the folder label was a poor proxy for
per-output safety. The resulting curated labels preserve all genuinely safe outputs, retain cases
of principles-based overrides (where rules flagged unsafe but the final decision was safe), and
anchor deterministically unsafe outputs. This procedure ensures that the target variable for
machine learning reflects institutional practice while remaining consistent with the output-
level ground truth.

3.6.3 Machine Learning—Based Statistical Disclosure Control (ML—-
SDC)

To complement the deterministic rule-of-thumb layer, a supervised learning compon-
ent was introduced. The purpose of this layer is to capture patterns of disclosure safety
that cannot be fully addressed by rigid thresholds, especially in cases where principles-based
considerations apply (see Section 2.2.2). In particular, the ML layer is useful for identifying
borderline cases in which rule-of-thumb checks would suggest suppression, yet expert review-
ers approved the output after contextual judgement. It also contributes additional sensitivity
for magnitude tables, where contributor-level details are often missing from the researcher’s
submission.

Unlike the RBOSDC layer, which operates at the granularity of individual table cells, the
ML classifier treats the entire output as a single observation. This representation aligns more
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closely with how disclosure decisions are taken in practice and allows the model to exploit
dependencies across features.

Training Data Preparation

Following the construction of the output-level labels described in Section B.6.3, the next
step was to prepare a clean and structured dataset suitable for machine learning. This required
a combination of filtering, feature transformation, and encoding to ensure that heterogen-
eous information from both outputs and requests could be integrated into a single tabular
representation. Through this pipeline, raw outputs, rule-of-thumb checks, and LLM-derived
features were systematically transformed into a structured machine-learning table. This en-
sured that the models were trained on a dataset that was both representative of real-world
output requests and sufficiently clean to support robust predictive performance.

The first step was to remove inconsistencies between institutional labels and rule-of-
thumb classifications. In particular, outputs that had been marked as Reprovado by Statistics
Portugal but which were flagged as SAFE by the RBOSDC system were excluded, as these
cases represented likely folder-level artefacts rather than genuinely unsafe content. Outputs
with missing rule-of-thumb classifications were also discarded.

Next, a set of core variables was selected, including identifiers, output type, dataset code,
rule-of-thumb diagnostics, frequency table structure, model degrees of freedom, variables
referenced, and filters applied. Textual noise in the variable lists was cleaned through regular
expressions, removing artefacts such as boilerplate words or formatting tokens. Variables
were then parsed into Python lists and transformed into a sparse binary representation using
a multi-label binariser, thereby enabling their inclusion as features without imposing artificial
ordering.

'To harmonise the column names and avoid conflicts, all feature names were normalised to
ASCII, lowercased, and stripped of punctuation, with deduplication applied where necessary.
Categorical fields such as output type were expanded into dummy indicators, and interac-
tion features were created, for example the product of row and column category counts to
approximate table size. Rule-of-thumb outputs (SAFE/SAFE) and associated checks were
recoded into binary form, and the institutional label (Aprovado/ Reprovado for SAFE/SAFE,
respectively) was likewise mapped to a numeric target variable.

Additional features were engineered from the structured information extracted during
the output and output request feature extraction process. Mentions of variables, sensitive
variables, filters, and aggregation terms were all transformed into binary dummy indicators,
allowing their presence or absence to be explicitly represented in the feature space. For
example, if an output request referenced the variable rendimento, a corresponding feature
var_rendimento was set to one. In the case of sensitive variables, these dummy columns (e.g,,
request_sens_rendimento) were further collapsed into aggregate flags, such as whether any
sensitive variable of any category was referenced.

This layered encoding strategy ensured that detailed request-level information was pre-
served in a machine-readable form, while the aggregate indicators provided higher-level sum-
maries that capture the overall presence of sensitive content, filtering logic, or aggregation
strategies. The combination of granular and aggregate features allowed the machine learning
models to leverage both fine-grained signals and broader contextual patterns in predicting
disclosure safety.

Finally, to balance the dataset and avoid domination by majority classes, stratified sampling
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was applied within each combination of rule-of-thumb and institutional labels, capping the
number of examples per cell at 200. This produced a balanced dataset suitable for model
training and evaluation, while preserving diversity across output types and request contexts.
To verify robustness, we also experimented with training on the full, imbalanced dataset. In
this case, evaluation was performed on the same imbalanced test distribution, allowing direct
comparison of the balanced versus imbalanced training regimes. Performance was assessed
using metrics such as PR-AUC and MCC, which remain informative under imbalance and
thus enabled a fair comparison between the two approaches.

Models considered

Given the tabular structure of the engineered features, we focused on gradient-boosted
decision trees, which are widely recognised as the state of the art for heterogeneous tabular
data. We evaluated two mature implementations, XGBoost [11] and LightGBM [31]], chosen
for their robustness, efficiency on sparse high-dimensional features, and ability to produce
calibrated probability outputs suitable for disclosure control.

Both models were trained under a common recipe. We used stratified /K -fold cross-
validation with early stopping to prevent overfitting, and applied class weights to mitigate the
natural imbalance between safe and unsafe cases.

To assess the marginal value of different sources of information, we performed abla-
tion experiments based on cumulative feature bundles. The baseline set, BO, consisted of
RBOSDC features such as rule flags and violation intensities. Bundle B1 extended this with
structural descriptors of the output. Bundle B2 corresponded to BO + B1, B3 to the variables
and filters extracted from the output request, and Bundle B4 incorporated all the bundles (BO
+ B1 + B3).

Metrics and operating points

For clarity, we adopted the convention of treating the unsafe class as the positive class.
True positives (TP) are outputs predicted unsafe and truly unsafe, false negatives (FN) are
unsafe outputs misclassified as safe and correspond to the confidentiality errors, false positives
(FP) are safe outputs unnecessarily flagged as unsafe and correspond to the zuefficiency errors,
and true negatives (I'N) are safe outputs correctly identified as such [[19)].

Evaluation was driven primarily by the need to minimise false negatives, that is, the risk
of classifying a genuinely unsafe output as safe. Accordingly, recall (sensitivity) for the unsafe
class was the main optimisation target, with the false negative rate (FNR) defined as 1 — Recall
monitored closely.

Secondary metrics were reported for completeness and comparison: overall accuracy,
precision, precision-recall curve (PR AUC), the Matthews Correlation Coefficient (MCC),
the latter two being particularly informative under class imbalance [12]. Precision and the
false positive rate (FPR) were also tracked, but they were not the primary tuning objectives.

Under this convention, recall is computed as TP/ (TP +FN), precision as TP/(TP+FP),
and the false positive rate as FP/(FP + TN).

To quantify the incremental value of different sources of information, all metrics were
reported across the cumulative feature bundles BO—B4. This allowed us to evaluate not only
the absolute performance of the models, but also the marginal contribution of structural
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descriptors, request-derived variables and filters, and metadata to the overall predictive accur-
acy.

3.6.4 LLM Statistical Disclosure Control (LLMSDC)

Finally, an Al-driven layer was introduced to complement the rule-of-thumb and machine
learning components. This layer, implemented as an Al agent, evaluates outputs against qual-
itative disclosure control principles derived from official guidelines. Its role is to reconcile de-
terministic classifications with contextual considerations, thereby providing a final decision
together with an explanatory rationale. In practice, the agent operates as a principles-based
validator that can confirm, refine, or override prior classifications depending on the circum-
stances.

The workflow is built upon structured prompt engineering, designed to optimise the re-
liability and interpretability of the principles-based evaluation. Several design strategies were
employed. First, the prompts incorporated a chain-of-thought reasoning structure, requiring
the model to validate the rule-of-thumb classifications before proceeding to a qualitative as-
sessment of the contextual risks. Second, context awareness was embedded into the process
by allowing conditional overrides: when a violation was flagged as unsafe under deterministic
rules but the surrounding context indicated reduced risk, the Al agent could justify and re-
cord a principles-based exception. Third, few-shot prompting was used to anchor the model’s
behaviour. Realistic examples of flagged violations accompanied by contextual justifications
provided a template for consistent reasoning. Fourth, contrastive instructions were included
to reinforce boundaries by specifying what the model should not produce - for instance, nat-
rative explanations in free text or deviations from the prescribed output schema. Finally, strict
format control was applied by constraining the output to structured JSON, ensuring seamless
downstream integration into the automated workflow.

Our principles-based layer uses structured prompts to align outputs with qualitative rules
(e.g., sensitive attributes, combination risk). This mirrors LLM-based compliance pipelines
that extract norms from unstructured policy text and apply them to structured artifacts [10].
As in that literature, we privilege explainability: decisions are returned with compact rationales
and referenced risk factors.

Model selection

Three variants of large language models (LLMs) were evaluated. The first was open-mistral-
7b, a 7B parameter dense model used as a lightweight baseline. The second was gpen-mixtral-
8x22b, a mixture-of-experts model with substantially higher capacity for reasoning. The third
was mistral-medinm-latest, which was tested both in its original form and after fine-tuning on
disclosure-control instructions. This setup enabled a systematic comparison across general-
purpose open models, a stronger mixture-of-experts architecture, and a domain-adapted
model, allowing us to assess both baseline performance and the benefits of task-specific fine-
tuning;

Fine-tuning Setup for Output Checking

While pre-trained LLMs demonstrate strong general capabilities, they often struggle with
highly specific tasks such as statistical disclosure control (SDC). To adapt the model to this
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domain, fine-tuning was applied. As discussed in Section P.4.3, fine-tuning allows a pre-
trained LLM to specialize on task-specific data, improving performance compared to a purely
general-purpose model [36].

In this study, the approach followed an znstruction-tuning paradigm: each training example
combined structured and unstructured context (e.g., the researcher’s description of the reques-
ted output, results of rule-of-thumb checks, principles-based guidance, and machine learning
predictions) with a gold structured answer. The target format was a strict JSON schema
containing a classification label (SAFE, Unsafe, or Needs_Info), a rationale, agreement with the
machine learning model, identified risk factors, and recommended actions. This ensured that
the model not only classified but also produced transparent and auditable justifications.

The training dataset consisted of approximately 200 labelled outputs from Statistics Poz-
tugal’s historical requests. Each observation included the following elements: All_context_
final, tb_check, rb_checks, principles_rules_text, ML._label, ml_score, and the expert-assigned
Output_checking label. By explicitly mapping these inputs to the JSON schema, the model
was guided to integrate heterogeneous information into structured assessments.

The base model selected for fine-tuning was mistral-medium-latest, chosen as a balance
between performance and efficiency. The fine-tuning process optimized the model over three
epochs. A supervised fine-tuning (SFT) setup was adopted, where the model directly learned
from input—output pairs, combined with an instruction-tuning design to ensure adaptability
to heterogeneous requests. More advanced strategies such as alignment-tuning or parameter-
efficient fine-tuning were considered in the literature (see Section .4.3), but were not required
in this study given the modest dataset size and the highly structured JSON format. In this
context, SFT was sufficient to adapt the model without the overhead of reinforcement learn-
ing or preference-based optimisation.

Evaluation design and metrics

The evaluation of the large language model (LLM) for output checking followed the same
principles and metrics as those used in the machine learning stage (Section B.6.3). In partic-
ular, accuracy, precision, recall, false positive rate (FPR), Matthews Correlation Coefficient
(MCC), and the area under the precision—recall curve (PR AUC) were reported, with recall
and FNR receiving particular emphasis given the operational need to avoid false negatives.

To disentangle the contribution of different information sources, three complementary
evaluation settings were considered. In the rule-of-thumb only (RB-only) condition, the agent’s
decision was based exclusively on deterministic rule checks. In the machine learning only (ML-
only) condition, the agent relied solely on the predictions of the supervised model. In the
combined (RB+ML) condition, the agent integrated both sources together with its principles-
based reasoning to produce the final classification.

In addition to benchmarking performance against human-assigned ground truth, we also
assessed the level of agreement between the LLLM’s decisions and those of the rule-of-thumb
and machine learning layers individually. This comparison provides insight into the extent
to which the LLM reinforces, complements, or diverges from the existing approaches. Ti-
nally, the proportion of cases in which the model returned a Needs_Info label was tracked, as
these correspond to outputs where the system abstains from making a definitive decision and
instead signals the need for human review.

This evaluation design enabled a unified comparison across rule-of-thumb, ML, and LLM
components, while highlighting the specific added value of the LILM in capturing principles-
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based considerations that go beyond deterministic or statistical thresholds.

3.7 Prototype Development

As a proof of concept, we developed a prototype system that replicates the full output-
checking pipeline on a single request. Given an output and its corresponding request docu-
ment, the prototype performs the same preprocessing steps described for the training data:
metadata extraction, feature engineering, and alignment of variables and filters. The pro-
cessed output is then passed sequentially through the three layers of the framework:

1. Rule-of-thumb checks (RBOSDC) - deterministic safeguards that flag outputs viol-
ating disclosure thresholds.

2. Machine learning model (MLSDC) - a trained classifier that estimates the probab-
ility of unsafe disclosure and outputs both a binary label and a probability score.

3. LLM-based assessment (PBOSDC) - a large language model that evaluates contex-
tual factors and justifies the final classification.

This prototype illustrates how the system can be applied at the level of individual requests,
ensuring that the same logic used for large-scale training and evaluation is directly transferable
to practical use cases.
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Chapter 4

Implementation and Results

This chapter describes the implementation of the proposed system, detailing the practical
steps taken to build the metadata layer, standardise outputs, and integrate the different output
checking components (rules, machine learning, and LLLMs). Each section corresponds to a key
building block of the pipeline, from metadata retrieval to feature extraction, model training,
and evaluation.

4.1 Metadata retrieval and standardisation

The first step in the system’s implementation was to build a consistent metadata layer
that would later be used to contextualize the features extracted from the outputs and output
requests. Since Statistics Portugal’s metadata is dispersed across heterogeneous documents
and formats, we implemented a retrieval and standardisation pipeline to consolidate this in-
formation into a single structured catalog. The following subsections describe this process
step by step.

4.1.1 INE catalog PDF

Our starting point was the public document Bases de wicrodados anonimizados para fins de
investigagdo cientifica |27)], which lists the microdata available for research. We scanned each
page, captured the current dataset label shown as SUBTEMA, and extracted all the links
corresponding to the detailed metadata. We also pulled an adjacent year tag when it was
present in the link text (e.g., 2005/2006, 2019, ...). The output is a link catalog with columns
Dataset, Year, Link Text, and Link.

From the same PDEF, we extracted the dataset code, short term (the acronyms/aliases
found in parentheses or after dashes), and name (the SUBTEMA line), the parent theme
(TEMA), the stated periodicity (PERIOCIDADE), and the descriptive notes (TIPO DE
DADOS). Finally, we also derived the available years for each dataset by parsing ranges (e.g.,
1990 a 1994, 2010-2013), slash forms (2005/2000), conjunctive forms (2019 and 2020), and
standalone four-digit years. The years were collected and de-duplicated per dataset. Table
displays a sample of three examples extracted.
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Table 4.1: Sample of retrieved metadata with available years and details.

code name theme frequency  Available years Details
1.1 Inquérito aos Orga- Condic¢oes de Quinquenal 1980/1981, E um inquérito realiz-
mentos Familiares — Vida das Familias 1989/1990, ado por entrevista direta
IOF/IDEF 1994/1995, 2000, junto...
4.7 Recibo de Renda Construcio Anual 2017, 2018, 2019, Bases de Dados obtidas
Eletrénico (RER) 2020, 2021, 2022, por via administrativa...
14.3 Indice de Precos na Conjuntura Mensal 2010, 2014, 2015, O Indice de Precos na
Producio de Produtos 2016, 2017, 2018, Producio de Produtos
Industriais Industriais, tem como
objetivo...

4.1.2 Retrieving each dataset’s metadata

Using the harvested link table, we downloaded the referenced documentation into a struc-
tured folder tree, grouping by (Dataset, Year). We then walked the folder tree and pulled vari-
able dictionaries using format-specific strategies. Throughout, we normalize text by lower-
casing and removing accents to improve header matching, and we infer the year from the file
name or parent folder when necessary (supporting ranges and single years).

Because datasets frequently evolve over time, with variables added, removed, or renamed
between reference periods, we explicitly preserved the year dimension in the catalog. This
ensures that outputs for a given year (e.g,, 2010) are aligned with the correct set of variables
available at that time, rather than with later or earlier versions of the dataset.

Since the files were in different file types (.pdf, .xIsx, .docx, .html), we developed format-
specific parsers to retrieve the data of each type.

For xlIsx files, we initially attempted a direct read using the sheet’s header row. If columns
were unclear, we ran a dynamic header detection pass. We looked for columns whose norm-
alised names match variable (e.g., variavel, name, codigo) and description (e.g., descricao, label,
designacao).

In order to handle .pdf files (structured and irregular), since the files varied widely in
structure, we used three complementary extractors. For documents that delineate sections
like Dimensoes or Varidveis extrapoladas, we collected the bullet points under each section as
variable entries, tagging the section in description. For fixed-width tables, we parsed rows
with S7gla and Descritivo, building (variable, description) pairs. Finally, for files listing variables
with running numbers, we delimited the relevant region using begin_after/stop_after anchors
and extracted position, variable, label by regex.

Finally, for .html files, we parse tables with BeautifulSoup, detected the header row, and
mapped columns to variable, description, and optionally #pe/n via normalised keyword sets.
When filenames carried a report code (e.g., report_X_YYYY), we attached the suffix to the
dataset_code feature.

Although the automated pipeline covered most cases, some datasets required a manual
pass. Mixed-language headers, scanned or irregular .pdf files, ambiguous year notations, and
inconsistent variable headers occasionally defeated the scripts we developed. For this reason,
we reviewed those items by hand and corrected the extracted records. Due to time con-
straints, we were not able to review the information for all datasets, but focused on those
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most commonly used at Statistics Portugal.

At the end of this processing step, we had a metadata dataframe for each dataset at Statist-
ics Portugal, containing dataset code, dataset name, year, variables, and variable descriptions,
if available. Table [t provides a sample of this product.

Table 4.2: Sample of variable files by dataset and year (truncated lists).

dataset_code  year variable_description
1.1 2010 ADP_cod, pond_adp, qtd_01111, qtd_01112, qtd_01113, ...
1.1 2015 ADP_cod, pond_adp, Nuts1, Nuts2, Tipau, Trim, Aloj_tipo,

Aloj_PerOcup, Aloj_RegOcup, Aloj_Div_cod, ...

Finally, we concatenated all extractions into a single frame, harmonized the schema,
trimmed whitespace, normalised accents, and de-duplicated records, generating two final con-
crete products:

1. a dataset catalog (df_metadata) with codes, names, themes, frequency, available years,
and notes;

2. avariable catalog (df_complete) listing (dataset, year, variables, variables description).

These two datasets provide the context needed to align outputs with their source datasets
in the following steps, supporting the extraction of information from outputs and output
requests, as well as the rule-of-thumb, machine learning, and ILLM-based checks.

4.2 Historical data retrieval

To evaluate the system, design prompts, and train models, we required a historical dataset
that combined (i) the output requests submitted by researchers; (i) the corresponding outputs
they produced; and (iif) INE’s final classification of those outputs (approved/blocked). Con-
structing this dataset was not straightforward due to several challenges:

* Heterogeneous folder structures. Requests and outputs were dispersed across re-
searcher folders with day-level subfolders; structures were inconsistent, and some ma-
terial was nested inside .zip archives.

* Multiple file formats. Outputs were stored as .csv, .xlsx, and .ods, but also as mixed
code—output files such as .log, .do, and .txt.

¢ Inconsistent output layouts. Even within the same output type, presentation varied.
For example, a frequency table might include a clearly labeled “Frequency” column,
but in many cases, the same information appeared under different names, complicating
automated extraction.

* Incomplete or inconsistent labels. The administrative classification (approved/b-
locked) was sometimes missing, ambiguous, or incorrect.

To address these challenges, we developed Python scripts to (i) crawl and index files; (ii)
pair output requests with outputs; (iii) extract and standardise output request documents; and
(iv) extract and standardise outputs. These steps are described in the following sections.
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4.2.1 Collecting file paths and pairing outputs with requests

In this step we scanned the Statistics Portugal archives, distinguishing ouzput requests from
outputs, assigning identifiers that also work inside .zip archives, and pairing each output with
the closest request by directory proximity.

We traversed the full tree under R:\Isb\SafeCenter\2025, inspecting every folder and
each .zip archive encountered, including nested zips up to a fixed maximum depth (to prevent
infinite recursion).

To distinguish output request files from outputs, we applied a simple regex that cap-
tures the forms used in practice (e.g., “lista de preenchimento”, “safe center/safecenter/safe
centre”, case-insensitive). Files matching this pattern were classified as output requests; all oth-
ers were considered candidate ouputs.

To refer unambiguously to files, we generated two identifiers: output_source_id, contain-
ing the path to each output file, and request_source_id, containing the corresponding output
request path. Pairing was not based on filename similarity. Instead, for each output we walked
upwards through its directory ancestors and selected the first ancestor directory containing a
request. This reflects how teams typically organize their work (requests and outputs stored
together or one level apart) and is robust to naming variation.

Additional fields such as city, researcher, and date were derived from the directory struc-
ture when present.

This step produced a unified file index, df_ext, which contains the paths and pairings
of requests and outputs. In the following sections, this index is used to locate files, drive
feature extraction (variables, filters, groupings), enrich records with metadata, and support
both rule-of-thumb checks and principles-based assessments.

4.2.2 Extracting output request documents

Here we described how we turned each request workbook (Excel) into tidy rows. In short,
we loaded every sheet, located the header row, cleaned and standardized the columns, extrac-
ted the small metadata block at the top, attached lineage (file/sheet/path), and appended the
result to a single table. This was how we built df_combined.

Since most output request documents were .xlsx files, we opened them with openpyxl
and fell back to xlrd for legacy .xIs. All the documents had a similar structure with the small
metadata block at the top and then a table with features such as N de ordem do resultado, 1 aridveis
utilizadas, Regras de andlise (filtros), Tipo de resultado (tabela; grdfico; correlagao; modelo de regressao;...)
and an observation for each output described.

In order to detect the headers of the table, and since the layout varied, we did not assume
a fixed row. Instead, we normalised strings (lowercase, stripped accents, collapsed spaces and
variants like 7.9/ #°/ n.0 to no), searched for a header cell matching 7o de ordem do resultado and if
not found, we used a small numeric heuristic: looked for a 7,2 sequence in a column and took
the header to be the row above. If we still could not identify a header, we logged a warning
and skipped that sheet. Once we knew the header row, we took that row as the set of column
names and dropped fully empty rows/columns (keeping the key column intact).

Then, to extract the information in a block of labels at the top, we read the first 14 rows
and, for each label, took the value to its right: investigator (INome do investigador:), project title (Titulo
do projeto de investigagao:), date (data:), data sonrce (Nome da(s) fonte(s) de dados:), and brief description
(Breve descrigio dos resultados produzidos:). We attached these as new columns to every row from
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that sheet. Furthermore, we also added the sheet_name, source_file, and request_source_id
to keep a clear trail back to the original file. Table .4 provided one observation of one output
request.

Table 4.4: Example of output request with the extracted features dataset_name, sheet_name,
dataset_code, 1 aridveis utilizadas, Regras de andlise (filtros), and Tipo de resultad.

dataset_name sheet_name All_dataset_codes Variaveis utiliza- Regras de analise (filtros) Tipo de
das resultado

Quadros de Pess- Outras BDs Quadros de Pessoal ANO; NUT3_est; Cilculo do namero de es- tabela
oal 2013-2022 2013-2022. Outras CAES5_est tabelecimentos em cada
BDs combinacio ANO/NUT3_est
para cada uma das trés CAEs
seguintes: 87100, 87301 e
88101.

Finally, we concatenated the extracted content from all request files into a single data-
set, df_combined. Together with df_ext (the request—output index), this dataset formed the
basis for subsequent processing. Specifically, it allowed us to (i) retrieve and align the corres-
ponding outputs; (ii) standardise and enrich the requests with variables, filters, and grouping
information; and (iii) join them with official dataset metadata. These combined resources
then fed into both the deterministic rule-of-thumb checks and the principles-based assess-
ments described in the following sections.

4.2.3 Extracting outputs

In this step, we focused on the extraction of output files, transforming each path from
the pairing index into a standardized format with enough lineage to trace its original source.
The goal was to turn the diverse and often irregular raw outputs - spreadsheets, CSV/TSV
files, and Stata .do/log/.txt sctipts - into a common, tidy structure suitable for subsequent
output checking,

For spreadsheets and delimited files (xIsx, .xls, .ods, .csv, .tsv), we first probed sheets or
sampled rows to avoid expensive full reads, skipping hidden or excessively large ones. Extract-
ing the relevant information was not always straightforward, since there was no guarantee that
column names or row layouts followed a consistent pattern. In frequency tables, for example,
the relevant counts could appear under columns named Frequency, Freg., or sometimes under
vague numeric headers, while percentage or share columns had to be ignored. We therefore
relied on controlled dictionaries of expected terms and light heuristics to map columns and
rows into a stable schema.

A substantial proportion of outputs were not spreadsheets but Stata logs or scripts, which
usually contain several outputs in a single file. Initially, we avoided these due to their com-
plexity, but later we developed a parser that could be generalized across files, since most
logs follow a regular structure. We parsed the files as text streams and segmented them
into blocks that resembled tables, triggered by common commands such as sum, tab/tab1,
table, correlate, ttest, or reg. For one-way tabulations, we extracted frequencies, percent-
ages, and cumulative percentages, while two-way tables were reconstructed into long format
with category_a, category_b, and Freq.. For sum outputs we mapped the summary statistics
(Obs, Mean, Std. Dev., Min, Max) into structured rows, and for sum, detail we additionally
recovered percentiles and the Swallest/ Largest values. Regression diagnostics were parsed into
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stable keys (e.g., underid_f, weakid_sw_chi_sq), and we also tracked contextual information
such as dataset usage commands (use, append), filtering operations (keep if, drop if), and
blocks bracketed by preserve/restore. Each record was assigned a output_id, correspond-
ing to the order in which they appear in the file, and an output_type drawn from a controlled
vocabulary (e.g., Frequency tables, Percentiles, Regression diagnostics) and enriched with counts when
available.

Because both spreadsheets and logs often presented results in a wide form, an important
step was to normalize them into a long format, where each row represents a single observation
with explicit variable and category labels. This reshaping ensures consistency across outputs
and facilitates downstream feature extraction. An example of this transformation is shown

in Figure |1

Magnitude table (wide): Mean income

Gender

Region Female Male  Other

North 21,300 22,700 20,900
South 18,900 19,400 18,100

|} melt to long

Magnitude table (long)

variable_A  category_A variable_ B category_B target_variable  value

Region North Gender Female income_mean 21300
Region North Gender Male income_mean 22700
Region North Gender Other income_mean 20900
Region South Gender Female income_mean 18900
Region South Gender Male income_mean 19400
Region South Gender Other income_mean 18100

Figure 4.1: Transformation of a magnitude table from wide to long format.

Outputs stored inside .zip archives were opened in memory (or via temporary files for
logs) and parsed in the same way, with lineage extended to capture both the outer archive and
inner member path. After parsing, all rows were merged back with their index entries from
df_ext, ensuring that every output carried a unique identifier and full provenance. Even when
a file did not produce a table, we still produced a placeholder record labeled No data, so that
the downstream pipeline could process all outputs uniformly without silent omissions.

In the end, this step returned a table with output IDs, the normalised outputs, and com-
plete lineage across file types. While the parser successfully covered the most common table-
like structures, highly irregular layouts remain a limitation, and further refinements should be
done. Nevertheless, the resulting dataset provides a reliable foundation for the rule-of-thumb
and principles-based disclosure checks described in the following sections.
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Summary of the extracted outputs

The groups of outputs we extracted was overwhelmingly composed of outputs that were
cleared for release by Statistics Portugal. Of the items for which the institutional final label
could be recovered, 48,273 were labelled Aprovade or SAFE and 1,646 Reprovado or UNSAFE,
implying a rejection rate of roughly 3.3% and an approval rate near 96.7%. This strong pre-
dominance of approved outputs is consistent with day-to-day practice in output checking,
where most requests fall into routine patterns that can be released once basic safeguards are
verified. It also underscores the intrinsic class imbalance that any predictive component must
confront, with direct implications for the choice of loss functions, evaluation metrics, and
sampling strategies used later in the machine-learning experiments.

With respect to output form, three classes dominate the archive: Summary and test statistics
(20,904 outputs), Frequency tables (12,460), and Means, indices, ratios, indicators (10,820). More
specialised categories such as Magnitude tables (668) and Linear regression coefficients (257) appear
far less frequently, while maxima/minima/petcentiles (18) and a small number of Unknown
cases (10) are rare. In practical terms, this composition suggests that simple tabular and
summary outputs remain the modal unit of disclosure review, and it motivates the emphasis
placed in the rule-of-thumb layer on count and concentration checks for tables, as well as
degrees-of-freedom safeguards for model-like outputs.

4.3 Feature Extraction/Engineering

The extraction step (Section yielded a unified table of outputs in long format, with
stable identifiers and lineage. However, many disclosure checks cannot be applied directly to
the raw extracted values. Instead, they require secondary feature computation, either from the
structure of the output itself (e.g., row/column proportions), from reported model statistics
(e.g,, degrees of freedom), or by linking to external sources such as metadata and output
requests. This subsection describes how these features were computed and standardized,
organized by information source and mapped to the rules in Section B.3.

4.3.1 Output Features

Once outputs are normalised into long format, several rule-of-thumb features can be
derived. Some of these are directly available in the outputs themselves, while others require
additional computation.

The most immediate feature is the cell count, which corresponds to the unweighted size
of each cell in a frequency table or, in the case of summary or model outputs, the reported
number of observations. Another directly extractable feature is the presence of perfect or
null correlations, which can be flagged whenever a correlation coefficient takes the values
—1, 0, or +1. In regression outputs, it is also possible to detect whether an intercept or
other coefficient is present, thereby verifying the rule that at least one coefficient must be
withheld. For multivariate methods, the variable count is obtained by simply recording the
number of distinct variables included in a factor or correspondence analysis.

Other features must be computed rather than read directly. For example, row and
column proportions are obtained by calculating, within each partition, the share of each cell
in the corresponding total and flagging cases where that share exceeds 90%. Similarly, when
regression models report the number of observations and estimated parameters, the degrees
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of freedom can be inferred as df = nps — Nparams — CONStraints. whenever the statistic is not
explicitly provided. Finally, in the case of magnitude tables (means or totals), group totals can
be computed directly, and, if the relevant values are printed, largest-contributor shares can
also be derived; otherwise, these must be obtained from the underlying dataset, as described
later.

4.3.2 Output Request Features

Extracting the relevant features from output requests is one step that can highly enrich
the output for disclosure control by capturing the scope and logic of the analysis. However,
as explained in Section 3.5.2, most output requests have missing information, organized in an
unstructured way or have misspellings. It is, therefore, a complex process. In this section, we
explain how to transform unstructured researcher-provided metadata into clean, structured
features suitable for statistical disclosure control (SDC), a multi-stage Al-assisted pipeline was
implemented.

As a first step, and because researchers often entered information into the wrong fields,
we generated a composite feature named All_context. This field aggregates the content of
several request columns project_title, brief_description, variables used, analysis rules (filters), and result
type (table; chart; correlation; regression model; . ..). By consolidating all available textual context into
a single input, we ensured that no relevant detail was discarded at the outset of processing,

The pipeline relies extensively on large language models to interpret this aggregated con-
text. We used the gpen-mixtral-§x22b model for most extraction and validation tasks, typically
running at a moderate temperature (0.7) for feature generation to allow controlled variability,
and at zero temperature for validation steps to ensure determinism. To optimise perform-
ance and reliability, results of repeated calls were cached so that identical inputs did not require
multiple API requests. In addition, we implemented a backoff mechanism to handle API rate
limits and transient failures, together with a minimal-shape guard that guaranteed even failed
rows returned a structured placeholder JSON object marked with row_failed. This design en-
sured robustness, prevented silent data loss, and allowed all downstream modules to operate
uniformly on a consistent schema.

Output Type Detection

The first feature extracted from each output is its intended type. Identifying the correct
output type is crucial because it determines which disclosure control rules and principles
apply in later stages. For this task, we implemented an Al agent based on the gpen-mixtral-
8x22b model, configured with a temperature of 0.7 and a maximum token limit of 200. The
choice of a temperature slightly below 1 was deliberate: it introduces controlled variability at
this initial stage, which helps the model accommodate the diverse ways in which researchers
describe outputs, while still ensuring stable mapping to a fixed taxonomy.

The taxonomy itself was predefined and fixed, consisting of the following categories:
Frequency tables, Magnitude tables, maxima, minima, percentiles, Modes, Means, indices, ratios, indicators,
Concentration ratios, Higher moments of distributions, Graphs (descriptive statistics or fitted values), Linear
regression coefficients, Non-linear regression coefficients, Estimation residuals, Summary and test statistics,
Factor analysis, Correlation coefficients, and Correspondence analysis. By constraining the system to
this label set, we ensured consistency and avoided wrong or overly specific categories that
would complicate downstream processing,
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Prompt design played a key role in achieving reliable classification. The model was guided
through a single-turn structured format that integrated several design choices. First, the task
description explicitly listed the allowed label set and the mapping rules that had to be re-
spected. Second, multilingual support was embedded directly in the instructions, enabling
the model to handle both Portuguese and English examples, as these languages often appear
interchangeably in output requests. Third, a few-shot prompt provided real examples drawn
from real-world requests, paired with their correct labels, thus anchoring the model’s beha-
viour. In addition, contextual prompting embedded domain-specific cues, such as aggrega-
tion levels, filters, and statistical measures, which increased robustness in ambiguous cases.
Finally, negative prompting was used to explicitly instruct the model to ignore repetitive or
irrelevant text and to return only valid labels.

The raw model predictions were subsequently processed by a two-stage validation pipeline.
The first stage consisted of deterministic, rule-of-thumb cleaning and canonicalisation. Here,
pre-cleaning removed prefixes and harmonized whitespace, while accent-insensitive normal-
ization ensured that both Portuguese and English references could be matched. A bilingual
dictionary then mapped common surface forms directly to canonical categories; for instance,
max | min/ quartis were mapped to maxima, minima, percentiles, and indices [ racios/ indicadores wetre
mapped to Means, indices, ratios, indicators. Pattern rules captured broader method families
across languages, for example, mapping any regress* form to Linear regression coefficients, pois-
son | logit| probit| glm to Non-linear regression coefficients, and correla* to Correlation coefficients. In
parallel, verbatim detection identified any full canonical labels present in the text, while fuzzy
matching with RapidFuzz (token_sort_ratio, thresholds 7, = 90 for labels and 73, = 88 for
keys) allowed recovery of labels even when phrasing diverged. Candidates were then resolved
through a priority hierarchy (exact match — dictionary mapping — fuzzy match — relaxed
match), before being de-duplicated and filtered to retain only valid categories.

The optional second stage introduced LLM-based validation. In this step, the cleaned
candidates, together with the raw text, were re-evaluated using a deterministic run of gpen-
mixtral-8x22b (temperature = 0). This validator, constrained to the fixed label set, enforced
three requirements: (i) preserve only allowed labels (including mapped synonyms); (ii) flag
out-of-set or ambiguous items; and (iii) return a structured JSON with the keys valid, labels,
and errors. Table [t.5 illustrates five examples of extracted output types, shown alongside the
original features [Varidveis utilizadas, Regras de andlise (filtros), and Tipo de resultado.

Table 4.5: Example of extracted output metadata with variables, analysis rules, result type,
and validator classification.

Variaveis utilizadas Regras de analise (fil- Tipo de res- Extracted output type
tros) ultado

numberofAlLbyquarter;  Regressdo log out file Means, indices, ratios,
numberofAlLbyquarter- indicators

afterd

postcode, quarter, num- Codigo Stata Stata do file Frequency tables;
beroftransactions, new- Means, indices, ratios,
built... indicators

IMI & IMT: coddestino, keep if coddestino==7  Grafico de linhas  Graphs (descriptive stat-

ano

istics ot fitted values)
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By combining structured prompting, deterministic cleaning, and optional LLM-based val-
idation, the system achieved a robust mechanism for classifying outputs into a controlled tax-
onomy. This hybrid approach proved particularly effective in accommodating the noisy and
inconsistent phrasing found in real requests, while maintaining the reliability required for an
operational disclosure control workflow.

Metadata

To continue the analysis of the information contained in output requests, it was necessary
to link these documents to the corresponding metadata. This step was essential because it
provided additional context to the outputs, as well as the basis for validating the research-
ers’ descriptions against the official dataset documentation, allowing the system to identify
variables used, filters applied, and types of aggregation performed with greater precision.

The task was complicated by the fact that researchers did not always reference datasetsin a
consistent way. Some requests referred to datasets using their full names, either in Portuguese
or English, others relied on short terms or formal dataset codes (e.g., 1.8, 4.4), and still others
included informal abbreviations. Furhtermore, some documents reported more than one
used dataset. To accommodate this variety, we developed a multi-stage process that combined
direct extraction, text cleaning, and fuzzy matching, ensuring that the relevant datasets could
be identified with high recall.

The first stage involved the direct extraction of explicit identifiers. Regular expressions
were used to capture dataset codes in the n.n format, while a dictionary of known short terms
(compiled from the metadata catalog) was used to detect references in free text. When such
a match was found, the associated dataset codes were retrieved immediately.

Once these explicit identifiers were removed, the remaining text was cleaned to reduce
noise in subsequent steps. This involved stripping out date-like expressions (e.g., 09-2005,
3-2019), generic placeholders such as Safe Center or Outras bases de dados, and various format-
ting inconsistencies such as underscores, duplicated phrases, or extraneous punctuation. The
result was a simplified representation of the dataset name, better suited for comparison with
the official registry.

The cleaned text was then compared against the metadata catalog using fuzzy matching,
Both the request text and the catalog entries were normalised by lowercasing and remov-
ing diacritics before being split into smaller components at common delimiters (commas,
semicolons, periods). Each component was compared to the metadata dataset names using
RapidFuzz and the token_sort_ratio scorer. Matches above a similarity threshold of 70 were
retained as candidate dataset codes.

Finally, the codes obtained from regex extraction, dictionary look-ups, and fuzzy match-
ing were combined into a unified list of unique dataset references for each request. This
allowed the system to recover the correct dataset(s) even when references were incomplete,
abbreviated, or expressed in multiple languages.

Once the data set(s) were identified, the corresponding metadata were retrieved. This
metadata included not only variable names and descriptions but also information on dataset
size and structure, sample design, available geographic granularity, temporal coverage, and any
sensitivity labels. Together, these contextual details provided the foundation for subsequent
feature extraction and were indispensable for both the rule-of-thumb and principles-based
disclosure checks.
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Variable Extraction and Metadata Matching

A central task in the pipeline is the extraction and standardisation of variables referenced
in output requests. This process begins with a pre-metadata stage, where candidate variables are
identified directly from the researcher’s free-text descriptions, without reference to the official
metadata repository. The rationale for this design choice is to maximise recall: researchers
often employ their own terminology, abbreviations, or bilingual expressions that may not ap-
pear in the structured metadata. By capturing these surface forms early, the system preserves
valuable semantic cues that can later be reconciled to canonical variable names.

The pre-metadata stage combines deterministic and LLLM-based techniques in four steps.
First, deterministic candidate mining applies regular expressions and lexical heuristics to
identify tokens or n-grams that resemble variable names, while filtering out false positives
such as method names or years. Second, the cleaned text is passed to a large language model,
which is instructed to output only a list of variable candidates, thereby capturing implied vari-
ables that do not follow strict naming conventions. This LLLM is configured with a moderately
high temperature to encourage broader coverage and capture a wider spectrum of variable
candidates. Third, these LLM results are refined deterministically by restoring formatting
(e.g., underscores, singular/plural forms) and applying fuzzy matching to stabilise naming;
Finally, the union of all candidates is validated by a second LLM prompt, with a lower tem-
perature to minimise randomness, constrained to return structured JSON. This validator en-
forces de-duplication, corrects near-duplicates, and flags errors, yielding both a high-recall
union view and a higher-precision intersection view (or majority-vote compromise) for down-
stream use.

Once a candidate list is available, the system proceeds to cross-reference it against Stat-
istics Portugal’s metadata repository. This step enriches each variable with type informa-
tion (categorical, continuous, binary, date), coding schemes and measurement levels (e.g.,
NUTS 2 versus NUTS 3, quarterly versus annual), sensitivity classifications (for example,
income marked as high risk), and provenance notes such as whether a variable is derived, im-
puted, or drawn from administrative records. Incorporating this metadata can highly enrich
the whole process because it directly informs disclosure control decisions: sensitive variables
trigger stricter thresholds, binary variables require special handling in regressions and correl-
ations, and fine-grained geographic or temporal references increase re-identification risk.

In cases where structured metadata is incomplete or unavailable, a fallback strategy is
applied. Here, a lightweight LLLM prompt is used to infer likely variable type (quantitative,
categorical, binary) and potential sensitivity based on a curated sensitive-variable list. The
prompt is strictly structured to guarantee parseable output and supported by few-shot ex-
amples to improve consistency. For instance, given the input Rendimento global, Coleta
liquida from the IRS dataset, the system returns structured classifications identifying both
variables as quantitative. Although inherently probabilistic and less reliable than structured
metadata, this fallback ensures broader automation coverage and enables preliminary disclos-
ure checks even for under-documented datasets.

Table .4 displays a sample of four examples of the extracted variables following this
procedure along with the original features |aridveis utilizadas and Regras de andlise (filtros).

Together, this layered approach - pre-metadata extraction, metadata cross-referencing,
and LLM-based fallback - provides both breadth and depth. It allows the system to capture
researcher-specific terminology while aligning it with official metadata, enrich variables with
sensitivity and structural attributes, and maintain resilience when documentation gaps exist.
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Table 4.6: Examples of variable extraction: original variables, applied filters, and LLM-
normalised candidates.

Variaveis utilizadas Regras de analise (filtros) Extracted variables

VAB e Volume de negécios. Proveni- — [vab, volume_de_negocios]
ente do SCIE e Ficheiros de Empresa
Pessoal, volume de negdcio, Subsi- Periodo temporal: 2004-2010  [pessoal, volume_de_negocio,

dios a exploragio subsidios_a_exploracao]

Nuimero de trabalhadores, tbase, Cilculo de apuramentos pela [ano, rbase, prest_reg,

prest_reg, hnormais, idade, género célula definida por ANO, hnormais,idade, genero]
género e idade

ANO, Periodo temporal: 2021; Ex- [ano, nl_rendimento_global,

NL_RENDIMENTO_GLOBAL, ceto observagdes com valores nl_coleta_liquida]
NL_COLETA_LIQUIDA nulos

These steps ensure that the subsequent disclosure control models operate on a consistent and
context-aware representation of variables.

To reduce noise and improve interpretability, extracted variables were grouped by them-
atic similarity or shared root terms. For example, all variants of rendimento (rendimento_bruto,
rendimento_liquido, rendimento_das_familias, etc.) were collapsed into a single category
rendimento. A similar approach was applied to housing-related variables (e.g., proprietario,
residencia, casa_aluguel) and employment terms (tipo_de_emprego, independente). This
grouping ensured that conceptually equivalent or highly related variables were not treated
as independent signals.

rendimento
proprietario_ou_arrendatario
num liquidacao

ano

Variable

codigo
tipo_de_emprego
tipo rendimento

tipo_de_habitacao

0 5000 10000 15000 20000 25000 30000 35000
Count

Figure 4.2: Top 8 most frequent variables extracted from researcher requests after nor-
malisation and grouping. Related expressions (e.g., rendimento_bruto, rendimento_liquido, rendi-
mento_das_familias) were collapsed into the generic category rendimento.

Figure [t.2 displays the eight most frequent variables after grouping. The prominence
of rendimento and housing status (proprietario_ou_arrendatario) underscores their central-
ity in disclosure risk evaluation, while other categories such as ano, num_liquidacao, and
tipo_de_emprego also emerge as recurrently referenced variables. Before grouping, these
variables were fragmented across dozens of surface forms, but the normalisation and consol-
idation process increased clarity and robustness for downstream modelling,
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After extracting variables, a similar pipeline was applied to retrieve both aggregation vari-
ables and sensitive variables from the output request documents. As with variable extraction,
this process combined deterministic rules with LLLM-based interpretation and validation. The
extracted items were subsequently grouped by thematic similarity, resulting in a more struc-
tured and interpretable representation.

ano

tipo_de tipo de habitacao

o
S)
B
g tipo_de_emprego
9
5 tipo_rendimento
2
freguesia
subseccao

T T T T T T T
0 5000 10000 15000 20000 25000 30000 35000
Count

Figure 4.3: Top 6 aggregation variables extracted from output requests.

Figure .3 shows the most frequent aggregation variables identified in the requests. The
dominance of structural variables such as ano, freguesia, and tipo_de_habitacao highlights the
strong role of temporal, geographic, and housing-related dimensions in shaping output re-
quests.

In turn, Figure E‘l presents the most common sensitive variables detected by the sys-
tem. Although fewer in number compared to aggregation variables, these are can be relevant
for disclosure safety assessment. The prominence of rendimento and related income variables
underscores their central role in the statistical outputs most prone to confidentiality concerns.

rendimento
num liquidacao

ssiv_foreign

Variable

ssiv_amenities

ano

0 2500 5000 7500 10000 12500 15000 17500 20000
Count

Figure 4.4: Top 5 sensitive variables extracted from output requests.

Filter Extraction

The extraction of analytical filters relied on the free-text column Regras de andlise (filtros).
In practice, this field frequently encodes implicit or explicit restrictions such as inclusion or
exclusion conditions, temporal limits, geographic scopes, population qualifiers, binary flags,
or even reported sample sizes. To capture this information in a structured and reproducible
way, we implemented a hybrid extraction and validation pipeline.

The first stage of the pipeline applies deterministic parsing through a function that nor-
malises the text by removing accents and harmonising case, after which a series of regular
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expressions are applied to detect common filter structures. The output is a structured dic-
tionary with explicit keys for include, exclude, time, geography, population, n_observations,
and notes. This deterministic layer provides high reproducibility, but may miss more complex
or less standardised phrasing;

To complement this, the same text is also processed by an LLM-based extractor, which
queries the open-mixtral-8§x22b model with temperature fixed at O to ensure determinism. The
prompt is strictly constrained to produce JSON conforming to a predefined schema. This
stage enables the capture of richer or less conventional filter descriptions, including those
expressed in natural language or embedded within compound phrases, that are not easily
detected by rule-of-thumb methods.

The outputs of both extraction strategies are then reconciled using a function that pro-
duces a unified filter structure that combines deterministic and LLM-derived elements. Du-
plicates are removed, and a record of support is retained for each rule, indicating whether it
was identified by the deterministic parser, the LLLM, or both. For scalar fields such as time
bounds or sample sizes, deterministic values are given precedence where available, while list-
based fields such as geography or population are merged across both extractors.

Finally, the merged structure is passed through a validation and pruning function. At
this stage, the original free-text description is reintroduced alongside the merged filters, and
the LLLM flags items that do not correspond to genuine dataset restrictions. For example,
statistical concepts such as guantile or median which sometimes appear in the result-type field,
are identified as non-filters. The validator also detects logical inconsistencies, such as the
same variable appearing in both inclusion and exclusion lists. Items flagged as spurious or
contradictory are annotated accordingly, and a pruned version of the filter set is produced for
downstream processing. Table [t.7 provides a sample of the extracted filters.

Table 4.7: Examples of extracted variables, filters, and validated filter text.

Variaveis utilizadas Regras de analise (filtros) filters_llm_text_validated

Todas andlise do rendimento das familias nas rendimento_familiar > 18000,
freguesias... reformado = true

Ano, Concelho Analise da morada dos declarantes na freguesia = “misericordia (lis-

Fiscal, Freguesia freguesia da Misericordia (Lisboa) antes de  boa)”, ano < 2019, freguesia =

Fiscal, NIF-A 2019... “nao classificado”

Todas Estatisticas descritivas no filters

By combining deterministic extraction with LLLM interpretation and validation, this pipeline
balances reproducibility with flexibility. The deterministic stage ensures that standard pat-
terns are consistently captured, the LLLM broadens coverage to encompass more varied phras-
ings, and the validation layer reduces false positives and inconsistencies. Finally, a process
similar to the one explained in Section was applied by grouping the filters by thematic
similarity. The result is a comprehensive yet cleaner representation of the analytical restric-
tions associated with each output request, with explicit traceability back to both extraction
and validation sources.
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Final Consistency Validation

The last stage of the output request feature pipeline introduces a global consistency valid-
ator. While earlier modules extract specific components such as variables, filters, and group
terms independently, this step reconciles them holistically against the original context of the
request. The goal is to ensure that the final structured representation is both internally co-
herent and fully supported by the researcher’s description.

The validator is implemented as a hybrid LLM-deterministic procedure. A structured
prompt is built from the aggregated All_context field together with the intermediate feature
lists: variables, sensitive variables (categorical and numerical), filters, and grouping terms.
The prompt enforces strict anti-hallucination rules, instructing the model not to introduce
new content, to exclude unsupported items, and to return a machine-parseable JSON object
wrapped in <json> tags. To guarantee stability, the model (open-mixtral-8§x22b) is run at zero
temperature with a maximum token limit of 600.

The JSON schema requires the validator to return three blocks: (i) the final section, which
contains the cleaned and normalised lists of variables, sensitive variables, filters, and groups;
(i1) an issues list, recording mismatches, unsupported items, or structural problems detected;
and (iii) a notes field, where the validator provides brief reasoning or flags ambiguity. All
tokens are normalised to lowercase, accents are removed where possible, and multi-word
phrases are collapsed into short surface forms directly evidenced in the context.

By performing this final consistency validation, the system produces a reconciled feature
set with both high recall and high precision. It ensures that each variable, filter, and grouping
term included in the structured representation is supported by the researcher’s request, that
contradictory or spurious items are excluded, and that all outputs conform to a strict schema
suitable for automated disclosure risk assessment.

Split outputs

At the end of this process, in some cases, a single record refers to multiple output types,
implying that it actually represents more than one distinct output. To ensure that each output
can be independently processed during the output-checking workflow, the record is split into
multiple entries, each corresponding to a single output type specified in the original request.

This separation is necessary because certain features required for disclosure safety classi-
fication depend directly on the output type. By isolating outputs in this way, we ensure that
each record can be associated with the appropriate set of disclosure rules and principles. In
practice, this step serves as the final harmonisation stage in the processing of output requests,
enabling consistent and accurate feature extraction in the subsequent phases of the system.

4.4 Rule-of-thumb output checking

The first automated layer of disclosure control is based on a set of deterministic ru/e-of-
thumb checks. This component operates on the normalised outputs described in Section ,
and produces an initial classification of each output into SAFE, SAFE, or NO_DATA. The
approach is intentionally conservative, favouring the identification of potential risks, and is
designed to provide a transparent baseline that can later be refined by principles-based as-
sessments.
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The procedure can be divided into three stages. In the pre-computation and harmon-
isation stage, raw values are standardised to create a consistent basis for rule application.
Common count fields such as Obs, Freq., and N are coerced into a unified N_Observations
column, ensuring comparability across outputs. For frequency and magnitude tables, cell
shares within rows and columns are computed, with the maximum share stored as an indic-
ator of dominance. For regression-like outputs, lightweight model metadata are extracted,
including the number of observations and regressors, residual degrees of freedom (when re-
ported), and whether at least one coefficient appears withheld. Additional heuristics capture
whether the coefficients are entirely categorical and provide a rough count of variables rep-
resented in the output block.

The second stage involves applying the disclosure checks themselves, tailored to the de-
tected output type. For tabular statistics, a cell-count rule is applied, classifying outputs as
SAFE when cell counts fall between one and nine. A dominance check flags cross-tabulations
in which a single cell exceeds 90% of its row or column. For model-based outputs, rules are
applied to residual degrees of freedom, requiring a minimum threshold of ten, and to the pres-
ence of withheld coefficients, which must be observable for the output to be considered safe.
Additional checks include warnings for outputs composed entirely of categorical variables,
a minimum-variable requirement for multivariate methods such as factor or correspondence
analysis, and diagnostic tagging of maxima and minima.

These checks are combined per output type, such that, for example, frequency tables are
subject to both the cell-count and dominance rules, while regression coefficients are subject
to a broader set of model-based checks. After each output is checked according to all the
rules as described in Section B.3, if all the checks returned safe, the output is labeled as safe.
Otherwise, it is labeled as unsafe.

Finally, in the aggregation and reporting stage, row-level results are collapsed to produce
a single rule-of-thumb label for each output_id. A conservative ordering ensures that any
unsafe finding dominates: SAFE takes precedence over SAFE, which in turn takes preced-
ence over NO_DATA. Alongside the label, a compact dictionary is generated that records
the percentage of rows violating each rule, together with contextual diagnostics such as the
smallest positive cell count or the distribution of maxima/minima tags. A canonical output
type is also assigned to each output, based on the most frequently detected type within the
block.

Edge cases are handled explicitly,. When no parsable data are available, a placeholder
record is produced with Rule_based = NO_DATA. In cases where multiple inferred sub-
outputs overlap, the most conservative label is retained. Some checks, such as dominance in
magnitude tables, are currently implemented as placeholders and return Not evaluated until
parsing is extended. The overall output of the RBOSDC module is therefore a structured
and explainable table with one row per output_id, containing the assigned rule-of-thumb
label and the summary of violated rules. This table serves both as a baseline assessment and
as structured input to subsequent principles-based and machine learning evaluations.

Applying thesis rule-of-thumb check to the extracted outputs gave us the distribution
shown in Table f.§. A large proportion of the material consisted of Summary and test statistics,
which were almost always labelled as S AFE. This outcome is consistent with the fact that such
outputs systematically satisfied the two key rules: a sufficient number of observations and
positive degrees of freedom. Since these checks are deterministically enforced, this category
did not provide meaningful variation for further modelling,
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Table 4.8: Distribution of outputs by type and rule-of-thumb classification.

output_type No data SAFE UNSAFE
Frequency tables 24 9062 3374
Linear regression coefficients 250 7 0
Magnitude tables 668 0 0
Means, indices, ratios, indicators 59 10694 67
Summary and test statistics 13976 6928 0
Unknown 10 0 0
Maxima, minima, percentiles 12 6 0

Outputs classified as Means, indices, ratios, and indicators presented a different challenge.
While this category contained both SAFE and SAFE cases, it was highly imbalanced: fewer
than 1% of outputs were unsafe. This imbalance limited the potential for robust machine
learning experiments, as the models tended to converge on trivial classifiers dominated by
the majority class.

By contrast, Frequency tables displayed substantial variation across all three categories (SAFE,
SAFE, and No data), making them the most informative setting in which to test rule-of-
thumb and predictive approaches. They also represent one of the most common and disclosure-
sensitive types of outputs in official statistics. For this reason, subsequent analysis concen-
trates primarily on frequency tables, using them as the reference case for exploring both
rule-of-thumb and principles-based output checking,

4.5 Output Classification labelling

To train and evaluate the ML- and LLM-based approaches, we required a per-output tar-
get indicating whether an output is safe for release. At Statistics Portugal, however, approval
is issued at the file/folder level: a submission is either approved or rejected as a whole. Im-
portantly, it is #oz possible for a finally-unsafe output to appear in an approved (safe) folder:
if at least one output is finally unsafe, the entire folder is labelled SAFE. Conversely, some
individually safe outputs can appear inside a folder labelled SAFE, because the institutional
decision is made for the whole submission.

This folder-level labelling creates ambiguity when we wish to assign labels to individual
outputs. To mitigate this, we combined the institutional folder label with the rule-of-thumb
(RBOSDC) check from Section .4 and filtered cases where the folder-level label is a poor
proxy for the output-level truth. Concretely, we applied the following inclusion/exclusion
rules seen in .9

The rationale is as follows. If a folder is SAFE, all contained outputs are finally safe. We
therefore keep both the “easy” cases (also safe by rules) and the “override” cases (flagged
unsafe by rules but deemed safe after principles-based review). If a folder is SAFE, at least
one output is finally unsafe, but not necessarily all of them. To avoid falsely labelling safe
outputs as unsafe, we drgp outputs that are safe by the rule-of-thumb yet inherit the folder’s
unsafe label. By contrast, outputs that are unsafe by the rule-of-thumb are retained and
labelled SAFE, representing genuinely disclosive (or borderline) content under deterministic
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Table 4.9: Inclusion and exclusion rules for reconciling folder-level labels (INE) with rule-
of-thumb (RBOSDC) checks.

Folder label (INE) Rule-of-thumb Action Notes

SAFE SAFE Keep Safe under both checks

SAFE UNSAFE Keep  Principles-based override scenatio
UNSAFE UNSAFE Keep  Deterministically unsafe

UNSAFE SAFE Drap Likely safe output inside an unsafe folder
rules.

This curation has three main effects. First, it reduces noise introduced by folder-level
aggregation, thereby preventing the models from learning spurious associations. Second, it
ensures retention of all genuinely safe outputs, including those that were safe under both rule-
of-thumb and principles-based checks. Third, it preserves the two signal-rich regimes we care
about for modelling: (1) principles-based overrides (rule-of-thumb unsafe but finally safe), which
the ML/LLM models should learn to recognise; and (ii) deterministically unsafe cases (rule-of-
thumb unsafe, folder unsafe), which anchor the unsafe class. The resulting target is therefore
aligned with institutional practice while remaining faithful to per-output safety.

4.6 Machine Learning Output Checking (MLSDC)

This section reports the implementation and evaluation of the machine learning layer de-
signed to assess the disclosure safety of each output. The MLSDC module complements
the rule-of-thumb checks by learning patterns from historical outputs and request-side fea-
tures. Its predictions are not used in isolation, but are subsequently combined with the final
LIM-based validation step described in Section f.6.4.

For each output, the ML stage produces two additional signals that feed directly into this
later stage:

* ML check: a binary SAFE/UNSAFE classification (encoded as 0 for SAFE and 1 for
UNSAFE);

* ML score: a continuous probability (ml_score) representing the estimated likelihood
of an unsafe disclosure.

This design ensures that deterministic, statistical, and probabilistic signals are all available
to the final LLM decision-making step.

4.6.1 Training Data Characteristics

Having established how output-level labels were derived, we next examine the character-
istics of the training data constructed from these labels, focusing on frequency tables as the
reference case.

After filtering out observations where the rule-of-thumb result was No data and outputs
not corresponding to frequency tables, the resulting dataset contained 12,428 outputs. Of
these, 12,364 were labelled SAFE and only 64 were labelled SAFE by Statistics Portugal.
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This raw distribution is highly imbalanced, with the vast majority of outputs classified
as SAFE. To mitigate the risk of machine learning models overfitting to the majority class,
we applied stratified sampling over the joint distribution of the institutional label (output_
checking label) and the rule-of-thumb label (rule_based). Specifically, up to 200 samples
were drawn per cell of the contingency table, yielding a more balanced training dataset. This
approach retains diversity across categories while ensuring sufficient representation of unsafe
cases for learning. Table shows the resulting distribution.

Table 4.10: Balanced sampling of outputs by rule-of-thumb and institutional labels.

SAFE (0) UNSAFE (1)

Rule-of-thumb = 0 200 0
Rule-of-thumb =1 200 64

The features implemented in the machine learning pipeline were drawn from three main
families. First, we included signals derived directly from the rule-of-thumb disclosure control
(RBOSDC) checks. These features capture core disclosure heuristics such as the number of
cells with fewer than ten observations, the share of such small cells, indicators for whether
any row or column shows dominance above 90%, the proportion of concentrated cells, the
presence of maxima or minima, and the degrees of freedom where reported.

Second, structural characteristics of each output were encoded. These features represent
the declared output type, expressed as one-hot indicators, and basic measures of output shape
such as the number of rows, columns, and reported statistics.

Third, we incorporated request-side signals wherever available. Free-text descriptions of
variables used and filters applied were cleaned, lowercased, accent-stripped, and then vec-
torised through hashing to avoid high-cardinality encodings. In addition, a binary flag was
included to indicate whether any term from the internal glossary of sensitive variables ap-
peared in the request text.

All features were stored in numeric form. Textual elements were hashed into sparse nu-
meric vectors, which integrate well with tree-based models without requiring scaling. Metadata-
derived features such as sample design, survey vintage, or microdata-derived dominance meas-
ures were described in the methodology but are not yet included in this implementation, as
they would require access to the original datasets.

Correlation Analysis

Before turning to the results, it is important to note that structural features derived dir-
ectly from the outputs - such as the proportion of small cells or the dominance of individual
contributors - exhibited strong correlations with the unsafe label. This behaviour is expected,
as such features are themselves deterministic components of the RBOSDC checks. To avoid
redundancy, the correlation analysis presented here focuses instead on request-side variables,
which provide complementary and less trivial signals of disclosure risk.

To this end, we computed correlations between individual variables extracted from re-
quests and the final output-checking labels. The results are shown in Figures {3 and 4.

The analysis shows that only a handful of variables display non-negligible associations with
the unsafe label. The strongest positive correlation is observed for num_liquidacao (0.12),
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Figure 4.5: Correlation of extracted variables with the unsafe label.
followed by proprietario_ou_arrendatario and rendimento (both ~ 0.08). Several other vari-

ables, including conta_de_outrem, tipo_de_habitacao, and tipo_de_emprego, exhibit small
negative correlations (around —0.07).

num_liquidacao A
ssiv_foreign -
ssiv_amenities -
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Sensitive variables
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Figure 4.6: Correlation of sensitive-variable group with the unsafe label.

Among the sensitive-variable group, correlations remain weak, with rendimento and ano
showing coefficients around 0.05-0.06, while others approach zero. Importantly, the analysis
of aggregation variables yielded correlations all below an absolute magnitude of 0.025, and
was therefore omitted as not informative.

Overall, these results confirm that no single feature strongly determines disclosure risk.
Instead, unsafe classifications are better understood as the outcome of interactions among
multiple variables and contextual conditions, reinforcing the case for using machine learning
to capture such complex patterns.

4.6.2 Models and training setup

The models implemented were XGBoost and LightGBM [B1]], trained with class
weights to address imbalance. Training followed stratified five-fold cross-validation at the
output level. Grouped CV by request, probability calibration, and the allow/review/block
policy described in Section are planned for the next iteration. Predictions were binarised
at a global threshold of 0.5.
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Table 4.11: Model performance using the balanced dataset by feature bundle (5-fold CV).
BO refers to the group of features extracted from the RBOSDC check, Bl to the features
related to the structure of the output, B2 is BO+B1, B3 refers to the features extracted from
the output request document and B4 is B2+B3

Bundle model PRAUC MCC Precision Recall Accuracy  FNR

BO LGBM 0.4508 0.6210 0.4835 0.9800 0.8475 0.0200
B1 LGBM 0.4465 0.5437 0.4027 0.9800 0.7931 0.0200
B2 LGBM 0.4396  0.6260 0.4894 0.9800 0.8504 0.0200
B3 LGBM 0.8187 0.8972 0.8540 0.9800 0.9711  0.0200
B4 LGBM 0.8544 0.8935 0.8457 0.9800 0.9712  0.0200

4.6.3 Evaluation protocol and metrics

Evaluation focused on fold-averaged PR AUC, Matthews Correlation Coefficient (MCC),
precision, recall, and the false positive rate (FPR) at the 0.5 threshold. Extended metrics such
as calibrated operating bands and reliability plots will be added in future runs.

4.6.4 Predict principle-based label

In contrast to the rule-of-thumb prediction task, the second set of experiments aimed
at predicting the fina/ output-checking label assigned by Statistics Portugal. As described
in Section .3, this label incorporates both the rule-of-thumb checks and the possibility of
principles-based overrides, and therefore represents the ground-truth decision actually used
in practice.

This task is more challenging than replicating RBOSDC, since the model must capture
not only deterministic rule violations but also the contextual exceptions that human checkers
allowed under PBOSDC. In effect, the target variable reflects the institutional integration of
strict thresholds with discretionary principles-based reasoning.

To evaluate model performance under this setting, we followed the same experimental
design as in the rule-of-thumb task, reporting results for both balanced and unbalanced data-
sets. The balanced version was created through stratified sampling to ensure equal repres-
entation of SAFE and UNSAFE cases, while the unbalanced version preserved the natural
prevalence of labels. Comparing performance across these two regimes allowed us to test
both robustness and sensitivity to class imbalance.

Table compares the results accross the different feature bundles in the balanced
setting. Metrics are averaged over 5 stratified folds; the decision threshold is 0.5.

The baseline RBOSDC bundle (B0) achieves strong recall (98%) and reasonable balanced
performance (MCC ~ 0.62). However, precision remains modest (0.48), meaning that while
the model captures nearly all unsafe cases, it still produces a substantial number of false pos-
itives, wrongly labelling a lot of outputs as SAFE. Adding only structural descriptors (B1)
lowers overall performance, with both precision and MCC dropping, suggesting that struc-
tural features alone provide insufficient discriminatory power and mainly push the classifier
toward over-predicting the unsafe class. Combining RBOSDC and structural features (B2)
restores performance to levels comparable with B0, confirming that structural signals add
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little when rule-of-thumb features are already present.

A notable improvement appears when the features extracted from the output requests are
introduced (B3). Precision rises sharply to 0.85 and MCC to 0.90, while recall remains at 98%.
This indicates that textual features such as referenced variables and filters provide crucial con-
text for identifying when rule violations are overridden under PBOSDC. The gains highlight
the value of request-side information in capturing patterns not encoded in deterministic rules.

The strongest results arise from the full bundle (B4), which integrates RBOSDC features,
structural descriptors, and request-derived signals. Performance remains very high, with pre-
cision and MCC both close to 0.85-0.89, recall at 98%, and overall accuracy above 97%. Im-
portantly, the false negative rate is consistently low (2%), which is critical given that missed
unsafe outputs represent the most serious disclosure risk. This demonstrates that combining
deterministic, structural, and request-derived features yields the most reliable approximation
of institutional decision-making.

Ablation results (BO—B4) confirm that request-derived features improve precision at fixed
recall, aligning with reports that LLLM-derived textual features complement structured predict-
ors [21, 29].

Taken together, the results confirm that while RBOSDC-derived features are sufficient
for detecting deterministically unsafe cases, richer representations are required to approximate
the final institutional labels. In particular, request-text features emerge as the most valuable
complement, enabling the models to capture the contextual nuances underlying principles-
based overrides.

Besides aggregate metrics, model performance was further examined through Receiver
Operating Characteristic (ROC) and Precision-Recall (PR) curves (Figure f.7). The ROC
curve illustrates the trade-off between true positive and false positive rates across thresholds,
yielding an AUC of 0.98, which indicates excellent overall discrimination. The PR curve,
more informative under class imbalance, shows an area under the curve of 0.81, confirming
that the model maintains reasonably high precision while retaining strong recall. Together,
these curves reinforce the robustness of the trained model and highlight its ability to identify
unsafe outputs without overfitting to the majority safe class.

ROC curve — test set Precision-Recall curve — test set
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Figure 4.7: ROC and Precision—Recall curves on the test set.
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Table 4.12: Model performance using the unbalanced dataset by feature bundle (5-fold CV).
BO refers to the group of features extracted from the RBOSDC check, Bl to the features
related to the structure of the output, B2 is BO+B1, B3 refers to the features extracted from
the output request document and B4 is B2+B3

Bundle model PRAUC MCC Precision Recall Accuracy  FNR

BO LGBM 0.0508 0.2016 0.0492  1.0000 0.8287  0.0000
B1 LGBM 0.0450 0.1815 0.0415 1.0000 0.7953  0.0000
B2 LGBM 0.0620 0.2019 0.0493 1.0000 0.8291 0.0000
B3 LGBM 0.2011  0.3715 0.1458 1.0000 0.9480 0.0000
B4 LGBM 0.3288 0.4827 0.2402  1.0000 0.9717 0.0000

Comparison with non-balanced results.

The results obtained on the non-balanced dataset (Table differ markedly from those
on the balanced dataset. Because the natural distribution of outputs is highly skewed towards
SAFE, recall for the unsafe class remains perfect (FNR = 0) across all bundles, but precision
drops dramatically, especially for the RBOSDC-only bundles (BO-B2), where fewer than 5%
of predicted unsafe cases are actually unsafe. This behaviour reflects the model’s tendency
to over-predict the majority class, achieving high apparent accuracy (=83-97%) simply by
labelling most outputs as SAFE.

As richer features are introduced, performance improves. Text-derived signals (B3) roughly
quadruple precision compared to BO-B2 and nearly double MCC, indicating that request-level
information provides critical context absent in rule-of-thumb and structural features alone.
The full feature set (B4) yields the strongest results, with precision rising to 24% and MCC
approaching 0.48, alongside very high overall accuracy (=97%).

When contrasted with the balanced dataset, the trade-off becomes clear. Balancing ex-
poses the models to more unsafe examples, which improves their ability to discriminate
between genuinely safe and unsafe outputs, as reflected in substantially higher PR AUC and
MCC. By contrast, in the imbalanced regime, the models achieve superficially strong accur-
acy through majority-class dominance but remain much weaker at identifying unsafe cases
with confidence. For this reason, both perspectives are informative: the balanced dataset
highlights the model’s discriminative capacity, while the non-balanced dataset reflects per-
formance under realistic deployment conditions.

4.6.5 Predicting rule-of-thumb labels

We also did experiments trying to predict the rule-of-thumb label directly from the en-
gineered features. For this particular case, given that the dataset was balanced in terms of
the target variable, the training dataset included all the 12,428 observations mentioned in
Section }.6.1]

Results comparing the results from feature bundles (see f.6.3)ranging from RBOSDC-
only signals to the full combination of RBOSDC, structural descriptors, and request-derived
features are summarised in Table [G.3. Both XGBoost and LightGBM were tested, but as
results were nearly identical across all feature bundles, we report only LightGBM in the main
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Table 4.13: Model performance (rule-check prediction) by feature bundle (5-fold CV). BO
refers to the group of features extracted from the RBOSDC check, B1 to the features related
to the structure of the output, B2 is BO+B1, B3 refers to the features extracted from the
output request document and B4 is B2+B3.

Bundle Model PRAUC MCC Precision Recall Accuracy

BO LGBM 1.0000  1.0000 1.0000  1.0000 1.0000
B1 LGBM 0.9424 0.8329 0.7698  0.9665 0.9469
B2 LGBM 1.0000  1.0000 1.0000  1.0000 1.0000
B3 LGBM 0.3630 0.4023 0.4174 0.6539 0.7933
B4 LGBM 1.0000  1.0000 1.0000  1.0000 1.0000

text for clarity. Full comparison tables including LightGBM and XGBoost are provided in
Appendix [G. 1.

The results highlight several important dynamics in the prediction of rule-of-thumb labels.
First, the RBOSDC-only features (BO) already yield perfect performance across all metrics.
This is unsurprising, since the target labels are themselves defined by RBOSDC violations,
and therefore the same signals that drive the label are directly encoded in the predictors.

When structural descriptors are used in isolation (B1), performance drops considerably
(PR AUC =~ 0.94, MCC =~ 0.83). This shows that while table-level characteristics such as
size, declared output type, and number of reported statistics contain information correlated
with disclosure risk, they are not sufficient on their own to fully reproduce the rule-of-thumb
decisions.

Combining RBOSDC features with structural descriptors (B2) restores perfect perform-
ance (all metrics = 1.0), confirming that structural context adds only marginal refinements
once rule-derived features are available.

Request-text features in isolation (B3) remain weak (PR AUC ~ 0.36, MCC =~ 0.40),
indicating that free-text mentions of variables and filters are too noisy and indirect to reliably
capture the deterministic rule logic. Nevertheless, these features are not without value, as they
later contribute in the prediction of principles-based overrides where contextual interpretation
matters.

Finally, when all feature families are combined (B4), the models again achieve perfect clas-
sification. This is consistent with the dominance of RBOSDC-derived signals, with additional
feature sets providing redundancy rather than incremental gains in this specific task.

Overall, the experiments confirm that RBOSDC signals are the decisive drivers of per-
formance in replicating rule-of-thumb labels, while structural descriptors offer some limited
standalone predictive value, and request-text features serve as complementary signals more
relevant for the principles-based prediction task.

Beyond their direct application to frequency tables, these experiments also provide indir-
ect value for the treatment of magnitude tables. Specifically, RBOSDC rules 1 and 3 -which
concern minimum cell counts and distribution over rows and columns - can be approximated
by predicting disclosure safety on magnitude tables using the same feature logic. In principle,
researchers are expected to submit the corresponding frequency tables alongside magnitude
outputs, thereby allowing deterministic checks to be applied directly. In practice, however,
such frequency tables are often omitted, as mentioned in Section B.3. In these cases, the
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rule-of-thumb prediction framework offers a pragmatic substitute by leveraging structural
and request-derived features to approximate the missing checks.

4.6.6 LLM Checking (LLMSDC)

The implementation of the Large Language Model to Statistical Disclosure Control sys-
tem builds on a layered approach that integrates deterministic preprocessing, machine learn-
ing, and a prompt-driven evaluation stage powered by large language models.

In the preprocessing stage, output metadata and diagnostics derived from rule-of-thumb
(RB) checks are standardized into model-ready features. This process begins with the normal-
ization of output types, where the variable output_type is cleaned and mapped to a canonical
set such as frequency tables, magnitude tables, or linear regression coefficients. To capture
the structural dependencies between outputs and applicable rules, a deterministic mapping
defines which diagnostics are relevant to each output type; for example, frequency tables are
systematically associated with the cell count and row/column distribution checks. Finally,
these diagnostics are summarized into human-readable strings that transform raw metrics
into concise interpretative statements. Each rule is expressed in natural language, mapping
binary status values to SAFE or SAFE and including key indicators such as the number and
percentage of violating cells. An illustrative summary might state: “Cel/ counts rule (cells < 10)
SAFE - Violating cells: O; Percent violating: 0.0%; Evaluated cells: 434.”

Following preprocessing, the system constructs prompts for the LLM evaluation stage
(see Fig {.§). Each prompt integrates four elements in a deterministic sequence: the re-
searcher’s original context and request description (All_context_final), the compact summar-
ies of the relevant rule-of-thumb checks (rb_checks), the principles-based guidance drawn
from authoritative disclosure control frameworks (principles_rules_text), and the output of
the machine learning classifier, including its predicted label and associated probability score
(ML_label, ml_score). The system prompt instructs the model to return only valid JSON
conforming to a predefined schema, thereby enabling full automation of the subsequent pro-
cessing pipeline.

To ensure robustness and operational reliability, the serving layer incorporates multiple
safeguards. All requests are fingerprinted and cached to minimize redundant computation.
API calls are managed with rate-limiting mechanisms and exponential backoff strategies to
handle service overloads or temporary failures (HT'TP 429/5xx). Additionally, strict parsing
routines enforce JSON integrity by extracting only the first valid object from the LLM re-
sponse. When a valid object cannot be identified, the system defaults to a controlled safe
error state, thereby maintaining consistency and avoiding accidental disclosure of unsafe out-
puts.

Through this design, the LLMSDC framework combines deterministic standardisation,
machine learning prediction, and principles-guided LLM reasoning in a structured and audit-
able workflow, with safeguards that ensure both reliability and interpretability.

This structured process ensures that principles-based reasoning is applied consistently,
while deterministic RB checks and machine learning context provide grounding for the LLM
assessment.

65



Evaluate the disclosure risk of a SINGLE output from data analysis.

Researcher description: Cross-tabulation of income by age group in Lisbon,

2021.
Rule-of-thumb (RB) precheck: Cell counts rule (cells <10): SAFE (0 viol,;
0.0%; 434 eval.) |  Distribution rule (>90% row/col): UNSAFE (14 viol,;

3.2%; 434 eval.; 420 safe).

Principles-based guidance: Disclosure control must ensure that no individual
dominates a cell; suppress results with unsafe small counts; apply contextual
thresholds.

ML model summary: Label: SAFE |  Score: 0.21

Instructions: Decide the overall label (allowed: SAFE, SAFE, Needs_Info). Con-
sider the ML label as input; if you disagree, state why. Be concise and cite specific
risks. If choosing Needs_Info, list up to 3 missing items. Return STRICT JSON
ONLY (no markdown, no commentary).

Figure 4.8: Example structured prompt for the LLM evaluation stage.

Implementation of LLM Fine-Tuning

As introduced in Section B.6.4, we experimented with three open-source baselines: gpen-
mistral-7b, alightweight single-expert model, and open-mixtral-8x22b, a larger mixture-of-experts
architecture. In addition to these pre-trained models, we implemented a fine-tuning proced-
ure using the Mistral API. The workflow comprised three main stages: (i) preparing the train-
ing dataset; (if) uploading the data and configuring the fine-tuning job; and (iii) monitoring
and deploying the resulting fine-tuned model.

The fine-tuning dataset was derived from the same data used in the machine learning
stage, but restricted to the training split (train_df). This ensured that the held-out test set
(test_df) remained unseen during fine-tuning and was later used for evaluation. The data
were transformed into a JSONL file using the messages-only format required by the Mistral
API. Each record contained the structured prompt - composed of the researcher description,
rule-of-thumb checks, principles-based guidance, and ML outputs - and the corresponding
reference label.

This setup enforced supervised fine-tuning (SFT) with explicit instruction-tuning: the
model was repeatedly shown how to map heterogeneous context into a fixed schema.

The training file was uploaded to the API with the declared purpose fine-tune. The fine-
tuning job was created using the base model mistral-medium-latest, chosen as a comprom-
ise between inference cost and representational power. The hyperparameters included three
training epochs, consistent with common practice for small domain-specific datasets to avoid
overfitting. Duplicate-job handling was also implemented to prevent repeated submissions.

Upon success, the fine-tuned model was assigned a unique identifier, which can be queried
in the job metadata. This identifier allows the model to be used in subsequent inference calls
by replacing the base model name with the fine-tuned ID.
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Evaluation of Classification and Exception Justification

The fine-tuned and baseline LLLMs were applied to the held-out test set of 116 historical
outputs from Statistics Portugal. For each observation, the models produced a final approval
label (SAFE, UNSAFE, or Needs_Info), which we compared against the human ground truth.

As described in Section B.6.4, three evaluation settings were considered: RB-only, MIL-
only, and RB+ML. The assessment was carried out using the full suite of classification metrics,
and we also tracked the proportion of Needs_Info predictions as an indicator of inconclusive
automated assessments.

Table summarises the results across the three models: two open pre-trained LLLMs
(open-mistral-7b (M7b), open-mixtral-8x22b (Mix22b), mistral-medium-latest (Medinm)) and the domain-
specific fine-tuned model (FT). In addition to standard metrics, the table reports the level of
agreement with the RB and ML labels, providing insight into how closely each model aligned
with these components of the hybrid pipeline.

Table 4.14: LLM output-checking results with agreement against RB and ML labels.
(Acc.=Accuracy, Prec.=Precision, Rec.=Recall, MCC=Matthews Correlation Coefficient, PR
AUC=Precision—Recall Area Under Curve, FNR=False Negative Rate, Agr.=Agreement,
Nfo=Needs Info).

Model Setup Acc.  Prec. Rec. MCC PRAUC FNR  Agr. RoT Agr. ML Nfo
M7b RoT-only 6210  26.70  100.00  0.39 0.27 0.00 100.00 72.41 0
Mix22b ~ RoT-only 6210  26.70  100.00  0.39 0.27 0.00 100.00 72.41 0
Medium  RoT-only  64.60 31.40 100.00  0.43 0.31 0.00 85.34 65.52 17
FT RoT-only 6210  26.70  100.00  0.39 0.27 0.00 100.00 72.41 0
M7b ML-only 86.20  0.00 0.00 0.00 0.14 100.00 48.28 75.86

Mix22b ~ ML-only 8480 57.10 100.00  0.68 0.57 0.00 54.31 68.10 37
Medium  ML-only 55.60  55.60  100.00  0.00 0.56 0.00 23.48 23.48 88
FT ML-only 89.70  57.10  100.00  0.71 0.57 0.00 72.41 100.00 0
M7b ML+RoT  67.60  31.40  100.00  0.44 0.31 0.00 92.24 73.28 8
Mix22b ~ ML+RoT  63.80 27.60  100.00  0.40 0.28 0.00 98.28 74.14 0
Medium  ML+RoT  68.90 3270  100.00  0.46 0.33 0.00 91.30 73.91 9
FT ML+RoT  83.60 4570  100.00  0.61 0.46 0.00 78.45 93.97 0

The results in Table reveal several important dynamics across model size, setup, and
fine-tuning;

First, across the RoT-only setup, all models achieved perfect recall but relatively low pre-
cision, as expected given that the rule-of-thumb checks are deterministic and highly conser-
vative, leading to more observations being labelled as SAAFE. The larger mixtral-8x22b and
the lighter open-mistral-7b achieved identical results, both aligning fully with the rule-of-
thumb outputs (100% agreement) with the rule-of-thumb outputs (100% agreement), while
the medium-latest variant produced slightly lower agreement (85%) and flagged seventeen
cases as Needs_Info, meaning that the LLM considered that there was not enough information
to make a decision.

Second, in the ML-only setup, the differences between base models became more pro-
nounced. The smaller 7b model failed to generalise, predicting all outputs as SAFE and thus
achieving zero precision and recall. By contrast, the larger mixtral-8x22b and the medium-latest
model demonstrated substantially stronger predictive capacity, with MCC values of 0.68 and
0.56, respectively. Both, however, frequently concluded that more information was required
before making a decision, with the medium-latest model marking as many as 88 cases as
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Needs_Info. While an automated system ideally produces a complete set of labelled outputs,
it is generally preferable for a model to flag uncertain cases rather than issue potentially in-
correct classifications. Nevertheless, the behaviour of the medium-latest model illustrates the
limits of this trade-off when the proportion of flagged cases becomes excessive. In contrast,
the fine-tuned model (FT) achieved the best balance: it combined high accuracy (90%), solid
precision (57%), and perfect recall, while entirely eliminating Needs_Info responses.

Third, under the combined ML+RoT setup, agreement with both RB and ML signals
was in general higher. The larger mixtral-8x22b achieved the highest agreement with RB
checks (98%), while the 7b and medium-latest hovered around 91-92%. Once again, the
fine-tuned model stood out, delivering higher precision (46%) and strong overall balance
(MCC = 0.61) compared to its untuned counterparts. The fine-tuned model also achieved
the highest accuracy in this configuration.

In general terms, it is also relevant to highlight the behaviour of the fine-tuned model
across the ML-only and ML+RoT setups. In the ML-only setting, the fine-tuned LLM
achieved nearly 90% accuracy and agreed with the ML label in 100% of cases. When the
rule-of-thumb (RoT) labels were also introduced, overall accuracy and agreement with the
ML label decreased slightly, while agreement with the RoT checks increased. This behaviour
is expected: because the ML label was explicitly designed to approximate the institutional
ground truth, introducing RoT signals (which often diverge from the final decision) naturally
reduces alignment with the true target.

What is important, however, is that the fine-tuned model remained relatively stable un-
der this shift. By contrast, the non—fine-tuned models (M7b and Mix22b) experienced much
sharper changes: accuracy dropped by about 20 percentage points, and their agreement with
RoT checks increased by roughly 50 percentage points. This indicates that while the base
models tended to overfit to whichever supervision signal was most prominent, the fine-tuned
model was better able to reconcile conflicting sources of information, maintaining more con-
sistent performance and closer alignment with the true target. This highlights the robustness
of the fine-tuned model to conflicting supervision signals, whereas the base models showed
instability and overfitting,

Taken together, these results underline three points: (i) model size matters, with the lar-
ger mixtral-8x22b showing the most stable alignment with rule-of-thumb checks; (i) smaller
models like 7b are prone to collapse without RB guidance, classifying nearly everything as
SAFE; and (iii) fine-tuning clearly improves robustness, eliminating Needs_Info responses and
shifting agreement from strict rule-of-thumb mimicry towards closer alignment with ML and
ground-truth labels. Together, these findings underscore the importance of model scale and
targeted fine-tuning in building reliable LLM-based disclosure control systems.

4.6.7 Prototype Implementation

A working prototype was implemented to validate the feasibility of the proposed sys-
tem. The prototype takes as input one output and its corresponding request file, applies
the same preprocessing and feature-extraction pipeline as used for model training, and then
executes the three checking layers (RBOSDC, MLSDC, and PBOSDC) in sequence. The
system returns a consolidated decision containing the rule-of-thumb results for each check,
the machine learning classification and probability score, and the LLM-based rationale and
final label.
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Prototype output check (Frequency table)

Researcher description: project_title: Economia do Cuidado em Portugal. Used
Variables: ANO, nut3_est, CAE5_est. Filters applied: calculo do nimero de es-
tabelecimentos em cada ANO/nut3_est para cada uma das trés CAEs seguintes:
87100, 87301 e 88101. Type of output: tabela.

Dataset: Quadros de Pessoal Dataset_code: 6.3

Rule-of-thumb (RB) results: Distribution rule (=>90% row/col): SAFE (0 viol.;
0.0%). | Cell counts rule (cells <10): UNSAFE (164 viol.; 20.6%; 795 eval.).

ML model summary: Predicted label: SAFE (0) |  Probability score: 0.42

LLM rationale: The output is considered UNSAFE. The cell counts rule flags
164 cells with fewer than 10 observations, posing a high risk of disclosure. The
LLM highlights that the presence of small counts increases the likelithood of indi-
vidual identification.

Recommended actions: Increase cell counts by aggregation; suppress or coarsen
sensitive categories.

Final consolidated decision: SAFE

Figure 4.9: Example prototype run showing integrated RB, ML, and LLLM evaluation for a
frequency table flagged as unsafe.

This setup mirrors the intended operational deployment, where individual researcher sub-
missions can be processed dynamically. In practice, the prototype demonstrates that the
system can deliver integrated output-checking results in real time, combining deterministic,
statistical, and contextual signals into a single interpretable decision.

In addition, a fallback mechanism was introduced for cases where no request document
is available. In this situation, the system processes the output directly, applying the rule-of-
thumb and machine learning checks, and then invokes the LLM assessment with limited con-
textual information. This ensures that output checking can still proceed even in the absence
of a full request document, albeit with reduced contextual sensitivity.

To illustrate the behaviour of the prototype in practice, we provide a worked example of
a single frequency table evaluated by the system in Fig, .9, The example shows how inform-
ation from the output request is combined with the results of the rule-of-thumb checks, the
machine learning classifier, and the LLM rationale to produce a final consolidated decision.
This demonstrates the end-to-end integration of deterministic, statistical, and contextual sig-
nals into a single interpretable output.
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Chapter 5

Conclusions & Discussion

This dissertation contributes a novel hybrid architecture that integrates deterministic rules,
ML classification, and LLM reasoning for disclosure control. It is, to our knowledge, the first
to demonstrate such an approach using real historical outputs from Statistics Portugal. Mo-
tivated by the pressing need for scalable disclosure control, the work developed a hybrid
system that integrates metadata retrieval, feature engineering, rule-of-thumb checks, machine
learning classification, and LLLM-based reasoning into a unified pipeline.

The results presented in Chapter f| demonstrate that such a system is both feasible and
effective. The rule-of-thumb layer provided a transparent and conservative baseline, the ma-
chine learning models captured complex patterns and contextual exceptions, and the LLM
component enabled flexible, principles-based reasoning. Together, these elements were shown
to reproduce institutional decisions with high recall while offering interpretable justifications
and actionable recommendations. Importantly, the prototype implementation illustrated how
the approach can operate in real time, producing consolidated decisions for individual outputs
in a way that balances automation with transparency and auditability of decisions.

In this final chapter, we discuss the implications of these findings for the practice of
statistical disclosure control, reflect on the limitations of the proposed system, and outline
promising directions for future research.

5.1 System Performance

One of the central aims of this thesis was to explore the role of large language models
(LLMs) in the disclosure safety assessment process. Although LLLMs were indeed crucial in
extracting meaningful information from output requests, the evaluation conducted suggests
that, when it comes to the actual classification of outputs into Safe or Unsafe, deterministic
rule-of-thumb systems and machine learning (ML) models such as XGBoost or LightGBM
often provide a more reliable basis for decision-making. This reflection highlights the relative
strengths and limitations of each approach, discussing considerations that statistical offices
should take into account when deciding which methods to implement. Table p.1| summarizes
the comparison between these methods.

Rule-of-thumb approaches proved highly effective in our work for ensuring compliance
with established disclosure rules, as they are fully deterministic and transparent. However,
their application required outputs to be structured in a particular format, leaving little flex-
ibility for irregular or unexpected cases. This limitation is well recognised in tools such as
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ACRO and SACRO [47], which face similar challenges of coverage and adoption across dif-
ferent types of outputs. Our results therefore confirm both the strengths and constraints of
deterministic checks: reliable when the format is controlled, but brittle when outputs deviate.

Machine learning models, such as XGBoost and LightGBM, showed strong performance
in our experiments, particularly in capturing cases where exceptions to strict rules were jus-
tified under principles-based reasoning. Prior work, notably Towards Machine 1earning-Assisted
Output Checking for Statistical Disclosure Control [17)], demonstrated that ML techniques can gen-
eralise rules not explicitly present in training data. Our results extend this by showing that
ML can complement rule-of-thumb checks when trained on historical outputs, especially in
identifying grey areas where deterministic rules are too strict or permissive. Nevertheless, ML
depends on consistent, structured inputs, and predictions degrade with irregular or pootly
formatted outputs.

By contrast, COACH [46] and COACH+ [45] explored ML with Human-in-the-Loop
feedback at the cell level, classifying individual table entries as safe or unsafe before aggregat-
ing results. This fine-grained approach provides valuable signals but does not exploit request-
side descriptions or broader structural features, and it amplifies class imbalance since most
cells are safe. Our system complements these efforts by operating at the output level, in-
tegrating summaries of rule checks with engineered structural features and metadata from
researcher requests, which better reflects how institutional decisions are taken. Similarly,
compared with CASD [#1], which emphasises broad file-level descriptors to achieve wide
coverage, our approach focuses on disclosure-specific features tied to statistical content.
Taken together, these approaches are complementary: cell-based models excel at detailed
flagging, file-centric ones ensure coverage, and output-level frameworks bring contextual and
metadata-driven reasoning into the decision process.

LLMs, in contrast, bring complementary strengths to the process. While they may not
outperform rule-of-thumb or MLL methods in terms of pure classification accuracy, they excel
in providing explanations and contextual justifications for their decisions, as well as in assisting
in the data cleaning and extraction process. Furthermore, they are capable of leveraging con-
textual understanding to assess disclosure risk even when outputs are inconsistently or pootly
formatted. This ability to articulate why a particular output might be at risk - for example,
by explicitly referencing small cell counts or dominance in a distribution - directly enhances
transparency. It allows both researchers and output checkers to understand the reasoning
behind automated decisions better, reducing the black box problem that often arises with ML.
This makes them a valuable tool for improving communication between the statistical office
and the researcher, especially in cases where the outcome is contested or requires clarification.

Fine-tuning an LLM further enhanced its effectiveness in this setting. Unlike the base
models, which often became unstable when exposed to conflicting rule-of-thumb and ma-
chine learning signals, the fine-tuned model demonstrated robustness and maintained stable
performance across setups. Crucially, it eliminated inconclusive Needs_Info responses and
consistently aligned more closely with the institutional ground truth, underscoring the value
of targeted domain-specific adaptation for disclosure control.

Taken together, these reflections suggest that the three approaches should not be viewed
as competitors but rather as complementary tools. Rule-of-thumb checks guarantee com-
pliance and provide a non-negotiable baseline. ML methods add adaptability and capture
exceptions in cases where sufficient structured historical data exists. LLMs, in turn, fill a
distinct role: they handle unstructured data, improve transparency, and provide user-facing
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Approach Strengths Limitations Best suited when...
Rule-of-thumb Deterministic, trans- | Rigid: requires | Outputs are well
parent, guaranteed | outputs in specific, | structured and
compliance with | standardised formats; | standardisation is
formal rules. brittle with irregular | enforced.
cases.
Machine Learning | Captures exceptions | Dependent on con- | Sufficient historical
(e.g, XGBoost, | to strict rules; gener- | sistent, labelled his- | labelled data are
LightGBM) alises to “grey areas”; | torical data; perform- | available, and outputs
high predictive accur- | ance drops withirreg- | follow a consistent
acy with structured | ular or novel outputs. | structure.
data.
Large Language | Provide explanations, | Lower classifica- | Transparency  and
Models (LLMs) justifications, and | tion accuracy than | user interaction are
adaptive  feedback; | ML/rules;  outputs | priorities, or when
handle unstructured | may vary in consist- | outputs are not fully
or irregular outputs; | ency. standardised.
enhance transparency
and usability.

Table 5.1: Comparison of rule-of-thumb, machine learning, and LLM approaches for output
checking.

explanations that enhance trust. For statistical offices, the choice of which methods to im-
plement should therefore depend on two key considerations: (i) whether there is access to
sufficiently structured historical data to train robust ML models; and (ii) whether outputs can
be standardized in ways that make deterministic rules effective. In contexts where neither
condition is fully met, LLMs may serve as a bridge by offering interpretable reasoning and
adaptive feedback, ensuring that disclosure control processes remain both practical and un-
derstandable.

5.1.1 Comparison with Manual Output Checking

Manual output checking is a time-intensive process that requires skilled experts to review
each research output against Statistical Disclosure Control (SDC) rules. This task often in-
volves detailed case-by-case judgement, making it both costly and prone to delays when large
volumes of outputs must be reviewed.

The system developed in this dissertation addresses these challenges by standardizing
output formats and automating rule-of-thumb (RoT) assessments. By providing structured
outputs and preliminary automated evaluations, it substantially reduces the burden on human
checkers, who can then focus their attention on genuinely borderline cases rather than re-
petitive routine checks. In practice, reviewers benefit from having cleaner inputs and clearer
contextual information, which accelerates decision-making and improves consistency.

Equally importantly, automation makes it possible to embed dynamic checking mechan-
isms such as SWAR, whereby researchers receive real-time feedback on whether their outputs
are likely to be approved or flagged for disclosure risks. Allowing researchers to adjust ana-
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lyses proactively reduces rejection rates and minimizes the need for multiple review iterations.
While human oversight remains essential for ensuring confidentiality and addressing complex
cases, the proposed system significantly decreases the time and effort required from expert
reviewers, enhances transparency, and streamlines the overall output checking process.

5.2 Challenges and Limitations

Despite its advantages, the proposed system presents several challenges that must be ad-
dressed for full-scale adoption.

A first set of challenges concerns data retrieval and preprocessing. Outputs were dis-
persed across heterogeneous folder structures, stored in multiple file types (xlsx, .csv, .log,
etc.), and presented in diverse formats depending on the output type. This heterogeneity
not only complicated parsing and standardisation, but also limited our ability to construct
a representative historical dataset. In practice, many outputs could not be reliably extrac-
ted or aligned with their corresponding request documents due to time constraints, despite
significant engineering efforts. As a result, the usable dataset was skewed towards the most
structured and consistent output type: frequency tables. While this subset provided a sufti-
ciently large and coherent basis for testing, it does not fully capture the diversity of outputs
encountered in statistical practice, thereby constraining the scope of our study.

Another limitation relates to the coverage of disclosure risks. While the system effect-
ively detects primary risks such as small cell counts or dominant contributions within tables,
secondary disclosure risks - where confidential information could be inferred by combining
multiple outputs - remain more complex and may still require human oversight. A promising
extension would be the creation of a stored dataset of past outputs from each researcher, en-
abling new requests to be cross-referenced against historical submissions in order to identify
cases where cumulative disclosure may arise.

Computational costs also present a potential barrier. Although Al-driven disclosure con-
trol systems are resource-intensive, the current design mitigates this challenge by leveraging
lightweight models for local processing and considering cloud-based alternatives for non-
confidential tasks. Importantly, since outputs are encoded before being processed, reliance
on cloud-based models does not entail a risk of data leakage, thereby preserving confidenti-
ality.

Finally, although the system design envisaged the computation of features directly from
the underlying microdata (e.g.,, unweighted counts, dominance metrics, largest-contributor
shares), this component was not implemented during the internship due to time constraints.
Incorporating such features, which were available at Statistics Portugal, would further improve
the robustness and accuracy of disclosure control.

In parallel, the use of Al introduces its own risks, including hallucinations, incorrect clas-
sifications, and over-reliance on automated decisions. To mitigate these issues, the system ap-
plies several safeguards: providing LLILMs only with non-confidential information, enforcing
strict prompt design to reduce hallucinations, constraining outputs to deterministic formats
(e.g., JSON) for consistency, and requiring mandatory human validation in borderline cases
or principles-based overrides. These measures align with the recommendations of the EU Al
Act and help ensure that the system remains trustworthy, transparent, and accountable.
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5.3 Future Work

Building on the results of this study, several directions for future development can be
identified. First, while the system was primarily evaluated on frequency tables, future work
should extend the pipeline to other types of outputs such as magnitude tables, regression
results, and percentiles. Broadening the scope of supported outputs is essential to ensure
that disclosure control mechanisms are robust across the full diversity of statistical products
encountered in practice. A key step in this direction is the implementation of direct fea-
ture computation from the underlying microdata. Although the current study relied mainly
on outputs, requests, and metadata, the design already anticipated the inclusion of features
such as unweighted counts and largest-contributor shares. Incorporating this module would
significantly strengthen accuracy and bring the system closer to the operational procedures
followed in practice.

Another priority concerns request-side information. While the current variable and fil-
ter extraction pipeline is effective, it can still produce errors or inconsistencies. Fine-tuning
domain-specific LLMs on annotated request data offers a promising way to reduce these er-
rors and improve coverage, enabling more reliable use of researcher-provided context. Lever-
aging this rapidly evolving technology could substantially enhance the extraction of meaning-
ful information from outputs and requests, thereby strengthening the ability of both rule-of-
thumb and machine learning approaches to make accurate predictions based on structured
data. In addition, future systems should include a stored dataset of past outputs, allowing new
requests to be cross-referenced against historical ones. This would make it possible to capture
secondary disclosure risks, where confidentiality breaches arise not from a single output but
from the combination of multiple results.

Human validation will remain necessary, particularly during the early adoption phase.
Evidence from COACH and COACH [46, #5] cleatly shows that Human-in-the-Loop (HITL)
feedback can dramatically reduce false negatives (i.e., cases labelled as S.AFE that are actu-
ally UNSAFE - referred to as false positives in their work) and improve the reliability of
MI-assisted output checking. To support this in the present system, a structured feedback
mechanism should be developed that allows reviewers to confirm, reject, or comment on Al
assessments. These decisions can be stored and re-used to reinforce future evaluations, en-
abling a reinforcement-learning pipeline where the model adapts to institutional practice over
time. Such an approach would allow the principles-based component to improve through
human feedback, gradually increasing automation accuracy and trust.

Finally, deployment considerations merit attention. An important question is whether
to rely on local or cloud-based implementations. Local models provide stronger confiden-
tiality guarantees, while cloud solutions offer scalability and computational efficiency. Since
outputs can be encoded before processing, cloud-based models could be used safely for non-
confidential tasks, while sensitive material would remain restricted to local deployments. Fu-
ture work should also align with emerging governance standards (e.g,, the EU Al Act) to
ensure responsible deployment of Al-driven disclosure control in official statistics.

Taken together, these directions provide a roadmap for evolving the current prototype
into an operational, institution-grade disclosure control system that balances automation, hu-
man oversight, and transparency.
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5.4 Final Conclusion

This dissertation has demonstrated that hybrid approaches integrating deterministic rules,
machine learning, and large language models can meaningfully improve the efficiency, trans-
parency, and scalability of output checking in official statistics. By combining the strengths of
each component - rules for guaranteed compliance, machine learning for capturing contex-
tual exceptions, and LL.Ms for explanation and adaptability - the proposed system reproduces
institutional practice while reducing the burden on human reviewers.

Although challenges remain in extending coverage, incorporating secondary risk detec-
tion, and aligning with operational governance frameworks, the results confirm that auto-
mation can substantially streamline disclosure control without compromising confidentiality.
Looking ahead, the adoption of such hybrid systems has the potential to transform output
checking from a resource-intensive bottleneck into a collaborative, transparent, and respons-
ive process that better serves both statistical offices and researchers.
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Appendix A

Output classification

This appendix presents the mapping between Eurostat output types and the correspond-

ing statbarn categories .

Table A.1: Crosswalk between Eurostat “Type of Output General” and closest statbarn.

Output type (image) Image Closest statbarn (paper) Paper Status (pa-
class safe? per)
Frequency tables Unsafe Frequencies Unsafe ~ Very  well
understood
Magnitude tables Unsafe Linear aggregations (e.g, Unsafe Very well
sums/ totals) understood
Maxima, minima, percentiles Unsafe Position (min/medi- Unsafe  Provisional
(incl. median) an/quantiles)
Mode Safe Mode Safe Confirmed
Means, indices, ratios, indicat- Unsafe Linear aggregations / Calcu- Unsafe  Very  well
ofrs lated ratios under-
stood /
Provisional
Concentration ratios Safe Concentration ratios (e.g, Safe Provisional
Herfindahl)
Higher moments (variance, co-  Safe Shape (higher moments) Safe Provisional
variance, kurtosis, skewness)
Graphs: pictorial representa- Unsafe No dedicated statbarn (treat via Unsafe  Provisional
tions of actual data underlying statistic; survival — (when
Implicit tables) treated
as  im-
plicit
tables)
Linear regression coefficients  Safe Correlation/regression coef- Safe Confirmed
ficients
Non-linear regression coeffi- Safe Correlation/regression coef- Safe Confirmed

cilents

ficients
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Table A.1 (continued)

Output type (image) Image Closest statbarn (paper) Paper Status (pa-
class safe? per)
Estimation residuals Unsate  No dedicated statbarn (diagnostic- - -
s/ predictions)
Summary & test statistics from  Safe Statistical hypothesis tests Safe Provisional
estimates (R?, x?, etc.)
Correlation coefficients Safe Correlation/regression coef- Safe Confirmed
ficients
Factor analysis Safe Not  explicit;  closest family: ? No know-
Clusters (latent structure) ledge
Correspondence analysis Safe Not  explicit, dimensional- - -

association method (treat via
context)
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Appendix B

RBOSDC summary

Table B.1: Rule-of-thumb disclosure risks and required features by output type [4].

Output type

Rule-of-thumb risk logic

Key features to extract

Frequency tables

Magnitude tables

(means, totals)

Maxima / minima /
percentiles

Modes

Means, ratios, indicat-
ors

Concentration ratios

Cells must contain at least 10 units; no cell
should dominate its row/column (> 90%);
organisational dominance must be avoided.

Cells must be based on at least 10 units;
largest contributor must not exceed 50% of
the cell value.

Not allowed if extreme individuals could be
identified; tail percentiles (e.g., 1st or 99th) are
sensitive.

Mode must represent at least 10 observations.

Avoid outputs dominated by few individuals;
ensure contributor balance.

The ratio must not indicate dominance of a
few contributors.

Cell count (unweighted)
Row/column group proportions

Organisational source breakdown

Cell count
Largest-contributor proportion

Total value per cell

Percentile position
Sample size

Value range

Frequency of modal value

Total sample size

Number of contributors

Contributor dominance check

Top contributor shares

Contributor rank list
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Output type

Rule-of-thumb risk logic

Key features to extract

Higher
(e.g., variance)

moments

Graphs / visuals

Regression coef-
ficients  (linear /
nonlinear)
Residuals

Summary and test
statistics

Factor and corres-
pondence analysis

Correlations

Must be computed with at least 10 degrees of
freedom.

Graphs should not be released; only pre-
cleared data may be visualised.

At least one coefficient must be withheld;
output must be based on at least 10 residual

d.f

Not permitted for disclosure due to re-
identification risk.

Permitted only with > 10 residual degrees of
freedom.

Require at least 2 variables and enough obser-
vations for safe output.

Must not be exactly —1, 0, or 1.

Sample size

Degtees of freedom

Graph presence flag

Underlying data structure

Number of coefficients

Residual degrees of freedom

Residual presence flag

Residual values (if provided)

Residual degrees of freedom

Statistic type

Number of variables

Sample size

Correlation coefficient value
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Appendix C

PBOSDC summary

Table C.1: Principles-based risk considerations and required features by output type [4].

Output type

Risk considerations

Key features to extract

Frequency tables

Magnitude tables
(means, totals)

Regression outputs

Small cell counts; confidential data sources;
identification via combinations or rank order.

Disclosure by dominance or extremes; sens-
itive variables.

Disclosure via influential variables, overfit-
ting, or model explainability.

Minimum cell count

Data source (survey/admin/de-
rived)

Dataset confidentiality flag

Rank-order information (if dis-
closed)

Geographic breakdown
Data age

Sample design

Sensitive-variable presence (e.g,
income)

Dominance metrics (e.g., top-
contributor %)

Cell-level aggregation
Number of contributors

Outlier detection

Number of observations
Number of predictors
R?, residual patterns
Suppressed coefficients

Subgroup sample sizes
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Output type

Risk considerations

Key features to extract

Percentiles / max /
min / quantiles

Graphs / maps / visu-
als

Residuals or dia-
gnostics

Time series / trends

Direct identification of extreme individuals.

Visual identification of sparse points/out-

liers; residual patterns.

Disclosure through uniquely large residuals or

influence diagnostics.

Risk of deducing events or individuals from

temporal anomalies.

Presence of extreme values
Percentile position (e.g., top 1%)
Geography / subdomain
Sample size

Variable sensitivity

Data granularity in visuals

Plot type (scatter, map, histo-
gram)

Sample size per point
Colour coding / legend info

Regression line visibility

Residual magnitudes
Number of units contributing

Influence diagnostics (Cook’s dis-
tance, leverage)

Data sensitivity

Temporal  granularity  (daily,
monthly, ...)

Sample size per time unit
Change points / spikes
Subgroup breakdowns
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Appendix D

INE baseline thresholds

Table D.1: INE baseline thresholds and safeguards for common output classes (illustrative)

[15].

Area

INE baseline (rules-of-thumb)

Small cells / class disclosure
Contributor dominance

Model outputs (coefficients)

Residuals / diagnostics

Graphs / survival

Percentiles / extremes

Minimum unweighted count per cell (e.g, n > 10);
row/column concentration capped (e.g,, < 90%).
Largest contributor limited (e.g., < 50% of cell total);
apply secondary suppression where needed.

Release full coefficients only if the model is non-
saturated and residual d.f. meet a minimum (e.g,, > 10).
Otherwise treat as implicit tables.

Do not release residuals or case-level diagnostics; aggreg-
ated summaries only.

Assess via the underlying statistic (e.g., survival — impli-
cit/linked tables); avoid exact read-offs (no data labels;
bin/jitter).

Treat minima/maxima/percentiles as high risk; allow
only with strong contextual justification and sufficient
group size/coarsening.

89



Appendix E

Features for Disclosure Risk
Assessment: Definitions and Data

Sources

Table E.1: Summary of features for disclosure risk assessment

Feature / Indicator

Description

Where to get it

Cell count

Number of observations
used
Filters applied

Temporal reference

Geographic granularity

Age of the data
Dataset source
Sample design

Group propottion (row/-
column)
Organisational ~ domin-
ance

Largest contributor pro-
portion

Degtees of freedom

Variable count in mul-
tivariate outputs

Number of coefficients
reported

Ensures each output value (cell, mean, percentile)
is based on at least 2 minimum number of units
(typically 10).

Used to estimate degrees of freedom and validate
cell size.

Defines the subpopulation analysed, which can re-
duce sample size and increase risk.

Specifies the time period covered; recent or fine-
grained references may increase risk.

Level of territorial aggregation (e.g, national, re-
gion, municipality); finer levels increase disclosure
risk.

Older data may pose lower re-identification risk.
Confidential data sources require stricter checks.
If the sample itself is confidential, even small
counts are risky.

Ensures no cell holds more than 90% of a row or
column total.

Checks if >90% of units come from a single or-
ganisation.

Ensures no single value dominates cell totals
(>50%).

Model-based outputs must have >10 degrees of
freedom.

Factot/correspondence analysis must use >2 vati-
ables.

At least one (e.g, intercept) should be withheld.

Output (frequency tables); dataset
or metadata (others).

Output or metadata.
Output request or code.
Output request or metadata.
Metadata or output request.
Metadata.

Metadata.

Metadata.

Output or dataset.

Dataset or metadata.
Dataset.

Dataset or researcher-provided.
Output or dataset.

Output.
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Feature / Indicator

Description

Where to get it

Variable type

Type of summary statistic
Graph presence flag
Graph type (scatter, resid-
ual, etc.)

Outlier check / residual
analysis

Granularity of axes or val-
ues

Rank order of contribut-
ors

Usefulness / reliability of
output

Variance around percent-
ile

Residual presence flag
Residual value distribu-
tion

Binary-only regressions resemble table means;
coefficients cannot be based solely on categorical
variables.

Used to estimate degrees of freedom.

Indicates whether graphical output is submitted.
Identifies type of visual and risk associated.

Checks for visual disclosure risk in graphs.

High granularity increases risk of exact identifica-
tion.

Risk increases if contributors can be externally
ranked.

Low-reliability estimates may be unnecessary and
risky.

Low variance implies group disclosure; high vari-
ance — uniqueness.

Residuals should be excluded unless justified.
Outliers in residuals may imply individual data.

Output.

Output.

Output.

Output.

Output.

Output.

Output or metadata.
Subjective - LLM or human.

Output (if available).

Output.
Output.
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Appendix F

Prompt Examples for Output Request
Feature Extraction

F1 Extracting Variables

Prompt: Input: §json[Variaveis utilizadas’]

Given the following text, extract all variable names that appear before the ex-

pression “Proveniente de” or similar. Return the variables as a comma-separated
list.

Example 1 Input: Rendimento global e Coleta liquida. Proveniente das notas de
liquidagao de IRS Output: Rendimento global, Coleta liquida

Example 2 Input: VAB, imposto, subsidios, volume de negécios do Dataset
SCIE Output: VAB, imposto, subsidios, volume de negécios

A.2 Extracting Filter Conditions
Prompt: Input: §json[‘Descri¢ao’]

Extract all filter conditions present in the input, such as population restrictions
(e.g, age, sex, region). Return as a comma-separated list.

Example 1 Input: Frequéncia de mulheres com 65 anos ou mais na regiao Norte
Output: mulheres, idade = 65, regido = Norte

Example 2 Input: Numero de trabalhadores agricolas entre 20 e 40 anos Output:
trabalhadores agricolas, idade entre 20 e 40

A.3 Extracting Intended Output Type
Prompt: Input: §json[‘Descri¢ao’]

From the description, identify the type of statistical output intended (e.g, fre-
quency table, regression, mean, correlation). Return one of the following labels:
Frequency table, Regression, Mean, Percentile, Correlation, Graph, Residuals,
etc.
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Example 1 Input: Tabela de frequéncias por idade e sexo Output: Frequency
table

Example 2 Input: Coeficientes de regressao sobre o rendimento em funcao da
escolaridade Output: Regression

A.4 Extracting Aggregation Levels
Prompt: Input: §json[‘Descri¢ao’]

Identify any aggregation levels (e.g., by sex, region, education). Return the group-
ing variables as a comma-separated list.

Example 1 Input: Médias salariais por setor de atividade e sexo Output: setor
de atividade, sexo

Example 2 Input: Nimero de habitantes por NUTS 2 Output: NUTS 2

A.5 Extracting Temporal References
Prompt: Input: $json[‘Descrigao’]

Identify any time references (e.g., year, range of years, phrases like “dltimos 5
anos”). Return the time period as-is.

Example 1 Input: Taxa de desemprego entre 2018 e 2022 Output: 2018-2022

Example 2 Input: Dados de escolaridade dos dltimos 10 anos Output: dltimos
10 anos
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Appendix G

Supplementary Results

G.1 Comparison between LightGBM and XGBoost

This appendix presents the full set of results for both LightGBM and XGBoost across
the three tasks:

1. Predicting the final output-checking label with a balanced dataset.
2. Predicting the final output-checking label with the original, imbalanced dataset.

3. Predicting the rule-check label (RBOSDC).

Table G.1: Model performance (balanced dataset, final label prediction) with balanced dataset
by feature bundle (5-fold CV). BO refers to the group of features extracted from the RBOSDC
check, B1 to the features related to the structure of the output, B2 is BO+B1, B3 refers to the
features extracted from the output request document and B4 is B2+B3

Bundle model PR AUC MCC Precision Recall Accuracy FNR

BO XGB 0.4513 0.6241 0.4859 0.9800  0.8504 0.0200
BO LGBM  0.4508 0.6210  0.4835 0.9800  0.8475 0.0200
B1 XGB 0.4546 0.5435  0.4023 0.9800  0.7931 0.0200
B1 LGBM  0.4465 0.5437  0.4027 0.9800  0.7931 0.0200
B2 XGB 0.4473 0.6241 0.4859 0.9800  0.8504 0.0200
B2 LGBM  0.4396 0.6260  0.4894 0.9800  0.8504 0.0200
B3 XGB 0.8223 0.8705  0.8125 0.9800  0.9626 0.0200
B3 LGBM  0.8187 0.8972  0.8540 0.9800  0.9711 0.0200
B4 XGB 0.8820 0.9153  0.8821 0.9800  0.9769 0.0200
B4 LGBM  0.8544 0.8935  0.8457 0.9800  0.9712 0.0200
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Table G.2: Model performance (imbalanced dataset, final label prediction) by feature bundle
(5-fold CV). BO refers to the group of features extracted from the RBOSDC check, Bl to
the features related to the structure of the output, B2 is BO+B1, B3 refers to the features
extracted from the output request document and B4 is B2+B3

Bundle model PR AUC MCC Precision Recall Accuracy FNR

BO XGB 0.0508 0.2019 0.0493 1.0000  0.8291 0.0000
BO LGBM  0.0508 0.2016 0.0492 1.0000  0.8287 0.0000
B1 XGB 0.0450 0.1826 0.0419 1.0000  0.7974 0.0000
B1 LGBM  0.0450 0.1815 0.0415 1.0000  0.7953 0.0000
B2 XGB 0.0620 0.2024  0.0495 1.0000  0.8298 0.0000
B2 LGBM  0.0620 0.2019 0.0493 1.0000  0.8291 0.0000
B3 XGB 0.2011 0.3715 0.1458 1.0000  0.9480 0.0000
B3 LGBM  0.2011 0.3715 0.1458 1.0000  0.9480 0.0000
B4 LGBM  0.3288 0.4827 0.2402 1.0000  0.9717 0.0000
B4 XGB 0.3171 0.4827 0.2402 1.0000  0.9717 0.0000

Table G.3: Model performance (rule-check prediction) by feature bundle (5-fold CV). BO
refers to the group of features extracted from the RBOSDC check, B1 to the features related
to the structure of the output, B2 is BO+B1, B3 refers to the features extracted from the
output request document and B4 is B2+B3

model PR AUC MCC Precision Recall Accuracy Bundle

XGB 1.0000 1.0000 1.0000 1.0000 1.0000 BO
LGBM  1.0000 1.0000 1.0000 1.0000 1.0000 BO
LGBM 09424 0.8329  0.7698 0.9665  0.9469 Bl
XGB 0.9390 0.8345  0.7844 0.9509  0.9491 Bl
XGB 1.0000 1.0000 1.0000 1.0000 1.0000 B2
LGBM  1.0000 1.0000 1.0000 1.0000 1.0000 B2
LGBM  0.3630 0.4023  0.4174 0.6539  0.7933 B3
XGB 0.3624 0.4023  0.4174 0.6539  0.7933 B3
XGB 1.0000 1.0000 1.0000 1.0000 1.0000 B4
LGBM  1.0000 1.0000 1.0000 1.0000 1.0000 B4
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