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Resumo

A Aprendizagem Federada (FL) é uma abordagem de aprendizagem automática distribuída que
permite o treino colaborativo de modelos sem necessidade de centralizar dados sensíveis, prome-
tendo privacidade, embora se tenha demonstrado vulnerável a ataques de inferência de associação
e de reconstrução de dados. A Criptografia Homomórfica (HE) pode mitigar estes problemas
ao permitir a realização de operações sobre dados cifrados. Contudo, o seu elevado custo com-
putacional e a expansão do texto cifrado complicam a implementação em ambientes de recursos
limitados. A Criptografia Híbrida Homomórfica (HHE) oferece uma alternativa mais prática ao
combinar cifras simétricas leves com HE, reduzindo a sobrecarga nos clientes e mantendo a pri-
vacidade.

Esta tese investiga a aplicação da HHE em FL e propõe uma nova plataforma de FL baseada
em HHE que combina a cifra simétrica PASTA com o esquema HE BFV. Os clientes cifram as
atualizações locais do modelo com PASTA e enviam-nas juntamente com a chave PASTA cifrada
com a cifra BFV para o servidor. O servidor realiza então uma avaliação homomórfica do circuito
de decifrar do PASTA e agrega os dados cifrados resultantes. Para mitigar os riscos de confiden-
cialidade decorrentes do uso de uma chave HE partilhada, foram desenvolvidas duas estratégias:
encapsulamento RSA, que cifra a chave PASTA (já cifrada com BFV) com a chave pública RSA
do servidor, e o uso de máscaras, em que os clientes enviam uma chave com uma máscara que o
servidor posteriormente retira durante a agregação.

O sistema foi integrado na plataforma Flower e avaliado com uma versão independente e
identicamente distribuída do conjunto de dados MNIST, distribuída por 12 clientes ao longo de
10 rondas de treino. Os resultados demonstram que os esquemas HHE alcançaram um nível de
precisão comparável ao treino em dados não cifrados (97,58 % a 98,33% face a 98,93%), reduzi-
ram o tamanho do modelo cifrado por um fator de 2.077×, o tráfego de envio dos clientes até
61,73× e o tempo de execução do cliente em até 30%, em comparação com um sistema baseado
exclusivamente no esquema HE BFV. No entanto, o custo computacional do servidor aumenta
aproximadamente 6.700× por cada cliente participante na fase de treino.

No geral, o estudo demonstra que a HHE proporciona um equilíbrio eficaz entre privacidade,
eficiência e precisão em FL para dispositivos com recursos limitados. Embora a escalabilidade
do lado do servidor continue a ser um desafio, a abordagem proposta constitui uma das primeiras
demonstrações práticas de HHE aplicada a FL.

Keywords: Aprendizagem Federada, Agregação Segura de Modelos, Criptografia Homomór-
fica Híbrida, Aprendizam Automática com Preservação da Privacidade, Transciphering, BFV,
PASTA, Internet das Coisas
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Abstract

Federated Learning (FL) is a distributed machine learning approach that enables collaborative
model training without centralizing raw data, promising privacy but having been shown to be
vulnerable to membership inference and reconstruction attacks. Homomorphic Encryption (HE)
can address those privacy concerns by allowing computation on encrypted updates. However,
its high computational cost and ciphertext expansion hinder deployment in resource-constrained
environments. Hybrid Homomorphic Encryption (HHE) offers a more practical alternative by
combining lightweight symmetric ciphers with HE, reducing client overhead while maintaining
end-to-end privacy.

This thesis investigates the application of HHE in FL and proposes a novel HHE-based FL
framework that combines the PASTA symmetric cipher with the BFV HE scheme. Clients encrypt
local model updates with PASTA and send both the lightweight ciphertext and the BFV encryp-
tion of the PASTA key to the server. The server then performs a homomorphic evaluation of the
decryption circuit of PASTA and aggregates the resulting BFV ciphertexts. To mitigate confiden-
tiality risks stemming from the use of a shared HE key, two mitigation strategies were developed:
RSA wrapping, which re-encrypts the BFV-encrypted PASTA key under the server’s RSA pub-
lic key, and Masking, where clients encrypt a masked key that the server later unmasks during
aggregation.

The system was integrated into the Flower framework and evaluated under an independent and
identically distributed partitioned version of the MNIST dataset with 12 clients across 10 training
rounds. The results demonstrate that the HHE schemes achieved accuracy comparable to plaintext
training (97.58%–98.33% vs. 98.93%), while reducing the encrypted model size by a factor of
2,077×, client upload traffic by up to 61.73×, and cutting client runtime by at most 30% compared
to a system based solely on the BFV HE scheme. However, server computational cost increases
by roughly 6700× for each client participating in the training phase.

Overall, the study shows that HHE provides an effective balance between privacy, efficiency,
and accuracy in FL for resource-constrained devices. While server-side scalability remains a chal-
lenge, the proposed approach constitutes one of the first practical demonstration of HHE for FL.

Keywords: Federated Learning, Secure Model Aggregation, Hybrid Homomorphic Encryp-
tion, Privacy-Preserving Machine Learning, Transciphering, BFV, PASTA, Internet of Things
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UN Sustainable Development Goals

The United Nations Sustainable Development Goals(SDGs) provide a global framework to achieve
a better and more sustainable future for all. It includes 17 goals to address the world’s most
pressing challenges, including poverty, inequality, climate change, environmental degradation,
peace, and justice.

This work contributes to global sustainability efforts by advancing secure and efficient feder-
ated learning. The proposed hybrid homomorphic encryption framework reduces computational
and communication overhead on the client side, making privacy-preserving machine learning more
practical. By lowering resource requirements, the approach enables broader participation from
organizations and devices with limited capabilities, fostering inclusivity in the development of
data-driven technologies.

The specific Sustainable Development Goals mentioned have the following names:

SDG 8 Promote sustained, inclusive and sustainable economic growth, full and productive em-
ployment and decent work for all

SDG 9 Build resilient infrastructure, promote inclusive and sustainable industrialization and fos-
ter innovation

SDG Target Contribution Performance Indicators and
Metrics

8
8.2 Reduces computational and com-

munication overhead for clients,
enabling organizations in resource-
constrained environments to partici-
pate in federated learning, fostering
inclusive economic growth.

Reduction in client upload traf-
fic (up to 61.73×); Reduction
in encrypted model size (2,077×
smaller); Reduction in client run-
time (up to 30%)

9
9.5 Proposes one of the first practi-

cal implementations of Hybrid Ho-
momorphic Encryption in Feder-
ated Learning, advancing privacy-
preserving machine learning.

Novelty of combining PASTA
with BFV for FL; Integration with
Flower for practical FL experi-
mentation; Open-source release
of implementation and bench-
marking framework
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Chapter 1

Introduction

1.1 Context and Motivation

Artificial Intelligence (AI) and Machine Learning (ML) are transforming a wide range of fields,

from the food industry and e-commerce to chemical manufacturing [1], and even healthcare, where

it has the potential to enhance quality of life [2]. Their success, however, relies on access to large

and diverse datasets, as well as the ability to train increasingly complex models [3, 4, 5].

These requirements pose two major challenges. On the one hand, many devices, particularly

those in the Internet of Things (IoT), wearable sensors, and remote monitors, suffer from limited

computational and energy resources, making it difficult to train or deploy large-scale models lo-

cally [6]. However, even when computational power is available, access to sensitive data is often

restricted due to privacy concerns [7]. Such restrictions prevent researchers from using valuable

data for their studies and obstruct healthcare professionals from offering more personalised anal-

yses and treatment plans [8]. Creating an effective AI model requires access to large amounts of

data, and if most of the data needed is private and not available for use, the resulting model may

not perform well when faced with new situations [9].

To address the computational burden of training large models on single machines or con-

strained devices, the Distributed Machine Learning (DML) paradigm emerged [10]. DML uses

distributed computing to spread the training process across multiple machines, or edge devices,

allowing the development of models previously thought impossible in centralised settings [10].

However, while DML addresses computational scalability, it does not alone solve the equally

critical issue of data privacy, since sensitive data often cannot be centralised, even in distributed

setups [11]. To overcome this limitation, Federated Learning (FL) has been introduced as a spe-

cialised form of DML that allows a group of clients, such as hospitals or mobile devices, to collab-

oratively train a global AI model without directly sharing their raw data. In typical FL setups, each

client trains a local model using its own data and shares only the model parameters with a central

server that coordinates the training. The central server then updates the global model by aggregat-

ing the local model parameters using techniques such as weighted averaging. Once updated, the

new global parameters are sent back to the clients, allowing them to continue training locally. This

1



Introduction 2

approach aims to preserve the privacy of the data, as raw data is not exchanged directly between

clients or with the server [12].

However, recent research has shown that local model updates can unintentionally leak infor-

mation from local data, potentially exposing participants to various privacy attacks, including data

reconstruction, membership inference, and property inference attacks [13, 14]. To solve those is-

sues, several techniques have been integrated into FL systems, such as Differential Privacy (DP),

Homomorphic Encryption (HE), and Secure Multi-Party Computation (SMC) [15]. DP adds noise

to data, making inference harder for attackers, but possibly reduce model accuracy [16]. SMC

protocols allow multiple clients to collaboratively perform aggregation without trusting the cen-

tral server, but require high computational and communication overhead [17]. HE allows servers

to perform computations directly on encrypted data, generating an encrypted result that, when

decrypted, matches the result of the same operations on the corresponding unencrypted data, al-

lowing for a secure aggregation process [18, 19]. Unfortunately, due to the high computational

cost of the homomorphic operations and ciphertext expansion [20], a HE-based FL scheme is

much less efficient than its plaintext counterpart [19].

These limitations make it challenging to implement secure FL schemes in resource-constrained

environments. Hybrid Homomorphic Encryption (HHE) offers a balanced solution tailored to such

constraints [21]. Instead of relying solely on HE for the entire model, which is often computa-

tionally expensive and slow, HHE combines multiple encryption methods to improve efficiency.

As demonstrated by Dobraunig et al. [22], with HHE, client can reduce their computational re-

quirements by encrypting data with a fast symmetric cipher. The encrypted data, along with the

symmetric key encrypted using homomorphic encryption, is sent to the server. The server ho-

momorphically evaluates the symmetric decryption function on the symmetric ciphertext, trans-

forming it into a homomorphic ciphertext. This enables computations to be carried out directly on

encrypted data while ensuring the raw data remains protected. Although this approach increases

the computational load on the server, it reduces communication overhead, making HHE a promis-

ing solution for privacy-preserving FL in IoT environments with limited computational resources.

1.2 Problem

HE is a widely studied privacy-preserving technique in FL [15], and its integration into IoT devices

has naturally followed. However, practical limitations have emerged, primarily due to the high

computational and communication costs associated with HE [23].

With the development of HHE schemes, the costs associated with HE on the client side start

to decrease drastically [22], making HHE a promising alternative for resource-constrained FL

scenarios. However, to the best of our knowledge, the application of HHE in FL has not been

explored.

This research aims to investigate the use of HHE to enhance privacy and efficiency in FL

environments involving computationally limited devices. The primary research question guiding
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this study is: "How can HHE be applied to FL to enhance privacy and efficiency in IoT devices?".

To address this question, narrower-sub questions were established:

RQ1 What are the current methods used to protect data privacy in FL?

RQ2 How do different homomorphic encryption approaches operate in FL for IoT devices,

and how effective are they in enhancing privacy and security?

RQ3 How does an HHE approach compare to existing privacy-preserving techniques in FL

for IoT settings?

1.3 Objectives

Considering the problem stated, the main objective of this research is to develop and evaluate a

HHE approach for FL in IoT environments, with the goal of enhancing both privacy and efficiency

for resource-constrained devices.

To achieve this, the study pursues the following specific objectives

• O1 - Review and analyze existing privacy-preserving methods in FL to establish a foun-

dation for comparison.

• O2 - Investigate how different HE approaches are applied in FL for IoT devices, focus-

ing on their effectiveness in ensuring privacy and security.

• O3 - Design, implement, and evaluate an HHE-based FL scheme, comparing its perfor-

mance and privacy guarantees with existing techniques.

1.4 Contributions

This thesis makes several key contributions to the field of privacy-preserving FL.

First, it provides a comprehensive survey of the most widely used privacy-preserving tech-

niques in FL. This review highlights the strengths and limitations of current approaches, offering

a clear understanding of the existing landscape and identifying areas that require further research.

Second, the thesis presents a detailed analysis of the use of HE in FL, with particular focus

on its application to IoT environments. This analysis covers multiple dimensions, including sys-

tem architectures, the entities involved, assumed threat models, aggregation methods, evaluation

datasets, and the HE schemes employed. It also examines key management practices, the specific

data encrypted, and the entities responsible for decryption. Furthermore, it reviews additional

techniques designed to strengthen security, such as defenses against poisoning and collusion at-

tacks, as well as mechanisms for enhancing robustness and communication efficiency, including

strategies for managing user dropout, filtering irrelevant updates, and compressing data.

Third, the thesis introduces a novel HHE-based FL scheme. To balance efficiency and strong

security guarantees, the framework employs the PASTA [22] stream cipher for lightweight and
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fast encryption on the client side, making it suitable for resource-constrained IoT devices. On the

server side, the BFV [24] HE scheme is integrated to enable secure computation and aggregation

directly over encrypted data. This combination ensures end-to-end privacy while maintaining

practical feasibility in real-world deployments.

Fourth, the proposed HHE scheme is designed to be independent of any specific FL frame-

work, but was implemented and evaluated in this thesis using the Flower [25] framework. The

implementation includes a homomorphic evaluation routine for Federated Averaging (FedAvg),

operating under a shared HE key setup since multi-key HE was not feasible in the selected frame-

work.

Fifth, because all clients share the same HE key pair, a client could potentially intercept and

decrypt data transmitted by others. To mitigate this risk, two strategies were designed and imple-

mented: RSA wrapping and Masking, ensuring that client data remains private during transmission

even when multiple clients share the same HE key pair.

Sixth, the thesis reports on a comprehensive experimental evaluation. The scheme was tested

on an Independent and Identically Distributed (IID) partitioned version of the MNIST [26] dataset

using 12 clients over 10 training rounds. The results demonstrated that the HHE approaches

achieved accuracy comparable to plaintext training (97.58%–98.33% vs. 98.93%), while reducing

the encrypted weights size by a factor of 2,077× and total client upload traffic by up to 61.73×.

However, server computational overhead increased by approximately 6,700× per client participat-

ing in the training phase.

Finally, the software developed for this thesis is made publicly available. The Python library

developed is available on GitHub1 , while the code used to conduct the experiments presented is

accessible in a Google Drive folder2.

The work done for this thesis resulted in a scientific publication:

• Pedro Correia, Ivan Silva, Ivone Amorim, Eva Maia, and Isabel Praça Federated learn-

ing: An approach with hybrid homomorphic encryption. 6th International Workshop on

Cyber-Physical Security for Critical Infrastructures Protection (CPS4CIP 2025), an work-

shop of the 30th European Symposium on Research in Computer Security (ESORICS 2025),

September 2025 [27]. Accepted for presentation and publication.

1.5 Thesis Structure

This document is organized as follows: Chapter 1, Introduction, provides the context and motiva-

tion behind this work, introducing the research questions, the main objectives, and the contribu-

tions of this thesis. Chapter 2, Preliminaries, expands on concepts introduced earlier, such as FL,

HE, and HHE, to support understanding of the techniques discussed in later chapters. Chapter 3,

Literature Review, presents existing studies that address the aforementioned research questions.

1https://github.com/PedroCorreia56/hhe_fl
2https://drive.google.com/drive/folders/19miLI9eniVmRq4e0ME6NShVxHDH5l2AI?usp=

sharing

https://github.com/PedroCorreia56/hhe_fl
https://drive.google.com/drive/folders/19miLI9eniVmRq4e0ME6NShVxHDH5l2AI?usp=sharing
https://drive.google.com/drive/folders/19miLI9eniVmRq4e0ME6NShVxHDH5l2AI?usp=sharing
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Chapter 4, Proposed Solution, describes the architecture and the workflow of the proposed solu-

tion, ending with the threat model considered for this work. Chapter 5, Implementation Details,

presents the cryptographic tools and FL framework used in this work, and the resulting prototype

architecture. It also describes the algorithms implemented on both the client and server sides and

the parameters constraints forced on this work. Chapter 6, Experimental Results, presents the re-

sults of the experimental evaluation, analyzing the performance and effectiveness of the proposed

approach. Finally, Chapter 7, Conclusion and Future Work, concludes the thesis by summarizing

key findings, discussing encountered limitations, and outlining directions for future work.



Chapter 2

Preliminaries

This chapter presents the foundational concepts and key technologies relevant to this work. It starts

with an overview of FL, a modern approach to addressing privacy concerns in distributed AI model

training. Key challenges in FL, such as heterogeneity of data and system characteristics, as well

as privacy and security threats, are discussed. Following this, HE is introduced as a cryptographic

technique that allows computations on encrypted data, enhancing privacy in FL. Finally, HHE is

covered as a recent advancement that combines different encryption methods to improve efficiency

and practicality in privacy-preserving FL systems.

2.1 Federated Learning

FL is a DML paradigm that enables multiple devices or organizations to collaboratively train a

shared global model without sharing each participant’s local data, and it can be implemented in

either a centralized or decentralized manner [28].

In centralized FL, a central server manages multiple clients, orchestrating the training process

as depicted in Figure 2.1. The training occurs in rounds: during each round, clients train their

local models on local data and send only the local model parameters to the server. The server

then updates the global model by aggregating the local model parameters. Once updated, the new

global parameters are sent back to the clients to use in the following round. This process continues

for a fixed number of rounds or until the model converges [29]. This approach preserves privacy,

as no sensitive local data is exchanged between clients or with the server [12]. However, because

the server is solely responsible for coordinating training and aggregating updates, its failure would

halt the entire process, making it a single point of failure [28].

In contrast, decentralized FL does not rely on a central server. Instead, the clients communi-

cate and exchange model updates directly with each other, typically in a peer-to-peer fashion, as

shown in Figure 2.2. This approach removes the single point of failure brought by the server but

introduces other challenges, such as slower convergence when compared to centralized FL [28].

Within these architectures, aggregation algorithms are used to combine the local model up-

dates into a global model. The choice of aggregation method can impact both the accuracy of

6
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Figure 2.1: Centralized Federated Learning Architecture

the resulting global model and the computational overhead [30]. Two of the most widely used

algorithms are Federated Stochastic Gradient Descent (FedSGD) and Federated Averaging (Fe-

dAvg) [31].

FedSGD extends the classic stochastic gradient descent algorithm [32] to the federated setting.

In this algorithm, the aggregator aggregates local gradients computed by the clients. In each

training round, a fraction C of clients is selected. Each participating client computes the gradient

of its local objective function on its dataset using the current global model, and sends this gradient

to the server [33].

Let K be the total number of clients, and St ⊆ {1, . . . ,K} be the set of clients selected at

round t, with |St | = C ·K being the number of participating clients. For each client k ∈ St , let nk

denote the number of local training samples of client k, and nSt = ∑k∈St nk be the total number of

training samples of all clients in St . Denote by gk
t the gradient computed by client k at round t by

gk
t = ∇Fk(wt) where Fk is the local objective function of client k and wt being the current global

model of round t. The global model is then updated using a weighted average of the clients’

gradients:

wt+1 = wt −η ∑
k∈St

nk

nSt

gk
t ,

where η is the learning rate. When C = 1 the procedure reduces to full-batch gradient descent,

which is non-stochastic because the update is based on the complete set of training data rather than

a random subset. FedSGD is a computationally efficient algorithm but may require a high number

of rounds to produce good results [33].

FedAvg extends FedSGD by allowing clients to perform multiple local optimization steps

before the global aggregation. In each round, each client k ∈ St performs several local updates on
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Figure 2.2: Decentralized peer-to-peer FL

its local model wk using its own dataset. The local updates are computed iteratively as:

wk← wk−η ∇Fk(wk)

This procedure can be repeated for multiple iterations or epochs over the local dataset. After

completing the local updates, the clients send their updated models wk
t+1 to the server. The global

model is then updated using a weighted average of the clients’ models:

wt+1 = ∑
k∈St

nk

nSt

wk
t+1,

FedAvg, by allowing each client to perform more computations locally, reduces the number of

communication rounds needed to achieve higher accuracy, thereby lowering the overall commu-

nication cost compared to FedSGD [33].

While these algorithms improve aggregation efficiency, FL continues to face significant chal-

lenges, most notably heterogeneity across clients and persistent privacy and security threats, which

complicate both its design and deployment.

2.1.1 Heterogeneity

Unlike traditional centralized training environments where data, models, and computational re-

sources are controlled and standardized, FL involves diverse clients with different characteris-

tics [34]. This heterogeneity typically arises from three main factors: data distribution, model

configurations and client-side system resources [35].
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2.1.1.1 Data Distribution Heterogeneity

In traditional ML, data is typically assumed to be Independently and Identically Distributed (IID),

meaning that all clients possess datasets with similar features and sample distributions [34]. In

FL scenarios, however, the diversity of clients often leads to Non-IID data [36], where different

clients may have datasets that vary both in feature composition and in the number of samples. For

example, Google [37] used FL for next-word prediction in Gboard, a Google keyboard for mobile

devices. Different languages and unique writing patterns of users lead to variations in both features

and sample distributions across clients. This data can negatively affect the FL model by causing

biased outcomes, slower convergence, lower accuracy, and increased communication overhead

due to more rounds being needed for training. Additionally, this variability complicates privacy

guarantees, as certain data patterns may unintentionally expose sensitive client information [38].

To handle this, FL is commonly categorized into three main settings based on the overlap in feature

and sample spaces between clients.

Horizontal Federated Learning (HFL), also known as sample-based FL, applies when client

datasets share the same feature space but consist of different samples [12], as shown in Figure 2.3

(a). For instance, in healthcare, hospitals may store patient records containing similar attributes,

such as age, gender, height, and weight, but for entirely different patients.

Vertical Federated Learning (VFL), or feature-based FL, is applied when clients have datasets

with the same samples but distinctive features [39], as seen in Figure 2.3 (b). For example, in

finance, one client might hold a customer’s transaction history while another has their credit scores

and demographic information.

Federated Transfer Learning (FTL) is used in scenarios where datasets differ in both sample

and feature spaces [40], as illustrated in Figure 2.3 (c). In such cases, traditional horizontal or

vertical federated learning approaches are insufficient due to the lack of alignment between clients’

data. To solve this issue, FTL leverages transfer learning techniques, allowing the model to learn

across disparate datasets, even when the intersection in the sample space is minimal [39].

2.1.1.2 Model and System Heterogeneity

Real-world applications of FL should not assume that all clients have the same computational

capabilities or network conditions. For instance, in FL scenarios involving mobile devices, com-

putational power can vary from high-end smartphones with multiple cores and GPUs to older

devices with limited processing capabilities, memory can range from several gigabytes to just a

few hundred megabytes, and connectivity can fluctuate from stable 5G connections to irregular

Wi-Fi access, leading to system heterogeneity [35, 41]. Limited computational resources or un-

stable connections may prevent some clients from completing training at the same pace as others,

or even cause them to drop out during a training round. Such constraints can also restrict the com-

plexity of models that clients can run. For example, some clients may only be able to train a neural
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Figure 2.3: FL Settings: (a) Horizontal Federated Learning, (b) Vertical Federated Learning, (c)
Federated Transfer Learning

network with three layers, while others can train networks with six layers, introducing model het-

erogeneity. This complicates the aggregation process, as combining updates from heterogeneous

models requires specialized techniques to be effective [35].

These issues have led to the emergence of two main FL deployment schemes. Cross-Silo FL

involves a relatively small number of reliable clients (typically 2–100), such as organizations or

institutions. These clients are generally stable and consistently available, allowing them to partic-

ipate in each round of computation and carry over information from one round to the next [42].

Cross-Silo FL is compatible with HFL, VFL, and FTL approaches, depending on the alignment of

data across clients and the specific application [42, 43]. The main challenges of this approach arise

from both performance and collaboration aspects. From a performance perspective, it is necessary

to obtain global and local models that remain accurate even when clients have different degrees of

heterogeneity, while also ensuring that these models can be obtained with minimal computational

and communication costs. From a collaboration perspective, since the participants are typically in-

stitutions with long-term goals, maintaining cooperation is essential. To achieve this, mechanisms

that provide incentives and reward consistent contributions are often required [44].

In contrast, Cross-Device FL involves a large number of clients, often ranging from thousands

to millions, such as mobile or IoT devices. These clients are highly unreliable, with frequent

dropouts due to issues like battery depletion or unstable network connections. The number of

participating clients also varies significantly at any given time. As a result, each client generally

participates only once in a task and does not retain information across rounds. The primary chal-

lenge in this setup is communication, which must operate under highly unstable conditions [42].
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2.1.2 Privacy and Security Threats

FL enables collaboration with different clients while ensuring that data remains stored on the

individual devices, rather than being in a centralized environment. This setup offers advantages for

data privacy, as sensitive information never leaves the client side. Nonetheless, privacy concerns

remain, as both clients and the server may assume different roles: honest, honest-but-curious, or

malicious [19].

An honest entity adheres to the FL protocol and perform computations as intended [39, 40].

Honest-but-curious entities also follow the protocol without interfering with the training process,

but may attempt to infer sensitive information from received data [45]. Malicious entities actively

deviate from the protocol, aiming both to compromise model performance and to extract private

information from honest participants [13].

Depending on participant behavior, FL is susceptible to two primary categories of attacks.

Poisoning attacks are typically carried out by malicious clients to degrade the global model’s

integrity [36], while inference attacks are often conducted by honest-but-curious or malicious

entities seeking to extract sensitive information from data or model updates [13, 14].

2.1.2.1 Poisoning Attacks

These attacks aim to compromise the integrity of the global model and can vary in severity, from

reducing the accuracy of the FL model, to manipulating the model into producing specific target

outputs, which is generally more challenging to achieve. These attacks are typically categorized

into two types: data poisoning attacks and model poisoning attacks [13].

Data poisoning attacks occur when an attacker manipulates the training data to influence the

model’s behavior without directly altering the local model parameters. These attacks fall mainly

into two categories: clean-label and dirty-label attacks [13, 46]. Clean-label attacks assume that

the adversary cannot alter the labels of training samples due to a verification process that ensures

label integrity. Instead, the adversary alters the training input, for example, by injecting noise, to

influence the model’s behavior without changing the class labels. There are also techniques where

adversaries modify training samples to inject a backdoor into the global model [13, 46]. Dirty-

label attacks, in contrast, allow the adversary to inject training samples with incorrect labels into

the dataset. A common example is label flipping, where labels of one class are replaced with those

of another. For instance, in a dataset of animal images, an attacker might relabel "bird" samples

as "dog," causing the model to predict "dog" whenever it sees an image of a "bird" [13, 46]. An

adversary can also embed backdoors into the model by modifying specific regions of the training

data, causing the model to behave as the attacker intends when inputs contain certain backdoor

features [13].

Model poisoning attacks involve manipulating a client’s local model parameters before they

are sent to the server, aiming to degrade the global model’s performance, prevent convergence,

or embed hidden backdoors. These attacks can range from injecting random noise into local
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updates to crafting carefully designed malicious models that replace or distort the global model

update [13, 46].

2.1.2.2 Inference Attacks

As mentioned earlier, recent studies have shown that local model updates can still leak private

information. Inference attacks aim to extract sensitive data from the shared local model updates

or from the global model itself [13].

In a membership inference attack, the adversary aims to determine whether a specific data

sample was included in the training set. By analyzing the model’s responses to queries, the attacker

can infer whether an individual’s data was part of the training process. These attacks can be passive

or active. In passive attacks, the adversary observes the model’s responses without altering the

training process. In contrast, active attacks involve manipulating the training protocol, such as

injecting malicious updates [14].

In a class representative attack, the adversary aims to infer the prototypical samples of a tar-

get label used in training, which the adversary does not have access to. Prototypical samples are

considered representative examples that capture the typical features of a class. This attack as-

sumes that all class members are similar and that the adversary has knowledge of the victim’s data

labels [14].

Property inference attacks aim to infer meta-properties of other participants’ training data that

are not directly related to the primary learning task [47]. The adversary typically requires auxiliary

data correctly labeled with the target property. In passive attacks, the adversary merely observes

model updates and trains a binary classifier to distinguish between data with and without the

property. In active attacks, the adversary manipulates the FL model toward better separating data

with and without the training property. The effectiveness of this attack is heavily dependent on

the availability of auxiliary labeled data, which limits its applicability in cross-device scenarios,

where such data may not be easily accessible [13, 14].

Training sample and label inference attacks, also known as data reconstruction attacks [14],

attempt to reconstruct participants’ original training inputs and their associated labels by analyz-

ing gradients shared during the FL process [13, 14]. These attacks typically require that the adver-

saries are selected for multiple rounds of training and possess substantial computational resources,

making them more feasible in cross-silo settings rather than in cross-device scenarios [13].

2.2 Homomorphic Encryption

HE is a cryptographic technique that supports computation over encrypted data, resulting in ci-

phertexts that, when decrypted, produce the same result as if the operations had been applied to

the plaintext [48]. Formally, an encryption function Enc is said to be homomorphic over a set of

plaintexts M and an operation ⊙ if it satisfies:

∀m1,m2 ∈M, Enc(m1⊙m2) = Enc(m1)⊙Enc(m2) (2.1)
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To realize this property in practice, modern HE schemes are typically structured as a tuple of

four Probabilistic Polynomial-Pime (PPT) algorithms, HE = (KeyGen, Enc, Dec, Eval), such that:

• HE.KeyGen (1λ ): Given a security parameter λ , generate a public key HE_pk, a secret key

HE_sk and an evaluation key HE_evk.

• HE.Enc(m, HE_pk): Encrypts the message m with the public key HE_pk, returning a cipher-

text cHE .

• HE.Eval(CHE , f , HE_evk): Applies the function f over a set of ciphertexts CHE = {cHE1 ,

. . . ,cHEn} using the evaluation key HE_evk, producing a new set of ciphertexts C′HE . This

set C′HE is the encrypted result of f (m1, . . . ,mn), the application of function f to the un-

derlying plaintexts {m1, . . . ,mn}, thereby enforcing the homomorphic property defined in

Equation 2.1.

• HE.Dec(cHE , HE_sk): Decrypts the ciphertext cHE with the secret key HE_sk, returning a

plaintext m.

The type and number of operations ⊙ that a HE scheme can support determine its classifica-

tion. Namely, a Partially Homomorphic Encryption (PHE) scheme allows only a single type of

arithmetic ⊙ (e.g., addition or multiplication) but permits it to be applied an unlimited number

of times. Somewhat Homomorphic Encryption (SWHE) supports a limited set of operations ⊙,

with restrictions on how many times they can be applied. Fully Homomorphic Encryption (FHE)

enables multiple types of arithmetic operations ⊙ to be performed an unlimited number of times.

This classification has led to the development of several HE schemes have been developed

to support different types and levels of homomorphic operations. One of the earliest public-key

cryptosystems with homomorphic properties is RSA [49], which supports multiplicative homo-

morphism. Although RSA was not originally designed as a HE scheme, it demonstrated that

meaningful computations could be carried out on ciphertexts. Building on this idea, other PHE

schemes were developed, most notably ElGamal [50] and Paillier [51]. ElGamal was derived from

the Diffie-Hellman Key Exchange [52] algorithm, enabling multiplicative homomorphism, while

Paillier is based on the composite residuosity problem and supports additive homomorphism over

integers.

To overcome the functional limitations of PHE and enable more expressive computations,

SWHE schemes were developed. One of the earliest SWHE schemes is the Polly Cracker [53]

scheme, which relies on polynomial ideal theory to support both addition and multiplication over

integers. However, ciphertext size grows rapidly with each operation, and multiplication is par-

ticularly costly, making the scheme impractical for real-world use [54]. A more efficient step

towards FHE was the Boneh–Goh–Nissim (BGN) scheme [55], based on the subgroup decision

problem [56]. BGN allows an arbitrary number of additions and a single multiplication on cipher-

texts while keeping the ciphertext size constant [54].

A major breakthrough came with Gentry et al. [57], which presented the first construction of

a FHE scheme using ideal lattices. This work also introduced the concept of bootstrapping, a
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technique that homomorphically evaluates the decryption circuit to reduce noise and thus enable

unlimited computations on ciphertexts [57]. While Gentry’s original scheme was largely impracti-

cal due to high computational costs, it inspired subsequent schemes such as BGV [58] and FV [24],

the latter now commonly referred to as BFV due to its combination of techniques from BGV. Both

schemes rely on the Ring Learning with Errors (RLWE) problem and allow for computations over

integers modulo q, supporting modular arithmetic over finite fields and enabling faster evaluation

without the need for immediate bootstrapping.

In contrast, the CKKS scheme [59] supports approximate homomorphic computations over

real or complex numbers, enabling efficient encrypted vector operations through techniques such

as batching. Unlike other schemes that guarantee exact decryption, CKKS provides approximate

results, making it well-suited for applications where exact arithmetic is not critical [60].

Another prominent FHE scheme is TFHE (Fast Fully Homomorphic Encryption over the

Torus) [61], which operates at the bit level and is particularly well-suited for boolean operations.

It is distinguished by its support for fast bootstrapping, enabling efficient and precise computation

over encrypted data [60].

Table 2.1 summarizes the main characteristics of the homomorphic encryption schemes dis-

cussed above.

Scheme HE Type Data Type Supported Operations Decryption Bootstrapping
ElGamal [50] PHE Integer Multiplication Exact Not required
Paillier [51] PHE Integer Addition Exact Not required

Polly Cracker [53] SWHE Integer Add + Mult Exact Not required
BGN [55] SWHE Integer Add + Mult Exact Not required

BGV/BFV [58, 24] FHE Integer Add + Mult Exact Optional (expensive)
CKKS [59] FHE Floating point Add + Mult Approximate Required (expensive)
TFHE [61] FHE Bits Bitwise Exact Required (fast)

Table 2.1: Comparison of Some Homomorphic Encryption Schemes

A simple implementation of HE in FL involves clients encrypting their local model parameters

before sending them to the server. The server then aggregates all the homomorphic ciphertexts

and performs an aggregation compatible with the chosen HE scheme. After homomorphically

computing the new global model, the server sends it back to the clients, who decrypt it before

updating their local models. This process is illustrated in Figure 2.4.

In this architecture, all clients use the same homomorphic key pair, as the HE schemes dis-

cussed earlier were originally designed for single-key operations, meaning all ciphertexts are en-

crypted under the same public key. While this simplifies evaluation and key management, it poses

limitations in multi-party settings such as FL. For instance, if a malicious client intercepts mes-

sages from an honest client, it could decrypt their ciphertexts if both use the same keys. This

highlights the need for schemes that support computations over ciphertexts encrypted under dif-

ferent homomorphic keys.

Multi-key Homomorphic Encryption (MKHE) extends traditional homomorphic encryption

by enabling computations on ciphertexts encrypted under different public keys. Classical MKHE
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Figure 2.4: Federated Learning Architecture with Homomorphic Encryption

schemes produce a ciphertext that can only be decrypted through joint cooperation among all par-

ties holding the secret keys [62]. More recent work in FL has explored simplified variants, where

each client can decrypt individually rather than relying on collective decryption [63]. These two

approaches entail different trade-offs: joint decryption introduces coordination and communica-

tion overhead [62], whereas individual decryption avoids this requirement but demands aggrega-

tion and decryption mechanisms capable of handling ciphertexts encrypted under multiple public

keys.

Figure 2.5 illustrates possible HE key pair configurations in FL scenarios. In the base case (a),

all the clients share the same homomorphic key pair, simplifying computations but posing security

risks in adversarial environments. In (b), each client uses a distinct key pair, ensuring stronger

privacy but requiring the server and the clients to be able to handle ciphertexts encrypted with

different public keys. Setting (c) shows an approach where clients contain individual key pairs

but collaborate to derive a shared encryption key. In this case, decryption typically requires each

client to contribute their share of the secret key to recover the final result [20].

Despite significant advancements and various HE designs, practical deployments of HE, espe-

cially in real-world applications such as FL, still face challenges that limit scalability, efficiency,

and usability. The most notable issues include computational complexity, ciphertext expansion,

and noise accumulation.

Computational complexity in HE is influenced by the fact that arithmetic operations on ci-

phertexts are several orders of magnitude slower than on plaintext, which results in considerable

computational overhead, burdening clients with limited computational resources [20]. Cipher-

text expansion further aggravates this problem, as HE ciphertexts are significantly larger than the

original plaintexts, thereby increasing communication, storage, and processing requirements. This

overhead is particularly problematic in FL, where frequent exchanges of large model updates occur

between clients and server [20]. In addition, noise accumulation presents a fundamental limita-
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Figure 2.5: Different HE key setups in FL scenarios: (a) all clients share the same key pair (b)
each client uses a distinct key pair without cross-key operations (c) clients collaborate to form a
shared public key

tion. Most HE schemes add noise during encryption to ensure semantic security. As homomorphic

operations, especially multiplications, are performed, this noise grows and may eventually lead to

decryption failure or incorrect results [20].

2.2.1 Software Libraries for Homomorphic Encryption

Implementing HE schemes from scratch is a challenging and time-consuming task due to their

mathematical complexity. To simplify their use, specialized software libraries have been devel-

oped, providing implementations of various HE schemes along with tools for testing and experi-

mentation.
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Microsoft SEAL [64], developed by Microsoft, is one of the most well-know HE libraries,

currently supporting the BGV, BFV and CKKS schemes. Although it has a steep learning curve,

especially for users unfamiliar with HE concepts, the available documentation and examples make

it a user-friendly library. The library is implemented in C++ and also provides .NET wrappers.

The HElib [65] library, by IBM, supports the BGV and CKKS schemes. It applies various op-

timizations to make the HE operations faster, namely the Smart-Vercauteren [66] ciphertext pack-

ing techniques and the Gentry-Halevi-Smart [67] optimizations. Ongoing development focuses

on enhancing its reliability, robustness, serviceability, performance, and usability. The library is

implemented in C++ and relies on the NTL1 mathematical library.

The HEAAN [68] library was the reference implementation of the CKKS scheme. The initial

versions of the library did not include bootstrapping, but the most recent ones do. It is written in

C++ and is no longer actively maintained. An implementation of version 1.0 can be found online2.

The TFHE [69] library was released as the reference implementation of the scheme originally

proposed by its authors. It specializes in fast bitwise operations, allowing any binary gate to be

evaluated homomorphically in about 13 milliseconds on a single core. This library, written in

C/C++, is no longer actively maintained. Further optimizations of the TFHE scheme are available

in the TFHE-rs [70] library. Developed by Zama in Rust, TFHE-rs extends the original implemen-

tation by providing improved performance and additional integer capabilities.

The OpenFHE [71] library, written in C++, is a community-driven project developed by au-

thors of other well-known HE libraries, such as HElib and HEAAN. It supports all major HE

schemes and provides several bootstrapping designs. In addition, it includes extensions such as

threshold FHE and proxy re-encryption for the BGV, BFV, and CKKS schemes, and interactive

bootstrapping for threshold CKKS.

The TenSEAL [72] library, developed by OpenMined, is a Python library built on top of Mi-

crosoft SEAL. It focuses on homomorphic operations on tensors for privacy-preserving machine

learning. Supports both the BFV and CKKS schemes.

Pyfhel [73] is another Python-based library. It supports the BGV, BFV, and CKKS schemes,

leverages Microsoft SEAL and OpenFHE as backends, and is compatible with machine learning

algorithms.

Table 2.2 provides a summary of the libraries described.

2.3 Hybrid Homomorphic Encryption

HHE is a cryptographic approach that combines multiple encryption techniques with HE schemes

to improve efficiency, with the concept initially proposed by Naehrig et al. [74]. Recent research

has focused on integrating lightweight symmetric ciphers with HE to mitigate the substantial com-

putational and communication overhead typically associated with HE.

1https://libntl.org/
2https://github.com/kimandrik/HEAAN?tab=readme-ov-file

https://libntl.org/
https://github.com/kimandrik/HEAAN?tab=readme-ov-file
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Library Developer Language BGV BFV CKKS TFHE
SEAL Microsoft C++ ✓ ✓ ✓
HElib IBM C++ ✓ ✓

HEAAN CRYPTOLAB C++ ✓
TFHE - C/C++ ✓

TFHE-rs ZAMA Rust ✓
OpenFHE - C++ ✓ ✓ ✓ ✓
TenSEAL OpenMined Python ✓ ✓

Pyfhel - Python ✓ ✓ ✓
Table 2.2: Features of Fully Homomorphic Encryption Software Libraries

To better understand this combination, a definition of a symmetric encryption scheme is

needed. Unlike public-key schemes, symmetric encryption relies on a single key for both en-

cryption and decryption. A symmetric encryption scheme is typically defined as a tuple of three

PPT algorithms, SKE = (KeyGen, Enc, Dec), such that:

• SKE.KeyHen(1λ ): Given a security parameter λ , generates a secret key sk.

• SKE.Enc(m, sk): Encrypts the message m with the secret key sk, returning a ciphertext cSKE .

• SKE.Dec(cSKE , sk): Decrypts the ciphertext cSKE with the secret key sk, returning a plaintext

m.

This symmetric encryption scheme serves as a basis for the hybrid strategy. In practice, HHE

utilizes the efficiency of symmetric encryption for data encryption, while using HE to securely

perform computations on that encrypted data. One notable example of this strategy is the transci-

phering framework [74], which provides a secure method to convert symmetric ciphertexts into

homomorphic ciphertexts for further processing.

Figure 2.6 illustrates the core components of a basic transciphering framework. On the client

side, a plaintext message m is encrypted using a symmetric secret key sk and a symmetric encryp-

tion function SKE.Enc, producing the symmetric ciphertext cSKE . Simultaneously, the symmetric

key sk is encrypted under a homomorphic public key HE_pk, using a homomorphic encryption

function HE.Enc, resulting in a homomorphic ciphertext skHE . Both of these ciphertexts are then

sent to the server.

On the server side, the symmetric ciphertext cSKE is encrypted under the homomorphic public

key HE_pk with the homomorphic encryption function HE.Enc, producing a homomorphic ci-

phertext cHE . Using the homomorphic evaluation key HE_evk, the server then uses the homomor-

phic evaluation function HE.Eval to homomorphically apply the symmetric decryption function

SKE.Dec, operating on the homomorphically encrypted symmetric key skHE and the homomor-

phic ciphertext cHE . This evaluation simulates the decryption of the symmetric ciphertext cSKE

under the symmetric key sk, but entirely within the encrypted domain, resulting in a homomorphic

ciphertext of the original plaintext mHE . In this work, this step will be referred to as Homomorphic

Evaluation of Symmetric Decryption (HESD) for ease of reference.
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Figure 2.6: Transciphering Framework

This approach significantly reduces the client-side computational burden, as the client does not

need to homomorphically encrypt all of its data. It also minimizes communication overhead, given

that symmetric ciphertexts are much smaller than their homomorphic counterparts. However, these

benefits come at the cost of increased computational load on the server, which must handle the

more demanding homomorphic evaluation.

To further alleviate the server-side computational overhead, several symmetric ciphers have

been specifically designed for compatibility with homomorphic ciphers. These so-called HE-

friendly ciphers help reduce the cost of the HESD step, thereby improving the overall practicality

of transciphering-based approaches.

The most well-known HE-friendly ciphers include the previously mentioned PASTA [22],

HERA [75] and Elisabeth [76]. PASTA is a stream cipher designed to minimize multiplicative

depth, being optimized for integer use cases over Fp with p a 16-bit prime. It is compatible with

both the BGV and BFV schemes. HERA, in contrast, uses a randomized key schedule defined

over Zq, with q > 216, and is primarily tailored for CKKS, though it remains compatible with

BGV and BFV. Elisabeth targets TFHE and provides a wide range of operations for homomorphic

evaluation on the server side. It is defined over Zq with q = 24. Table 2.3 summarizes the key

properties of these ciphers.

PASTA [22] HERA [75] Elisabeth [76]
Data Type Integers modulo p Floating point Bits

HE Schemes BGV/BFV CKKS TFHE

Defined Over Zp

with p a 16-bit prime
Zq

with q > 216
Zq

with q = 24

Table 2.3: Properties of some HE-friendly Ciphers

An important property of the HE schemes BGV, BFV, CKKS and TFHE is that they support

homomorphic operations between a ciphertext and a known constant from the underlying ring
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or field, allowing operations such as Enc(m)⊙ k, where k is known. BGV, BFV, and CKKS are

based on the RLWE problem, in which ciphertexts and plaintexts are represented as polynomials in

a cyclotomic ring. This representation allows ciphertext and plaintext operations to be performed

simply by adding or multiplying by a constant in the ring [58, 24, 59]. Similarly, TFHE is based on

a torus-based generalization of the Learning with errors (LWE) problem, called TLWE, in which

both ciphertexts and plaintexts are represented in the same structure, enabling efficient operations

between them [61]. As a result of this property, in most HHE schemes the intermediate step of

re-encrypting the symmetric ciphertext cSKE into a homomorphic ciphertext cHE is not required.

The server can instead operate directly on cSKE during the HESD step, which reduces server-side

computational load and simplifies the overall process. This streamlined approach is illustrated in

Figure 2.7.

Figure 2.7: Transciphering Framework for HE schemes allowing ciphertext-plaintext operations

2.3.1 Software Libraries for Hybrid Homomorphic Encryption

Several software libraries have been developed to provide public implementations of the HE-

friendly ciphers introduced earlier. These libraries enable researchers to experiment with HHE

schemes and integrate the ciphers into practical applications.

The authors of HERA introduced the RtF Transciphering Framework [77], a HHE implemen-

tation in Go utilizing the lattigo [78] library. This framework integrates the HERA cipher with

the CKKS scheme. Additionally, it offers benchmarking capabilities, allowing users to evaluate

performance with various parameter configurations. The Elisabeth authors released an implemen-

tation [79] of the cipher in Rust, paired with the TFHE cipher through the Concrete [80] library,

which is built on top of TFHE-rs. They also provided a use case [81], demonstrating homomor-

phic inference on encrypted data generated by the HESD step, derived from the Fashion-MNIST

dataset, which consists of images of clothing items. Finally, the PASTA authors introduced the
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HHE framework [82]. This C++ framework was developed to benchmark HHE schemes and in-

cludes implementations of several HE-friendly ciphers, such as PASTA and HERA, integrated with

various HE schemes: BGV via HElib, BFV via Microsoft SEAL, and TFHE via the TFHE library.

It provides tools for testing and benchmarking, enabling reproducible performance comparisons

across different cipher combinations.

The software libraries and frameworks discussed above move HHE beyond theoretical pro-

posals into real-world experimentation. They showcase a variety of approaches for integrating

HE-friendly ciphers with different HE schemes, supporting development for diverse application

scenarios. This chapter also highlighted the key challenges in FL, particularly heterogeneity and

privacy threats, demonstrating why these issues continue to be main obstacles to its broader

use. To address privacy concerns, HE was presented as a cryptographic technique that enables

computations on encrypted data, thereby reinforcing privacy during transmission and aggrega-

tion. However, its high computational and communication costs limit its practical applicability in

resource-constrained environments such as IoT. HHE addresses these limitations by combining the

efficiency of symmetric encryption with the security of HE, reducing client-side overhead while

preserving privacy. Together, these concepts provide the foundation for the solutions developed

and assessed throughout the remainder of this thesis.



Chapter 3

Literature Review

This chapter presents the literature review conducted to answer the aforementioned research ques-

tions, following the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Anal-

yses) guidelines for systematic review reporting and conduct [83].

3.1 Privacy methods in FL

To answer RQ1: “What are the current methods used to protect data privacy in FL”, this section re-

views various privacy-preserving mechanisms that have been implemented to address the inherent

privacy concerns in FL.

3.1.1 Data Sources and Search Strategy

To gather relevant documents, the following databases were searched: Scopus1, ACM2, IEEE

Xplore3, PubMed4 and Web of Science5. The search strategy involved choosing specific fields

within these databases, namely the title, abstract, and keywords.

Given the broad scope of this research question, reviews and surveys were the focus of this

research. The search terms used were derived based on the research question itself, like federated

learning and privacy-preserving. To ensure that HE-based methods were adequately captured,

particularly any references to HHE, an additional search including homomorphic encryption was

conducted as a verification step to confirm that relevant surveys were not missed by the broader

query. Based on this strategy, the search queries listed below were constructed. To focus on

surveys and reviews specifically related to FL and privacy-preserving methods, any articles con-

taining blockchain in the title were excluded, due to the large number of such articles returned by

the initial search. This exclusion was applied at the title level only, so as not to remove papers that

1https://www.scopus.com
2https://dl.acm.org/
3https://ieeexplore.ieee.org
4https://pubmed.ncbi.nlm.nih.gov/
5https://www.webofscience.com/
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might discuss blockchain-related methods within the body of the text. The queries used were the

following:

• ( "federated learning" AND ( "privacy-preserving" ) AND ( "survey" OR "review" OR

"overview" OR "synthesis" ) ) AND NOT ( "blockchain*" )

• "homomorphic encryption" AND "federated learning" AND ( "privacy-preserving" ) AND

("survey" OR "review" OR "overview" OR "synthesis" ) AND NOT ( "blockchain*" )

3.1.2 Studies’ Selection

The process of selecting the final articles involved three main phases: identification, screening,

and eligibility. Each phase is designed to narrow down the results systematically and ensure the

inclusion of only relevant studies.

3.1.2.1 Identification Phase

This phase involved collecting studies from the selected databases and then removing duplicates.

To evaluate the quality of a study, two factors were considered: the number of citations and the

ranking of the journal in which it was published . For the citations, the highest number found

across all databases was used. Journal rankings were determined based on the 2023 SJR score

from Scimago Journal & Country Rank6.

3.1.2.2 Screening Phase

After gathering all the studies, the documents were screened by reviewing their titles and abstracts.

During this phase, the inclusion and exclusion criteria presented in Table 3.1 were applied to select

relevant studies for further analysis.

Inclusion Criteria Exclusion Criteria

IC1- Date of the publication be-
tween 2020-2025

EC1 - Article not focused on FL

IC2 - Available in English EC2 - Article focused on FL within a specific do-
main or application area (e.g., healthcare, IoT, fi-
nance) rather than providing an overview of con-
cepts, challenges, and/or methodologies

EC3 - Article has 0 citations, or the publishing jour-
nal does not have a ranking in SJR

Table 3.1: Inclusion and Exclusion Criteria for Screening Phase

6https://www.scimagojr.com/

https://www.scimagojr.com/
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3.1.2.3 Eligibility Phase

For the remaining documents, a full text analysis was made. This phase involved using the exclu-

sion criteria presented in Table 3.2.

Exclusion Criteria

EC4 Article not discussing HE

EC5 a) For articles published in 2025 or earlier: Exclude documents with
fewer than 50 citations. From those, select the 2 with the best
combination of citation count and SJR score.

EC5 b) For articles published in 2025 or later: Exclude documents
with fewer than 10 citations (unless published within the last 2
months). From those, select the 5 with the best combination of
citation count and SJR score.

Table 3.2: Inclusion and Exclusion Criteria for Eligibity Phase

Focusing on reviews means that the information can be repetitive. To counter this, the EC5

criteria was created. Only picking the best reviews from each year ensures a high-quality selection

of articles, preventing redundancy and prioritizing the most relevant and impactful studies. By

selecting the articles with the highest combination of citations and SJR score, those with major

influence in the field are prioritized, while also considering the academic reputation of the journals

in which they were published. Note that the minimum number of citations required for an article

was determined based on the documents that passed the screening phase. Additionally, the number

of articles selected is higher for 2025, as they are the most recent studies.

3.1.3 Results

Figure 3.1 illustrates the flowchart of the systematic review process. The databases searches re-

sulted in a total 973 records. The screening process began with the removal of 363 duplicate

records, followed by an examination of the titles and abstracts, which led to the exclusion of 556

records. Finally, the full texts of the remaining 54 records were analysed, resulting in the exclusion

of an additional 41 records. Therefore, 13 studies were deemed eligible and included in this study.
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Figure 3.1: PRISMA Flow Diagram for RQ1
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Table 3.3 summarizes the privacy-preserving methods mentioned in the reviewed articles. The

three main methods are Differential Privacy, Homomorphic Encryption, and Secure Multi-Party

Computation. In addition, hybrid protocols have been proposed which combine multiple privacy-

preserving techniques. While some methods, such as locality-sensitive hashing, have become

less used over the years, others, like blockchain, have gained prominence due to advancements in

technology.

Method [84] [16] [85] [86] [39] [87] [88] [17] [89] [19] [90] [91] [92]
DP x x x x x x x x x x x x x
HE x x x x x x x x x x x x x
SMC x x x x x x x x x x x x x
Locality-
Sensitive
Hashing

x

Anonymization
Techniques

x x

Secret shar-
ing

x x

Additive/
Multiplica-
tive pertur-
bation

x

Trusted Exe-
cution Envi-
ronment

x x x

One-Time
Pad
Zero-
Knowledge
Proof

x

Blockchain x x
Hybrid x x x x x x x x x

Table 3.3: Privacy-Preserving Methods Mentioned in the Eligible Studies

Even though a variety of privacy-preserving methods have been proposed, the following dis-

cussion focuses on those approaches most frequently addressed in the literature, reflecting their rel-

evance and practical significance in FL research, namely Differential Privacy, Homomorphic En-

cryption, Secure Multi-Party Computation, Anonymization Techniques, Secret Sharing, Trusted

Execution Environment, Blockchain, and Hybrid Protocols.

3.1.3.1 Differential Privacy

Differential Privacy is a technique designed to prevent data leakage by introducing artificial noise

to the data, making it difficult for attackers to infer sensitive information. Adding too much noise

can negatively affect model accuracy, while too little noise may compromise privacy [90]. In FL,

DP is typically divided into two primary categories: Global (or Centralized) Differential Privacy

and Local Differential Privacy [16, 86, 17, 91]. These approaches mainly differ in where the noise

is applied and the level of trust assumed in the aggregator.
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Global Differential Privacy: In Global Differential Privacy (GDP), a trusted server receives the

clients’ local updates in plaintext, and applies noise to the aggregated global model. This ensures

that malicious clients cannot infer sensitive information about other clients from the shared global

model [86, 91]. By applying noise only to the aggregated global model, GDP schemes can pre-

serve data privacy while maintaining good accuracy, as the noise is added in a controlled manner

that protects sensitive information without significantly affecting the model’s performance [86].

However, GDP schemes are vulnerable to malicious servers, as the server has access to the “clean”

local updates of all clients. [86, 17]. GDP is suited for cross-device environments for it to be able

to converge and obtain an acceptable trade-off between privacy and accuracy [17].

Local Differential Privacy: Local Differential Privacy (LDP) provides stronger privacy guar-

antees than GDP by requiring clients to add noise to their local model updates before sending

them to an untrusted aggregator [86]. Because of this, the amount of noise added by clients is

significantly higher than in GDP schemes [86], which can lead to a notable reduction in model

accuracy, particularly in cross-device scenarios [17].

Overall, DP schemes are computationally efficient and provide strong privacy protection. GDP

achieves a good balance between privacy and model accuracy by adding noise to the aggregated

global model, while LDP offers stronger privacy guarantees by adding noise locally, at the cost of

reduced accuracy. Both approaches effectively mitigate membership inference attacks, although

only GDP can defend against property inference attacks, typically with some loss of model per-

formance [91, 17].

3.1.3.2 Homomorphic Encryption

As explained before, HE is a cryptographic technique that allows computations to be performed

directly on encrypted data without needing to decrypt it [18], and can either be partially, somewhat,

or fully homomorphic depending on the operations they support [17].

In FL, HE ensures the privacy of data during processing and aggregation. Clients can encrypt

their local model parameters or gradients before transmitting them to the server using a public

key. Afterwards, the encrypted global model is sent back to the clients, who can decrypt it using

the private key and continue with local training [19]. The two most popular HE schemes for

FL are the PHE scheme Paillier and the FHE scheme CKKS [89, 19]. The former is due to its

ability to encrypt integers and perform homomorphic functions over them. The latter is due to its

capability of performing homomorphic addition and multiplication in floating point values, which

is preferred for machine learning scenarios [89, 19].

Despite the strong privacy guarantees, HE presents several challenges. The computational

overhead of encryption, particularly for FHE, can be significant for clients, requiring substan-

tial local resources. Encrypted data also results in larger ciphertexts, increasing communication

costs [17]. Secure key management is another critical concern, usually determining the threat

model and application scenarios [39]. Furthermore, HE systems often face scalability issues, as

the combined overhead of encryption and transmission can create challenges in cross-device sce-

narios [88].



Literature Review 28

3.1.3.3 Secure Multi-Party Computation

Secure Multi-Party Computation encompasses cryptographic techniques that enable multiple par-

ties to collaboratively compute a function over their inputs without revealing those inputs to each

other [86].

In the context of FL, SMC provides a mechanism for privacy-preserving aggregation of local

models updates or gradients, ensuring that sensitive data from clients remains confidential through-

out the training process, making it suitable for honest-but-curious client scenarios. However, SMC

does not protect the final model, which remains vulnerable to inference and poisoning attacks. To

address these vulnerabilities, additional techniques, such as DP, may be necessary [87, 17].

The use of SMC in FL implies high computational and communication overhead, although

not as high as HE. Another limitation is that all clients need to remain online and actively in-

volved during the computation process. Dropouts or failures can disrupt the protocol, requiring

mechanisms to handle participant unavailability. All of these factors make SMC less suitable for

cross-device scenarios [17].

3.1.3.4 Anonymization Techniques

Anonymization techniques are primarily used to achieve anonymity by removing any personal

information from data that could be used to identify a specific user, while also ensuring the data can

still be useful for further operations [86, 92]. In the context of FL, this could involve transforming

a client’s local model updates to prevent the server from inferring details about the local dataset,

while still being usable for aggregation.

The three most commonly used anonymization techniques are k-anonymity, l-diversity, and

t-closeness [86]. These schemes vary in how they protect different aspects of the data, such as

unique identifiers and sensitive attributes. k-anonymity ensures that each client’s data is indis-

tinguishable from at least k− 1 others, which protects records against re-identification based on

unique identifiers. However, it can be vulnerable to inference attacks on the sensitive attributes

of the records [86]. To mitigate this, l-diversity extends k-anonymity by ensuring that sensitive

attributes within each group are sufficiently diverse. Nonetheless, this diversity can sometimes

still allow inference attacks if the distribution of values is predictable [86]. To further enhance

protection, t-closeness was proposed as an extension of l-diversity by maintaining the distribu-

tion of sensitive attributes. This method is often more effective than the other two approaches

when applied to numeric attributes. However, strict application of t-closeness tends to degrade the

usefulness of data [86].

A more recent variation is the (k,km)-anonymity approach. In this method, k ensures that each

group contains at least k indistinguishable records, while km guarantees a minimum number of dis-

tinct values for sensitive attributes within each group, providing protection against re-identification

based on the unique identifiers and inference of the sensitive attributes [92].
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3.1.3.5 Secret Sharing

Secret Sharing is a cryptographic technique that protects sensitive information by splitting it into

multiple shares. The original secret can be reconstructed only when a sufficient number of shares,

called the threshold, are combined [86, 89].

In the context of FL, secret sharing can be applied to secure model updates during aggregation.

Instead of sending raw updates to the server, each participant sends shares of their update. The

server can then aggregate the shares without learning any individual update, ensuring privacy even

if some participants collude [86].

Nevertheless, secret sharing is not immune to threats. Reconstruction relies on at least a thresh-

old number of honest participants submitting correct shares, and malicious behavior by enough

participants or the server can compromise the aggregation process [86]. Furthermore, as a cryp-

tographic technique, secret sharing introduces additional computational and communication over-

head, which can impact the performance of cross-device FL systems [86].

3.1.3.6 Trusted Execution Environment

A Trusted Execution Environment (TEE) is a secure computing area that isolates sensitive data

and code from the rest of the system, ensuring that data can be stored and processed in a trusted

environment independent of the main operating system [91].

In FL, TEEs ensures data privacy and integrity during aggregation. They can be used to pro-

cess local updates in a secure and isolated environment, allowing for privacy-preservation aggre-

gation [87]. TEEs can also be used to prevent information leakage [88, 91] and potentially protect

against model poisoning attacks [91].

TEEs are particularly useful in scenarios where clients do not fully trust the aggregator. How-

ever, a major limitation is hardware dependency, as TEEs require specific implementations that

restrict their use in cross-device FL setups. Additionally, they often have limited computational

resources, such as memory and processing power, which can create performance bottlenecks for

resource-intensive tasks like large machine learning models [91].

3.1.3.7 Blockchain

Blockchain is a decentralized, transparent and tamper-proof ledger system designed to record

transactions in an immutable and ordered manner. Transactions are verified by untrustworthy

blockchain nodes through a decentralized consensus protocol before being aggregated into blocks,

which are then added to the blockchain. Each block contains a cryptographic hash of the previous

block, ensuring traceability of data, thus preserving the integrity of the chain [89].

Blockchain brings several advantages for FL. Decentralization eliminates the need for a cen-

tralized authority, as transactions require confirmation from a majority of blockchain nodes. Im-

mutability ensures that once a transaction is recorded, it cannot be altered unless a majority

of nodes are compromised, with tampering made visible to all network participants. Finally,

blockchain’s transparency allows all transactions to be visible and traceable for verification, while
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digital signature techniques enable anonymous transactions without relying on trusted third par-

ties [89, 91].

Blockchain’s decentralization benefits FL by distributing the aggregation task across nodes,

reducing risks from single points of failure in centralized FL systems. It also ensures the au-

ditability of processes such as gradient collection and model aggregation, thus enhancing security

and preventing poisoning attacks from malicious clients. Additionally, consensus mechanisms

keep data authenticity and offer incentives for participation, which can help identify reliable and

trusted clients [89, 91].

3.1.3.8 Hybrid Protocols

Hybrid protocols in FL combine multiple privacy-preserving techniques to capitalize on the ben-

efits of different approaches while mitigating their individual limitations. Such methods are de-

signed to balance data privacy, computational and communication efficiency, and model perfor-

mance, addressing the problems that arise from deploying the individual privacy solutions [86].

Hybrid approaches usually combine cryptographic methods like HE and SMC with techniques

based on perturbation like DP. This integration enables robust protection against privacy attacks

while reducing the computational and communication overhead typically associated with pure

cryptographic protocols [86]. For instance, SMC can be combined with DP to reduce the noise

required for privacy preservation while maintaining high model utility, ensuring that no sensi-

tive information is disclosed during communication and mitigating inference attacks [86]. Other

prominent approaches involve using HE alongside secret sharing to enhance confidentiality during

aggregation. While HE ensures the encryption of local models, secret sharing facilitates dropout

resilience by handling the absence of certain users during the training process [86]. Compression

techniques are often integrated to alleviate the communication and computational costs associated

with HE, SMC, and DP protocols, further improving the efficiency of hybrid methods [88].

To sum up, hybrid protocols, by definition, combine distinct cryptographic and perturbation

techniques, such as HE, SMC, DP as well as infrastructures like TEE and Blockchain to enhance

the privacy guarantees and robustness of a FL scheme. These protocols leverage the strengths of

diverse approaches to address the limitations of using a single method.

To answer RQ1, the current methods used to protect data privacy in FL can be broadly cate-

gorized into cryptographic approaches such as HE, SMC, and secret sharing, perturbation-based

methods including DP and anonymization, and trusted infrastructures like TEE and blockchain.

Hybrid protocols are increasingly gaining popularity, as they combine these techniques to bal-

ance privacy guarantees, computational and communication efficiency, and model performance.

Among these, DP, HE, and SMC remain the most prominent due to their strong theoretical founda-

tions and practical deployment. In contrast, infrastructures such as TEE and blockchain are mainly

complementary, providing secure environments and decentralized trust. Overall, hybrid protocols

represent a promising direction, as they leverage the strengths of multiple methods to mitigate the

limitations of using a single technique.
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In the context of this thesis, the cryptographic approaches studied in the literature are generally

not designed for resource-constrained FL environments due to their elevated computational and

communication overhead. This gap motivates the exploration of HHE as a promising solution,

offering a balance between strong privacy guarantees and efficiency suitable for such settings.

3.2 Homomorphic Encryption in FL for IoT

This section aims to answer RQ2: "How do different homomorphic encryption approaches operate

in federated learning for IoT devices, and how effective are they in enhancing privacy and secu-

rity? ", reviewing state-of-the-art FL protocols that incorporate HE in IoT environments. These

protocols address the complex challenge of securing distributed learning on resource-constrained

devices, striving to balance privacy, security, and efficiency.

3.2.1 Data Sources and Search Strategy

The data sources and search strategy used in this study were the same as in the previous research,

which involved searching the following databases: Scopus7, ACM8, IEEE Xplore9, PubMed10,

and WebofScience11. The search focused on the fields title, abstract, and keywords.

The search terms for this study were updated to align with the new research question. These

terms include homomorphic encryption, federated learning and IoT and all its variations. Articles

containing blockchain in the title continued to be excluded. Unlike earlier work, the focus was not

limited to surveys and reviews. The search query used is presented below, with the exclusion of

blockchain applied only to the article titles:

• "homomorphic encryption" AND ("federated learning") AND (iot OR "internet of things"

OR "internet-of-things") ) AND NOT ("blockchain*")

3.2.2 Studies’ Selection

The process of selecting the final articles followed the same three-phase approach as outlined in

our previous research: identification, screening, and eligibility. Each phase is designed to narrow

down the results systematically and ensure the inclusion of only relevant studies.

3.2.2.1 Identification Phase

This phase involved collecting studies from the selected databases and removing duplicates. To

evaluate the quality of a study, journal rankings were determined based on the 2023 SJR score

from Scimago Journal & Country Rank12, as done in the previous study.
7https://www.scopus.com
8https://dl.acm.org/
9https://ieeexplore.ieee.org

10https://pubmed.ncbi.nlm.nih.gov/
11https://www.webofscience.com/
12https://www.scimagojr.com/

https://www.scopus.com
https://dl.acm.org/
https://ieeexplore.ieee.org
https://pubmed.ncbi.nlm.nih.gov/
https://www.webofscience.com/
https://www.scimagojr.com/
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3.2.2.2 Screening Phase

Once all the studies were gathered, the documents were screened by reviewing their titles and

abstracts. During this phase, new inclusion and exclusion criteria were applied to select relevant

studies for further analysis, as presented in Table 3.4.

Inclusion Criteria Exclusion Criteria

IC1- Date of the publication be-
tween 2020-2025

EC1 - Article conference proceeding

IC2 - Available in English EC2 - Article publishing journal does not have a
ranking in SJR

EC3 - Article primarily summarizes existing re-
search

EC4 - Article only discusses HE for comparison pur-
poses, without implementing it as part of its pro-
posed solution.

Table 3.4: Inclusion and Exclusion Criteria for Screening Phase

3.2.2.3 Eligibility Phase

For the remaining documents, a full text analysis was made. This phase introduced a new exclusion

criteria:

• EC5 - Articles with insufficient information

This criterion excludes articles that present gaps in detail, such as a lack of sufficient methodologi-

cal information, absence of data that would allow for result replication, or performance evaluations

that rely solely on metrics like accuracy without considering other relevant factors such as compu-

tation time or communication cost. These factors are important because computation and commu-

nication overhead are well-known challenges in the application of HE in FL, and addressing them

is crucial for a comprehensive evaluation of the effectiveness of HE in FL.

3.2.3 Results

Figure 3.2 illustrates the flowchart of the systematic review process. The database search yielded

a total of 185 studies. During the screening process, 88 duplicates were removed. Next, a review

of the titles and abstracts led to the exclusion of 51 studies. Afterward, the full-text examination

resulted in the exclusion of 25 more studies. Ultimately, 21 studies were deemed eligible and

included in this analysis.

To support this analysis, two summary tables are provided. Table 3.5 outlines the general

features of the FL systems when using HE, including their architectures, the entities considered,
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Figure 3.2: Prisma Flow Diagram for RQ2

the assumed threat model, aggregation methods, and the evaluation datasets. Table 3.6 details the

homomorphic encryption schemes employed, key distribution mechanisms, encrypted data, and

decryption responsibilities. It also highlights additional techniques used by the protocols to en-

hance security, such as defenses against poisoning and collusion attacks, and ensure robustness

and communication efficiency, including mechanisms for handling user dropout, ignoring irrele-

vant updates, and compressing data.

As shown in Table 3.5, the majority of the protocols adopt a centralized FL architecture, where

a central server is responsible for aggregating model updates. It is also common to include a

trusted third-party authority to handle the key generation process, even in cases where identical

keys are distributed to all users, as seen in Jalali et al. [93]. Only two works, Hijazi et al. [94]

and Duy et al. [95], apply HE in decentralized environments. Among them, Hijazi et al. em-

ploys a fully decentralized scheme, where no central server exists. Instead, a capable user is

selected in each round to coordinate and aggregate local updates. In contrast, Duy et al. scheme
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is considered semi-decentralized, as it integrates a blockchain infrastructure for task coordination

and procedure management, while still relying on a central server to perform model aggregation.

Regarding the threat model, most protocols assume that both clients and the server are honest-

but-curious [96, 97, 98, 99, 100], although not all allow for collusion between them [98, 100].

Third-party adversaries are typically modeled as eavesdroppers who can observe the data in transit.

Only Ren et al. [101] considers a more active adversary capable of tampering with the messages

exchanged by participants. The choice of aggregation method plays a role not only in the model’s

final accuracy but also in the system’s efficiency and robustness. A robust aggregation strategy can

help mitigate the effects of user dropouts and filter out irrelevant or malicious updates. The most

commonly used aggregation algorithm is FedAvg [93, 63, 96, 97, 102]. Lastly, the datasets used

in these works reveal that the underlying models often contain tens of thousands of parameters,

which increases communication overhead, especially when paired with HE. This highlights the

need for more efficient data handling techniques prior to encryption.

Table 3.6 shows that all articles adopting a fully homomorphic encryption scheme utilize

CKKS or a multi-key variant of it, while those employing PHE tend to favor schemes optimized for

addition, such as Paillier. Regarding key distribution, schemes where each client holds a distinct

key offer stronger protection against collusion between a client and the server. This is exemplified

by comparing Tan et al. [103] and Jalali et al. works with Ma et al. [96]. All three adopt a fully

homomorphic encryption scheme and follow a similar process: clients train local models, encrypt

their weights, send them to the server for aggregation, and then receive the global update. How-

ever, in Tan et al. and Jalali et al. works, all clients share the same keys, which means a colluding

server and client can jointly decrypt others’ updates. In contrast, Ma et al. requires clients’ decryp-

tion shares, preventing such collusion from compromising the privacy of honest users, showcasing

the benefits of multi-key HE.

Several studies apply additional techniques, such as cosine similarity, to assess the relevance

of client updates [104], which can be combined with other techniques such as K-means clustering

to protect against poisoning attacks [94], before aggregation.

In parallel, some works employ dimensionality reduction or gradient filtering methods to

improve communication efficiency. For instance, Fontenla-Romero et al. [105] uses Singular

Value Decomposition (SVD), Song et al. [98] applies Gradient Filtering Compression, and Cai

et al. [106] adopts Principal Component Analysis (PCA). These methods are often implemented

before encryption to alleviate the overhead associated with HE.

To address challenges arising from client dropouts, secret sharing is the most used technique,

with Xu et al. [107] being able to even resist Byzantine attacks. Fang et al. [108] also shows that

Sparse Bidirectional Compression can be further used to improve communication overhead.

To further maintain client data privacy, works apply Double Masking [99, 101] or Differential

Privacy [95, 109], to apply noise to the data before it is encrypted and then shared.

Some works also focus on ensuring the authenticity of the communicating parties. This can be

done by the use of a simple TLS protocol, as shown by Tan et al. and Jalali et al., or by the use of

digital signatures by Ren et al. and Wu et al. [110].
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It is also worth noting that Chen et al. [111] introduces a different form of data transformation

by applying a blinding factor. In this work, clients are not responsible for decryption, instead, a

proxy server performs this task. To ensure that client privacy is still preserved, the clients apply

a blinding factor to the aggregated results before forwarding them to the proxy. After decryption,

the clients remove the blinding factor to recover the updated global model.

3.3 Hybrid Homomorphic Encryption in FL for IoT

This section addresses RQ3: “How does an HHE approach compare to existing privacy-preserving

techniques in FL for IoT devices?”

3.3.1 Data Sources and Search Strategy

The data sources and search strategy followed the same approach as in the earlier researches. The

databases Scopus13, ACM14, IEEE Xplore15, PubMed16, and Web of Science17 were queried, with

the search focused on the fields title, abstract, and keywords.

The search terms from the previous study were updated, replacing homomorphic encryption

with hybrid homomorphic encryption and introducing transcipher to include studies that may

refer to an HHE scheme as a transciphering scheme. As previously done, any articles containing

blockchain in the title were excluded. The final search query, with the exclusion of blockchain

applied only to article titles, is shown below:

• ("hybrid homomorphic encryption" OR "transcipher*" ) AND ("federated learning") AND

(iot OR "internet of things" OR "internet-of-things") AND NOT ("blockchain*")

3.3.2 Studies’ Selection

The planned three-phase process of identification, screening, and eligibility could not be carried

out, as the search strategy returned zero results across all databases. Consequently, no studies were

available for further selection.

3.3.3 Results

The database search yielded no articles matching the defined query, and therefore no studies could

be included in the review. This absence of literature highlights a significant research gap in the

application of HHE within FL, particularly in IoT contexts, and highlights that no prior studies

have applied HHE in this context, making this work the first to do so.

13https://www.scopus.com
14https://dl.acm.org/
15https://ieeexplore.ieee.org
16https://pubmed.ncbi.nlm.nih.gov/
17https://www.webofscience.com/

https://www.scopus.com
https://dl.acm.org/
https://ieeexplore.ieee.org
https://pubmed.ncbi.nlm.nih.gov/
https://www.webofscience.com/
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Article FL Scheme Entities Threat Model Aggregation Algorithm Dataset(s) Used
[103] Centralized Clients and Server Server is honest-but-curious Average (b) Self-Collected
[93] Centralized Clients, Central Server and Trusted

Authority
Eavesdroppers and unauthorized access. FedAvg MNIST

[63] Centralized Clients, Server, Third party (*) FedAvg UNSW-NB15, Bot-IoT
[96] Centralized Clients and Server Server and Clients are honest-but-curious and may collude. FedAvg UP-FALL
[97] Centralized Clients and Server Clients and Server are honest-but-curious and may collude FedAvg (*)
[102] Centralized Clients and Server (*) FedAvg N-BaIoT
[104] Centralized Clients, Server and Trusted

Third-Party
(*) Gradient Similarity Model

Aggregation (GSA)
Edge-IIoTset, CIC IoT 2023

[94] Decentralized Users (Normal User and User
Head)

(*) FedAvg WSN, MNIST, CIFAR-10,
N-BaIoT

[105] Centralized Clients and Aggregation Server
(Coordinator)

Eavesdroppers and Non-trustworthy Server Incremental SVD
aggregation

MiniBoone, DryBean×10,Skin,
SUSY, HEPMASS, Higgs,

Higgs×4
[98] Centralized Clients, Server and Key Generation

Server
Clients and Server are honest-but-curious. An external adversary can

eavesdrop and infer data.
FedAvg MNIST, CIFAR-10

[106] Centralized Guest, Host and Arbiter Guest and Host are honest-but-curious Homomorphic Gradient
Aggregation (b)

MIMIC-III, Epsilon, NUS-WIDE

[107] Centralized Clients, Edge Server and Cloud
Server

Server is honest-but-curious. Clients are malicious FedSGD MNIST, CIFAR-10

[108] Centralized Clients, Server and Trusted
Authority

Clients and Server are honest-but-curious and may collude.
Eavesdroppers.

Additive Homomorphic
Aggregation (b)

MNIST, Shakespeare play

[99] Centralized Clients, Server and Third Party
Trusted Authority

Clients and Server are honest-but-curious and may collude. Passively
malicious adversaries and eavesdroppers.

Weighted averaging based
on Data Quality (b)

HAM10000

[101] Centralized Clients, Server and Trusted
Authority

Trusted Authority is honest and does not collude with any other
participant. Clients and Server are malicious and may collude. Third-Party

Attackers may eavesdrop, analyze and tamper with the messages

Privacy-Enhanced
Traceable Aggregation

MNIST

[110] Centralized Clients, Cloud Server and Trusted
Authority

Clients are honest-but-curious and Cloud Server can be honest-but-curious
or malicious.

AdaGS Fashion-MNIST (F-MNIST) and
KDD CUP 99

[95] Semi-
Decentralized

Threat Hunting Agents (Clients),
Aggregation Server, Blockchain

Network, Trusted Server

Threat Hunting Agents can be malicious. FedAvg InSecLab-IDS-2021

[100] Centralized Clients, Server and Auditor Server and Clients are honest-but-curious. Eavesdroppers. Hybrid LEGATO MNIST, CIFAR-10
[112] Centralized Clients, Crowdsensing Platform

(CSP), Task Requester (TR)
All entities are honest but curious. Server colludes with participants FedAvg MNIST, Car Evaluation

[109] Centralized Clients and Server (a) Federated Stochastic
Modification Minimized

Gradient (FSMMG)

018 n2c2 Track 2 (Adverse Drug
Events and Medication Extraction)

[111] Centralized Clients, Proxy Server, Parameter
Server

All entities can be malicious. Clients and Parameter Server may collude,
but the Parameter Server and Proxy Server do not collude. Eavesdroppers.

Homomorphic Stochastic
Gradient Descent (b)

MNIST

(*) Not mentioned in the original paper (a) Not specified in the original paper (b) The original work did not specify an explicit algorithm name, so an interpretative label has been assigned in this review

Table 3.5: Taxonomy of the FL Systems using HE in the Literature



3.3
H

ybrid
H

om
om

orphic
E

ncryption
in

FL
forIoT

37

Article HE
Scheme

Type

HE Scheme
Used

HE Key
Distribu-

tion

What was encrypted? Who decrypts
the data?

Other Techniques Protects Againsta Handles
Drop-out

Users?

Handles
Irrelevant
Updates?

Data
Compres-

sion
[103] FHE Not mentioned Shared Local Model Weights Clients SSL/TLS - × × ×
[93] FHE CKKS Shared Local Model Weights Clients iTLS Protocol - × ✓ ×
[63] PHE Paillier Distinct Local Model Parameters Clients - Data Leakage, Inference Attacks × × ×
[96] FHE xMK-CKKS Distinct Local Model Weights Server - Collusion, Data Leakage × × ×
[97] FHE ftxMK-CKKS Distinct Local Model Weights Server - Collusion Attacks ✓ × ×

[102] FHE CKKSb Shared Local Model Weights /
Cluster Matrices

Clients Clustering Data Leakage × × ×

[104] PHE Paillier Shared Local Gradients Server+Clients Cosine Similarity Parameter Leakage × ✓ ×
[94] FHE CKKS Not

mentioned
Local Model Weights Users Cosine Similarity,

K-means
Model Poisoning ✓ ✓ ×

[105] FHE CKKS Shared Weighted Data Vector Clientsc SVD Inference Attacks × ✓ ✓
[98] PHE Paillier Shared Local Gradients Server ZKP, Gradient

Filtering
Inference Attacks × ✓ ✓

[106] PHE Paillier Shared
Public Key

Intermediate Results Arbiter PCA,
Straggler-Resistance

- ✓ × ✓

[107] FHE CKKS Shared
Secret Key

Local Gradients Edge+Cloud Threshold Sharing Inference, Byzantine ✓ ✓ ×

[108] PHE Additive
ElGamal

Shared (via
Secret

Sharing)

Compressed Gradients Server+Clients Threshold Sharing,
Sparse Compression

Collusion ✓ ✓ ✓

[99] PHE Additive
ElGamal

Distinct Gradient Quality Server+Clients Double Masking,
Shamir, DH
Exchange

Inference, Collusion ✓ × ×

[101] PHE Compact-LWE Distinct Local Gradients Clients Double Masking, DH,
Secret Sharing,

Hashing, Signatures

Collusion, Poisoning ✓ ✓ ×

[110] FHE CKKS Distinct Sparse + Full Parameters Clients AdaGS, BLS
Signatures

CPA, Poisoning × ✓ ✓

[95] FHE CKKS Shared Noisy Local Weights Clients Blockchain, DP - × × ×
[100] PHE TTHE Paillier Distinct Local Gradients Not mentioned Differential Privacy Forgery, Replay, Inference,

Collusion
✓ ✓ ×

[112] PHE MK TTHE
Paillier

Distinct Local Model + Sample
Count

CSP+Clients DH Exchange, Data
Packing

Collusion × × ✓

[109] PHE Paillier Shared
Public Key

Prediction Errors Clients DGK, DP, FSMMG,
Newton Estimation

Inference, Replay × × ✓

[111] PHE ElGamal Distinct Local Gradients Proxy Server Proxy Re-Encryption,
Blinding

Collusion × × ×

(a) Only protections beyond inherent guarantees of HE (confidentiality, eavesdropping resistance) are listed. (b) Info obtained from GitHub code. (c) Not explicitly mentioned, inferred since
coordinator does not decrypt post-aggregation.

Table 3.6: Comparison of FL Protocols Employing HE for IoT, Highlighting Scheme Details, Security Measures, and Robustness Capabilities
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3.4 Chapter Remarks

This chapter presents a systematic review of privacy-preserving techniques in FL, highlighting

their strengths, limitations, and applicability in enhancing data privacy. Major approaches, such

as DP, HE, and SMC, were analyzed in detail, as well as the new hybrid protocols that combine

different strategies to improve both efficiency and security in FL.

The review highlights the trade-offs between privacy, computation efficiency, and model per-

formance in the existing methods. On one hand, DP guarantees strong privacy but at the cost of

model accuracy. On the other hand, HE guarantees strong data security but suffers from high com-

putational and communication overheads. Hybrid protocols, which are the combination of two or

more privacy-preserving techniques, seem to be a promising direction in leveraging the strengths

of various methods to achieve a more balanced approach.

A review of current implementations of HE in FL schemes in IoT scenarios was also per-

formed. It highlighted the most commonly used HE algorithms and their typical application con-

texts. The findings indicate that, while HE offers a solid foundation for privacy, its effectiveness in

real-world FL deployments often depends on integrating additional techniques, from secret sharing

and digital signatures to DP, each introducing its own set of trade-offs. Besides security concerns,

data reduction methods also need to be considered for HE to be viable in a resource-constrained

IoT environment. Overall, an optimal solution that balances both privacy and efficiency in HE-

based FL schemes has yet to be achieved.

No studies applying HHE in FL were identified in the database searches, indicating that the

practical impact and suitability of HHE in FL for resource-constrained IoT scenarios remains

largely unexplored



Chapter 4

Proposed Solution

This chapter is dedicated to presenting the proposed solution. It begins by outlining the prob-

lem addressed in this work, followed by a detailed description of the proposed system model,

including the overall architecture, the key management strategies considered, and the mitigation

mechanisms developed to address potential issues arising from the chosen key configuration. Fi-

nally, it describes the proposed workflow, covering each phase of the FL process and concluding

with the threat model considered.

4.1 Problem Statement

HE provides strong privacy guarantees in FL, but its computational and communication overhead

can be prohibitive for resource-constrained devices, such as those in IoT environments. While

some studies have applied HE in IoT FL scenarios, they often rely on complementary techniques,

such as differential privacy and secret sharing, to enhance security and robustness to client drop-

outs, and on data packing strategies to reduce the overhead imposed by HE. Nevertheless, the

challenges of applying HE in resource-constrained FL environments remain largely unresolved.

HHE has the potential to address this overhead by offloading the most complex homomorphic

operations to the server. However, its feasibility, performance, and practical impact in resource-

constrained FL settings are still largely unexplored.

This thesis addresses these gaps by designing and implementing a FL architecture based on

HHE, focusing on reducing computational and communication overhead on resource-constrained

devices while maintaining strong privacy guarantees.

4.2 Proposed System Model

This section introduces the proposed system architecture for integrating HHE into FL. It first

provides a high-level overview of the proposed architecture, then examines key management ap-

proaches relevant to this implementation, and finally presents mitigation measures to address po-

tential threats arising from the chosen key configuration.

39
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4.2.1 Architecture Overview

The proposed solution is a centralized FL HHE scheme in which clients encrypt their data using

a symmetric cipher, while the server performs the computationally expensive homomorphic oper-

ations. A centralized approach was chosen because the HESD step imposes significant computa-

tional overhead, making it impractical in a decentralized FL environment, particularly in scenarios

involving mobile or low-power devices.

The architecture consists of three main entities: the Third-Party Authority (TPA), the Server

and the Clients. The TPA is an independent trusted authority, responsible for generating and

distributing all cryptographic keys. The Server is responsible for coordinating the FL training

process, collecting the encrypted updates from Clients, performing secure aggregation and dis-

tributing the updated global model. At last, the Clients train their local models with their private

data, encrypt their local updates and symmetric key, send them to the Server, and decrypt the re-

ceived global model. A high-level overview of the architecture is shown in Figure 4.1, considering

a single client for illustration purposes.

Figure 4.1: FL Architecture with HHE

A logical view of the system is presented in Figure 4.2. This view decomposes the system

into key components for each entity. On the TPA side, the Key Management Module is responsi-

ble for generating and securely distributing cryptographic keys to both client and server. On the

client side, the Training Module trains the local model using data from the Local Dataset. The

Encryption Module then encrypts the local model updates and the symmetric key, sending the

encrypted data to the server. Once the updated global model is received, the client’s Encryption
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Figure 4.2: Logical View of the Proposed System

Module decrypts it, and the Training Module incorporates the global weights into the local model.

On the server side, the HESD Module performs HESD on the received model updates, generating

homomorphic ciphertexts. These ciphertexts are then passed to the Aggregator Module, which

computes the new global model. The aggregated global model is then sent back to the client.

4.2.2 Key Management

As seen in Section 3.2.3, key management remains one of the main challenges of HE-based

schemes, and this persists in the proposed HHE-based approach. Since the security and feasi-

bility of the proposed solution depend heavily on how keys are managed, several configurations

were carefully evaluated, taking into account the participant roles in FL defined in Section 2.1.2:

– Shared symmetric and homomorphic keys: In this setting, all clients share a symmetric key

sk and the same homomorphic key pair (HE_pk,HE_sk), where HE_pk is the homomor-

phic public key and HE_sk is the corresponding secret key. This simplifies key management

but introduces serious security risks. A malicious client eavesdropping on the network could

decrypt ciphertexts sent by honest clients using the shared sk. Likewise, an honest-but-

curious server collaborating with a client might recover either the sk or HE_sk, depending

on the system design. Consequently, client privacy is compromised, making the system

vulnerable to collusion and inference attacks.

– Distinct symmetric keys, shared homomorphic keys: Each client uses a unique sk but shares

the homomorphic keys. This reduces risks on the client side during data transmission. How-

ever, if the server and clients are honest-but-curious and collude, the server may obtain

HE_sk. This would allow it to decrypt the encrypted symmetric keys and ultimately recover



Proposed Solution 42

client model parameters. Likewise, a malicious client capable of eavesdropping on an hon-

est client’s transmission could also use HE_sk to decrypt the symmetric key and access the

model parameters.

– Shared symmetric keys, distinct homomorphic keys: Clients share a sk but have different

homomorphic keys, enabling a multi-key HE scheme. In this case, even if the server and the

client collude, a client’s HE_sk alone is insufficient to decrypt the data. However, the risks

associated with the shared symmetric key remain.

– Distinct symmetric and homomorphic keys: Each client holds unique sk and homomorphic

keys, eliminating the vulnerabilities related to key sharing, while preventing client-server

collusion attacks, making it the most secure option.

As observed, the most secure configuration requires each client to possess distinct symmetric

and homomorphic keys. However, the HHE libraries discussed in Section 2.3.1 were primarily

designed with shared homomorphic keys in mind. Since the focus of this work is to evaluate

the impact of HHE on client-side overhead, extensive modifications to the underlying libraries

are beyond the scope of this study. Consequently, in the implemented architecture, each client

maintains a distinct symmetric key to protect local updates, while a single homomorphic key

pair is used between the clients and the server. This design balances practical feasibility with a

reasonable level of security.

4.2.3 Mitigation Strategies

The choice of using distinct symmetric keys alongside a shared homomorphic key pair introduces

a potential vulnerability in the presence of honest-but-curious and malicious clients. A client who

manages to intercept another client’s transmission to the server could exploit the shared homomor-

phic secret key HE_sk to attempt recovery of the other client’s symmetric key sk. If successful,

this would allow the attacker to decrypt the intercepted local model update, thereby compromising

confidentiality. To address this weakness two strategies were designed:

1. RSA Wrapping: This solution is based on the RSA public-key cryptosystem. The server

contains a public-private key pair and sends a certificate with its public key to all clients.

Each client encrypts their homomorphic encryption of the symmetric key skHE with the

server’s RSA public key using a RSA encryption function RSA.Enc producing a ciphertext

RSA.Enc(skHE). Since only the server holds the corresponding RSA private key, it is the

only entity capable of recovering skHE . This prevents other clients, even with access to

HE_sk, from learning another client’s symmetric key.

2. Masking: The second approach avoids public-key wrapping and instead introduces a random

mask. Each clients adds a mask M to the sk before encryption producing:

skHE = HE.Enc(sk+M).
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The server, knowing the masks for all clients, can remove them within the homomorphic

domain by computing:

skHE −M = HE.Enc(sk+M)−M

= HE.Enc(sk)

leveraging the property that HE schemes support operations between a ciphertext and a

known constant. For any other client intercepting the ciphertext, the value remains mean-

ingless without knowledge of the corresponding mask.

In addition to the original logical view, Figure 4.3 presents an updated system view that incor-

porates both mitigation strategies. On the TPA side, the Key Management Module now not only

generates cryptographic keys but also creates a mask for each client, which is sent to the server to

support the Masking scheme. To support RSA Wrapping, the Certificate Authority Module gen-

erates certificates containing the server’s RSA public key, ensuring its authenticity. On the server

side, the RSA Module manages the server’s RSA key pair and handles the distribution of the public

key and its certificate to the clients.

Figure 4.3: Logical View of the Proposed System with Mitigation Strategies

Both approaches strengthen confidentiality during transmission and aggregation, although

through different trade-offs: RSA Wrapping relies on well-established public-key cryptography

but introduces additional computational and communication overhead on the clients and the server,

while Masking offers a lightweight alternative at the cost of requiring secure mask management

by the server. These mitigation strategies form the foundation for the workflow described in the

following section.
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4.3 Workflow of the proposed solution

The workflow of the proposed solution consists of five sequential phases: Setup, Client Training,

Server Aggregation, Client Evaluation, and Server Evaluation, which are described in detail below

and illustrated in Figure 4.4. All phases, except for the Setup phase, are repeated for a fixed number

of rounds.

4.3.1 Setup Phase

The Setup Phase occurs once at the beginning of the protocol. During this phase, the TPA gen-

erates and distributes the necessary cryptographic keys to both the clients and the server. This

includes a single tuple of homomorphic keys, (HE_pk,HE_sk,HE_eval), where HE_pk is the

homomorphic public key, HE_sk is the homomorphic secret key, and HE_eval is the homomor-

phic evaluation key. Additionally, the TPA generates a unique symmetric key ski for each client

i, where 1 ≤ i ≤ N and N is the total number of clients in the system. The TPA then sends

(HE_pk,HE_eval) to the server and (HE_pk,HE_sk,ski) to each client i. If the masking strategy

is used, the TPA also generates a unique mask Mi for each client i and sends it to them. In this

case, the TPA additionally provides the server with the list of masks together with the correspond-

ing client identifiers, enabling the server to remove the correct mask from each ciphertext during

aggregation. The server initializes a model and sends its weights to the clients, who use them as

the starting point for local training during the training phase. In the case of RSA wrapping, the

server also generates a single tuple of RSA keys, (RSA_pk,RSA_sk), where RSA_pk is the RSA

public key and RSA_sk is the corresponding secret key. To guarantee the authenticity of the server,

the server requests the TPA to sign the RSA_pk. After receiving the signed certificate, the server

shares it with all clients.

4.3.2 Client Training Phase

The Client Training Phase takes place immediately after the Setup Phase in the first round, during

which clients receive the global model weights from the server in plaintext. In subsequent rounds,

it follows the Server Evaluation Phase, where clients first decrypt the received encrypted weights

using the HE secret key HE_sk. Each client then trains their local model with the received weights

and encrypts the updated weights wi with ski, producing the symmetric ciphertext wi
SKE . In the

RSA wrapping strategy, the clients encrypt ski with HE_pk, producing ski
HE , which is then en-

crypted with the server’s RSA_pk from the certificate, generating RSA.Enc(ski
HE). In the masking

strategy, the clients first add Mi to ski before encrypting it with HE_pk, producing ski
HE . Finally,

the clients send the encrypted weights, the encrypted symmetric key, and the number of training

samples, ni, used.
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Figure 4.4: Workflow of the proposed solution
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4.3.3 Server Aggregation Phase

The Server Aggregation Phase occurs after each Client Training Phase in every round of the

FL process. During this phase, the server receives the encrypted weights wSKE along with the

corresponding encrypted symmetric keys from the selected clients. When using RSA wrapping,

the server applies the RSA decryption function RSA.Dec with the RSA secret key RSA_sk on the

RSA encrypted keys RSA.Enc(skHE) to recover the homomorphically encrypted keys skHE . In the

masking strategy, the server simply subtracts the masks Mi from the corresponding clients’ skHE .

The server then applies HESD on each wSKE using the associated skHE . Once all updates have been

transformed, the server aggregates the homomorphic ciphertexts to compute the new global model

weights. In the current implementation, any client that drops out during the Client Training Phase

is excluded from aggregation for that round but may participate in subsequent rounds. Finally, the

server selects a new subset of clients and sends them the updated model for evaluation.

4.3.4 Client Evaluation Phase

This phase follows the Server Aggregation Phase in each round of the FL process. The selected

clients receive the newly aggregated global weights and decrypt them using HE_sk. They update

their local models with these weights and evaluate them on their local test datasets. After evalua-

tion, each client sends the computed accuracy and loss metrics back to the server, along with the

number of test samples.

4.3.5 Server Evaluation Phase

The Server Evaluation Phase occurs after the Client Evaluation Phase and concludes each round

of the federated process. Upon receiving evaluation metrics from all clients, the server aggregates

these metrics using a chosen aggregation algorithm. If additional training rounds remain, the

server selects a new subset of clients for the upcoming Client Training Phase and distributes the

updated global weights accordingly.

4.4 Threat Model

The security of the proposed solution is based on the following assumptions about the setup and

the participants:

A.1 The setup phase is trusted: all cryptographic keys, certificates, and auxiliary values (e.g.,

masks) are generated and distributed securely, with no adversarial interference.

A.2 Clients are honest-but-curious: they follow the protocol correctly but may attempt to infer

private information from intercepted messages.

A.3 The server is honest-but-curious: it correctly executes the protocol but may attempt to infer

private information from received data.
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A.4 No collusion occurs between the server and clients.

A.5 External adversaries may attempt to infer information from participating clients but are

unable to disrupt message transmission or inject poisoned data.

Under these assumptions, the system provides the following security guarantees:

SP.1 Confidentiality of individual client updates during transmission.

SP.2 Confidentiality of individual client updates during aggregation on the server.

SP.3 Confidentiality of the aggregated model weights.

SP.1 is ensured by client-side encryption. Each client encrypts its local model update with

its sk, and the sk is further protected via the chosen countermeasure (RSA wrapping or masking).

Therefore, the transmitted data remains confidential, preventing any eavesdropper, including other

clients, from recovering the local update.

Upon receiving the encrypted client updates, the server performs HESD to generate the ho-

momorphic ciphertexts used for aggregation. Since the updates remain encrypted throughout this

process, the server never has access to the plaintext of any individual client update. Furthermore,

because the server does not possess the HE_sk, it cannot decrypt the resulting homomorphic ci-

phertexts, thereby ensuring SP.2.

Finally, because aggregation is performed over homomorphic ciphertexts, the resulting aggre-

gated model weights also remain encrypted. As the server does not possess the HE_sk, it is unable

to decrypt this aggregated result, thereby ensuring SP.3.

In summary, this chapter described the design of the proposed HHE-based FL scheme, which

aims to reduce the computational and communication overhead of HE in resource-constrained

scenarios like IoT devices. In this approach, clients encrypt their local model updates with a

lightweight symmetric cipher, and the server aggregates them using HE after applying HESD. The

system follows a centralized architecture, with a trusted third-party authority handling key gen-

eration and distribution, a server coordinating aggregation, and multiple clients performing local

training. To balance security and practical constraints, each client uses a distinct symmetric key

alongside a shared homomorphic key pair. Two mitigation strategies protect against risks from the

shared key: RSA Wrapping, which encrypts a client’s skHE under the server’s RSA public key, and

Masking, which introduces a client-specific random value before homomorphic encryption. The

workflow unfolds across five phases: Setup, Client Training, Server Aggregation, Client Evalua-

tion, and Server Evaluation. Finally, under a threat model assuming honest-but-curious clients and

server with no collusion, the system ensures the confidentiality of both individual client updates

and the global model during transmission and aggregation.
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Implementation Details

This chapter presents the implementation details of the proposed HHE-based FL scheme, with a

focus on resource-constrained FL scenarios. It begins by introducing the cryptographic compo-

nents, including the chosen HE-friendly symmetric cipher and the HE cipher. Next, it introduces

the FL framework chosen for this work. The chapter then presents the prototype architecture fol-

lowed by a detailed explanation of the server-side processing, including the HESD operations and

aggregation using the FedAvg algorithm. This is succeeded by a description of the client-side pro-

cessing, covering the encryption and decryption procedures. Finally, the chapter concludes with a

discussion of the parameter constraints imposed by the cryptographic setup.

5.1 Cryptographic Components

In this section, the cryptographic components used to implement the HHE protocol introduced

in Chapter 4 are described. Given that the implementation focuses on cross-device FL scenarios,

in which clients may have limited computational resources and must encrypt their model updates

efficiently, the chosen HHE scheme needs to be able to efficiently reduce client-side overhead.

Among the HE-friendly symmetric ciphers introduced in Section 2.3 (HERA, PASTA, and

Elisabeth), all could, in principle, be used for this implementation. To the best of our knowledge,

HERA has not been applied in any ML context and has been shown to be less efficient than

both PASTA and Elisabeth [22, 76], making it a less attractive option. A recent study [113]

implemented an HHE scheme for FL using Rubato [114], a HE-friendly cipher similar to HERA,

together with CKKS, demonstrating the feasibility of HERA-like ciphers in FL. Nevertheless,

our choice of cipher was guided by the established performance of PASTA and Elisabeth in ML

scenarios prior to this work, as HERA had not been applied in such contexts.

Elisabeth was evaluated in a machine learning scenario by Cosseron et al. [76], where it was

used for inference on the Fashion-MNIST dataset, achieving an accuracy of 84.18%. PASTA,

similarly, was used for inference on the MIT-BIH dataset in Frimpong et al. [115] and Nguyen et

al. [116] works, reaching an accuracy of 87.06% in both cases. In terms of server computation

cost, Elisabeth requires, on average, 421.49 seconds per sample to perform the HESD procedure,
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with each sample sized at approximately 0.0004 MB. Using optimal parameters, this time can

be reduced to 71.46 seconds per sample, roughly a 6× speedup. In comparison, PASTA requires

only 11.9 seconds per sample, with each sample sized at 0.0002 MB. For two PASTA samples

(totalling approximately 0.0004 MB, equivalent to Elisabeth’s sample size), the server would need

23.8 seconds to perform the HESD procedure. This makes PASTA roughly 18× faster than stan-

dard Elisabeth and 3× faster than Elisabeth with optimal parameters.

Based on these results, PASTA was selected as the HE-friendly symmetric cipher for this

work. It was paired with BFV, which, compared to BGV, offers simpler parameter selection and

more straightforward support for common operations such as encoding and noise management.

Furthermore, BFV supports native plaintexts in Zp, which align well with PASTA’s design. PASTA

and BFV were integrated into the prototype using the PASTA authors’ open-source framework

described in Section 2.3.1.

5.2 Federated Learning Framework

To implement and evaluate the proposed FL scheme, several frameworks were considered, as

summarized in Table 5.1. The comparison highlights differences in data partitioning strategies,

supported deployment modes, privacy-preserving mechanisms, supported HE schemes, scalability,

and cloud compatibility.

Regarding deployment and partitioning modes, all reviewed frameworks support HFL, and

most also support VFL. Only Flower [25] and TensorFlowFederated [117] natively support cross-

device scenarios. PySyft [118], in contrast, does not natively support cross-device scenarios, but

it has been applied in such settings in the literature [119].

Every framework provides DP as a privacy-preserving mechanism, with most also support- ing

SMC and HE. Only OpenFL [120] and SecretFlow [121] support the use of TEE. The available

HE schemes differ differ significantly across frameworks. FATE [122], PySyft, and SecretFlow

support PHE schemes, with SecretFlow offering a broader set, including Paillier and ElGamal.

In terms of FHE, only Nvidia FLARE [123] provides direct support through the CKKS and BFV

schemes, while Flower includes an implementation of CKKS based on the approach proposed by

Catalfamo et al. [124].

Regarding scalability and cloud compatibility, Flower, Nvidia FLARE, and SecretFlow are

cloud-friendly and scalable, making them suitable for experiments with a large number of clients.

In terms of aggregation algorithms and machine learning libraries, Flower provides the greatest

flexibility, supporting numerous aggregation strategies and a wide range of ML tools including

PyTorch and TensorFlow.

The proposed solution specifically targets cross-device FL scenarios, where clients with lim-

ited resources must encrypt their model updates with minimal overhead, while a well-provisioned

server performs the heavy homomorphic operations. To implement and evaluate this scheme,

Flower was selected as the framework, given its high customizability, support for cross-device



Implementation Details 50

scenarios, scalability, cloud compatibility, and the availability of an existing CKKS implementa-

tion [124].



5.2
Federated

L
earning

Fram
ew

ork
51

Framework Developer Operating
Systems

Supported
Data

Partition
Modes

Supported
Deployment

Modes

Supported
Machine

Learning Tools

Aggregation Algorithms Privacy-Preserving
Mechanisms

Supported HE
Schemes

Cloud
Friendly

Scalability

FATE [122] Webank Linux,
macOS,

Windows

HFL, VFL Cross-silo TensorFlow,
PyTorch

FedAvg, SSHE, SecuroBoost,
Custom Made

DP, MPC, HE Partial (Paillier,
Affine, Iterative

Affine)

✓ ✓

Flower [25] FlowerLab Linux,
macOS,

Windows

HFL, VFL Cross-silo,
Cross-device

PyTorch,
TensorFlow,

HuggingFace,
JAX, Pandas,

fastai, PyTorch-
Lightning,
MXNet,

scikitlearn,
XGBoost

FedAVG, FedMedian,
FedAvgM, FedAdam, FedYogi,
FedAdagrad, FedTrimmedAvg,

FedXgbBagging,
FedXgbCyclic, Krum,

QFedAvg, FedAvgAndroid,
FedProx, FaultTolerantFedAvg,

Bulyan, Custom Made

DP, MPC, HE (*)
[124]

Fully
(CKKS [124]*)

✓ ✓

PySyft [118] OpenMined Linux,
macOS,

Windows

HFL Cross-silo,
Cross-

device* [119]

PyTorch Custom Made DP, MPC, HE Partial (Paillier)
Fully (CKKS)

- -

TensorFlow
Federated [117]

Google Linux,
macOS

HFL Cross-silo,
Cross-device

TensorFlow FedAvg, FedProx, Mime Lite,
Custom Made

DP, MPC, HE [95] - ✓ -

SecretFlow [125] Ant Group Linux,
macOS,

Windows

HFL, VFL Cross-silo PyTorch,
TensorFlow

FedAvg, FedProx, FedSCR,
FedSTC, Custom Made

DP, MPC, HE, TEE Partial (Paillier,
Okamoto-
Uchiyama,
ElGamal,

Damgard-Jurik,
Damgard-Geisler-
Krøigaard (DGK))

✓ ✓

NvidiaFlare [123] Nvidia Linux,
macOS

HFL, VFL Cross-silo PyTorch,
RAPIDS, Nemo,

TensorFlow,
sickit-learn,
XGBoost,
MONAI

FedAvg, FedOpt, FedProx,
Scaffold, Ditto, FedSM, Fed

AutoRL, Federated
Horizontal/Vertical XGBoost¶

Custom Made

DP, HE Fully (CKKS,
BFV)

✓ ✓

Open FL [120] Intel Linux,
macOS,

Windows

HFL (Partial
VFL)

Cross-silo Keras,
TensorFlow,

PyTorch

FedAvg, FedProx,
FedOpt(Adam, Yogi, Adagrad),

FedCurv SecAgg, Custom
Made

DP, TEE - - -

*: The study cited applied the indicated functionality in the framework.

Table 5.1: FL Frameworks Comparison
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5.3 Prototype Architecture

With the cryptographic components and FL framework chosen, an architecture of the implemented

prototype can be seen in Figure 5.1, consisting of two layers: the Flower Layer and the Crypto-

graphic Layer.

The Flower Layer includes both server and client components. For communication between

client and server, Flower uses gRPC. gRPC is a communication framework 1 based on the Remote

Procedure Call (RPC) mechanism that allows a program on one machine to invoke functions on

another machine as if they were local. In a client–server scheme, the server exposes services and

waits for incoming requests, while clients call these services and process the responses [126].

Within Flower, the SuperLink acts as a gRPC server, managing communication and coordinating

messages with clients, while the ServerApp is responsible for orchestrating training, aggregation,

and evaluation. On the client side, the design is mirrored through the SuperNode, which acts as a

gRPC client that connects to the server and exchanges updates, and the ClientApp, which handles

local training and evaluation. During development, the main application logic is implemented in

the ServerApp and ClientApp modules

The Cryptographic Layer provides the backend for most cryptographic operations in the pro-

totype. Since the PASTA/BFV stack is implemented in C++ and Flower is a Python-based frame-

work, both the ServerApp and the ClientApp connect to this layer through a pybind112 bridge,

which exposes the necessary cryptographic functions to Python. It should be noted that, RSA

operations were implemented via Python cryptography3 library, operating outside the C++ cryp-

tographic layer.

Figure 5.1: Prototype Implementation Architecture

1https://grpc.io/
2https://github.com/pybind/pybind11
3https://cryptography.io/en/latest/

https://grpc.io/
https://github.com/pybind/pybind11
https://cryptography.io/en/latest/


5.3 Prototype Architecture 53

This architecture introduced slight modifications in the workflow described in Section 4.3.

Before any data can be transmitted, it must first be serialized, meaning it is converted into a byte

format suitable for communication. Once received, the data is then deserialized to reconstruct

its original structure. Figures 5.2 and 5.3 illustrate how this integration plays out in the Client

Training Phase and the Server Aggregation Phase, respectively. Both of these workflows do not

incorporate the masking and RSA wrapping methods described previously, in order to simplify the

illustration of the modifications.

In Figure 5.2, during the first training round, the global model weights are transmitted in

plaintext and can be deserialized using standard Python utilities. In subsequent rounds, however,

the model is sent as a homomorphic ciphertext. This ciphertext cannot be processed in Python, so

deserialization and decryption are delegated to the C++ backend through pybind11.

After local training, the client encrypts the updated weights and the symmetric key using

the C++ library. The encrypted weights are returned as lists of unsigned integers, which can

be serialized directly in Python. However, the symmetric key must be serialized using the C++

backend due to its incompatible internal representation.

Figure 5.2: Client Training Phase Workflow in Flower
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On the server side, as shown in Figure 5.3, the encrypted weights and symmetric keys are

deserialized using the C++ backend. The server then performs the HESD operation and aggregates

the results using the Federated Averaging (FedAvg) algorithm. The resulting global model is

subsequently serialized through the C++ library and returned to the clients for the evaluation phase.

Figure 5.3: Server Aggregation Phase Workflow in Flower

5.4 Server-Side Processing

The server-side processing consists of two main steps: the HESD operations and federated av-

eraging of the model updates. Algorithm 1 shows the chunk-based HESD procedure, in which

each chunk of the symmetrically encrypted weights wSKE is converted into a BFV homomorphic

ciphertext wHE before aggregation. To perform this transformation, the server first obtains the

usable homomorphically encrypted symmetric key skHE for each client. When RSA wrapping

is employed, the server decrypts the RSA-encrypted chunks of RSA.Enc(skHE) and reconstructs

the original skHE . When masking is applied, the server subtracts the known mask M from the

ciphertext skHE = HE.Enc(sk+M) to recover skHE = HE.Enc(sk).

After HESD, FedAvg multiplies each weight vector by the client’s training sample count, ni =

training_datai/batch_size, and sums the results homomorphically. Here, training_datai denotes

the number of training samples available to client i, and batch_size refers to the number of samples

processed together in one forward/backward pass during local model training. Division by the

global total n is deferred to the clients, because BFV does not support exact division in ciphertext

space.
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Algorithm 1 Chunk-Based HESD for a Single Client
Require: Client’s encrypted symmetric parameters wSKE , Client’s encrypted symmetric key skHE , BFV cipher instance

bfv_cipher
Require: Protocol variant flag: RSA or Masking
Require: If RSA: RSA private key RSA_sk
Require: If Masking: Client’s Mask M
1: if RSA then
2: Decrypt skHE
3: decrypted_chunks← empty list
4: for each chunk in skHE do
5: dec_chunk← RSA.Decrypt(chunk,RSA_sk)
6: Append dec_chunk to decrypted_chunks
7: end for
8: Reconstruct skHE
9: skHE ← concat(decrypted_chunks)

10: else if Masking then
11: Remove mask M homomorphically
12: skHE ← skHE −M
13: end if
14: Switch to client’s encrypted key
15: bfv_cipher.set_encrypted_key(skHE )
16: Performe HESD:
17: he_params← empty list
18: for each chunk in wSKE do
19: he_chunk← bfv_cipher.HESD(chunk)
20: Append he_chunk to he_params
21: end for
22: return he_params

5.5 Client-Side Processing

On each client device, the processing begins with quantization and encryption of the local model

updates using PASTA, and ends with decryption and dequantization of the aggregated global

model. Quantization reduces both memory and computational overhead by representing model

weights in lower-precision data types, at the cost of a small reduction in model accuracy [127].

To encrypt model parameters with PASTA, original 32-bit floating point number (float32)

values [−α,α] are converted into int8 8-bit integer (int8) values in [−2b−1,2b−1− 1] using scale

quantization [127]. Each value x ∈ wi is first clipped to [−α,α] and then scaled and rounded

according to

quantized_x = round
(

x∗ 2b−1

α

)
with b = 8 for int8 precision. Since PASTA requires unsigned 64-bit integer (uint64) inputs,

the quantized int8 values are converted to uint64 before chunk-based encryption, as detailed in

Algorithm 2.

In addition to encrypting model weights, each client securely prepares its symmetric key ski

for transmission to the server. When RSA wrapping is used, the client first computes ski
HE =

HE.Enc(ski), splits it into chunks to fit RSA encryption limits, and then encrypts each chunk

using the server’s RSA_pk. Alternatively, when masking is applied, the client computes ski
HE =

HE.Enc(ski +Mi) and transmits this masked ciphertext to the server, as outlined in Algorithm 3.
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Algorithm 2 Quantize and Encrypt Local Model Weights
Require: Model Weights wi, Clipping Bound α , Chunk Size chunk_size, PASTA cipher instance PASTA_cipher
1: Flatten all parameters into a single vector:
2: flat_params← concatenate(flatten(layer) for layer in wi)
3: Clip each value x in flat_params to [−α,α]:
4: clipped← clip(flat_params, −α,α)
5: Define scale factor for int8 quantization:
6: scale_factor← 28−1−1

α
= 127

α

7: Quantize each clipped value:
8: quantized_int8← round(clipped × scale_factor)
9: Convert quantized values to unsigned 64-bit integers:

10: quantized_uint64← convert_to_uint64(quantized_int8)
11: Encrypt Weights:
12: list_sym_ciphertext← empty list
13: for i = 0 to length(quantized_uint64) step chunk_size do
14: chunk← quantized_uint64[i : i+chunk_size]
15: encrypted_chunk← PASTA_cipher.encrypt(chunk)
16: Append encrypted_chunk to list_sym_ciphertext
17: end for
18: return list_sym_ciphertext

Algorithm 3 Symmetric Key Encryption
Require: Client Symmetric key ski, Homomorphic public key HE_pk, BFV cipher instance BFV_cipher
Require: Protocol variant flag: RSA or Masking
Require: If RSA: RSA public key RSA_pk, Max plaintext size plaintext_size
Require: If Masking: Client Mask Mi

1: if RSA then
2: enc_key← BFV _cipher.encrypt(ski)

3: Split enc_key into chunks
4: chunked_key← empty list
5: for i = 0 to length(enc_key) step plaintext_size do
6: chunk← enc_key[i : i+plaintext_size]

7: Append chunk to chunked_key
8: end for
9: Encrypt chunks with RSA_pk

10: ski
HE ← empty list

11: for each chunk in chunked_key do
12: enc_chunk← RSA.Enc(chunk,RSA_pk)
13: Append enc_chunk to ski

HE

14: end for
15: else if Masking then
16: ski

HE ← BFV _cipher.encrypt(ski +Mi)

17: end if
18: return ski

HE

Upon receiving the aggregated ciphertexts, each client decrypts the global weights in chunks

using HE_sk. The decrypted uint64 values are converted back to signed 64-bit integers (int64),

restoring negative values by subtracting the modulus from any value greater than half the modulus.

Clients then apply the averaging step from FedAvg by dividing the aggregated parameters by n in

float32 to preserve numerical accuracy. Finally, the results are dequantized by dividing by the

quantization scale used during encryption, as shown in Algorithm 4.
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Algorithm 4 Decrypt and Dequantize Global Weights
Require: Encrypted Global Weights wHE , Decryption Key HE_sk, Total Number of Examples n, Clipping Bound α ,

Chunk Size chunk_size, Modulus modulus , HE cipher instance bfv_cipher
1: Decrypt the encrypted global weights:
2: decrypted_chunks← empty
3: for each chunk in wHE do
4: c← bfv_cipher.decrypt(chunk,HE_sk)
5: Append c to decrypted_chunks
6: end for
7: Concatenate all chunks into one vector:
8: uint64_params← concatenate(decrypted_chunks)
9: Convert to int64:

10: int64_params← convert_to_int64(uint64_params)
11: Restore negative values:
12: for each x in int64_params do
13: if x > modulus//2 then
14: x← x−modulus
15: end if
16: end for
17: Compute average:
18: float_params← int64_params÷n
19: Define scale factor for dequantization:
20: scale_factor← 28−1−1

α
= 127

α

21: Dequantize new global parameters:
22: decrypted_params← float_params÷scale_factor
23: return decrypted_params

5.6 Parameter Constraints

The HHE scheme used in this work operates in Zq with q = 216 + 1. As a result, all server-side

computations must remain within the range [0,216 +1[. This imposes a constraint on the product

of the quantized model weights, the number of clients participating in training, and the number of

training batches per client. Specifically, the following condition must be satisfied:

weights×batches_per_client× training_clients < 216 +1.

Given that model weights are quantized to int8 the above constraint reduces to:

28×2x1×2x2 < 216 +1.

This means that the valid parameter combinations are those where 2x1 × 2x2 ≤ 28. Table 5.2 lists

all the valid combinations of x1, the maximum number of training batches per client, and x2, the

maximum number of training clients, that satisfy the previous constraint.

To conclude, this chapter described the implementation details of the proposed HHE-based

FL solution. PASTA was selected as the symmetric cipher due to its efficiency and strong privacy
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x1 Max Batches per Client x2 Max Training Clients
7 128 1 2
6 64 2 4
5 32 3 8
4 16 4 16
3 8 5 32
2 4 6 64
1 2 7 128

Table 5.2: Valid Combinations

guarantees. On the server side, the BFV cipher was used due to its compatibility with PASTA’s

design. The framework was implemented using Flower, a highly customizable FL framework

compatible with resource-constrained device scenarios, and the prototype architecture was subse-

quently presented. Since the cryptographic functions were developed in C++, pybind11 was em-

ployed to bridge Python and C++ integration. The chapter also outlines the server and client-side

processing steps. The server, before aggregation, needs to perform chunk-based HESD on each

client’s local update. On the client-side, the clients perform quantization on the model weights

before encrypting them in a chunk-based manner. Finally, the parameter constraints of this work

were presented, which restrict the experimental evaluation scenarios.



Chapter 6

Experimental Results

This section presents the experimental evaluation of the proposed HHE-based FL schemes using

the MNIST dataset. To assess their effectiveness, seven approaches are compared: (i) traditional

FL without encryption, (ii) FL with the BFV scheme, (iii) FL using a hybrid approach combining

PASTA and BFV, (iv–vi) FL schemes integrating PASTA, BFV, and RSA with key sizes of 2048,

3072, and 4096 bits, respectively, and (vii) an FL scheme using PASTA, BFV and the key masking

strategy.

Similar to the proposed HHE-based schemes, the BFV-based scheme applies the same homo-

morphic keys across all clients, encrypts the quantized local model weights, and performs division

and dequantization after decryption. The evaluation considers multiple metrics throughout the

training process, including accuracy, loss, communication cost, and computation cost. After train-

ing is completed, a final model with the final global weights is assessed using additional metrics

such as precision, recall, and F1-score.

6.1 Experimental Setup

The experiments were run on Google Colab’s T4 High-RAM environment, which provides an Intel

Xeon CPU @ 2.20GHz, a NVIDIA T4 GPU, 51GB of system RAM, and 15GB of GPU memory,

offering hardware acceleration for training. The second scheme, based solely on the BFV scheme,

was implemented using the TenSEAL [72] library, which provides a Python interface to Microsoft

SEAL and supports encrypted tensor operations.

The dataset used for this experiment was MNIST [26], a widely used benchmark for image

classification tasks. It consists of 70000 grayscale images of handwritten digits (0-9), with 60000

images for training and 10000 for testing, each sized 28×28 pixels. In the context of HE, MNIST

was also used by Bourse et al. [128] to evaluate discretized neural networks homomorphically. The

training dataset was split into N partitions using IidPartitioner from Flower. This partitioner

assigns samples to clients, resulting in equally sized local datasets that approximate an IID setting.

However, due to the randomness of the sampling process, perfect class balance across clients is not

guaranteed. Each local dataset was further split into 80% for training and 20% for local testing.

59
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During training, an additional 20% of the local training set was reserved for validation, to monitor

model performance and support early stopping during each local training round.

A convolutional neural network (CNN) based on the implementation by Gaurav Sharma [129]

was employed. It contains two convolutional layers, each followed by LeakyReLU activations and

batch normalization. Max-pooling layers were used after each convolution for spatial downsam-

pling. The resulting feature maps are flattened and sent through a dropout layer before the final

dense layer generates predictions for 10 classes. The model contains approximately 8000 trainable

parameters. A summary of the model can be seen in Figure 6.1.

Figure 6.1: CNN Model Summary

6.1.1 Runtime Constraints

In addition to the theoretical bounds discussed in Section 5.6, practical runtime considerations

further limited the number of configurations that could be evaluated.

Table 6.1 presents the average execution times for PASTA encryption and HESD operations,

measured over 50 runs across different implementations and platforms. The Python implemen-

tation with pybind11 performs nearly the same as the original C++ implementation, indicating

that pybind11 introduces negligible overhead. In contrast, execution on the Google Colab envi-

ronment results in significantly higher runtimes, which is critical given its 24-hour runtime limit.
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These differences are mainly due to Google Colab running on virtualized Intel Xeon CPUs @

2.20 GHz, which offer significantly lower performance due to lower clock speeds and shared

resources, whereas the local PC benefits from dedicated hardware and higher single-core perfor-

mance. Additionally, the Google Colab results exhibit some variability between test runs, likely

due to resource contention and dynamic allocation in the shared cloud environment. As a result,

the estimated HESD time for 8000 parameters can vary between roughly 1400 and 1550 seconds.

Environ-
ment

Pasta
Encrypt 1
Chunk (s)

Pasta
Encrypt 2
Chunks (s)

HESD 1
Chunk (s)

HESD 2
Chunks (s)

8k
Parameters

Chunk
Number

Estimated
HESD 8k

Parameters
(s)

Estimated
HESD 8k

Parameters
(min)

C++
(Local PC)

0.00126 ±
0.00011

0.00249 ±
0.00021

13.89690 ±
0.60661

27.58640 ±
0.32804

63 875.5047 14.5917

Python
(Local PC)

0.00125 ±
0.00007

0.002460 ±
0.00007

13.52102 ±
0.50632

26.98048 ±
0.42148

63 851.8242 14.1971

Python
(Google
Colab)

0.00539 ±
0.00034

0.01064 ±
0.00040

24.46735 ±
0.71388

48.88514 ±
1.48935

63 1541.4431 25.6907

Table 6.1: Average execution times for Pasta encryption and HESD, and the estimated total time
of HESD for 8000 parameters, across different implementations and platforms. Times represent
the mean of 50 runs, reported as mean ± standard deviation. The estimated total time is derived by
multiplying the number of chunks required for 8,000 parameters by the average time for HESD
on a single chunk. Local PC is a Windows 10 machine with an Intel Core i7-11370H CPU and
16 GB RAM, using a Conda environment with Python 3.11 for the Python tests.

Using these estimates, the project’s minimum runtime for each configuration was calculated

and summarized in Table 6.2 for a varying number of rounds and clients participating in the train-

ing phase. Only configurations with estimated durations below the 24-hour limit of Google Colab

were considered for experimental evaluation.

Max Training
Clients

Average Time
per round (mins)

Time for
5 rounds (hours)

Time for
10 rounds (hours)

Time for
15 rounds (hours)

Time for
20 rounds (hours)

2 51.38 4.28 8.56 12.85 17.13
4 102.76 8.56 17.13 25.69 34.25
8 205.53 17.13 34.25 51.38 68.51

16 411.05 34.25 68.51 102.76 137.02
32 822.10 68.51 137.02 205.53 274.03
64 1644.20 137.02 274.03 411.05 548.07
128 3288.41 274.03 548.07 822.10 1096.14

Table 6.2: Runtime Estimates Based on Number of Clients and Training Rounds. Times were
estimated assuming each HESD operation takes 25.6907 minutes.

6.2 Results

This section presents the results obtained from the experiments conducted in this study. It begins

with a description of the configuration used for the tests. Next, the evaluation metrics employed

to assess performance, efficiency, and accuracy are outlined. Finally, the experimental outcomes

are analyzed and discussed, highlighting key observations, and any notable differences between

the tested setups.
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6.2.1 Configuration Used

Based on the constraints described in Sections 5.6 and 6.1.1, the configuration selected for exper-

imentation consisted of 12 clients, each with 63 training batches, where 4 were used for training

and 12 for evaluation, over 10 federated rounds. Table 6.3 lists all parameters used in all the ex-

periments. The value for α was chosen based on empirical observations of the model’s typical

output range across several runs.

Config. Name Value
Clients 12
Rounds 10
Epochs 10

Classifier CNN
Batch size 64

Loss function Categorical Cross-entropy
Optimizer Nadam

Learning Rate 0.001
Clients used per Training Phase 4

Clients used per Evaluation Phase 12
Clip range (α) 5

PASTA-3 Key size 256 bits
PASTA-3 Plaintext size 128 bits

PASTA-3 Ciphertext size 128 bits
BFV Plaintext Modulus 65537

BFV Polynomial Degree Modulus 16384
Security level 128-bit

Table 6.3: Parameters used for the federated learning experiments

Regarding the RSA schemes, multiple key sizes were benchmarked to assess their perfor-

mance. The evaluation measured the encryption time of skHE and the decryption time of RSA.

Enc(skHE). Since skHE exceeds the maximum size allowed for standard RSA key sizes, encryption

was performed in chunks, therefore, the number of chunks produced and the resulting ciphertext

sizes were also measured.

The results presented in Table 6.4 show that larger RSA key sizes allow encrypting bigger

plaintexts, thereby reducing the total number of chunks needed and consequently speeding up

the encryption process. However, this improvement in encryption time is offset by a significant

increase in decryption time as the key size grows. Concerning the resulting ciphertext size, the

smallest key size, 1024 bits, results in an expansion of approximately 2.6x the original plaintext,

whereas 2048, 3072, and 4096-bit keys result in progressively smaller expansion factors of about

1.52x, 1.30x, and 1.22x, respectively. Due to the large expansion and lower security level, the

1024-bit key is not recommended for resource-constrained environments. The other key sizes offer

a better balance between size overhead and performance, although it is important to note that only

key sizes of 3072 bits or higher provide the 128-bit security level compatible with PASTA [130].
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RSA Key
size (bits)

Encryption (s) Decryption (s) Original
Plaintext

Size
(bytes)

Max
Plaintext

Size
(bytes)

Total
Chunks to

encrypt

Ciphertext
Size (bytes)

Ciphertext
Size (MB)

1024 0.51 3.3 1826326 62 29456 4742416 4.52
2048 0.43 7.91 1826049 190 9611 2777579 2.65
3072 0.31 11.74 1826287 318 5743 2394831 2.28
4096 0.35 18.72 1826243 446 4095 2231775 2.13

Table 6.4: Average Performance and Output Size Comparison Across RSA Key Sizes

6.2.2 Evaluation metrics

This work considers a variety of metrics to assess both the performance and efficiency of the FL

system. These include standard classification metrics such as accuracy, loss, precision, recall, and

F1-score, as well as system-level metrics such as computation and communication cost.

Accuracy [131] is the proportion of all classifications that were correct. Let TP represent true

positives, TN true negatives, FP false positives and FN false negatives, accuracy can be defined as:

Accuracy=
correct_classifications

total_classifications
=

TP + TN

TP + TN + FP + FN

Loss is a measure of how far the model’s predictions are from the true labels. In this experi-

ment, categorical cross-entropy loss [132] was used, which is defined as:

Loss=−
C

∑
i=1

yi log(ŷi)

where C is the number of classes, yi is the true label (one-hot encoded), and ŷi is the predicted

probability for class i.

Precision [131] measures the proportion of correctly predicted positive observations among

all predicted positives:

Precision=
TP

TP + FP

Recall [131] measures the proportion of actual positives that were correctly identified:

Recall=
TP

TP + FN

F1-score [131] is the harmonic mean of precision and recall, providing a balance between the

two:

F1-score= 2× Precision×Recall
Precision + Recall

Communication Cost refers to the amount of data transmitted between a single client and

the server during training or evaluation. This includes local model weights sent to the server,

encrypted symmetric key and global model weights received from the server.
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Computation Cost refers to the CPU time taken by both the client and the server to perform

their respective operations during each round. On the client side, this includes serialization, weight

encryption, training, evaluation, decryption, and deserialization. Additional operations such as

RSA key encryption or key masking are included when applicable. On the server side, this includes

deserialization, aggregation, serialization, and, when applicable, operations like HESD, RSA key

decryption, and unmasking.

While accuracy and loss can be reliably computed at each round by aggregating results from

individual clients using weighted averaging, this approach does not generalize well to precision,

recall, and F1-score. These metrics depend not only on the number of correct predictions but also

on the distribution of labels within each client’s local dataset. Since FL often involves data that is

non-IID across clients, averaging these metrics may lead to misleading or inconsistent results. For

this reason, precision, recall, and F1-score are computed only after training is complete, using a

model with final global weights evaluated on the entire MNIST test set.

6.2.3 Results

Regarding the model metrics, Figure 6.2 and Figure 6.3 show the evolution of accuracy and loss

over the training rounds, respectively. As expected, the proposed hybrid schemes perform sim-

ilarly to the BFV-based scheme throughout the process. Their accuracies range from 97.58% to

98.33%, closely matching the BFV scheme’s 98.04%. This variation is influenced by both noise

introduced during the HESD step and the selection of clients in each training phase. All encrypted

schemes approach the performance of the non-encrypted baseline, which achieved 98.93% accu-

racy. Overall, the accuracy loss introduced by quantization remains below 1.5%, with the mask-

ing scheme showing only a 0.6% decrease. The final evaluation results in Table 6.5 confirm the

efficiency of the proposed schemes, demonstrating effective model quality preservation while en-

suring the protection of model updates.

Accuracy(%) Loss Precision(%) Recall(%) F1-score(%)
FL without encryption 99.00 0.0360 99.00 99.00 99.00
BFV 98.21 0.0702 98.23 98.21 98.21
PASTA+BFV 97.39 0.0962 97.50 97.39 97.39
RSA 2048 98.26 0.0691 98.27 98.26 98.26
RSA 3072 98.04 0.0737 98.09 98.04 98.05
RSA 4098 97.28 0.1152 97.38 97.28 97.28
Masking 98.35 0.0622 98.37 98.35 98.35

Table 6.5: Global Model Comparisons
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Figure 6.2: Accuracy of the FL schemes over the rounds

Figure 6.3: Loss of the FL schemes over the rounds

While model performance is an essential aspect, it is not the only factor to consider when

evaluating the practicality of a privacy-preserving FL scheme. Communication cost, in particular,

plays a crucial role in real-world deployments. Table 6.6 compares client and server communica-

tion costs across schemes. On the client side, PASTA-based schemes reduce the encrypted weight

size by 2077× but require an additional encrypted key. The PASTA+BFV and Masking schemes

share a similar encrypted key size since masking is applied before encryption. The use of RSA

increases the total data sent by 1.51× with a 2048-bit key and by only 1.22× with a 4096-bit key.

Overall, hybrid schemes reduce client-side communication overhead by up to 61.31× compared

to BFV alone. On the server side, all schemes incur identical overhead, as they all rely on BFV.

Taken together, hybrid schemes achieve nearly half the total communication cost of a BFV-only

approach. These results highlight the effectiveness of using a homomorphic-friendly symmetric

cipher to substantially reduce client-side communication cost.
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Scheme Client Server
Encrypted
Weights

Size (bytes)

Encrypted
Key Size
(bytes)

Total Size
(MB)

Aggregated
Weights

Size (MB)
BFV 115055367 - 109.74 109.74

PASTA+BFV 55383 1826183 1.79 109.74
RSA 2048 55383 2777579 2.70 109.74
RSA 3072 55383 2394831 2.34 109.74
RSA 4096 55383 2231775 2.18 109.74
Masking 55383 1826422 1.79 109.74

Table 6.6: Comparison of Client and Server Communication Cost between schemes

Computation cost is another important metric when evaluating the practicality of a FL scheme.

The client-side results, shown in Table 6.7, demonstrate that using PASTA significantly improves

encryption and decryption times by approximately 9.7× and 6.9×, respectively, compared to BFV.

Training remains the most time-consuming operation at around 10.7s. Note that training and eval-

uation times are identical across all schemes since these operations are performed in plaintext and

are not the main focus of comparison. Serialization in the PASTA+BFV scheme is notably faster

than the BFV scheme (0.0013s versus 0.0814s), due to the reduced ciphertext size introduced by

PASTA. In contrast, deserialization is slower (0.425s versus 0.083s), despite receiving the same

amount of data, mainly because of inefficient serialization of homomorphic ciphertexts on the

server, which complicates client-side deserialization. For the RSA-based schemes, the additional

RSA key encryption step adds an overhead ranging from 0.35s to 0.44s, slightly increasing total

runtime compared to the PASTA+BFV scheme but still averaging around 12.4s (a 1.04× increase).

Similarly, the Masking scheme introduces a masking step of about 0.018s, which is negligible as it

can be performed during client initialization and is excluded from the reported runtimes. Overall,

hybrid schemes achieve total client runtimes between 11.88s and 12.45s, making them approxi-

mately 1.36× to 1.43× faster than the BFV-only scheme (16.95s) while maintaining comparable

model performance. Minor variations among hybrid schemes in encryption, decryption, and dese-

rialization times are primarily due to runtime variability on Google Colab, as all schemes process

the same data volume in these steps.

Operation BFV PASTA+BFV RSA 2048 RSA 3072 RSA 4096 Masking
Deserialization (s) 0.08270 0.42480 0.47379 0.48112 0.47115 0.44298

Decryption (s) 2.90076 0.42206 0.48014 0.49451 0.48567 0.46385
Training (s) 10.70805 10.70805 10.70805 10.70805 10.70805 10.70805

Evaluation (s) 1.07516 1.07516 1.07516 1.07516 1.07516 1.07516
Weights Encryption (s) 3.18009 0.32867 0.34869 0.33840447 0.33226 0.33888

RSA Key Encryption (s) - - 0.43752 0.35177 0.38373 -
Key Maskinga (s) - - - - - 0.01845
Serialization (s) 0.08138 0.00128 0.00249 0.00240 0.00212 0.00123

Training runtime (s) 16.95298 11.88486 12.45068 12.37625 12.38298 11.95498
Evaluation runtime (s) 4.140 1.92330 2.03158 2.05319 2.03410 1.98321
a: The time reported for Key Masking is not included in the phases runtime since it can be performed
during client initialization.

Table 6.7: Average Client Computation Cost
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Although the client-side computation costs differ by only about 1.4×, the server-side results

show a much larger discrepancy. As shown in Table 6.8, the hybrid schemes are faster at de-

serialization but slower during aggregation and serialization. This may be due to these functions

being partially implemented in C++, which can introduce delays between operations, though noth-

ing that negatively impacts the overall process. The main bottleneck lies in the HESD operation,

which took an average of 1446.48s (24.1 minutes) per client with 8000 parameters. This repre-

sents an increase of roughly 6700x compared to BFV, and with four clients, a PASTA+BFV server

becomes approximately 26727x slower than a BFV-only server for a single aggregation phase.

Additionally, RSA key decryption adds between 7.9s for a 2048-bit key and 19.3s for a 4096-bit

key. In contrast, unmasking a key takes only about 0.0014s, 13786x faster than decrypting with

a 4096-bit RSA key. While RSA decryption overhead is non-negligible, it becomes insignificant

when compared to the HESD operation.

Overall, these results show that HHE significantly reduces both communication and compu-

tation overhead on the client side, suggesting that HHE is a preferable choice over pure HE in

resource-constrained environments like IoT. However, due to increase in the computational over-

head of the server, the application of HHE in a decentralized FL setting is only practical when

clients have substantial computational resources and stable network connections.

Operation BFV PASTA+ RSA 2048 RSA 3072 RSA 4096 Masking
BFV

Deserialization(s) 0.0584 0.0009 0.0009 0.0009 0.0008 0.0010
HESD per client(s) - 1451.0 1510.1 1431.5 1439.8 1400.0

RSA Key Decrypt. per client(s) - - 7.9 12.0 19.3 -
Unmasking per client(s) - - - - - 0.0014

Aggregation(s) 0.092898 0.2174 0.2355 0.2222 0.2244 0.2212
Serialization(s) 0.065235 0.3629 0.3827 0.3626 0.3620 0.3528

Total runtime(s) 0.2165 5804.5803 6072.6191 5774.5857 5836.9872 5600.5806

Table 6.8: Average Server Aggregation Phase Computation Cost Comparison

To better understand how the computation cost scales with model size, Fig. 6.4 shows the time

required to perform HESD for different numbers of parameters. As observed, the execution time

grows linearly with the number of parameters. This behavior is due to the chunk-based processing

of the encrypted parameters, where each chunk ends up being padded if it does not have enough

size. Let Tchunk be the time to process a single chunk, and Nchunks be the total number of chunks

needed to represent all parameters, the total HESD time needed can be estimated as:

THESD = Tchunk×Nchunks

Given this, even well-known small CNN models like LeNet-5 [133], which contains approximately

60000 weights, would result in a server-side overhead of roughly 11490 seconds (3.2 hours) per

client participating in the training phase. This estimate is based on the average time to perform

HESD on a single chunk, shown in Table 6.1, and the number of chunks required to represent the

model’s weights.
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Figure 6.4: Runtime Overhead of HESD with Increasing Parameters

An additional observation during experimentation was the occurrence of memory-related fail-

ures in the BFV-based scheme. As seen in Table 6.9, starting from round 3, the BFV-based scheme

had clients dropping out due to an out-of-memory (OOM) error during the client evaluation phase.

These were triggered by Flower’s underlying task management system, Ray, which automatically

terminates processes when node memory usage exceeds a predefined threshold. In this case, mem-

ory usage reached approximately 48.5GB out of 51GB (95%), causing Ray to shut down the most

recently scheduled client processes. In contrast, the hybrid schemes completed all rounds without

any memory-related issues, demonstrating that the HHE schemes are significantly more memory

efficient compared to a pure HE scheme.

Scheme Rounds with Dropout Successful Clients (Avg) Cause of Failure
Pasta+BFV based 0 / 10 12 / 12 None
BFV 8 / 10 7 / 12 OOM in Flower

Table 6.9: Evaluation reliability comparison

In summary, this chapter presented a comprehensive experimental evaluation of the proposed

HHE-based FL schemes on the MNIST dataset, comparing them against plaintext, pure BFV, and

variant mitigation strategies. The results demonstrated that the hybrid schemes effectively bal-

anced privacy, efficiency, and model performance, with minimal accuracy loss compared to the

plaintext baseline. The use of the PASTA cipher significantly reduced client-side communica-

tion and computational overhead, making the approach practical for resource-constrained clients.

Meanwhile, server-side computations, particularly the HESD operation, remained a substantial

bottleneck. The evaluation also characterized the performance trade-offs of the two mitigation

strategies, with RSA key sizes impacting encryption/decryption times and ciphertext expansion,

while the Masking strategy proved to be computationally negligible. Overall, the findings vali-

date HHE as a highly effective solution for resource-constrained clients in FL, while also clearly

identifying the substantial server-side computational burden as the primary challenge for future

work.
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Conclusions and Future Work

This final chapter presents the conclusions drawn from the developed work. It reflects on the

achieved objectives, discusses the strengths and limitations of the proposed approach, and high-

lights the key contributions of this thesis. Additionally, this chapter discusses potential directions

for future research and improvements that could improve the solution but were beyond the scope

of this project.

7.1 Work Overview

This thesis explored the application of hybrid homomorphic encryption in FL to enhance privacy

and efficiency, focusing on resource-constrained IoT devices. The primary objective was to de-

sign and implement an HHE-based FL scheme that reduces computational and communication

overhead on client devices while maintaining robust security guarantees.

The work begins with a survey of the main privacy-preserving methods used in FL, highlight-

ing the strengths and limitations of techniques such as Differential Privacy, Secure Multi-Party

Computation, Homomorphic Encryption, Secret Sharing, Blockchain, and Trusted Execution En-

vironments. It also emphasizes the emergence of hybrid protocols, which combine two or more

privacy-preserving methods to strengthen security guarantees; for example, integrating DP with

HE to prevent leakage of local gradients and to protect shared models in adversarial settings.

Subsequently, a focused investigation on the application of HE in FL within IoT scenarios was

conducted to understand current practices. This study revealed that HE can be applied in diverse

ways depending on the considered threat model. To defend against collision attacks, some works

utilize multi-key HE schemes [96] or secret sharing schemes [99]. Cosine similarity has also

been employed to filter out irrelevant updates [104]. Additionally, data compression techniques

such as gradient compression [98] are applied to reduce communication costs associated with HE.

However, none of the surveyed studies implemented HHE in FL, leaving this promising approach

unexplored.

The main contribution of this thesis is the development of an HHE scheme for FL tailored to

resource-constrained environments. By combining the PASTA symmetric cipher with the BFV
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fully homomorphic encryption scheme, a centralized FL protocol was devised to reduce compu-

tation and communication overhead on the client side. Since PASTA is a single-key cipher, the

homomorphic key pair is identical for all clients, which introduces a vulnerability if malicious

clients attempt to eavesdrop on honest clients’ transmissions. To address this issue, two miti-

gation techniques were proposed. The first employs RSA public-key encryption to encrypt the

homomorphic encryption of each client’s symmetric key with the server’s public key. The second

uses masking, where a mask is added to the client’s symmetric key prior to encryption, the server

subsequently removes the mask homomorphically.

The developed schemes were experimentally compared against a baseline FL scheme and a

pure BFV-based scheme. The experiment involved 12 clients training on the MNIST dataset over

10 rounds, with 4 clients participating in training and all 12 used for evaluation. Results demon-

strated that the quantization method utilized reduced accuracy by at most 1.5%, indicating that

HHE maintains effective model performance. Regarding communication costs, the PASTA cipher

reduced encrypted weight sizes by about 2000x compared to the BFV scheme. Although adding

an encrypted key increased the total data transmitted by clients from 1.79 MB to between 2.70

MB (depending on RSA key size), the hybrid HHE scheme still reduced total communication

overhead by up to 61.31x relative to the BFV scheme. Server-side costs remained comparable

to the BFV baseline, as all schemes use the BFV cipher. Computationally, the HHE schemes

achieved a 9.7x speedup in encryption and a 6.9x speedup in decryption compared to pure BFV,

making them, overall, 1.43x faster. The RSA encryption process imposed a minor slowdown of

only about 1.04x compared to a pure HHE-scheme, while the masking process incurred negligible

overhead. However, on the server side, the hybrid schemes must perform an homomorphic eval-

uation of the symmetric decryption function over symmetric ciphertexts to obtain homomorphic

ciphertexts for aggregation. This introduced an overhead of approximately 1450 seconds per client

during training, increasing server computation cost by roughly 6700x per client compared to the

BFV-only scheme. Finally, the experiments demonstrated that the HHE schemes are significantly

more memory-efficient compared to the BFV scheme.

Overall, this study demonstrates the benefits of employing HHE for resource-constrained

clients, while also highlighting significant computational challenges on the server side that must

be addressed for practical deployment.

7.2 Challenges and Limitations

Although the proposed scheme met its objectives, several challenges emerged, both from the HHE

design itself and from practical constraints imposed by the experimental environment.

The main limitation of an HHE scheme lies in its security assumptions. The homomorphic-

friendly ciphers reviewed in this work were not designed with multi-key HE in mind, which intro-

duces vulnerabilities in settings involving malicious clients that are able to eavesdrop on honest

clients’ transmissions. To solve this, this study used the RSA public-key scheme and masking but
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future work could explore the development of homomorphic-friendly ciphers that are compatible

with multi-key HE schemes.

A practical constraint specific to this work arose from the use of Google Colab as the experi-

mental environment. Google Colab offers limited hardware resources, especially in CPU perfor-

mance, and enforces strict runtime and memory constraints that limit the scale and complexity of

the experiments. As a result, it was not possible to evaluate the scheme in more realistic scenarios

involving dozens or hundreds of clients during training. This constraint also influenced the choice

of the machine learning model. Due to the high computational cost of the HESD step, a smaller

model had to be used to ensure compatibility with Colab’s resource limits.

Finally, limitations also emerged from the choice of the aggregation method. The use of

FedAvg requires division by a scalar to compute the weighted average of model updates. However,

since the BFV scheme does not support division or multiplication by real numbers, this operation

had to be performed by the clients. As a result, the server was required to send the global scalar to

all clients, introducing a potential privacy limitation, especially in scenarios where clients prefer

not to disclose their local data volume. This issue could be addressed by using a scheme like

CKKS, which supports approximate arithmetic over real numbers.

7.3 Future Work

Even though this study already provides a baseline of the improvements of HHE compared to HE

on the client side, several areas remain open for improvement.

As mentioned previously, a primary direction for improvement involves the development of

an efficient homomorphic-friendly cipher compatible with a multi-key scheme. This would help

mitigate collusion attacks between clients and server, as demonstrated by Ma et al. [96].

Additionally, the current protocol does not address the issue of client dropouts during training

rounds. Future work could integrate dropout-resilient strategies, such as secret sharing, to allow

clients to rejoin or to enable the server to reconstruct their contributions for aggregation [101].

Furthermore, incorporating techniques like cosine similarity [104] could help identify and filter

out tampered or irrelevant model updates before aggregation. These approaches also highlight the

importance of defending the system against poisoning attacks from malicious participants.

Authentication mechanisms, such as TLS [103], could also be incorporated to verify the iden-

tities of participating entities. This could be easily solved, as the Flower framework already pro-

vides built-in support for TLS in a project, however it was not compatible with the Google Colab

environment. In addition, the protocol could be extended to allow clients to verify whether the

received model genuinely reflects the aggregated updates.

Finally, to alleviate the server’s computational burden, future work could investigate paral-

lelization strategies. Specifically, parallelization may be applied at two levels during the aggrega-

tion phase: concurrently processing multiple clients, and parallel processing of ciphertext chunks

within each client’s data.
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