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Resumo

A crescente utilização de inteligência artificial (IA) no diagnóstico médico tem vindo a transformar
a prática clínica, permitindo maior eficiência e precisão. Contudo, para que as pessoas confiem em
sistemas baseados em IA, é fundamental garantir a interpretabilidade destes sistemas através de, por
exemplo, explicações baseadas em casos, que justificam decisões recorrendo a exemplos semelhantes.

Tradicionalmente, este tipo de explicações era construído a partir de conjuntos de dados central-
izados. No entanto, devido a novas leis e questões de privacidade, a partilha de dados médicos entre
instituições torna-se limitada ou mesmo inviável, reduzindo a diversidade dos dados de treino e, conse-
quentemente, comprometendo a capacidade de generalização e robustez dos modelos de IA.

A Aprendizagem Federada (Federated Learning, FL) surgiu como uma resposta a este desafio, per-
mitindo treinar modelos de forma colaborativa sem necessidade de centralizar dados sensíveis. Ainda
assim, a geração de explicações baseadas em casos em cenários de FL continua a ser difícil: como os
dados dos pacientes não podem ser partilhados, o acesso direto a exemplos representativos fica condi-
cionado. Uma alternativa é recorrer a imagens sintéticas geradas localmente nos clientes, mas esta
solução também acarreta riscos de privacidade, dado que os modelos generativos podem memorizar e
reproduzir informação identificável dos pacientes (PII, Personally Identifiable Information).

Neste contexto, esta dissertação explora como o machine unlearning (MU) – um conjunto de técnicas
destinadas a remover a influência de dados específicos dos modelos – pode ser aplicado a modelos gen-
erativos baseados em difusão, por forma a remover PII memorizada de pacientes, e consequentemente,
gerar imagens sintéticas anónimas mas clinicamente relevantes.

Esta dissertação, para além de ser o primeiro trabalho a abordar a anonimização de imagens médicas
sintéticas através de machine unlearning, e um dos poucos a explorar o data-point unlearning em mod-
elos de generativos, apresenta dois contributos principais: em primeiro lugar, propõe uma nova técnica
de unlearning adaptada a modelos de difusão Image-to-Image; em segundo lugar, introduz uma pipeline
para identificar de forma sistemática conjuntos de pacientes memorizados em modelos de difusão latente
e reduzir a sua influência, garantindo simultaneamente a conformidade com as normas de privacidade e
a preservação da utilidade clínica das imagens geradas.

Embora as abordagens propostas não tenham conseguido esquecer por completo todos os pacientes
identificados, os resultados demonstram que o unlearning pode reduzir substancialmente os riscos de
reidentificação em conjuntos de dados sintéticos, preservando em parte a fidelidade diagnóstica das
explicações baseadas em casos. Estes resultados reforçam a necessidade de desenvolver novas técnicas
de data-point unlearning adaptadas especificamente a modelos de difusão image-to-image, de modo a
melhorar tanto a proteção da privacidade como a usabilidade clínica.

Em suma, esta dissertação contribui para aproximar as áreas da interpretabilidade em IA e da pro-
teção de dados na síntese de imagens médicas, através da aplicação de machine unlearning em modelos
de difusão. Tal permite abrir novas perspetivas para a investigação deste tipo de técnicas em modelos
generativos e para a implementação de sistemas de aprendizagem federada em saúde, promovendo uma
adoção de IA mais ética, segura e confiável em contextos clínicos.

Palavras-chave: Machine Learning, Inteligência Artificial Explicável, Interpretabilidade, Explicações
Baseadas em Casos, Machine Learning com Preservação de Privacidade, Machine Unlearning, Modelos
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de Difusão, Modelos Generativos, Visão por Computador, Imagem Médica, Anonimização de Dados,
Direito ao Esquecimento, Regulamento Geral sobre a Proteção de Dados.



Abstract

The increasing integration of artificial intelligence (AI) into medical imaging has transformed diagnostic
practice, enabling higher efficiency, accuracy, and the development of new clinical support tools. How-
ever, for people to trust AI-driven systems, interpretability must be ensured through approaches such as
case-based explanations, which provide decision rationales by retrieving similar examples.

Traditionally, the models responsible for performing the diagnostics have been trained in a central-
ized setting. However, due to privacy concerns and regulations, sharing medical data between different
institutions can be very difficult or even impossible, resulting in limited diversity of training data and
affecting the generalization and robustness of AI models.

Federated Learning (FL) has emerged as a solution to this challenge, enabling collaborative model
training without requiring the centralization of sensitive data. However, producing case-based explana-
tions in FL settings remains particularly difficult. Although synthetic samples generated in the clients
can be used as substitutes, they still carry the risk of leaking sensitive information since generative
models tend to memorize and reproduce patients’ personally identifiable information (PII).

This dissertation addresses these challenges by exploring how machine unlearning (MU), a family
of techniques designed to erase the influence of specific training data, can be integrated with diffusion-
based generative models to create anonymous but clinically meaningful synthetic examples. MU not
only mitigates risks of memorization and data leakage in generative models but also provides a pathway
to comply with legal requirements such as the European General Data Protection Regulation (GDPR)
and its “Right to Be Forgotten” (RTBF).

Besides being the first work to address synthetic medical image anonymization with machine un-
learning and one of the few to explore data-point unlearning in generative models, this dissertation
makes two key contributions: First, it proposes a new unlearning technique tailored to Image-to-Image
diffusion models. Second, it introduces a pipeline for systematically identifying sets of memorized
patients within latent diffusion models and reducing their influence, thereby complying with privacy
regulations while preserving the clinical utility of the generated images.

Although the proposed unlearning approaches could not completely forget all identified patients and
led to a reduction in clinical utility, the results demonstrate that unlearning can substantially reduce the
risks of patient re-identification in synthetic datasets. At the same time, these findings highlight the need
for developing new unlearning techniques specifically tailored to Image-to-Image diffusion models, such
as latent diffusion models, and also to data-point unlearning in diffusion models, to further improve both
privacy protection and clinical usability.

Overall, this dissertation contributes to bridging the gap between explainable AI and data protection
in medical imaging with the use of the growing field of MU. By proposing a method for generating
anonymous case-based explanations through machine unlearning in diffusion models, it advances both
the scientific understanding of unlearning in generative AI and the practical implementation of federated
learning systems in healthcare, ultimately fostering more ethical, secure, and trustworthy AI adoption in
clinical environments.

Keywords: Federated Learning, Explainable Artificial Intelligence, Case-based Explanations, Privacy-
preserving Machine Learning, Machine Unlearning, Diffusion Models, Generative Models, Computer

iii



iv

Vision, Medical Imaging, Data Anonymization, Right to Be Forgotten, General Data Protection Regu-
lation.



UN Sustainable Development Goals

The United Nations Sustainable Development Goals (SDGs) provide a global framework to achieve a
better and more sustainable future for all. They include 17 goals to address the world’s most pressing
challenges, including poverty, inequality, climate change, environmental degradation, peace, and justice.
This thesis aligns with four of these goals: SDG 3, SDG 8, SDG 9, and SDG 12.

SDG 3 Ensure healthy lives and promote well-being for all at all ages

SDG 8 Promote sustained, inclusive and sustainable economic growth, full and productive employment
and decent work for all

SDG 9 Build resilient infrastructure, promote inclusive and sustainable industrialization, and foster in-
novation

SDG 12 Ensure sustainable consumption and production patterns

Table 1 presents an overview of the specific targets addressed, the contributions of this thesis, and
performance indicators.
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Table 1: Overview of the specific Sustainable Development Goals (SDGs), their targets, contributions
of this thesis, and performance indicators.

SDG Target Contribution Performance Indicators and
Metrics

3
3.8 Developing privacy-preserving AI

methods increases trust in medical
systems, improving access to safe
diagnostic tools.

Adoption of AI-based diagnos-
tic support systems with privacy
guarantees.

3.d Strengthening health data protection
contributes to more resilient health-
care infrastructures.

Reduction of patient re-
identification risks in synthetic
datasets.

8
8.2 Promoting innovation in privacy-

preserving AI fosters productivity and
inclusive participation across institu-
tions.

Number of institutions able to
collaborate in federated learning
without data sharing.

8.3 Supporting secure and ethical dig-
ital health technologies contributes
to sustainable economic growth in
healthcare.

Growth of privacy-preserving AI
research and adoption in medical
imaging.

9
9.1 Strengthening digital infrastructures

in healthcare by developing federated
learning systems.

Deployment of federated AI
frameworks in clinical research
settings.

9.5 Fostering research and innovation
in machine unlearning and diffusion
models.

Methods proposed and evaluated
for privacy-preserving AI.

12
12.2 Reducing the need for full retraining

to remove patient information through
machine unlearning lowers computa-
tional costs.

Decrease in GPU hours required
for compliance with RTBF re-
quests.

12.6 Encouraging sustainable AI practices
by integrating privacy compliance
mechanisms.

Efficiency of unlearning
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Chapter 1

Introduction

1.1 Context

The integration of artificial intelligence (AI) into medical image analysis has transformed diagnostics,

improving efficiency and accuracy while leading to significant progress in computer-aided diagnosis

systems. As these systems become more complex, the need for transparency and interpretability grows.

Explainable AI (XAI) has emerged as a field dedicated to making AI model decisions comprehensible

to human users [5]. Among the various XAI techniques, case-based explanations have gained relevance

in clinical domains, such as radiology, as they provide interpretable, patient-specific insights that align

closely with the clinical reasoning process.

Traditionally, the models responsible for performing these diagnostics were trained in a centralized

setting. However, due to privacy concerns and regulations, sharing medical data between different in-

stitutions can be very difficult or even impossible, resulting in limited diversity of training data and

affecting the generalization and robustness of AI models [76].

To address this challenge, Federated Learning (FL) has been proposed as a solution, enabling col-

laborative model training without centralizing data. Instead, institutions train models locally and share

only model updates, preserving data privacy. However, although FL addresses data-sharing constraints,

it introduces new challenges for explainability, particularly in generating case-based explanations when

institutions lack access to a global dataset.

In a FL setting, case-based explanations require a decentralized approach. Since each institution

holds only a subset of the data and cannot directly share patient records, one proposed solution is for

the jointly trained retrieval model to rely on synthetic catalogs, locally generated by the participating

institutions and shared, instead of real patient data. These synthetic datasets are typically produced us-

ing generative models, such as Generative Adversarial Networks (GANs) or Diffusion Models (DMs),

allowing a distributed explanation system without direct data exchange. However, recent studies reveal

that these deep learning models can memorize training samples, potentially leaking private data in gen-

erated outputs [14]. This poses a significant privacy risk, both in the centralized and federated learning

environment, as synthetic images can violate legal and ethical standards and privacy regulations, such as

the European General Data Protection Regulation (GDPR) [25] or the Health Insurance Portability and

Accountability Act (HIPAA) [139] if they contain recoverable patient information.

Furthermore, in addition to anonymization, these privacy regulations, such as GDPR [25], mandate

that systems must guarantee the "Right to Be Forgotten" (RTBF), which extends to medical settings and

1
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their patients. This means that, in addition to generating privacy-preserving case-based explanations,

healthcare AI systems must also provide mechanisms to completely remove the influence of a patient’s

data when requested.

1.2 Problem and Motivation

The increasing reliance on generative models to synthesize medical images introduces privacy concerns.

Despite efforts to generate anonymized datasets, studies [14, 56, 99] have shown that generative models,

such as diffusion models, can memorize training data and potentially leak sensitive information [14].

At the same time, privacy regulations such as GDPR [25] mandate mechanisms such as the "Right

to be Forgotten", requiring the complete removal of an individual’s data from any learned system or

database. Recent studies have shown that both the memorization risks in generative models and the

regulatory requirement for data deletion can be addressed through machine unlearning techniques, as

these methods allow the selective removal of specific data influences from trained machine learning

models without requiring complete retraining [10].

This dissertation addresses the feasibility of applying machine unlearning techniques to generative

models, particularly diffusion models, to produce case-based explanations in medical imaging that en-

hance interpretability while preserving patient privacy. This means determining whether unlearning

methods can reliably erase memorized patient information from diffusion models while maintaining

their performance and clinical utility after data removal.

1.3 Research Questions

Formally, this dissertation seeks to answer the following research questions:

RQ1. How can a generative model unlearn specific data to comply with privacy regulations?

RQ2. Can unlearning enable diffusion models to produce fully anonymous synthetic images

that remain clinically meaningful?

RQ3. Can a diffusion model unlearn information contributed by a specific patient or set of

patients?

RQ4. How can we define and identify the set of patients memorized by a generative model

to determine which patients must be forgotten, to allow complete anonymization?

1.4 Main Contributions

The main contributions of this dissertation are the following:

• We investigate and adapt different machine unlearning techniques, evaluating their effectiveness

and utility to produce anonymous medical images.

• We propose the first systematic attempt at applying machine unlearning to diffusion models for

patient-level forgetting in medical imaging, addressing the GDPR’s anonymization and RTBF

requirements.
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• We introduce a new unlearning technique tailored to diffusion models, which allows the simulta-

neous removal of multiple patient identities while minimizing the loss of generative utility.

• We demonstrate that machine unlearning can reduce re-identification risks in synthetic datasets,

highlighting both the potential and the current limitations of unlearning for clinical usability.

• We conduct one of the first experimental studies on machine unlearning for medical image anonymiza-

tion, highlighting future directions.

1.5 Dissertation Structure

In addition to this introductory chapter, the dissertation is organized into seven other chapters. Chapter 2

presents the background and foundational concepts necessary to understand this work, including data

protection regulations, federated learning, case-based explanations, machine unlearning, and diffusion

models in medical imaging. Chapter 3 provides a systematic literature review on the use of machine

unlearning as a data removal tool in generative models, analyzing unlearning scenarios, methodologies,

and evaluation metrics. Chapter 4 reviews medical image anonymization techniques, with a focus on

both traditional and deep learning-based approaches, as well as de-anonymization attacks. Chapter 5

introduces the experimental setting, detailing the dataset, tasks, model choices, unlearning methods, and

evaluation metrics. Chapter 6 describes the proposed pipeline for generating anonymous case-based

explanations with machine unlearning and reports the main experimental results. Chapter 7 presents ad-

ditional experiments oriented towards understanding and improving the obtained results in the previous

chapter, such as a different definition of the forget and Remain sets and experimenting with single-patient

forgetting. Finally, Chapter 8 concludes the dissertation by summarizing the contributions, discussing

limitations, and suggesting directions for future work.



Chapter 2

Background

2.1 Overview

This chapter presents the background knowledge required to understand the contributions of this disser-

tation. It begins in Section 2.2 with a review of data protection regulations, focusing on the General Data

Protection Regulation (GDPR) and on the Health Insurance Portability and Accountability Act (HIPAA),

introducing the key concepts of pseudonymization, anonymization, and the Right to Be Forgotten, which

motivate the need for unlearning in medical imaging. Section 2.3 then presents the foundations of Feder-

ated Learning (FL), a paradigm that enables collaborative training across institutions without sharing raw

data, making it especially relevant for privacy-preserving case-based explanations. Following this, Sec-

tion 2.4 discusses case-based explanations, an interpretability approach that justifies model predictions

through examples. The section introduces categories of case-based methods, their role in centralized

and federated settings, and the associated privacy concerns. Next, Section 2.5 introduces the field of

Machine Unlearning, presenting its categories, challenges, and commonly used baselines. This section

highlights how unlearning enables removing specific training data influences from machine learning

models, supporting compliance with privacy regulations. Section 2.6 presents an overview of current

diffusion models, focusing on latent diffusion and its applications in medical imaging. This includes the

Medfusion architecture, which serves as the generative backbone in the experiments conducted in this

dissertation. The chapter concludes in Section 2.7 with a summary and closing remarks.

2.2 Data Protection Regulations

With the increase of AI use in many fields, data protection laws have emerged to guarantee the right

of the citizen to privacy, such as the European General Data Protection Regulation (GDPR) [25] and

the Health Insurance Portability and Accountability Act (HIPAA) [139], which defines how data can be

used, shared, and stored.

From GDPR, there are three essential concepts to understand: Pseudonymization, Anonymization,

and the Right To Be forgotten (RTBF).

Pseudonymization, as defined in Article 4(5) of GDPR, refers to the processing of personal data in a

way that personal data can no longer be attributed or linked to a specific data subject without the use of

additional information kept separately.

4
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In contrast, anonymization, while not explicitly defined in GDPR, is referenced in Recital 26 as

the processing of personal data in such a way that re-identification is no longer possible by any means

likely to be used by attackers or data processors, even when considering additional contextual data.

Under HIPAA, there is a similar concept in the form of "de-identified health information", which is data

from which all personal identifiers have been removed using either expert determination or a strict "safe

harbor" method that excludes 18 specific identifiers.

However, in medical imaging, achieving true anonymization is particularly difficult. For example,

diagnostic scans such as MRI or PET often contain intrinsic biometric features, which can be used

to identify individuals even when metadata is removed. Studies, such as Packhäuser et al. [112] or

Montenegro et al. [104], have demonstrated the feasibility of re-identifying individuals based solely

on medical scans, highlighting the inadequacy of conventional anonymization techniques in high-stakes

domains, such as the medical image one.

This is especially relevant when sharing or visualizing case-based explanations derived from AI

models. Although these examples are critical for interpretability, they should not compromise patient

confidentiality. Anonymization methods in this context must go beyond simple data masking and con-

sider adversarial scenarios, such as patient re-identification attacks.

2.3 Federated Learning

Federated learning (FL) is an approach that allows collaborative model training among multiple data

owners without requiring them to share their raw data [98]. In contrast to traditional centralized learning,

where data from all sources must be aggregated into a single location, FL allows each client to train the

model locally using their private data. The locally trained updates are then sent to a central server, where

they are aggregated to update a global model.

The simplest approach in federated learning is Federated Stochastic Gradient Descent (FedSGD)

[98]. In FedSGD, each client performs only a single step of local gradient descent before sending its

updates to the central server for aggregation. While this method is conceptually straightforward, it re-

quires frequent communication between clients and the server, leading to high communication overhead

and often slow convergence.

To address these limitations, Federated Averaging (FedAvg) [98] was introduced and has since be-

come the most widely used federated learning algorithm. In FedAvg, each client performs multiple steps

of local training, often across several epochs, before sending its model weight updates. The server then

aggregates these updates using a weighted average based on each client’s local dataset size. By reducing

synchronization frequency, FedAvg offers a better trade-off between computation and communication,

making it the standard choice in many federated learning applications.

2.4 Case-Based Explanations

Case-based explanations are a class of interpretability methods that aim to justify a model’s decision by

retrieving examples from the training data. This technique mimics human reasoning, where decisions

are often made by comparing new situations with ones that have been encountered before. Therefore,
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case-based explanations provide straightforward and human-understandable rationales, particularly in

complicated fields such as medical imaging.

In the field of medical imaging, case-based explanations offer several important benefits. Firstly,

they provide clinical alignment by presenting reasoning in a familiar form to healthcare professionals,

who often rely on case comparisons when making diagnostic and treatment decisions. Second, they

promote transparency, allowing verification of whether the reasoning of a model is grounded in relevant

clinical patterns or is instead influenced by false correlations. Finally, by offering concrete and relatable

examples, it increases clinicians’ confidence and trust in AI-assisted decision-making.

Case-based explanations can be grouped into four main categories:

• Prototypes, which are representative samples that provide an overview of the dataset or a specific

class.

• Critics, which highlight data points that deviate from typical model predictions, providing insight

into areas where prototypes are insufficient. Critics can be thought of as points that are poorly

represented by Prototypes [114].

• Semi-factuals, which show how outcomes remain consistent despite potential changes ("even if"

scenarios). One can think of a semi-factual as the point that is furthest from the query while still

maintaining the same label [114].

• Counter-factuals, which illustrate what could have changed the decision of the model ("if only"

scenarios). One can think of a counter-factual as the point closest to the query yielding a different

label [114].

2.4.1 Case-Based Explanation Retrieval in Centralized Setting

In centralized medical AI systems, all training and reference data are stored in a single location, allowing

the direct retrieval of similar cases from a global dataset. While counterfactual explanations can be

generated from a single reference image, similarity-based explanations require searching the entire data

set for comparable examples. Traditional retrieval methods often rely on global similarity measures

such as Euclidean distance in the image space or feature space [77]. However, in medical imaging,

diagnostically relevant patterns are often small and localized, making such metrics suboptimal.

To address this, task-specific retrieval methods have been proposed. One example is the study of

Holzinger et al. [61], which focuses the similarity computation on diagnostically relevant image regions

identified via Deep Taylor decomposition [103]. This approach has been shown to improve retrieval

quality compared to global similarity measures.

2.4.2 Case-Based Explanation Retrieval in Federative Setting

In a federated learning setting, direct retrieval from a global dataset is impossible since the raw data

remain at local institutions. However, several strategies enable case-based explanation retrieval in FL:

• Local retrieval with aggregated results: Each institution searches its local dataset and shares

only the embeddings of the top results or anonymized representations, preserving privacy by never

transmitting raw images [58].
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• Federated prototype learning: Methods such as FedProto by Tan et al. [129] and AproMFL

by Gai et al. [42] allow clients to learn and share abstract class prototypes, which can act as

representative cases without exposing patient data.

• Synthetic cross-site sharing: Institutions generate synthetic but representative examples for their

top retrievals using generative models, then share these examples for explanatory purposes. A

notable example is the DP-FL model by Latorre et al. [80], a FedAvg-based framework for

detecting pleural effusion from chest radiographs (X-rays). In DP-FL, hospitals collaboratively

train a model and retrieve explanatory cases from a synthetic dataset jointly generated by all

participating sites. While effective, this approach suffers from the limitation that insufficiently

anonymized synthetic data may still leak private and sensitive medical information. An image

representing this model is shown in Figure 2.1.

Figure 2.1: Pipeline for the DP-FL model [80].
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• Secure Multi-Party Computation (SMPC): SMPC enables institutions to jointly compute simi-

larity scores or rankings without revealing their underlying data [62, 90].

2.4.3 Privacy-Aware Case-Based Explanations

The deployment of case-based explanation methods in healthcare raises significant privacy concerns.

Retrieved examples are often derived from real patient data and may still contain identifiable informa-

tion, even when explicit identifiers have been removed. Consequently, sharing case-based explanations,

even within a federated learning framework, can still result in violations of data protection laws if the

retrieved images are not properly anonymized. Mitigating this risk requires the adoption of robust medi-

cal imaging anonymization techniques, which allow the secure sharing of explanatory examples without

compromising patient confidentiality.

2.5 Machine Unlearning

Machine Unlearning (MU) refers to a set of techniques that aim to remove the influence of specific data

points from a trained machine learning model as if those data points had never been included in training.

This concept has gained increasing attention in the context of privacy regulations such as the General

Data Protection Regulation (GDPR) [25], which grants individuals the "Right To Be Forgotten".

Applying MU in modern deep learning systems is particularly challenging, especially in sensitive

domains, such as medical AI, where memorization of identifiable patient information can lead to the

leakage of patient privacy information. Kaissis et al. [76] highlight this risk in federated learning

settings, noting that memorized patient data could be extracted through model attacks such as model

inversion or membership inference.

To formalize the unlearning process, there are typically two disjoint subsets to be defined: the Forget

set D f and the Remain set Dr. The Forget set contains the samples whose influence must be erased from

the model, while the Remain set contains all other data that should continue to inform the model’s

predictions. An effective unlearning method must therefore ensure that the model behaves as if D f had

never been seen, while preserving performance and generalization on Dr.

In this dissertation, machine unlearning is investigated as a mechanism to ensure that generative

models, such as diffusion models used to create anonymized case-based explanations, align with both

ethical responsibilities and legal mandates for data privacy and control.

2.5.1 Categories of Machine Unlearning

Machine unlearning approaches can be categorized into two main families: exact (or certified) MU and

approximate MU.

The exact MU consists of removing the target data from the dataset and retraining the whole model.

Although this is an intuitive and understandable approach, it requires a significant computational cost,

consuming considerable GPU hours, which not only is financially expensive but also carries a substantial

carbon footprint [119]. The approximate MU does not require retraining the model and is focused on

developing methods with provable error guarantees or unlearning certifications [39]. These methods

attempt to approximate the behavior of a re-trained model by applying techniques such as gradient

reversal or influence function updates.
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There are two types of approximate MU: Full-parameter Unlearning and Localized Unlearning.

Full-parameter unlearning methods involve modifying all model parameters to reduce or remove the

influence of specific data. Localized unlearning focuses on operating on a small identified subset of

parameters and is composed of two steps: the first is the localization strategy that identifies the subset

of parameters in the model that are most relevant to the data to be unlearned, and the second is the

unlearning algorithm that modifies the determined parameters to eliminate the influence of the target

data while trying to maintain the model’s overall performance on other tasks. A visual representation of

localized unlearning is provided in Figure 2.2.

Figure 2.2: Visual representation of Localized Unlearning by Torkzadehmahani et al. [135].

2.5.2 Common Machine Unlearning Baselines

Machine Unlearning has some established baselines that provide simple reference points, widely adopted

in the literature for comparison with new methods. These common baselines can be grouped into three

categories: retraining-based methods, which serve as the gold standard but are computationally costly;

label manipulation methods, which alter the labels of forget samples to disrupt learned associations; and

loss-based methods, which directly modify the training objective to erase information from the Forget

set. The main representatives of each category are summarized below.

• Retraining-based Methods:

– Retraining from Scratch (RFS): The model is completely retrained using only the remain-

ing data. This is the gold standard for unlearning, but computationally expensive [13].

– Fine-Tuning (FT): The model is fine-tuned on the remaining data after removing the Forget

set. Simple but may not fully eliminate memorized patterns [47].

• Label Manipulation Methods:

– Random Relabeling (RL): Labels of the Forget set D f are randomly reassigned to in-

correct classes during training. For a forget sample (x f ,y f ), the new label becomes ỹ f ∼
Uniform(Y \{y f }), forcing the model to dissociate forgotten data from original labels [130].

– Noisy Labeling (NL): Noise is added to Forget set labels: ỹ f = y f +ε , where ε ∼N (0,σ2).

This disrupts the input-output mapping, degrading the model’s ability to reconstruct forgot-

ten data [130].

• Loss-based Methods:
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– Confusion Loss: Maximizes prediction entropy on forget data: Lconf =−∑x f∈D f
H(p(y|x f )),

where H(·) is the entropy function. This encourages uncertain predictions, reducing model

confidence on forgotten data [7].

– Gradient Ascent (GA): Performs gradient ascent on the standard loss over forget data:

LGA = −Lstandard(D f ). This directly pushes model parameters away from forgotten data

influence but may cause training instability, and often leads to overforgetting [72].

2.6 Diffusion Models

Generative AI has become a central research area in modern machine learning, enabling the synthesis

of realistic data samples from learned probability distributions. While earlier approaches such as Vari-

ational Autoencoders (VAEs) and Generative Adversarial Networks (GANs) have achieved remarkable

results, recent developments in diffusion models have established a new benchmark for generative tasks

such as image generation or super-resolution [27].

2.6.1 Diffusion Probabilistic Models (DPM)

Among various diffusion-based approaches, Diffusion Probabilistic Models (DPMs) provide the theo-

retical backbone for this family. These models work by learning to reverse a gradual noise corruption

process, enabling them to generate high-quality and high-fidelity samples from complex data distribu-

tions. This process is illustrated in Figure 2.3.

Figure 2.3: Illustrative image of Denoising Diffusion Probabilistic Model Process in Denoising Diffusion
Probabilistic Models [81]

2.6.1.1 Forward diffusion process

The forward process is defined by a Markov chain that gradually adds Gaussian noise over a series of T

time steps. At each step t, a small amount of noise is added to the data from the previous step t−1. This
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process can be mathematically described as:

q(xt | xt−1) = N (xt;
√

1−βtxt−1,βtI) (2.1)

Where βt is a small positive constant that controls the noise schedule. A key insight from Ho et al. [59]

is that this entire sequential process can be expressed as a single, direct sampling step for any arbitrary

timestep t:

q(xt | x0) = N (xt ;
√

ᾱtx0,(1− ᾱt)I) (2.2)

where ᾱt = ∏ i = 1t(1−βi). This reparameterization enables efficient training, as any timestep t can be

sampled independently during training. Modern research focuses on optimizing the noise schedule βt to

improve both generation quality and sampling efficiency.

2.6.1.2 Reverse Diffusion Process

The reverse process employs a neural network, typically based on the U-Net architecture, to learn the

inverse of the forward diffusion process. This network is trained to predict the noise component added at

each step, enabling iterative denoising from pure Gaussian noise back to clean data. The reverse process

can be modeled as:

pθ (xt−1 | xt) = N (xt−1; µθ(xt, t),Σθ(xt , t)) (2.3)

The model’s training objective is to minimize the difference between the true reverse distribution and the

predicted one, which is typically formulated as a noise prediction task. The U-Net architecture proposed

by Ronneberger et al. [116] has become the standard choice due to its effectiveness in handling multi-

scale features through skip connections, which is crucial for the denoising task across different levels of

corruption.

2.6.2 Denoising Diffusion Implicit Models (DDIMs)

A significant limitation of DDPMs is their slow sampling process, which requires a lot of denoising steps

to produce high-quality samples. This bottleneck was addressed by Song et al. [125], which introduced

this new family of models: Denoising Diffusion Implicit Model (DDIMs). The key innovation of DDIMs

is in treating the reverse process as a non-Markovian process, meaning that the sampling process does not

need to follow the exact reverse of the forward chain. Instead of stochastically sampling a distribution at

each step, DDIMs provide a deterministic mapping from noise to data, creating "shortcuts" through the

denoising trajectory. This approach enables the same high-quality generation but with significantly less

number of denoising steps, making diffusion models a more practical choice for generative tasks.

2.6.3 Latent Diffusion Models (LDMs)

Latent Diffusion Models (LDMs) are a class of generative models that combine the strengths of diffusion-

based generative processes with latent-space representation learning. The central idea is to first compress

high-dimensional data, such as images, into a lower-dimensional latent space using an autoencoder,

thereby reducing computational cost during the generative process.

In the latent space, a denoising diffusion probabilistic model (DDPM), or one of its variants, is

trained to iteratively remove noise from a corrupted latent vector, effectively learning the reverse of a
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predefined forward diffusion process. By operating in the latent domain rather than pixel space, LDMs

achieve significant efficiency gains while maintaining high visual fidelity.

Formally, given an input x, the encoder Eθ maps the image into a latent code

z = Eθ (x).

The diffusion process is then applied to z, progressively adding Gaussian noise over a fixed number

of timesteps. The reverse process, parameterized by a neural network (often a U-Net), learns to denoise

and reconstruct z step-by-step. The final output is decoded back into the image space via a decoder Dφ ,

producing:

x̂ = Dφ (z).

This design enables scalable, high-quality generation while allowing the incorporation of condition-

ing information (such as text, labels, or medical metadata) directly into the diffusion process.

2.6.4 Medical Image Generation with Diffusion Models

Recently, diffusion models have been applied to the medical domain for multiple tasks and have been

demonstrated to be a superior alternative to GANs for image synthesis in the medical domain [106]. A

remarkable solution that has been used in medical applications, including in the production of case-based

explanations [11, 80], is the Medfusion model proposed by Müller-Franzes et al. [106].

Figure 2.4: Illustration of the Medfusion model’s structure by Müller-Franzes et al. [106].

The Medfusion model adapts the latent diffusion framework for medical image generation by com-

bining a convolutional autoencoder with a conditional diffusion process operating in the latent space.

The autoencoder encodes an input image into a lower-dimensional representation through a series of

residual and downsampling blocks and reconstructs it using the corresponding upsampling and residual

blocks. At the bottleneck, the encoder outputs mean and standard deviation maps, which are combined
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with Gaussian noise to produce latent variables via the reparameterization trick. A U-Net processes these

noisy latent variables during the reverse diffusion process, integrating both timestep and class-label em-

beddings to enable conditional generation. The network architecture is composed of residual blocks

with convolution, normalization, and Swish activation, as well as up- and down-sampling layers that

adjust spatial resolution. Operating entirely in latent space allows the model to synthesize high-quality

medical images efficiently while conditioning on relevant clinical labels.

A key modification compared to the original Latent Diffusion Model (LDM) lies in the variational

autoencoder (VAE) design. While the original LDM employed 4 latent channels, Medfusion uses 8

channels, which were found to significantly reduce visual artifacts and improve reconstruction fidelity

across diverse medical imaging domains.

2.7 Summary

This chapter established the theoretical background for this dissertation by connecting privacy regula-

tions, case-based explanations, unlearning, and medical image generation with synthetic models.

The discussion began with data protection frameworks such as GDPR and HIPAA, which emphasize

the importance of anonymization and motivate the adoption of federated learning as a paradigm for col-

laborative yet privacy-preserving training. Case-based explanations were then presented as a powerful

interpretability tool. However, their use, even in federated settings, raises privacy concerns, as patient-

identifiable information (PII) can still be revealed in the images if not properly anonymized. To address

these challenges, machine unlearning was introduced as a mechanism to selectively remove the influ-

ence of specific data points, for example, to eliminate memorized patient information or to comply with

requests aligned with the “Right To Be Forgotten” (RTBF). Finally, diffusion models were described

as the generative backbone of this work, with particular emphasis on latent diffusion and the MedFu-

sion model, which provide efficient and effective means for generating high-quality synthetic medical

images.



Chapter 3

Literature Review: Machine Unlearning
as a Data Removal Tool in Generative
Models

3.1 Overview

This chapter reviews the existing literature on machine unlearning techniques with a particular focus

on their application as tools to remove data from generative models. Section 3.2 details the PRISMA

methodology employed to identify and select the most relevant documents. The subsequent sections

analyze these works to provide insight into the current trends in this area. Section 3.3 discusses the

use of machine unlearning in generative models by presenting common unlearning scenarios, types of

generative models in which unlearning has been employed, and the evaluation metrics typically used.

Section 3.4 explores applications of machine unlearning within federated learning frameworks, while

Section 3.5 examines its role in the domain of medical imaging. Finally, Section 3.6 highlights prior

works that are most aligned with the goals of this dissertation, providing foundational knowledge and

methodological context for the experiments conducted in later chapters. This chapter ends with Sec-

tion 3.7 with a summary and closing remarks on the content presented.

3.2 Document Retrieval Methodology

To retrieve the documents for this investigation, a systematic strategy was adopted employing the PRISMA

framework (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) [113] as it provides

a rigorous methodology to ensure the transparent selection, inclusion, and evaluation of relevant studies.

Figure 3.1 shows a visual representation of all the steps performed, which will be explained further in

the following subsections.

3.2.1 Research Domain

This research aims to generate privacy-preserving case-based explanations for diffusion models by ap-

plying techniques of machine unlearning. Consequently, the documents considered for review should

14



3.2 Document Retrieval Methodology 15

Figure 3.1: PRISMA flowchart.
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align with topics related to machine unlearning as a tool to remove specific content from a trained gen-

erative model.

3.2.2 Identification Phase

To ensure that the documents were obtained in a systematic and replicable manner, identical queries

were applied across all selected data sources.

Data Sources Three digital libraries were chosen as the primary sources for this research: IEEE

Xplore [67], Scopus [36], and arXiv [24]. For arXiv, the queries were applied to all fields; in IEEE

Xplore, it was restricted to the abstract; and in Scopus, it was applied to the abstract, title, and keywords.

Search Queries To retrieve the most important documents in the context of this investigation, the

following queries were performed:

Q1. Search about Unlearning Mechanisms in Generative Models.
unlearn* AND (genera* OR diffusion OR "deep learn*") AND imag*

Q2. Exploring unlearning mechanisms in federated learning for image generation
tasks.
unlearn* AND (federat* OR distributed OR decentralized) AND ("image generation" OR

genera* OR image)

Q3. Exploring unlearning mechanisms in medical imaging.
unlearn* AND (medical OR health* OR clinical) AND imag*

Search Queries Results Using the set of search queries presented, a total of 597 documents were

retrieved in all digital libraries. Table 3.1 presents the number of results per query on each data source.

Table 3.1: Distribution of Papers by Data Source and Query.

Source Q1 Q2 Q3
Scopus 243 47 43
arXiv 162 4 15
IEEE Xplore 68 4 11

3.2.3 Screening Phase

The goal of the Screening Phase is to eliminate duplicate records and those that do not respect a set of

rules related to their metadata, title, and abstract. The chosen criteria for a document to be considered

are defined as follows:

• The document must be written in English.

• The publication date must be 2019 or later.
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• ArXiv documents published more than a year ago must also have been formally published or

peer-reviewed.

• The document must be available in full text, either as open access or through the institutional

account.

3.2.4 Screening Phase Results

After removing 61 duplicate records, the total number of records was reduced to 536. Then these

documents were evaluated against the eligibility criteria. The number of documents deleted according

to each specific criterion is detailed below.

• Documents not published in English: 8

• Documents published before 2019: 58

• Documents from arXiv with more than 1 year, that haven’t been published to any journal or

conference: 71

• Not-Accessible documents: 3

The 396 resulting records were analyzed for their abstracts and titles to assess their relevance to the

context of the research. Of these, only 123 advanced to the eligibility phase. Examples of documents

discarded in this process included those addressing unlearning in recommender systems or retrieval-

based models, papers focusing on optimizations for unlearning in cloud ML systems without relevance

to computer vision, papers that addressed backdoor attacks using machine unlearning techniques, and

studies where unlearning was only tangential (such as fairness, domain adaptation, continual learning)

rather than the main contribution. Documents limited to classification models were also removed, except

works in medical imaging and federated learning, where classification studies were retained in order to

better understand the applications of machine unlearning in these domains.

3.2.5 Eligibility Phase

The eligibility phase involves individually analyzing the full texts of the remaining 123 records to de-

termine their relevance to the research objectives. After careful evaluation, 89 records were considered

pertinent to the study and retained as the final selection. Papers recommended by the supervisors, as well

as other relevant works suggested during the process, were also included, resulting in a final collection

of 93 documents.

3.2.6 Included Documents

The final set of included documents is listed in the References section: [2–4, 8, 9, 12, 15–23, 29–32, 35,

38, 41, 43–46, 48–55, 64–66, 69–71, 78, 82–84, 86–89, 91–96, 100–102, 105, 107, 108, 110, 115, 117,

118, 123, 126–128, 132–134, 138, 140–146, 148–151, 153–157]
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3.3 Machine Unlearning in Generative Models

3.3.1 Unlearning Scenarios

In the context of machine unlearning, the unlearning scenario defines the type of data to be removed and

at what granularity unlearning must occur. Common unlearning scenarios in generative models are:

• Class-wise or Attribute-wise Labels Forgetting: Involves removing the ability of a generative

model to produce images belonging to a specific class or label attribute used during training, such

as "dogs" or "cars." Methods for class-wise forgetting are discussed in: [39, 86, 143, 145]

• Concept-wise Forgetting: Ensures that the model cannot generate content related to a particular

concept, such as material containing nudity or specific artistic styles, such as "Van Gogh". In the

documents retrieved, this approach is always applied to remove sensitive or undesired concepts

in Text-to-Image models, where generation is guided through text prompts. Methods for concept-

wise forgetting are discussed in: [2, 9, 15–18, 21, 39, 41, 64, 69, 78, 82, 84, 92, 94, 101, 102, 110,

133, 138, 140–142, 144–146, 149, 154]

• Data-point Unlearning: Focuses on removing the influence of specific training samples, such as

memorized images or images associated with individual users. Although this type of forgetting

has been explored in the context of image classification, it has received less attention in generative

modeling. Recent works that address data-point unlearning in generative settings include: [3, 83].

• Pattern erasure: Focus on deleting a specific response pattern, for example, deleting a water-

mark. This unlearning scenario is explored in the following studies: [95, 100, 134]

3.3.1.1 Challenging Forgets

Fan et al. [38] explore the notion of worst-case Forget sets in machine unlearning, highlighting that not

all unlearning requests are equally difficult and that identifying and evaluating worst-case Forget sets is

crucial to developing robust unlearning methods. These sets are defined as those that include samples

with either:

(i) High entanglement score (ES), meaning the forget samples are embedded very close to retained

data in the feature space;

(ii) Examples with strong memorization, where the model assigns overly confident predictions to the

forget samples.

These properties make certain Forget sets particularly resistant to unlearning. Experiments explored

in this study show that worst-case sets are significantly harder to erase than random sets, leading to

substantial drops in unlearning accuracy (UA) and reduced effectiveness against membership inference

attacks (MIA).

3.3.2 Type of Models used in Unlearning in Generative Models

By analyzing the papers retrieved, it is possible to see that most studies that explore unlearning in

generative models do it on text-to-image models, with concept-wise forgetting as unlearning scenario.

An overview of the generative models used is presented in Table 3.2
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Table 3.2: Types of generative models used in unlearning studies and the corresponding papers.

Model Type Papers
Image-to-Image Models
GANs [83]
Diffusion Models (DDIM / DDPM) [3, 39, 83]
ViT (Vision Transformers) [23, 83]
MAEs (Masked Autoencoders) [83]
Text-to-Image Models
Stable Diffusion (v1.4 / v2.1) [2, 9, 15, 16, 18, 21, 39, 41, 64, 69, 78, 82, 84, 92, 94,

100–102, 110, 133, 138, 140–146, 149]
Rectified Flow Transformers (SD 3 / Flux) [16, 43]

3.3.3 Common Unlearning Evaluation Metrics

The goals of unlearning vary depending on the unlearning scenario, and consequently, different metrics

have been adopted in the literature to measure forgetting success, knowledge retention, and overall

model quality. Below are presented some of the common metrics for each scenario.

Class-wise or Attribute-wise Forgetting When forgetting is performed at the class or attribute level,

the evaluation typically relies on:

• Unlearning Accuracy (UA) that corresponds to the proportion of generated samples from the

forgotten class that are no longer classified correctly, measured using an external classifier.

• Fréchet Inception Distance (FID) used to quantify the distributional quality of generated images

for the retain classes, ensuring that forgetting does not degrade overall generative performance.

• Inception Score (IS) occasionally used to assess image diversity and sharpness.

Concept-wise Forgetting Concept-wise Forgetting was always seen linked to text-to-image models,

and as the goal is to erase an entire concept, the evaluation usually combines perceptual quality with

semantic alignment. Some common metrics for this scenario are:

• CLIP Similarity / CLIP-based Scores to measure semantic alignment between prompts and

generated images, and to confirm that forgotten concepts are no longer rendered.

• LPIPS (Learned Perceptual Image Patch Similarity) is a perceptual distance metric to assess

reconstruction quality after unlearning.

• FID / IS to evaluate fidelity and diversity for remaining concepts.

• Robustness to Recovery Attacks consists of assessing the robustness to recovery attacks such as

UnlearnDiff Attack proposed by Zhang et al. [153], which attempts to revive forgotten concepts

using adversarial prompts.

Data-point Unlearning For data-point-level forgetting (erasing individual images or identities), met-

rics focus on memorization and similarity between the Forget set and the model’s output. Some metrics

used include:
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• Negative Log-Likelihood (NLL): In diffusion models, the data likelihood pθ (x) is defined im-

plicitly through the denoising process, where the model learns conditional distributions pθ (xt−1 |
xt) across timesteps. The marginal probability of a datapoint can be expressed as:

pθ (x) =
∫

p(xT )
T

∏
t=1

pθ (xt−1 | xt)dx1:T ,

with xT ∼ N (0, I). Since this integral is intractable, a variational bound (the ELBO) is used,

leading to an approximation of the NLL by the diffusion training loss:

NLL(x;θ)≈ Et,ε

[
∥ε− εθ (xt , t)∥2

]
.

If the model has memorized a datapoint x, the predicted noise εθ matches the true noise ε closely,

yielding a low NLL. If unlearning was successfull, the model assigns lower likelihood to forgotten

samples, resulting in a higher NLL. This property makes NLL a useful indicator of forgetting

strength, as employed in the SISS framework for data unlearning in diffusion models [3].

• Self-Supervised Copy Detection (SSCD): Given a forgotten sample x f and a generated sample

x̂, similarity in embedding space is measured via:

SSCD(x̂,x f ) =
f (x̂) · f (x f )

∥ f (x̂)∥∥ f (x f )∥
,

where f (·) denotes a self-supervised embedding extractor. Lower SSCD values indicate effective

forgetting, as generated outputs no longer resemble the forgotten examples. This metric was

adapted by Alberti et al. [3] to quantify unlearning strength in diffusion models.

Pattern Erasure For unlearning specific patterns, such as watermarks or response templates, some

metrics used are:

• Pattern Detection Accuracy: probability that a forgotten watermark or pattern can still be iden-

tified in generated samples.

• Downstream Utility Metrics: task-specific measures (e.g., CLIP alignment or classification ac-

curacy) to ensure that erasure does not degrade overall generative quality.

Emerging Metrics Focusing on text-to-image generative models, Rusanovsky et al. [117] criticize

how unlearning is commonly evaluated. Although most methods rely on metrics, such as CLIP scores,

FID, or unlearning accuracy, the authors demonstrate that forgotten concepts can still be recovered

through carefully chosen latent seeds, even when prompt-based tests suggest successful erasure. To

better assess unlearning and robustness, the authors propose additional metrics:

• Relative Latent Likelihood Distance (RLLD): measures the change in the likelihood of latent

seeds associated with forgotten versus retained concepts, quantifying whether the model still as-

signs a high probability to forgotten representations.
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• PSNR (Peak Signal-to-Noise Ratio): evaluates reconstruction quality when attempting to regen-

erate forgotten concepts from latent seeds, indicating how much structural information remains

embedded in the model.

• Membership Inference Attack (MIA) Success Rate: assesses whether an adversary can still

detect if a datapoint or concept was part of the training set, despite being targeted for forgetting.

High MIA accuracy suggests incomplete erasure and persistent privacy risk.

3.4 Applications of Machine Unlearning in Federated Learning

As described in Section 2.3, Federated Learning (FL) is a decentralized machine learning paradigm

where multiple clients collaborate to train a shared model without exchanging raw data, allowing privacy-

preserving collaboration between institutions. To comply with privacy regulations such as the RTBF,

machine unlearning has been used in FL environments to tackle the challenge of when data or client

contributions must be removed from a trained model.

Two primary FL paradigms are relevant in the context of unlearning: Horizontal Federated Learning

(HFL) and Vertical Federated Learning (VFL).

3.4.1 Horizontal Federated Learning (HFL)

In HFL, clients hold datasets that share the same feature space but correspond to different subsets of

the sample space. Unlearning in this setting typically targets the removal of entire clients, specific data

samples, or whole classes. Some methods that address these issues include:

• Sequential Informed Federated Unlearning (SIFU) performs client-level unlearning by recon-

structing and sequentially subtracting the historical updates of the forgotten client from the global

model, achieving theoretical guarantees without extra overhead for other participants [87].

• Federated Unlearning During Learning (FedAU) embeds unlearning directly into the training

process through adjusted gradient updates, enabling sample-, class-, or client-level removal with

minimal cost [157].

• Federated Unlearning with Class-aware Representation Transformation (FUCRT) applies

a class-aware projection in the representation space to suppress information about the forgotten

class, which is particularly effective in non-IID client distributions [12].

• Fast Federated Machine Unlearning (FFMU) approximates the effect of data removal using

nonlinear functional theory, providing certified guarantees of forgetting while avoiding costly

retraining [91].

Table 3.4.1 summarizes the main characteristics of these methods.

3.4.2 Vertical Federated Learning (VFL)

In VFL, by contrast, all clients share the same set of samples but hold complementary feature spaces.

Labels are often controlled by a single party, making label privacy and protection a critical concern.
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Table 3.3: Summary of state-of-the-art HFL federated machine unlearning methods.

FL Type Method Paper Target Model Type
HFL SIFU [87] Client-level Classification
HFL FedAU [157] Sample/class/client-level Classification
HFL FUCRT [12] Class-level Classification
HFL FFMU [91] Client/sample-level Classification

Unlearning in this setting may involve erasing specific labels or removing the contribution of sensitive

feature partitions. A notable example is the study by Gu et al. [50], which combines manifold mixup

with gradient ascent to erase labels efficiently, requiring only a small number of labeled samples.

3.5 Applications of Machine Unlearning in Medical Imaging

Machine unlearning is an emerging area of research in the field of medical imaging, driven by increas-

ing concerns over data privacy, bias mitigation, and regulatory compliance, such as the “Right To Be

Forgotten” (RTBF). This section surveys recent studies that explore the practical use of unlearning in

medical imaging tasks, including classification, harmonization, and image reconstruction.

3.5.1 Image Classification

A common application of machine unlearning in the medical field and medical imaging is to remove the

learned influence of specific patient data from a trained classifier model. In such cases, those particular

images’ effects are erased from the model’s parameters, so the classifier behaves as if it had never seen

them, while still retaining knowledge from the remaining dataset.

For example, in a federated learning context, Deng et al. [29] proposed a collaborative retinal dis-

ease identification framework across multiple medical institutions, integrating unlearning to enable the

global model to forget withdrawn or erroneous data used in training. ElBedoui et al. [35] applied the

same principle to an ECG classification model, and Gao et al. [45] extended this idea by introducing

a framework that not only removes a client’s data influence efficiently but also produces cryptographic

proofs to verify that unlearning was performed correctly. Similarly, other studies [30, 46, 156] also ex-

plored client-level unlearning in federated learning for medical image classification tasks, ensuring that

models can adapt to data removal requests while maintaining diagnostic performance.

In a centralized setting, Aliyeva et al. [4] developed a deep unlearning approach to classification

of histopathological images of breast cancer, using adaptive gradient ascent to selectively remove the

effect of specific samples from a MobileNet classifier. Nasirigerdeh et al. [108] use saliency unlearning

for classification models, proposed by Fan et al. [39], to remove the influence of specific clients from a

disease classification model trained on the CheXpert dataset.

3.5.2 Image Harmonization and Bias Removal

Machine unlearning has also been explored in the context of image harmonization tasks, where the goal

is to remove non-biological variance caused by different scanners or acquisition protocols. Dinsdale

et al. [31] address the challenge of variability in cardiac MRI images caused by differences between

scanner manufacturers. Such vendor-specific characteristics can lead segmentation models to learn and
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rely on acquisition-related features rather than purely anatomical information, reducing their ability to

generalize across vendors. To mitigate this, the study incorporates an unlearning strategy within a U-

Net–based segmentation framework. The model is first trained to perform both cardiac segmentation and

vendor classification, enabling it to capture vendor-specific cues. An unlearning stage is then introduced

in which a confusion loss penalizes the encoder for retaining vendor-discriminative features, effectively

forcing it to “forget” scanner identity information. This results in a vendor-neutral segmentation model

that maintains high segmentation accuracy while demonstrating improved robustness and consistency

across data from multiple MRI manufacturers. FedHarmony, proposed by Dinsdale et al. [32], extends

this concept to the federated learning paradigm. The framework uses a domain adaptation approach

with three loss functions to train a model that performs a primary task while simultaneously unlearning

scanner-specific effects.

3.5.3 Image Generation and Reconstruction

While machine unlearning has been predominantly applied to classification and de-biasing tasks in he

medical field, Xue et al. [148], proposes a method to unlearn the influence of undesired training data

from a reconstruction model, without full retraining. Specifically, they address the issue of hallucina-

tions (false anatomical structures) that appear when models are trained on mixed-organ datasets. In the

specific case of this paper, brain MRI and knee MRI. To achieve unlearning, the study adapts techniques

originally designed for classification, and achieves best results and performance with Noisy Labeling

with Fine-Tuning (NL-FT). This approach will be further explained in subsection 3.6.4.

3.6 Related Work

This section presents the literature works whose proposed methods are most aligned with the main goal

of this dissertation. An overview of these methods is provided in Table 3.4.

Table 3.4: Comparison of unlearning methods most similar to this dissertation goals.

Method Paper I2I Model DM Data-Point Unlearning Applied to Medical Data
SalUn [39] ✓ ✓ — —
KL–L2 [83] ✓ ✓ ✓ —
SISS [3] ✓ ✓ ✓ —
MRI Unlearning [148] ✓ — ✓ ✓
This dissertation — ✓ ✓ ✓ ✓

3.6.1 Saliency Unlearing (SalUn)

Saliency-based Unlearning by Fan et al. [39] is an unlearning technique suitable for both image clas-

sification and generation tasks. In generation tasks, it tackles concept-wise forgetting in text-to-image

models, such as Stable Diffusion, and also class-wise forgetting from denoising diffusion probabilistic

models (DDPMs) with classifier-free guidance. Although it has not been applied to medical data in the

author’s paper, it has been successfully applied to medical data in classification models by Nasirigerdeh

et al. [108].
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Unlearning scenario For the unlearning experiments in the image-to-image setting, the experiments

are carried out on the CIFAR-10 dataset, where DDPM is trained to generate images conditioned on class

labels. The unlearning scenario is class-wise forgetting, as the model must forget a specific CIFAR-10

class (e.g., “airplane”) by no longer generating realistic samples of that class, while retaining the ability

to synthesize images from all other classes.

Forget Set and Remain Set: In the image-to-image unlearning task, the Forget Set consists of images

and conditions from the class to be erased (e.g., “airplane”), while the Remain Set includes all other

CIFAR-10 classes. In the experiments with Stable Diffusion, to delete the concept of nudity, 800 images

were generated using the prompt "a photo of a nude person", and 800 images using the prompt "a photo

of a person wearing clothes". The Forget set and the Remain set have the same number of samples.

Method Overview SalUn introduces a gradient-based weight saliency map to localize which model

parameters are most responsible for representing the forgetting set. The process works as follows:

1. Saliency Masking: Compute the gradient of the forgetting loss by calculating the MSE diffusion

loss restricted to the forgetting set, with respect to model parameters. Parameters with saliency

above a threshold are marked as salient.

2. Selective Updating: During unlearning, only the salient parameters are updated, while all others

remain fixed, preventing unnecessary changes and maintaining the overall performance of the

model.

3. Forgetting Loss on the Forget Set: Forgetting is enforced through Random Relabeling (RL),

where the original class condition is replaced with an incorrect one, forcing the model to decouple

the forgotten concept from its original label.

4. Regularization on the Remain Set: A standard diffusion loss is simultaneously applied to the

Remain set, ensuring that generative quality for non-forgetting classes is preserved.

It is important to note that, although in the experiments addressed in the author’s paper, Random

Relabeling was the loss function that led to the best results, the framework is flexible and can incorporate

other loss functions, such as Noisy Labeling or Gradient Ascent.

Formally, the unlearning objective for SalUn can be expressed as:

min
∆θ

LSalUn(θu) = E(x,c)∼D f , t,ε∼N (0,1),c′ ̸=c

[∥∥εθu(xt | c′)− εθu(xt | c)
∥∥2
]
+β ℓMSE(θu;Dr), (3.1)

where D f is the forgetting set, Dr the Remain set, and β balances forgetting and retention.

Effect of Thresholding on Saliency Masks It is important to note that the threshold used in con-

structing the saliency mask plays a key role in determining which parameters are updated during un-

learning. By varying the threshold, different saliency masks, with different sparsity levels, are obtained.

According to the authors, a lower threshold marks more parameters as salient, potentially leading to

underforgetting and degraded image quality, while a higher threshold may result in the image quality. In
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practice, setting the treshold to the median of the gradient magnitudes provides a balanced mask, yield-

ing stable unlearning performance. As illustrated in Figure 3.2, varying the saliency sparsity strongly

affects the trade-off between forgetting effectiveness and image generation quality.

Figure 3.2: Examples of images generated by the unlearned DDPM under different sparsity levels when
forgetting the class "airplane". Lower sparsity (e.g., 10%) achieves forgetting but reduces generation
quality, while higher sparsity (e.g., 90%) preserves quality but fails to forget. A balanced sparsity of
50% provides the best trade-off [39].

Evaluation Metrics: To evaluate unlearning effectiveness in generative models, two complementary

metrics are employed:

• Unlearning Accuracy (UA): the percentage of generated images (conditioned on the forgotten

class) that are correctly identified as not belonging to that class, measured by an external classifier

(ResNet-34 trained on CIFAR-10).

• Fréchet Inception Distance (FID): quantifies the quality of generated images for the Remain set;

lower values indicate better fidelity.

Results On CIFAR-10 with classifier-free guided DDPM, SalUn was evaluated for class-wise forget-

ting. The method achieved Unlearning Accuracy (UA) close to 100% and a FID nearly identical to

retraining from scratch. These results indicate that SalUn can completely suppress the forgotten class

while preserving the generation quality for the remaining set, nearly matching the gold standard of full

retraining.

3.6.2 KL–L2

Li et al. [83] explore machine unlearning in the context of image-to-image (I2I) generative models, such

as VQ-GANs, Diffusion Models, and masked autoencoders (MAEs). According to the authors, data

unlearning settings remain a gap in the diffusion model literature, especially in image-to-image models.

For simplicity, and since the authors didn’t gave a name to their method they propose, we will refer to

their approach as KL–L2 throughout this dissertation.
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Unlearning scenario The unlearning scenario of this study falls into data-point unlearning, as the goal

of this study is to forget specific training samples so that the model cannot reconstruct them, even when

provided with partial input, while maintaining reconstruction quality on all other samples.

Forget Set and Remain Set For the experiments with the ImageNet-1K dataset, they randomly select

100 classes as Forget Set and another 100 classes as Remain Set. For Places-365, from 365 classes, they

randomly select 50 classes as Remain Set and another 50 classes as Forget Set.

Method Overview In this study, unlearning is performed by using the Kullback–Leibler divergence

(KL-divergence) [26], a standard way to measure how different two probability distributions are. A small

KL value means two distributions are similar, while a large KL value means they are very different.

In this setting, generated retain samples are encouraged to be statistically close to their ground-truth

counterparts (small KL), while generated forget samples are pushed to look completely different (large

KL).

To avoid instability from unbounded KL values, the authors prove that the safest and most effective

way to maximize divergence is to push forget outputs toward Gaussian noise with the same covariance

as the original data.

Finally, since computing KL directly on high-dimensional images is often intractable, the paper

shows how to approximate it with a simple L2 loss in the encoder space. For retain samples, the encoder

of the unlearned model is kept close to the original encoder, preserving fidelity. For forget samples,

embeddings are aligned with Gaussian noise, ensuring the decoder reconstructs meaningless outputs.

Evaluation Metrics Evaluation focuses on forgetting success (whether the forget samples degrade

into noise) and retention fidelity (PSNR, SSIM on remain samples).

Results Across ImageNet-1K and Places-365 with multiple backbones (Diffusion Models, VQ-GAN,

MAE), the method effectively removes the ability to reconstruct forget samples, while retaining nearly

identical reconstruction quality for remain samples. An example of the results obtained in the paper is

presented in Figure 3.3.

Limitations A limitation of this approach is that the unlearned reconstruction goal is to produce noise

in a part of the image that contains undesirable content, rather than to reconstruct it into a different

object. This differs from many other unlearning scenarios, where the goal is not to produce pure noise in

the image, but rather to selectively remove sensitive or undesired information while keeping the overall

image coherent.

3.6.3 Subtracted Importance Sampled Scores (SISS)

Subtracted Importance Sampled Scores (SISS), proposed by Alberti et al. [3], similarly to KL–L2 [83],

performs data-point unlearning in I2I models. Unlike techniques tailored for concept or class unlearning,

like SalUn, SISS is designed to remove specific data points from the training set while preserving overall

model quality. SISS is applied to both unconditional DDPMs and text-to-image Stable Diffusion, and



3.6 Related Work 27

Figure 3.3: Visual Results of KL–L2 unlearning method by Li et al. [83]. The images in the retain set
remain almost unaffected before and after unlearning, while the images in the Forget set are nearly noise
after unlearning.

it has been evaluated on CelebA-HQ, MNIST augmented with Fashion-MNIST T-shirts, and Stable

Diffusion v1.4 trained on LAION-5B.

Unlearning Scenario The unlearning scenario of this paper is data unlearning: removing the influence

of individual training datapoints, such as a specific celebrity face or the inserted T-shirt example. This

differs from concept unlearning, since there is no guiding class or prompt; the unlearning must directly

suppress a desired datapoint. On CelebA-HQ, six celebrity faces were randomly selected, and each was

unlearned individually. For MNIST augmented with Fashion-MNIST, the Forget set is a single T-shirt

image introduced into the dataset, whereas the Remain set corresponds to the remaining handwritten

digits.

Method Overview This technique combines naive deletion with gradient ascent through importance

sampling, addressing an important trade-off in data unlearning: naive deletion preserves model quality

but unlearns slowly, while gradient ascent unlearns effectively but degrades overall performance.

Before diving into the formulation of this method, it is important to understand the concept of im-

portance sampling. Importance sampling is a classical technique in statistics and machine learning that

allows expectations under one distribution to be estimated using samples from another. This is achieved

by reweighting samples with an importance factor, correcting for the difference between the target and

sampling distributions [3].

In the context of unlearning, importance sampling enables SISS to place greater weight on forget

samples during training updates, ensuring they are effectively suppressed, while down-weighting their

influence on the Remain set. This balances the trade-off between efficient unlearning (as in gradient

ascent) and preserving model quality (as in naive deletion).
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In this approach, the unlearning loss is derived by decomposing the naive deletion objective into

two terms: (1) a retention term that preserves knowledge of the retain set and (2) a forgetting term that

suppresses the influence of the forget set. SISS leverages importance sampling to compute both terms

with a single model forward pass, rather than requiring separate evaluations. Given a retain sample xr and

forget sample x f at diffusion timestep t, the method samples from a mixture distribution qλ (mt |xr,x f )

parameterized by λ :

qλ (mt |xr,x f ) = (1−λ )q(mt |xr)+λq(mt |x f ), (3.2)

where q(mt |x) is the standard noising distribution for sample x.

The SISS unlearning loss is then defined as:

LSISS = Emt∼qλ

[
wr · ∥ε− ε̂(mt , t)∥2− (1+ s)w f · ∥ε− ε̂(mt , t)∥2] , (3.3)

with importance weights

wr =
n

n− k
q(mt |xr)

qλ (mt |xr,x f )
, w f =

k
n− k

q(mt |x f )

qλ (mt |xr,x f )
. (3.4)

Here, the first term (weighted by wr) preserves model performance on retain data, while the second

term (weighted by w f ) drives forgetting through gradient ascent. Note that n represents the total dataset

size (Forget + Remain set), k the Forget set size, and (n− k) the Remain set size. The additional factor

(1+ s), called the superfactor, controls the strength of the forgetting signal to improve stability.

The parameter λ balances between the two extremes: λ = 0 reduces to naive deletion, while λ = 1

approximates gradient ascent. In practice, λ = 0.5 provides an effective trade-off, combining strong

unlearning with good quality preservation.

Forget Set and Remain Set The Forget set consists of one or more images to be erased from the

model’s knowledge, related to a single entity. The Remain set includes all other images, whose recon-

structions should remain close to the original model’s outputs. Therefore, in the CelebA-HQ experi-

ments, the Forget set is formed by images of a specific celebrity, while the Remain set is formed by all

the other faces in the dataset. In the MNIST + T-shirt experiment, the Forget set is the single inserted

T-shirt image, while the Remain set is all other handwritten digits.

Evaluation Metrics To measure both the strength of unlearning and the quality of retained genera-

tions, the following metrics are employed:

• FID (Fréchet Inception Distance): evaluates the distributional similarity between generated and

real images for the Remain set. Lower FID indicates better fidelity and diversity of generated

samples.

• IS (Inception Score): measures the sharpness and diversity of generated images. Higher IS reflects

higher quality and variety.

• CLIP-IQA: a perceptual quality score based on CLIP embeddings, used particularly in the Stable

Diffusion experiments. Higher values indicate better alignment with natural image quality.
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• SSCD (Self-Supervised Copy Detection): measures similarity between generated images and the

original unlearned datapoints. Lower SSCD means the model has forgotten the target datapoints

more effectively.

• NLL (Negative Log-Likelihood): the log-likelihood of the unlearned datapoints under the current

model. Higher NLL indicates the model assigns lower probability to the forgotten examples,

consistent with successful unlearning.

• Unlearning success rate (in Stable Diffusion): the percentage of curated prompts for which the

model no longer reproduces memorized training examples.

Results For the experiments with the DDPM, SISS was tested across two different settings:

• CelebA-HQ (celebrity faces): Forgetting was performed one face at a time over 6 faces. A

visual representation of the results for the experiments with the CelebA-HQ dataset is present in

Figure 3.4

– SSCD (similarity metric): reduced by more than 50% (from 0.87 to ∼ 0.36).

– FID: maintained at 25.1 (close to pretrained 30.3).

– NLL: increased moderately (1.44 vs. 1.25), consistent with successful forgetting.

– In an extended test, SISS remained stable when forgetting 50 faces sequentially, ending with

FID 20.3.

• MNIST + T-shirt: Forgetting targeted a single inserted T-shirt example.

– p (generation rate of T-shirts): reduced from 0.74% to 0%.

– NLL: increased from ∼ 1.0 to ∼ 8.1, confirming that the T-shirt was fully unlearned.

Limitations SISS is tailored to forget specific entities or objects in the training distribution, as in

CelebA-HQ experiments, where individual celebrity faces are unlearned. This setup assumes that only a

small subset of identities must be removed, while all others remain available. In practice, this selectivity

may be challenging: forgetting just a few samples can influence generalization, since the Remain set is

composed of the other entities that should be preserved, and forgotten identities may share visual features

with them. Furthermore, SISS does not directly address scenarios where larger groups of samples, or

entire semantic categories, need to be removed, which could limit its usefulness in stricter privacy-

sensitive applications.

3.6.4 Erase to Enhance (MRI Unlearning)

Erase to Enhance by Xue et al. [148] is, to our knowledge, the only work in the machine unlearning

literature applied to medical imaging tasks of image reconstruction or generation. In contrast to most

previous studies in the field of medical image, which mainly focus on classification or text-to-image

generation, this work adapts the unlearning to an image-to-image setting. Specifically, the authors study

MRI reconstruction from undersampled k-space data using a CNN-based architecture with cascaded
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Figure 3.4: Visualization of celebrity unlearning with SISS method over fine-tuning steps [3].

UNets, and propose to remove the influence of undesired training distributions. This study also con-

stitutes one of the first attempts to formally define and apply unlearning within the context of MRI

reconstruction.

Unlearning scenario The authors design a proxy task where the retain set corresponds to brain MRI

scans, while the Forget set consists of knee MRI scans. Training a reconstruction model jointly on both

anatomies leads to spurious artifacts and hallucinations, which can compromise diagnostic utility. The

unlearning objective is therefore to erase the knowledge of the knee distribution, ensuring the model

behaves like a model trained only on brain data, without retraining from scratch.

Method Overview The authors of this paper adapt machine baseline unlearning strategies to MRI

reconstruction: Fine-Tuning (FT), Gradient Ascent with ℓ1 Regularization (GA-ℓ1) to constrain weights

for stability, and Noisy Labeling (NL). Furthermore, the authors propose hybrid methods that combine

FT with GA-ℓ1 or NL (denoted GA-ℓ1-FT and NL-FT), leveraging a small retain subset to preserve

reconstruction fidelity while performing targeted unlearning.

Forget Set and Retain Set: The retain set Dr is composed of 5,898 slices of brain MRI data from the

FastMRI dataset, while the Forget set D f consists of 536 knee MRI slices (retain-to-forget ratio 10:1).

The model Ĝ is trained only on Dr, serving as the upper bound for performance after unlearning. In

practice, the unlearning algorithms operate on the mixed model G (trained on Dr ∪D f ), with limited

access to a subset of retain data D′r (as low as 1–10% of Dr).

Evaluation Metrics: Performance is evaluated using standard image quality metrics:

• Brain Test Accuracy (BTA): Peak signal-to-noise ratio (PSNR) and structural similarity (SSIM)

on brain test data, measuring retention of desired knowledge.
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• Knee Test Accuracy (KTA): PSNR and SSIM on knee test data, lower values indicate stronger

forgetting.

• Unlearning Accuracy (UA): PSNR/SSIM on the Forget set itself, confirming effective unlearn-

ing.

• Run-Time Efficiency (RTE): relative computational cost compared to retraining.

Results The experiments show that naive fine-tuning fails to erase knee knowledge, with the model

still reconstructing knee images. Pure GA-ℓ1 or NL degrade both forget and retain performance, in-

dicating over-forgetting. By contrast, hybrid methods achieve the best balance: NL-FT reaches brain

reconstruction performance, while significantly lowering KTA, indicating effective unlearning. Impor-

tantly, these results were achieved with only 10% of the retain data, underscoring the data efficiency of

the approach. The authors also note that increasing retain data beyond this point does not necessarily

improve unlearning, sometimes even degrading results, suggesting an optimal subset size for efficient

MRI unlearning.

Overall, this study demonstrates that unlearning can be effectively applied to medical reconstruction

models, mitigating artifacts from undesired distributions while maintaining images medical utility.

3.7 Summary

This research tried to define the current state of the art in the machine unlearning field to remove the data

influence from generative models, and also to see the current trends of usage of machine unlearning in

federative learning and in the medical imaging field. According to the papers retrieved with the PRISMA

framework, and according to some authors [83], there are still few works that tackle the problem of

specific data unlearning in generative models, especially in diffusion models. Most of the found works

focus on concept unlearning, which is a different problem. The only found papers that tackle data

unlearning in diffusion models are SISS [3] and KL–L2 [83]. However, KL–L2 leads to noise production

in the images belonging to the Forget set, which is not the goal of this dissertation, and SISS tackles the

removal of one specific entity when other entities are not required to be anonymous, which is not the

case in the work in this dissertation, where a large number of patients must be forgotten. Therefore, there

is still a gap in the literature for methods that can effectively remove the influence of specific data points

from diffusion models, while preserving overall model quality and without resorting to full retraining.

When it comes to machine unlearning in the medical imaging field, one work was found that tackles

the problem of unlearning in image generation tasks [148], however, it tries to forget entire domains

(knee MRI from the model that generates brain MRI), to stop hallucinations, which is not the case of

this dissertation, where the goal is to forget specific patients, and therefore, the entanglement between

the Forget set and the Remain set is higher.



Chapter 4

Literature Review: Anonymization
Techniques in Medical Imaging

4.1 Overview

The protection of patient privacy in medical imaging has become a central concern in both clinical

practice and research, as imaging data often contains biometric features that can be linked to individuals.

In Section 4.3, the main categories of anonymization techniques proposed in the literature are re-

viewed, ranging from classic methods such as masking or blurring, to more advanced approaches using

generative deep learning models. Particular attention is given to the trade-off between preserving diag-

nostic utility and ensuring privacy, an ongoing challenge that drives most developments in this area.

In Section 4.4, deanonymization techniques are analyzed, which expose vulnerabilities in existing

methods and highlight the limits of anonymization when confronted with increasingly sophisticated

model attacks. Together, these perspectives provide a balanced overview of current progress and ongoing

challenges in ensuring privacy in medical imaging.

4.2 Document Retrieval Methodology

Unlike the systematic literature review presented in Chapter 3, the approach used for this chapter was

not based on a structured systematic review protocol. Instead, the collection of publications was initiated

from a relevant subset of articles, which formed the basis of the literature review and was further ex-

tended through the references cited in those works. This method allowed for a more targeted exploration

of key contributions in the field, ensuring that the most influential and technically relevant articles on

medical image anonymization were included in the review. Although this approach does not claim to

be exhaustive, it provides a foundation for understanding the main techniques and research directions in

the area.

4.3 Image Anonymization Techniques

When anonymizing case-based explanations, many conventional privacy-preserving techniques are in-

sufficient as they do not offer protection at the point of display, when images must be interpretable by

32
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humans.

For example, Federated Learning keeps data on local devices and avoids central data storage, but

does not anonymize the image itself. Metadata-Level Anonymization removes personal identifiers from

image headers, such as patient name or scan date, but it leaves the visual content untouched, meaning

identifiable features in the image are still present. Differential privacy adds noise during model training

or to the output data itself, but excessive noise can degrade image quality, rendering the image clinically

useless.

One other approach to generate private case-based explanations is to generate synthetic images with

deep learning models and use them as case-based explanations instead of the real images. However,

recent research has shown that these models tend to memorize some of the training images, leaking

training data information.

To address this, researchers have proposed methods that modify the visual content of the image itself,

ensuring that personally identifiable features are removed while retaining diagnostic utility. These can be

grouped into two broad categories: classic anonymization techniques, such as blurring or masking sen-

sitive regions, and deep learning-based approaches, delving into in-model and post-model approaches,

which use generative models to selectively alter or replace identity features while preserving relevant

clinical information.

4.3.1 Classic methods

Classic methods include deterministic pixel masking techniques, such as blurring and masking, to ob-

scure identifiable features. Algorithms like k-Same [109] use blurred facial regions in head MRIs, mak-

ing individuals indistinguishable from at least k others. Similarly, U-Net-based segmentation [121] can

detect and paint distinctive body markings, such as scars or tattoos, to reduce the risk of reidentification.

Although simple to implement, these methods can degrade diagnostically relevant image content and

are vulnerable to reconstruction attacks, such as the facial reconstruction methods described by Schwarz

et al. [120].

4.3.2 Deep Learning Based Methods

Generative models synthesize new images that resemble the original data but with Personally Identifiable

Information (PII) removed or altered. Compared to classic anonymization, these methods offer greater

flexibility by disentangling identity from diagnostic content and enabling the creation of high-quality

synthetic data.

Within this category, two broad strategies can be distinguished:

• In-model methods: Integrate privacy mechanisms directly into the generative process itself, for

example, by adding differential privacy during training, disentangling latent features, or modifying

the diffusion sampling procedure. These methods aim to ensure that the model never learns or

reproduces identity-specific information in the first place.

• Post-model methods: Apply anonymization after generation, typically by filtering or modifying

synthetic images that may still contain residual identity features. This strategy provides an addi-

tional safeguard but often at the cost of efficiency, since a portion of generated images may need

to be discarded or altered.
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The following subsections review methods from each category.

4.3.3 In-Model Methods

4.3.3.1 Differential Privacy

In medical imaging, differential privacy is most often implemented through differentially private stochas-

tic gradient descent (DP-SGD) [1]. In this method, gradients are clipped to limit sensitivity, Gaussian

noise is added before each parameter update, and a privacy accounting mechanism tracks the cumulative

use of the privacy budget to ensure the entire training process remains within the specified guarantees.

Differential Privacy in GANs While DP-SGD is still considered a standard, its effectiveness is limited

by its privacy–utility trade-off. In high-resolution imaging, the addition of noise can significantly de-

grade image quality, and since high-dimensional data require proportionally more noise, subtle patholo-

gies end up being distorted or lost [85]. Several advances have been proposed to mitigate these draw-

backs. For example, PATE-GAN by Jordon et al. [75] leverages ensembles of teacher models to generate

private labels for training a student GAN, while adaptive clipping strategies [147] aim to reduce unneces-

sary distortion. However, PATE-GAN remains computationally intensive, scales poorly to large datasets,

and tends to reduce the diversity of generated samples.

To address these challenges, Privacy-Preserving GANs (PP-GANs) [147, 152], integrate differential

privacy directly into adversarial training by cutting discriminator gradients and adding Gaussian noise.

This approach helps to prevent overfitting while maintaining sample diversity. However, achieving

a balance between privacy and image fidelity, as well as avoiding mode collapse, continues to be a

challenge. Recent improvements include conditional PP-GANs [6, 136], which use metadata to enhance

realism, and multi-scale architectures.

Differential Privacy in Diffusion models Recently, attention has turned to diffusion models, which

are known for producing high-quality synthetic images. Differentially Private Diffusion Models (DPDMs),

proposed by Dockhorn et al. [33], incorporate differential privacy into diffusion training by applying

DP-SGD with gradient clipping and noise injection, achieving state-of-the-art image generation perfor-

mance on datasets such as MNIST and CIFAR-10, surpassing prior DP-GAN results. In the domain of

medical imaging, Daum et al. [28] extended this idea to 3D cardiac MRI data. Their privately fine-tuned

latent diffusion models, combined with pretraining on public data, significantly improved synthetic im-

age realism at privacy budgets of ε = 10, and achieved a much lower FID than without pretraining.

4.3.3.2 Confounder-Based Image Encryption

ConfounderGAN by Tian et al. [131], is an encryption framework for image data privacy that injects

imperceptible confounder noise, forming a spurious causal path X ← N→ Y , so that models trained on

the altered images fail to learn the correct X→Y mapping, despite the images remaining visually natural.

The generator crafts this noise, the discriminator ensures it is subtle, and a classifier ensures the noise

correlates with labels. Once trained, the generator can quickly encrypt both in-distribution and out-of-

distribution images, making it viable for real-time applications. However, although the images remain
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visually natural, the injected confounder noise severely degrades the utility of the data for downstream

learning, since models trained on encrypted images fail to recover the true causal relationships.

4.3.3.3 Disentanglement-Based Anonymization

Montenegro et al. [104] proposed a disentanglement framework tailored to the anonymization of medical

case-based explanations. Their model addresses the key challenge that medical images, when used as

explanations, risk revealing patient identity while still needing to preserve diagnostic content.

The method employs an autoencoder that decomposes each image into three independent latent

vectors: (i) identity features, (ii) medical features, and (iii) residual features necessary for reconstruction.

Independence is enforced via a disentanglement loss, ensuring that altering one vector does not affect

the others. To maintain diagnostic fidelity, a disease classifier supervises the medical vector, while an

identity classifier supervises the identity vector. A GAN-based discriminator further enforces the realism

of reconstructed images, even when training data are scarce.

Anonymization is achieved by replacing the identity vector with a synthetic one, generated by a

variational autoencoder trained to sample privacy-preserving identity features. This ensures that the new

image retains its original medical characteristics, but no longer corresponds to the patient’s identity. The

framework also naturally enables the creation of counterfactual explanations by replacing the medical

vector instead of the identity vector, showing how a case would appear under different pathological

conditions.

Experiments on iris, chest X-ray, and face datasets demonstrate that this disentanglement approach

preserves medical content while significantly reducing re-identification accuracy, outperforming previ-

ous anonymization methods for medical case-based explanations.

4.3.3.4 Classifier-Free Identity Guidance

Recent advances in diffusion models have motivated their adoption in privacy-preserving medical image

generation because of their ability to produce high-resolution synthetic data.

At the sampling stage, classifier-free guidance (CFG), which blends conditional and unconditional

diffusion estimates to steer generation without an external classifier, can be adapted to preserve pri-

vacy by steering the sampling away from identity-related features [60]. For example, Shaheryar et al.

[122] adapts the CFG for identity suppression in diffusion models. Their method employs CFG dur-

ing inference to steer generation away from unwanted identities by identifying and avoiding their latent

"signatures" in the U-Net bottleneck, achieving anonymization without the need to retrain the network.

4.3.4 Post-Model Methods

Campos et al. [11] extended the work of Packhäuser et al. [112] and proposed a post-model anonymiza-

tion strategy that incorporates identity-based similarity filtering into the synthetic image generation

pipeline. This pipeline architecture is presented in Figure 4.1. The central idea is that, although latent

diffusion models are capable of producing high-quality medical images, these samples can inadvertently

replicate patient-identifiable characteristics. To mitigate this risk, a filtering stage is employed to detect

and remove synthetic images that are too similar to real patient data.
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This filtering stage requires training a Patient Retrieval Network, which is implemented as a Siamese

Neural Network based on the ResNet-50 [57] architecture. The network takes two images as input

and uses a contrastive loss function to generate embeddings, ensuring that images of the same patient

are mapped close together in the embedding space. A separate verification model follows the same

architecture, but instead of learning embeddings, it compares input images and classifies whether they

belong to the same patient. For both models, the training data consist of positive pairs, formed from

images of the same patient, and negative pairs, generated randomly from images of different patients

[11].

The anonymization pipeline follows a three-step process:

• Computation of identity embeddings: Each training image is processed by a Siamese retrieval

network, trained with a contrastive loss, to obtain an identity embedding. These embeddings are

stored in a KD-tree, which allows efficient nearest-neighbor searches in the embedding space.

• Nearest-neighbor retrieval: For every synthetic image generated by the diffusion model, the

system retrieves the three most similar training images. Then, these are ranked according to

similarity to the Rank-1, Rank-2, and Rank-3 neighbors.

• Verification and filtering: A verification network, architecturally similar to the retrieval network

but trained with a classification loss, is used to assess whether the Rank-1 synthetic–real image

pair belongs to the same patient. If the similarity score exceeds a predefined threshold (set to 50%

in the authors’ implementation), the synthetic image is flagged as non-anonymous and removed

from the catalogue.

Figure 4.1: Anonymization Pipeline proposed by Campos et al. [11]: A generative model generates
synthetic samples based on the real training data. From these samples, those closely resembling patients
in the training set are removed based on a patient retrieval and a patient verification model.

Despite its effectiveness, this post-model filtering approach presents several drawbacks. First, it

is inherently empirical. Identity-based filtering relies on similarity metrics and thresholds that may
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fail in edge cases. Second, the process is computationally inefficient: a potentially large proportion

of generated images can be discarded, wasting resources, and there is no upper bound on the number

of images deleted. Finally, because filtering occurs after image generation, there is no direct control

over the generative process itself, leaving open the possibility of privacy leakage through undetected

identifiers and not guaranteeing the RTBF to patients.

4.4 Image De-Anonymization Techniques

While anonymization methods aim to protect patient privacy, a growing number of research studies

show that medical images can often be re-identified or linked back to individuals. The feasibility of

these attacks depends largely on the adversary’s level of access to the system, which can be categorized

as follows:

• Explanation Access: The adversary only sees anonymized explanations or synthetic outputs.

• Black-Box Access: The adversary can query the model through an API, observing inputs and

outputs.

• White-Box Access: The adversary has full access to model parameters, as may occur in federated

learning with untrusted participants.

Table 4.1 summarizes the main de-anonymization approaches proposed in the literature, organized

by their required level of access. These threat models illustrate the variety of attack vectors available to

adversaries depending on the information they can access. In the following subsections, we provide a

detailed discussion of the most relevant categories of attacks.

Table 4.1: Overview of de-anonymization attacks proposed and used in the literature, grouped by attack
type and required access level.

Attack Type Method Representative Papers Access Type

Re-Identification

Multiclass Recognition [104] Explanation
Siamese Recognition [104, 112] Explanation
Linkage (MRI–Face) [37] Explanation
Linkage (Iris) [137] Explanation

Model Exploitation

Model Inversion [40] Black-/White-box
Membership Inference [34, 63, 79, 97, 124] Black-/White-box
Data Extraction [14] Black-/White-box
Data Reconstruction [14] Black-/White-box

Adversarial Queries
Generative Leakage
(GANs)

[56] Black-box

Generative Leakage (DM) [99] Black-box
Adversarial Querying [111] Black-box

4.4.1 Re-Identification Attacks (Explanation Access)

These attacks operate even when the adversary only has access to anonymized explanations or syn-

thetic outputs, without interacting directly with the model. They exploit latent biometric traits present in
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medical images, which remain identifiable despite the removal of explicit identifiers. For example, Pack-

häuser et al. [112] showed that chest radiographs encode anatomical signatures that enable patient-level

matching using Siamese networks. Similarly, linkage attacks combine anonymized scans with external

biometric data. For example, brain MRIs can be matched to facial photographs, as demonstrated by

Molano et al. [37], and iris images can enable cross-modal identification, as shown by Trokielewicz et

al. [137]. In addition, identity-recognition approaches such as multiclass classifiers and Siamese net-

works have been proposed for evaluating privacy-preserving methods. Montenegro et al. [104] demon-

strated that both strategies can succeed with explanation-only access, making them useful benchmarks

for re-identification risk assessment. These studies highlight that re-identification can succeed with

explanation-level access alone.

4.4.2 Model Exploitation Attacks (Black-Box and White-Box Access)

Unlike re-identification, these attacks target the internal behavior of machine learning models. In black-

box settings, the adversary can only query the model through its API, whereas in white-box scenarios,

they may have access to the model parameters. Model inversion attacks attempt to reconstruct input

samples from model outputs, first demonstrated by Fredrikson et al. [40]. Membership inference attacks

[124] instead determine whether a given patient’s data was part of the training set by exploiting the

differences between the seen and unseen samples. More recent work has extended membership inference

to generative models. Duan et al. [34] analyzed MIA techniques originally designed for GANs and

studied their adaptability to diffusion models, while Kong et al. [79] proposed an attack on deterministic

DDIM sampling. Matsumoto et al. [97] evaluated both black-box and white-box membership attacks,

showing that their effectiveness decreases with larger training sets. Hu et al. [63] introduced loss-

based and likelihood-based inference strategies, demonstrating the feasibility of MIAs even in diffusion

models. Beyond membership inference, Carlini et al. [14] investigated data extraction and reconstruction

attacks, showing that generative models can output samples closely resembling training data under both

black- and white-box conditions. Together, these methods expose vulnerabilities at both the sample

(inversion, reconstruction, extraction) and dataset (membership inference) levels.

4.4.3 Adversarial Queries (Black-Box Access)

This class of attacks assumes that the adversary can interact with a generative model as a black box,

probing it to reveal hidden information about the training data. Generative models are particularly

vulnerable because they may memorize and reproduce training samples. Hayes et al. [56] showed that

GANs can leak identifiable images, while Meehan et al. [99] reported similar issues in diffusion models.

Orekondy et al. [111] further demonstrated that adversarial queries can extract private samples even from

models trained on anonymized or synthetic datasets. These findings underscore that black-box querying

alone may be sufficient for de-anonymization.

4.5 Summary

This chapter reviewed the current state of anonymization techniques in medical imaging, highlighting

both traditional and deep learning-based approaches. Classic methods offer simplicity and computa-

tional efficiency, but they often compromise diagnostic quality and remain vulnerable to reconstruction
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attacks. Deep learning-based approaches, by contrast, enable more sophisticated privacy-preserving

strategies. Generative adversarial networks (GANs), variational autoencoders, and more recently, diffu-

sion models have been explored to synthesize realistic medical images or selectively remove personally

identifiable features while preserving task-relevant content. Among these, diffusion models stand out

for their ability to generate high-resolution and clinically realistic data, leading to the development of

a wide range of privacy-aware adaptations, including classifier-free identity guidance and differentially

private fine-tuning.

Despite these advances, the chapter also emphasized that anonymization cannot be viewed in iso-

lation from de-anonymization processes. Re-identification attacks demonstrate that biometric traits can

persist in anonymized or synthetic images, even when explicit identifiers are removed. Model exploita-

tion attacks such as inversion, membership inference, and data extraction highlight the risks posed by

both black-box and white-box access to generative models. Furthermore, adversarial queries reveal that

generative models may memorize and leak training samples, raising concerns about their safe deploy-

ment in clinical settings.

Finally, several open challenges remain. There is a lack of standardized benchmarks and evalua-

tion protocols for measuring both privacy protection and clinical image utility, which makes it diffi-

cult to compare methods fairly. Moreover, balancing privacy guarantees with image fidelity continues

to be a central concern, as excessive anonymization can erode diagnostic relevance while insufficient

anonymization leaves patients vulnerable to re-identification.

In summary, anonymization methods have developed, but persistent de-anonymization risks demand

rigorous evaluation and a balanced focus on both privacy and utility.
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Machine Unlearning Experimental Setup

5.1 Overview

The primary objective of this dissertation is to ensure that deep learning models, particularly in the field

of medical imaging, do not generate memorized images from the training set, or images containing

memorized patients’ Personally Identifiable Information (PII). Achieving this is essential for creating

fully anonymous synthetic images that can serve as accurate and interpretable case-based explanations.

In addition, it is crucial to uphold patients’ "Right to be Forgotten" as outlined in the GDPR, by removing

their influence from the model.

Practically, the experiments in this dissertation investigate whether applying machine unlearning to

diffusion models enables the removal of patient-identifiable information (PII), thereby ensuring that the

generated medical images are entirely anonymous.

Section 5.2 presents the unlearning scenario addressed, along with a method to estimate the diffi-

culty of this particular setting. Section 5.3 presents the model selected to perform unlearning, while

Section 5.4 describes the dataset, recognition tasks, and pre-processing steps performed. In Section 5.5,

the unlearning methods implemented are presented and discussed. Finally, Section 5.6 introduces the

metrics used to evaluate the images generated by these methods. A summary of this chapter is presented

in Section 5.7.

5.2 Machine Unlearning Scenario

The unlearning scenario addressed in this dissertation falls into the scope of Data-Point Unlearning,

since the goal is to forget specific images from the training set related to patients whose information was

totally or partially memorized.

5.2.1 Difficulty Assessment of Unlearning Scenario

As noted by Fan et al. [38] and described in Subsection 3.3.1.1, not all unlearning requests pose the same

level of difficulty. In their work, the most challenging cases correspond to sets containing (i) samples

with a high entanglement score (ES), which means sets with the highest similarity to retained data, or

(ii) samples that are strongly memorized by the model.

40
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To operationalize this idea in our setting, we calculate the Entanglement Score (ES) using the cosine

similarity of image embeddings.

Let e f and er denote ℓ2-normalized embedding vectors of a forget image I f and a retain image Ir,

respectively. The pairwise ES is given by:

ES(I f , Ir) =
1+ cos(e f ,er)

2
,

where

cos(e f ,er) =
e f · er

∥e f ∥∥er∥
.

By construction, ES ∈ [0,1]: values close to 1 indicate strong entanglement (a forget image lies near

a retain image in the embedding space), while values near 0 indicate strong separability.

In practice, the embeddings are extracted using the autoencoder (VAE) of the generative model

chosen.

5.3 Model Choice

When viewed as a medical image anonymization strategy, the unlearning techniques explored in this

dissertation fall into the category of post-model anonymization methods, since they are applied after the

model has been trained by defining a Forget and a Remain set with the generated synthetic data.

For image generation, a latent diffusion model based on the Medfusion by Müller-Franzes et al.

[106] architecture, described in Subsection 2.6.4, was chosen. This model has shown good performance

in producing realistic synthetic medical images and has already been used in previous studies, such

as in Towards Case-based Interpretability for Medical Federated Learning by Latorre et al. [80] and

in Latent Diffusion Models for Privacy-preserving Medical Case-based Explanations by Campos et al.

[11], to generate case-based explanations. Its suitability for this task makes it an appropriate backbone

for the unlearning experiments presented here. Consequently, unlike the unlearning techniques analyzed

in Chapter 3, which operate in pixel space, the techniques for unlearning in this model operate in latent

space.

5.4 Dataset and Task Choice

The problem addressed in this dissertation is task-agnostic, meaning that the proposed method can be

applied to any two-dimensional medical imaging classification problem. For experimental evaluation,

we focus on chest X-ray classification, given its widespread use in clinical practice and its importance

as one of the most common imaging modalities.

Accordingly, this work primarily relies on the MIMIC-CXR-JPG dataset [73], a large-scale collec-

tion comprising 377,110 chest radiographs from 65,240 patients. Derived from the original MIMIC-

CXR dataset [74], it has been used in prior research and is considered a well-established benchmark for

medical imaging studies. The dataset is also considered highly trustworthy as the images were acquired

during routine clinical practice at the Beth Israel Deaconess Medical Centre (BIDMC), representing au-

thentic patient populations, and have undergone curation and HIPAA-compliant de-identification, such

as removal of direct identifiers, to ensure both data quality and patient privacy.
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The images were automatically annotated using the CheXpert tool [68], which extracts 14 common

thoracic findings from free-text radiology reports. Each observation is labeled as positive (1), negative

(0), uncertain (-1), or left blank if not mentioned. To ensure reliable supervision, a U-Ignore strategy

was followed, using only clearly positive or negative labels while discarding uncertain and blank cases.

The scale and clinical diversity of the dataset, which covers a wide range of demographics, conditions,

and acquisition settings, make it a valuable resource to develop robust deep learning models.

For the classification and recognition task, Cardiomegaly was selected as the target disease due to its

prevalence in the dataset and its clear visual presentation. Cardiomegaly is characterized by an enlarged

heart, and Figure 5.1 illustrates the visual difference between a healthy case and one affected by this

condition.

As this disease is most reliably diagnosed by posteroanterior chest X-rays (PA), since anteroposterior

(AP) views tend to exaggerate heart size and hinder accurate detection, only PA images were considered

to train the generative model. Consequently, the diffusion model was trained with 15223 images from

10156 different patients.

Figure 5.1: Comparison between a healthy X-ray (a) and one that presents Cardiomegaly (b). Both
images were obtained from the MIMIC-CXR-JPG [73] dataset.

5.4.1 Data Preprocessing: Eliminating Mislabeled Samples

During initial experiments with the MIMIC-CXR-JPG dataset, it was observed that the unlearning tech-

niques led the models to generate synthetic images resembling lateral views rather than the intended

postero-anterior (PA) views, as is possible to see in Figure 5.2. A closer inspection of the model’s output

before unlearning suggested the presence of mislabeled samples in the MIMIC-CXR-JPG dataset, where

lateral chest scans had been incorrectly designated as PA views.

To address this issue, an initial attempt was made to identify mislabeled images using automated

metrics, such as pixel distance between incorrect original model outputs and all training samples. How-

ever, this method did not reveal a sufficient number of images to explain the consistent generation of

lateral-view images. As a result, a manual review of the training dataset was performed by arranging

the images into grids for visual inspection. This process identified 222 mislabeled lateral view images,
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Figure 5.2: Examples of synthetic chest X-rays generated after applying unlearning techniques. Instead
of producing postero-anterior (PA) views as intended, the model outputs resemble lateral views because
of mislabeled samples in the MIMIC-CXR-JPG [73] dataset.

which were subsequently removed from the training set. The model was then retrained on the corrected

dataset.

Figure 5.3 provides an example of the mislabeled images identified and excluded.

Figure 5.3: Examples of found mislabeled chest X-ray images in the MIMIC-CXR-JPG [74] dataset.
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5.5 Machine Unlearning Methods

From the analyzed literature, it was chosen to explore different unlearning techniques that represent

different categories of unlearning methods.

5.5.1 Gradient Ascent (GA)

Gradient ascent is a full parameter baseline unlearning method, described in Section 2.5.2, which in-

volves performing a gradient ascent on the Forget set to increase the loss, effectively unlearning the

data.

This technique formulates unlearning as maximizing the standard diffusion loss on the Forget set.

Given a forget sample x f at diffusion step t, the noise estimator predicts ε̂(x f , t,c f ), where c f is the

original class label. The model is trained to maximize the prediction error by minimizing the negative

of the standard diffusion loss.

The unlearning loss is defined as:

LGA =−∥ε− ε̂(x f , t,c f )∥2, (5.1)

where ε is the true noise added during the forward diffusion process. By minimizing this negative loss,

the model effectively performs gradient ascent on the original objective, increasing prediction errors on

the set of images to be forgotten.

To prevent catastrophic forgetting and maintain generalizability, the Remain set is simultaneously

used to compute the standard diffusion training loss Lremain. The combined training objective is:

L = Lremain +αLGA, (5.2)

where α controls the trade-off between the unlearning objective and knowledge retention.

A pseudo-code of this approach’s implementation is presented in Algorithm 1.

Algorithm 1 Gradient Ascent Unlearning for Diffusion Models

Require: Pretrained diffusion model θ , Forget set D f , retain set Dr, hyperparameter α

Ensure: Unlearned model θ ∗

1: for each training iteration do
2: Sample batch from retain set: (xr,cr)∼ Dr

3: Sample batch from Forget set: (x f ,c f )∼ D f

4: // Standard diffusion loss on retain set
5: Lremain← DiffusionLoss(xr,cr,θ)
6: // Gradient ascent loss on Forget set
7: Sample noise: ε ∼N (0, I), timestep: t ∼ Uniform(0,T )
8: ε̂ ← NoiseEstimator(x f , t,c f ;θ)
9: LGA←−∥ε− ε̂∥2// negative loss

10: // Combined objective
11: L ← α ·LGA +Lremain
12: Update θ using ∇θ L
13: end for
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5.5.2 KL-Divergence based Unlearning (KL-away)

Inspired by the KL–L2 method proposed by Li et al. [83], described in subsection 3.6.2, we formulate

unlearning for diffusion models as a distributional divergence problem and propose KL-away.

Whereas KL–L2 relaxes the KL-divergence to an L2 loss by pushing forget samples toward Gaussian

noise, KL-away encourages divergence from its own frozen predictions on the Forget set, thereby eras-

ing previously learned information. This also differs from gradient-ascent unlearning, which enforces

divergence from the ground-truth noise during training.

Concretely, given a forget sample x f at diffusion step t, the current model predicts ε̂θ (x f , t,c f ). A

reference prediction ε̂θ0(x f , t,c f ) is obtained from a frozen copy of the original model θ0. Under the

Gaussian assumption, the KL-divergence between the current and reference distributions reduces to the

squared distance between their predicted means (Appendix A.2 provides a detailed derivation).

The unlearning loss is therefore defined as:

Lunlearn =−1
2∥ε̂θ (x f , t,c f )− ε̂θ0(x f , t,c f )∥2, (5.3)

This encourages the current model to diverge from the frozen teacher’s outputs on the forget data. Min-

imizing this loss, therefore, maximizes the distance from the teacher, effectively erasing the model’s

prior knowledge about D f .

To maintain generalization, the Remain set is used simultaneously with the standard diffusion loss

Lremain. The combined objective becomes:

L = Lremain +α Lunlearn, (5.4)

where α balance unlearning strength and knowledge retention.

A pseudo-code of this approach’s implementation is available in Algorithm 2.

Algorithm 2 KL-Divergence Unlearning for Diffusion Models (KL-away)

Require: Pretrained diffusion model θ0, Forget set D f , retain set Dr, weights λ ,α
Ensure: Unlearned model θ ∗

1: Initialize current parameters θ ← θ0
2: Freeze a teacher copy θteach← θ0 // fixed reference, no gradients
3: for each training iteration do
4: Sample batch from Remain set: (xr,cr)∼ Dr

5: Sample batch from Forget set: (x f ,c f )∼ D f

6: // Retain loss (standard diffusion training)
7: Lremain← DiffusionLoss(xr,cr;θ)
8: // Unlearning loss (diverge from frozen teacher, not ground-truth)
9: ε̂ ← NoiseEstimator(x f , t,c f ;θ)

10: ε̂0← NoiseEstimator(x f , t,c f ;θteach) // teacher prediction, fixed
11: Lunlearn←−1

2∥ε̂− ε̂0∥2 // encourages deviation from teacher outputs
12: // Combined objective
13: L ←Lremain + α ·Lunlearn
14: Update θ using ∇θ L
15: end for
16: return θ
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5.5.3 Subtracted Importance Sampled Scores (SISS)

This technique is a full-parameter unlearning technique that aims to unlearn the Forget set while pre-

serving the performance on the Remain set. It was chosen as it is the only unlearning technique found

in literature that has the same unlearning scenario, data-point forgetting, in I2I Diffusion Models, and

unlike KL–L2, doesn’t lead to full degradation of the content we aim to forget.

As it was described and formulated in Subsection 3.6.3, this technique combines naive deletion (fine-

tuning on retained data) with gradient ascent on the Forget set through importance sampling, enabling

computationally efficient unlearning with a single forward pass per training iteration. A pseudocode of

this approach implementation is available in Algorithm 3.

Algorithm 3 SISS Unlearning for Diffusion Models

Require: Pretrained diffusion model parameters θ ; Forget set D f of size k; Retain set Dr with total
dataset size n; mixture parameter λ ∈ (0,1) (e.g., 0.5); superfactor s≥ 0;

Ensure: Unlearned model θ ∗

1: for each training iteration do
2: Sample minibatch from retain set: xr ∼ Dr

3: Sample minibatch from forget set: x f ∼ D f

4: Sample timestep: t ∼ Uniform{0, . . . ,T}
5: Define the mixture density:

qλ (mt | xr,x f , t)← (1−λ )q(mt | xr, t)+λ q(mt | x f , t)

6: Sample a noisy point from the mixture: mt ∼ qλ (· | xr,x f , t)
7: Compute importance weights:

wr←
n

n− k
q(mt | xr, t)

qλ (mt | xr,x f , t)
, w f ←

k
n− k

q(mt | x f , t)
qλ (mt | xr,x f , t)

8: Compute per-term targets (no extra forward pass needed):

εr←
mt − γtxr

σt
, ε f ←

mt − γtx f

σt

9: Single forward pass: εθ ← NoiseEstimator(mt , t; θ)
10: Loss:

LSISS ← wr
∥∥εr− εθ

∥∥2
2 − (1+ s)w f

∥∥ε f − εθ

∥∥2
2

11: Update parameters: θ ← θ −η ∇θ LSISS
12: end for

5.5.4 Saliency Unlearning (SalUn)

Saliency-Guided Unlearning (SalUn), by Fan et al. [39], described in Subsection 3.6.1, is a localized

unlearning method that focuses on unlearning specific parts of the model that are most influenced by

the Forget set, based on saliency maps. It was chosen as it has been considered in the literature as a

state-of-the-art method in classification and image generation tasks, for class and concept forgetting,

and because it has been applied to medical data in classification tasks before by Nasirigerdeh et al.
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[108]. For this technique, in addition to using the gradient ascent as proposed in the original paper,

it was also experimented to combine the saliency mask with the presented KL-Away loss. Note that

although random labeling is considered the best method to combine with the saliency mask according to

the authors, label manipulation methods do not make sense in this case of data-point forgetting, as the

images to forget are not related to a label. A pseudocode of saliency unlearning using gradient ascent

and using KL-Away is available in Algorithm 4 and in Algorithm 5, respectively.

Algorithm 4 Saliency-Guided Unlearning (SalUn) with Gradient Ascent (GA)

Require: Pretrained diffusion model θ0, Forget set D f , retain set Dr, mask threshold γ , learning rate η ,
iterations T

Ensure: Unlearned model θ ∗

1: // Phase 1: Saliency mask computation (fixed at initialization)
2: gS← ∇θ ℓMSE(θ ;D f )

∣∣
θ=θ0

3: mS← ⊮(|gS| ≥ γ)
4: θ ← θ0
5: for t = 1 to T do
6: Sample retain batch: (xr,cr)∼ Dr

7: Sample forget batch: (x f ,c f )∼ D f

8: // Retain loss
9: Lretain← DiffusionLoss(xr,cr;θ)

10: // Forget loss (gradient ascent)
11: Lforget←−DiffusionLoss(x f ,c f ;θ)
12: // Combined objective and masked update
13: L ←Lretain +αLforget
14: g← ∇θ L
15: θ ← θ −η · (mS⊙g)
16: end for
17: return θ
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Algorithm 5 Saliency-Guided Unlearning (SalUn) with KL-away Loss

Require: Pretrained diffusion model θ0, Forget set D f , retain set Dr, mask threshold γ , learning rate η ,
iterations T

Ensure: Unlearned model θ ∗

1: // Phase 1: Saliency mask computation (fixed at initialization)
2: gS← ∇θ ℓMSE(θ ;D f )

∣∣
θ=θ0

3: mS← ⊮(|gS| ≥ γ)
4: θ ← θ0
5: Freeze teacher θteach← θ0
6: for t = 1 to T do
7: Sample retain batch: (xr,cr)∼ Dr

8: Sample forget batch: (x f ,c f )∼ D f

9: // Retain loss
10: Lretain← DiffusionLoss(xr,cr;θ)
11: // Forget loss (KL-away, diverge from teacher)
12: ε̂ ← NoiseEstimator(x f , t,c f ;θ)
13: ε̂0← NoiseEstimator(x f , t,c f ;θteach)
14: Lforget←−1

2∥ε̂− ε̂0∥2

15: // Combined objective and masked update
16: L ←Lretain +αLforget
17: g← ∇θ L
18: θ ← θ −η · (mS⊙g)
19: end for
20: return θ

5.6 Evaluation Metrics

To evaluate if the proposed unlearning methods still ensure that the model produced anonymous, yet

high-quality and clinically meaningful, it was chosen metrics that can be grouped into three main cate-

gories: Image Quality Metrics, which measure the realism and diversity of the synthetic images gen-

erated after unlearning; Image Utility Metrics, which evaluate if the generated images remain useful to

serve as case-based explanations; Image Anonymization and Unlearning Metrics, which quantify the

unlearning and anonymization of the generated images.

For Image Quality Metrics, the following metrics were chosen:

• Fréchet Inception Distance (FID): Measures the distance between the distributions of real and

generated images. Lower values indicate better quality.

• Precision (P): Measures the fraction of generated images that are realistic (i.e., lie in the manifold

of real images). Higher values indicate better quality.

To measure the image utility after unlearning, it was chosen to train a DenseNet121 classifier to

detect Cardiomegaly in chest X-rays. The classifier was trained on the synthetic dataset generated by

each unlearned model and evaluated on a test set with images from the MIMIC-CXR-JPG dataset. The

following metrics were used to evaluate the classifier’s performance:

• Area Under the Receiver Operating Characteristic Curve (AUC): Measures the ability of the

classifier to distinguish between classes. Higher values indicate better performance.
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• Accuracy (ACC) (%): Measures the overall accuracy of the classifier. Higher values indicate

better performance.

• F1 Score (F1) (%): Harmonic mean of precision and recall. Higher values indicate better perfor-

mance.

For Unlearning Metrics and Image Anonymization metrics, the following metrics were chosen:

• Number of Non-Anonymous Images Produced: The total count of images in the dataset that re-

main non-anonymized after the anonymization process. Lower values indicate better anonymiza-

tion.

• Number of Patients Identified: The number of unique patients that can still be identified within

the dataset after anonymization.Lower values indicate better anonymization.

• Number of Patients Re-Identified: The number of patients that were originally anonymized but

later re-identified by the unlearned model. Lower values indicate better anonymization.

• Number of New Patients Identified: The number of patients not originally present in the identifi-

cation pool, but newly identified after model unlearning. Lower values indicate better anonymiza-

tion.

• Unlearning Accuracy (%): Corresponds to the proportion of patients anonymized when consid-

ering only those originally identified, computed as shown in Equation 5.5. Higher values indicate

better anonymization.

Unlearning Accuracy=
Patients Originally Identified−Patients Re-Identified by the Unlearned Model

Patients Originally Identified
(5.5)

• Overall Patient Identifiability Ratio (%): The proportion of patients whose identity can be

inferred from the output images, indicating residual information leakage. It is computed as shown

in Equation 5.6. Lower values indicate better anonymization.

Overall Patient Identifiability Ratio =
Patients Identified

Dataset Size
(5.6)

• Overall Dataset Anonymization (%): The proportion of anonymized images in the dataset,

computed as demonstrated in Equation 5.7. Higher values indicate better anonymization.

Overall Dataset Anonymization =
Datase Size - Non-Anonymous Images Produced

Dataset Size
(5.7)

• Average Negative Log Likelihood of the Forget set (NLL): The NLL is used to quantify the

likelihood that a model considers the data points it was trained on. Higher average values in the

Forget set serve as a direct signal of effective unlearning. This metric was described in Section

3.3.3.
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Note that the metrics related to anonymization and unlearning (except for the NLL metric) are com-

puted by performing a patient re-identification attack, inspired by the Anonymization Pipeline described

in Section 4.3.4. This attack, which is also used to define the Forget and Retain sets for the unlearning

methods, will be further detailed in Chapter 6.

5.7 Summary

This chapter presented the experimental setting adopted to perform and evaluate machine unlearning in

the context of generating fully anonymous case-based explanations by removing the influence of specific

patients from the diffusion model, guaranteeing the RTBF and compliance with data privacy laws.

As a model to perform unlearning, a latent diffusion model based on the Medfusion architecture

was selected, as it has shown strong performance in producing realistic synthetic chest X-rays. The

primary dataset used is MIMIC-CXR-JPG, restricted to postero-anterior (PA) views and further refined

by removing mislabeled samples, and Cardiomegaly detection was chosen as the downstream utility

task.

The unlearning scenario is framed as a Data-Point Forgetting Scenario, and its difficulty is assessed

using an Entanglement Score (ES) that quantifies similarity between the Forget and Remain sets in

the model’s latent space. Four unlearning methods were adapted and implemented: Gradient Ascent

(GA), KL-Divergence-based unlearning (KL-away), Subtracted Importance Sampled Scores (SISS), and

Saliency-Guided Unlearning (SalUn).

Finally, the evaluation strategy uses image quality and utility metrics, as well as image anonymiza-

tion and unlearning metrics, allowing evaluation of both effectiveness and side effects of unlearning in

generative medical imaging.



Chapter 6

Generate anonymous case-based
explanations with Machine Unlearning

6.1 Overview

This chapter investigates machine unlearning techniques to mitigate patient privacy leakage in synthetic

medical image generation. We focus on identifying and removing memorized patient-identifiable in-

formation (PII) from diffusion-based generative models, while preserving diagnostic utility. To achieve

this, we first detect memorized patients through a re-identification attack, and then apply different un-

learning strategies to remove their influence from the model, aiming to achieve anonymization without

compromising explanatory value.

6.2 Method

One of the main challenges when using machine unlearning to make models stop generating synthetic

images leaking patients’ identifiable information (PII) is to define the Forget set and Remain set properly.

We considered it crucial to ensure that the Remain set is properly anonymized, so patients whose PII

was not leaked initially would not be compromised during the generalization step.

To identify patients whose identity features have been memorized or leaked, we followed the post-

model anonymization approach used by Campos et al. [11] and Packhäuser et al. [112], which employs

a patient re-identification attack.

As described in Subsection 4.3.4, this approach trains two Siamese Networks: a Verification Net-

work and a Patient Retrieval Network. For each synthetic image, the Patient Retrieval Network retrieves

the three closest real training images (Rank-1, Rank-2, Rank-3) based on embedding similarity. The

Verification Network then compares each synthetic image with its Rank-1 match and computes a sim-

ilarity score. If this score exceeds a predefined threshold of 50%, the synthetic image is flagged as

non-anonymous, since it may correspond to the same patient.

Therefore, to define the Forget and Remain sets, we adopt the following procedure: synthetic images

flagged as anonymous are assigned to the Remain set, while the Forget set consists of all real patient

training images for which at least one corresponding synthetic image exceeded the similarity threshold

51
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of 50%. In simpler terms, if a synthetic image is found to be similar to a real image from a patient, the

Forget set will include all images belonging to that patient that were used in training.

After proceeding with unlearning on the model, using the Forget set and Remain set created, we

generate samples using the same seed used to generate the original synthetic dataset.

Then these generated images are submitted to the same patient re-identification attack for unlearning

and anonymization evaluation.

In Figure 6.1 is possible to see the proposed pipeline to define the Forget Set and Remain set to allow

the deletion of memorized patients’ PII.

Figure 6.1: Pipeline to allow deletion of memorized patients’ PII. Synthetic images from the origi-
nal model are first evaluated using a patient re-identification attack with a Retrieval and a Verification
Network. If the similarity between a synthetic image and its Rank-1 real match exceeds 50%, the corre-
sponding patient is marked as memorized, and all its images used in training are added to the Forget set.
Otherwise, the synthetic image is added to the Remain set. After unlearning, new synthetic samples are
generated with the same seeds and re-evaluated to assess anonymization and unlearning effectiveness.

6.3 Experiments

Image Generation: Images were generated using the Medfusion model [106] architecture. Following

the training settings of the authors, the latent embeddings are encoded using a VAE, which accepts

3×512×512 pixel images and has 8 embedding channels. The diffusion model uses DDIM, has time

and label embeddings of size 1024, and uses a scaled linear noise scheduler with T = 1000, which

varies from B0 = 0.002,BT = 0.02. The model is trained for a maximum of 1001 epochs with an early

stopping patience of 30 epochs. We generate 4000 synthetic images for the MIMIC-CXR-JPG [73],

with a balanced split between positive and negative cases of Cardiomegaly.
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Patient Retrieval and Verification Networks: Similar to what was employed by Packhäuser et al.

[112] and Campos et al. [11], the verification model was trained for a maximum of 100 epochs with an

early stopping criterion of 5 epochs, using the Adam optimizer with 3×256×256 images and a learning

rate of 0.0001. The retrieval network was trained for 30 epochs in the first phase, during which the model

backbone is frozen, and 50 epochs during the second phase, where all parameters are unfrozen. In both

phases, a learning rate of 0.158489 with weight decay of 1e−5 was used. The verification model was

trained using the Adam optimizer with 3× 256× 256 images and a learning rate of 0.0001, and for a

maximum of 100 epochs with an early stopping patience criterion of 5 epochs.

Unlearning Methods: Each unlearning technique was limited to be performed for a maximum of

100 epochs, with an early stopping patience criterion of 10 epochs. This choice was motivated by the

recommendations of Xue et al. [148], who argue that the unlearning process should be precise and

efficient compared to a full retraining of the model and therefore suggest structuring the unlearning

steps to approximately 10% of the total training epochs.

6.4 Results and Discussion

Image Generation: Tables 6.1 and 6.2 present the evaluation of image quality and utility, respectively,

for images generated by the model before unlearning. The same metrics are used to assess images

generated after applying the unlearning methods, allowing these pre-unlearning values to serve as a

baseline for understanding the effects of the unlearning techniques.

Table 6.1: Quantitative evaluation of the images generated using the Medfusion model before unlearn-
ing.

Synthetic dataset size FID (↓) P (↑)

4000 53.50 80.57

Table 6.2: Utility evaluation of the images generated using the Medfusion model before unlearning.

Synthetic dataset size ACC (↑) F1-Score (↑) AUC (↑)

4000 84.16% 72.21% 0.88

Retrieval and Verification Networks: The patient retrieval and verification models successfully allow

patient re-identification, as shown in Tables 6.3 and 6.4, respectively. To evaluate the verification

model, the Area under the Receiver Operating Characteristic (AUC), Precision (P), Recall (R), and F1

score were calculated. Equation 6.1 calculates R-precision as the number of relevant images retrieved

(r) inside the first R images, where R represents the total number of relevant images in the dataset.

Equation 6.2 shows the mAP@R, which is the average precision at R (AP@R) for each query. During

this process, 885 images from the original set were identified as non-anonymous, containing personally

identifiable information (PII) from 631 different patients. The total Remain set consisted of 3115 images.
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R-Precision =
r
R

(6.1)

mAP@R =
1
Q

Q

∑
i=1

APi@R (6.2)

Table 6.3: Quantitative evaluation of patient retrieval model.

mAP@R (↑) P@1 (↑) R-Precision (↑)

89.47 97.13 89.95

Table 6.4: Quantitative evaluation of patient verification model.

AUC (↑) ACC (↑) F1 (↑) P (↑) R (↑)

99.06 96.06 92.29 93.12 91.47

Unlearning Methods The overall evaluation results for the unlearning methods employed are pre-

sented in Table 6.5. The metrics for the approaches using Gradient Ascent and Saliency Unlearning

with Gradient Ascent are not included because, as it is possible to see in Figure 6.2, they led to over-

forgetting. The images progressively degrade into unstructured noise or completely blacked-out areas,

demonstrating that the unlearning procedure was too aggressive, causing the model to lose all meaning-

ful representations rather than selectively forgetting the target information. These results indicate that

Gradient Ascent may be inappropriate for machine unlearning in this context, as it lacks the necessary

regularization to maintain model stability during the forgetting process.

Figure 6.2: Images produced by the mixup of the SalUn localization strategy with Gradient Ascent (On
the top row) and by Gradient Ascent Unlearning Algorithm (On bottom row).
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Anonymization and Unlearning Analysis When it comes to anonymization and unlearning, it is

possible to see that all unlearning strategies improved anonymization compared to the baseline model.

Specifically, the number of non-anonymous images and re-identified patients decreased across all meth-

ods, with SISS achieving the highest values for unlearning and anonymization. Furthermore, the consis-

tent increase in NLL across methods indicates that the models are effectively diverging from memorized

patient-specific information and performing Unlearning. In Figure 6.5 is presented a visual representa-

tion of how different approaches anonymize the same synthetic image, associated with a patient.

Our results indicate that full-parameter approaches (KL-Away and SISS) achieved slightly better

anonymization than localized unlearning methods such as those based on SalUn.

Even when looking at the results using SalUn with different sparsity masks, it is possible to see that

lower sparsity led to better unlearning performance. This suggests that a less conservative selection of

salient weights, where a larger fraction of parameters are updated during the unlearning steps, improves

the model’s ability to erase PII from the patients selected. In practice, higher sparsity corresponds to a

threshold that restricts updates to a smaller subset of parameters. This suggests that restrictive, highly

localized updates may be insufficient to allow the full removal of the PII from the patients selected.

Figure 6.3 shows examples where KL-Away achieves better anonymization than the KL-Away +

SalUn variants.

Figure 6.3: Comparison of anonymization quality. KL-Away effectively removes patient-specific fea-
tures, while KL-Away + SalUn approaches fail to anonymize.

Image-Quality and Utility Analysis In general, we can conclude that all unlearning techniques

led to a decrease in the image quality and utility of the generated datasets, when compared to the syn-

thetic dataset produced by the model before unlearning. However, the results show that the SalUn

method with 50% sparsity is the best at preserving diagnostic performance and image utility and fidelity

among the different unlearning methods. In contrast, increasing sparsity to 30% of the mask or using

KL-Away alone results in a gradual decline in both utility and quality metrics, with SISS showing the
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strongest deterioration, with accuracy and F1 dropping below 50% and image quality metrics such as

FID reflecting severe degradation.

Trade-Off Between Image Quality and Utility vs Anonymization Although SISS was initially

expected to be the most suitable algorithm for this task, the results show that while it achieves the

strongest anonymization performance, with the lowest identifiability rates and the highest unlearning ac-

curacy (81.30%), this comes at a significant cost: as unlearning strength increases, particularly in SISS,

there is a degradation in image utility metrics (ACC, F1, and AUC) and image quality, suggesting that

stronger anonymization reduces diagnostic fidelity. The degradation of image quality after unlearning

with the SISS method is showcased in Figure 6.4. In contrast, KL-Away and its variants (SalUn+KL-

Away) offer a more favorable balance, attaining high anonymization levels while decreasing less the

overall diagnostic performance. From all of these techniques, Salun+KL-Away with a 50% sparsity

mask may be the most balanced method. These findings highlight a trade-off between anonymization

and usability, indicating that although SISS maximizes privacy, approaches like Salun+KL-Away are

preferable when both privacy and diagnostic fidelity must be maintained.

Figure 6.4: Examples of the images produced with the SISS unlearning technique, showcasing the image
quality degradation.

Why couldn’t we forget all patients originally identified? Although the overall anonymization

of the dataset improved with unlearning, and the patient identifiability ratio decreased, it is noticeable

that not all patients were successfully forgotten. This showcases the need for an unlearning technique

that applies machine unlearning to a set of different entities at once in I2I diffusion models. The found

literature that applied unlearning in Image-to-Image diffusion models [3] only performed the unlearning

entity by entity, and not at once, which can be much less efficient when we want to forget a larger number

of entities. Another explanation for the incomplete forgetting of patients is the inherent difficulty of this

unlearning task. Forgetting specific, memorized PII is a much finer-grained task than forgetting an

entire class like "car" or a concept like "nudity". In our setup, the Forget set consists of training images

whose PII was memorized and leaked in the model’s outputs. Moreover, the average entanglement score
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between the Forget and Remain sets, computed as described in subsection 5.2.1, is 76%, which is a

relatively high degree of entanglement. According to Fan et al. [38], sets with high entanglement scores

or those with samples that are strongly memorized by the model are particularly challenging to unlearn,

since their influence is more deeply embedded in the model. Our unlearning scenario satisfies both of

these conditions, which may explain, at least in part, why some patients could not be fully forgotten.

Why are new patients being re-identified When analyzing the results, it is possible to see that the

machine unlearning techniques compromise the PII of patients who were not identified initially. At first,

this result seems inconsistent, given that the Remain set was explicitly designed to be anonymous to mit-

igate the risk of re-identification of new patients. A reason for this is that relying on a subset of synthetic

images, treating only the patients revealed in that subset as the patients "memorized", logically does not

guarantee that the other patients are not still memorized by the model. So, although these unlearning

methods allow for achieving better anonymization on the subset of patients initially identified, it does

not guarantee that complete anonymization for all the patients involved in training, and which PII may

have been memorized, but not leaked in the initial subset generated. Moreover, our current approach to

construct the Forget and Remain sets only considers the rank-1 (most similar) retrieved image to deter-

mine patient correspondence. However, synthetic images may leak information from multiple patients

simultaneously. A synthetic image flagged as non-anonymous based on similarity to one patient may

also contain features from other patients (rank-2, rank-3 matches) that are not captured in our Forget

set. This means some patient information remains embedded in the model through these unaccounted

associations, and is then revealed by the unlearning methods. Further experiments in Chapter 7 will

investigate alternative strategies for Forget and Remain set definition to try to address this limitation.

6.5 Summary

In this chapter, we explored the use of machine unlearning to mitigate privacy risks in diffusion-based

medical image generation. By defining Forget and Remain sets through a patient re-identification attack

using retrieval and verification networks, we identified patients whose personally identifiable informa-

tion (PII) was memorized by the model and selectively applied unlearning techniques to remove such

information.

Our experiments showed that while unlearning consistently reduced patient identifiability and im-

proved anonymization, it also introduced a trade-off with image quality and diagnostic utility. Full-

parameter approaches such as KL-Away and SISS proved to be more effective at eliminating PII than

localized strategies, such as SalUn, which may reflect the distributed nature of memorization in latent

diffusion models. However, stronger anonymization methods, particularly SISS, also led to significant

degradation in image fidelity and diagnostic performance.

Overall, KL-Away and its variants offered a more balanced compromise, achieving high levels of

anonymization while retaining diagnostic relevance. However, their inability to completely forget all

initially identified patients underscores both the need for new unlearning methods capable of forgetting

multiple entities simultaneously and the inherent challenges of unlearning in this setting.
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Table 6.5: Evaluation of the datasets’ images by the different unlearning metrics across the various
metrics.

Metric Synthetic SalUn + KL-Away
Sparsity 50%

SalUn + KL-Away
Sparsity 30%

KL-Away SISS

Anonymization and
Unlearning Metrics:

Number of non-anonymous (↓)
images produced

885 766 708 602 525

Number of Patients Identified (↓) 631 366 331 289 271

Number of Patients
Re-identified (↓)

– 147 145 133 118

Number of New Patients Identified
(↓)

– 192 186 156 153

Unlearning Accuracy (%) (↑) – 76.70% 77.02% 78.92% 81.30%

Overall Dataset Anonymization
(%) (↑)

77.88% 80.85% 82.23% 84.94% 86.85%

Overall Patient Identifiability Ratio
(%) (↓)

15.77% 9.15% 8.28% 7.23% 6.78%

NLL (↑) 10.82 11.15 11.56 12.02 21.01

Image Utility Metrics:

ACC (%) (↑) 84.16% 80.09% 77.16% 76.02% 41.22%

F1-SCORE (%) (↑) 72.21% 74.83% 71.22% 70.99% 40.90%

AUC (↑) 0.88 0.85 0.87 0.83 0.52

Image Quality Metrics:

FID (↓) 53.50 81.15 85.13 84.91 179.2

P (↑) 80.57% 78.02% 75.72% 68.60% 21.02%

Another limitation of the pipeline presented was the fact that although the unlearning techniques

employed reduced the number of non-anonymous images and re-identified patients, they also intro-

duced new privacy risks. In particular, some patients who were initially considered anonymous became

identifiable after unlearning. This outcome suggests that defining Forget and Remain sets solely based

on the subset of synthetic images flagged as leaking PII is insufficient, as other patient identities may

still be memorized but were not detected in the initially generated dataset. Therefore, while unlearn-

ing enhances privacy overall, it does not guarantee complete protection, highlighting the need for more

comprehensive strategies for Forget–Remain set construction.

These findings motivate further exploration of machine unlearning techniques for generating anony-

mous case-based explanations, as other anonymization methods, such as Disentanglement or Differential
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Privacy, currently offer better trade-offs.

Figure 6.5: Examples where all identified patients could be anonymized by the different unlearning
methods. In cases where all KL-Away variants succeed, the resulting images appear visually similar,
although KL-Away without a saliency mask introduces more noticeable differences compared to the
original synthetic image. The figure also highlights quality and utility degradation with SISS: in the
middle row, SISS produces an image with cardiomegaly, reducing clinical utility, whereas the other
methods preserve the absence of cardiomegaly.



Chapter 7

Improvement-Oriented Experiments

7.1 Overview

Based on the findings presented in Chapter 6, this chapter addresses the identified limitations and evalu-

ates the hypotheses formulated in response, intending to improve the results obtained. Section 7.2 tests

a different method to define the Forget and Remain set, to see if it is possible to mitigate the number

of new patients being identified. In Section 7.3, an experiment is carried out to verify if it would be

possible to forget some of the patients that could not be forgotten by any of the unlearning techniques

tested when applying unlearning individually to them. The chapter ends with Section 7.4 presenting a

summary and remarking notes.

7.2 Defining Different Forget and Remain Sets

In Chapter 6, one of the identified limitations was that new patients, who were not initially flagged as

having their PII memorized by the model, were identified after unlearning. A possible reason for this

outcome is that our method only considered the similarity score of the rank-1 image from the Retrieval

Network when defining the forget and Remain sets, which could overlook cases where synthetic images

leak information from multiple patients simultaneously. To investigate this hypothesis, we designed an

experiment in which the Forget and Remain sets are redefined to account for higher-rank retrievals.

7.2.1 Method

We employed the same generative model, patient retrieval, and verification networks as in Chapter 6.

The key difference was in the construction of the Forget and Remain sets: instead of relying only on

the rank-1 retrieved image, we computed similarity scores between each synthetic image and its three

closest retrieved images (rank-1, rank-2, and rank-3). If the similarity with any of these exceeded the

50% threshold, all corresponding patient images used in training were included in the Forget set. This

adjustment aimed to capture cases where synthetic images may embed features from multiple patients

simultaneously.

A visual overview of this method is present in Figure 7.1.

Using this method, 1412 images were identified as non-anonymous, resulting in a Remain set of

2588 images. Then, unlearning was performed with these sets, and new samples were generated using

60
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the same seeds as the original synthetic dataset. The resulting datasets were evaluated with the same

patient re-identification attack, along with image quality and utility metrics.

Given the collapse observed with Gradient Ascent and its saliency-based variant (SalUn + GA) in

Chapter 6, these techniques were excluded from the present experiments.

Figure 7.1: Redefined pipeline for detecting memorized patients’ PII. Unlike the initial approach, which
only considered the rank-1 retrieved image, this method evaluates similarity scores with the top-3 re-
trieved images. Patients associated with any retrieval above the similarity threshold are added to the
Forget set, capturing cases where synthetic images embed features from multiple patients simultane-
ously.

7.2.2 Results and Discussion

The overall results obtained using this method are presented in Table 7.1.

This experiment helped clarify that some synthetic images were indeed leaking information from

multiple patients simultaneously, as reflected in the larger number of non-anonymous images and pa-

tients identified compared to the original experiment, and that some patients were not being captured by

the previous method.

However, as this method was also not able to fully prevent the identification of new patients, it rein-

forced the fact that memorized patients cannot be captured only through a subset of generated images,

highlighting the need for methods that more comprehensively detect all memorized patients to construct

a Forget set that contains all memorized patients. This also highlighted that the unlearning methods

could not forget all memorized entities by only identifying a subset of them. Future work could explore
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the use of attacks such as membership inference attacks (MIA) to more effectively identify and retrieve

memorized patients.

Moreover, the increase in the number of patients identified to be unlearned, made the trade-off

between localized and full-parameter approaches more evident: localized methods preserved good image

quality and utility, while full-parameter techniques degraded even more their image quality compared to

the original experiment, while achieving higher unlearning accuracy.

This behavior can be explained by the scope of parameter updates during unlearning. Localized

methods restrict modifications to a subset of parameters most responsible for memorization, which al-

lows them to perform unlearning while preserving the broader representational capacity of the model,

while full-parameter approaches update the entire network, which can amplify forgetting but also disrupt

unrelated regions of the network. With a larger Forget Set, this broad disruption became more evident,

resulting in stronger degradation of image quality and utility compared to localized techniques.

Lastly, these results foster the development of new unlearning techniques that guarantee better dele-

tion of patients identified in this specific scenario of medical image anonymization, as we were unable

to forget all identified patient information. Unfortunately, with the tested unlearning methods, we could

conclude that other anonymization methods, such as Disentanglement or Differential Privacy, currently

offer better trade-offs.

7.3 Forgetting a Single Patient

Alberti et al. [3] performed data-point unlearning on diffusion models by targeting one instance at a

time. Building on this, we hypothesized that the limited effectiveness in removing the influence of all

originally identified patients may be due to the techniques tested struggling to achieve full unlearning

accuracy when the Forget set contains multiple patients, rather than a single one.

7.3.1 Method

To assess whether certain patients could not be forgotten due to this limitation, we selected three patients

whose images resisted forgetting across all previous methods. We then performed unlearning individ-

ually on each of these patients. For each case, the Forget set consisted of all images belonging to the

target patient, while the Remain set was the one obtained in Section 7.2. This experiment was performed

with the unlearning technique of KL-Away, as it seemed the most suitable, considering the previously

obtained results.

7.3.2 Results and Discussion

Using this setup, we were able to successfully unlearn one of the three selected patients. This outcome

highlights two important insights: (i) unlearning at the level of a single patient can in some cases be more

effective than attempting to forget multiple patients at once, supporting our hypothesis about scalability

limitations of current methods, and (ii) the inability to forget two of the patients underscores the high

entanglement of the data, and the need for new unlearning strategies specifically tailored for data-point

unlearning in diffusion models.
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Table 7.1: Evaluation of the datasets’ images by the different unlearning metrics across the various
metrics.

Metric Synthetic SalUn + KL-Away
Sparsity 50%

SalUn + KL-Away
Sparsity 30%

KL-Away SISS

Anonymization and
Unlearning Metrics:

Number of non-anonymous (↓)
images produced

1412 919 846 608 567

Number of Patients Identified (↓) 1197 795 718 529 497

Number of Patients
Re-identified (↓)

– 403 383 317 314

Number of New Patients Identified
(↓)

- 392 335 212 183

Unlearning Accuracy (%) (↑) – 66.33% 68.00% 73.52% 73.77%

Overall Dataset Anonymization
(%) (↑)

64.70% 77.03% 78.85% 84.80% 85.08%

Overall Patient Identifiability Ratio
(%) (↓)

29.93% 19.86% 17.95% 13.12% 12.43%

NLL (↑) 10.84 12.19 12.59 13.18 20.12

Image Utility Metrics:

ACC (%) (↑) 84.16% 80.09% 75.11% 60.18% 41.78%

F1-SCORE (%) (↑) 72.20% 74.29% 70.91% 65.12% 41.02%

AUC (↑) 0.88 0.87 0.86 0.83 0.53

Image Quality Metrics:

FID (↓) 53.50 85.57 91.54 101.86 189.23

P (↑) 80.57% 77.20 74.85 61.17 20.45

Future research should focus on developing techniques that can guarantee patient-level forgetting

even in challenging and highly entangled scenarios, and also techniques that can do this with all memo-

rized patients at once, since applying unlearning individually, instance by instance, would not be practi-

cal or efficient in this scenario.

Figure 7.2 illustrates the anonymization process for the patient we were able to forget in this exper-

iment, showing the real image, its most similar synthetic image before unlearning, and the anonymized

images generated after unlearning.
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Figure 7.2: Visual example of the successful example in the single-patient unlearning experiment. The
top row shows the real image of the target patient; the middle row presents the most similar synthetic
images (non-anonymous) before unlearning, and the bottom row shows the anonymized images obtained
after unlearning with KL-Away.

7.4 Summary

This chapter explored improvement-oriented experiments designed to address the limitations identified

in Chapter 6. First, we redefined the Forget and Remain sets by considering higher-rank retrievals, which

revealed that synthetic images can indeed leak information from multiple patients simultaneously. Al-

though this adjustment increased the number of identified patients and reduced the Remain set, it did not

eliminate the appearance of new patients after unlearning. These findings highlighted the need for more

comprehensive methods to detect memorization and construct effective Forget sets, with membership-

inference attacks (MIA) proposed as a promising direction.

The second experiment investigated unlearning at the patient level by applying unlearning individ-

ually to patients who had previously resisted unlearning under the different techniques. The results

demonstrated that single-patient unlearning can, in some cases, improve effectiveness. However, the

persistence of patients resistant to forgetting underscores the limitations of current approaches and high-

lights the need for better unlearning methods capable of achieving patient-level forgetting.

In general, these experiments clarified trade-offs between localized and full-parameter approaches,

emphasized the challenges of completely removing memorized patient information, and motivated fu-

ture research toward developing unlearning strategies that can achieve reliable patient-level deletion in

diffusion-based medical image models.



Chapter 8

Conclusion and Future Work

This dissertation explored how machine unlearning (MU) can be applied to diffusion-based generative

models to enable the generation of privacy-preserving, case-based explanations in federated learning

(FL) environments. The motivation arose from two pressing challenges: (i) the risk of data leakage

through memorization in generative models, and (ii) regulatory requirements for anonymization and

compliance with the "Right to Be Forgotten" (RTBF) under privacy regulations such as the GDPR.

The systematic review confirmed the novelty of this research by revealing a lack of prior work on MU

for medical imaging synthesis with generative models, and a very limited number of studies addressing

data-point unlearning in diffusion models. In particular, no previous research has focused on forgetting

at the patient level in generative models for medical imaging, despite the privacy risks associated with

these.

In this work, we used a re-identification attack to identify patients whose features were memo-

rized by a diffusion model and applied unlearning to those patients. Two approaches based on this

re-identification attack were tested to create the Forget Set. However, neither was able to capture all the

patients memorized by the model. As a result, although we successfully unlearned most of the patients

initially identified, the model continued generating synthetic images containing identifiable information

from other patients. This limitation highlights the need for improved and more efficient methods to

retrieve all memorized patients for inclusion in the Forget set.

We also proposed a new method tailored for machine unlearning in I2I diffusion models: Kl-Away.

KL-Away leverages the Kullback–Leibler divergence between the current model and a frozen copy of

the original model on the Forget set. By maximizing this divergence, the method explicitly pushes

the model’s predictions away from its previously memorized outputs, thereby erasing prior knowledge

of forgotten samples. Simultaneously, training on the Remain set with the standard diffusion loss helps

preserve performance and generalization. The experimental results demonstrated that this new technique

achieved competitive performance: it successfully reduced patient identifiability and achieved good

Unlearning Accuracy.

However, neither of the machine unlearning techniques tested allowed the complete removal of all

initially identified patients, and all techniques led to a decrease in the image quality and utility of the

samples generated. This limitation can be partly explained by the high entanglement between Forget and

Remain sets in the latent space, which makes patient-level forgetting in diffusion models particularly

challenging.
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Nevertheless, these results also highlight the need for new unlearning techniques, especially tailored

for diffusion models, that can perform robust and scalable data-point unlearning in these models. In

particular, there is a literature gap on methods capable of removing multiple identities at once in image-

to-image diffusion models.

Unfortunately, attending to the results obtained with the tested machine unlearning techniques, other

anonymization methods, such as Disentanglement or Differential Privacy, currently offer better trade-

offs.

Future research could build on this dissertation in several directions:

• Use different methods to evaluate memorization and create the Forget Set. To allow the

model to forget all memorised patients’ images, these must be, in the first place, included in the

Forget set. Future research could investigate the use of membership inference attacks (MIA),

adversarial auditing techniques, or hybrid strategies that combine signal-based and latent-space

analyses. This would allow for a more complete Forget set, thereby improving the effectiveness

of unlearning.

• Evaluate with other metrics: Future work could evaluate unlearning methods with (i) attack-

based audits such as MIA, (ii) system-level measures such as GPU memory consumption and

runtime, and (iii) privacy-utility trade-offs, comparing MU directly with alternatives like differen-

tial privacy or disentanglement.

• Focus on Unlearning a Single Entity: Future research could extend the proposed methods to the

unlearning of a single entity (e.g., a specific patient). This scenario has not yet been explored in

the context of medical image generation and could provide valuable insights into the feasibility

and limitations of unlearning in the medical context.

• Development of unlearning techniques that forget multiple entities at once. Current methods

in the literature, such as the original SISS by Alberti et al. [3], perform unlearning individually on

each entity they want to remove from the model, making it inefficient to remove multiple entities

at once. Future work should focus on designing unlearning strategies capable of forgetting groups

of entities memorized in bulk, which would be more efficient and more relevant to clinical privacy

requirements.

• Extension beyond chest X-rays or medical imaging. Although this work focused on car-

diomegaly detection in chest X-rays, the framework should be validated across other modalities

such as CT or MRI and across different non-medical datasets. This would help assess the gener-

alizability and robustness of the unlearning in diffusion models.
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A.2 Derivation of KL Simplification under Gaussian Assumption

In this appendix, we provide the derivation showing how the KL divergence between two diffusion

posteriors reduces to an L2 distance between predicted noise vectors under the Gaussian assumption.

KL divergence between Gaussians with equal variance

At diffusion step t, the reverse-process posterior in a DDPM-style model is Gaussian:

pθ (xt−1 | xt ,c) = N
(
µθ (xt , t,c), σ

2
t I
)
,

where the mean µθ depends on the noise predictor ε̂θ :

µθ (xt , t,c) =
1
√

αt

(
xt −

βt√
1− ᾱt

ε̂θ (xt , t,c)
)
.

Consider the current model θ and a frozen teacher θ0. Their conditional distributions are

pθ (· | xt ,c) = N (µθ ,σ
2
t I), pθ0(· | xt ,c) = N (µθ0 ,σ

2
t I).

For two Gaussians with the same covariance σ2
t I, the KL divergence simplifies to

DKL
(
N (µθ ,σ

2
t I) ∥N (µθ0 ,σ

2
t I)

)
=

1
2σ2

t
∥µθ −µθ0∥

2.
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Relation to noise predictions

From the mean parameterization, the difference in means is linear in the noise predictions:

µθ −µθ0 =−κt
(
ε̂θ − ε̂θ0

)
, κt =

βt√
αt
√

1− ᾱt
.

Substituting gives

DKL(pθ ∥ pθ0) =
κ2

t

2σ2
t
∥ε̂θ − ε̂θ0∥

2.

Final form

Therefore, under Gaussian diffusion assumptions with fixed variance, the KL divergence between teacher

and student distributions is proportional to the squared distance between their noise predictions:

DKL(pθ ∥ pθ0) ∝ ∥ε̂θ − ε̂θ0∥
2.

In practice, the proportionality constant depends only on the noise schedule and can be absorbed

into the weighting factor λ . This motivates the use of the surrogate unlearning loss

Lunlearn =−1
2∥ε̂θ − ε̂θ0∥

2,

which maximizes divergence from the frozen teacher’s predictions on the forget set.


	Front Page
	Table of Contents
	List of Figures
	List of Tables
	1 Introduction
	1.1 Context
	1.2 Problem and Motivation
	1.3 Research Questions
	1.4 Main Contributions
	1.5 Dissertation Structure

	2 Background
	2.1 Overview
	2.2 Data Protection Regulations
	2.3 Federated Learning
	2.4 Case-Based Explanations
	2.4.1 Case-Based Explanation Retrieval in Centralized Setting
	2.4.2 Case-Based Explanation Retrieval in Federative Setting
	2.4.3 Privacy-Aware Case-Based Explanations

	2.5 Machine Unlearning
	2.5.1 Categories of Machine Unlearning
	2.5.2 Common Machine Unlearning Baselines

	2.6 Diffusion Models
	2.6.1 Diffusion Probabilistic Models (DPM)
	2.6.2 Denoising Diffusion Implicit Models (DDIMs)
	2.6.3 Latent Diffusion Models (LDMs)
	2.6.4 Medical Image Generation with Diffusion Models

	2.7 Summary

	3 Literature Review: Machine Unlearning as a Data Removal Tool in Generative Models
	3.1 Overview
	3.2 Document Retrieval Methodology
	3.2.1 Research Domain
	3.2.2 Identification Phase
	3.2.3 Screening Phase
	3.2.4 Screening Phase Results
	3.2.5 Eligibility Phase
	3.2.6 Included Documents

	3.3 Machine Unlearning in Generative Models
	3.3.1 Unlearning Scenarios
	3.3.2 Type of Models used in Unlearning in Generative Models 
	3.3.3 Common Unlearning Evaluation Metrics

	3.4 Applications of Machine Unlearning in Federated Learning
	3.4.1 Horizontal Federated Learning (HFL)
	3.4.2 Vertical Federated Learning (VFL)

	3.5 Applications of Machine Unlearning in Medical Imaging
	3.5.1 Image Classification
	3.5.2 Image Harmonization and Bias Removal
	3.5.3 Image Generation and Reconstruction

	3.6 Related Work
	3.6.1 Saliency Unlearing (SalUn)
	3.6.2 KL–L2
	3.6.3 Subtracted Importance Sampled Scores (SISS)
	3.6.4 Erase to Enhance (MRI Unlearning)

	3.7 Summary

	4 Literature Review: Anonymization Techniques in Medical Imaging
	4.1 Overview
	4.2 Document Retrieval Methodology
	4.3 Image Anonymization Techniques
	4.3.1 Classic methods
	4.3.2 Deep Learning Based Methods
	4.3.3 In-Model Methods
	4.3.4 Post-Model Methods

	4.4 Image De-Anonymization Techniques
	4.4.1 Re-Identification Attacks (Explanation Access)
	4.4.2 Model Exploitation Attacks (Black-Box and White-Box Access)
	4.4.3 Adversarial Queries (Black-Box Access)

	4.5 Summary

	5 Machine Unlearning Experimental Setup
	5.1 Overview
	5.2 Machine Unlearning Scenario
	5.2.1 Difficulty Assessment of Unlearning Scenario

	5.3 Model Choice
	5.4 Dataset and Task Choice
	5.4.1 Data Preprocessing: Eliminating Mislabeled Samples

	5.5 Machine Unlearning Methods
	5.5.1 Gradient Ascent (GA)
	5.5.2 KL-Divergence based Unlearning (KL-away)
	5.5.3 Subtracted Importance Sampled Scores (SISS)
	5.5.4 Saliency Unlearning (SalUn)

	5.6 Evaluation Metrics
	5.7 Summary

	6 Generate anonymous case-based explanations with Machine Unlearning
	6.1 Overview
	6.2 Method
	6.3 Experiments
	6.4 Results and Discussion
	6.5 Summary

	7 Improvement-Oriented Experiments
	7.1 Overview
	7.2 Defining Different Forget and Remain Sets
	7.2.1 Method
	7.2.2 Results and Discussion

	7.3 Forgetting a Single Patient
	7.3.1 Method
	7.3.2 Results and Discussion

	7.4 Summary

	8 Conclusion and Future Work
	References
	A Appendix A
	A.1 Declarations
	A.2 Derivation of KL Simplification under Gaussian Assumption


