[BPORTO

FACULDADE DE ECONOMIA
UNIVERSIDADE DO PORTO

FRAUD: THE RIPPLING EFFECTS OF HIGH-RISK NODES REMOVAL
IN FINANCIAL NETWORKS

Daniel Tavares Ribeiro

Dissertation

Master in Economics and Business Administration

Supervised by
Pedro Campos, PhD

Jacopo Bono, PhD

2025






Acknowledgements

First and foremost, I would like to thank those who guided me throughout this journey. To
Professor Pedro Campos, for his unwavering support, insightful guidance, and for providing
a strong academic and economic perspective that shaped this work from start to finish. To
Dr. Jacopo Bono, for his availability, and for enriching this thesis with valuable real-world
insights drawn from his experience at Feedzai. His practical perspective greatly comple-
mented the academic approach and helped bring this work closer to real-world relevance.

I would also like to express my gratitude to my parents and my sister for their unconditional
support, encouragement, and for being the foundation that allows me to pursue my goals.

Finally, to my friends, thank you for your motivation, patience, and for always being there

throughout this process.



Abstract

This study investigates the dynamics of financial fraud propagation and detection through
the lens of high-risk node behaviour within financial transaction networks. Utilizing a syn-
thetic yet statistically grounded dataset derived from the PaySim simulator, this work explores
the effectiveness of various machine learning and graph-based models, including Isolation
Forests, Random Forests, Graph Neural Networks (GNNs), and Graph Recurrent Neural
Networks (GRNNS), in detecting fraudulent transactions. The research implements exten-
sive feature engineering and data augmentation techniques, notably SMOTE and Self-Atten-
tion Generative Adversarial Networks (SAGAN), to address the inherent class imbalance of
fraud datasets. A graph-based representation of transactional data enables the analysis of
relational structures and temporal dynamics, essential for understanding systemic risk intro-
duced by high-risk nodes. Furthermore, the study integrates agent-based simulations to eval-
uate the ripple effects of systematically removing high-risk agents from the network. Com-
plementing these analyses, the research incorporates centrality metrics and community de-
tection through the Louvain algorithm to investigate the structural properties of the network
and assess the systemic impact of targeted interventions. The results demonstrate that the
removal of structurally influential agents induces measurable shifts in network topology, in-
cluding increased modularity, fragmentation into smaller communities, and redistribution of
structural influence among remaining nodes. These structural transformations effectively
constrain pathways for coordinated fraudulent activity while preserving detection system sta-
bility. Empirical results further demonstrate that ensemble models incorporating Isolation
Forests, Random Forest, and GRNN classifiers outperform standalone models in both de-
tection accuracy and economic cost reduction. The findings highlight the critical role of net-
work topology, structural influence, and dynamic agent behaviour in shaping the effective-
ness of fraud detection strategies, offering insights into both technical performance and sys-
temic impact. Collectively, these results contribute to a more robust, structurally informed,

and economically grounded framework for combating financial fraud in digital ecosystems.
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Resumo

O presente estudo investiga a dinamica da propagac¢ao e detegao de fraude financeira através
da analise comportamental de nés de alto risco em redes de transagdes financeiras. Utilizando
um conjunto de dados sintéticos, mas estatisticamente fundamentado, gerado pelo simulador
PaySim, o trabalho avalia a eficacia de diversos modelos de aprendizagem e de redes neuro-
nais baseadas em graficos, incluindo Isolation Forests, Random Forests, Graph Neural
Networks (GNNs) e Graph Recurrent Neural Networks (GRNNs), na dete¢ao de transagdes
fraudulentas. Técnicas avancadas de engenharia de variaveis e gera¢ao de dados, como o
SMOTE e Self-Attention Generative Adversarial Networks (SAGAN), sao aplicadas para
mitigar o desequilibrio das classes. A representagao grafica dos dados permite analisar as
estruturas relacionais e as dinamicas temporais, aspetos essenciais para compreender o risco
sistémico introduzido pelos nés de alto risco. Adicionalmente, o estudo integra simulagoes
baseadas em agentes para avaliar os efeitos da remocao sistematica de agentes de alto risco
da rede. Complementando estas analises, o trabalho incorpora métricas de centralidade e
dete¢ao de comunidades através do algoritmo de Louvain, com o objetivo de investigar as
propriedades estruturais da rede e avaliar o impacto sistémico de intervengdes direcionadas.
Os resultados demonstram que a remogao de agentes estruturalmente influentes induz alte-
ragdes mensuraveis na topologia da rede, incluindo o aumento da modularidade, a fragmen-
tacdo em comunidades mais pequenas e a redistribui¢ao da influéncia estrutural entre os nés
remanescentes. Estas transformagdes estruturais contribuem para limitar os caminhos dis-
poniveis para atividades fraudulentas coordenadas, enquanto preservam a estabilidade do
sistema de dete¢ao.Os resultados empiricos demonstram ainda que os modelos de ensemble
que combinam Isolation Forests, Random Forest e GRNNs superam consistentemente os
modelos individuais, tanto em termos de precisao na dete¢ao como de redugao do custo
econémico associado a fraude. As conclusées realcam o papel critico da topologia da rede,
da influéncia estrutural e do comportamento dinamico dos agentes na eficacia das estratégias
de detecao de fraude, oferecendo contributos relevantes tanto para o desempenho técnico
como para a compreensao do impacto sistémico. No seu conjunto, estes resultados contri-
buem para um enquadramento mais robusto, informado pela estrutura da rede e economi-

camente sustentado, para o combate a fraude financeira em ecossistemas digitais.
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1. Introduction

Fraud in financial transactions is a deliberate act of deception or manipulation that results in
financial gain for perpetrators or harm to victims. Fraud's pervasive nature is underscored
by its economic and systemic impact. In 2019, fraudulent transactions across the Single Euro
Payments Area reached 1870 million euros, with the eurozone accounting for 1030 million
euros of fraudulent card transactions (European Central Bank, 2021). More recent figures
reveal a sharp rise in financial fraud worldwide, with the European Banking Authority re-
porting 4300 million euros in fraud losses for 2022 and 2000 million euros in the first half of
2023 alone (European Banking Authority, 2024). The Federal Trade Commission reported
8800 million dollars lost due to fraud in 2022, 2600 million more than the previous year. In
2023 the value increased again to over 10000 million dollars (Federal Trade Commission,
2024).

This rise in financial fraud is intricately linked to the structure and dynamics of financial
networks. A financial network can be understood as a graph-based representation of financial
systems, where nodes signify entities such as accounts, banks, or institutions, and edges rep-
resent transactional relationships (Brito et al., 2018a). Within these networks, certain nodes
exhibit characteristics that mark them as high-risk nodes, entities significantly more likely to
be involved in fraudulent or suspicious activities. These high-risk nodes often play a critical
role in the dissemination of fraud, as their connections and behaviours can propagate risk
throughout the network. The increasing volume of online transactions has amplified the role
of social network interactions within financial networks. These interactions encompass the
behavioural and relational dynamics among nodes, such as trust-based relationships, influ-
ence, and the pathways through which fraud spreads. For example, fraudulent schemes fre-
quently exploit interconnected nodes to propagate deceptive activities, leveraging existing
trust relationships to minimize detection. The degree of technical knowledge required to
commit fraud is now minimal, as card and personal details can be purchased on the dark web
or even downloaded for free. Data breaches are driving the supply and providing the source
material for the growing number of fraud cases. In January 2024, the "mother of all data
leaks" was made public, and 2600 million records containing personally identifiable infor-
mation and credentials were leaked (Scroxton, 2024). Such events highlight the vulnerabilities
inherent in financial networks and underscore the importance of how social network inter-

actions and high-risk nodes contribute to systemic risks. Addressing these elements is critical



to developing more robust fraud detection and prevention strategies, ensuring the resilience
of financial systems in the face of evolving threats.

Beyond its direct financial costs, fraud introduces significant market inefficiencies. It exacer-
bates adverse selection, where lenders and financial institutions, unable to perfectly distin-
guish between honest and dishonest actors, may reject creditworthy borrowers to avoid
fraud-related losses. This leads to credit rationing and limits access to finance for legitimate
market participants (Claus & Grimes, 2003). Moreover, moral hazard emerges as some enti-
ties may engage in riskier behaviour or fraudulent actions, knowing that the costs may be
externalized or mitigated by weak enforcement. Such distortions hinder optimal allocation
of resources, reduce market confidence, and increase transaction costs. From a broader eco-
nomic perspective, financial fraud represents a clear market failure, justifying regulatory in-
tervention and enhanced oversight. As Stiglitz and Weiss demonstrated in their seminal work
on credit rationing, information asymmetries in financial markets can result in suboptimal
lending outcomes (Stiglitz & Weiss, 1981). The risk of fraud adds another layer of asymmetry,
intensifying credit rationing and excluding many potential borrowers from financial access.
This not only limits economic growth but also undermines the stability and inclusiveness of
financial systems.

Addressing these challenges requires a nuanced understanding of fraud’s interaction with
financial network structures and behaviours. Developing robust fraud detection and preven-
tion strategies is essential to mitigate systemic risk and promote the resilience of financial
systems amid evolving threats.

Building on the preceding discussion of financial fraud’s pervasive economic impact and the
critical role of network topology in propagating fraudulent activity, the primary aim of this
thesis is to investigate the economic consequences of removing high-risk nodes from finan-
cial transaction networks and the resultant effect on overall fraud risk. Specifically, we analyse
how the targeted intervention of deactivating accounts identified as high-risk alters both the
incidence of fraud and economic indicators. This entails quantifying the trade-offs between
mitigating fraud (through node removal) and potentially disrupting legitimate financial flows
or market efficiency. By integrating a network-centric perspective with economic analysis,
the research seeks to determine whether strategic node removals can lower fraud exposure
without disproportionately impairing overall transaction efficiency or connectivity. To this
end, we employ network structural metrics, including degree, betweenness, closeness, and

eigenvector centralities, to quantify the positional influence of individual accounts within the



transaction graph. In addition, we apply the Louvain method to detect community modular-
ity and capture latent clusters of coordinated transactional behaviour. These analytical com-
ponents are essential not only for identifying high-risk nodes, but also for enabling an impact
analysis that measures how their removal reshapes the broader network structure, with spe-
cific attention to shifts in centrality and community cohesion.

To address these aims, this study employs a mixed methodological framework. We use the
PaySim synthetic transaction dataset, a well-established mobile-money simulator that gener-
ates realistic, agent-based financial transaction records, (E. Lopez-Rojas et al., 2016). The raw
dataset is subjected to extensive feature engineering: for each account (node) and transaction
edge, we compute behavioural features. Given the rarity of fraudulent events in real-world
data, the class imbalance is severe. We mitigate this by applying two data augmentation tech-
niques: the Synthetic Minority Over-Sampling Technique (SMOTE), which synthetically
generates new minority class (fraud) samples via interpolation in feature space; and a Self-At-
tention Generative Adversarial Network (SAGAN), which leverages attention mechanisms
to produce highly realistic synthetic transactions with long-range dependencies. Together,
SMOTE and SAGAN enrich the fraudulent sample pool, improving the robustness of sub-
sequent learning models. The processed data is then represented as a financial transaction
network, where nodes correspond to accounts or customers and directed edges represent
transactional flows between them. This graph-based formulation permits the use of both
classical and modern machine-learning methods for fraud classification. First, we train tradi-
tional classifiers, notably a Random Forest and an Isolation Forest, on the engineered feature
set. These models produce a fraud-risk score for each node based on its transaction patterns
and features. In parallel, we deploy graph-based deep learning models: a Graph Neural Net-
work (GNN) and a Graph Recurrent Neural Network (GRNN). GNNs can aggregate infor-
mation from a node’s neighbours to capture structural patterns, while GRNNSs further in-
corporate temporal or sequential memory via hidden states passed across connected nodes.
These graph models can directly learn from the transaction network structure and have
shown promise in capturing inter-connected fraud patterns. Finally, to evaluate systemic ef-
fects, we integrate these classifiers into an agent-based simulation of the financial network.
In the simulation, agents conduct transactions over time following realistic behaviour rules,
similar in spirit to the PaySim approach. We then iteratively remove those nodes flagged as

high-risk by our models, observing the ripple effects. The simulation allows us to track how



node removals propagate through the network: for example, we measure changes in total
fraud occurrences, transaction volumes and economic metrics. Crucially, we also monitor
the evolution of centrality distributions and modularity scores post-intervention to assess
changes in network influence and community structure. This procedure assesses whether
and how the intervention of removing high-risk accounts reduces fraud and at what cost.
The central research question addressed in this thesis is: How does the targeted removal of
high-risk nodes affect the overall level of fraudulent activity and the distribution of risk
within the financial network? Furthermore, what are the economic and structural conse-
quences of implementing such a removal strategy?

This thesis combines approaches from fraud detection and network analysis to explore and
evaluate intervention strategies within financial transaction systems. The remainder of the
document is organized to support this inquiry. 2. Literature Review presents a review of the
relevant literature on financial fraud detection, data augmentation for imbalanced datasets,
and graph-based approaches to modelling fraud. 3. Methodology and Data introduces the
PaySim dataset and details the feature engineering process alongside the implementation of
SMOTE and SAGAN for enhancing data representativeness, describes the computation of
network centrality metrics and Louvain modularity. Outlines the design, training, and evalu-
ation of the classification models, with a focus on their ability to identify fraudulent nodes
within the transaction network. Lately, describes the agent-based simulation framework to
be applied. 4. Results presents the results of the classification models applied to the transac-
tion network, evaluating their effectiveness in identifying high-risk nodes associated with
fraudulent activity. The performance of each model is assessed using appropriate evaluation
metrics, and the results are contextualized through comparison with findings from existing
literature. This comparison highlights both the contributions and limitations of the proposed
approach relative to established methods in the domain of fraud detection. In addition, this
section reports the outcomes of the centrality and modularity analyses, demonstrating how
targeted removal of structurally influential nodes reshapes the network’s topology. 5. Dis-
cussion provides a critical discussion of the results, exploring their implications for fraud
prevention in financial networks. This section examines potential causal mechanisms under-
lying the observed model behaviours, including the role of network structure, feature repre-
sentations, and data augmentation strategies. Additionally, it considers the broader conse-
quences of model-driven interventions, such as the removal of high-risk nodes, on systemic

risk, transactional dynamics, and economic stability, as inferred from observed shifts in



centrality and modularity. Through this discussion, the study reflects on both the practical
utility and ethical considerations of deploying such models in real-world financial systems. 6.
Conclusion concludes the thesis by summarizing the key findings and their relevance to the
broader field of fraud detection and network analysis. It also outlines the limitations of the
current work and proposes directions for future research. These include refining the simula-
tion environment, exploring alternative intervention strategies, and extending the methodol-
ogy to other types of financial networks. This final section emphasizes the need for continued
interdisciplinary research to enhance the effectiveness, fairness, and interpretability of fraud

detection systems in increasingly complex financial ecosystems.



2. Literature Review

2.1 Fraud Overview

The initial challenge we are faced in financial fraud detection lies in defining what constitutes
fraud. A comprehensive understanding of its nature, significance, and implications is crucial
for effectively addressing this issue. Fraud can be defined as the deliberate act of deceiving
an individual or entity to gain an unfair or unlawful advantage, often resulting in financial
gain or personal benefit. Typically involves misrepresentation, deceit, or the intentional with-
holding of critical information to influence the decisions or actions of others.

According to Wells, fraud is described as a criminal act involving deception for personal gain.
For an act to meet the legal criteria to be constituted as fraudulent, four critical elements
must be present: (1) the existence of a false statement made by the perpetrator that influences
the victim's decisions, (2) the perpetrator's knowledge of the statement's falschood, indicat-
ing a deliberate intent to deceive, (3) the victim's reliance on the false statement, which
prompts an action, and (4) the resulting harm to the victim, typically manifesting as financial
loss, due to their reliance on the deceptive statement (Wells, 2014).

Building on Wells' definition, we can draw financial transaction fraud as the deliberate act of
deception or manipulation within financial transactions, with the intent of obtaining unlawful
gain or inflicting harm. Akers and Gissel further characterize it as the misrepresentation,
exploitation, or unauthorized use of access that violates trust, ethical standards, and legal
principles within financial systems (Akers & Gissel, 2000). Furthermore, Karpoff argues that
fraud not only erodes the trust within financial institutions but also impacts directly the eco-
nomic stability of individuals, emphasizing the critical need for robust preventive measures
(Karpoft, 2021).

Understanding the motivations behind financial transaction fraud involves considering a
range of economic, psychological, and systemic factors. The scientific community has long
debated the primary motivations for committing fraud, with one of the most influential con-
cepts in social science and criminology being the fraud triangle. This framework, based on
Cressey’s research, posits that three key conditions drive fraudulent behaviour: perceived
pressure, the perceived opportunity to commit fraud, and the ability to rationalize the fraud-
ulent act in a way that makes it seem acceptable (Cressey, 1953). In their study, Hogan and
colleagues found substantial evidence supporting the validity of the fraud triangle (Hogan et
al., 2008).



The fraud diamond, introduced by Wolfe and Hermanson, is a widely recognized extension
of the fraud triangle that incorporates a fourth condition: capability. While the original three
conditions, perceived pressure, perceived opportunity, and rationalization, are crucial, the
authors argue that an individual's personal traits and abilities play a significant role in deter-
mining the likelihood of fraud. These traits include the individual's role within the organiza-
tion, intellectual capacity, confidence, ability to coerce others, effective lying, and immunity
to stress, all of which are key factors influencing the occurrence of fraudulent behaviour
(Wolfe & Hermanson, 2004).

In 2019, Vousinas introduced the S.C.O.R.E. model, which identifies key drivers of fraud:
Situational pressures, Consequential rewards, Opportunities, Rationalization, and Lack of
enforcement. According to this model, fraudsters often justify their actions through ration-
alization, perceiving them as necessary or deserved, especially during periods of financial
strain or personal difficulty (Vousinas, 2019).

Financial fraud encompasses a variety of forms, each employing distinct methods. Some of

the most well-known types include:

e Identity theft and account takeover, which involve the acquisition of sensitive per-
sonal information. Common tactics include phishing, physical theft, and exploitation
of data breaches. Unauthorized access to financial accounts often leads to illicit trans-
actions or unauthorized modifications to account details (Castell, 2013).

e Payment fraud, which targets financial transactions, particularly credit card and check
fraud. In these cases, compromised payment information, such as stolen credit card
details or falsified bank information, is exploited to authorize fraudulent transactions.
Both businesses and consumers suffer financial consequences from payment fraud,
including chargebacks and loss of goods or services (Mangala & Soni, 2023).

e Investment fraud involves fraudulent schemes that deceive individuals by promising
high returns with minimal risk. These schemes often rely on misrepresentation or
manipulation to lure investors into making unwise financial decisions (Hilal et al.,
2022).

e Fraudulent charities, where fraudsters exploit individuals' goodwill by soliciting do-
nations for a purported cause. These charities may be entirely fictitious or involve
fake campaigns misusing the names of reputable organizations or well-known causes.

Donors who provide personal or financial information on fraudulent websites risk



exposure to identity theft or credit card fraud, as scammers often misuse the collected
data for illicit activities (Cordery & Baskerville, 2011).
e Cybercrime is a broad term encompassing various online criminal activities. These
include:
o0 Malware, which involves the use of viruses or malicious programs to exploit
vulnerabilities in a victim's computer system or device.
o Cryptojacking, where a cybercriminal covertly uses a victim’s system to mine
cryptocurrency without their knowledge or consent.
o Ransomware, which involves deploying software that locks a victim’s files or
devices, rendering them inaccessible, while demanding a ransom for their re-

lease ( Minnaar, 2019).

Effectively combating financial transaction fraud requires a multi-layered approach that com-
bines advanced technology, robust organizational safeguards, and strict adherence to regula-
tory compliance.

Fraud prevention and detection increasingly rely on multifaceted strategies that integrate
technological innovation, comprehensive organizational training, and strict adherence to eth-
ical standards. According to Ameyaw and co-workers., these strategies constitute the foun-
dation of an effective anti-fraud framework. Technological approaches, including advanced
analytics, artificial intelligence (AI), and machine learning algorithms, are pivotal in enhancing
the ability to identify and mitigate fraudulent activities (Maxwell Nana Ameyaw et al., 2024).
These tools enable organizations to detect anomalies, anticipate potential fraud risks, and
implement proactive responses, thereby mitigating vulnerabilities within financial systems.
Moreover, organizational training and ethical leadership play a pivotal role in fostering anti-
fraud awareness across all levels of an organization. By nurturing a culture of integrity and
providing employees with the necessary knowledge and skills to identify and report fraudu-
lent activities, organizations can significantly mitigate the risks associated with both internal
and external fraud.

Equally significant is the role of financial compliance, which entails strict adherence to regu-
latory standards and the establishment of robust internal controls. Financial compliance
serves as a cornerstone of corporate integrity, ensuring that organizations operate within legal
and ethical boundaries. Compliance officers are integral to this process, as they enforce anti-

fraud policies, conduct regular audits, and promote a culture of accountability within the



organization. Their efforts not only ensure compliance with legal requirements but also bol-
ster organizational resilience against fraudulent activities.

Thus, a synergistic integration of technological advancements, compliance frameworks, and
ethical practices, as emphasized by Ameyaw and colleagues, underscores the importance of
a comprehensive strategy to protect financial integrity and strengthen trust in organizational
operations (Maxwell Nana Ameyaw et al., 2024).

Economic agents often rely on pre-existing social networks to mitigate risk and uncertainty,
preferring to transact with individuals they know personally or who come recommended by
trusted associates. These social networks provide both ex-ante and ex-post advantages. Prior
a transaction, such networks assist in reducing information asymmetry between purchasers
and vendors. Subsequent to the transaction, they mitigate opportunistic behaviour by culti-
vating social accountability and enabling the enforcement of sanctions against misconduct.
Paradoxically, these same social connections can also heighten the potential for deception,
deviance, and unethical practices (Granovetter, 1985).

Beyond the foundational frameworks discussed above, contemporary fraud research has
evolved to incorporate sophisticated theoretical models that address the increasingly com-
plex and interconnected nature of modern financial systems. These advanced approaches
recognize that fraud operates within dynamic, multi-layered environments where traditional
detection methods may prove insufficient. The first major advancement in fraud theory
comes through Contagion Modelling which fundamentally reconceptualizes fraud from iso-
lated criminal acts to systemic phenomena that spread through financial networks like infec-
tious diseases, (Haldane & May, 2011). This paradigm shift emerged from the observation
that modern financial systems are so interconnected that fraudulent behaviour in one area
inevitably affects others, creating cascading effects that traditional individualistic models can-
not explain. Drawing parallels from epidemiological studies, this approach conceptualizes
fraudulent behaviour as a contagious process that spreads through financial networks via
various transmission mechanisms. Unlike traditional fraud models that focus on individual
perpetrators, contagion models examine how fraudulent activities propagate across intercon-
nected institutions, creating cascading effects that can destabilize entire financial ecosystems.
The contagion process operates through multiple channels: direct financial linkages between
institutions, shared technological infrastructures, behavioural mimicry among fraudsters, and
the erosion of trust that facilitates subsequent fraudulent activities. This theoretical frame-

work has proven particularly valuable in understanding how single fraudulent events, such



as major data breaches or institutional failures, can trigger widespread fraudulent activities
across seemingly unrelated entities. By mapping these contagion pathways, financial institu-
tions can identify critical vulnerabilities and implement targeted interventions to prevent
fraud from spreading throughout their networks (Battiston et al., 2012, 2016; Haldane &
May, 2011). Building upon the systemic understanding provided by contagion theory, Game-
theoretic model, add a crucial layer of analysis by examining fraud as a dynamic strategic
interaction between rational actors. While contagion theory explains how fraud spreads,
game theory illuminates why it spreads and how different actors respond to each othet's
strategies. This approach recognizes that fraud prevention is essentially a dynamic game
where fraudsters, potential victims, financial institutions, and regulatory authorities continu-
ously adapt their strategies in response to their opponents' actions. The game-theoretic
framework illuminates several critical aspects of fraud dynamics: the arms race between fraud
detection technologies and fraudster adaptation, the optimal allocation of security resources
across different vulnerability points, and the role of deterrence in shaping fraudulent behav-
iour. These models reveal that effective fraud prevention requires understanding not only
what fraudsters are currently doing but also predicting how they will respond to new security
measures. Furthermore, game theory helps explain counterintuitive phenomena in fraud pre-
vention, such as why increasing security in one area may lead to fraud migration to other
vulnerable sectors, or why publicly announcing certain security measures may actually en-
courage rather than deter fraudulent activity (Alpcan & Basar, 2010; Grossklags et al., 2008).
The strategic interactions identified by game theory naturally lead to questions about how
fraudsters successfully deceive their targets, which is where Fraud Signalling Theory provides
essential insights. This framework addresses the fundamental information asymmetries that
characterize fraudulent interactions, examining how deceptive actors communicate false in-
formation while maintaining an appearance of legitimacy. Building upon classical signalling
theory, this approach reveals how fraudsters craft convincing facades and how potential vic-
tims, and detection systems can distinguish between genuine and deceptive signals. The the-
ory recognizes that successful fraud requires sophisticated signalling strategies that exploit
cognitive biases and institutional weaknesses. Modern fraudsters increasingly employ multi-
channel signalling approaches, combining technological manipulation with social engineering
techniques to create convincing narratives. Understanding these signalling mechanisms is
crucial for developing advanced detection systems that can identify subtle inconsistencies

and patterns that betray fraudulent intent. The theory also explores how legitimate actors can
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employ counter-signalling strategies to distinguish themselves from fraudsters, creating a
complex signalling equilibrium that constantly evolves as both sides adapt their strategies
(Akerlof, 1970; Spence, 2002). The final piece of this theoretical puzzle comes from Network
Disruption Theory, which synthesizes insights from the previous frameworks to focus on
the organizational structures through which modern fraud operates (Albert et al., 2000a; Bor-
gatti, 2000). This theory emerges from the recognition that contemporary fraud increasingly
functions through complex networks that span multiple jurisdictions, technologies, and so-
cial systems, networks that are revealed through contagion analysis, maintained through stra-
tegic interactions, and operated through sophisticated signalling mechanisms. Network dis-
ruption theory focuses on identifying structural vulnerabilities within fraud networks and
developing targeted intervention strategies that can effectively dismantle these operations.
Drawing from network science, this approach reveals how fraud networks form, evolve, and
maintain operations despite law enforcement pressure. Key insights include the identification
of critical nodes whose removal can fragment entire fraud networks, the role of network
redundancy in maintaining operational resilience, and the importance of weak ties in facili-
tating network expansion. Crucially, this theory also examines how fraud networks adapt
their structures in response to enforcement actions, often becoming more decentralized and
resilient over time. This evolutionary dynamic requires law enforcement and fraud preven-
tion specialists to adopt adaptive strategies that target networks' fundamental structural weak-
nesses rather than merely pursuing individual actors.

Together, these four theoretical frameworks provide a comprehensive, multi-layered under-
standing of contemporary fraud that addresses its systemic nature (contagion), strategic com-
plexity (game theory), communicative deception (signalling), and organizational structure
(network disruption). This integrated approach recognizes that effective fraud prevention in
the modern era requires understanding not just individual criminal behaviour, but the com-
plex systems, interactions, and structures that enable fraud to flourish in interconnected fi-

nancial environments.

2.2 Fraud Detection Approaches

The increasing sophistication of fraudulent activities requires the adoption of advanced de-
tection methodologies that extend beyond traditional rule-based systems. While rule-based
systems have historically played a foundational role in fraud detection, they are inherently

static and unable to adapt to the evolving, multifaceted nature of contemporary fraud. As a
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result, the field has witnessed significant advancements in detection methodologies, embrac-
ing more dynamic and adaptive approaches, including agent-based models (ABMs), machine
learning, graph-based analysis, quantum computing, and generative models. These diverse
methodologies provide a more comprehensive and adaptable framework for tackling fraud
across a variety of domains, such as financial transactions, e-commerce, social networks, and
beyond.

The work of Koehler and colleagues illustrates the application of ABMs in generating large-
scale, anonymized financial datasets to study fraud patterns (Koehler et al., 2005). Their use
of NetLogo facilitated the simulation of heterogeneous financial networks, enabling the
modelling of dynamic, high-volume transactions while preserving data privacy. Lopez-Rojas
and Axelsson advanced the use of ABMs through tools like PaySim, RetSim, and BankSim,
which generate realistic synthetic transaction data for fraud detection in banking, retail, and
payment systems (E. A. Lopez-Rojas & Axelsson, 2014). These simulators, calibrated with
social network analysis, offer a privacy-preserving solution to test fraud detection techniques,
though the limited availability of real-world calibration data remains a challenge. Kleiner and
co-workers developed an ABM to examine the interplay between economic agents and their
institutional environment. The study emphasizes how agents' mentalities are influenced by
societal institutions and, conversely, how these mental values can transform the institutional
landscape (Kleiner et al., 2023). The BOND model introduced by Brito and colleagues, which
utilizes ABMs to simulate the interactions of various agents and detect fraudulent patterns,
incorporates behavioural tendencies and agent profiles (Brito et al., 2018). Behaviours can
effectively be identified, such as fund dispersion through small transactions, a common tactic
in money laundering. Similarly, Fontes and co-workers further expanded the utility of ABMs
by integrating them with graph-based motif analysis, using entity graphs for entity interac-
tions and transaction graphs for temporal transaction relationships, which allowed for the
identification of overrepresented and underrepresented patterns in financial transactions. By
focusing on network motifs, this combined approach provided structural insights that en-
hanced the identification of fraudulent activities (Fontes et al., 2021).

Leite and colleagues advanced the use of ABMs by incorporating reinforcement learning to
train agents to adapt to evolving fraud tactics. Their multi-agent simulation framework
demonstrated the versatility of ABMs in capturing dynamic fraud strategies, including chang-
ing transaction patterns in response to detection mechanisms. Complementing this, they em-

ployed a Visual Analytics (VA) approach combining automated machine learning with
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human-in-the-loop reasoning to fine-tune detection algorithms, balance sensitivity and false
alarms, and identify fraudulent relationships. By addressing fraud types such as unauthorized
transactions, money laundering, and fake users, this integrated approach enhances fraud de-
tection in scenarios where fraudsters continually adapt their tactics (Leite et al., 2018). Ex-
tending this framework, Sandeep et al. introduced a multilayer social network model that
combined Soft Sign Activated Graph Autoencoders (SS-GAE) with Pareto Front-based K-
Means Clustering. This hybrid model effectively integrated ABM principles with graph-based
learning, significantly improving fraud detection across interconnected social networks by
ensuring scalability and precision (Sandeep et al., 2024).

In more specialized domains, ABMs have also been applied to real-time payment systems.
Mayo and colleagues developed an ABM that incorporated game-theoretic principles to
model interactions between banks and fraudsters, emphasizing the strategic use of real-time
payment threshold controls. Their model demonstrated how these controls could effectively
mitigate fraud while minimizing customer disruptions (Mayo et al., 2024). Similarly, Yamin
and co-workers applied ABMs to the detection of electoral fraud, showcasing the versatility
of ABMs in simulating complex fraud scenarios that extend beyond financial contexts
(Yamin et al., 2023).

Machine learning has become a cornerstone in modern fraud detection due to its ability to
provide dynamic, data-driven solutions that evolve with the sophistication of fraudulent ac-
tivities. Traditional techniques such as Support Vector Machines (SVMs) have shown con-
siderable effectiveness, particularly when combined with other models. For instance, Udaya-
kumar and colleagues proposed a hybrid model that integrates SVM with Feedforward Neu-
ral Networks (FFNN), achieving superior performance in fraud detection by utilizing data
segmentation and nonlinear pattern classification (Udayakumar et al., 2023). Similarly, Rtayli
and Enneya enhanced SVMs by incorporating Recursive Feature Elimination (RFE) and
Synthetic Minority Over-Sampling Techniques (SMOTE), addressing the issue of imbal-
anced datasets that are common in financial fraud detection (Rtayli & Enneya, 2020).
Beyond classical machine learning models, ensemble methods such as Random Forests (RF)
have demonstrated their robustness and adaptability to diverse datasets in fraud detection.
Saddam Hussain and co-workers compared RF with other models and found it to provide
superior accuracy in detecting fraud across various contexts (Saddam Hussain et al., 2021).
Moreover, methods like SMOTE have been integrated to optimize the performance of RF,

particularly in handling imbalanced data scenarios (Aburbeian & Ashqar, 2023). Other
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ensemble techniques, such as the hyper-ensemble model proposed by Vashistha and Tiwari,
combine multiple classifiers to achieve state-of-the-art precision, recall, and AUC-ROC
scores, further advancing the effectiveness of fraud detection systems (Vashistha & Tiwari,
2024).

The role of deep learning in fraud detection has also expanded significantly. Rzayeva and
Malekzadeh introduced a hybrid model that combines Deep Neural Networks (DNN) with
K-Nearest Neighbours (IKNN), a strategy that addresses class imbalances and concept drift
in dynamic fraud detection environments ((Rzayeva & Malekzadeh, 2022). Louati and Ktata
further advanced this by integrating autoencoders with multi-agent systems (MAS), which
improved classification accuracy and data dimensionality reduction. Their system demon-
strated particular efficiency and scalability in detecting intrusions in networked environments
(Louati & Ktata, 2020). Wang and Zhu enhance behaviour-based fraud detection by fine-
grained modelling of co-occurrence relationships in transactional data, utilizing network em-
bedding techniques on heterogeneous relation networks. The approach, employs heteroge-
neous relation networks and a MAS behavioural model, addresses challenges in incomplete
or sparse data (C. Wang & Zhu, 2022).

The study of fraud detection has increasingly leveraged graph-based techniques and social
network analysis (SNA) to uncover complex patterns of fraudulent behaviour. By analysing
the structural and dynamic properties of transactional and social networks, SNA uncovers
patterns of interaction, influence, and information flow in systems ranging from social media
to organizational networks. Building on this foundation Tian and colleagues developed the
Adaptive Sampling and Aggregation-based Graph Neural Network (ASA-GNN), which im-
proves the accuracy and robustness of fraud detection by focusing on meaningful patterns
while filtering out noisy data. This method was further refined with the introduction of the
Spatial-Temporal-Aware Graph Transformer (STA-GT), which incorporated temporal dy-
namics to better capture evolving fraudulent behaviours (Tian et al., 2023; Tian & Liu, 2024).
In a similar vein, the Context Correlation Discrepancy Analysis framework by Wang and co-
workers focused on identifying anomalies in financial transaction graphs by examining con-
textual relationships, achieving high precision and recall in detecting subtle fraudulent pat-
terns (R. Wang et al., 2024).

Generative models, particularly in the form of Self-Attention Generative Adversarial Net-
works (SAGANS), have shown significant promise in enhancing fraud detection systems by

simulating both normal and fraudulent behaviours. Zhao and colleagues employed SAGAN's
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to generate synthetic data that closely reflects real-world patterns, improving adaptability to
evolving fraud tactics and reducing false positives (Zhao et al., 2024).

The application of quantum computing to fraud detection has introduced transformative
capabilities, particularly in the processing of complex data structures. Innan and co-workers
pioneered the use of Quantum Graph Neural Networks (QGNNS5s) in fraud detection, lev-
eraging Variational Quantum Circuits to surpass the performance of classical neural net-
works. Their approach showcased significant improvements in both efficiency and accuracy,
pointing to the potential of quantum computing to revolutionize fraud detection systems
(Innan et al., 2024).

Dwivedi and Tajer introduced a Graph Recurrent Neural Network (GRNN) framework spe-
cifically designed for real-time prediction of cascading fault chains in power systems
(Dwivedi & Tajer, 2024). This model effectively captured both spatial dependencies and tem-
poral dynamics, by addressing the limitations of traditional GNNs, which, while adept at
modelling spatial relationships within graph-structured data, often lack the capacity to ac-
count for temporal sequences inherent in dynamic systems. By integrating recurrent neural
network components into the GNN architecture, the GRNN provided a unified framework
for spatio-temporal data processing. This integration enabled the model to maintain a
memory of past states, a feature critical for accurately modelling and forecasting the progres-
sion of faults over time. Further supporting the efficacy of GRNNs, Liu demonstrated that
the model exhibits rapid learning and strong generalization capabilities, particularly in sce-
narios characterized by limited or imbalanced datasets, a common challenge in real-world (Y.
Liu, 2024). Additionally, Rossi and colleagues developed an alternative GRNN based ap-
proach that yields significant performance gains over conventional GNN models, not only
in predictive accuracy but also in computational efficiency (Rossi et al., 2020).

Recent advances in graph-based fraud detection have integrated structural centrality
measures and community detection to enhance risk profiling and uncover coordinated illicit
behaviour. For example, Bonato and colleagues utilize degree and eigenvector centralities to
isolate influential or exposed banking nodes, followed by Louvain-based community parti-
tioning to identify clusters associated with suspicious transaction patterns (Bonato et al.,
2025). Similarly, Que and colleagues compare Graph Convolutional Network performance
with unsupervised Louvain label propagation, demonstrating that community detection ef-
fectively reveals fraud-linked subgraphs and closely aligns with centrality-informed risk as-

sessments (Que et al., 2015).
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Complementing these findings, Chang and peers propose a centrality-guided deep random
walk framework to identify key orchestrators within telecom fraud networks, showing that
nodes with high betweenness or eigenvector centrality disproportionately facilitate illicit ac-
tivity propagation (Chang et al., 2021). Likewise, Zanin and colleagues introduce a network
approach to credit card fraud detection, leveraging structural network features, including
centrality-based indicators, to significantly improve classification performance (Zanin et al.,
2017). Collectively, these studies validate the dual utility of centrality metrics and Louvain
modularity in both identifying high-risk entities and mapping fraudulent communities,
providing robust justification for our methodological framework, which integrates these met-
rics into both node-level risk profiling and structural impact analysis.

Kottrachai and colleagues provide a comprehensive analysis of using explainable AI (XAI)
techniques to enhance the interpretability of credit card fraud detection models (Kotrachai
et al.,, 2023). The work focuses on leveraging SHapley Additive exPlanations (SHAP) to ex-
plain model predictions, enabling the understanding of the contribution of individual fea-
tures to decisions. The authors underscore the critical role of explainability in fostering trust
and transparency within financial decision-making systems.

In summary, the methodologies reviewed in this study each present unique strengths. ABMs
offer a comprehensive macro-level perspective on systemic behaviours, while machine learn-
ing and graph-based techniques demonstrate exceptional capability in analysing transaction-
specific data. Generative and quantum models provide advanced adaptability and computa-
tional efficiency. A holistic fraud detection ecosystem must integrate these methodologies
into unified frameworks to represent a promising direction, by addressing the limitations of
individual techniques and enhancing the overall robustness of fraud detection systems. By
combining these advanced methodologies, future fraud detection systems can more effec-
tively address the systemic, economic, and transactional dimensions of fraud, ensuring resil-
ience against increasingly sophisticated tactics.

On Table 1 we provide a concise summary of most pertinent studies discussed previously,
presenting an overview of the key aspects analysed, including the methods employed for
feature selection, classification techniques, datasets utilized, evaluation methodologies, and
their respective metrics and final performance scores. This tabular representation offers a
streamlined comparison, enabling a clearer understanding of the approaches and outcomes

across the reviewed research.
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Table 1 Overview of reviewed studies: Methodologies, Datasets, Research Objectives and Final Scores.

Authors

Brito et al.,

2018

Fontes et

al.,

2021

Rtayli &
Enneya,

2020

Saddam
Hussain et
al.,

2021
Vashistha
& Tiwari,
2024

Methodology

Employed Backward Feature Elimination
and Sliding Window Aggregation along-
side Machine Learning techniques (RF,
Neural Networks, Bayesian Networks).
Utilized graph-based representations with
a focus on heterogeneous network motif

analysis.

Leveraged RFE and SVM with SMOTE

for data balancing.

Investigated RF in comparison with SVM

and Decision Tree classifiers.

Introduced a hyper-ensemble model
combining various classifiers, including

Neural Networks and Decision Trees.

Obijective
To develop an agent-based
for

framework detecting

fraudulent transactions in
economic networks.

To identify patterns in fraud-
ulent banking transactions
through motif-based graph
analysis.

To enhance fraud detection
performance via advanced
feature selection and hy-
perparameter optimization.
To evaluate the performance
of machine learning algo-
rithms in detecting financial
fraud.

To enhance precision, recall,

and adaptability in fraud de-

tection systems.

Findings

Demonstrated the superior accuracy and
stability of Random Forests. Proposed fur-
ther refinements to address false negatives
and real-time applicability.

Provided critical insights into fraud patterns,
identifying overrepresented and underrepre-
sented motifs, which offer a2 nuanced undet-
standing of fraudulent behaviour.

Achieved high accuracy and reduced false
positives, underscoring the robustness of

the proposed methodology.

Highlighted the superior performance of
Random Forests in terms of accuracy and

reliability.

Showcased superior performance metrics
and computational efficiency, particularly in

handling emerging fraud types.

Dataset
Synthetic ~ dataset
generated via the
BOND model.
Real-world  card
transaction dataset
from a banking
network.

Real and synthetic

card transaction
datasets.
Financial transac-

tions dataset (syn-
thetic or real, not
disclosed).

Kaggle Bank Ac-
count Fraud Da-

taset Suite.
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Tian et al.,

2023

Tian &
Liu
2024

R. Wang et
al., 2024

Zhao et al.,
2024

18

Developed ASA-GNN.

Introduced STA-GT.

Proposed Context Correlation Discrep-
ancy Analysis using graph neural net-

works.

Leveraged SAGAN.

To enhance fraud detection
through graph-based models
incorporating sampling tech-
niques.

To incorporate spatial and
temporal dynamics into fraud

detection using advanced

GNNE.
To enhance anomaly detec-
tion by analysing contextual
discrepancies in financial
transaction graphs.

To reduce false positives and
enhance

adaptability  to

evolving fraud patterns.

Demonstrated improvements in accuracy
and efficiency compared to traditional GNN

approaches.

Achieved high accuracy in detecting fraud
patterns involving complex spatial-temporal

relations.

Achieved high accuracy and contextual rele-
vance, outperforming traditional anomaly

detection methods.

Demonstrated superior performance com-
pared to traditional models in real-time

fraud detection scenatios.

Financial datasets
from Chinese fi-
nancial institutions.
Financial datasets
from Chinese fi-
nancial institutions
Financial

transac-

tion graphs.

Credit card transac-

tion datasets.



3. Methodology and Data

This chapter outlines the methodological framework employed to investigate the economic
and systemic effects of removing high-risk nodes from financial transaction networks. The
central objective is to evaluate how such interventions influence the distribution of fraudu-
lent activity and associated economic costs within the network. To achieve this, a multi-
layered methodology is adopted, combining synthetic transaction data, advanced feature en-
gineering, data augmentation techniques, machine learning classifiers, and agent-based sim-
ulation modelling. The overarching goal is to develop and evaluate a suite of predictive mod-
els capable of identifying high-risk entities and to simulate the systemic consequences of their
removal. This approach enables the analysis of not only model accuracy in fraud detection
but also the broader implications for financial network structure and transaction integrity.
The methodological pipeline begins with the construction and processing of a realistic trans-
action dataset, which is described in the following section. A high-level visual representation

of the methodology employed in this study is presented in Figure 1.
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Paysim Feature SMOTE Model Model Ensemble
Engineering SAGAN training validation model

Generate Generate Financial Ensemble Fraudulent
Agents Transactions Network model Agent Removal

Figure 1 Diagram of development of the ensentble model and frandulent agent removal workflow.

3.1 Dataset Overview

The PaySim dataset is a synthetic financial dataset generated by the PaySim mobile money
simulator (E. Lopez-Rojas et al., 20106). The primary objective behind its creation is to pro-
vide a realistic yet publicly accessible resource for research on financial fraud detection.

Given the highly sensitive nature of actual financial transaction data, the simulator leverages
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aggregated real-world transactional logs to produce a dataset that mirrors genuine mobile
money transactions, including the injection of fraudulent behaviour. This enables the devel-
opment, test, and comparison of various fraud detection methodologies without compro-
mising private financial information.

PaySim employs an agent-based simulation framework that is calibrated using sample aggre-
gated financial logs from a mobile money service provider. The original data, which spans
one month of real transactions from an operator in an African country, serves as the statis-
tical basis for the simulation. In constructing the dataset, the simulator replicates normal
transactional behaviour while deliberately integrating anomalous activity to mimic common
fraudulent schemes such as unauthorized fund transfers and account takeovers. The simula-
tion is organized in discrete time steps, with one step corresponding to one hour in real time.
Over a simulated period of 30 days, the dataset therefore comprises 744 time-steps. This
temporal granularity is beneficial for studying the evolution and dynamics of fraud, as it al-
lows to explore how fraudulent patterns emerge and propagate over continuous intervals.
The dataset consists of 11 attributes that collectively capture key aspects of mobile money

transactions. Each record represents an individual transaction and includes the following

fields:

e step: An integer value indicating the time step at which the transaction occurred.
One unit corresponds to one hour.

e type: A categorical variable denoting the transaction type. The dataset includes five
distinct types: CASH-IN, CASH-OUT, DEBIT, PAYMENT, and TRANSFER.
These categories reflect different modes of monetary transfer.

e amount: A numerical value that represents the amount of the transaction in the local
cutrrency.

e nameOrig: The unique identifier for the originating (sender) account. This identifier
typically follows a specific format that may hint at the type of account (e.g., clients
versus merchants).

e oldbalanceOrg: The balance of the originating account prior to the transaction.
e newbalanceOrig: The balance of the originating account after the transaction.

e nameDest: The unique identifier for the destination (recipient) account. For certain
account types, such as merchant accounts (which often begin with a specific prefix,
detailed balance information may not be available.

e oldbalanceDest: The initial balance of the destination account before receiving
funds.

20



e newbalanceDest: The balance of the destination account following the transaction.

e isFraud: A binary indicator where a value of 1 represents a transaction that has been
perpetrated by a fraudulent actor, while a value of 0 indicates a non-fraudulent trans-
action.

By embedding realistic transactional patterns and artificially injected fraudulent behav-
iour within a controlled environment, the PaySim dataset addresses a critical need in the
domain of fraud detection research.

3.2 Feature Engineering
To enhance fraud detection performance on the PaySim dataset, a number of new features
were engineered to capture transaction dynamics and anomalies not evident in the raw data.
Building on these, the engineered features were designed to highlight unusual transaction
patterns that may indicate fraudulent behaviour.
The first derived features quantify how each account’s balance changes as a result of the
transaction. Specifically, balance_diff_org was defined as the difference between the origin ac-
count’s post-transaction and pre-transaction balances:

Abalance,j; = newbalanceOrig — oldbalanceOrg
Likewise, balance_diff”destis the change in the destination account’s balance. These differences
directly measure the net effect of the transfer on each account. In legitimate transactions, the
origin’s balance decreases by the transaction amount while the destination’s balance increases
by the same amount. By contrast, fraudulent transactions can produce atypical imbalances.
For instance, a fraudster withdrawing all funds would yield a large negative Abalance,,;g,
and an illicit deposit would yield a large positive Abalance,,;q. Such extreme imbalances
are uncommon in normal behaviour, making these difference features useful for detecting
anomalies (Hilal et al., 2022).
To account for the scale of each account, relative balance change features were also com-
puted. For each account, the relative change was defined as the balance difference divided
by the prior balance. Formally, for the origin account:

newbalanceOrig — oldbalanceOrg

rel_balance_change_org = oldbalanceOrg

with an analogous definition for re/_balance_change_dest. This normalization makes a fixed ab-
solute change more significant when the initial balance is small. For example, a 1000€ transfer
is far more impactful if the origin balance was only 100€. Large fractional changes (such as

draining nearly all of an account’s funds) are often much riskier than equivalent absolute
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changes on larger accounts. These relative features therefore amplify cases where a transac-
tion represents an unusually high proportion of the account’s funds, helping to distinguish
high-impact transactions common in fraud from routine transfers (Hilal et al., 2022).

Next, ratios of the transaction amount to account balances were derived.

amount

amount_to_oldbalance_org = oldbalanceOrg

and analogously for the destination account, amount_to_oldbalance_dest. This ratio expresses
the size of the transfer relative to the origin or destination’s previous balance. A ratio near 1
(or higher) indicates the transaction size rivals or exceeds the account’s funds, which is atyp-
ical under normal circumstances. For example, an amount-to-balance ratio close to 100%
could indicate an attempt to empty an account in a single transaction. By providing this con-
textual ratio, the model can weigh the significance of each transaction relative to the ac-
count’s capacity rather than relying on absolute amounts alone.
Because transaction amounts and balances can span several orders of magnitude, logarithmic
transformations were applied to reduce skew and mitigate the influence of extreme values.
Specifically, for each of amount, oldbalanceOrg, newbalanceOrig, oldbalanceDest, and new-
balanceDest, log(1 + x) was computed, yielding features like log_amonnt, log_oldbalanceOry,
etc. Formally:
log_amount = log(1 + amount)

with analogous definitions for each balance. The log(1l + x), transformation compresses
large values, making their distribution more symmetric. This has two main advantages, it
diminishes the effect of very large transactions, so they do not dominate the model, while
still preserving the order of magnitudes among smaller values. In a fraud context, this means
the model can learn patterns across both small and large transactions without being biased
towards extreme cases.
Interaction features were introduced to capture multiplicative relationships between varia-
bles. For example, the feature amount_x_balance_diff_org is defined as:

amount_x_balance_diff org = amount X (newbalanceOrig — oldbalanceOrg)
By combining the transaction amount with the origin balance change, this feature highlights
instances where a large transfer causes a large imbalance. A high value may indicate a highly
unusual transaction (for example, a large withdrawal from a nearly empty account). Similarly,
amount_x_balance_diff” dest s the product of the amount with the destination’s balance change.

An interaction of log-transformed values was also included: for instance:
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log_amount_x_log_balanceOrg = log(amount+1)Xxlog(oldbalanceOrg+1)
This captures multiplicative effects on a compressed scale. Such interaction terms allow the
model to detect cases where high values of amount and balance jointly amplify risk more
than either factor alone.
Polynomial features of degree two were included to capture non-linear effects.
amount_squared = amount?
balance_diff org_squared = oldbalanceOrg?
Squaring the amount exaggerates the influence of very large transactions: while a modest
transfer has a moderate squared value, an enormous transfer yields a very large squared term,
signalling disproportionate risk. Similarly, squaring the balance change emphasizes dramatic
shifts more heavily. Including these polynomial terms allows the model to capture situations
where risk accelerates as values grow.
Binary flags were also designed to highlight special cases. flag_zero_oldbalance_org is set to 1 if
the origin account’s pre-transaction balance was zero (and 0 otherwise), and
flag_zero_oldbalance_dest does the same for the destination account. These flags capture abnor-
mal scenarios: for example, if oldbalanceOrg is equal to 0 but a positive amount is withdrawn,
it implies money appearing without a source, a situation often characteristic of fraudulent
behaviour. Conversely, an account with zero balance receiving funds may also be notable.
These flags explicitly highlight such edge cases to the model.
In addition to these numerical features, temporal and categorical context features were
added. The hour of day was extracted from the transaction time by computing:
hour_of day = step mod 24
Yielding an integer from 0 to 23. Fraudsters may operate at unusual times (for example, late
at night or early morning) compared to normal users, so including the time of day helps
exploit such diurnal patterns. Transaction direction was also encoded, for example, by dis-
tinguishing transfers between customer accounts and payments to merchant accounts. The
transaction direction feature thus captures different typologies of transfers and allows the
model to differentiate behaviour across these classes.
After engineering all candidate features, a correlation analysis was conducted exclusively on
the training dataset to identify the most predictive variables while minimizing redundancy.
Restricting this analysis to the training data helps prevent information leakage from the test

set, thereby preserving the integrity of the evaluation process. The primary objective of this
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step was to isolate features that exhibit strong associations with fraudulent activity, ensuring
that only the most informative variables were retained for model development.
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Figure 2 Correlation heatmap of all available features

From the analysis of Figure 2, the most relevant predictors included both original and engi-
neered features: amount, step, isEraud, amonnt_x_balance_diff org, amount_to_oldbalance_dest, and
tpe_TRANSFER. Additionally, the identifiers #ameOrig and nameDest were retained due to
their relevance in distinguishing agents involved in transactions, which is critical for entity-
level fraud detection. These selected features combine the raw data attributes (account IDs,
transaction time and amount) with the engineered measures most indicative of fraud. To-
gether, these features encompass the key aspects of transaction behaviour that distinguish

fraudulent from legitimate activity.

3.3 Data Augmentation
Financial fraud detection datasets are notoriously imbalanced, since genuine transactions

greatly outnumber fraud cases. The PaySim dataset is no exception as observed in Figure 3,

24



in a total of 6362620 transactions, only 8213 are labelled as fraudulent. Standard classifiers
trained on such data tend to be biased toward the majority class, yielding poor detection of
the minority fraud cases. To mitigate this, SMOTE was employed. It generates new synthetic
minority-class examples by interpolating between existing fraud cases in feature space. In
practice SMOTE was applied until the fraud/non-fraud ratio reached 0.5 (i.e. fraudulent ex-
amples became half as numerous as genuine ones). This intermediate target provides sub-
stantially more fraud samples for training while avoiding the excess redundancy of full class
equalization. Note that oversampling to a full 1:1 ratio would simply replicate known patterns
and risks overfitting the minority class.

The SMOTE process was implemented with care to preserve account identifiers. Since ac-
count IDs (nameOrig, nameDest) are nominal labels, they were excluded from the interpolation.
SMOTE was applied only to the numerical transaction fields (such as amount and balance
differences) and to the class label. As a result, each synthetic transaction inherits realistic
numeric feature values without generating new arbitrary IDs. After oversampling, the original
account ID columns were reattached to the augmented records. In this way no fictitious
accounts are introduced: every synthetic transaction still links existing origin and destination
IDs. Consequently, the augmented dataset maintains a consistent set of nodes, and each
synthetic transaction remains anchored to existing account identities. However, while this
approach preserves the identity of the nodes, it introduces a significant increase in the num-
ber of edges associated with fraudulent activity. This alters the structure of the transaction
graph, particularly the distribution and density of fraudulent interactions, potentially impact-
ing downstream graph-based models. Thus, although the node space remains stable, the
edge-level augmentation introduced by SMOTE substantively modifies the topological and
statistical properties of the graph.

Following the oversampling procedure, a graph-based generative model was employed to
further enhance the minority class representations. Specifically, a SAGAN was utilized due
to its capacity to generate high-fidelity, structurally coherent data by modelling complex de-
pendencies across features (Zhao et al., 2024). SAGAN leverages attention mechanisms
within both the generator and the discriminator, enabling the model to selectively focus on
informative feature interactions during synthetic data generation. In this architecture, the
generator is responsible for producing realistic synthetic samples by learning the underlying
distribution of the minority class, while the discriminator evaluates the authenticity of the

generated samples by distinguishing them from real data. Through adversarial training, these
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two components iteratively refine their performance, resulting in high-fidelity synthetic in-
stances that capture complex dependencies within the data. To integrate the synthetic out-
puts from SAGAN while preserving transaction integrity, the generation process was con-
strained to numeric transaction fields (e.g., transaction amount, balance updates), analogous
to the SMOTE configuration. Nominal fields, particularly account identifiers, were reintro-
duced post-generation by associating each synthetic transaction with valid existing #aneOrig
and nameDest entries drawn from the fraud labelled dataset. This ensures that no artificial
entities are introduced into the transaction graph. The combined use of SMOTE and SA-
GAN thus produces a diversified yet coherent set of synthetic fraudulent transactions, con-

tributing to a more balanced and expressive training dataset.

0.1%

count

99.9%

Figure 3 Distribution of fraudulent and non-fraudulent transactions

3.4 Creation of Financial Transaction Networks

With the balanced dataset prepared, a transaction graph was built to encode relational infor-
mation for the GNN and GRNN. In this graph, each node represents a unique account, and
each directed edge represents a transaction from the origin account to the destination ac-

count. Edge attributes were drawn from the transaction features: amount; step; amount_x_bal-

ance_diff_org; amount_to_oldbalance_dest and type_ TRANSFER. The fraud label and account
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IDs were defined as feature indicators on the edge.aiagentplatformaaa Node features were
constructed by aggregating each account’s transactional activity. For each node (account)
statistics were computed from its incident edges to summarize its behaviour. Concretely, the
total outgoing amount (sum of all amounts sent), the total incoming amount (sum received),
and the counts of outgoing and incoming transactions. These aggregated measures encode

an account’s volume and activity frequency.

3.4.1 Network Structural Analysis
To deepen the structural understanding of the financial transaction network, we compute
several node-level centrality metrics, degree, betweenness, closeness, and eigenvector (Peng
et al,, 2018), as well as a community-level measure: the Louvain modularity index (Blondel et
al., 2008a). These measures highlight the roles and influence of accounts within transactional
pathways and identify sub-structures of coordinated behaviour.
Degree Centrality: Quantifies the number of direct connections (edges) incident on each
node v:

CD (U) = kv
where kyis the degree of v, representing its immediate transactional activity. High-degree
nodes often correspond to accounts with extensive direct interactions, which may serve as
key transaction hubs (Peng et al., 2018).
Betweenness Centrality: Measures the extent to which a node lies on shortest paths be-
tween other node pairs:

Gw= Y 2

o,
sevet St

where 0 is the total number of shortest paths from s to t, and g (V) counts those
passing through v. Nodes with high betweenness serve as critical “bridges” in transaction
flows and may control pathways susceptible to fraud propagation (Freeman, 1977; Holme et
al., 2002).
Closeness Centrality: Indicates how efficiently a node can reach all other nodes via shortest
paths:

1

CcW) =5 awD
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where d(v,t) denotes the shortest-path distance from v to t. Nodes with higher close-
ness are centrally positioned, enabling rapid dissemination or acquisition of information or
funds (Pathan & Shrivastava, 2021).

Eigenvector Centrality: Assigns relative scores reflecting both node connectivity and the
influence of its neighbours:

1
Ce) = 7 AnCiw)

uev

where A is the adjacency matrix and A is the principal eigenvalue. Nodes connected to
other prominent nodes achieve higher scores, indicating strategic importance in network in-
fluence (Peng et al., 2018).

Modularity & Louvain Method: Quantifies how well the network partitions into tight-knit
communities. The algorithm, rapidly detects hierarchical communities by iteratively optimiz-

ing modularity and aggregating nodes:
1 kik;
Q=52 ) (A = 5,060
7]

Here, m denotes the total number of edges, k; and kjare the degrees of nodes i and J,
and &(c¢;, ¢j) equals 1if nodes share a community and 0 otherwise. High modularity scores

suggest the presence of tightly knit sub-groups, potentially indicating collusive or coordinated

fraudulent clusters.

3.5 Training and Classification Models

In the context of fraud detection, the effectiveness of a detection system heavily depends on
the choice and performance of the underlying classification models. This section outlines the
machine learning and deep learning models employed for training and classification in the
proposed system. The selected models represent a diverse spectrum of algorithmic para-
digms, including ensemble-based learning, anomaly detection, and graph-based neural archi-
tectures. Specifically, this work explores an ensemble approach that integrates Random For-
ests, Isolation Forests, GNN, and GRNN. By evaluating various combinations of these mod-
els, the aim is to identify the most effective ensemble configuration for detecting fraudulent
behaviour. Each model is trained on pre-processed transactional data to capture complex
patterns indicative of fraudulent activity. The ensemble strategy is designed to leverage the

strengths of each model type, enhancing overall robustness and accuracy. The following
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subsections provide detailed descriptions of each classifier, including their theoretical foun-
dations, implementation specifics, and relevance to fraud detection as well as the evaluation
metrics to be used. To support this modelling approach, the transactional dataset was parti-
tioned using a deterministic chronological splitting strategy, preserving the temporal depend-
encies inherent in real-world financial systems. The dataset was divided into training and
validation subsets using an 80:20 ratio. The first 80% of transactions were used for model
training and testing, while the remaining 20% were held out for performance evaluation. This
approach ensured that model assessment was based on temporally subsequent, unseen data,
thereby reinforcing both the methodological rigor and the practical relevance of the system
within operational fraud detection environments. The subsequent sections provide detailed
descriptions of each classification model, including their theoretical foundations, implemen-
tation details, and specific applicability to fraud detection, alongside the evaluation metrics

employed to measure performance.

3.5.1 Isolation Forests

Isolation Forests is an unsupervised machine learning algorithm specifically designed for
anomaly detection, offering a robust and scalable solution for detecting fraudulent behaviour
in large scale transactional data. Introduced by Liu and colleagues (F. T. Liu et al., 2008), the
fundamental principle lies in isolating anomalies rather than profiling normal data points.
This contrasts with traditional techniques such as k-nearest neighbours or statistical density
estimations, which struggle with high dimensional and skewed datasets.

The algorithm builds multiple isolation trees by recursively partitioning the data through ran-
domly selected features and split values, as illustrated in Figure 4. Since anomalies are few
and differ significantly from normal instances, they tend to be isolated faster during this
random partitioning process. As a result, anomalous points have shorter average path lengths
in the trees.

At the heart of the Isolation Forests algorithm are isolation trees. These binary trees are
constructed to recursively isolate observations using random feature splits. The construction

process involves several key steps:

¢ Random Subsampling: Multiple isolation trees are built using random subsets of
the original dataset. This enhances the algorithm’s efficiency and robustness, partic-

ularly on large-scale datasets.
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e Random Splitting: For each node in the tree, a random feature is selected, and a
random split value is chosen within that feature’s range. This split divides the data
into two partitions.

e Recursive Partitioning: The process continues recursively, with each split further
isolating data points. The tree grows until either each point is isolated in its own leaf
node or a pre-defined maximum depth is reached. The use of randomness prevents
the model from overfitting and ensures generalizability across diverse data structures.

A central concept in Isolation Forests is the path length, defined as the number of edges
traversed from the root node to a data point’s leaf node. Shorter path lengths for anomalies
are typically isolated early in the partitioning process due to their uniqueness, thus resulting
in shorter path lengths. While normal points, in contrast, reside in denser regions of the

feature space and require more splits to be isolated, leading to longer path lengths.

isolation tree 1 isolation tree 2 isolation tree n

. Anomaly

. Normal Data Point

Figure 4 Visual representation of Isolation Forests.

After constructing all isolation trees an anomaly score is computed:

E(h(x))
s(x,n) = 2 ¢/m

where E(h(x)) is the average path length of point x,and c(n) is the average path length

of unsuccessful searches in a binary search tree, used to normalize the score (F. T. Liu et al.,

2008).

3.5.2 Random Forests

Random Forest is a powerful ensemble learning method used for both classification and
regression tasks, known for its robustness, high accuracy, and resistance to overfitting. In-
troduced by Breiman, Random Forests operate by constructing a multitude of decision trees

during training and outputting the class that is the mode of the classes (classification) or the
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mean prediction (regression) of the individual trees (Breiman, 2001). This ensemble approach
enhances generalization by reducing variance through averaging while maintaining low bias.
The Random Forest algorithm builds upon the principle of the decision tree but mitigates its
susceptibility to overfitting and instability through two key mechanisms:
e Bootstrap Aggregation (Bagging): Each decision tree in the forest is trained on a
random subset of the training data sampled with replacement. This ensures diversity

among trees and helps reduce variance in the model predictions.

¢ Random Feature Selection: At each split in the decision tree, a random subset of
features is selected, and the best split is determined only among those features. This
promotes additional randomness, decorrelating individual trees and thus enhancing

the ensemble’s predictive power.
The final prediction of the Random Forest classifier is determined through majority voting
for classification tasks or averaging for regression, effectively combining the strengths of

multiple weak learners into a robust model, as illustrated in Figure 5.

| ! !

Result 1 Result 2 Result 3

Majority voting / Averaging

Prediction

Figure 5 Visual representation of Random Forests.

3.5.3 Graph Neural Networks

GNNs are a class of deep learning models specifically designed to perform inference on data
structured as graphs. Unlike traditional neural networks that operate on fixed-size vectors or
grid-like structures (such as images), GNNs effectively capture the complex relationships
and dependencies in graph-structured data. This makes them particularly powerful for appli-

cations involving social networks, recommendation systems, and fraud detection, where
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entities (nodes) and their interactions (edges) provide rich contextual information (Zhou et
al., 2020).

A graph is represented as G = (V, E), where V is the set of vertices or nodes (we will use
nodes throughout this article), and E is the set of edges. Let v; € V denote a node and
e;j = (v;,vj) € E todenote an edge pointing from v; to v;. The neighborhood of a node
v is defined as N(v) = {u € V|(v,u) € E}. The adjacency matrix A isan n X n

matrix with A;; =1 if e;; € E and A;; =0 if e¢;; € E. A graph may have node at-

j
tributes X, where X € R™® is a node feature matrix with X, € R% representing the fea-
ture vector of a node v. Meanwhile, a graph may have edge attributes X¢, where X¢ €
R™* ¢ isan edge feature matrix with xj,,, € RCrepresenting the feature vector of an edge
(v, u)(Wu et al.,2021)

GNNs operate by iteratively aggregating and transforming information from a node's neigh-
bours to update its representation. This process is commonly referred to as message passing
or neighbourhood aggregation. At each layer of a GNN, node features are updated by com-
bining their current representations with the aggregated information from their neighbours.
By stacking multiple such layers, GNNs can capture higher-order dependencies and progres-
sively richer node representations.

Over the past few years, various GNN variants have been developed, each introducing dif-

ferent mechanisms for message passing and aggregation. Some of the most notable include:

e Graph Convolutional Network (GCN): Proposed by Kipf and Welling, is one of
the earliest and most widely adopted GNN models. GCNs generalize the concept of
convolution from grid-like data (e.g., images) to graph-structured data. At each layer,
GCNs compute the representation of a node by aggregating features from its imme-
diate neighbours and itself, followed by a linear transformation and a non-linear ac-
tivation. The aggregation is typically done through a normalized sum or average,
where the adjacency matrix is symmetrically normalized to prevent issues related to
scale and over-smoothing. While simple and computationally efficient, traditional
GCNs are transductive in nature, meaning they struggle to generalize to unseen
nodes without retraining (Kipf & Welling, 2010).

e Graph Attention Network (GAT): Velickovi¢ and colleagues introduced GAT to
address the limitations of uniform neighbour aggregation in GCNs. GATSs apply an

attention mechanism that allows each node to assign different importance weights to
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its neighbours during aggregation. Specifically, an attention score is computed be-

tween a node and each of its neighbours based on their feature similarity, and these

scores are normalized using a softmax function. This enables GATs to focus more

on informative neighbours while ignoring less relevant or noisy ones. GATs are es-
pecially useful in heterogeneous or noisy graphs, making them suitable for tasks like

fraud detection where not all interactions are equally relevant (Velickovic¢ et al., 2017).

e GraphSAGE (SAmple and aggreGatE): Hamilton and colleagues introduced this
variant to support inductive learning, allowing the model to make predictions on
previously unseen nodes or graphs. Instead of processing the entire graph at once,
GraphSAGE performs neighbourhood sampling, where a fixed-size set of neigh-

bours is sampled for each node. This enables mini-batch training and significantly
improves scalability on large graphs. GraphSAGE supports several aggregation strat-

egies such as mean aggregation, LSTM-based aggregation, and pooling, allowing the

model to capture a variety of local structural patterns. This flexibility and efficiency

make GraphSAGE highly suitable for real-world applications like fraud detection,

where graphs can be large, dynamic, and continually evolving (Hamilton et al., 2017).

In this thesis, the GraphSAGE architecture, specifically the SAGEConv layer implemented
in the PyTorch Geometric library, is employed as the core graph learning component. The
selection of GraphSAGE is primarily motivated by computational constraints, as full-batch
training on large-scale financial transaction graphs is computationally prohibitive given avail-
able hardware resources. GraphSAGE offers a practical alternative by supporting mini-batch
training through neighbourhood sampling, which significantly enhances scalability and effi-
ciency. Moreover, unlike transudative models such as standard GCNs, which require retrain-
ing when new nodes are introduced, GraphSAGE supports inductive inference. This prop-
erty is particularly valuable in the context of fraud detection, where transaction networks are
inherently dynamic and continuously evolving. New users and transactions may be added
over time, and the ability to generalize to unseen nodes without model retraining is essential
for maintaining real-time detection capabilities. Additionally, this inductive nature becomes
critically important in experimental setups involving node removal or dynamic graph pertur-
bations, as it allows the model to adapt to structural changes in the graph without compro-

mising its predictive performance.
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3.5.4 Graph Recurrent Neural Networks

GRNN:s are specifically designed to model temporal dynamics in data that exhibit an inherent
graph structure. These architectures are grounded in theoretical principles from graph theory,
representation learning on non-Euclidean domains, and recurrent neural networks. By inte-
grating spatial dependencies, captured through graph-based computations, with temporal de-
pendencies, modelled via recurrent mechanisms, GRNNs provide a principled and scalable
framework for learning from spatio-temporal graph data. GRNNs extend the foundational
ideas of GNNs, which leverage localized message-passing schemes to propagate and aggre-
gate information across a graph. In such frameworks, the representation of each node is
iteratively updated by aggregating features from its neighbours, thereby capturing local struc-
tural and contextual information. To model temporal dependencies, GRNNSs incorporate
recurrent architectures such as Recurrent Neural Networks (RNNs), Long Short-Term
Memory (LSTM) networks, or Gated Recurrent Units (GRUs), enabling the capture of se-
quential patterns in the evolving node states over time (Z. Liu & Zhou, 2020).

In addition to the standard GraphSAGE framework, in this thesis GRNN is also employed
in order to more effectively capture complex and temporally extended dependencies in fi-
nancial transaction graphs. The GRNN model integrates the message-passing paradigm of
Graph Neural Networks with the sequence modelling capabilities of Recurrent Neural Net-
works (RNNs), allowing it to maintain a persistent state over multiple iterations of neigh-
bourhood aggregation. This design enables the model to learn not only immediate structural
patterns but also longer-range and multi-hop relationships that are often indicative of fraud-
ulent activity.

The architecture begins with an initial SAGEConv layer, which performs localized message
passing to generate initial node embeddings based on each node’s neighbourhood. These
embeddings serve as the input hidden states for a series of recurrent update steps. At each
recurrent step, another SAGEConv layer computes updated messages by aggregating infor-
mation from neighbouring nodes. These messages are then used to update the hidden states
of nodes via a GRU. The GRUCell plays a crucial role in this process. It maintains and
updates a hidden state vector h; for each node over time, using a gating mechanism to con-
trol the flow of information. Specifically, the GRU employs two gates: the update gate and
the reset gate. The update gate determines how much of the previous hidden state should be
retained, while the reset gate controls how much of the previous hidden state should be

forgotten when incorporating new information. This allows the GRNN to selectively
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preserve relevant historical context while adapting to new messages received from the graph
structure. The recurrent update process enables the model to develop a rich and context-
aware node representation that reflects both local and non-local dependencies. After com-
pleting the specified number of recurrent iterations, the final hidden state of each node is
passed through a fully connected linear layer, which maps the learned representations to
output logits for classification. This architecture is particularly advantageous for fraud detec-
tion tasks, as fraudulent behaviour often involves indirect, multi-step relationships that may
be difficult to detect using shallow or single-pass GNN models. The combination of
SAGEConv’s neighbourhood sampling and GRU’s temporal memory allows the GRNN to
effectively model evolving transactional patterns and identify subtle anomalies in large-scale
financial networks. This approach aligns with broader trends in graph-based sequence mod-
elling, where recurrent units have been integrated with GNNs to enhance representation
learning in dynamic or multi-hop graph settings (Seo et al., 2018; Rossi et al., 2020). The
GRNN framework adopted in this thesis draws inspiration from these advancements while
tailoring the architecture specifically to the challenges of fraud detection in financial transac-

tion graphs.

3.5.5 Performance Evaluation Metrics

The performance evaluation metrics are used as a measuring instrument to gauge the results
obtained. For each classification, it is possible to obtain four results: true positive (TP), in
which a sample is classified as fraudulent; false positive (FP), in which a non-fraudulent sam-
ple is classified as fraudulent; true negative (TN), in which a non-fraudulent sample is classi-
fied as not being a fraudulent; and false negative (FN) in which a fraudulent sample is classi-
fied as not being fraudulent. Classification methods performance is evaluated through TPs,
TNs, FPs, and FNs using different metrics. The following are the most common metrics in

fraud studies (Kulatilleke & Samarakoon, 2022):

e Accuracy: Represents the proportion of correctly classified samples (both malware
and benign) out of the total number of samples. It indicates the overall effectiveness

of the classifier and is defined as:

TP + TN
TP + TN + FP + FN

Accuracy =

e DPrecision: Measures the proportion of samples identified as fraudulent that are

fraudulent. It reflects the classifier’s reliability when it predicts a positive result:
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TP

Precision = ————

TP + FP

e Recall (also known as Detection Rate, True Positive Rate, or Sensitivity): Measures
the proportion of actual fraudulent samples that are correctly detected by the classi-
fier:

TP

Recall = TP T FN

e F-Measure (Fl-score): The harmonic mean of Precision and Recall, offering a bal-
ance between the two. It is particularly useful when the class distribution is imbal-
anced:

Precision X Recall

F1S =2 X
core Precision + Recall

These metrics collectively provide a comprehensive understanding of the classifier’s perfor-
mance in distinguishing between fraudulent and non-fraudulent agents. All performance
metrics reported were computed using a classification threshold of 0.9. This threshold was
selected in accordance with domain-specific business requirements, wherein stakeholders
prioritize the minimization of false positive rates (FPR). Such a preference reflects the oper-
ational need to avoid incorrectly flagging legitimate activities as fraudulent, even if this results
in a reduction in recall. By adopting a higher decision threshold, the model emphasizes pre-
cision, thereby ensuring that only predictions with a high degree of confidence are classified

as fraudulent.

3.5.6 Economic effectiveness of fraud detection

To evaluate the economic effectiveness of fraud detection models, it is essential to go beyond
traditional accuracy metrics and apply a cost-sensitive evaluation framework. A commonly
used formula calculates the expected financial cost of a model as:

Expected Cost = (FP X Cgp) + (FN X Cgy)

where FP and FN denote the number of false positives and false negatives, respectively,
and Cpp, Cpy represent their associated monetary costs. False negatives often carry a sig-
nificantly higher cost due to direct financial losses, reputational damage, and recovery ex-
penses. In contrast, false positives primarily incur operational costs from unnecessary manual

reviews or customer friction. Based on industry estimates and academic studies, it will assume
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700€ per false negative and 30€ per positive (European Central Bank, 2021; Pant & Sri-
vastava, 2021).

To more comprehensively assess model utility, a financial benefit can also be assigned to true
positives, TP, cases where fraud is correctly identified and prevented. This yields an ex-
tended cost-benefit formulation:

Expected Net Cost = (FP X Cgp) + (FN X Cgy) — (TP X Byp)

Here, Byrp reflects the average financial gain or avoided loss per detected fraud, which is
typically estimated between €500 and €700, depending on recovery efficiency (Pant & Sri-
vastava, 2021). Incorporating this metric allows for a more economically grounded compar-
ison of models. For instance, a model with lower recall but higher precision might still be
optimal if it detects high-value frauds and reduces the volume of costly false positives. This
approach aligns model evaluation with real-world business objectives and supports more

informed decisions in fraud risk management.

3.6 Agent Based Models

3.6.1 Agent Types

To enable the implementation of tailored agent-based simulations, the original PaySim
model, initially developed in Java, was meticulously reverse engineered and reimplemented
in Python. This translation preserved the core behavioural mechanisms of the original frame-
work while taking advantage of Python’s robust ecosystem for data analysis and simulation
development. This reengineering formed the basis for the subsequent development of a cus-
tom multi-agent simulation environment designed to explore transactional dynamics in syn-
thetic financial ecosystems.

Within this framework, individual agents are conceptualized as autonomous economic actors
operating within a simulated financial network. This agent-based architecture supports the
modelling of complex transactional behaviour and emergent systemic phenomena resulting
from the interactions of heterogeneous agents governed by distinct behavioural paradigms.
The simulation introduces a fundamental classification of agents into two primary categories:
customers and merchants. This distinction is informed by empirical observations of real-
world financial systems, where individual account holders and commercial entities exhibit
divergent transactional behaviours and interaction patterns. Customer agents simulate indi-

vidual end-users in the financial system. Each is instantiated with a unique identifier and an
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initial balance, sampled from empirically grounded user profiles based on the original PaySim
dataset. Their behaviours are further differentiated through parameterized profiles that de-
fine transaction type preferences, activity frequency, and risk tolerance levels. Merchant
agents, by contrast, represent institutional or commercial entities and are characterized by
distinct behavioural attributes, particulatly a strong preference for receiving payments and
initiating cash-in transactions. Compared to customer agents, merchant agents tend to ex-
hibit higher transaction volumes and larger average transaction values. Both customer and
merchant agents are implemented using a unified agent class structure, ensuring consistent
interfaces for transaction execution, balance management, and behavioural parameter speci-
fication. Each agent maintains an internal state composed of current balance, transaction
history, and profile-specific attributes. This design enables the dynamic simulation of com-
plex, heterogeneous financial interactions within a synthetic environment governed by be-

haviourally informed rules derived from real transaction data.

3.6.2 Behavioural Pattern Parameterization

Behavioural parameterization constitutes a foundational element of the agent-based simula-
tion framework, as it defines the scope, variability, and realism of agent behaviour within the
synthetic financial network. Each agent’s decision-making process is governed by a struc-
tured set of parameters that shape transaction preferences, activity frequencies, and risk-re-
lated dispositions. These parameters are initialized using statistically plausible default values,
derived from empirical distributions in the original PaySim dataset, ensuring the model re-
mains grounded in real-world transactional patterns.

The behavioural profile architecture encapsulates several key dimensions that collectively
govern agent behaviour:

e Transaction Type Preferences: Each agent is assigned a probability distribution
that dictates its propensity to engage in specific transaction types, including PAY-
MENT, TRANSFER, CASH-IN, CASH-OUT, and DEBIT, as illustrated in Table
2.
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Table 2 Transaction tpe frequency.

action maxCount minCount averageAmount stdAmount freq
CASH_IN 1 1 121136.63 0 0.07869
CASH_IN 2 2 101944.59 59537.83  0.03256
CASH_IN 3 3 108129.39 86582.83  0.01928
CASH_OUT 5 9 88133.19 75468.76  0.07386
DEBIT 5 9 2830.88 1399.18  0.05778
PAYMENT 5 9 2092.43 2018.36  0.30748

e Activity Frequency Parameters: These parameters determine the temporal dynam-
ics of agent behaviour by specifying the probability of transaction initiation within
given time intervals (e.g., daily or hourly). They can be calibrated to reflect empirical
transaction rates or configured to introduce population-wide heterogeneity in behav-

ioural tempo, as illustrated in Table 3.

Table 3 Activity frequency parameters.

action month day hour count ... avg std step
CASH_IN 10 0 1 5189 ... 155041.1451 131917.0502 1
CASH_IN 10 0 2 1057 ... 158866.2523 134859.017 2
CASH_IN 10 0 3 204 ... 155689.3387 1215247892 3
CASH_IN 10 0 6 1369 ... 1623184789 139127.1139 6
CASH_IN 10 0 7 15053 ... 154048.3626 131006.811 7

e Transaction and Initial Balance Amount Distributions: Transaction magnitudes
are governed by statistical distributions defined by mean, standard deviation, and
bounded range parameters. These settings enable the simulation of realistic transac-
tion sizes and support variance across different agent types and scenarios, as illus-

trated in Table 2 and Table 4.

Table 4 Initial balances distributions.

range_start range_end percentage
0 99 0.6714
100 199 0.0062
200 299 0.0035
300 399 0.0023
400 499 0.0021
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This multidimensional parameterization approach enables the emergence of rich and di-
verse transactions within the simulation. Importantly, it supports the generation of syn-
thetic datasets that not only capture routine financial activity but also include anomalous
behaviours, thereby creating a realistic testing ground for evaluating fraud detection al-

gorithms and conducting behavioural financial analysis.

3.6.3 Transaction Generation Framework

The transaction generation component of the simulation framework adopts a discrete-time
modelling approach to replicate temporally structured financial activity within the multi-
agent system. Time within the simulation is partitioned into fixed-length intervals, specifi-
cally, one-hour time steps, enabling the representation of diurnal patterns, burstiness, and
periodic activity observed in real-world financial networks. At each simulation step, a prob-
abilistically determined subset of agents is selected to initiate transactions. The number of
active agents per time step is governed by overall network size and agent-specific activity
rates, which are calibrated from empirical observations in the original PaySim. The transac-
tion generation process follows a structured and modular procedure designed to ensure both

behavioural realism and analytical tractability:

e Transaction Type Selection: For each active agent, the transaction type is selected
based on the agent’s behavioural profile, which encodes probabilistic preferences for
different transaction categories. This ensures alignhment between agent role and trans-

actional behaviour.

e DParticipant Selection: The selection of transaction participants, the originator and
recipient agents, is guided by transaction-type-specific rules and compatibility con-
straints. For example, PAYMENT transactions typically involve a customer agent
initiating a payment to a merchant agent, whereas TRANSFER transactions occur
between customer agents. This mechanism maintains fidelity to the role-based struc-

ture of financial networks.

e Amount Determination: Transaction amounts are sampled from parameterized
normal distributions tailored to both transaction type and agent classification.

e Fraud Pattern Integration: The framework supports the controlled injection of
fraudulent transactions according to configurable typologies and frequency parame-

ters. Transactions flagged as fraudulent are annotated with relevant indicators and
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labels to facilitate downstream analysis and benchmarking of fraud detection algo-

rithms. In the default configuration of PaySim, the fraud probability is set to 0.1%.

However, to facilitate the study and reduce the total number of transactions required

to observe sufficient fraudulent behavior, the fraud probability was increased to 1%.

e Balance Updates and Transaction Logging: Upon validation, transaction pro-

cessing involves updating the account balances of the origin and destination agents.

The transaction is then recorded in a comprehensive log that includes timestamp,

transaction type, amount, origin and destination identifiers, pre- and post-transaction
balances, and any associated fraud labels.

This methodologically rigorous process allows for the emergence of complex, temporally

structured transactional networks characterized by both routine and anomalous behaviour.

As a result, the framework is capable of generating synthetic datasets that closely approxi-

mate the statistical and behavioural properties of real-world financial systems, providing a

valuable testbed for behavioural analysis, anomaly detection, and risk modelling.

3.6.4 Agent Interaction Dynamics

Agent interactions within the framework are governed by a combination of predefined trans-
actional and behavioural profiles assigned during the initialization and parameterization
phases. These interactions occur at each discrete simulation step, wherein a subset of agents
is probabilistically selected to initiate transactions. Partner selection mechanisms are designed
to reflect both empirically observed patterns in financial behaviour and theoretical principles
from network science, ensuring that the emergent dynamics exhibit structural realism. The
partner selection process employs type-aware algorithms that consider the roles and behav-
ioural constraints of the agents involved. Specifically, customer agents are more likely to
engage in PAYMENT transactions with merchant agents and in TRANSFER operations
with other customer agents. Merchant agents, by contrast, primarily participate as recipients
in PAYMENT and CASH-IN transactions. This role-sensitive matching ensures that trans-
action flows align with real-world economic relationships and preserves the semantic integ-
rity of agent roles within the simulated ecosystem. Once a transaction is initiated, the execu-
tion process updates the internal states of both the origin and destination agents. These up-
dates include balance adjustments and the accumulation of transaction history metadata, con-
tributing to each agent’s evolving financial profile. Through repeated iterations, this frame-

work facilitates the emergence of dynamic and evolving transaction networks, characterized
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by heterogeneous agent behaviours and complex interaction topologies. These emergent
properties are critical for simulating realistic financial environments and serve as the founda-
tion for downstream applications such as fraud detection, systemic risk analysis, and behav-

ioural modelling.

3.6.5 Agent Removal Setup

To evaluate the systemic consequences of fraud mitigation strategies at the network level, a
series of agent removal experiments were conducted. These experiments aimed to simulate
the exogenous removal of agents predicted to exhibit high-risk fraudulent behaviour and to
quantify the resulting impacts on both network topology and fraud propagation. The central
hypothesis underpinning this analysis is that the pre-emptive exclusion of key high-risk
agents can lead to measurable reductions in systemic fraud, albeit with the potential for un-
intended disruptions in transactional flow, network cohesion, and overall economic activity.
The simulation environment consisted of 9000 non-fraudulent agents, 1000 merchants and
460 fraudulent agents. High-risk agents were identified through an ensemble classification
strategy that combined the predictive outputs of Isolation Forests, Random Forests, and
General Regression Neural Networks (GRNN). This ensemble configuration, shown to out-
perform individual classifiers in fraud detection tasks (as discussed in the next chapter), was
used to assign probabilistic fraud scores to each agent within the simulation environment.
Agents classified as fraudulent were then subjected to random removal under four experi-
mental thresholds: 25%, 50%, 75%, and 100% of the predicted high-risk population. Unlike
tixed-size transaction batches, the simulation was structured around dynamic time-based ac-
tivity, with transactions generated continuously over time. Specifically, transactions were gen-
erated over a simulation timeline divided into monthly segments, where each month con-
sisted of 720 time steps (30 days X 24 hours). Two agent removal interventions were applied
at transition points between these monthly segments: the first intervention occurred at the
end of the first month (step 720), and the second at the end of the second week (step 1440).
Each removal scenario was thus assessed across these temporal phases to observe both im-
mediate and lagged effects on network behaviour. For each scenario, the designated propor-
tion of high-risk agents, and all their associated transactions, were excised from the network
graph at the intervention points. This enabled a comparative analysis of fraud incidence,
transaction volume, and structural connectivity before and after each intervention. Key met-

rics included changes in the volume and distribution of fraudulent transactions.
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4. Results

This section presents the empirical results of the classification models evaluated on the Pay-
Sim based financial transaction dataset as well as the results of fraudulent agents’ removal
from the financial network. Originally, containing over 6.3 million transaction records, with
only 8213 labelled as fraudulent. After applying the augmentation techniques, the dataset
expanded to approximately 9.5 million transactions, of which 3.2 million (approximately
24%) were labelled as fraudulent. The models include Isolation, Random Forest, GNN and
GRNN, and several ensemble combinations. Performance metrics reported are accuracy,
precision, recall, F1-score, and ROC-AUC, following standard practice in fraud detection
research. Additionally, the analysis incorporates evaluations of expected cost and expected
net cost to provide a comprehensive assessment of model effectiveness from an economic
perspective.

Table 5 presents the quantitative performance outcomes of both individual and ensemble
classification models applied to the balanced PaySim dataset. These models include Isolation
Forest, Random Forest, GNN and GRNN, as well as ensemble configurations combining
their outputs. The models were evaluated on multiple dimensions (accuracy, precision, recall,
F1-score, and ROC-AUC) to capture both their statistical effectiveness and practical utility
in fraud detection. Additionally, expected financial cost and net cost metrics are included to
account for the economic implications of false positives and false negatives, as specified in
the cost-sensitive framework described in 3.5.6 Economic effectiveness of fraud detection.
Among individual models, Random Forest achieved the best balance between recall (0.97),
precision (0.99), and economic efficiency, resulting in the lowest expected cost and a positive
net economic impact. It also exhibited the lowest expected cost (€123 million) and the high-
est net economic benefit (—€123 million). These findings align with prior literature supporting
the robustness of tree-based ensemble methods when trained on engineered features and
synthetically balanced data. The Isolation Forest, an unsupervised method, yielded moderate
results with precision of 0.79 but low recall (0.39) and Fl-score (0.53), indicating limited
effectiveness in identifying fraudulent agents. In contrast, GNN and GRNN underper-
formed relative to the other models, ROC-AUC scores (0.50 for GNN and 0.51 for GRNN)
showing that they are not better than a random classifier.

The ensemble models demonstrate superior performance, particularly the triad of Isolation
Forest, Random Forest, and GRNN, which achieved high scores across all evaluation crite-

ria. These hybrid approach achieved an Fl-score of 0.93 for the fraud class, offering a
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compelling trade-off between recall and precision. This supports findings in recent literature
(Sengupta & Das, 2023; Vashistha & Tiwari, 2024), which suggest that ensemble models
integrating both supervised and unsupervised learning paradigms, along with temporal and
relational information, can outperform single-model baselines in complex anomaly detection
tasks.

A cost-sensitive evaluation, incorporating penalties for false positives and false negatives (€30
and €700 respectively), as well as gains from true positives (€600), revealed that GRNN
achieved the highest net savings (—€1.88 billion) due to perfect recall but triggered a high
number of false positives. In contrast, Random Forest provided a more balanced trade-off,
maintaining low false positive rates with nearly optimal recall, yielding net savings of —€1.74
billion. The best-performing ensemble model delivered near-perfect recall with fewer false
positives than GRNN, achieving —€1.81 billion in net savings, confirming its robustness in
both technical and economic dimensions.

The performance contextualization of the models developed in this study by comparing them
to results reported in prior academic research is showcased in Table 6. These benchmarks
span a range of methodologies, datasets, and evaluation strategies, including traditional ma-
chine learning, ensemble methods, and advanced graph-based learning frameworks. The
comparative analysis reveals that the models implemented in this thesis, particularly the Ran-
dom Forest, achieve performance metrics that are competitive with those documented in the
literature. This is especially evident in terms of ROC-AUC and cost-efficiency, where this
work outperforms prior studies such as those by Saddam, Aburbejan and colleagues.

Table 7 presents a quantitative assessment of fraudulent transaction volumes under varying
agent removal scenarios (25%, 50%, 75%, and 100%), evaluated across three sequential
transaction batches. The results demonstrate a clear inverse relationship between the pro-
portion of high-risk agents removed and the volume of fraudulent transactions. At the 25%
removal threshold, batch-level fraud reductions were relatively modest, with reductions of
0.0%, 4.2%, and 13.2% across batches 1 through 3, respectively. In contrast, the full removal
scenario (100%) yielded significantly larger effects in later batches, culminating in a 44.6%
reduction in batch 3. These findings collectively underscore the efficacy of agent removal
strategies, particularly as the scale of intervention increases. Importantly, the reductions in
fraudulent activity exhibit a non-linear trajectory, wherein marginal gains diminish at higher

removal rates. For instance, while the transition from 25% to 50% removal resulted in a
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Table 5 Results of classifiers performance.

Individual

Ensemble

Model

Isolation Forest

Random Forest

GNN

GRNN

Isolation Forest
Random Forest
GNN
Isolation Forest
Random Forest
GRNN
Isolation Forest
GNN
GRNN
Random Forest
GNN
GRNN

Accuracy

0.49
0.97
0.44

0.72

0.79

0.90

0.65

0.80

Precision

0.79

0.99

0.33

0.72

0.91

0.90

0.73

0.79

Recall

0.39

0.97

0.69

1.00

0.79

0.97

0.81

0.99

F1l-score

0.53

0.98

0.45
0.84

0.85

0.93

0.77

0.88

ROC-AUC

0.58

0.999

0.50

0.51

0.84

0.90

0.55

0.88

Expected Cost

€)
1,414,341,330
123,019,920

1,494,378,540

37,333,320

497,003,960

140,346,670

511,717,800

88,085,160

Expected Net Cost

€)
-335 458,670

-123,019,920

828,421,460

—1,882,666,680

~1,019,796,040

—1,722,053,330

—1,043,482,200

1,812,714,840
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Table 6 Results of classifiers performance of related literature.

Model / Reference Accuracy Precision Recall Fl-score ROC-AUC
Random Forest 0.96 0.97 0.95 0.96 0.98
(Aburbeian &  Ashgqar,

2023)

Random Forest 0.97 0.98 0.96 0.97 0.99

(Saddam Hussain et al,

2021)

SVM + SMOTE 0.95 0.94 0.92 0.93 0.96

(Rtayli & Enneya, 2020)(

GNN 0.93 0.91 0.92 0.91 0.94

(Tian et al., 2023)

GNN 0.94 0.93 091 0.92 0.95

(R. Wang et al., 2024)

Ensemble 0.98 0.98 0.97 0.98 0.99

(Vashistha & Tiwari, 2024)

DNN + KNN 0.92 0.91 0.90 0.90 0.93
(Rzayeva & Malekzadeh,

2022)

considerable fraud reduction increase, from an average of 5.8% to 18.5%, the additional gains
from escalating removal to 75% and then 100% were relatively attenuated, yielding average
reductions of 27.8% and 25.5%, respectively. This plateau effect indicates that a dispropor-
tionate share of fraudulent activity may be attributable to a small subset of highly central or
structurally influential agents. Once these key nodes are excised from the network, further
removals yield limited incremental benefit. This phenomenon aligns with established princi-
ples in network science, particularly those related to node centrality and network fragility,
where the removal of highly connected nodes exerts outsized influence on systemic behav-
iour.

Expanding on this analysis, Table 8 synthesizes the cumulative outcomes of agent removal
across batches and evaluates the classification model’s effectiveness using key performance
metrics. As the removal rate increased from 25% to 100%, the number of agents removed

rose from 92 to 334, with the number of correctly identified fraudulent agents increasing
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from 81 to 267. Despite the increase in true positives, the number of incorrectly flagged
agents also grew, from 11 at 25% to 67 at full removal, highlighting a trade-off between
coverage and specificity. Nonetheless, the classifier maintained strong performance across
all levels of agent removal. Accuracy ranged from 0.88 at the 25% level to 0.79 at 100%,
while Fl-scores remained relatively stable (0.87 to 0.84). Precision consistently exceeded
0.806, and recall ranged narrowly between 0.84 and 0.86. These results suggest that the classi-
tier’s predictive capacity is largely robust to structural perturbations induced by the removal
of nodes, affirming the resilience of the underlying ensemble model. The sustained classifi-
cation performance in the face of significant network alteration implies that local transac-
tional features, such as frequency, value, and temporal patterns, carry sufficient discrimina-
tive power to support effective fraud detection, even when topological cues are weakened or
removed. This finding is particularly salient in dynamic or adversarial environments where

network structures are subject to drift, disruption, or strategic manipulation.

In addition to evaluating classification model performance and agent removal effects on
fraudulent transaction volumes, this study further investigates the structural properties of the
financial transaction network through centrality and community detection analyses. These
complementary network-based assessments provide insight into the mechanisms by which
agent removal strategies influence overall system resilience and the propagation of fraudulent
activity. On Table 9 is presented the results of the centrality analysis, summarizing Degree
and Closeness metrics across the agent removal simulation setup. The observed trends indi-
cate that as fraudulent agents are progressively removed, both Degree and Closeness central-
ity values increase for the remaining nodes, particularly in later transaction batches. For in-
stance, in Batch 3, the mean Degree centrality increases from 7.34e-03 at 25% removal to
7.43e-03 at 100% removal, while the mean Closeness centrality follows a comparable pattern,
rising from 4.00e-03 to 7.43e-03, respectively. This suggests a fragmentation of the network’s
structural core, whereby the elimination of highly connected or strategically positioned agents
disrupts global connectivity, increasing the relative prominence and centrality of remaining
nodes. Table 10 extends this structural evaluation by reporting Eigenvector and Betweenness
centrality metrics for the same experimental scenarios. The results reveal that with increased
removal rates, the Eigenvector centrality of remaining nodes rises, particularly in later
batches, reflecting a redistribution of influence towards peripheral or previously less central

nodes. For example, in Batch 3, Eigenvector centrality increases from 7.34e-03 at 25%
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removal to 7.43e-03 at 100%, while Betweenness centrality decreases from 1.45e-04 to 1.48e-
04, highlighting a subtle but consistent contraction in brokers roles. This reduction in Be-
tweenness centrality reflects the elimination of key bridging nodes, which, according to net-
work vulnerability theory, reduces the efficiency of information, or in this case, fraudulent
activity, flow across the network (Freeman, 1977; Holme et al., 2002). Finally, the implica-
tions of these structural shifts are reinforced by the Louvain community detection results,
summarized in Table 11. The results demonstrate that as the removal rate increases, partic-
ularly beyond the 50% threshold, the network exhibits higher modularity scores and a greater
number of communities, consistent with increased fragmentation. Specifically, the modular-
ity score rises from 0.086 at 25% removal (Batch 3) to 0.085 at 100% removal, accompanied
by an increase in the number of detected communities from 12 to 15, indicating that agent
removal promotes network compartmentalization. This aligns with prior research suggesting
that targeted removal of structurally influential nodes induces network partitioning, thereby
limiting the pathways available for coordinated fraudulent activity (Blondel et al., 2008b;
Newman, 2006). Overall, the results indicate that moderate removal rates (25% to 50%) pro-
duce measurable yet incremental structural disruptions, while higher remowval rates (75% and
100%) yield diminishing marginal returns in terms of centrality redistribution but substan-
tially increase network modularity and fragmentation. Notably, at 75% removal, Batch 2 ex-
hibits a mean Degree centrality of 5.82e-03, compared to 5.05e-03 at 50%, but modularity
rises more sharply from 0.105 to 0.099, suggesting that while node-level influence grows, the
overall network becomes increasingly partitioned. These findings collectively underscore that
agent removal strategies impact the network through two complementary mechanisms, the
first one by reducing the absolute number of high-risk agents and second by inducing struc-
tural fragmentation that constrains potential fraud propagation pathways. The latter effect is
particularly pronounced at high removal rates, consistent with network science principles

that the excision of highly central nodes exerts outsized influence on global system behaviour

(Albert et al., 2000b; Cohen et al., 2001)
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Table 7 Impact of Agent Removal on Fraudulent Activity Distribution.(Tx means Transaction)

Removal Batch Actual Fraud Pred. Fraud Agents Re- Remaining Total Actual Pred. Tx Fraud Re-
Rate Agents Agents moved Fraud Agents Tx Fraud Tx Fraud Tx  duction (%)
1 460 430 48 412 229,250 9,387 8,781 -
25% 2 412 401 44 368 233,889 8,892 8,658 4.20
3 368 393 - - 224,207 6,184 6,607 13.20
1 460 443 99 361 222,691 10,900 10,500 -
50% 2 361 364 85 276 226,898 4,485 4,508 20.40
3 276 291 - - 219,603 3,167 3,336 35.20
1 460 392 133 327 230,767 11,087 9,455 -
75% 2 327 335 115 212 225,698 2,949 3,021 15.70
3 212 299 - - 221,377 1,374 1,938 32.70
1 460 413 191 269 227,034 11,124 9,980 -
100% 2 269 297 143 126 221,608 1,109 1,224 31.90
3 126 246 - - 214,485 125 244 44.60

Table 8 Cumnlative Agent Removal Effectiveness.

Removal Total Agents Correctly Identified Incorrectly Identified  Accuracy Fl-score Precision Recall
Rate Removed Fraudulent Fraudulent
25% 92 81 11 0.88 0.87 0.88 0.86
50% 184 158 26 0.86 0.86 0.87 0.86
75% 248 204 44 0.82 0.86 0.88 0.85
100% 334 267 67 0.79 0.84 0.87 0.84

49



Table 9 Degree and Closeness centrality metrics for agent removal simulation.

Removal Rate

25%

50%

75%

100%

50

Batch

1

2

Degree (Mean * Std)

2.71e-03 £ 3.73e-03
4.90e-03 £ 7.00e-03
7.34e-03 £ 1.03¢-02
2.71e-03 £ 3.73e-03
5.05e-03 £ 7.06e-03
7.34¢-03 £ 1.03¢-02
2.71e-03 £ 3.73e-03
5.82¢-03 * 8.16¢-03
7.44¢-03 £ 1.04¢-02
2.71e-03 £ 3.73e-03
5.05e-03 £ 7.09¢-03

7.43¢-03 £ 1.04¢-02

Degree (Min-Max)

9.61e-05 - 1.86e-02
3.00e-04 - 3.20e-02
1.08e-03 - 4.64e-02
9.61e-05 - 1.86e-02
3.89e-04 - 3.21e-02
1.08e-03 - 4.64e-02
9.61e-05 - 1.86e-02
8.77e-04 - 3.68e-02
1.09¢-03 - 4.51e-02
9.61e-05 - 1.86e-02
6.87e-04 - 3.23e-02

7.97e-04 - 4.61e-02

Closeness (Mean * Std)

4.00e-03 £ 5.00e-03
4.00e-03 £ 5.00e-03
4.00e-03 £ 5.00e-03
2.70e-03 £ 3.73e-03
5.05e-03 £ 7.10e-03
7.34e-03 £ 1.03e-02
2.70e-03 £ 3.73e-03
5.82e-03 £ 8.16e-03
7.44¢-03 £ 1.04e-02
2.70e-03 £ 3.73e-03
5.05e-03 £ 7.09¢-03

7.43¢-03 £ 1.04¢-02

Closeness (Min-Max)

2.00e-04 - 1.80e-02
2.00e-04 - 1.80e-02
2.00e-04 - 1.80e-02
9.61e-05 - 1.86e-02
3.89e-04 - 3.21e-02
1.08e-03 - 4.64e-02
9.61e-05 - 1.86e-02
8.77e-04 - 3.68e-02
1.09e-03 - 4.51e-02
9.61e-05 - 1.86e-02
6.87e-04 - 3.23e-02

7.97e-04 - 4.61e-02



Table 10 Eigenvector and Betweenness centrality metrics for agent removal simulation.

Relil:t):al Batch
1
25% 2
3
1
50% 2
3
1
75% 2
3
1
100% 2

Eigenvector (Mean *

Std)
2.71e-03 £ 3.73e-03
4.90e-03 £ 7.00e-03
7.34e-03 £ 1.03e-02
2.71e-03 £ 3.73e-03
5.05e-03 £ 7.06e-03
7.34e-03 £ 1.03e-02
2.71e-03 £ 3.73e-03
5.82e-03 £ 8.16e-03
7.44¢-03 £ 1.04e-02
2.71e-03 £ 3.73e-03
5.05e-03 £ 7.09¢-03

7.43¢-03 £ 1.04¢-02

Eigenvector (Min-

Max)
9.61e-05 - 1.86e-02
3.00e-04 - 3.20e-02
1.08e-03 - 4.64e-02
9.61e-05 - 1.86e-02
3.89e-04 - 3.21e-02
1.08e-03 - 4.64e-02
9.61e-05 - 1.86e-02
8.77e-04 - 3.68e-02
1.09¢-03 - 4.51e-02
9.61e-05 - 1.86e-02
6.87e-04 - 3.23e-02

7.97e-04 - 4.61e-02

Betweenness (Mean *

Std)
1.81e-04 £ 5.96e-04
1.58e-04 £ 5.10e-04
1.45e-04 £ 4.51e-04
1.80e-04 £ 5.88e-04
1.61e-04 £ 5.14e-04
1.45e-04 £ 4.51e-04
1.80e-04 £ 5.99¢-04
1.54e-04 £ 4.87¢-04
1.44e-04 £ 4.48e-04
1.81e-04 £ 5.94¢-04
1.59¢-04 £ 5.01e-04

1.48e-04 £ 4.57¢-04

Betweenness (Min-
Max)

0.00e+00 - 8.86e-03
3.00e-08 - 5.20e-03
0.00e+00 - 3.75e-03
0.00e+00 - 6.31e-03
3.78e-08 - 5.26e-03
0.00e+00 - 3.75e-03
0.00e+00 - 9.36e-03
2.72e-07 - 4.61e-03
1.85e-07 - 4.01e-03
0.00e+00 - 7.86e-03
7.32e-08 - 5.25e-03

8.04¢-08 - 4.21e-03



Table 11 Louvain modularity scores and community counts for agent removal simulation.

52

Removal Rate

25%

50%

75%

100%

Batch

1

Modularity Score
1.52¢-01
1.05e-01
8.70e-02
1.52e-01
1.05e-01
8.60e-02
1.52e-01
9.92¢-02
8.92e-02
1.52e-01
1.08e-01

8.51e-02

Communities
10
11
12
10
11
14
10
12
11
10
11

15



5. Discussion

The fraud detection pipeline developed for this study was designed to rigorously assess the
performance of both classical and state-of-the-art machine learning models for financial
fraud detection, leveraging the PaySim synthetic transaction dataset. Each stage entailed
methodological decisions with direct implications for the results obtained and their subse-
quent interpretation. The PaySim dataset, as outlined in Section 3.1, comprises a large-scale,
synthetic simulation of mobile money transactions. While the synthetic nature of PaySim
offers advantages in terms of reproducibility and scalability, it also imposes inherent limita-
tions. Notably, the generative process underlying the dataset may fail to capture the full com-
plexity of adversarial behaviour or the adaptive strategies employed by real-world fraudsters.
Moreover, the structural properties of the simulated transaction network may lack the heter-
ogeneity, community structures, and temporal dynamics typically found in authentic financial
transaction graphs. These deficiencies are particularly salient when evaluating graph-based
models, which rely heavily on rich relational and temporal signals to identify anomalous pat-
terns.

To address the extreme class imbalance and enhance the feature space, the pipeline employed
a combination of SMOTE and SAGAN, as mentioned previously. While these techniques
effectively mitigated the class imbalance and provided additional training instances, they also
introduced synthetic patterns that may not faithfully reflect the variability and unpredictabil-
ity inherent in real-world fraudulent behaviour.

This presents a challenge for model generalizability. Classical models, such as Random For-
ests, may overfit to the synthetic regularities introduced during augmentation, leading to in-
flated performance metrics on the test set but poor generalization to real-world scenarios. In
contrast, deep learning models, particularly graph-based architectures such as GNNs and
GRNNEs, are sensitive to the underlying data distribution and graph topology. The inclusion
of synthetic data may have distorted the relational and temporal structures necessary for
these models to learn effectively, potentially undermining their performance.

The performance evaluation of the models, in Table 5, revealed several important insights
into the strengths and limitations of various approaches to financial fraud detection using
the augmented PaySim dataset. The outstanding performance of the Random Forest model
indicates that the engineered features and the synthetically balanced dataset provided suffi-
cient discriminative information to enable the model to distinguish between fraudulent and

legitimate transactions. However, this level of performance may partially reflect the synthetic
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nature of the data and the influence of augmentation techniques, which may not generalize
to real-world transaction environments. The performance of graph-based models, GNNs
and GRNNSs, was notably less effective. Several factors likely contributed to the underper-
formance of the graph-based models. The construction of the transaction graph may have
failed to sufficiently capture relational diversity, community structure, or meaningful tem-
poral patterns, critical components for effective graph learning. Additionally, the use of syn-
thetic data from SMOTE and SAGAN may have disrupted natural dependencies within the
graph, introducing artifacts that confounded the learning process. Architectural limitations,
such as shallow SAGEConv layers, constrained model depth, and potential underfitting due
to computational restrictions (e.g., limited training epochs and batch sizes), may have further
impeded performance. Further investigation into architectural refinement, advanced feature
engineering, and more sophisticated graph augmentation techniques may be necessary to
improve performance in this domain.

The implementation of the end-to-end pipeline incurred substantial computational costs,
with the total execution time exceeding 2 weeks. This highlights the considerable challenges
associated with scaling deep learning and graph-based architectures to large-scale transaction
networks, particularly when extensive hyperparameter tuning and architectural exploration
are required. Finally, a key trade-off emerged between recall and precision, particularly evi-
dent in the performance of the GRNN and ensemble models. While high recall is essential
for minimizing false negatives, thereby ensuring that fraudulent activities are detected and
not allowed to propagate undetected, this often comes at the cost of increased false positives.
An elevated false positive rate can overwhelm human analysts, inflate operational costs, and
diminish trust in the detection system’s reliability.

In the second phase of this study, the systematic impact of fraudulent agent removal on
financial network dynamics and fraud detection was examined. A progressive elimination
protocol was employed by removing 25%, 50%, 75%, and 100% of identified fraudulent
agents. The investigation, overall, aligned with established principles in network disruption
theory, removal of key nodes within a network is theorized to hinder access to illicit re-
sources, obscure remaining criminal entities, deter offender engagement, and diminish mo-
tivational stimuli. The agent removal process further revealed dose-response dynamics, alt-
hough the patterns indicate a general trend of increasing disruption with higher removal
percentages, the effects were not strictly linear, suggesting the presence of threshold phe-

nomena and adaptive network behaviours. Across all removal conditions, ensemble F1-
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scores and precision consistently achieved high levels. This robustness can be attributed to
several reinforcing factors. Network redundancy, the inherently sparse and decentralized
structure of fraudulent networks likely distributed behavioural patterns across multiple
nodes, enabling the model to maintain its detection capacity despite the removal of substan-
tial network components. Feature and temporal robustness, the use of temporal batch anal-
ysis allowed the system to adaptively learn from historical behaviour while integrating new
patterns, thereby countering concept drift and preserving model relevance. Lastly, ensemble
resilience, the synergistic combination of diverse classifiers provided compensatory capabil-
ities, mitigating potential performance degradation introduced by changes in the network’s
topology. These findings provide empirical validation of network disruption theory within
financial crime domains, illustrating that aggressive agent removal strategies can significantly
reduce fraudulent activity. This supports the premise that complete removal of identified
fraudulent agents exerts a profound suppressive effect on network functionality.

However, several unexpected results emerged, offering novel insights into the adaptive na-
ture of financial crime networks. Non-linear reduction patterns, the relationship between
agent removal percentages and transaction volume reduction was not strictly proportional.
For instance, the 75% removal condition resulted in only a slightly lower fraud reduction
(32.7%) than the 50% condition (35.2%), suggesting diminishing returns beyond certain dis-
ruption thresholds. Secondly, detection stability despite structural disruption, the ensemble
model maintained high detection accuracy regardless of agent removal intensity. This stability
suggests that key fraud indicators are encoded in localized behavioural features rather than
dependent on broader network topology, countering prevailing assumptions that denser net-
works are essential for effective fraud detection.

Temporal analysis showed moderate performance degradation across batches. This trend is
indicative of concept drift, a well-documented challenge in fraud detection, wherein fraudu-
lent strategies evolve over time (Zliobaité et al., 2016). The agent-based modelling framework
employed here proved effective in simulating realistic fraud dynamics within a computation-
ally tractable environment. Patterns of fraud concentration and distribution closely mirrored
empirical fraud characteristics, further reinforcing the ecological validity of the simulation.
Strategic interactions between fraudsters and detection systems are increasingly well-suited
to game-theoretic modelling. Fraudsters often employ dynamic signalling strategies or ma-
nipulate transaction histories to maintain favourable reputations, especially in networks

where classification as fraudulent or non-fraudulent affects future transaction privileges.
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Anticipating such behaviour through equilibrium analysis, using tools like signalling and re-
peated games, can improve the robustness of detection systems under adversarial pressure.
These models enable simulation of deception, adaptation, and learning, thereby informing
the design of adaptive, resilient detection strategies. Crucially, fraud detection should not
focus solely on malicious actors. The behaviour of non-fraudulent agents also plays a signif-
icant role in shaping network dynamics. In high-risk environments, these agents may demand
risk premiums, reduce transaction frequency, or exit the network entirely. Such adaptive re-
sponses reflect broader economic principles and serve as indirect signals of fraud prevalence.
Incorporating these endogenous behaviours into agent-based simulations enhances the real-
ism of the model, revealing how fraud can affect not only detection efficiency but also trust,
liquidity, and the overall health of financial ecosystems. For practical implementation, a hy-
brid system architecture offers a promising solution. Combining real-time transaction stream
processing with periodic, batch-based agent removal allows for both immediate threat detec-
tion and strategic interventions based on high-confidence classifications. This setup ensures
responsiveness while supporting long-term system stability. Empirical results from the study
underscore the efficacy of strategic agent removal in disrupting financial crime. The ensem-
ble-based detection framework demonstrated resilience and scalability, maintaining high ac-
curacy even in sparse, evolving networks. Moreover, simulations revealed dose-response ef-
fects, removal of highly connected or influential agents had a disproportionately positive
impact on network integrity. These findings align with network disruption theory and suggest
that targeting “too-connected-to-fail” nodes can offer efficient returns on enforcement ef-
forts, supporting the design of intelligence-driven, resource-efficient strategies. From a policy
standpoint, these insights call for a re-evaluation of centralized versus decentralized detection
approaches. Centralized systems provide enforcement capacity and coordination but may
suffer from brittleness and limited scalability. In contrast, decentralized mechanisms, such as
reputation systems embedded in distributed ledgers, enhance system resilience through peer-
based trust models. The performance of ensemble methods across fragmented network to-
pologies indicates that hybrid detection architectures can effectively balance control with
adaptability. Finally, the study highlights a critical tension in financial governance: the trade-
off between privacy and economic security. While aggressive surveillance may increase de-
tection capabilities, it risks undermining civil liberties and public trust. However, the results
suggest a viable middle path, high-fidelity fraud detection is achievable without mass surveil-

lance. By leveraging precision targeting, behavioural modelling, and robust classifiers,
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regulatory frameworks can prioritize proportionality, data minimization, and due process.
These principles are essential for preserving both individual rights and systemic integrity in

the digital financial age.
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6. Conclusion

This dissertation investigated the detection and mitigation of financial fraud within synthetic
transaction networks, with a particular focus on the dynamic role of high-risk nodes. Draw-
ing on data generated by the PaySim simulator, the study developed and evaluated a multi-
stage fraud detection pipeline incorporating advanced machine learning, graph-based learn-
ing, and agent-based modelling. Through the integration of data augmentation techniques,
feature engineering, and ensemble classification, the system was optimized to address the
challenges of class imbalance, temporal dependencies, and relational complexity that charac-
terize modern financial ecosystems.

Empirical results demonstrated that ensemble models, particularly those combining Random
Forest, Isolation Forest, and GRNN, significantly outperformed individual classifiers across
multiple evaluation metrics, including accuracy, precision, recall, and expected cost. Notably,
traditional machine learning methods, such as Random Forest, yielded robust and economi-
cally effective results, even outperforming more complex graph-based neural networks in
this context. This outcome underscores the continuing relevance of classical ensemble meth-
ods in practical fraud detection systems, especially when trained on well-engineered features.
In addition to detection performance, the study examined the systemic effects of removing
high-risk agents from the financial network. Simulation results indicated that even partial
removal (e.g., 25% of flagged nodes) led to a measurable reduction in fraudulent activity.
However, diminishing returns were observed at higher intervention thresholds, suggesting
that targeted and proportionate actions may be more efficient than exhaustive removals.
Furthermore, the fraud detection models maintained strong performance even under sub-
stantial network fragmentation, indicating resilience to structural disruptions and adaptability
to evolving network conditions.

Opverall, this research contributes a comprehensive, scalable, and economically grounded
framework for fraud detection in digital financial environments. It highlights the importance
of combining algorithmic diversity with behavioural insights and reinforces the need for cost-
sensitive evaluations in real-world deployments. The findings are of relevance not only to
data scientists and financial institutions but also to policymakers seeking to mitigate systemic
risk in increasingly digitized economies.

Future research should explore several key avenues to build upon the contributions of this
study. The integration of real-time learning mechanisms, such as online or incremental train-

ing algorithms, would allow fraud detection systems to dynamically adapt to evolving
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transaction patterns and emerging fraud tactics. This is particularly relevant in environments
characterized by high-frequency trading or continuous user activity, where concept drift can
rapidly erode model performance. The incorporation of adversarial robustness techniques,
such as adversarial training or anomaly-resilient architectures, could help mitigate the vulner-
ability of detection models to intentional obfuscation by sophisticated fraudsters. Given the
growing use of evasion strategies, such as transaction camouflage and identity layering, de-
veloping models that can resist such manipulation is critical. Enhancing the explainability
and interpretability of fraud detection models is essential for increasing trust among financial
stakeholders and ensuring regulatory compliance. The application of explainable Al (XAI)
methods, would allow practitioners to better understand why certain transactions are flagged,
thereby facilitating model auditing, debugging, and user communication. Future iterations of
the agent-based simulation framework should strive for greater behavioural realism by mod-
elling persistent social relationships, agent memory, and adaptive strategies. For example,
agents could be endowed with a memory of past interactions, enabling simulations of trust-
building, collusion, and retaliation. Incorporating these mechanisms would better mirror real-
world network dynamics and improve the ecological validity of simulation-based evaluations.
From an economic standpoint, future work should explore the macro- and microeconomic
implications of fraud detection interventions. This includes evaluating how agent removal
strategies may impact market liquidity, transaction flow, and access to financial services, pat-
ticularly for borderline or misclassified agents. Overly aggressive interventions, while effec-
tive in reducing fraud, may inadvertently disrupt legitimate economic activity, introduce fric-
tion, or contribute to credit rationing, especially in financially underserved populations. A
cost-benefit optimization framework that weighs fraud mitigation gains against such unin-
tended economic externalities could support more balanced policymaking. Moreover, further
research could incorporate agent behavioural economics, examining how rational and
boundedly rational agents adapt their strategies in response to detection mechanisms. This
could inform the design of systems that anticipate and counteract fraud migration, reputa-
tional manipulation, and evasion tactics. Embedding fraud detection within a market design
framework would also allow researchers to assess how detection systems affect market effi-

ciency, risk pricing, and systemic stability.
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