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Abstract

With the dynamic evolution of the internet, particularly in domains such as multimedia services,
cloud computing, internet of things, virtualization, and artificial intelligence, companies have seen
significant expansion in their market and services. However, this growth has also exposed numerous
vulnerabilities that threaten the confidentiality, integrity, and availability of organizational and
personal data. As information technology analysts work to address security system alerts, artificial
intelligence has introduced new avenues for breaching security, ranging from simple, low-cost
methods to highly sophisticated attacks. Low-cost approaches, such as phishing and password
spraying take advantage of human error and weak password practices. In contrast, challenging
threats include advanced persistent attacks and zero-day exploits, which require significant expertise
and resources, often disrupting critical systems. Many organizations rely on cybersecurity helpdesk
centers, internal or outsourced, to manage incidents. However, these centers often struggle to
respond effectively due to data overload and a lack of qualified operators.

This dissertation addresses the shortage of skilled operators and the high volume of incidents in
helpdesk operations by developing a ticket management assistant to support human operators in
resolving incidents. The platform integrates a context-aware recommender system that identifies
the fastest analyst-procedure pair for each incident and continually improves with each treatment
followed. To ensure data privacy, this recommender system is trained using artificial data generated
by a custom synthetic data generator. Furthermore, this thesis explores the possibility of enhancing
this assistant with automated machine learning functionalities to predict incoming tickets. This
feature could help managers anticipate workloads and proactively adjust the composition of the
security teams.

The development of this tool is supported by the collaboration with a cybersecurity company,
S21sec, which provides anonymized historical incident treatment data structures and taxonomies.
However, synthetic data generation techniques are essential due to the absence of granular informa-
tion on incident resolution and related parameters in the shared data set, which also requires privacy.
The implemented generator builds artificial datasets that can mimic distributions similar to those
observed in the real dataset while emulating real-world behaviours, including ticket prioritization,
scheduling, and treatment.

The artificial data generator is evaluated regarding its efficiency in replicating real-world
datasets using similarity measures such as Hellinger distance and Kullback-Leibler divergence.
Furthermore, several ticket scheduling scenarios are explored, with different number of operators
and distributions across three work shifts. The results demonstrate that this module can replicate
ticket distributions and treatment durations observed in real datasets. Additionally, it allows
for the simulation of real-world helpdesk operations, providing a solid foundation for exploring
diverse operational contexts without compromising privacy. The analysis of the ticket scheduling
consistently shows that scenarios characterized by a high shift imbalance and fewer operators lead
to longer wait times and more tickets scheduled for later treatment.

The recommender system is assessed from two perspectives: scalability and impact on ticket



treatment. The first phase uses various test datasets with different sizes and numbers of operators,
analyzed with metrics such as the average recommendation time and memory usage. In contrast,
the impact on ticket treatment is examined by considering improvements in ticket waiting times
before being allocated to an operator and the response time required for their resolution, using
different recommendation acceptance degrees. The results indicate that the number of operators
the recommender system utilizes has a slightly larger impact on its scalability than the number
of test tickets. Both features show a similar linear growth pattern regarding the referred metrics,
but the number of operators has a larger slope. The integration of this recommender system into
the ticket treatment for the testing synthetic dataset reduced the average response time by 37.9%
to 45.1% and the average wait time by 62.2% to 63.2%, assuming operators always accept the
recommendations. With varying recommendation acceptance rates, the average wait time remains
constant, while the response time improvement ranges from 0.4% to 11.7%.

The potential application of automated machine learning for predictive analysis is explored
through a case study, comparing the system’s recommended team dimensionality decisions with
expected outcomes. The case study evaluates the system in terms of how accurately it makes
predictions about future incident workloads and its effectiveness in suggesting appropriate team
size adjustments based on past historical operator performance and the forecasts obtained. Among
the tested dataset distributions, models trained in three years of data outperformed those trained on
four years, showing a better mean average error using real data on ticket frequency throughout the
year. Regarding team dimensionality recommendations, including hiring or dismissing operators,
the tool based on automated machine learning frequently proposed decisions closely aligned with
those that could have been proposed in the same period.

Collectively, these results show that the proposed system can optimize ticket treatment work-
flows in real-world applications, leading to more efficient use of resources and reduced operational
delays. Furthermore, its ability to simulate real-world operations without compromising privacy
allows security operations centers to test several scenarios and refine their strategies.
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Resumo

A evolucdo dindmica da internet, particularmente em setores como servicos multimédia, com-
putacdo na cloud, internet of things, simulagdo, e inteligéncia artificial, levou a que as empresas
tenham assistido a uma expansao significativa dos seus servicos e mercados. No entanto, este
crescimento também expds diversas vulnerabilidades que ameacam a confidencialidade, integridade
e disponibilidade dos dados organizacionais e pessoais. Enquanto os especialistas trabalham para
responder aos alertas gerados por sistemas de seguranca, a inteligéncia artificial tem introduzido
novas formas de comprometer a seguranca, variando desde métodos simples e de baixo custo até
ataques altamente sofisticados. Abordagens de baixo custo como por exemplo, phishing e password
spraying, exploram falhas humanas e senhas frageis. Por outro lado, ameacas mais complexas,
como os advanced persistent attacks e zero-day exploits, exigem conhecimento e recursos, sendo
frequentemente direcionados a sistemas criticos. Vadrias organiza¢des dependem de centros de
helpdesk de ciberseguranga, sejam internos ou subcontratados, para gerir incidentes. Contudo,
estes centros enfrentam dificuldades em responder de forma eficaz devido a sobrecarga de dados e
escassez de operadores qualificados.

Esta dissertagdo aborda a caréncia de operadores especializados e o elevado volume de inci-
dentes enfrentados pelas operacgdes de helpdesk, propondo o desenvolvimento de um assistente de
gestdo de tickets para apoiar operadores humanos na resolugdo destes incidentes. A plataforma
incorpora um sistema de recomendac¢do que, dependendo do contexto, identifica o par operador-
procedimento mais rdapido para cada incidente, melhorando continuamente com cada tratamento
realizado. Para garantir a privacidade dos dados, o sistema de recomendacdo é treinado com
dados artificiais gerados por um gerador de dados personalizado. Além disso, a tese explora a
possibilidade de melhorar este assistente com funcionalidades de automated machine learning
para prever tickets futuros. Esta funcionalidade pode auxiliar gestores na antecipagdo da carga de
trabalho e na adaptacdo proativa das suas equipas de seguranga.

O desenvolvimento desta ferramenta € realizada em colaboragdo com a empresa de ciberse-
guranca S21sec, que disponibilizou estruturas e taxonomias de dados histéricos anonimizados
relacionados com o tratamento de incidentes. No entanto, devido a auséncia de informagdo granular
sobre a resolucdo dos incidentes e informacao relacionada com o conjunto de dados partilhados
e a necessidade de preservar a privacidade, as técnicas de geracdo de dados sintéticos tornam-se
essenciais. O gerador implementado cria dados artificiais que replicam distribui¢cdes semelhantes
as dos dados reais, a0 mesmo tempo que simula processos do mundo real, incluindo priorizacdo de
tickets, agendamento e tratamento.

O gerador de dados artificiais € avaliado pela sua eficiéncia em replicar as caracteristicas de
conjuntos de dados do mundo real, através de métricas de similaridade como Hellinger distance e
Kullback-Leibler divergence. Além disso, sdo explorados vérios cendrios de agendamento de fickets,
variando o nimero de operadores e a sua distribui¢do em trés turnos de trabalho. Os resultados
demonstram que esta ferramenta consegue replicar tickets com diferentes distribui¢des e duragdes
de tratamento, derivadas dos dados reais. Adicionalmente, este gerador permite a simulacdo de
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operacdes reais de helpdesk, proporcionando uma base sélida para explorar diversos contextos
operacionais sem comprometer a privacidade dos mesmos. A andlise do agendamento de tickets
mostra consistentemente que cendrios caracterizados por um grande desequilibrio nos turnos e com
menos operadores levam a tempos de espera mais longos e a mais tickets agendados para tratamento
posterior.

O sistema de recomendacio ¢ testado em duas vertentes: escalabilidade e impacto no tratamento
de tickets. A primeira fase utiliza diversos conjuntos de dados de teste com tamanhos e nimeros de
operadores diferentes, analisados com métricas como o tempo médio de recomendacdo e memdria
consumida. Por outro lado, o impacto no tratamento de tickets ¢ examinado considerando as
melhorias nos tempos de espera dos tickets antes de serem atribuidos a um operador e o tempo de
resposta necessario para a sua resolugio, utilizando diferentes graus de aceitacdo das recomendacdes.
Os resultados indicam que o nimero de operadores que o sistema de recomendacao utiliza tem um
impacto ligeiramente superior na sua escalabilidade em comparag@o com o niimero de tickets de
teste. Ambas as caracteristicas mostram um padrio de crescimento linear semelhante em relagdo as
métricas referidas, sendo que o nimero de operadores apresenta um maior declive. A integracdo
deste sistema de recomendacio no tratamento de tickets sintéticos de teste reduziu o tempo médio
de resposta entre 37.9% e 45.1% e o tempo médio de espera entre 62.2% e 63.2%, assumindo
que os operadores aceitam sempre as recomendacdes. Com taxas de aceitacdo de recomendagdes
varidveis, o tempo médio de espera mantém-se constante, enquanto a melhoria no tempo de resposta
varia entre 0.4% e 11.7%.

A potencial aplicagdo de automated machine learning para a andlise preditiva é explorada
através de um estudo onde as decisdes relativamente a dimensionalidade das equipas recomendadas
pelo sistema sdo comparadas com os resultados esperados. Este estudo avalia o sistema com base na
precisdo das previsdes sobre sobre o nimero de incidentes futuros e na na eficacia com que sugere
ajustes no tamanho das equipas, com base no desempenho histérico dos operators e nas previsdes
recolhidas. Entre as distribuicdes de conjuntos de dados testadas, os modelos treinados com dados
de trés anos superaram os treinados com dados de quatro anos, apresentando um erro médio
mais baixo ao utilizar dados reais sobre a frequéncia de tickets ao longo do ano. Relativamente
as recomendagdes de dimensionalidade da equipa, incluindo a contratacdo ou despedimento de
operadores, a ferramenta baseada em automated machine learning propds frequentemente decisdes
estreitamente alinhadas com as esperadas no mesmo periodo.

Coletivamente, estes resultados mostram que as ferramentas propostas podem otimizar os fluxos
de trabalho de tratamento de fickets em aplicacdes do mundo real, levando a um uso mais eficiente
dos recursos e a uma reducdo dos atrasos operacionais. Além disso, a sua capacidade de simular
operacdes do mundo real sem comprometer a privacidade permite que os centros de operacdes de
seguranga possam testar varios cendrios e aperfeigar as suas estratégias.
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“When you look at yourself from a universal standpoint, something inside always reminds or
informs you that there are bigger and better things to worry about”

Albert Einstein
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Chapter 1

Introduction

In an era dominated by digitalization and a growing data stream, businesses rely heavily on tech-
nology to improve their operations and productivity [Wilburn and Wilburn, 2018]. As companies
take advantage of the opportunities of the digital landscape, they also encounter various challenges,
including software glitches, hardware malfunctions, insufficient user training, and other issues.
Although these limitations are concerning, many can be effectively managed through the interven-
tion of helpdesk centers [Invensis, 2022]. These centers are crucial in troubleshooting problems,
accessing critical resources, and other customer support operations [Zendesk, 2024]. Depending
on their goals and the available resources, companies can establish internal helpdesk teams or
outsource these services to external providers, ensuring flexible and agile support [Steiman, 2021].
When cyberattacks and other security threats target organizations, specialized helpdesk units known
as security operator centers (SOCs) perform real-time monitoring, detection, and response to cyber

crimes, thus fortifying the defense of businesses and protecting their assets [Vielberth et al., 2020].

1.1 Context and Motivation

Despite their troubleshooting and query resolution capabilities, helpdesk performance has been
affected by the escalation in both frequency and complexity of cyber alarms [St. John and Swanston,
2024]. These threats, often manifested as security incidents within the client’s premises, include
various actions orchestrated by malicious actors, including data loss, system disruptions, and other
consequences. Hackers’ most prevalent tactics are malware, phishing, distributed denial-of-service
(DDoS), and other attack vectors. Recently, statistics showed a growth of 128.7% in ransomware
victims [Cybernews, 2023], and Microsoft reported that approximately 1700 DDoS attacks were
addressed daily [Microsoft Threat Intelligence, 2023]. In response to these challenges, SOCs have
emerged as a strategic evolution from traditional helpdesk centers.

These teams consist of individuals with a diverse set of skills tasked with the monitoring and
protection of digital assets. However, the efficiency of their procedures is aggravated by the lack

of qualified experts, which may result in the oversight of potential critical issues [McCann, 2023].



Introduction

Gartner projections indicate that by 2025, more than half of cybersecurity incidents will occur due

to the lack of skilled professionals and human error [Gartner, 2023].

The industry must recognize that relying solely on intelligent detection methods is insufficient
to mitigate intrusions’ repercussions effectively. Prioritizing the optimization of security operations
is vital to minimize the response time to potential attacks and conserve resources. To achieve this
goal, companies should provide precise instructions to SOC teams for skill refinement and develop
intelligent decision support tools. Such frameworks can help security teams focus on critical
alerts while automating the treatment of less important events. According to the Online Trust
Alliance (OTA) Cyber Incident and Breach Trends Report in 2019, 93% of breaches could have
been prevented through simple measures, such as regular software updates, email authentication to
block fake email messages, and training people to recognize phishing attacks and other intrusions
[OTA, 2019]. The remaining 7% represents more dangerous and complex situations requiring

meticulous analysis.

SOC operators are also affected by the overwhelming volume of incoming alerts, resulting in
delays in incident resolution and reduced efficiency. Although complete automation could improve
operator productivity, it could raise concerns about incident adaptability, automated alert validation,
and strategic decision-making [Vielberth et al., 2020, Nogueira, 2022]. With more automation,
SOC operators can focus more on treating critical incidents. In this context, the implementation
decision support tools such as a recommender system (RS) could accelerate incident prioritization,
response actions, and overall incident treatment efficiency. These tools could generate personalized
recommendations through historical data analysis, allowing helpdesks and SOCs to act with greater
precision and efficacy. For example, in cybersecurity, these systems could discern the most optimal

operator or action for a particular ticket [Ferreira et al., 2023].

One company that provides cybersecurity helpdesk support is S21sec!

. This entity offers
relevant knowledge that is instrumental in assessing the components introduced in this work. Their
SOC teams utilize detection and treatment tools to manage incidents effectively. Furthermore,
analysis and orchestration of incident treatment workflow within this organization is done using
ticketing systems that monitor and track issues raised by customers and teams, among other
frameworks [Inabo, 2023]. These platforms facilitate the prioritization, assignment, and resolution
of incidents, enhancing operational efficiency. Section 2.5 provides a comprehensive overview of a
SOC workflow confirmed by the good practices implemented by this company, elucidating how the

research results may alleviate specific processes.

1.2 Hypotheses

Taking into account the context, we intend to improve the efficiency of SOCs through the usage of

intelligent systems. For this purpose, the hypotheses of this study are as follows.

I'Website available at https: //www.s21sec.com/
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H1:

H2:

Introduction

An RS for helpdesk operations can improve SOC'’s response time while treating the tickets
with the fastest available procedure.
A synthetic data generator focused on helpdesk services can help evaluate an RS in this

context.

To validate our hypotheses, it is crucial to answer specific research questions. These answers

will provide the necessary evidence to support our claims.

RQI

RQ2

RQ3

RQ4

RQ5

RQ6

What approaches can build synthetic data based on real data for ticketing systems? Depending
on the context and application, different methods for synthetic data generation may be
employed. Some authors employ data distribution approaches, while others use more
complex strategies involving ML and generative adversarial networks (GANSs). Section 3.1.2
provides an overview of the research on this topic, while section 3.2.2.2 details the approach
selected for the development of the proposed synthetic dataset generator;

Can we generate synthetic data that closely mimics real data regarding distribution and
business logic? Synthetic data can replicate characteristics of real data, including specific
feature distributions and other meta-features (evaluated in section 3.3.1). By understanding
the underlying processes relevant in this context, we can integrate business logic operations
composed of rules, conditions, and workflows that translate real-world helpdesk operations.
This feature ensures that the generation and treatment of artificial data are coherent with
real-data patterns and activities. Section 2.4 illustrates the tasks performed by these systems;
What is the impact of different team sizes on ticket handling, measured by the percentage
of delayed tickets and average wait time? The dataset generation process, the number of
operators in each team, and their allocation across distinct work shifts can influence incident
resolution over time. Section 3.3.2 studies different data distributions to analyze delays in
ticket processing and other time-related factors;

What is the influence of historical data and different team sizes on the computational perfor-
mance of an RS and its scalability? The volume of historical data and different team sizes can
greatly impact the performance of RSs, particularly regarding scalability and temporal effi-
ciency. Section 4.4.1 provides a comprehensive analysis of how two dimensions of historical
data volume influence the scalability and computational efficiency of CROSS: horizontally,
based on the number of operators (team size), and temporally, based on the size of the time
window applied;

How does the operator’s acceptance level impact the performance of a context-aware RS?
Strict and flexible SOC operators can influence the performance of an RS, as it may require
additional computation to generate suggestions accepted by operators. In the absence
of real-life operators, a probability factor can help simulate the acceptance or refusal of
recommendations in a simulated environment. Section 4.4.2 investigates the impact of
different likelihoods on CROSS performance;

How does the introduction of a context-aware RS impact the wait and response time to

tickets? As discussed in chapter 4.1, RSs were developed to assist users across a wide
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range of tasks. In this context, as detailed in section 4.4.2, the impact of RSs is evaluated
through metrics related to waiting and response time and tickets solved after refusing » times.
Together with the previous research question, this helps validate different aspects of the

proposed context-aware RS.

1.3 Methodology

To address the shortage of publicly available helpdesk datasets while exploring synthetic data
generation, and provide empirical support for RQ1, we develop an artificial dataset generator. This
generator is capable of producing realistic datasets that are applicable across multiple domains and
contexts. The design of this system involves a comprehensive analysis of real data patterns and
established helpdesk operations (ticket assignment, ticket prioritization, ticket scheduling, and ticket
escalation). By examining these operational processes, we build datasets that accurately reflect real
data distributions and treatment workflows, thereby addressing RQ3. The validity of the generated
datasets is ensured through statistical measures that allow a comparison of feature distributions
with real-world data. Furthermore, by experimenting with different team configurations within the
dataset generator, we derive thoughts related to RQ?2.

Considering the constraints of the application scenario, we present a context-aware RS designed
to optimize decision-making processes in operational environments by identifying the fastest
operator-procedure pairs. This system is trained and validated using the artificial generator described
above. To address RQ4, we test different proximity thresholds, which facilitate the evaluation of
performance metrics, such as average recommendation time and memory spent. In addition, the
impact of the RS is analyzed in conjunction with various ROAR values. This assessment uses
multiple evaluation measures, including average wait time and the difference between estimated
and recommended action duration, providing robust evidence for RQS and RQ6.

The capabilities of the RS could be improved in various ways, such as support for determining
optimal SOC team sizes. This could be achieved through the integration of tools like AutoML,
which can forecast potential ticket volumes. Although AutoML is not explored in the RS, its
potential is demonstrated through a case study. This study highlights AutoML’s effectiveness in

predicting fluctuations in ticket influx and optimizing team configuration.

1.4 Contributions

This thesis presents relevant contributions that may assist the research community and companies

to be more prepared for current and future needs, such as:

1. A synthetic dataset generator for helpdesk services (SNOOKER) that creates generic and
security-oriented tickets with diverse characteristics. This tool customizes the treatment
teams and simulates real-world operations, such as ticket treatment, prioritization, scheduling,

and escalation;
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Beyond generating geographically and temporally correlated data, SNOOKER’s most relevant
innovation lies in its adherence to business rule logic, particularly in the ticket processing
phases. SNOOKER ensures that synthetic data aligns with constraints and workflows by
mirroring real-world approaches. Most of the domain expertise embedded in these processes
was provided by S21sec, further enhancing the realism of the generated data. Moreover,
SNOOKER avoids privacy problems since it only relies on the meta-features of the real data,
ensuring that no sensitive data is used.

An article about this tool called "SNOOKER: A Dataset Generator for Helpdesk Services”
was published in the Journal of Intelligent Information Systems [Ferreira et al., 2024];

. A context-aware RS (CROSS) that suggests the fastest operator-procedure pair, allowing
SOC operators to spend less time evaluating ticket details and focus more on critical tasks;
From the application perspective, CROSS introduces incident trait analysis and procedure
crossover to handle incidents representing cold-start scenarios. In such cases, CROSS
searches similar incident categories by analyzing feature distributions, utilizing a similarity
matrix to pinpoint the most analogous groups. Once similar incidents are identified, CROSS
builds a new action by performing a crossover of the steps from actions taken in similar
categories. Furthermore, this system shows adaptability when the operator rejects a recom-
mended treatment procedure by searching for the fastest alternative actions closely aligned
with the operator’s emulated behaviour.

This work was documented in two articles: the first, titled “Recommender Systems in
Cybersecurity”, was published in the Journal Knowledge and Information Systems [Ferreira
et al., 2023]; the second, “CROSS: Context-aware Recommender System”, is currently under
review;

. A case study showcasing the integration of SNOOKER and CROSS to support decision-
making regarding team size. For this purpose, a DSS supported by AutoML (CRYSTAL) is
proposed to predict incident instances during specific periods based on historical patterns.
With the predictions processed, it could optimize the team’s size through different staff
decisions: hiring or dismissing n professionals or remaining without changes.

From the application standpoint, this system analyzes the performance of each team and,
based on the forecasts obtained, proposes informed decisions regarding personnel adjust-
ments, including the potential dismissal or necessity for additional experts. This posture may
prevent and anticipate potential complications during future ticket treatment.

An article based on this case study called “CRYSTAL: Decision Support System with

AutoML for Workforce Management” has been produced and is currently under review.

The combination of these three systems has the potential to enhance the performance of

helpdesk centers by optimizing SOC teams, enabling them to resolve tickets using the fastest
method available. Figure 1.1 illustrates the main contributions of this thesis: SNOOKER, CROSS,
and CRYSTAL.

In this thesis, SNOOKER aggregates data from various sources (user, real dataset, and con-

figuration file) to generate generic and domain-specific datasets that emulate real-world helpdesk
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processes. These synthetic datasets can be used to train CROSS, allowing it to recommend the
fastest operator-treatment procedure for each open ticket. CRYSTAL also receives and processes
data from SNOOKER and employs automated machine learning for predictive analysis. Based on
the forecast analysis, CRYSTAL suggests potential team size adjustments to SOC managers.

All these modules are detailed in the following chapters.

Ueer Real Real CRYSTAL AutoML
Dataset Operations
= 3
i % CROSS Team Management
| Decisions
1 Ticket Q ez i
SNOOKER %E Treatment ‘ oy &oc
2% 1
L% Synthetic soc SocC
Datasets Operator Manager

Configuration
File

Figure 1.1: Thesis Worfklow

1.5 Document Structure
The remainder of this document is organized as follows:

* Chapter 2 provides the context and motivation of this thesis. It explores the importance of
SOCs in protecting digital ecosystems against cyber intrusions and using ticketing systems for
efficient incident management. Additionally, it provides a brief overview of SOC architecture
based on literature confronted with practical good practices of a relevant market player such
as S21sec;

» Chapter 3 inspects the concept behind synthetic data generation and introduces SNOOKER,
an artificial dataset generator designed to create generic and domain-based tickets with
diverse characteristics. This chapter starts by covering various strategies employed by the
research community, from methods that generate artificial data partially to those that produce
completely synthetic datasets. It then details the generation process of SNOOKER and its
features, including tickets and incident types, among other properties. This tool also simu-
lates various helpdesk processes, such as ticket assignment, prioritization, scheduling, and
escalation. A series of experiments is conducted to evaluate the performance of SNOOKER
in replicating real-world patterns, among other aspects;

* Chapter 4 discusses recommender systems, a central output of this thesis, and proposes
CROSS, a context-aware RS. Besides examining the challenges, available techniques, and
similarity measures in RSs, this chapter explains how CROSS identifies the fastest operator
and treatment procedure combination for resolving each ticket. The resolution of novel

incident types and recommendation adaptation upon operator refusal are two interesting
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features conveyed by this module. Additionally, various scenarios and metrics are used to
test CROSS’s scalability and its impact on ticket treatment;

Chapter 5 provides a brief overview of workforce management and how it can be enhanced
with AutoML. Moreover, it introduces CRYSTAL, a DSS that supports team size management.
Based on AutoML forecasting and historical data, this system makes team decisions, such as
hiring or dismissing personnel, while determining the optimal number of operators required.
Various experiments assess CRYSTAL’s performance in providing management decisions
under different team compositions;

Chapter 6 discusses the conclusions reached from this research while addressing the research
questions shown in Chapter 1. It also explores the potential integration of these tools within
S21sec’s infrastructure. Additionally, this chapter addresses some limitations of this study

and identifies several research lines for future improvement.
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Chapter 2
Security Operation Centers

SOCs are centralized units focused on real-time monitoring, detection, analysis, and response to
cybersecurity threats [Scapicchio et al., 2024]. Comprising IT and operation technology (OT)
experts equipped with advanced frameworks, such as intrusion detection systems (IDSs), digital
forensic and incident response tools, security information event management (SIEM), security
orchestration, automation and response (SOAR), case investigation and ticket handling systems,
and other threat intelligence tools, SOCs continuously monitor network traffic, system logs, and
security alerts to shield businesses against various malicious activities, including malware, phishing,
ransomware, insider threats, and advanced persistent attacks (APTs) [Mughal, 2022]. When
detecting an incident or vulnerability, SOCs investigate, inspect the threat’s impact, and formulate
response strategies to mitigate potential damage. Ultimately, SOCs ensure asset protection, business
continuity, regulatory compliance, cost-effectiveness, proactive threat response, and improve
customer trust, incident response, and risk management [Scapicchio et al., 2024].

This chapter establishes the foundation of this thesis, briefly introducing key concepts of
SOCs and ticketing systems. Moreover, it provides a comprehensive overview corroborated by the

practices at the S21sec company.

2.1 Roles of SOCs

According to Mughal, SOC teams are structured with experts fulfilling distinct roles: manager, se-
curity analyst, incident responder, threat intelligence operator, vulnerability management specialist,

penetration tester, forensic analyst, and user and entity behaviour operators [Mughal, 2022].
Table 2.1: Roles related to SOCs (adapted from [Mughal, 2022])

Role Description

Supervises security operations and manages SOC team, including training,
SOC Manager hiring, and performance evaluation. Implements security protocols and

collaborates with stakeholders to continuously improve SOC’s capabilities.
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Roles related to SOCs

Role Description

) Analyzes security alerts to identify potential breaches, enriches them with
Security Analyst o o .
additional data, and determines if they are false positives.

) Manages, responds, and contains security threats strategically to prevent
Incident Responder
further damage.

) Studies emerging adversaries and shares relevant knowledge with SOC
Threat Intelligence ) o )
teams to enhance threat detection and response capabilities, promoting a

Operator ) .
proactive approach over a reactive one.
Vulnerability . . . e .
Monitors, prioritizes and mitigates vulnerabilities in the organization’s
Management . ) ) ) ) o
o infrastructure, including scheduling patching activities.
Specialist

Also known as pen tester or ethical hacker, simulates authorized real-world

Penetration Tester | cyberattacks to assess an organization’s security defenses and comprehend
its vulnerabilities.

Investigates security incidents, preserves evidence for vulnerability

Forensic Analyst o .
mitigation, and supports legal proceedings.

User and Entity ) ] o o ) )
) Monitor user and entity activities within system infrastructure using ML and
Behaviour ) )
behavioural analytics.
Operators

The research community built alternative classifications regarding SOC composition. For
example, Vielberth et al. proposed a structure consisting of a SOC manager, triage specialist,
incident responder, and threat hunter [Vielberth et al., 2020]. Similarly, Scapicchio et al. advocated
a more general configuration comprising a SOC manager, security engineers, security analysts, and
threat hunters [Scapicchio et al., 2024]. Miloslavskaya followed a different view and classified
SOCs according to counteraction capabilities, deployment scenarios, objectives, correlation method,
implementation variant, and ownership [Miloslavskaya, 2016]. These categorizations highlight the
absence of a universal accepted SOC taxonomy since organizational context and security objectives
require different approaches.

SOC teams rely on security playbooks and established vulnerability guidelines to manage cyber-
security incidents effectively. Security playbooks, such as MITTRE ATT&CK [Corporation, 2018],
SANS [Robin Dickerson, 2004], NIST [National Institute of Standards and Technology, 2024] offer
response procedures tailored to address various types of cyberattacks. These playbooks provide
in-depth details about the processes for detecting, analyzing, containing, and fixing incidents.
Furthermore, these teams can keep track of existing vulnerabilities through databases, including

Common Vulnerabilities and Exposures (CVE!), allowing SOC operators to stay informed about

'Website available at https: //www.cve.org/
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the latest threats. With these resources, SOC teams can enhance their incident response capabilities
and mitigate risks more effectively.

Figure 2.1 represents a typical SOC architecture, showcasing the interactions between key
components. The illustrated software elements are regularly updated and, in some cases, migrated
to alternative platforms. These updates are designed to enhance the precision of incident detection,

accelerate incident analysis and prioritization, and automate incident response treatment.

Detection

Rules
(=)
950, —» 5 — % —

o° 0° ‘ inrl}
Alarrm.
Correlation ;
Data System Rlncrdent ? Customer
Source gjsg;ie s Portal and

\ i Reporting

SOC Operator

Figure 2.1: SOC Architecture Example

2.2 Challenges

Given the dynamic and complex nature of SOC operations, human and technological challenges
can decrease SOC operators’ performance and, consequently, incident analysis and treatment.

A prominent issue within SOCs is the scarcity of cybersecurity professionals and difficulty in
retaining them [Agyepong et al., 2020a, Vielberth et al., 2020, Mughal, 2022]. The continuous
evolution of cyberattacks necessitates that SOC operators possess the skills to perform incident
response effectively. However, the supply of such experts falls short of the escalating demand, re-
sulting in a talent shortage in this area. Another reason for this phenomenon is the high professional
turnover rate [Agyepong et al., 2020a]. While skilled analysts can be recruited, retaining them is
another challenge due to intense and high-pressure environments, financial opportunities, limited
promotion and development opportunities, and other reasons [ISACA, 2022]. The proper training
procedures can also help the efficiency of SOCs.

The escalating volume and complexity of security incidents pose significant obstacles to IT
teams’ monitoring, analysis, and response capabilities [Agyepong et al., 2020a]. This incident surge
can overwhelm SOC operators, inducing alert fatigue and compromising their security posture. A
critical consequence of this overload is the increased likelihood of classification errors, such as
false negatives (FN) and false positives (FP) [Kokulu et al., 2019, Agyepong et al., 2020a, Vielberth
et al., 2020]. FN cases arise from security threats going undetected or inaccurately labeled as
benign events. Conversely, FP alarms emerge when SOC operators misclassify events as malicious,
leading to unnecessary analysis and diverting resources from more critical tasks [Hossain and

Islam, 2023]. Furthermore, the integration of diverse data sources alongside data heterogeneity and

11
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increasingly sophisticated attacks, significantly increases the complexity of the SOC operator’s
workload [Vielberth et al., 2020, Mughal, 2022].

The increased complexity in IT environments, including cloud, incident management processes,
and other infrastructures, makes it difficult for SOC operators to maintain situational awareness
during ticket treatment [Kokulu et al., 2019, Agyepong et al., 2020a, Vielberth et al., 2020, Mughal,
2022]. The modern nature of IT structures requires SOC operators to navigate through complex
networks and diverse systems while mitigating incidents effectively. Managing various technologies
can be a time-consuming task, requiring continuous maintenance and configuration to keep SOC
operations running smoothly. Furthermore, due to budget constraints or other limitations, some
frameworks may suffer from poor usability, reducing the effectiveness of SOCs. Compliance with
regulation protocols such as the General Data Protection Regulation (GDPR) can also create privacy
questions that may hinder the speed and effectiveness of incident analysis and response [Vielberth
et al., 2020, Mughal, 2022].

The collaboration between operators, analysts, and security teams is essential to ensure a
suitable treatment response [Kokulu et al., 2019, Agyepong et al., 2020a, Vielberth et al., 2020].
However, in several cases, isolated information and time constraints hinder the coordination between

them, leading to delays in incident response.

The lack of comprehensive technical metrics hinders the evaluation of the SOC operator’s
performance [Kokulu et al., 2019, Agyepong et al., 2020a, Vielberth et al., 2020, Agyepong et al.,
2020b, Forsberg and Frantti, 2023]. Existing metrics focus on operational activities, which prove
insufficient for SOC performance evaluation. Without standard metrics, organizations may find it

difficult to accurately assess the efficiency of their SOC teams and monitor their progress over time.

The satisfaction within SOCs is affected by the monotony of routine tasks, which include
filtering through multiple alerts, manually correlating data, and conducting incident investigations
[Agyepong et al., 2020a, Vielberth et al., 2020]. These repetitive processes contribute to increased
fatigue and burnout among operators and analysts, leading to delays in incident response times.
Failure to manage these processes efficiently can overwhelm them, leading to missed or delayed
responses to potential security incidents. Moreover, the high pressure in SOC environments poses
a risk for professionals’ mental health [Agyepong et al., 2020a]. The constant demand for rapid
response and vigilance against an array of threats, coupled with the stress of alert investigation
and other taxing tasks, increases the likelihood of burnout among SOC personnel. Some of the
mentioned problems (alert fatigue and increased workload) could be addressed with automation
functionalities, enabling SOC operators and analysts to concentrate on addressing critical incidents.
Nonetheless, the complexity of many scenarios and treatment protocols raises questions regarding
the automation level implemented [Vielberth et al., 2020]. Integration of SIEMs and SOARs
alongside visualization tools has been instrumental in alleviating some of the burden associated
with tasks, such as alert analysis, incident response, and other processes [Schinagl et al., 2015].
While SIEMs aggregate and analyze security data within a company, speeding up threat detection
and security event management, SOARs help automate repetitive operations, improve collaboration

between security teams, and streamline incident treatment.
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2.3 Evaluation

The scientific community explored several metrics pertinent to assessing SOC operator performance.
In 2020, Agyepong et al. explored various challenges and metrics that affect SOCs [Agyepong
et al., 2020a]. They categorize twelve challenge groups that impact SOC efficiency, including
high alert volumes, false positives, complex attack scenarios, analyst burnout, excessive workload,
and other issues. The authors also discuss quantitative and qualitative metrics for assessing SOC
performance. Quantitative metrics are objective and measurable, and include indicators such as the
time to detect (TTD) an incident, the average time taken to respond (ATTR), and the time spent
creating each ticket, the number of alerts analyzed/not analyzed, the number of tickets closed per
day and within a timeframe, the time spent on operations by an analyst, and time spent on each
ticket. On the other hand, qualitative measures can be subjective and cover aspects related to the
quality of incident reports and analysis, the level of competency and experience of an analyst, and
the use of success stories. Moreover, they present a mapping framework correlating SOC challenges
with these metrics. For example, the TTD of an incident can be linked to the complexity of an
attack. However, specific challenges, such as burnout, remain difficult to quantify and are unrelated
to existing measures. The same researchers interviewed various operators and, based on the main
functions performed by SOC analysts and metrics detailed previously, proposed a framework for
evaluating SOC analysts, which shares certain features with the NIST taxonomy. [Agyepong et al.,
2020b]. Through these interviews, they further defined eleven global SOC function groups and five
metrics, including the number of incidents raised, the time taken to detect and respond to incidents,
the number of incidents closed, and the quality of analysis and incident reporting. Their framework
could support a more comprehensive assessment of SOC operators’ performance while also aiding
in developing new performance metrics. In 2023, Agyepong et al. developed SOC-AAM, a SOC
analyst assessment method [Agyepong et al., 2023]. This approach assigns weights to the SOC
functions established earlier, informed by the feedback from a Delphi panel of SOC professionals
and the principles of the analytic hierarchy process, to measure the performance of SOC analysts.
The SOC-AAM was evaluated in two organizations, using the method adoption model [Paz et al.,
2015] and five research questions. Their analysis suggests that SOC managers can aggregate and

quantify an operator’s performance in a structured manner through the proposed technique.

Vielberth et al. surveyed the SOC’s domain, covering its components, challenges, and existing
performance measures [Vielberth et al., 2020]. To improve the security posture and clarify SOC
structures, the authors examined SOC architecture using the People, Processes, Technology, Gover-
nance, and Compliance (PPTGC) framework, detailing each group’s roles, processes, challenges,
and metrics. They further explored factors influencing operational decisions, such as cost, time,
size, industry sector, regulations, privacy, etc. Evaluation metrics, although they occasionally may
overlap, are categorized into four clusters: general, people, technical, and governance and compli-
ance. General metrics include coverage and performance measures. The people category focuses on
metrics involving SOC operator activities and workflows, such as workload and incidents resolved

per shift. Technical metrics assess threat (e.g., threat actor attribution), vulnerability (e.g., exposure
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or severity), risk (e.g., risk posture and system risk), alert (e.g., alert frequency and criticality),
incident (e.g., incident volume and attack success rate), and resilience (e.g., response time and
attack noise level) metrics. Lastly, the governance and compliance metrics assess adherence to
regularity requirements (e.g., policy violation volume and maturity level). The authors identify
various challenges associated with SOC activity, including rising complexity, integration of domain
knowledge, privacy regulations, and other limitations. They advocate for clearly understanding
PPTGC components as essential to SOC efficiency.

Forsberg and Frantti also conducted an extensive literature review on performance metrics for
SOC evaluation and introduced a theoretical framework for developing technical metrics in this
field [Forsberg and Frantti, 2023]. Their study begins with a comprehensive examination of the
state-of-the-art, presenting thirty distinct operational performance measures. Given that the prior
work described focuses most on operational metrics, the authors devised a methodology to refine
existing technical and non-technical metrics and to introduce novel metrics to address inherent
limitations. For a metric to be considered valid, it must meet several criteria: be clearly defined
(including its ownership), have a well-defined objective, be independent, be explainable, be aligned
with success factors, and meet quality criteria, such as accuracy, measurability, meaningfulness, and
usability. The authors validated their approach by measuring specific metric groups within a SOC,
including the distribution of detections among the unified kill chain (framework that models all
stages of cyberattacks from reconnaissance to post-exploitation activities), the number of verifiable
monitoring (tracks rules that can be validated to confirm detection features), the distribution of
detections by source (compares existing detection methodologies with custom analytics developed
by SOCs), and the technical accuracy of the analysis (quantitative view of operator accuracy
across MITRE ATT&CK tactics). The results of the experiments indicated that three out of the
four developed metrics were considered valid with the proposed metric creation framework. The
only exception was the metric related to the number of verifiable monitoring rules, which was
considered invalid due to its high bias. Some metrics, such as the distribution of detections among
the unified kill chain, showed partial successful outcomes, particularly when relying on the original
detection source, which was partially available. Although the authors propose this methodology for
SOC operational assessment, they note that these experiments primarily focused on evaluating the
detection functions within SOCs.

It is important to note that SOC performance metrics are not limited to those discussed by
the scientific community. Other entities employ additional measures, such as [Dempsey et al.,
2011, Wickramasinghe, 2023, Cassetto, 2024, Automation, 2023, Security, 2024]:

* Dwell time — total time an intruder remains undetected within a system before being detected
and handled;

* Incident cost — each incident can result in direct and indirect costs. The first concept is
associated with time and resources spent on detection and response, while indirect costs
pertain to customer impact, reputational damage, and other effects;

* Incident Escalation rate — the proportion of tickets escalated from lower-tier teams to more

expert ones,
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* Incident Recurrence rate — measures the likelihood of repeated incidents of the same type;

Compared to the previous analysis, SOC-CMM provides a more exhaustive and technical list
of metrics categorized into five groups: business, people, process, technology, and services [van
Os, 2007]. Each metric is detailed in five levels: type, description, level, target, and differentiation.
Some of these metrics are used in section 4.4.2 for evaluating the proposed RS, while additional

metrics are suggested for further analysis.

2.4 Ticketing systems

A ticketing system is a helpdesk software designed to manage customer issues from submission
to treatment [Inabo, 2023]. These frameworks operate as central repositories, tracking diverse
issues, inquiries, and service requests from operators and clients. Typically, ticketing systems
feature a customizable interface to streamline the monitoring, management, and prioritization of
ticket-related activities. For example, they convert each customer request into a ticket containing
essential details such as the client’s details, issue description, status, and other pertinent properties,
and assign a team/operator to perform diagnosis and treatment. Various organizations employ

ticketing systems in their workflow due to [Masternak, 2023, ITarian, 2023]:

* Centralized services — the management and tracking of all tickets within a single location.
This arrangement expedites the support teams’ accessibility and processing of tickets. More-
over, it maintains comprehensive records documenting all interactions between customers
and support analysts, including customer history, previous requests, and other analytics;

» Standard customer support — utilize service level agreements (SLA) to keep customer ex-
pectations met by the service providers and stakeholders. It ensures accountability and
transparency in the decision-support task;

* Improved communication and collaboration — can unify customer-related issues into a single
thread/tool, preventing the loss of pertinent data and the existence of multiple unnecessary
channels. Furthermore, it allows greater cooperation between support agents and, conse-
quently, more effective solutions to tickets;

* Enhanced performance tracking — allow reporting and analytic capabilities, enabling compa-
nies to track diverse performance metrics, including first contact resolution, SLA violations,
backlog tickets, and user satisfaction [Engine, 2023];

» Streamlined operations — can automate various operations, such as ticket creation, assign-
ment to operators based on predefined rules, prioritization considering their criticality, and
escalation of complex tickets requiring in-depth investigation. Moreover, they can minimize
manual effort (for example, handling repetitive alerts) and minimize response times (for

instance, history logs may reduce analysis time).

One of the primary operations performed by these systems is the management of unresolved in-

cidents. The ticket treatment includes ticket prioritization, assignment, scheduling, escalation tasks,
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and other operations. The assigned operator addresses the ticket through established workbooks
and guidelines, such as those in section 2.1.

The ticket prioritization determines the order in which tickets are addressed and can be tackled
with distinct techniques [GRIDLEX, 2023]:

* Round robin - tickets are distributed sequentially in a cyclical manner;

» Skill-based — tickets are assigned to SOC operators according to their level of expertise;

* Priority-based — tickets are fixed based on their priority level, with methods involving the
classification by severity (critical, high, medium, and low), the impact of the issue (prioritizing
those affecting a larger number of clients or structures), and adherence to SLAs established
with customers [GRIDLEX, 2024a];

* First come, first served — tickets are processed by the order they arrive at the system.

Regarding ticket scheduling, tickets can be closed immediately, delayed for later analysis and
closure, placed on hold status, escalated to more experienced teams, or reassigned to a different
SOC operator after a predefined period. This process depends on various aspects, including the
operator’s availability, work shifts defined, implemented SLAs, and other critical factors. In a
hierarchical workflow, tickets can be escalated to other teams when their complexity surpasses the
expertise of the current team, when input from multiple departments is required, or when there is a
risk of breaching the defined SLAs [GRIDLEX, 2024b].

Although ticketing systems can perform these tasks and others (root cause analysis, workflow
automation, and incident feedback, among others), they are insufficient. SOC teams require
additional tools to improve threat detection, analysis, and response. Moreover, the efficiency of
ticketing systems hinges on their configuration and requirements, which are defined alongside the
implemented SOC methodologies.

2.5 S21sec

Established in 2000, S21sec is a cybersecurity company in Spain, Portugal, Mexico, and the UK,
specializing in delivering security services across diverse sectors, such as hospitality and leisure,
telecommunications, oil and gas, and finance. Four years later, the company was acquired by
SONAE IM, the technology investment sector of the SONAE group. In 2018, SONAE IM merged
S21sec with Nextel S.A. to strengthen and expand its cybersecurity capabilities.” Four years later,
S21sec moved to the portfolio of another major technological group, Thales.?

Their services comprise threat management, breach detection and resolution, incident response
and recovery capabilities within organizations, prevention techniques, employee education on

cybersecurity best practices, and alignment of business goals with cybersecurity principles.

2Information  available at https://brpx.com/sonae—im-strengthens-its-cybersecurity-
position-in-iberia/

3Website available at https://www.thalesgroup.com/en/worldwide/group/press_release/
thales-signs—agreement-sonae—investment-management-acquire—-s2lsec—and
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Considering the SOC taxonomy delineated in Table 2.1, S21sec teams integrate various SOC
managers (5%), security analysts (65%), with 27% being incident responders, threat intelligence
operators (18%), penetration testers (7%), and forensic analysts (5%). The hierarchical structure of
their security teams comprises three tiers: the first provides a preliminary response, the intermediary
conducts investigations into the case, and the final devises resolutions for the origin of the security
problems. Figure 2.2 illustrates the simplified workflow of S21sec’s infrastructure, comprising four
systems: SIEM, SOAR, Ticketing, and Monitoring. Once incidents are collected from the client
premises, the SIEM module handles them through event ingestion, normalization, aggregation, and
correlation. The SOAR system then manages incident ingestion from SIEM, performing event
enrichment, triage, and automating workflow. When alerts are escalated to tickets, the Ticket-
ing component oversees the incident response, ticketing tracking, and customer communication.

Meanwhile, the Monitoring module examines the incidents and evaluates the performance of SOC

Y X
SIEM - SOAR TICKETING ‘ = REPORTING
- A b _

Figure 2.2: Schematic incident flow at S21Sec’s SOC

operators.

From S21sec’s perspective, the quality of service and performance of SOCs is assessed across
different team tiers using two essential groups of metrics: operational metrics and service metrics.
The first category focuses on incident treatment efficiency, comprising two metrics: response
time and mitigation incident resolution. The response time refers to the duration taken for the
initial assessment of an incident, which includes preliminary analysis, triage, impact assessment,
escalation, and other processes. In contrast, incident mitigation resolution measures the total time
spent resolving the incident from its identification to closure. Both metrics closely correspond to
TTD and ATTR metrics described in section 2.3, respectively. Service metrics involve a broader
range of performance indicators, including false positive rate, customer-raised incident rate, error
rate reduction, customer satisfaction, cost per incident, technical skill and leadership evolution, and

talent generation and retention.
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Chapter 3

SNOOKER: Dataset Generator for
Helpdesk Services

The scarcity of datasets with high-quality features poses several issues for the industry and research
community. Their absence limits the training and validation of intelligent systems that may
help improve many tasks (automation and decision-making). The helpdesk area is no exception
since there are datasets that have few entries or are short in information. For example, in this
domain, many datasets lack data on the actions taken by IT operators to handle cybersecurity
tickets. Nonetheless, some techniques like data augmentation [Dyk and Meng, 2001] and synthetic
data generation [Chen et al., 2021] have been used to improve these limitations. Unlike data
augmentation, which improves existing data through different types of transformations, synthetic
data generation can create new data. The ability to build data that preserves privacy while making it
impossible to distinguish from real data motivated our study into synthetic data generation.

This chapter starts by exploring synthetic data generation, detailing available techniques and
the literature review performed in this field. It then focuses on the development of SNOOKER
(dataSet geNeratOr fOr helpdesK sERvices), a generator that addresses various challenges in ticket
generation and treatment [Ferreira et al., 2024]. Its primary goal is to generate generic and domain-
specific datasets that emulate real-world behaviours, such as ticket treatment, prioritization, and
scheduling, while preserving privacy and data utility. Finally, the chapter presents and discusses the
evaluation of SNOOKER, comparing the generated datasets to a real-world dataset and analyzing

the impact of team dimensionality.

3.1 Synthetic Data Generation

Synthetic data is defined as information built by a computer program that tries to copy real-world
events or behaviors [Andrews, 1996]. It is a topic that has shown some promise in areas like security
[Skopik et al., 2014], healthcare [Tucker et al., 2020], robotics [Martinez-Gonzalez et al., 2020],
and other domains. Table 3.1 provides some knowledge about the benefits and limitations of this

type of data.
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Table 3.1: Advantages and Limitations of artificial data

Advantages [Dilmegani, 2020, Joshi, 2019] Limitations [Hao et al., 2024]

Allows confidentiality and the simulation of ) )
) Raises ethical and trust concerns
unforeseen scenarios

The time required to build artificial data is Can be influenced by biases in the
significantly lower compared to real data generation models, leading to a failure in
acquisition replicating real-world events

Eases the development and prototyping with May suffer from insufficient noise level and

fewer constraints (time and money) over-smoothing

Can improve models by training them with all the .
. Can neglect temporal and dynamic features
conditions needed

Synthetic data can be classified as partially or fully synthetic [Dilmegani, 2020]. In the first
category, only some information is changed to prevent a high risk of disclosure. These datasets
typically maintain the original statistical relationships and patterns while modifying sensitive
information to reduce the identification risk. On the other hand, fully synthetic datasets are
generated independently and do not include any real values from the source dataset. These aim to
replicate the statistical properties and complexity of real data without including any identifiable
data. In some cases, real-world and synthetic data are combined to take advantage of fully and
partially synthetic data (hybrid approach).

Analyzing real dataset properties, also known as meta-features, may assist synthetic data

generation in building similar but artificial datasets without compromising data privacy.

3.1.1 Traditional Methods

Artificial data can be created with three different methodologies: Distribution-based, Agent-based
modeling (ABM), and Deep Learning (DL) models [Kantarci, 2020].

Distribution-based techniques allow the generation of artificial data with or without knowledge
about the distribution relative to a real dataset. When original data is unavailable, analysts can still
generate synthetic data with any distribution (normal, exponential, and others) if they understand the
desired distribution. The quality and utility depend on the knowledge of the distribution applied. If
real-world data is available, users can acquire synthetic data by discovering the best-fit distributions
for the given original data. The Monte Carlo method can also be applied if the distribution and its
parameters are known [Miok et al., 2019]. While these techniques are known for their simplicity,
interpretability, and capacity to maintain the statistical properties of the original data, they may
struggle to capture data relationships and hidden patterns within data [Hao et al., 2024]. As a result,
the generated data may lack realism and may not be ideal for tasks such as model training and
system evaluation.

ABM techniques build synthetic data by simulating the behaviour of autonomous decision-

making entities known as agents [Bonabeau, 2002]. These entities interact with one another,
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exhibiting varied behaviours and patterns. Understanding these interactions enables the development
of models that produce data that, although it appears random, serves different purposes such as
capturing agent heterogeneity, representing uncertainty, and the appearance of novel patterns.
Despite its flexibility, ability to enhance realism, and capacity to capture emergent phenomena,
ABM faces challenges in social, political, and economic areas and requires high computational
resources. Bonabeau studied applications of ABMs, including flow simulation, organizational
simulation, market simulation, diffusion simulation, and some techniques, highlighting their benefits
and drawbacks [Bonabeau, 2002]. Despite their ability to model highly adaptable heterogeneous
environments, ABM approaches are computationally expensive and sensitive to the choice of
parameters.

Regarding DL, the main techniques available are Generative Adversarial Networks (GAN’s)
[Torres, 2018], Variational Auto Encoders (VAE’s) [Wan et al., 2017], and Autoregressive models
[Chen et al., 2018b].

GAN models consist of two NNs: a generator and a discriminator [Goodfellow et al., 2014].
As shown in Fig.3.1, the generator creates artificial data based on the original dataset, while the
discriminator assesses and distinguishes between real data and the generator’s output. This process

may progressively refine both networks, leading to the generation of more realistic datasets.
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Figure 3.1: Synthetic Generation with GAN [Wehmeyer, 2021]

In contrast to GANs, VAEs utilize encoders and decoders to build new data. The encoder
compresses the real data into a latent space, which can then be transformed into its original space
with decoder structures. The objective is to reconstruct the input as closely as possible while
minimizing the reconstruction error. Figure 3.2 presents this process more clearly.

GAN models often generate results with higher fidelity than VAE techniques; however, they are
more difficult to train and require careful tuning, particularly on identifying the optimal point to
stop the training [Wehmeyer, 2021]. Depending on the type and quantity of accessible real data,
a hybrid approach combining the latent representation learning of VAEs with the realistic data
generation of GANS may provide the best performance.

Overall, DL methodologies can manage large and complex datasets, do not require explicit

feature engineering, and can be generalized by uncovering hidden patterns. Nonetheless, they face
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Figure 3.2: Synthetic Generation with VAE [Wehmeyer, 2021]

several challenges, such as high computational demands, limited interpretability, and require vast

sample sizes to reach accurate results [Ahmed et al., 2023].

Meta-features are unique properties derived from dataset attributes, usually employed in ML
and data analysis [Reif et al., 2014]. Such properties detail a dataset’s structure, complexity, and
statistical characteristics. While primarily used in meta-learning, meta-features serve multiple
purposes, including summarizing dataset benchmarks for ML experiments, identifying similar
datasets for a particular case, and guiding the generation of artificial datasets [Rivolli et al., 2022].
In synthetic data generation, knowledge of real meta-features can create data that is closely aligned

with real data. These properties can be grouped into the following categories [Lemos et al., 2022]:

* General — also known as simple measures, is information easily collected without requiring
substantial computational resources. It includes the number of attributes (nrAttr), the number
of classes (nrClass), the total missing number (nrMissing), and other characteristics;

« Statistical — extracts statistical information from the dataset, such as average (mean), standard
deviation (sd), minimum (min), maximum (max), and many other properties;

* Information Theoretic — captures the amount of information and its complexity with joint
entropy (jointEnt), the entropy of target values (classEnt), and other measures;

* Model-based — data retrieved from predictive models, usually DTs and represented by the
number of leaves (leaves) and number of distinct paths (leavesBranch), among other metrics;

* Landmarking — employs the performance of learning methods to characterize datasets,
including metrics like best node (bestNone), naive bayes (naiveBayes), etc;

* Other - includes clustering, complexity, data distribution, case-based, concept-based, struc-

tural information, and time-based features.

According to Lemos et al., all meta-features above, except the last class, have the potential of
being applied in synthetic data generation [Lemos et al., 2022]. Although the author highlights its
applicability in this context, he acknowledges that changing one meta-feature may inadvertently
affect others. The reason for discarding this category is the possibility of making the generation

resource-intensive and time-consuming.
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3.1.2 Related Work

This section addresses the related work of synthetic data generation regarding existing surveys
in the area, cybersecurity data generation, usage of GANs and VAEs, evaluation methodologies,
privacy preservation, multidimensional data, applications, meta-learning, and data augmentation

strategies (in this order).

In 2015, Filchenkov and Pendryak studied the optimal set of meta-features for feature selection
algorithms recommendation [Filchenkov and Pendryak, 2015]. Their analysis evaluated various
classification methods, including naive Bayes, C4.5, PART, BN, and IB3 (nearest neighbour),
using distinct metrics and meta-features sets (statistical, general, and others). The authors also
introduced an approach for meta-feature engineering based on the classifier model and its best

parameterization.

Following two years, Surendra and Mohan examined many data generation methods for privacy-
preserving data publishing to safeguard personal data confidentiality [Surendra and Mohan, 2017].
For each work reviewed, they described the data generation type (partial or complete), the primary

method employed, and its associated limitations.

A year later, Vanschoren provided an in-depth overview of meta-learning, along with a taxonomy
based on the type of meta-data [Vanschoren, 2018]. Such categorization considers learning from

model evaluations, learning from curves, task properties, and prior models.

In 2019, Popi¢ et al. surveyed a few dataset generators designed to mimic actual data for
testing scenarios [Popic et al., 2019]. They detailed the architecture of these generators, outlining
their advantages, limitations, and usages. Bellovin et al. explored synthetic data as a solution to
privacy concerns [Bellovin et al., 2019]. They discussed ML strategies for creating synthetic data,
such as NNs, RNNs, and GANs. The paper also includes a detailed case study that elucidates the
process of generating and evaluating synthetic data while addressing the legal implications of its
usage. The authors argue that synthetic data offers greater efficiency than traditional anonymization
approaches and advocate for necessary adjustments to privacy regulations. Nikolenko examined the
impact of synthetic data on computer vision applications and other fields [Nikolenko, 2019]. The
author studied synthetic datasets frequently employed in computer vision, simulated environments,
and applications in neural programming, bioinformatics, and natural language processing (NLP)
domains. Furthermore, he scrutinized approaches for improving synthetic data generation through
GANS, addressed the synthetic-to-real adaptation challenge, and discussed privacy concerns related

to synthetic data.

In 2021, Faez et al. investigated DL-based graph generators (DCGs), their methods, applications,
datasets, and metrics employed [Faez et al., 2021]. They classified existing approaches into five
groups: autoregressive-based, autoencoder-based, reinforcement learning-based, adversarial, and
flow-based. Dankar and Ibrahim researched various synthetic data generation settings using four
synthetic data generators: Synthetic Data Vault, Data Synthesizer, Synthpop parametric, and non-
parametric [Dankar and Ibrahim, 2021]. They specifically assessed how data preprocessing affects

the utility of artificial data, whether synthetic datasets require tuning when building supervised ML
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models, and whether the results obtained from these models can enhance the synthetic generators.
Additionally, they inspected the application of the metric propensity score in predicting the accuracy
of the ML models derived from the synthetic data. Chen et al. debated the application of synthetic
data in medical and healthcare solutions [Chen et al., 2021]. While acknowledging its potential
to enhance the diversity and resilience of Al models, the authors delineated several challenges
associated with its integration in these critical domains. These challenges include the lack of
standardized clinical quality measures and evaluation metrics, the interoperability limitations in

electronic medical records, and the need for more regularization.

One year later, Rivoli et al. provided an overview of the meta-learning paradigm, including
an extensive discussion of a taxonomy comprising diverse meta-features [Rivolli et al., 2022].
This taxonomy categorizes the meta-features into various groups: simple, statistical, information-
theoretic, model-based, landmarking, and clustering, as well as distance- and time-related measures.
The authors presented each class’s meta-features, properties, and application scenarios. Moreover,
the study presents various dataset characterization tools, including the Matlab Statistics Toolbox
[MathWorks, 2005], OpenML [Vanschoren et al., 2014], among others. Lemos et al. inspected the
meta-features described earlier by Rivoli et al. and diverse methodologies for producing artificial
data [Lemos et al., 2022]. The authors employed the Python Meta Feature Extractor (PyFME') to
extract meta-features from datasets generated by an artificial generator called SNOOKER [Ferreira
et al., 2024]. His study also examines the role of meta-features in enhancing this tool’s generative

process.

Two years ago, Gonzales et al. conducted a thorough review of the use of synthetic health
data across seven applications, such as simulation and prediction research, hypothesis, methods,
algorithm testing, epidemiological investigations, and public health inquiries [Gonzales et al., 2023].
They also researched the role of synthetic data in IT development, education initiatives, and training
endeavors. This review highlighted the public release of datasets and linking data. A detailed

explication of diverse synthetic health datasets and their properties was also given.

In 2011, O’Shaughnessy and Gray developed a dataset generator to improve information
discovery and network security analysis infrastructures [O’Shaughnessy and Gray, 2011]. This tool
produces datasets that simulate different attack patterns usually used by intruders, like Denial of
Service (DoS), Probing, and SQL injection attacks using algorithms coded by the authors. For its
validation, a C4.5 DT was trained on datasets containing SQL injection and probing signatures (no
DoS was available) to check its performance. The results showed high accuracy for SQL injection
attacks and acceptable values for the probing dataset.

Three years later, Boggs et al. introduced a framework called Wind Tunnel, which focused on
synthesizing standard and attack data for PHP web applications in multiple layers[Boggs et al.,
2014]. This framework enables independent testing of security controls against specific attacks.

Standard traffic is created with Firefox via Selenium? and the attack data with Metasploit®. Wind

IDocumentation available at https: //pymfe.readthedocs.io/en/latest/index.html
2Documentation available at https: //www.selenium.dev/
3Documentation available at https: //www.metasploit.com/
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Tunnel also includes a monitoring tool that supervises multiple layers, such as transmission control
protocol packets, database queries, and host system calls. It incorporates usernames, passwords,
English text, and images as data sources to reach more realism. The authors employed nineteen
sensors across database layers, file access, system call, and network to evaluate Wind Tunnel’s
performance, using eleven datasets: nine generated by Wind Tunnel and two private datasets
(the Columbia University Computer Science department web server and ISCX 2012 Intrusion
Detection Dataset [Shiravi et al., 2012]). These materials were used to assess how each security
control behaved under varying dataset conditions, evaluate synthetic datasets’ predictive ability
for production datasets, compare the accuracy of security control across layers, and analyze the
security controls’ combined performance. According to the authors, Wind Tunnel successfully

created synthetic datasets suitable for testing security controls.

In 2017, Pendleton and Xu built a dataset generator to improve system call (syscalls) datasets by
incorporating structural and contextual information [Pendleton and Xu, 2017]. Existing intrusion
detection datasets often suffer from structural, typological, and quantitative issues that limit the
development of host IDSs. This generator addresses these challenges by delivering structured
syscalls. This tool comprises a syscall collector, a containerized execution environment, and a

dispatcher to facilitate the generation task.

Two years later, Kim and Kim proposed a cyber threat dataset generation system called
CTIMiner to promote Cyber Threat Intelligence [Kim and Kim, 2019]. This tool collects data from
published cyber reports and malware repositories, storing the information in a database. CTIMiner
operates in four main phases: parsing indicators of compromise, collecting analysis data, filtering
and storing data, and processing results from the initial phases. To evaluate CTIMiner, the authors
demonstrated an application where correlation analysis was conducted using a correlation graph of

a malware information-sharing platform.

In 2020, Meyer-Berg et al. addressed the dataset shortage for training IoT anomaly detection
systems in a secure environment [Meyer-Berg et al., 2020]. Their proposed method has a network
model and user interface that facilitate the training and evaluation of various anomaly detection
methods. It was designed to be extensible to custom protocols and smart devices, with simulation
capabilities. The authors tested their approach in a smart home environment under two scenarios:
DoS and DDoS attacks, and the other focusing on integrity tampering, using K-means for anomaly
detection. The results demonstrated high adaptability in data analysis algorithms while generat-
ing large datasets and accelerating algorithm training. Borah et al. created two frameworks for
generating malware datasets: the TUMALWD (Tezpur University Windows MALware Dataset)
and TUANDROMD (Tezpur University ANDROid Malware Dataset) for Windows and Android,
respectively [Borah et al., 2020]. Both generators employ data collection and storage, data analysis,
and feature engineering. The TUMALWD focuses on host-level and network features, while
TUANDROMD emphasizes permission and API-based features. For evaluation, five supervised
algorithms were used for benchmarking: random forest (RF), extra tree, adaptive boosting, ex-
treme gradient boosting, and gradient boosting. Both datasets achieved similar high classification

accuracy, ranging from 96% to 99%. Le et al. analyzed the role of GAN models in cybersecurity
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through their technique, CyberGAN, which generates domain-specific datasets [Le et al., 2020].
CyberGAN trains its discriminator using normal and malicious operations, while the generator
creates cybersecurity datasets, like firewall activity, that mimic real data. Both components are
fully connected and optimized using a custom loss function with leaky ReLU activation. The
authors evaluated CyberGAN at different levels, assessing the fidelity and utility of the generated
datasets with network structure and KLLD metrics and their suitability for ML tasks. The accuracy
assessment in this experiment utilized three datasets: firewall activity, credit card fraud dataset, and
CTU-13 botnet dataset. Furthermore, they compared CyberGAN’s architecture to that of CTGAN.
Although CyberGAN showed promising results in these cases, the authors noted that it may not
fully guarantee privacy protection, as GANs learn from the underlying structure and distribution of

the training data.

In 2017, Creswell et al. presented an overview of GANSs, discussing their architectures, such
as fully connected, convolutional, conditional, inference models, and adversarial autoencoders
[Creswell et al., 2018]. They studied challenges associated with the training phase and explored
GAN applications.

A year later, Torres studied the role of GANs in data generation and proposed a method
consisting of six steps: schema detection (understanding data types), pattern analysis (examining
correlations between variables), feature engineering (data normalization), ML model training
(creating and training a model with random original data), data production (generating synthetic
data) and feature reverse-engineering (data de-normalization) [Torres, 2018]. The study introduced
a Wasserstein Conditional GAN using feed-forward NN for both the generator and discriminator,
and a synthetic generator based on recurrent NNs for evaluation purposes. Both techniques were
tested on training time and data generation times, pattern preservation (Euclidean distance), data
distribution preservation, and quality of the generated text in three different datasets. The results
indicated that the GAN-based solution excelled in data correlation and text quality preservation.
Still, it lagged behind the non-GAN-based solution in data generation time, training time, and
preservation of the statistical distribution of the original data. Xu and Veeramachaneni implemented
a synthetic tabular data generator called TGAN, designed for health and educational domains [Xu
and Veeramachaneni, 2018]. TGAN employs a series of transformations to handle various data
types (numerical, categorical, time, and others) and distributions (multimodal, long tail, and others).
It uses an LSTM as the generator and a Multi-Layer Perceptron as the discriminator. The evaluation
involved three different datasets (Census-Income, KDD Cup 1999, and the Covertype) to determine
whether the synthetic datasets generated by TGAN are suitable for ML purposes. The performance
of TGAN was compared against three generation methods: Gaussian Copula, BN for each column,
and Bayesian Network between columns. The results demonstrated that TGAN outperformed
Gaussian Copula and BN for individual columns in terms of ML performance and data correlation.

In 2019, Lu et al. developed a synthetic generator using GANSs to assess the utility and risk
of re-identification of the generated output [Lu et al., 2019]. Their GAN approach learns the
data distribution from original datasets and builds artificial data via iterative sampling. For the

evaluation, they measured data utility by analyzing correlation matrices and conducting ML tasks,

26



SNOOKER: Dataset Generator for Helpdesk Services

while the risk of re-identification was tested using differential testing and record linkage techniques.
The evaluation covered four datasets, using numerical, categorical, adult, and mixed values (the last
two combine numerical and categorical data). Although the results indicated robust data utility, no
discussion is provided regarding the outcome related to the risk of re-identification evaluation (only
tables are provided). Yoon et al. introduced time-series GAN (TimeGAN), an approach capable of
synthesizing realistic datasets while preserving temporal dynamics [Yoon et al., 2019a]. Such a tool
comprises embedding and recovery functions, the generator, and the discriminator. The first two
elements provide the latent space, and the remaining components work in the same created space.
The latent dynamics of both the real and synthetic data are controlled with a supervised loss to learn
temporal relationships. TimeGAN was compared with other solutions [Esteban et al., 2017, Mogren,
2016, Sutskever et al., 2011, Goyal et al., 2016, van den Oord et al., 2016, Donahue et al., 2018]
in terms of visualization, discriminative score, and predictive score in four types of time-series
data (sines, stocks, energy, and events). The results demonstrated that TimeGAN outperforms the
techniques mentioned previously in the metrics. Baowaly et al. proposed an improved version of an
existing medical GAN (medGAN) based on boundary-seeking to generate more realistic datasets
[Baowaly et al., 2019]. While both approaches use autoencoders and minibatch averaging, they
differ in the GAN used, with boundary GAN offering improved training stability and convergence.
Their performance was evaluated on two datasets: MIMIN-III* and NHIRD?. The evaluation
methods included dimension-wise average and K-S tests, association rule mining, and predictive
analysis. In all scenarios, medBGAN outperformed the classic medGAN. In the same year, Vega-
Mirquez et al. studied the utility of the datasets generated from conditional GAN (CGAN) with
credit card fraud detection datasets [Vega-Mdrquez et al., 2019]. Unlike standard GANs, CGANs
incorporate additional information in the generator and discriminator. The evaluation focused on
the correlation between original and synthetic data and the accuracy achieved by XGBoost. For the
correlation analysis, metrics such as covariance, Pearson’s, and Spearman’s correlation coefficient
were employed, revealing values close to 0, indicating a minimal relationship between variables.
The performance of XGBoost was assessed based on accuracy, F1-score, and AUC for both real
and synthetic datasets. The results showed identical performance, suggesting that CGAN possesses

utility comparable to actual data.

In 2020, Smith and Smith invented TSGAN (Time-Series GAN) to create synthetic time-series
data through two Wasserstein GAN (WGAN) [Smith and Smith, 2020]. The first WGAN transforms
random latent vectors into spectrogram images, and the second builds time-series data from these
images. TSGAN was tested on seventy datasets specialized in time-series information (from
sensors, motion, and other sources) with metrics like Fréchet Inception Score and accuracy in
three scenarios: TSTR (train on synthetic data, test on real), TRTS (train on real data, test on
synthetic), and TRTR (training on real and testing on real). Regarding the inception score, the
results showed that TSGAN surpassed WGAN in fifty-six datasets. In the remaining datasets, the
authors assumed that WGAN outperformed TSGAN due to poor generation performance in both

4Dataset available at ht tps: //physionet.org/content /mimiciii/1.4/
SDataset available at ht tps: / /www.ncbi.nlm.nih.gov/pmc/articles/PMC6367203/
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approaches. Regarding accuracy, TSGAN achieved higher accuracy in TRTS and TSTR (11% and
15%, respectively) but had lower accuracy in TRTR (4%).

In 2021, Little et al. investigated the performance of tabular GANs (TGANs) against statistical
synthetic techniques using utility and disclosure risk metrics [Little et al., 2021]. They compared
statistical techniques, specifically the Synthpop [Nowok et al., 2016] and DataSynthesizer [Ping
et al., 2017] with GAN-based methods, such as the CTGAN [Xu et al., 2019b] and TableGAN
[Park et al., 2018]. The evaluation focused on the disclosure risk through the targeted correct
attribution probability metric and utility measures like the confidence interval overlaps, the ratio of
estimates, and the propensity mean-squared error. This study utilized a 1991 Individual Sample of
Anonymised Records of the British Census ©. Among the methods mentioned, Synthpop achieved
the highest utility but also the greatest risk of exposing sensitive data, while TableGAN exhibited
the lowest risk, albeit with poor-quality data. DataSynthesizer and CTGAN produced intermediate
results relative to the other methods. Mozo et al. proposed an optimized version of a WGAN
to build synthetic datasets that simulate crypto mining attacks and regular traffic, increasing the
availability of datasets and avoiding any privacy issues from real datasets [Mozo et al., 2021]. They
introduced a heuristic to optimize the stop criteria of GAN training with the best-performing GAN
settings. In addition to the F1-score, they also presented two novel metrics (L distance and Jaccard
coefficient) to assess the quality of datasets generated compared to authentic data. For evaluation,
the authors experimented with several scenarios where an ML classifier was trained with real data
from the Mouseworld lab [Pastor et al., 2018], data collected from a simple mean-based generator,
and synthetic datasets from standard and improved WGANSs. The results showed that the proposed
method could build suitable datasets (similar to real datasets) for ML-based crypto-mining detectors
while avoiding privacy violations.

GANSs have found relevant applications in medical image synthesis. For instance, Guibas et al.
developed a dual GAN, consisting of stage-I GAN and stage-II GAN, to create medical images
[Guibas et al., 2017]. Han et al. designed a GAN-based method to generate multi-sequence brain
magnetic resonance images [Han et al., 2018]. Islam and Zhang published a method employing
GANS to produce synthetic brain pet images under three stages of Alzheimer’s disease: control,
mild cognitive impairment, and Alzheimer’s [Islam and Zhang, 2020]. Other areas have been
exploring GANSs to synthesize images [Abady et al., 2020].

While exploring VAEs for dataset generation is less extensive than that of GANs, they remain
a valid approach. In 2017, Wan et al. implemented a synthetic generation method using VAEs to
address imbalanced learning [Wan et al., 2017]. VAEs are effective for complex data distribution
since they make weak assumptions about the data and can produce balanced datasets. The approach
starts by sampling from a latent variable and then generates new samples based on the conditional
distribution of these values, similar to the original data. The authors evaluated their approach
using the MNIST and affNIST datasets, comparing it against SMOTE and ADASYN [Han et al.,

2005, He et al., 2008]. They assessed performance using precision, recall, specificity, fl1_score,

Dataset available at https://www.ons.gov.uk/census/2011census/2011lcensusdata/
censusdatal8011991
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and g_mean. On the MNIST dataset, their method outperformed all the competitors in all metrics.
However, on the affNIST dataset, the traditional SMOTE achieved better precision and g_mean,

while the proposed VAE method excelled in the remaining measures.

Two years ago, Razghandi et al. combined VAE with GAN to generate different synthetic
time-series data for smart home environments [Razghandi et al., 2022]. This integration allowed
the creation of samples without prior data analysis, effectively addressing the issue of GAN mode
collapse, a common problem during GAN’s training phase. They compared the output from VAE-
GAN and the vanilla GAN against the real data distribution for evaluation. The metrics used were
the KLD, maximum mean discrepancy, Wasserstein distance, and statistical parameters (near-peak
load, near-base load, and others). The results favored VAE-GAN compared to the traditional GAN.

In 2018, Dandekar et al. compared partial synthetic generation (PSG) aganst fully synthetic
generation (FSG) [Dandekar et al., 2018]. According to the authors, PSG preserves most of the
original data’s structure and utility by changing only sensitive data (for example, age). In contrast,
FSG prioritizes privacy by synthesizing the entire dataset. They assessed these methodologies
across various classifiers, including LR, DT, RF, and NN generators, focusing on the utility and
disclosure risk. The utility was gauged using KLD and overlap, while the disclosure risk was
measured using the Reiter and Drechsler algorithm [Drechsler and Reiter, 2008]. Experimental
findings revealed that DT provided the highest data utility, with KLD values of 0.53 for real datasets
and 0.58 for artificial ones. In contrast, NNs showed the lowest disclosure risk, with a value of
0.03. Furthermore, the runtime analysis revealed different efficiencies among the classifiers: DT
recorded runtimes of 0.048 seconds for PSG and 0.533 seconds for FSG, while LR spent 0.040
seconds for PSG and 0.068 seconds for FSG.

In 2020, Goncalves et al. addressed synthetic data generation for electronic medical records
using various evaluation criteria [Goncalves et al., 2020]. They examined probabilistic models,
classification-based imputation, and GAN methods, analyzing them through KLD, pairwise cor-
relation difference, log-cluster, support coverage, and cross-classification metrics. The findings
revealed that no singular method outperformed the metrics mentioned. The authors also highlighted
that GANs could not generate realistic electronic health samples. Other methods explored the
concept of artificial data in the healthcare domain using a data-driven approach [Buczak et al.,
2010], naive bayes [Avifi6 et al., 2018], and GANs [Arvanitis et al., 2022].

In 2016, Nettleton designed a graph-based dataset generator to simulate artificial online social
networks (OSNs) [Nettleton, 2016]. The architecture proposed comprises three main modules:
topology definition, data definition, and data population. In the initial phase, the generator employs
RMat [Chakrabarti et al., 2004] to build non-overlapping topologies or uses real OSN overlapping
topologies. Communities are then identified with the Louvain approach [Blondel et al., 2008]. The
data definition phase delineates the target profiles, the target profile for each profile, and the target
distribution for each attribute value. The last stage manages parameter configurations, allocates
data profiles to seed nodes, and facilitates data propagation from seeds to neighbours. The authors
analyzed their solution by comparing synthetic topologies created by RMat with real-world OSN
topologies. Their experiments highlighted that artificial topologies yielded cleaner assignments
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than real OSNs. Ayala-Rivera et al. introduced COCOA, a domain-based framework capable of
synthesizing microdata for evaluating anonymization methods [Ayala-Rivera et al., 2016]. COCOA
replicates a dataset’s aggregated statistics by utilizing frequency distributions of multiple attributes
as probability weights [Ayala-Rivera et al., 2013]. Guided by user input, it employs three attribute
generators: distribution-based, attribute-based, and a combination of both. Performance is assessed
using dataset diversity (via PCA), utility (generalized information loss), and resource usage (CPU
and memory). Experimental results show that the COCOA exhibits diversity in dataset generation
and varied generalized information loss values across various datasets, indicating its proficiency for
testing. Moreover, the results underline COCOA’s efficiency, generating large datasets in 4 seconds
while using 35% of memory (8 GB of RAM and 450HD GB).

After one year, Ping et al. established DataSynthesizer, a publicly available artificial dataset
generator [Ping et al., 2017]. It consists of three components: DataDescriber, DataGenerator,
and Modellnspector. The first module analyzes a real dataset and infers the domain, data types,
correlations, and attribute distributions, adding noise to preserve privacy. The DataGenerator uses
this knowledge to create new data through uniform sampling, while the Modellnspector evaluates
the accuracy by comparing the similarity between the real and artificial datasets. The system
preserves statistical properties, as similar pairwise correlations in both datasets demonstrate.

In 2019, Yoon et al. introduced PATE-GAN, a platform merging a customized version of the
Private Aggregation of Teacher Ensembles (PATE) with GANSs to build differential private datasets
[Yoon et al., 2019b]. By replacing the GAN discriminator with a PATE structure, PATE-GAN
ensures privacy while generating data. The authors evaluated its utility across various experiments,
comparing it to DPGAN [Xie et al., 2018], and traditional GANs. Results using metrics, such as
the area under the receiver operating characteristics curve and the area under the precision-recall
curve, revealed that PATE-GAN outperformed DPGAN. The authors also implemented a novel

metric, synthetic ranking agreement, to test predictive model ranking more efficiently.

Two years later, Kuppa et al. explored privacy in artificial datasets from the attacker and auditor
perspectives, focusing on membership inference attacks (MIA) [Kuppa et al., 2021]. MIA targets
the identification of individual membership in ML models trained on synthetic data. The authors
developed an instance-level privacy score to filter synthetic samples vulnerable to MIA. They
evaluated membership privacy leakage with various methodologies [ Yoon et al., 2019b, Xie et al.,
2018, Smith and Smith, 2020, Xu et al., 2019b] with attack accuracy as a key metric. Empirical
observations revealed that the privacy score reduced attack accuracy across all methods and datasets.
Additionally, the study highlighted that larger datasets increase the risk of privacy leakage.

In 2006, Pei and Zaiane proposed a technique for synthesizing multidimensional datasets for
clustering and outlier analysis, using distribution and transformation methods [Pei and Zaiane,
2006]. This approach accommodates diverse user specifications, such as number, size, shape,
location of clusters, and other meta-features. The dataset generation process employs normal
and uniform probability distributions and transformations like linear and Box-Muller. It operates
on three levels: difficulty (easy, medium, difficult), density, and outliers. The difficulty level

defines cluster shape and location, density controls size and compactness, and the outlier level
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governs the dispersion and density of the outliers in the dataset. This approach was evaluated
on two fronts: execution time for generating large datasets and efficiency in clustering analysis
and outlier detection, assessed visually [Guha et al., 1998, Karypis et al., 1999, Sheikholeslami
et al., 1998, CHEESEMAN et al., 1988]. The experiments showed that this approach has a linear
execution time, independent of the difficulty level, and that WaveCluster and AutoClass algorithms
performed best in visual tests.

Five years later, Alburquerque et al. developed a high-dimensional dataset generation framework
based on statistical distributions [Albuquerque et al., 2011]. Users input meta-features, such as
dimensionality, sample size, class distribution, default probability distribution, and data type
properties, which are integrated into an n-dimensional probability density function (PDF) to create
a base dataset. Patterns and trends can be added to selected dimensions using generator objects,
including one-dimensional and two-dimensional PDFs and a probability distribution plane. Random
perturbations are incorporated to emulate irregularities. This methodology was scrutinized on
dataset generation time and fidelity to real data through visual analytics. Experimental findings
demonstrate that the generation time escalates with dimensionality, and the method effectively
models non-orthogonal trends and outlier behaviour.

In 2005, Giannotti et al. proposed a framework for generating artificial movement data through
the reconstruction of cellular network trajectories [Giannotti et al., 2005]. This system comprises a
synthetic trajectory generator, a log generator, and a trajectory reconstruction module. The first
structure builds spatiotemporal data to simulate user movements based on the user requirements.
The log module utilizes these instances and an antenna coverage map to produce antenna logs. The
last component then rebuilds the original trajectories using these logs and the antenna coverage
map. The platform was assessed under different scenarios, including slow motion without obstacles
and faster motion with barriers. Visual demonstrations confirmed its ability to emulate cellular data
while ensuring privacy protection.

A year later, Lin et al. implemented IDSG, a dataset generator for training and testing informa-
tion discovery and analysis systems while mitigating privacy and legal problems [Lin et al., 2006].
IDSG contains three modules: an XML schema governing data structure, data generators tasked
with generating data, and a data generation engine orchestrating these components. Although the
results are limited, the authors highlighted IDSG’s capacity to generate 1.8 million credit card
transactions per hour, showcasing its scalability.

In 2008, Omari et al. developed TARtool, a synthetic dataset generator tailored for Market
Basket analysis [Omari et al., 2008]. Building on ARtool’, it integrates association rule mining
with temporal dynamics to augment the generation of datasets in retail and e-commerce. This tool
also models transaction timing using Poisson distributions and stochastic factors. Its performance
was benchmarked to the data mining tool WEKA, focusing on frequent item identification and the
computational cost of building .db and .dat (ASCII with timestamps) files. The tests demonstrated
that both methodologies yielded comparable outputs, though TARtool generated .dat files faster at

the expense of increased processing time. Eno and Thompson investigated the inversion mapping

"Documentation available at https://depts.washington.edu/acelab/proj/art/
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of data mining patterns to create artificial datasets of arbitrary sizes [Eno and Thompson, 2008].
Their approach hinges on three main components: the synthetic data definition language (SDDL),
describing the generation process; the parallel synthetic data generator (PSDG), responsible for
building SDDL-based datasets; and the predictive model markup language (PMML), facilitating
the transfer of data mining models between various software packages. Their approach encodes
a DT as a PMML file to instantiate an SDDL file, which PSDG then uses for dataset generation.
By assessing the misclassification ratio between the real DT and the synthetic dataset, the authors
discerned notable similarities indicative of the fidelity in preserving authentic patterns.

In 2013, Lopes and Smith-Miles introduced a methodology for generating instances for branch
problems, focusing on the iterative refinement of the instance generator by comparing the real world
with initially generated data [Lopes and Smith-Miles, 2013]. They utilized feedback from a classifier
to adjust the generator, enhancing the resemblance of synthetic samples to real instances. The
expected applicability coefficient, a novel metric, facilitates this tuning process. The effectiveness
of this approach was evaluated on the Udine Timetabling problem using an instance generator
[Burke et al., 2010]. The results showed improvements with the proposed technique in the instance
generator through comprehensive analysis and empirical investigation.

A year later, Aydin et al. presented a spatiotemporal synthetic dataset generator that builds
instances characterized by dynamic changes in both location and shape [Aydin et al., 2014]. This
methodology builds random feature types, which encapsulate the spatial and temporal dynamics
of the instances. These meta-features are then aggregated based on the spatial neighbourhood to
form distinct patterns, such as creation. Its performance was assessed against three spatiotemporal
co-occurrence pattern methods [Pillai et al., 2013]. Experimental observations highlighted ERMO-
DG’s utility in benchmarking spatiotemporal pattern mining algorithms.

In 2016, Spasic et al. suggested a modified version of the resource description framework
dataset generator for the social benchmarking network (SBN) [Spasi¢ et al., 2016]. Using the
Virtuoso procedure, they aimed to enhance the structural fidelity of synthetic datasets compared
to real-world data. To achieve a coherence level of 0.6, the authors modified the SBN generator,
including removing location data from most posts and comments, adding comments in graphic
interchange format, incorporating user mentions and links, and improving post visibility. A
comparative analysis of datasets generated from the original and refined SBN approaches revealed
a decrease in coherence level from 0.8 to 0.6, demonstrating their modification’s effectiveness.

In 2017, del Carmen Rodriguez-Hernandez et al. examined DataGenCARS, a framework
engineered for creating datasets across diverse domains, with the focus on integrating context
information crucial for CARS evaluation [del Carmen Rodriguez-Herndndez et al., 2017]. Data-
GenCARS allows for configuring user, context, and item type schemas, user profiles, ratings, and
item attribute generation. This tool captures statistical properties from the original dataset and
employs attribute, instance, and rating generators to produce synthetic samples. DataGenCARS’s
performance is evaluated by its capacity to generate fully synthetic datasets for RSs evaluation and
to create realistic datasets through metrics such as mean average error (MAE), F-measure, recall,

and precision. Initial testing showcased DataGenCARS’s adeptness in building different datasets
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with distinct features and context depth, while subsequent experiments highlighted its proficiency
in crafting datasets mirroring authentic data features.

Five years ago, Mendonga et al. studied a dataset generator for information visualization and
ML testing [Mendonca et al., 2020]. This platform offers user customization and consists of several
modules: the manager, data model and its dimensions, generators, and data output. The manager
oversees submodules related to data, communications, and visualization. The data model defines
the generators and dataset dimensions, guiding the data creation process. Generators can produce
values based on various types, such as random, geometric, accessory, functional, and sequential.
The data output module facilitates the exportation of information generated during this process.
The framework’s efficiency was evaluated using visual analytics across distinct settings, including
varying outlier quantities, class separation, missing values, and class imbalance. Experimental
results demonstrated its capacity to build synthetic datasets that are useful for ML testing.

In 2012, Reif et al. designed a dataset generator for meta-learning systems to produce datasets
with specific mean kurtosis and skewness [Reif et al., 2012]. The approach uses genetic algorithms
to optimize dataset generation [De Rainville et al., 2012]. The generator was tested in four separate
runs, focusing on properties like mean skew, min skew, max skew, naive Bayes, and nearest
neighbor. Despite using identical generation parameters, the generator created four distinct datasets,
each exhibiting different distributions of the targeted properties.

In 2021, Jomaa et al. introduced Dataset2Vec, a meta-feature extractor combining meta-features
from tabular data with those learned by deep NNs [Jomaa et al., 2021]. Dataset2Vec uses the
Kolmogorov-Arnold representation theorem [Kurkova, 1991] to represent datasets as sets of target
pairs hierarchically and uses the DeepSet model [Zaheer et al., 2017] for meta-features regression.
The authors also proposed a dataset similarity learning task to help Dataset2Vec recognize whether
two samples come from the same dataset. Performance was evaluated through a hyperparameter
optimization task, comparing Dataset2 Vec to various baseline methods [Seeger, 2004, Bergstra et al.,
2011, Hutter et al., 2011, Bergstra and Bengio, 2012, Springenberg et al., 2016] using the average
distance as the minimum metric. The observed results showed that Dataset2Vec meta-features
outperform traditional meta-features.

In 2017, Forestier et al. suggested strategies for synthesizing time series using dynamic time
warping (DTW), focusing on distinct average weighting methods [Forestier et al., 2017]. The
authors proposed three variations of DTW Barycentric Averaging: "average all", which computes
the average of all time series; "average selected", which selectively averages a group of near time
series; and "average selected with distance" (ASD) that incorporates the relative distance between
selected time series and their closest neighbour. The performance of these techniques was evaluated
against windows wrapping [Le Guennec et al., 2016] using the metric error rate. Experimental
findings indicated that ASD outperformed alternative methods, highlighting its utility in scenarios
with limited original samples.

In 2021, Silva et al. devised SAGAD, a data augmentation technique to solve small-scale
tabular problems by employing the feature relationships within the training dataset [Silva et al.,

2021]. They also proposed an extension known as data generation based on complexity per classes
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(DABEL), which refines the generated data by iteratively accounting for class ambiguity. DABEL
computes the loss function per epoch to improve synthetic data quality. SAGAD and DABEL were
evaluated against GANT [Ashrapov, 2020] and SMOTE [Chawla et al., 2011] using the F1-score
and one-tailed t-test. The observed results demonstrated that SAGAD and DABEL performed
differently depending on the dataset size, with both particularly effective for smaller datasets.

Table 3.2 organizes the literature review into specific categories to facilitate its understanding.
These include surveys that provide a broader overview of the field, application-driven studies
targeting synthetic data generation, particularly in the context of cybersecurity (domain explored
in SNOOKER), privacy-oriented approaches that address data protection, evaluation and bench-
marking studies that assess the performance of existing tools, research on data augmentation and
use of multidimensional synthetic data, and the main approaches employed in this field, including
meta-learning, GANs and VAEs.

Table 3.2: Synthetic data generation related work summary
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Table 3.2: Synthetic data generation related work summary

Ref
Survey
Applications
Cybersecurity
Privacy
Evaluation
Data
Augmentation
Multidimensional
Dataset
Meta
Learning
GAN
VAE

\

[Smith and Smith, 2020] -
[Vega-Mirquez et al., 2019] -
[Little et al., 2021] - - - - v - - -
[Mozo et al., 2021] - v
[Wan et al., 2017] - - - - - - v - -
[Razghandi et al., 2022] - v - - - - - - v
[Lin et al., 2006] - v
[Reif et al., 2012] - - -
[Dandekar et al., 2018] - - -
[Goncalves et al., 2020] - - -
[Nettleton, 2016] - - -
[Ayala-Rivera et al., 2016] - v
[Ping et al., 2017] - v -
[Yoon et al., 2019b] - v
[Kuppa et al., 2021] - - v
[Pei and Zaiane, 2006] - v -
[Albuquerque et al., 2011] - - -
[Giannotti et al., 2005] -
[Omari et al., 2008] -
[Eno and Thompson, 2008] -
[Lopes and Smith-Miles, 2013] -
[Aydin et al., 2014] -
[Spasié et al., 2016] -
[del Carmen Rodriguez-Herndndez -
etal., 2017]
[Mendonga et al., 2020] -
[Jomaa et al., 2021] -
[Forestier et al., 2017] -
[Silva et al., 2021] -

AN AN
AN '
NN NS

A N N N
AN '
- <

N SN

N
N
N

NSNS SN S

AN NN

Although various approaches have been proposed, GANs have gathered substantially more
attention within this domain. Furthermore, works tailored explicitly to the cybersecurity field, along
with the presence of surveys, are examined.

Over the years, various open-source systems in this area have been introduced. The following
analysis excludes domain-specific tools focusing on particular application areas such as healthcare,
genetics, and other specialized fields.

Synthetic data vault (SDV?®) is among the first synthetic generators dedicated to creating tabular,

8Documentation available, respectively, from https://sdv.dev/ and https://sdv.dev/Copulas/

35


https://sdv.dev/
https://sdv.dev/Copulas/

SNOOKER: Dataset Generator for Helpdesk Services

relational, and time series data. This project includes Copulasg, CTGAN [Xu et al., 2019b], and
TGAN?, three packages designed for data generation using both statistical and DL techniques.
In contrast, Doppel GANger generates high-fidelity time series data with metadata using GANs
[Lin et al., 2020]. YData'? provides tools for generating tabular data and time series with various
GAN implementations. Strategies using declarative models and highly customizable interfaces, like
Sinner [Mannino and Abouzied, 2020] and Synth'! can also provide interesting results. Other tools,
including Faker!2, Pydbgenlz, Twinifyn, Smart noise synthesizerlz, DP_WGAN_UCLANESI'?,
among others contribute to the diversity of synthetic dataset generators. While several of these tools
can create different types of data, they do not emulate business logic specific to a domain, such
as cybersecurity incident treatment. As described in section 3.2, the proposed dataset generator
addresses this limitation by building more realistic datasets that include domain-relevant operations.

Regarding online communities focused on synthetic data, several key platforms stand out. The
strategic data project (OpenSDP'3) offers a range of educational tools and resources for analysts
across various areas; OpenSynthetics'* serves as a hub for synthetic data tailored to computer vision
and ML applications; and, GenRocket!>, fosters a community engaged dedicated to exploring and
exchanging ideas about synthetic data. Additionally, the SDV Slack channel provides support and
insights about this topic.

3.1.3 Discussion

Based on the previous analysis, we can address RQ1 - "What approaches can build synthetic
data based on real data for ticketing systems". In this context, synthetic data generation can be
achieved with data distribution, GANSs, and other ML strategies. Although the second and third
groups could provide more in-depth results, the first category is computationally lighter and allows
greater control over generating different features. Regarding evaluation, many metrics targeting
structural similarity, bi-variable correlations, statistical dependency difference, prediction accuracy,
and disclosure risk have been used to test such approaches [Rachkovskij and Kussul, 1998].
After analyzing the state-of-the-art, some research points can be identified to enhance the
reliability and realism of synthetic dataset generators. A critical feature that could improve the
quality of these datasets is the incorporation of business logic, as discussed in RQ2 - "Can we
generate synthetic data that closely mimics real data regarding distribution and business logic?". By
embedding domain-specific rules and processes into the data generation tool, synthetic datasets can

more accurately reflect the operational realities of various fields, such as cybersecurity, finance, and

9Documentation available at https: //github.com/sdv-dev/TGAN
10pocumentation available at https://docs.synthetic.ydata.ai/1.4/
"Documentation available at https: //www.get synth.com/docs/getting_started/synth

12pocumentation available, respectively, from https://faker.readthedocs.io/en/
stable/, https://github.com/tirthajyoti/pydbgen, https://github.com/DPBayes/
twinify, https://github.com/opendp/smartnoise-sdk and https://github.com/nesl/

nist_differential_privacy_synthetic_data_challenge
D3Website available at ht tps: //opensdp.github.io/data/
l4Website available at ht tps: //opensynthetics.com/
I5Website available at https: //community.genrocket.com/
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healthcare. This integration facilitates the simulation of compliance-related scenarios, allowing,
for example, the generation of datasets that replicate processes, such as ticket assignment, incident
treatment, and other cybersecurity operations. As a result, these datasets improve the relevance
of training data for intelligent systems and support organizations in testing and refining their
operational strategies in a controlled and realistic environment. Synthetic data also addresses one
of the main motivations for synthesizing data: the scarcity of available datasets. Existing datasets
may be limited in data quantity or quality.

Another potential improvement for synthetic dataset generators is the ability to generate
temporal data correlated with specific geographical locations. Numerous tools can build time series
data and geographical locations, but they overlook the importance of incorporating timezone data,
which can impact time-sensitive operations in various domains. Timezone awareness enables the

generation of data that accurately reflects local times, simulating more realistic scenarios.

3.2 Proposed Architecture for SNOOKER

SNOOKER creates generic datasets for general-purpose use cases that are independent of context
and domain-based synthetic datasets tailored to specific industries or applications. Both dataset
types are designed to simulate real-world behaviours, such as ticket treatment, ticket prioritization,
and other activities. This framework emulates the procedures used by IT teams, incorporating
features such as ticket escalation, prioritization, and scheduling, and other characteristics typical
of helpdesk systems. Such a tool is supported by an interface where users can configure various
aspects of the dataset generation. Different teams treat these alerts, each comprising different types
of operators with distinct characteristics like work shift, speed, and other features. For clarity,
unless otherwise specified, the term operators includes all the roles explored in section 2.1.
Figure 3.3 illustrates SNOOKER’s main components: dataset customization and generation
(elaborated in sections 3.2.1 and 3.2.2, respectively). In the first stage, users configure generation
parameters and optional configurations, as outlined in section 3.2.1.1. The second phase manages
helpdesk operations, such as ticket creation, ticket enrichment using domain-specific data (defined
in optional setup), team and operator assignment, and ticket scheduling and escalation. The
operations shown with a dashed style are related to the application domain and can be adapted to

other fields besides cybersecurity.

3.2.1 Dataset Customization

The dataset customization (yellow shapes in Fig. 3.3) is supported by an interface developed with
PyQT'® and allows users to follow a standard generation using features from a configuration file or
manually customize various generation attributes, such as tickets, families, SOC teams, operators,
and optional data. For example, users can personalize the IP type (in the context of cybersecurity),

the format type, and the desired output parameters. This generator provides multiple levels of

16Documentation available at https://wiki.python.org/moin/PyQt
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Figure 3.3: SNOOKER Architecture

granularity, allowing fine-tune control over these parameters, allowing the creation of personalized

datasets.

When users decide to include real information in the generation task, SNOOKER exclusively

relies on the meta-features derived from the dataset, thereby mitigating potential privacy issues.

3.2.1.1 Customizable Parameters

This framework is equipped with various functionalities that require user-configurable settings

and external files. Each setting is detailed with the type, description, impact, and example. The

examples presented for each setting were derived from discussions with S21sec professionals and

random selection.

Table 3.3: Generation Settings

Settings Type Description Example
Mode STRING Custom or standard generation Standard
Output STRING Format in CSV, XLSX, or TXT CSV
Source STRING Format stored in database, CSV, or XLSX CSV

Debugs activities related to ticket generation
Debug BOOLEAN . False
and processing

Log data BOOLEAN Log generation and treatment operations False

Seed INT Seed in random tasks 1
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Ticket similarity

) BOOLEAN Detect similar tickets True
detection
Action disparity Detect distinct procedures based on the max
. BOOLEAN o True
detection similarity
Action max INT Maximum number of differences between 3
disparity operator and subfamily actions

As shown in Table 3.3, users can generate synthetic datasets using the standard approach or
customized configuration based on the parameters depicted in Tables 3.4, 3.5, 3.6, and 3.7. Users
can further adjust other aspects of the generation process by selecting the source and output data
formats, specifying the seed for reproducibility during testing, and configuring options for logging,
debugging, ticket similarity, and treatment action similarity.

The generated dataset, available in CSV, XLSX, or TXT, includes diverse features, including
timestamps (raised, allocated, and closed), family (incident type), subfamily (sub-incident type),
team, operator, resolution action, resolution duration, and status. The source data, provided in
a database, CSV, or XLSX format, should contain knowledge regarding the creation datetime,
family, subfamily, the action steps performed by operators, and their corresponding timestamps.
The debug option provides users with detailed information about the operations conducted during
ticket generation and treatment, enabling them to find and analyze potential errors. Meanwhile,
the log function records all the processes followed during these tasks. The similarity detection
option allows SNOOKER to identify and monitor similar tickets (in terms of subfamily and client),
simulating cases where repeated attacks within a short time may indicate suspicious activity. The
last two features emulate scenarios where the action mainly used to address a specific subfamily
differs from the action selected by the operator, measured using the Levenshtein distance. The
disparity detection property enables or disables this functionality, while the max disparity parameter
dictates the maximum allowable difference between the verified actions. The usage of these two

properties is further elaborated in section 3.2.2.4.

Table 3.4: Ticket Settings. T: Tickets Generation; TD: Ticket Distribution; TDUR: Tickets
Duration; TT: Transferred Tickets; TSIM: Ticket Similarity

Settings Type Description Impact Example
) ) ) 3514 and
Train and Test INT Number of train and test tickets 0
Growth rate FLOAT Ticket growth rate in each month T 2%
Priority levels INT Ticket’s priorities T 5
. . . . April
Initial date STRING Initial date for ticket generation T 2020
. . . April
End date STRING Final date for ticket generation T 2001
Clients INT Number of clients TSIM 4
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Ticket Settings

Settings Type Description Impact Example
Escalation o
. FLOAT Escalation likelihood TT 0%
probability
. Extracted
Seasonality .
) DICTIONARY Seasonality over the year TD from real
periods
dataset
Outlier rate FLOAT Outlier rate TDUR 10%
Outlier cost FLOAT Procedures extra cost TDUR 10%

Table 3.4 outlines characteristics related to ticket generation, including the number of tickets,
trend over time, priority levels, creation datetime, seasonality, clients, escalation, and outlier.

The number of tickets comprises the number of training and testing incidents, which helps
generate training (resolved tickets) and testing (unresolved tickets) datasets for other applications
(for example, test the tool discussed in section 4.3). The generation of the latter dataset type helps
evaluate other systems, as tested in section 4.4. If users want to generate only a training dataset, the
test number should be 0. The growth rate indicates the trend in ticket generation over time (negative
values reflect a declining tendency, positive values show an increasing tendency, and a value of
0 suggests no changes in tendency). The priority levels define the existing severity categories
of the tickets. The initial and end dates specify the datetime range for ticket generation. The
clients indicate the number of entities reporting incidents, and the escalation likelihood represents
the probability of tickets being immediately escalated to more expert teams (analyzed in section
3.2.2.4). The seasonality is extracted from the real dataset prior to generation and is preprocessed
to address missing data and other potential issues. The resulting distribution is then influenced by
the defined growth rate, and variations based on the time of day and day of the week (studied in
Table 3.5). Smoothing is also applied in this process to ensure a more realistic pattern. The outlier
rate and cost represent the frequency of outliers in the tickets and their impact on the procedure

duration, affecting ticket resolution, respectively (discussed in section 3.2.2.2).

Table 3.5: Family Settings. T: Tickets Generation; TD: Ticket Distribution; TSIM: Ticket Similarity

Settings Type Description Impact Example
. Number of incident types (e.g.
Families INT T, TD 12
VPN)
) Default families (external file) or
Generation STRING T, TD Default
custom
Extracted
Seasonality periods DICTIONARY Seasonality over the year T, TD  from real
dataset
Distribution type STRING Normal or Uniform Distribution TD Normal

40



SNOOKER: Dataset Generator for Helpdesk Services

Family Settings

Settings Type Description Impact Example

Likelihood to occur equally during
Day distribution =~ DICTIONARY the day, higher on daylight or TD Equal
nighttime
Likelihood to occur equally during
Week distribution ~ DICTIONARY the week, higher on weekdays or TD Equal

weekends
Min, Max Minimum and maximum number
. INT . T lto 11
subfamilies of subfamilies (e.g. VPN_1)
Min, Max Minimum and maximum number  TSIM,
INT . 5to7
occurrences of occurrences for escalation TT
) . Minimum and maximum minutes
Min, Max detection ] ] ] TSIM, 591090
. INT interval sharing the subfamily and .
interval . TT minutes
client
New family and New family and subfamily both with
. FLOAT T TD
Subfamily likelihood 0%

Table 3.5 illustrates multiple parameters for the configuration of the families, such as number of
families, generation type, seasonality, number of subfamilies, number of permitted events sharing
the subfamily and client within a detection interval, distribution type, distributions of the day and
week, and probability of new family and subfamily.

As the name suggests, the number of families represents the number of incident types available
for the tickets. The generation of these families can happen by default, where a configuration file
provides standard families or custom, with the users configuring the remaining family parameters.
The seasonality emulates families being more/less common in specific year periods and can only
be personalized using a real dataset. The distribution type ensures that families have a uniform or
normal behaviour over time. The day and week distributions further customize their likelihood
throughout the day and week. For example, tickets may have a higher probability of occurring
during the week instead of the weekend. They may also be likelier to happen during specific times
of the day. The minimum and maximum number of subfamilies define the number of subfamilies
for each family. The minimum and maximum occurrences and detection interval parameters, only
pertinent when the ticket similarity is enabled, indicate the permitted number of incidents sharing
the same subfamily and client within a specific period. This scenario, studied in section 3.2.2.4,
emulates the occurrence of similar attacks within a short timeframe. The new family and subfamily

rate details the likelihood of introducing an unknown family/subfamily into the system.
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Table 3.6: Technique Settings. TDUR: Tickets Duration; TS: Ticket Scheduling

Settings Type Description Impact Example
. . . . TDUR,
Techniques INT Number of techniques in each family TS
Extracted
Real ) ) TDUR,
. DICTIONARY Emulated real techniques duration from real
Techniques TS
dataset
Min, Max Minimum and maximum number of =~ TDUR,
. INT . 3to4
subtechniques subtechniques TS
Min, Max . .. .
] Maximum and minimum duration of = TDUR,
subtechnique INT . 2to5
. each subtechnique TS
duration
Min, Max . ..
) Maximum and minimum frequency of TDUR, 50% to
subtechnique INT .
. each subtechnique TS 100%
rate

Table 3.6 presents the configurations regarding the generation of techniques, including the

total number of techniques, the number of subtechniques within each technique, and the duration

and frequency of each subtechnique. The minimum and maximum values define the range for

selecting the number of subtechniques, their durations, and their frequencies. The subtechnique

rate influences the generation of actions for subfamilies, while the subtechnique duration aids in

estimating the duration of actions.

Table 3.7: Team and Operator Settings. TDUR: Tickets Duration; TT: Transferred Tickets; TS:
Ticket Scheduling; TE: Team Treatment

Settings Type Description Impact Example
Generation STRING Standard or custom generation T, TE  Standard
Ticket Tickets are assigned to the lowest team, ora TS, TT, . )
. STRING . . Hierarchical
assignment ticket percentage is allocated to each team TE
Name and ) Steve and
STRING Operators name and team assigned TE
Team L1
Shift INT Operator shift TE 2
Speed and FLOAT Operator resolution speed and learning rate TE, TS, 1.2 and
Learning (within lower and upper boundaries) TDUR 1.4
Min, Max Minimum and maximum incident counter
o INT . TDUR 10 and 20
learning limit for operator improvement
Subfamily - .
. Likelihood to use the subfamily predefined
action FLOAT . TE 90%
. action
probability
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Team and Operator Settings

Settings Type Description Impact Example
Repeat action Likelihood to use the previously action in
. FLOAT _ TE 90%
probability the same subfamily

Table 3.7 describes the configurable parameters for SOC teams and their operators. These in-
clude using standard or custom teams, defining the ticket distribution for each team, and customizing
the operator’s features.

The difference between standard and custom team generation lies in their flexibility: standard
teams consist of predefined teams: four teams ranked by expertise level (from lowest to highest),
with the lowest-ranked team having 12 operators and the others having six operators. The custom
option allows users to create operators with distinct profiles. The ticket assignment feature supports
various ticket types, assigning them hierarchically or distributing them among teams based on a
defined percentage. The remaining attributes focus on the operator’s customization. The name, team,
and shift refer to the operator’s name, their assigned team, and their work shift. The speed represents
the baseline performance speed of an operator and influences the action duration estimation. The
learning rate simulates skill development or decline, representing the operator’s improvement or
degradation over time based on repeated use (or lack of use) of specific actions. The learning
limit sets the maximum improvement or minimum deterioration to prevent infinite enhancement or
excessive decline in performance. The last two probabilities translate the likelihood of using the
action typically used to solve the subfamily and the possibility of using the same action to resolve a
ticket from the same subfamily.

Regarding domain parameters, SNOOKER employs IP-related data to generate source and
destination IPs alongside their respective ports. The process behind generating their addresses and
ports is discussed in section 3.2.2.2 together with the ticket generation.

Figure 3.4 represents SNOOKER’s main interface, where most customization parameters are

illustrated.

3.2.1.2 Input

SNOOKER generates synthetic datasets capable of emulating different behaviours using the

following data sources:

» S21sec dataset — contains 3585 anonymized tickets solved by SOC operators between 2020
and 2021. Each entry includes details about the incident type and subtype, raised and fixed
timestamps, a list of each procedure step timestamp, incident status, and other features beyond
this project’s scope. This dataset was preprocessed regarding feature selection, missing data
through multiple imputation by chained equations (MICE), and other inconsistencies before
being integrated into SNOOKER;
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Figure 3.4: SNOOKER - Dataset Customization

* Countries — provides data about every existing country. For each country, it details the
continents, capital, pytz timezones, and additional information irrelevant to this work. The
dataset is formatted as a Python list and was retrieved from a GitHub repository'”;

* IP Geolocation — maps IPv4 address networks to their respective country. Each entry includes
the network (in Classless Inter-Domain Routing format) and other attributes outside this
project’s scope. This JSON file was provided by Datahub!®;

* Custom Configuration file — this YAML (YAML Ain’t Markup Language) file is used for
initializing and testing dataset generation in SNOOKER. It provides configuration details for
standard generation, including attributes regarding tickets (Table 3.4), families (Table 3.5),
techniques (Table 3.6), SOC team and operators (3.7), and domain parameters. This file also
contains predefined teams, operators, and families. Additionally, it specifies transformation

functions (add, remove, change, maintain) used for generating actions.

As detailed in section 3.2.2.2, using the S21sec dataset allows the generated tickets to follow a

similar daily distribution. The combination of country data and IP geolocation sources ensures that

7Dataset available at https: //gist.github.com/mlisovyi/e8df5c907a8250el4ccle5933ed53££d
18Dataset available at https: //datahub.io/core/geoip2—ipva#data
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the generated IPs of the tickets are aligned with their assigned locations. This analysis operates

under the assumption that VPNs do not mask IPs.

3.2.2 Dataset Generation

This phase comprises the operations shown in the green shapes in Fig. 3.3. During this stage, each
ticket is organized into three categories: initialization, domain, and treatment. The initialization
phase creates the basic structure of the tickets with preliminary fields typically found in the client
infrastructure. These fields can be the creation timestamp, basic metadata (type, priority), and other
information. The domain step enriches the tickets through domain-specific knowledge. Depending
on the selected domain, this could include attributes such as geographical location, IP data, and other
contextual data. The treatment phase populates each open ticket with the assigned operator and the
corresponding action required to address it. Table 3.8 illustrates the main features incorporated into

the tickets in each phase.

Table 3.8: Ticket Data Model

Data Lo
Features Description
Category
ID Ticket identifier
Priority Ticket relevance
o Raised Datetime of when the ticket was raised
Initialization ) )
Family Incident type (e.g. VPN)
Subfamily Incident subtype (e.g. VPN_1)
Initial Escalation Transfer (or not) to another team immediately
Client Client or organization name;
Location Country where the ticket was detected;
Domain Destination and Source L .
The IPs and Ports of destination and source entities.
IPs and Ports
Allocated Datetime of when the ticket is allocated
Fixed Datetime of when the ticket is fixed by the operator
Team Team assigned to the ticket
Treatment Operator Operator responsible for treating the ticket
. Procedure employed by the operator in closing the
Action )
ticket
. Individual steps with a particular duration composing
Subtechniques .
the available procedures
Status Closed or Transferred

The following example illustrates these ticket segments:
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1. Initialization: (ID : 1, Priority : 3, Raised : 2021-07-27 20:51:25, Family: X, Subfamily :
X _1, Initial Escalation : False)

2. Treatment: (Allocated : 2021-07-27 20:51:25, Fixed : 2021-07-27 21:14:25, Team : L1,
Operator: A, Action : [(A,3),(2f,5),(6a,4),(2f,5)(w,6)], Status : Closed)

3. Domain: (Client : Client_1, Location : Serbia, Source IP: 198.51.100.25, Source Port: 56789,

Destination IP: 203.0.113.45 Destination Port: 8080)

The dataset generation comprises multiple functions related to ticket generation, enrichment,
assignment, scheduling, and escalation. Regarding the latter three tasks (discussed in section 2.4),
SNOOKER utilizes a priority-based strategy for ticket assignment with the support of multilevel
feedback queues (MLFQ), with prioritization following a severity-based hierarchy. For ticket
scheduling, tickets may be addressed immediately or deferred for later solving, depending on their
urgency. SNOOKER follows a predefined set of rules to escalate tickets to other teams for further
investigation when necessary (detailed in section 3.2.2.4). These design choices were informed by

consultations with cybersecurity experts, ensuring alignment with industry best practices.

3.2.2.1 Technique Generation

Before exploring the ticket generation, it is essential to establish procedures for closing the tickets.
In real-world scenarios, operators rely on general guidelines and specific workbooks to address
incidents. For instance, in cybersecurity, an operator investigates why users cannot log in to their
accounts. The operator checks if the user enters the correct username and ensures it matches
the system records. In SNOOKER, these procedures are modeled using abstract techniques and
subtechniques. Although operators do not directly employ the techniques, they can be categorized
into subtechniques. Using the previous example, the technique would be troubleshooting login

issues, while the subtechnique would be username verification.

The subtechniques of each action generated contain unique traits, ensuring a structured se-
quencing encompassing initiation, transferring, and conclusion operations. Transfer steps allow the
simulation of cases wherein the assigned team encounters problems beyond their treatment capabil-
ities, necessitating assistance from higher-tier teams. Each step contains a duration influenced by
the presence of outliers (assigned randomly) or real datasets. In the latter option, SNOOKER can

mimic the step duration from the authentic dataset.

Regarding the representation of the techniques, we chose to use alphanumeric characters
(a-z, A-Z, 0-9), while the subtechniques assume multiple variations from them. The usage of
alphanumeric characters stems from the need for a more straightforward and abstract representation
of the problem. For subtechniques, we instantiate them with hexadecimal values ranging from
0 to 255, providing a reasonable, scalable approach. Although some domains are characterized
by multiple procedures available, the range 0-255 provides sufficient granularity to distinguish
the variations of the subtechniques while keeping the representation understandable. If a greater

variety becomes necessary, the representation can be expanded by incorporating additional bits. To
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conserve space and improve clarity, all techniques and subtechniques from Table 3.9 and subsequent

examples have their hexadecimal component omitted.

Table 3.9: Techniques and subtechniques generated for a given family

Operation Type Techniques Subtechniques
Initiation 7 31:2,d7:5,¢e6: 8
Intermediate p bl: 4,2c: 2,91: 3
Intermediate G 39:1,52:5,20: 2
Conclusion L 96: 3,15: 6
Transferring D 22: 4

As illustrated in Table 3.9, a particular family exhibits five distinct techniques denoted as 7, p,
G, L, and D. Each technique comprises various subtechniques accompanied by their duration. For
instance, technique 7, an initiation operation, can be further instantiated by three subtechniques
(31, d7, and e6). The operator could employ an action sequence to close a ticket, such as [31,
bl, 20, 5] with a duration of 14 minutes. The penultimate step is omitted in tickets involving
transferring steps, and the conclusion step is substituted with a transfer operation. While the family
and subfamily actions remain constant, the operator action is converted [31, b1, 22] with a duration
of 10 minutes. Although these actions are executed sequentially, operators can add, remove, or
change specific steps within this framework.

The real dataset also impacts the duration of both techniques and subtechniques. During real
data, the time taken for each step taken to fix a family is recorded and later used to estimate the
duration of the simulated procedures in SNOOKER. Simulated operators may execute steps with an
entirely new duration, or one influenced by the real dataset. Other features like client and priority
(where one indicates low impact and five shows high criticality) are randomly generated at this

stage.

3.2.2.2 Ticket Generation and Enrichment

Tickets are generated and populated with the initialization attributes analyzed in section 3.8. Each
ticket is assigned a geographical location, client, priority, and a raised date, with the latter being
randomly chosen within the user-defined datetime range.

Two factors influenced the decision to prioritize data distribution techniques over ML and DL:
controllability and alignment with business logic operations. Data distribution provides direct and
granular control over parameter generation using explicit rules, thresholds, and transformations.
This approach can emulate business rules, ensuring the outcomes meet operational expectations.
While ML and DL strategies offer a degree of controllability through hyperparameter tuning, feature
engineering, and interpretability tools, they require specialized expertise and more attention in
model design, validation, and monitoring. Moreover, implementing a validator, which could also
function as a generator, would be necessary to ensure that data generated by ML and DL adheres to
business logic. This functionality could introduce additional layers of complexity and increase the
computational overhead to SNOOKER.
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The generation of datetimes for each ticket involves three temporal distributions: time of day,
day of the week, and day of the year. The latter distribution is influenced by the patterns observed
in the real dataset, particularly its role in replicating authentic daily distributions of ticket events.
When a real dataset is available, SNOOKER uses conditional probabilities derived from the annual
frequency distribution of the tickets and their corresponding families over a year (section 3.1.1).
These probability distributions work as weight inputs to ensure that the generated dataset aligns
with the temporal distribution of the authentic one, preserving similarity in the distribution patterns
of tickets and families throughout the year. Without such data, datetime values are generated
randomly within a specified date range. The user can define custom temporal distributions (such
as hours, weekdays, and months) either through the configuration file or the generator’s interface,
depending on the selected generation mode. Equations 3.1 and 3.2 detail the date and datetime

generation based on the three temporal distributions discussed.

PM (m) . PW (W)

7 3.1

Pdate (d) =

_ Puae(d) - Pr(t)

Pdatetime (D) - 7 (32)

where P, refers to the probability of a date d, Py is the probability distribution of the real
seasonality for a particular day of the year m, Py is the probability distribution for a particular day
of the week w, and Py is the probability distribution for a specific time of the day t, and Z is the
normalization factor (to ensure that the sum of all distributions is one).

This process could allow the user to have tickets with multiple temporal constraints. For
instance, a user may prefer to maintain the daily distribution of the real data while introducing
variability in the time of the day and day of the week.

The family and subfamily assignment for each ticket follows a similar approach to datetime
generation, where three datetime components (day, month, and year) are considered. Equation 3.3
determines the probabilities associated with the datetime elements, providing a unified likelihood

for each family.

Pri = (Pri- Pwi- Pui) (3.3)

where Pr; is the aggregated probability of each family i, Pr; is the probability of each family 1
during the day, Py; is the probability of each family i during the week, and Py; is the probability of
each family i during the year (also retrieved from the real dataset).

With Eq. 3.4, a cumulative probability value is computed for all families concerning the
temporal dynamics, such as time, weekday, and month of the ticket. Subsequently, a random
number is generated within the range defined by the minimum and maximum values derived from
the cumulative function. The assignment of the ticket to a specific family depends on its placement
within the same function. Furthermore, the subfamily assignment involves selecting a random type

from the available options in each family.
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k
PCi =Y Pri (3.4)
i=1

where Pr; is the aggregated probability of family i, and PCy is the family cumulative probability of
k number of families.

During ticket enrichment, domain-specific data, in our case, cybersecurity details, including
geographical location, destination, and source IP addresses and ports, are incorporated into the
tickets. This process is accomplished with the support of the external files containing country and
IP geolocation data, shown in section 3.2.1.2.

For each ticket, the destination and source information are generated using a multi-step ran-
domization process. First, a geographical location is randomly selected and assigned to the ticket.
Based on this country, a network is chosen using the IP geolocation dataset, and an IP address,
either IPv4Address or IPv6Address, is randomly picked from the available pool within that network.
A similar strategy is followed to determine the source IP, but using a different randomly selected
country. Conversely, these IPs can be used to infer their associated geographical locations using
the IP geolocation data referenced earlier. Finally, the port numbers are assigned at random and
categorized into three groups: well-known ports (0-1023), registered ports (1024-49151), and ports
available for unrestricted use by client programs (49152-65535) [Goralski, 2017].

3.2.2.3 Team and Operator Assignment

This section details various SNOOKER operations, such as team assignment, operator-driven action
generation, and operator allocation responsible for each ticket. As discussed in section 2.4, these
operations are typical in ticketing systems. For confidentiality reasons, we do not disclose how
S21sec handles these tasks.

The team assignment task allocates a team to each ticket through two strategies, including:

» Non-Hierarchical — tickets can be addressed by any team, regardless of their priority. Each
team is assigned a percentage of tickets determined by the user;

* Hierarchical — high-level teams handle critical incidents, while low-level teams manage
tickets not necessitating exhaustive investigation (followed by SNOOKER since S21sec

adopts it).

The assignment of operators and the orchestration of their actions are crucial for the system
workflow. Upon ticket entry, SNOOKER identifies all the operators available. If operators are
free, the ticket proceeds to the next phase; otherwise, it is placed into the appropriate MLFQ
based on its priority. This approach, combined with the dynamic adjustment of the priorities
of the pending tickets based on the time spent in each queue, ensures a balanced and fair ticket
treatment process. Tickets that remain in lower-priority queues for extended periods are promoted
to higher-priority queues, ensuring timely resolution. When a ticket is closed, and there are tickets

in these queues, SNOOKER retrieves the next ticket from the highest-priority queue for processing.
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This methodology allows tickets to be handled immediately or scheduled for later treatment during
the same or subsequent work shift, depending on the operator’s availability.

Once available operators are identified, SNOOKER determines potential actions they can take
to resolve the ticket. Operators may reuse a previously utilized action or create a novel one for
the ticket resolution. This decision depends on the last two probability factors defined in Table
3.7. Suppose operators have handled the ticket’s subfamily in the past, and the analyzing operator
has experience with that subfamily. In that case, SNOOKER uses the "repeat action probability"
to compute whether the operator should reuse the previously applied procedure or build a new
action. On the other hand, if there are no records of the subfamily being treated by SNOOKER or
the analyzed operator, the system utilizes the "subfamily action probability" to decide whether the
operator should employ the standard action typically used for that subfamily or build a new one.

In the generation of actions, SNOOKER uses the subtechniques inherent to the ticket family to
execute operations like addition, removal, substitution, or retention of specific components of the
subfamily action. These operations are restricted to subtechniques with the intermediate operation

type. As illustrated in Table 3.9, new operator actions can be instantiated, such as:

* Adding any subtechnique derived from the techniques p and G. It is important to note that
adding any subtechnique from 7, L, and D is forbidden to prevent the disruption of the
sequential action execution;

* Removing/changing one subtechnique, specifically b1 or 20. Subtechniques drawn from p

and G (2c, 91, 39, 52) may be employed when a change operation is selected.

During this process, the operator may repeat the same step multiple times. For example, in real
life, an operator may want to determine whether the connectivity is consistent or identify potential
unreachable devices. In this case, the operator would perform the same action for every server’s IP
address to evaluate the response. The duration of an action is calculated as the sum of the products
obtained by multiplying the temporal duration associated with each subtechnique and the operator’s
work speed.

The presence of outliers introduces an unexpected behaviour in the ticket treatment, as the
duration of an action is increased based on the outlier cost defined during the customization task.
For example, if a ticket is marked as an outlier and the action duration to treat it is 20 minutes,
with an outlier cost of 10%, the adjusted duration becomes 22 minutes (20 + 20 x 0.1). If the
computed resolution time exceeds the operator’s designated shift duration, the ticket is placed for
later treatment in the corresponding MLFQ.

With all the steps completed, SNOOKER allocates the first operator available and action for
each ticket. To simulate experience gain or loss, the duration of each action step used by the
operator is adjusted. It is reduced if the operator has performed it frequently and recently, or
increased if it is rarely used or has not been used for a long time. Each step has a defined minimum
and maximum duration to prevent unlimited improvement or degradation over time.

The resulting synthetic dataset with all tickets treated, generated based on the user-defined

specifications, is then stored in an external file for further analysis and development.
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3.2.2.4 Ticket Escalation

Simulates cases where closed tickets are escalated and verified by higher-tier teams. The escalation

scenarios include:

* Immediate escalation — according to the escalation probability detailed in Table 3.4, the
tickets can be flagged for immediate escalation. This approach emulates incidents that require
analysis and resolution exclusively by expert teams;

Similar ticket escalation — tickets are escalated when the defined number of similar cases
(subfamily and client) is detected within a set time frame. The limit of similar cases is
determined by randomly selecting a value within the range of minimum and maximum
occurrences described in Table 3.5. For each matching case, SNOOKER increments a
counter, escalating the ticket once the maximum allowed occurrences is reached. Can be
used to simulate the occurrence of potential suspicious activity like multiple login attempts;
Levenshtein distance — escalation is triggered when the computed distance between the
subfamily and the operator’s action steps exceeds the action maximum disparity, specified in
Table 3.3. For example, if the subfamily’s action is [31, b1, 20, 90] and the operator decides
[31,91, 52, 90], Eq. 3.5 would compare the steps and yield a distance of 2 ("b1" and "20"
are different from "91" and "52"). This scenario reflects cases where the operator’s chosen
action deviates significantly from standard actions, potentially indicating inaccuracies in

assessments, outliers, or other abnormal behaviours.

i if|jl=0,

[l ifif =0,
lev(tail (i),tail(j)) ifhead(i) = head(j),
lev(tail(i), j))
lev(i,tail(f))
lev(tail (i),tail(§))

lev(i, j) = (3.5)

1+ min otherwise

where lev(i, j) denotes the Levenshtein distance between strings i and j, lil and |jl represent
the lengths of these strings. The tail refers to the substring obtained by excluding the string’s
first character.

From an implementation standpoint, the escalated ticket assumes a transfer status, while a dupli-

cate instance is concurrently closed by lower-tier teams. This mechanism facilitates collaboration

between different teams involved in ticket analysis and resolution.

Table 3.10: Escalation Scenario of a ticket

. . Subfamily )
Raised Fixed Team . Operator Action Status
Action
2021-07-27  2021-07-27
L1 [A, 2f, d8, X] [A, 2f, 6a, 6a, 2f, w]  Transfer
20:51:25 21:21:23
2021-07-27  2021-07-27
L2 [A, 33, 8e, X] [A, 33, 8e, X] Closed
21:21:23 21:36:20
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Table 3.10 illustrates a ticket escalated from L1 to L2 due to the computed distance between the
subfamily and operator actions, measured with Eq. 3.5, exceeding the maximum disparity defined
in Table 3.3.

3.3 Results

The performance of SNOOKER is evaluated through external and internal tests. Initially, a
comparative analysis is conducted between a dataset generated by SNOOKER and an established
S21sec dataset. This external test assesses SNOOKER’s ability to replicate the incident distribution
in the S21sec dataset. Subsequently, a series of internal experiments is conducted to investigate
how different compositions of SOC teams impact SNOOKER’s ticket treatment. The objective is
to analyze the effects of varying numbers of operators and the distribution of work shifts on the
efficiency of ticket treatment.

All experiments were conducted on a computer equipped with an Intel Core 19-10980HK (8
cores/16 threads, 2.4 to 3.0 GHz), 64 GB of RAM, and an SSD drive.

3.3.1 Comparison between the real and synthetic datasets

SNOOKER’s capacity to replicate behaviours similar to those observed in the S21sec dataset was
inspected in two key aspects: the distribution of generated families throughout one year and the
emulated duration required to solve these incidents.

In this analysis, SNOOKER processes the input data described in section 3.2.1.2, with the
properties of the configuration file based on the examples provided in Tables 3.3, 3.4, 3.5, and 3.6.
While parameters such as the number of tickets and families to generate, their creation datetime
range, seasonality, technique distribution, and team hierarchy were derived from the real dataset,
some unavailable attributes were assigned using random selection, and others were generated based
on conditioned choices informed by discussions with S21sec.

Figure 3.5 illustrates the distribution of anonymized families in the S21sec dataset from April
2020 to April 2021. This dataset comprises twelve families, each with a distinct distribution pattern
across the analyzed timeframe.

The distribution of the real dataset is highly imbalanced over the year, with increased ticket
seasonality observed during the middle of the year, particularly from March to September. This
period exhibits more activity, potentially due to seasonal demands, operational cycles, or other
external factors affecting the frequency of incidents. In contrast, the start and end of the year show
lower incident activity, confirming the imbalanced nature of the ticket distributions. Furthermore,
this analysis demonstrates a significant prevalence of incidents from family A, with J occurrences
appearing more rarely.

Figure 3.6 represents the incident distribution of synthetic families over the same period as
recorded in the real dataset. The generated dataset replicates the same number of incident types as

the real dataset, ensuring a visually comparable analysis.

52



SNOOKER: Dataset Generator for Helpdesk Services

FA-TI@TMOO®>

Figure 3.5: Real Dataset

Since both datasets share the same families and preserve the same sequential order in the
figures shown, it is possible to observe that they exhibit analogous behaviour throughout the year.
Both demonstrate higher ticket frequencies during months of higher seasonality (from March to
September), with the family distributions following a similar pattern. To validate this observation,
three statistical tests are performed: the K-S test, KLD, and Hellinger distance. The K-S test,
conducted under the null hypothesis that two distributions are identical, yields a value of 0.015 and
a corresponding p-value of 0.82. Given that the K-S statistic is close to 0 and the p-value exceeds
the conventional significance threshold of 5%, the test confirms that the distributions of the real
and generated datasets are similar. Further analysis using the KLD revealed a divergence of 0.001,
indicating minimal information loss between the two distributions. Similarly, the Hellinger distance
outputted a value of 0.02, further corroborating the close similarity between the datasets.

In addition to analyzing the temporal distribution of incidents, SNOOKER models the time real
operators spend to resolve tickets. Specifically, it estimates the average resolution time for each real
family and emulates this duration by proportionally distributing it across the techniques assigned
to the generated family. The duration of each subtechnique is calculated based on the technique

duration, adjusted by a delta percentage. For example, with a delta of 10%, a subtechnique with a

CFASTTIOTMOO®>

Figure 3.6: Generated Dataset
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baseline duration of 20 minutes may take 18 or 22 minutes. Figure 3.7 illustrates the average time

spent by operators in closing events of different families in both datasets.
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Figure 3.7: Comparison between resolution times of real and synthetic families

Except for family L, where the resolution time differs by approximately 100 minutes, the
remaining families require roughly the same time for resolution. The minor differences observed
can be attributed to SNOOKER’s ability to model the evolving behaviour of operators over time. By
simulating the improvement in the time operators take to apply correction procedures, SNOOKER
can emulate the learning curve that operators experience with each treatment. The gap in family L is
due to the delta applied and the real duration used. In this case, with a real duration of 400 minutes
and a delta of 10%, a subtechnique could take up to 440 minutes (400 * 1.1) to resolve families of
this nature. Together with the operator learning, this accounts for the observed difference.

It is important to note that the significant resolution times seen in Fig. 3.7 for the real dataset
are accurate and may indicate potential errors during ticket treatment, such as forgetting to close a
ticket. For example, some instances of family L required more than one day to be solved, which is

unusual in cybersecurity operations, where time and speed are critical [ Yoo, 2022].

3.3.2 Influence of Team Dimensionality

This section explores how variations in the number of operators and their distribution across the
SOC team shifts can influence ticket scheduling and, consequently, ticket treatment in SNOOKER.

To investigate this aspect, we utilize the SNOOKER framework to generate and manage five
datasets, each consisting of 20,000, 25,000, 30,000, 35,000, and 40,000 tickets. These datasets
cover April 2020 to April 2021 and include 12 distinct families. Each team composition explored
in this analysis is divided into three shifts and is based on two dimensions: number of operators
(fewer [9], standard [12], and more [15]) and shift imbalance (low, balanced, medium, and high).
These configurations are evaluated across three scenarios that use distinct incident distributions to

assess how SOC teams would behave under different conditions:

* Incorporation of real distribution in conjunction with normal distributions for both time of
day and day of the week (Table 3.12). Essentially, it reflects real-world patterns, such as
higher incident volume of a certain type during business hours or specific days of the week;

54



SNOOKER: Dataset Generator for Helpdesk Services

* Only utilizing normal distributions for both time and day of the week (Table 3.13). Allows
controlled variability while still adding realistic peak periods during certain times of the day
and days of the week;

* Exclusively employing uniform distributions for both time and day of the week (Table 3.14).
Allows the generation of incidents with no temporal dynamics, uniformly distributed across

all hours and days of the week.

Given our objective to emulate real-world behavioural patterns, such as the tendency for certain
ticket families to occur more frequently at specific times or on particular days of the week, we
model the distribution of families using normal distributions. The determination of the number of

operators within each imbalance level is obtained as follows:

Osnhift =N/S (3.6)

Low : So = Ogjifr — 1351 = Ogpipr + 1382 = Ogpigy (3.7)
Medium : Sy = Ogiss — 1,81 = Ogpify + 2382 = Ogpife — | (3.8)
High: So = Ogifr — 2581 = Ognifr +3; 82 = Ogiy — 1 (3.9)

where N is the total number of operators, S is the number of shifts, and Ogp;f; is the number of
operators per existing shift (with shifts 0, 1, and 2 considered in the following analysis). It is
important to note that N must be divisible by three, as three shifts are employed; however, this
constraint should be adjusted if a different number of shifts is applied. As referred to in section
3.2.1, SNOOKER provides fine-grained control over the customization and generation operations.

Table 3.11 presents the scenarios SNOOKER considers based on the number of operators and
imbalance level. Operator availability is categorized into three levels: fewer (9 operators), standard
(12 operators), and more (15 operators). Using Equations 3.6, 3.7, 3.8, 3.9, operators are allocated
across three shifts: shift 0 (00:00-07:59), shift 1 (08:00-15:59), and shift 2 (16:00-23:59).

Table 3.11: Operator Distribution per shift

Scenario Shift Imbalance Operators Size Shift 0  Shift 1  Shift 2
1 Fewer Operators 3 3 3
2 Balanced Standard 4 4 4
3 More Operators 5 5 5
4 Fewer Operators 2 4 3
5 Low Standard 3 5 4
6 More Operators 4 6 5
7 Fewer Operators 2 5 2
8 Medium Standard 3 6 3
9 More Operators 4 7 4
10 Fewer Operators 1 6 2
11 High Standard 2 7 3
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Operator Distribution per shift

Scenario Shift Imbalance Operators Size Shift 0  Shift 1  Shift 2
12 More Operators 3 8 4

The performance evaluation of these scenarios is conducted using a What-IF methodology, an
approach known for assessing sensitivity, risk identification, and performance optimization [Lyon
and Popov, 2021]. This approach allows researchers to inspect how variations in specific inputs
affect the outcome. In this context, it is applied to explore the scenarios described in Table 3.11,
focusing on metrics including the percentage of scheduled tickets for later treatment, average wait
time for initiating ticket resolution, and standard deviation, indicative of the dispersion observed in
the wait times of tickets. Both ticket resolution and wait time are measured in minutes.

Each metric values in the Tables 3.12, 3.13, and 3.14 reflect the average outcome across ten runs
using different seeds. Although only the means are shown in these tables, the complete results are
provided in Appendix A. Using multiple seeds is important because SNOOKER’s ticket generation
and handling processes involve randomness. The seed controls how random values are generated,
which affects the dataset and simulation results. Each seed functions as a starting point for the
random generator number, leading to the generation of diverse datasets. This approach ensures that

the results are not overly influenced by any single dataset configuration.

Table 3.12: Ticket Scheduling with S21sec Distribution

Distribution 20000 25000 30000 35000 30000 AVG
Scenarios % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT
WT SD WT SD WT SD WT SD WT SD WT SD

Scenario 1 11 0.78 2.96 16 1.17 3.78 26.8 2.77 7.36 38.8 5.06 12.34 459 7.2 16.58 27 34 8.6

Scenario 2 47 032 183 63 0.4 1.99 11 079 305 168 126 409 206 1.55 462 11.88 0.86 3.12
Scenario 3 32 022 154 36 024 154 57 038 202 77 052 2.38 93 0358 245 59 039 199
Scenario4 157 157 546 212 219 6.89 325 639 1728 452 1391 3467 522 1759 4133 3336 833 21.13
Scenario 5 63 044 221 85 056 244 137 125 465 21.1 226 7.53 25 2.67 8.58 1492 144 5.8
Scenario 6 36 025 1.63 4 0.26 1.6 64 046 231 97 072 3.03 115 078 3.11 7.04 049 234
Scenario7 219 244 721 29.6 4.09 11.04 423 1263 29.6 564 3042 6055 63 4592 78.18 42.64 19.1 37.32
Scenario 8 79 057 251 113 08 3.04 182 181 581 27.6 357 1055 327 48 1329 1954 231 7.04
Scenario 9 6 042 214 79 052 234 128 116 454 194 215 739 228 247 815 13.78 19.1 37.32
Scenario 10 37.9 1523 39.41 456 22.14 51.05 552 4338 80.86 652 7345 11343 698 9132 12687 54.74 49.1 8232
Scenario 11 29 1374 37.86 327 1857 4736 375 31.44 68.01 427 4554 86.88 456 4791 8899 375 3144 65.82
Scenario 12 129 139 542 165 183 6.61 235 51 158 316 1031 2937 35 11.78 3302 239 6.08 18.04

The scenarios are described in Table 3.11. Metrics: % - Percentage of scheduled tickets for later treatment;
AVG - Average; WT - Wait time; SD - Standard deviation.

The results presented in Table 3.12 are derived from the scenarios described in Table 3.11
across five datasets, where time series data from a real dataset and normal distributions for the time
of the day and day of the week are used in ticket generation. Across all examined scenarios and
dataset sizes, an increase is observed in all metrics analyzed, characterized by progressive growth
in pending tickets, average wait time, and standard deviation metrics. As expected, shifts with high
imbalance and fewer operators lead to a higher percentage of scheduled tickets and longer average
wait times. In comparison, shifts with low imbalance and more operators have less impact on these
metrics. Figures 3.8a, 3.8b, 3.9a, and 3.9b illustrate the results for the metrics studied using the

same number of operators and shifts, respectively, in these conditions.
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Figure 3.8: Delayed tickets with all distributions

Table 3.13 evaluates the ticket treatment of a dataset generated based only on normal distri-
butions for the day and day of the week. The analysis employs the same set of runs and seeds
as the previous experiments. As expected, scenarios characterized by fewer operators and higher
imbalance tend to result in more tickets scheduled for later treatment, leading to longer wait times.
Contrary to the results obtained with real data, this test yielded a lower percentage of scheduled
tickets and reduced average wait time. This observation can be attributed to the absence of seasonal
fluctuations in the synthetic dataset. In real-world scenarios, ticket volume can increase significantly
during specific periods due to seasonal patterns, overwhelming operators, and extended ticket wait
durations. One interesting aspect observed in this analysis is that, except in scenarios 10, 11, and 12,
the percentage of scheduled tickets is approximately half that observed in the corresponding scenar-
ios in Table 3.12. This highlights the impact real dataset patterns can have on generating synthetic
datasets. Figures 3.10a, 3.10b, 3.11a, and 3.11b represent the metric’s outcomes obtained using the

same number of operators and shifts, respectively, evaluated solely with normal distributions.

Table 3.14 explores the treatment of tickets generated using uniform distributions for the

time and day of the week. The observed metric results are similar to those obtained in the prior
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Figure 3.9: Average wait time with all distributions
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Table 3.13: Ticket Scheduling without S21sec Distribution

Distribution 20000 25000 30000 35000 40000 AVG
Seenari w AVG WI T AG WI - AG WI . AVG WI . AVG WI . AVG WT
cenarios ° wWr sp ° Wr sD ©° Wr SD ° WI SD ° WI sD ° WI SD

Scenario 1 62 043 219 85 057 249 134 1.02 354 178 14 442 204 157 461 13.26 1 3.45
Scenario 2 32 024 163 4 027 168 56 041 212 7.1 0.5 237 79 051 2.3 556 039 2.02
Scenario 3 28 021 151 31 022 151 43 031 185 4 0.3 1.86 4 0.28 1.7 364 026 1.69
Scenario4 94 077 324 127 109 397 186 193 619 24 287 8.8 27 336 991 1834 2 6.42
Scenario 5 41 029 181 51 035 192 74 055 255 955 071 3 106 076 299 734 053 245
Scenario6 29 022 153 33 023 153 4 0.3 181 49 035 198 5 033 1.85 4.02 029 174
Scenario7 132 1.13 398 184 1.74 531 262 3.12 836 338 527 1362 373 633 1539 2578 352 933
Scenario8 49 034 192 67 045 222 95 072 295 13 1.03 384 145 1.12 3.8 972 073 295
Scenario9 4.1 028 1.74 48 034 186 7 051 243 9 067 291 102 072 292 7.02 05 2.37
Scenario 10 28.8 643 19.17 354 9.81 2642 44.1 186 4481 509 289 60.74 537 332 6533 4258 19.39 43.29
Scenario 11~ 23.5 5.81 1833 28 899 2696 326 16.18 43.06 356 2372 56.54 372 26.75 6038 31.38 16.29 41.05
Scenario 12 84 0.68 3.09 106 094 377 149 1.61 585 185 237 83 206 276 937 146 1.67 6.08

Same scenarios and metrics as in Table 3.12

experiment. This similarity suggests that SNOOKER’s choice of normal or uniform distributions
does not significantly affect ticket treatment and scheduling. This phenomenon may be explained
by the nature of ticket generation, where the distribution spreads more or less evenly across periods,
mitigating the interference with scheduling and treatment despite potential fluctuations in ticket
volume within specific timeframes. Figures 3.12a, 3.12b, 3.13a, and 3.13b show how the metrics
behave when the number of operators and shifts remains constant, respectively, considering only
uniform distributions.

Across all these experiments, there is a consistent pattern: a higher percentage of scheduled
tickets is associated with longer average wait times. This relationship can be attributed to the delay
of more tickets for later treatment, which increases the likelihood of extended delays. When tickets
are postponed, they can accumulate in their respective MLFQ, leading to longer wait times before
an operator eventually treats them. Another insight from this analysis is that the growth of the three
mentioned metrics follows a similar tendency across all the dataset sizes tested. This behaviour
suggests that the dataset size does not notably affect ticket treatment and scheduling.

Figure 3.14 highlights the impact of varying team sizes and the distribution of operators across

work shifts on ticket treatment, specifically regarding wait times using normal and real distributions.
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Figure 3.10: Delayed tickets with normal distributions
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Figure 3.11: Average wait time with normal distributions

As illustrated in Fig. 3.14, scenarios with fewer operators available (7 and 10) tend to exhibit
higher wait times. This pattern is also observed in cases where there is a greater imbalance in
the staff distribution across the shifts inspected (such as scenario 11). To ensure a more focused
analysis, scenarios 1, 3, 4, 5, 6, 9, and 12 were excluded from this study. This decision was made to
avoid overcomplicating the results and to highlight the scenarios with the most relevant tendencies

for the test’s purpose.

Figure 3.15 presents a similar analysis over the new dataset generated by SNOOKER but

focused on average wait times from a weekly perspective.

As illustrated, in scenarios with fewer operators (7 and 10) or greater shift imbalance (11),
tickets generated at the beginning and end of each day tend to experience longer wait times. This
phenomenon occurs because tickets are continually delayed with fewer operators available in
specific shifts, increasing their waiting periods before they are addressed. As described in section
4.3.4, an MLFQ strategy was implemented so that waiting tickets have their priority updated,
preventing them from remaining in the queue indefinitely. Similar to Fig. 3.14, scenarios with

fewer operators and more significant shift imbalance contribute to increased wait times.

Table 3.14: Ticket Scheduling with Uniform Distribution

Distribation 20000 25000 30000 35000 40000 AVG
Seonci 4 NG WI TAVG WI . AVG WI - AVG WI - AVG WI . AVG WI
cenarios % wr sp ° wr SO ©° Wr SD © WI SD ©° WT SD ° WIr SD

Scenario 1 62 043 228 83 058 252 133 1.01 351 174 136 425 199 149 44 13.02 097 339
Scenario 2 33 025 167 4 028 1.74 56 041 213 7 048 232 78 0.5 229 554 038 2.03
Scenario 3 29 021 151 29 022 152 36 028 178 39 029 183 41 028 171 348 026 1.67
Scenario 4 94 078 327 128 1.09 3.99 19 2 6.41 238 287 905 269 324 967 1838 2 6.48
Scenario 5 4.1 0.3 183 52 036 196 74 0.56 2.6 95 072 307 107 074 299 738 054 249
Scenario 6 31022 155 32 023 156 4 0.3 1.84 48 034 198 5 033 185 402 028 176
Scenario7  13.6 1.19 414 181 1.69 513 26,6 325 8.68 329 471 1224 365 55 13.69 2554 327 878
Scenario 8 5 035 196 65 045 219 98 074 3 127 098 3.66 142 104 3.66 9.64 071 289
Scenario 9 4 029 176 5 034 193 72 053 251 9 068 299 99 071 293 7.02 051 242
Scenario 10 26.4 6.56 19.63 357 10.25 2721 444 1945 46.85 498 2797 61.19 526 31.55 6557 4178 19.16 44.09
Scenario 11 24.1 6.03 1942 28 9.02 2697 329 17.03 4496 36 23.67 5746 37.1 2654 61.56 31.62 16.46 42.07
Scenario 12 84 0.69 3.1 105 093 374 153 1.7 6.12 187 244 863 204 268 9.13 1466 1.69 6.14

Same scenarios and metrics as in Table 3.12
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Figure 3.12: Delayed tickets with uniform distributions

This type of investigation can be helpful for projects where team composition and shift distri-
bution are crucial, as it can guide strategic staffing decisions, including recruitment, dismissal, or
reallocation of operators to different teams or shifts. Appendix A presents a complete view of the

results obtained, with more details regarding each seed and run in each scenario.

3.4 Discussion

SNOOKER offers different benefits than the solutions outlined in section 3.1.2 while addressing the
takeaways referred to in section 3.1.3. Its core features include generating time series data correlated
with geographical information and accurately representing temporal patterns and time-related
dependencies. SNOOKER effectively maintains correlations between features while handling
numerical and categorical data, thus preserving inherent relationships within the dataset.

To evaluate SNOOKER'’s applicability in real-world scenarios, this tool was tested in two
different sets of tests: a comparison between real data from S21sec and a synthetic dataset generated

by SNOOKER, and an analysis of how team dimensionality impacts SNOOKER’s performance.
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Figure 3.13: Average wait time with uniform distributions
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Figure 3.14: Average wait time over one month across scenarios 2, 7, 8, 10, and 11

Regarding the first part of RQ2 - "Can we generate synthetic data that closely mimics real
data regarding distribution and logical relationships?" SNOOKER’s results demonstrate that it can
simulate the temporal distribution of real data using meta-features such as their annual incident
distributions. Additionally, this resemblance is further confirmed by statistical metrics, such as the
K-S test, KLD, and Hellinger distance. In terms of the influence of team dimensionality, a higher
percentage of delayed tickets is associated with scenarios characterized by fewer operators or shifts
with a high imbalance level.

For the second part of RQ2, what truly distinguishes SNOOKER is its adherence to business
rule logic, which pertains to different types of business tasks common in the context of ticket
treatment operations such as ticket prioritization, assignment, scheduling, and other related tasks.
SNOOKER mirrors real-world operation phenomena, ensuring the synthetic data remains consistent
with real-world limitations and workflows, as discussed in section 3.2.2. It is important to note
that all operational knowledge embedded in SNOOKER was provided by S21sec professionals,
enhancing the realism of the generated data. Furthermore, this generator avoids privacy issues by
relying solely on the meta-features while enabling comparisons between authentic and synthetic
datasets regarding incident distribution. Although the discussed tools in section 3.1.2, like SDV, can
replicate feature correlation, the proposed methodology introduces novel capabilities by generating
time series data correlated with geographical information and adhering to business rule logic.

About the RQ3 - "What is the impact of different team sizes on ticket handling, measured by
the percentage of delayed tickets and average wait time?", we conclude that team size and operator
distribution considerably impact their performance in terms of percentage of delayed tickets and
average wait time. A smaller team and highly unbalanced shifts tend to increase these metrics’
results substantially. The reduced number of operators can explain this when handling the tickets,
which, when unevenly distributed, increases the delays, especially during shift transitions. However,
the impact of team size and shift distribution is not the only factor impacting these metrics. It also

depends on the ticket volume being processed and the selected timeframe. For example, when
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Figure 3.15: Weekly Average Wait time in the same scenarios

experimenting with datasets of various sizes and different timeframes (one year or one month), the
ticket handling performance and the resulting wait time fluctuate.

Although this platform simulates cybersecurity data in the tickets, it can, with proper adaptation,
be extended to other critical areas, such as healthcare, finance, and other domains. However, such
extensions would require SNOOKER to include a wide variety of features, such as domain-relevant
terminology, workflows, and temporal patterns, among other characteristics (most of the changes

would happen within the dashed modules shown in Fig. 3.3). Section 6.3 addresses this possibility.
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Chapter 4

CROSS: Context-aware Recommender
System

In cybersecurity, each security ticket is unique and influenced by factors such as affected systems,
user roles, and other components. The inherent challenges posed by ticket overload and the shortage
of SOC professionals highlight the demand for more intelligent and adaptive systems. With their
real-time contextual awareness, filtering mechanisms, and inherent adaptability, context-aware
recommender system (CARS) solutions have the potential to mitigate information overload, enhance
decision-making, accelerate incident response, and provide other benefits [Ferreira et al., 2023].
This chapter explores the concept of RS, outlining its characteristics and types, among other
relevant topics in this field. It then presents the state-of-the-art considering different targets,
including cybersecurity, context-aware, sequence-aware, and cold-start strategies. Following this,
the chapter introduces CROSS (Context-aware RecOmmmender SyStem), an RS developed to
support ticket treatment. For each open ticket, CROSS analyzes its context and recommends
the fastest combination of operator and procedure to resolve it, prioritizing response speed over
recommendation quality. This system tackles complexities associated with cold-start incident types
and dynamically adjusts recommendation actions in response to an operator’s rejection, among
other tasks. In domains characterized by time-sensitive and critical alerts, such as cybersecurity,
prompt decisions are vital for minimizing risks and protecting data.! Finally, the chapter evaluates

and discusses the performance of CROSS in terms of scalability and ticket treatment.

4.1 Recommender Systems

RSs are decision support tools designed to provide personalized suggestions to users [Aggarwal,
2016]. These suggestions are derived from the analysis of user preferences or event properties. The
acquisition of such data is facilitated either explicitly by eliciting their preferences or implicitly

by monitoring the user’s activity, such as songs heard, websites visited, and purchase history,

"nformation available at https://www.forbes.com/sites/forbestechcouncil/2021/01/22/the-
importance-of-time-and-speed-in-cybersecurity

63


https://www.forbes.com/sites/forbestechcouncil/2021/01/22/the-importance-of-time-and-speed-in-cybersecurity
https://www.forbes.com/sites/forbestechcouncil/2021/01/22/the-importance-of-time-and-speed-in-cybersecurity

CROSS: Context-aware Recommender System

among other factors. During the analysis stage, the RS discerns patterns in user behavior and
actions, extracts beneficial knowledge, calculates the likelihood that a user expresses interest in
a particular item, and then compares these results with the inventory of available items to deliver
a custom recommendation [Ricci et al., 2011]. According to Isinkaye et al., such systems have
been developed to address the problem of information overload by implementing effective filtering
and prioritizing approaches, thereby providing users with helpful suggestions [Konstan and Riedl,
2012, Isinkaye et al., 2015]. Beyond their conventional application in predicting a particular item
to users (e-commerce), RSs show versatility in various domains, such as cybersecurity, where they
are employed to help experts deal with cyberattacks [Polatidis et al., 2017].

Users rely on recommendations to streamline their searches, making it easier to access content of
interest and discover unexpected offers. Meanwhile, businesses aim to provide precise suggestions,
aligning with their primary objective of boosting revenue and gaining competitive advantages.

Ricci et al. identified various reasons explaining why several service providers employ RSs in
their products [Ricci et al., 2011]:

* Increase the number and diversity of items sold — by understanding the user preferences,
companies can sell more items compared to scenarios where no recommendations are given.
Furthermore, they can present items that might be challenging to discover, helping users
access older or unpopular items;

* Enhance user satisfaction — delivering accurate recommendations in an appealing interface is
essential for improving customer experience and satisfaction. This, in turn, increases system
usage and the likelihood that users will accept the recommendations;

* Boost user fidelity — recognizing and retaining loyal and long-term users is a vital feature
for the improvement of RSs. Systems that refine user recommendations based on previous
interactions hold an advantage over the competition, as they can retain customers over an
extended period;

* Understand the user preferences - allows an RS to provide the most accurate suggestions and

improves system management of item stock.

Recognizing the importance of these goals and balancing user and company needs poses
challenges that are yet achievable tasks. With the emergence of increasingly particular user
requirements, RSs must adapt and evolve to meet these evolving needs.

RSs have been applied in multiple areas to optimize efficiency, increase sales, and enhance
customer experience. Ko et al. identified seven main application fields: e-commerce, entertainment
and streaming, social media, education, tourism, healthcare, and academic [Ko et al., 2022]. E-
commerce platforms like Amazon employ RSs to engage users and drive sales based on past
purchases [Linden et al., 2003]. In the streaming industry, Netflix generates video recommendations
tailored to users’ viewing history [Gomez-Uribe and Hunt, 2015]. Social media platforms utilize
RSs to suggest personalized content based on behavioural patterns and preferences [Shokeen and
Rana, 2020]. In education, RSs recommend learning materials to students in online environments

[Esteban et al., 2020]. The tourism field also benefits from RSs since they suggest tourism
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destinations, accommodations, and other activities related to this field [Abbasi-Moud et al., 2021].
In healthcare, RSs like the one devised by Chen et al. assist with disease diagnosis and treatment
planning [Chen et al., 2018a]. In academia, RSs help researchers discover relevant information on

past works, citations, conferences, and other aspects [Wang et al., 2018a].

4.1.1 Main Characteristics

RSs have various properties that can influence their application and user experience. Developers
must consider potential trade-offs between the properties outlined below when designing these
systems. For instance, increasing data diversity may reduce the accuracy of recommendations and
predictions. RSs are dependent on various aspects [Shani and Gunawardana, 2011, Ricci et al.,
2011, Mohamed et al., 2019, Roy and Dutta, 2022]:

* Prediction Accuracy — measures how well the system’s predictions match the expected
behaviour. This is one of the most widely discussed properties in RSs, as it is related to the
core goal of predicting ratings, actions, or other events. Users prefer systems with more
accurate predictions, as higher accuracy builds trust, confidence, and user engagement;

* Diversity — assesses the range and variability of the suggestions provided by the system,
allowing the RS to focus on diverse solutions. In most cases, users exhibit a preference for
recommendations characterized by a higher intra-list diversity driven by the fact it allows
more extensive exploration of items in a shorter time, improving user satisfaction;

» Serendipity — measures the degree of surprise in successful recommendations, which can
improve user satisfaction [Sridharan, 2014]. For instance, a customer visiting an online store
to buy a laptop might receive a suggestion for noise-canceling headphones, even though
the customer did not search for them. This unexpected suggestion could lead to an extra
purchase, benefiting both the store and the customer;

* Privacy — the user’s preferences must remain private and safe to prevent unauthorized access,
misuse, or exploitation by third parties. RSs must collect, store, and process private data in
compliance with privacy legislation to maintain user trust;

* Robustness — refers to the system’s capacity to maintain performance under diverse scenarios,
including fake information or system failures. Attackers exploit various attack types (grey
sheep [Sharma and Gera, 2013] and shilling attack vectors [Zhou et al., 2018b]) to inject
mistrusted data and manipulate the recommendations provided to users;

» Utility — concerns the value derived from a recommendation by either the system or the user.
From the system’s perspective, this value may translate into increased revenue, while for the
user, it can result in a product they may buy;

* Adaptivity — refers to the ability of an RS to operate in dynamic environments while pre-
senting relevant suggestions. Analyzing, comprehending, and adapting to emerging trends is
crucial but not exclusive to RSs. For example, when changes occur in the item collection
(price and characteristics), the platform must promptly adapt its recommendations. Despite

implicit requests being essential for rendering a system more proactive, recognizing them is
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challenging since it requires the system to predict what to recommend and when and how to
push recommendations actively;

* Scalability — associated with the RS’s capacity to handle large data volumes without sacrific-
ing performance. RSs aim to deliver rapid and accurate recommendations, but increasing
data volumes can strain computational resources and memory. Scalable systems maintain
reliable suggestions even as the workload grows;

* Cold-Start — occurs when a new user or item is introduced to the system. Depending on the
recommendation approach, it can be difficult to recommend items to a user with unknown
interests or suggest items that have not been rated. Section 4.2.4 addresses several strategies
presented by the research community to tackle this issue;

» Sparsity — intrinsic to the lack of information about transactions or feedback data, it poses
a challenge in providing accurate suggestions, mainly when the number of rated items is

smaller than the number of ratings to predict for a user.

Chapter 4 offers further details on how the proposed RS addresses some of these factors.

4.1.2 Types of Recommender Systems

With the vast amount of information available online, RSs play a key role in supporting decision-
making and mitigating information overload by analyzing user behaviour and interactions. Over
the past decades, numerous recommendation techniques have been developed with notable success,
especially in e-commerce [MacKenzie et al., 2013].

Burke introduced a taxonomy consisting of five types of recommendation techniques [Burke,
2002]: content-based, collaborative filtering, demographic, knowledge-based, and hybrid. Building
upon this work, Golbeck further enriched the field by introducing a community-based method, which
integrates feedback and preferences from users’ social networks to augment the recommendation
accuracy [Golbeck, 2006]. Figure 4.1 illustrates a classification encompassing relevant groups,

proficiently providing users with customized suggestions.

Recommendation

Techniques
s ™ s ™\ 'S s F ™ s ™
Content Collabo%‘atn’e Demographic Knowledge Community Hybrid
filtering > '
\_ N \ \ .

Figure 4.1: Recommendation Approaches

Traditional RS methodologies, which disregard the sequential order of user interactions and

rely solely on user-item interaction data, can be extended by sequence-aware and context-aware
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techniques [Adomavicius et al., 2011, Kumar et al., 2021]. Such approaches add more meaning and
relevance to the recommendations by incorporating contextual information and temporal patterns

in user behaviour (detailed in sections 4.1.2.7 and 4.1.2.8).

4.1.2.1 Content-based Filtering

Content-based (CB) filtering methods builds recommendations based on the characteristics of items
and the user’s profile preferences. In this context, this approach employs the item’s attributes to
formulate suggestions. By analyzing the item’s content and aligning it with the user’s preferences,
CB suggests items similar to those the user has liked in the past. The determination of item
similarity is contingent upon the features inherent in each item. Usually, the system builds a CB
user profile, represented as a weighted vector of event features. The weights assigned to these
features signify their importance to the user. They can be computed from simple approaches (using
the average values of the rated item vector) or ML methods, including Bayesian classifiers, cluster

analysis, DTs, and NNs. Figure 4.2 illustrates the recommendation flow in CB systems.

Read by user

Recommended
to user

Figure 4.2: CB Scenario’

The user’s preference regarding the red book is crucial in this example. As the red book shares
identical features with the yellow book, there is an increased likelihood that users will find the
yellow book intriguing. Consequently, based on this correlation, the yellow book is recommended
to the user.

As illustrated in Fig. 4.3, this type of system is primarily characterized by the presence of the

three modules:

» Content Analyzer — explores and classifies the items based on their description and features,
employing several feature extraction tools. Its relevance is particularly relevant in scenarios
where information lacks a structure;

* Profile Learner — collects data on the user preferences and formulates generalized user profiles
by inferring preferences with ML techniques;

* Filtering Module — analyzes the similarity between the inferred user profiles and item

attributes, culminating in generating recommendations.

2Figure available at https://recosenselabs.com/blog/content-recommendations-media—
websites
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Figure 4.3: Content-based Architecture Example [Koene et al., 2015]

These systems exploit the content of data items, extracting textual features from multiple
sources to generate recommendations based on similarity metrics. They comprise two approaches:

information retrieval and filtering methods, and ML algorithms.

In information retrieval, bag-of-words techniques are used for constructing dictionaries or word
models, where each bag contains a subset of words from the dictionary. A well-known method is
the term frequency-inverse document frequency model. In this model, term frequency measures the
frequency of a word in a document. In contrast, inverse document frequency reflects the inverse
of the document frequency among the whole corpus of documents that contain the word [Salton
and McGill, 1986]. This approach transforms users and items into weighted term vectors stored in
a vector space model. This spatial representation exists in an n-dimensional space, enabling the

computation of angles (such as Cosine similarity) to determine the similarity between vectors.

From an ML standpoint, the recommendation process can become more efficient, but also
more complex and computationally demanding. ML-based approaches build models capable of
categorizing new information items and exploiting data explicitly or implicitly labeled as interesting
or uninteresting by the user. In these models, features represent attributes of users and items,
while the response variable indicates the user’s preference for a given item. ML algorithms create
predictive models that estimate the likelihood of a new item capturing the user’s interest. Bayesian
classifiers, naive Bayes, DTs, NNs, and other probabilistic approaches constitute viable solutions to

this challenge.

Although they generate recommendations solely based on the active user’s ratings and unrated
items, these systems have limitations, including limited content analysis, over-specialization,
difficulty estimating preferences for new users, and challenges in capturing certain associations

between users and items.
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4.1.2.2 Collaborative Filtering

Collaborative filtering (CF) suggests items to a user based on the preferences of other users with
similar tastes, transaction histories, and behavioral patterns [Sharma et al., 2017]. It operates on
the assumption that users who agreed in the past will likely manifest the same behaviour in the
future, continuing to favor comparable items. User similarity can be quantified using algorithms,
including K-NN and the Pearson Correlation, which measure the linear relationship between two
variables. CF systems are characterized by their simplicity, ease of understanding, and ability
to provide accurate recommendations without requiring content analysis or knowledge of the
items. They may also enable diverse and serendipitous recommendations. Nonetheless, it struggles
with sparsity, cold-start problems, and balancing the trade-off between scalability and prediction
accuracy. Service providers like Netflix and Amazon employ CF-based RSs to enhance user

retention. Figure 4.4 depicts the recommendation mechanism within this RS type.

o Job3

Figure 4.4: CF Scenario®

In this illustration, users Emma and Jules participated in jobs 1 and 2, and Emma was also
involved in job 3. Under CF principles, we infer that Emma and Jules possess similar preferences.

Consequently, we recommend job 3 to Jules.

CF techniques are organized into three groups based on their impact on the user database:
memory-based, model-based, and hybrid-based. Memory-based or neighbourhood-based algo-
rithms retain all user-item interactions within a database, typically organized in a matrix N x M,
where N represents the number of users and M the number of items. These methods compute
the similarity between users or items to facilitate prediction tasks [Breese et al., 1998]. Within
this category, methods can be further divided based on the focus of the analysis, resulting in

subcategories such as user-based nearest neighbour and item-based nearest neighbour.

The user-based approach recommends items to users with similar interests [Sarwar et al., 2001].
This methodology assesses similarities between a particular user and other users, identifies the

top similar users, and calculates a weighted average of their ratings, using these similarities as

3Figure available at https://www.welcometothejungle.com/en/articles/collaborative—
filtering—job-recommendations
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weights. Similarity is measured using metrics, such as the Pearson correlation-based metric, cosine-
based similarity, or other adjusted cosine-based measures (discussed in section 4.1.3). Figure 4.5

exemplifies the implementation of user-based CF.

Like

User1 ‘ —
Highly \
Correlated User 2 1.3% Item 2
Om
A,
gt

UhE‘ 3 ‘ - :

Figure 4.5: User-Based CF Scenario [Arekar et al., 2015]

In this example, the system inferred a similarity in interest between users 1 and 3, as the latter
provided ratings for all items while user 1 only rated items 1 and 2. Consequently, item 3 was
recommended for user 1.

Item-based techniques differ from user-based methods by focusing on item ratings instead of
user preferences [Sarwar et al., 2001]. Two items are considered similar if they received comparable
ratings from the same user. Suggestions are subsequently generated by computing the weighted
average of scores for the most similar items from a particular individual. Figure 4.6 shows the

recommendation process in an item-based example.

ltem 2 Highly
Correlated
.

Figure 4.6: Item-Based CF Scenario [Arekar et al., 2015]

In this instance, users 2 and 3 rated items 1 and 3, leading the system to infer a similarity
between these items. Given that user 1 liked item 1, and considering the perceived similarity
between items 2 and 3, the system recommends item 3 to operator 1.

Model-based techniques are advanced tools developed to overcome the scalability and sparsity
issues inherent in memory-based methods [Breese et al., 1998]. Unlike other approaches that
depend on the user interactions with items, model-based approaches create predictive models
from the user database. Within this classification, latent-factor approaches represent a subset
characterized by models that operate in a reduced or reorganized feature space relative to the
original user or item vector space. This dimensionality addresses challenges such as sparsity and
space-related issues, computational speed, and noise reduction [Sarwar et al., 2000]. The choice of
dimensionality reduction techniques depends on the nature of the data. For numerical data, methods

such as matrix factorization (MF) [Bokde et al., 2015], singular value decomposition (SVD) [Luo
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et al., 2015], regression, and PCA, among other algorithms, are commonly used. For categorical
data, optimal compression involves using classification methods such as Bayesian networks [Breese
et al., 1998] and clustering [Ungar et al., 1998].

MF is an ML technique used for latent variable decomposition and dimensionality reduction
[Bokde et al., 2015]. This approach maps users and items into a shared latent factor space of
dimensionality f, representing user-item interactions as inner products within the latent space.
Recommendations are generated based on the degree of alignment between the user and the product
in this latent space. For example, if a user consistently assigns high ratings to supernatural series,
this pattern reflects a broader interest in the supernatural genre rather than specific opinions on
individual series. Unlike specific series, latent features encapsulate higher-level attributes, with the
paranormal category as one latent feature in this context. MF is crucial for assessing how well a
user aligns with various latent features and gauging the compatibility of a series with these latent
features. One of the key advantages of MF is its ability to identify similarities between users even
when they have not rated identical series.

Combining memory-based and model-based techniques in a hybrid structure has proven effec-
tive in providing superior recommendations and addressing the limitations inherent in native CF
algorithms [Kumar and Reddy, 2014]. Many systems employ hybrid methods to attain heightened
accuracy and improved recommendation prediction. For instance, the Google News RS utilizes two
model-based algorithms: MinHash clustering and probabilistic latent semantic indexing, and one
memory-based method grounded in item-item visitation based [Das et al., 2007].

Overall, CF approaches are straightforward to implement and easily incorporate new data.
They do not rely on the content of the recommended items, scale efficiently with co-rated items,
and provide explainable results. However, they are limited, as they depend on human ratings, the
performance declines with increased data sparsity, items cannot be recommended to new users, and

scalability diminishes with large datasets.

4.1.2.3 Demographic-based

Demographic-based RSs utilize users’ demographic attributes, including gender, age, language,
health status, mobility patterns, employment situation, geographical location, and other demo-
graphic data, to generate personalized recommendations. Highly applicable to content-aggregation
websites and e-commerce solutions, demographic systems show stereotypical attributes by assum-
ing that all users within a demographic group share similar tastes and preferences [Callvik and
Liu, 2017]. Considered a more straightforward yet niche option than previous algorithms, this
method class exclusively considers user-related aspects, necessitating thorough market research
within the specified region. Accompanied by surveys, this methodology gathers and uses data for
categorization in the recommendation task.

It is noteworthy that demographic RSs often yield suboptimal results and raise security and
privacy concerns. However, they enhance the efficacy of other RSs when integrated as a component

within hybrid or ensemble models and are immune to cold-start problems.
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4.1.2.4 Knowledge-based

Knowledge-based RSs provide suggestions based on user-specified requirements rather than relying
on the user’s purchase history [Aggarwal, 2016]. These systems query users systematically
about their interests and combine that information with domain knowledge to formulate valued
suggestions. A similarity function estimates user needs and presents recommendations that align
with the user’s utility. They have applications in industry [Klober-Koch et al., 2017], education
[Tarus et al., 2018] and healthcare [Song et al., 2021]. The knowledge base can be a simple database,
a domain ontology, or a case-based knowledge structure [Liao, 2005]. Understanding the user
profile is essential for delivering tailored recommendations, including attributes such as tastes,

interests, needs, and other properties [Bouraga et al., 2014].

Based on interface type, this RS type can be divided into two main categories: constraint-based
and case-based systems. Both strategies share identical architectures for knowledge representation,
involving acquiring user requirements, resolving conflicting preferences, and explaining suggestions.
However, they differ in how they generate solutions. A third category, utility-based systems, can be

viewed as a third group [Aggarwal, 2016].

Constraint-based RSs use rule-based methodologies to deliver suggestions to users by consider-
ing explicitly defined constraints on item attributes, such as filters or incompatibility constraints
[Felfernig and Burke, 2008]. Such systems rely on domain-specific rules to match user require-
ments with item features, ensuring recommendations align with the specified constraints. When
no suitable items are found, the system can make minimal adjustments to the user’s requirements,
enabling the presentation of feasible solutions. For example, Felfernig et al. developed a financial
services recommendation system with mechanisms to repair unfeasible user requirements [Felfernig
et al., 2007].

Case-based RSs (CBRSs) recommend products based on their similarity to those explicitly
indicated by users [Lorenzi and Ricci, 2005]. Each item is treated as a case characterized by
multiple attributes, and similarity metrics are employed to retrieve items akin to those outlined
by users. Unlike constraint-based RSs, CBRSs do not impose strict limits, such as minimum or
maximum values. Furthermore, these systems incorporate critiquing methods [Chen and Pu, 2012],
which help users refine their requirements. Whether the system is conversational, search-based, or
navigation-based, it identifies products that meet the user’s requirements, presents feedback through

critiques, and allows users to adjust their preferences for more precise recommendations.

CBRSs are occasionally mistakenly compared to utility-based tools because both focus on
recommending items based on utility. However, they differ in how they define utility. Utility-based
RSs prioritize the weighting of user preferences and incorporate value trade-offs as an essential
aspect of the decision-making process. In contrast, CBRSs do not incorporate such weighting in
their approach or prioritize value trade-offs.

A key element explored in CBRSs is case-based reasoning, a problem-solving approach that
integrates ML to tackle novel challenges by reusing past experiences stored in example cases

[Ketler, 1993]. Each case represents a specific problem, including its interpretation and solution,
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Figure 4.7: Case-based Reasoning Cycle [Ketler, 1993]

and is archived in a case base. This repository enables the system to learn from previous cases and
generate informed decisions for future problems. As depicted in Fig. 4.7, the case-based reasoning
process involves four steps: retrieve, reuse, revise, and retain [Aamodt and Plaza, 1994]. When a
new problem arises, the system begins by retrieving the most similar case(s) from its repository. In
the reuse phase, the RS applies the knowledge and solutions from past cases to the current problem.
During the revision step, the effectiveness of the proposed solution is evaluated, and any necessary
adjustments are made. Finally, in the retain stage, the refined solution is stored as a new case,

enriching the system’s knowledge base for future use.

CBRSs offer several benefits, such as immunity to cold-start or sparsity issues and a clear
understanding of how specific items meet user needs without relying on user ratings. However, they
also face challenges such as knowledge acquisition bottlenecks, difficulty identifying niche user

preferences, inflexibility, rigid modification processes, and limited learning capabilities.

4.1.2.5 Community-based

Community-based approaches, also known as social RSs, use the opinions of other users, partic-
ularly those within social networks. It follows the assumption that recommendations emanating
from social networks are more efficient and trustworthy than those based solely on similarity
measures [Sinha and Swearingen, 2001]. By analyzing various social networks, such as Facebook
and Twitter, these systems generate recommendations for a user based on the preferences of their
friends and social groups. Research offers diverse perspectives on the efficiency and performance of
these systems. Some studies suggest that their accuracy is comparable to standard CF approaches,
except in cases where user ratings for a specific item vary greatly [Massa and Avesani, 2004]. On
the other hand, other analyses highlight that community-based methodologies often outperform

similarity-based metrics [Guy et al., 2009].
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While many solutions focus on a single dimension of interactions within social networks,
this limitation can be addressed through principal modularity maximization [Li and Tang, 2016].
This method improves community partitioning in real-world networks by considering the degree
distribution of nodes. The core idea of integrating network information from multiple dimensions
is to unveil cross-dimension group structures. This approach begins with modularity analysis to
extract structural features from each network dimension, and then it uses these features to discover

the community structure among nodes.

One of the key strengths of these methods is their ability to take advantage of a broader range of
information compared to other approaches, which can enhance recommendation performance. How-
ever, a significant limitation is their reliance on data from social networks, which may sometimes

be inaccurate or false.

4.1.2.6 Hybrid-based

Hybrid RSs combine the strengths of various recommendation approaches into a single framework,
effectively addressing some of the limitations outlined earlier. By integrating different algorithms,
such as CB with CF, hybrid RSs can provide more accurate recommendations [Schafer et al., 2007].
For instance, by combining techniques A and B, each with distinct strengths and weaknesses, a
hybrid system can mitigate the shortcomings of both methods while capitalizing on their respective
advantages. Burke identifies various hybridization techniques for the creation of a hybrid system,
such as [Burke, 2002]:

* Weighted [Mobasher et al., 2004] — the rating of a recommended item is calculated through
the result’s aggregation from all the recommendation techniques used;

» Switching [Smyth and Cotter, 2000] - the system dynamically switches between different
recommendations according to the user preference or certain criteria;

* Mixed [Billsus and Pazzani, 2000] — instead of providing a single recommendation per item,
it merges the recommendations of different recommender approaches. It is beneficial when a
large number of recommendations are required simultaneously;

* Feature Combination [Zanker and Jessenitschnig, 2009] — gathers features from different
knowledge sources and combines them to provide a unified recommendation algorithm;

* Feature Augmentation [O’Sullivan et al., 2004] — employs the rating of an item produced by
one technique as an input feature of another recommendation method;

* Cascade [Burke, 2002] — produces an unrefined ranking of candidates using one recommen-
dation technique and then refines the recommendation from among the candidate set using
another approach. The resulting recommendation list prioritizes items with high ratings
appearing first, followed by items with lower scores;

* Meta-level [Pazzani, 1999] — the model generated by one recommendation tool serves as
input for the following method. Instead of using a learned model to generate features for

input to a second algorithm (feature augmentation), the entire model becomes the input.
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Employing a hybrid RS is a practical approach for building and optimizing a system. This
method exploits the strengths of various recommendation techniques to address issues such as
sparsity, cold-start, and other problems. For example, CF encounters challenges when confronted
with new items lacking ratings upon introduction into the system. Applying the principles of
content-based approaches offers a viable solution to this issue, as predictions for new items are
derived from their features instead of relying on ratings. However, selecting the appropriate
hybrid approach requires understanding the application scenario and the desired system features.

Furthermore, its implementation can be costly and complex due to integrating distinct tools.

As discussed earlier, most RS categories, such as CB, CF, and hybrid-based, utilize ML
algorithms to generate user recommendations. In contrast, the other RS groups rely on more
straightforward methodologies for generating pertinent suggestions, which can be enhanced with

supplementary data mining and ML techniques.

Various well-known companies utilize hybrid recommendation platforms, including Amazon,
Netflix, and YouTube.

Amazon” utilizes a hybrid RS item-to-item CF with market basket analysis, also known as
affinity analysis, a data mining subset used to identify correlated product pairs [Linden et al., 2003].
As discussed in section 4.1.2, CF offers simplicity, scalability, and explainable suggestions. Linden
et al. elucidated that item-to-item CF approaches ascertain matches between user-purchased and
rated items, consolidating akin items into potential suggestions [Linden et al., 2003]. This process
involves formulating an item-to-item matrix, where pairwise similarities (via cosine measure) are
calculated to discover the best matches for each item. Although CF may perform sub-optimally in
terms of memory usage and processing time in scenarios devoid of identical customers, Amazon
overcomes this challenge by using its offline computation capabilities, effectively addressing
concerns related to dimensionality and scalability. Since the early 2000s, Amazon’s algorithms
have significantly evolved, with the temporal aspect being one area of improvement. In dynamic
scenarios, where product catalogs shift constantly, time is critical in ensuring recommendation
quality. For instance, buying a shirt seven months after acquiring another shirt yields different

implications for recommendations compared to simultaneous purchases.

Figure 4.8 provides an illustrative representation of the sequential stages involving Amazon’s
recommendation process, since the creation of the similarity table (item-to-item CF) to the for-
mulation of personalized recommendations. Step 108 emerges as the pivotal task where the RS
undertakes affinity analysis within this schematic. Fundamentally, this step discerns pairs of
products with large overlaps in their customer base, empowering the system to suggest items to

customers who may have exhibited partial interest in certain items.

Smith and Linden extensively explore Amazon [Smith and Linden, 2017], exploring its his-
torical development, recommendation techniques exploited, and future research lines, such as the

ability to shop with intelligent conversational systems.

4Website available at https: //www.amazon.com/
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Figure 4.8: Amazon Recommendation Flowchart [Altitude Labs, 2017]

Netflix? employs knowledge-based and utility-based approaches, augmented by CF, to deter-
mine the most relevant content for each viewer. As stated by Gomez-Uribe and Hunt, the Netflix
RS integrates various algorithms, including the personalized video ranker, top-n video ranker,
trending ranker, continue watching ranker, video-video similarity, page generation, and evidence
selection [Gomez-Uribe and Hunt, 2015]. The recommendations generated by Netflix consider
a variety of inputs, including user interactions, such as viewing history and ratings assigned to
titles; preferences of similar users; title metadata, encompassing genre, categories, actors, release
year, and classification, among others; and contextual factors, such as time of day and device type.
Figure 4.9 exemplifies multiple recommendations displayed within the Netflix interface. These
suggestions include new, trending releases and series based on the user’s past viewing history.

Recognizing the influence of recommendations on revenue and user engagement, Netflix
initially prioritized optimizing its services over global expansion. To fine-tune their RS, Netflix
employs A/B testing, detailed in section 4.1.3. These tests help evaluate customer retention across
different audience segments, including existing and new members. By randomly assigning users to
various experimental groups, or cells, Netflix can observe distinct user behavior and pose targeted
inquiries to these groups. Each new experience is considered an improvement if it leads to increased

engagement with Netflix products and a higher retention rate.

SWebsite available at https: //www.net £lix.com/pt/
6Figure available at https://medium.com/netflix-techblog/interleaving-in-online-
experiments—at-netflix—-al4ee392ec55
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Figure 4.9: Netflix Recommendations®

YouTube’ employs a hybrid RS, integrating knowledge-based, CF, demographic, and NN
approaches. DL is a crucial component in YouTube [Covington et al., 2016], supported by Google’s
Al research, particularly Google Brain [Dean et al., 2012], which has evolved into TensorFlow
[Abadi et al., 2016]. As illustrated in Fig. 4.10, YouTube’s RS generates suggestions through two
interconnected networks:.

user history and context |

. dozens y
ranking |——-

/
=

| other candidate sources features
e

candidate |hundreds

generation

Figure 4.10: Neural Network YouTube Algorithm [Covington et al., 2016]

The candidate generation network first aggregates user activity data, including videos watched,
search query tokens, interests, and demographic information. With CF techniques, this network
recommends a small subset of videos and a vast corpus, ensuring precision and relevance. Next,
the ranking network evaluates these recommendations by analyzing various video features using
an objective function and logistic regression. The video with the highest score is recommended to
the user. Both stages are refined through extensive offline and online testing. Offline metrics, such

as precision, recall, and others, are used alongside online methods like A/B testing (explained in

TWebsite available at https: //www.youtube.com/
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section 4.1.3) to optimize performance. Covington et al. investigated YouTube’s internal works,
and the evaluation process followed [Covington et al., 2016].

Despite being one of the most powerful recommendation engines, YouTube is not immune
to drawbacks that affect the diversity and relevance of its suggested content [Shiligin, 2019]. A
common issue is the tendency for recommendations to closely mirror previously watched videos,
which can limit novelty and variety. The platform’s recommendation approach, focused on matching
user preferences, may inadvertently restrict content diversity. Moreover, features like the "Not
Interesting" button fail to contribute to the recommendation process.

Besides these companies, several other organizations utilize RSs to achieve their goals, such as
Facebook® or Spotify®. Sharma and Singh showcase more cases of companies with recommendation
techniques [Sharma and Singh, 2016].

4.1.2.7 Context-aware RSs

Context-aware RSs (CARSs) use specific contextual data to enhance the accuracy and relevance of
suggestions by considering factors that influence user interests, such as social status, time of the
day, and other aspects. Context is "any information that can be used to characterize the situation
of entities (i.e., whether a person, place, or object) that are considered relevant to the interaction
between a user and an application, including the user and the application themselves.". For example,
the user’s music interests may vary depending on the time of the day and weather conditions.
Contextual information can be classified in terms of the level of knowledge RSs have about this
data and their adaptability over time. Regarding the first aspect, context can be categorized into

three classes:

1. Fully observable — the contextual data, their structure, and values are known explicitly;

2. Partially observable — only a partial number of context factors is known explicitly. This group
can be further divided into different levels of partial observation;

3. Unobservable — no information about the context is available to the RS. Utilizes only latent

knowledge in the recommendation task.

In terms of continuous improvement, the context can be static when its structure remains
static over time or dynamic when it presents a sense of evolution. Once the pertinent contextual
information is identified, they can be integrated into RSs with the support of the following contextual

approaches [Adomavicius et al., 2011]:

1. Pre-Filtering — context aspects are applied in selecting the relevant set of data that the RS
utilizes. It allows the reduction of the candidate set size, potentially improving the speed of
the recommendation process;

2. Post-Filtering — ratings are predicted with the RS, and the context filters the results. Similarly

to the previous group, it can use various traditional recommendation methods;

8Website available at ht tps: / /www.facebook.com/
9Website available at https: //www.spotify.com/pt/
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Figure 4.11: CARSs Techniques [Adomavicius et al., 2011]

3. Modeling — the context is incorporated in the recommendation model with methods such as

SVM, Markov models, and matrix factorization.

Figure 4.11 illustrates the theoretical foundation of including the context factor at different
stages of the recommendation process. In the diagram presented, "U" represents the user, "I"

denotes the items, "C" signifies the context, and "R" indicates the rating.

4.1.2.8 Sequence-aware RS

Traditional techniques focus on modeling user-item interactions to produce recommendations.
However, contemporary user dynamic behaviour exhibits dynamic patterns, promoting an interest
in sequential interactions observed over time. Sequence-aware RSs, sometimes referred to as
sequential RSs, address this concern by analyzing short- and long-term preferences to recommend
items/actions aligned with a given sequence of actions [Quadrana et al., 2018]. While the terms
"sequence-aware" and "sequential" are sometimes used interchangeably, some argue that sequence-
aware represents a specialized subset of CARSs, as they incorporate short-term preferences as a
form of context data [Quadrana et al., 2018]. These frameworks find application in several domains,
such as music recommendation, e-commerce, learning platforms, advertisement, and other fields.
Figure 4.12 presents a schematic overview of sequence-aware RSs, delineating the input-output
flow.

These frameworks typically process timestamped ordered lists of past user actions to perform
various operations, such as analogous item search, complementary search, list continuation search,
logically-next item search, trend detection, and repeated recommendations. The output entails
ordered lists of actions/items tailored to user preferences. Various algorithms have been explored

on sequence-aware RSs, including:
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Figure 4.12: Sequence-Aware RS Cycle [Quadrana et al., 2018]

* Frequent pattern learning [Sohrabi and Roshani, 2017] — identifies recurring sequences of
user interactions or item transactions within large databases. These recurrent events are
categorized as either unordered patterns or sequential patterns (SP) and are analyzed using
techniques like association rule mining, sequential pattern mining (SPM), and continuous
sequential pattern mining approaches;

* Sequence modeling [Hidasi et al., 2016] — involves developing predictive models that consider
past observational data to forecast future events or actions. This is achieved through methods
like Markov models and RNN variants (LSTM, Gated Recurrent Unit, and others);

* Distributed item representations [Feng et al., 2015] — facilitates the representation of items in
a distributed and continuous vector space, preserving sequential relationships between items.
It operates similarly to latent factor approaches such as Latent Dirichlet Allocation (LDA);

* Supervised learning with sliding windows [Wang et al., 2015a] — segments sequential data
into sliding windows of size W, each representing a subset of user-item interactions. These
windows are treated as input-output pairs for training predictive models, with features
extracted from the window used to predict the next item or user behavior;

* Matrix completion [Candes and Recht, 2012] — although the sequence-aware recommendation
problem differs from standard matrix-completion, MF techniques can still be applied in this
context. Sequential data is represented within a user-item interaction matrix, and MF methods
are employed to infer missing entries in it;

* Hybrid approaches [He et al., 2016] — combine sequence learning techniques with MF
methods to mitigate issues, such as data sparsity and other inherent problems in the sequence-
aware recommendation, and improve recommendation efficiency and robustness;

* Others [Xu et al., 2016] — graph-based and discrete optimization (with weak and strict

ordering constraints) algorithms are some examples employed within this area.

Sequence-aware RSs, while adept at capturing temporal dynamics and sequential patterns in user
interactions over time to enhance recommendation accuracy, encounter several inherent challenges.
Among these limitations is the effective handling of long user-item interaction sequences with

flexible order, noise, and heterogeneous relations [Wang et al., 2019b].
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In the field of research, various groups actively explore RSs, including DART (Data Analytics
Research Team, USA), MIT (Massachusetts Institute of Technology, USA), and DSRS (Decision
Support and Recommender Systems, UK), among other research teams. Key conferences where
advancements in RSs are discussed include RecSys (ACM Conference on Recommender Systems),

IUI (Intelligent User Interfaces), and groups and forums.

4.1.3 Evaluation

System evaluation is critical and depends on its design. Effectively comprehending the recommen-
dations’ quality and adequately assessing RS’s predictions constitute primary challenges within
this area [Silveira et al., 2019]. According to Shani and Gunawardana, three levels of experiments

can be conducted for comparing various RS [Shani and Gunawardana, 2011]:

 User studies - a small group of individuals is recruited to engage with an RS. While they
perform several tasks, their experience is recorded and analyzed using quantitative and
qualitative information. The retrieval of this type of data contributes to the enhancement of
the RS. User studies identify issues that offline experiments might have overlooked, such
as aspects related to the quality of the user interface or ease of performing specific tasks.
Although they provide useful results, user studies regarding time (scenarios are repeated
multiple times) and compensation (especially if the participants are not volunteers) are
resource-intensive. Pu et al. outlined three critical interactions between the user and the
system concerning this topic [Pu et al., 2012]: the initial preference elicitation process, the
preference refinement process, and the presentation of the system’s recommendation results;

* Offline evaluation - the most straightforward method for experimentation since it doesn’t
require genuine user involvement and system deployment. In this setting, algorithms can
be compared and tested with a dataset at a low cost. The primary objective is to filter and
discard approaches that fail to provide robust predictions. This testing phase aids in under-
standing user behaviours when interacting with an RS, narrowing down the recommendation
techniques explored by the following evaluation methods. Despite their utility in the early
stages of development, they can only address a limited subset of questions, particularly those
related to prediction power;

* Online evaluation - also known as A/B testing, is the closest method to reality and is
considered highly reliable. In an online experiment, the system generates recommendations
and presents them to a real user (unaware that it is being analyzed), with the evaluation based
on the items the user consumes or likes. This real-time technique measures the changes
in user behavior towards different RSs, that is, which features influence user interest and
how one system can be considered superior. Despite being the most insightful approach,
implementing it on live systems can be time-consuming, hard to implement, and may even
harm retailer’s reputation if suboptimal recommendations are presented to users. Peska and
Vojtas presented an interesting comparison between offline and online methods in small

e-commerce scenarios [Peska and Vojtas, 2018].
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As observed, the most effective approach to evaluating an RS involves mixing these methods at
different stages of development. Initially, offline techniques are employed to grasp the problem and
discard unsuitable strategies. Then, user studies and online methodologies are applied to enhance
and supplement the evaluation task.

One of the most critical stages in RSs is identifying similar items (events, tickets, rules, actions,
among others). This process allows users to access meaningful suggestions and mitigate the impact
of information overload. Numerous methods explained previously employ similarity measures
to assess the degree of similarity. For example, in CF, user feedback is used as ratings to discern
similarities and differences among user profiles and generate personalized recommendations. Some

of the exposed RS approaches can use the following similarity measures [Sondur et al., 2016]:

* Euclidean distance (Eq. 4.1) — computes the distance between two points in a multidimen-
sional space. This metric calculates the user similarity in the RS domain based on the number
of commonly rated items. This involves computing the rating score x; and y; (varies between
0 and 1) of an item given by two different users for the same item. The number of dimensions

is given by n.
n

d(x,y) = [ Y (xi —i)? (4.1)

i
* Manbhattan distance (Eq. 4.2) — also referred to as Taxicab Geometry, City Block Distance, or
L1 Norm, measures the sum of absolute differences of their Cartesian coordinates. It has a

high application in regression analysis and frequency distribution scenarios;

d(x,y) =Y |xi—yil (4.2)
i=1

* Chebyshev distance (Eq. 4.3) — also known as maximum or Lee metric, where the distance

between two vectors is the greatest of their difference alongside any coordinate dimension;

d(x1 ,X2) = maxi(\xz’i —xl,,-]) (43)

* Minkowski distance (Eq. 4.4) — calculates the distance between two vectors within an n-
dimensional space. The outcome of this distance computation depends upon the order
parameter (p). Specifically, for p = 2, this metric corresponds to the Euclidean distance, p =
1, to the Manhattan distance, and p = oo, to Chebyshev;

d(x,y) = (xi —yi)P 4.4)
(l i=1

* Mahalanobis distance (Eq. 4.5) — calculates the distance between a point x and a distribution
y. Considering the covariance structure of this distribution, this distance metric computes
the correlation between the variables, allowing the discovery of more similar events/proce-
dures/items. It has many applications, such as multivariate anomaly detection, classification

on highly imbalanced datasets, and one-class classification problems. The W parameter
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represents the covariance matrix;

d(x.y) =\ (x— )W (& —y)T (4.5)

Hamming distance (Eq. 4.6) — computes the number of positions at which corresponding
symbols diverge between two strings with the same length. Equation 4.7 increases the
distance if elements are distinct;
- 0 ifxi=y;
X y) = Zd(xia)’i) (4.6) 6()@,)’,‘) = f E= 4.7
i=1 L ifx; # i

Canberra distance — measures the dissimilarity between two points in a vector space. Al-

though it presents robustness against outliers, it is sensitive to values near 0;

’xl yl
4.8)
Z ‘x| + il

Pearson correlation coefficient (Eq. 4.9) — is a metric that assesses the linear correlation
between two variables X and Y. Depending on the correlation level, this measure can present
values from -1 to +1. A Pearson correlation coefficient of 1 indicates that the instances
analyzed are perfectly correlated, while a score of -1 means that the objects are uncorrelated.
Essentially, items with a Pearson correlation coefficient equal or close to 1 are prioritized by

an RS instead of items showing lower coefficients;

Y (i —%) (i —y)
\/le (% —X) ‘\/Z?:I(Yi_

Spearman Rank Correlation (Eq. 4.10) — or Spearman’s p, is a non-parametric measure that

p(x,y) = (4.9)

verifies the relationship between two variables using monotonic functions. These functions
are known for either never increasing or decreasing as their independent variable increases;
6y, d’

Cosine similarity (Eq. 4.11) — is primarily applied in text analysis to check document
similarity. It involves measuring the cosine of the angle between two vectors (A and B)
projected in an inner product space. If the two vectors are aligned in the same direction,
they are considered correlated; otherwise, they are uncorrelated. Gomaa and Fahmy con-

ducted a survey comprising several text similarity measures (string-based, corpus-based, and
knowledge-based) [Gomaa and Fahmy, 2013];

Zz IAB

NN

Kullback-Leibler Divergence (Eq. 4.12) — or KLLD score or relative entropy, quantifies the

cosine(A,B)

4.11)

difference between two probability distributions (P and Q). It can be used to measure the

difference between predicted and actual user preferences;
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Di.(P||Q) = Z}(P(x)log <}Q)(é))> (4.12)

* Hellinger Distance (Eq. 4.13) — another metric evaluating the dissimilarity between two prob-
ability distributions (P and Q). It ranges from O to 1, with O indicating identical distributions

and 1 completely disjoint distributions;

HP.) = =\ (L (VP va)? @.13)

* Jaccard coefficient (Eq. 4.14) — quantifies the similarity by calculating the intersection divided
by the union of the objects. The resulting values lie within the range of 0 to 1. For example,
if users A and B watch the same movies but hold different opinions, they are still considered

similar (the Jaccard coefficient is 1);

_|AnB| |ANB|
- |AUB|  |A|+|B|—|ANB|

J(A,B) 4.14)

* Adjusted Jaccard coefficient — also denoted as Tanimoto coefficient extends the previous

metric to other data types besides binary.

Besides these similarity measures, numerous other variations have been proposed to compute
the similarity between two events, such as the constrained Pearson correlation, the adjusted
Cosine similarity, and Pip similarity, among others [Agarwal and Chauhan, 2017]. Schwarz et al.
conducted an interesting analysis comparing the performance of the Cosine similarity measure
and the Pearson correlation coefficient regarding their effectiveness in predicting user-item ratings
within RSs [Schwarz et al., 2017]. Alamuri et al. categorized many existing measures into two main
classes: context-free and context-sensitive measures for categorical data [Alamuri et al., 2014].
Regarding continuous data, Shirkhorshidi et al. detailed these metrics’ advantages, disadvantages,
and applications [Shirkhorshidi et al., 2015].

Table 4.1: Similarity Measures Information

Metric Data Type Limitations
) ) ) Sensitive to outliers and lack of feature standardization. Hard to
Minkowski Numeric .
compute appropriate p;
Euclidean Numeric Sensitive to outliers and scaling. Can’t handle sparse data;
Manhattan Numeric Limited to grid-based data. Sensitive to outliers and scaling;
Chebyshev Numeric Sensitive to outliers. Inaccurate with sparse data;
. . Requires a complete covariance matrix. Captures only linear
Mahalanobis Numeric

relationships between variables. Sensitive to outliers;

. Binary and Can only compare vectors with the same length. No knowledge
Hamming i ) i
categorical about the difference magnitude;

Canberra Numeric Sensitive to values around zero and outliers;
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Pearson Numeric and
correlation Interval or Sensitive to outliers and range of observations;
coefficient Ratio
Spearman ) . .
K Ordinal and Ignores the magnitude of differences between the values of
ran
. ranked variables. Converting data to ranks leads to information loss;
correlation
Probability .
KLD o Asymmetric
distributions

Numeric and ) . .
Ignore the difference in magnitude between vectors. Assumes

Coasine interval or ] o
vectors are normalized. Sensitive to sparse data;

ratio

Numeric and

Adjusted . Sensitive to sparse data. Requires more computation than the
. interval or .
cosine ] standard version,;
ratio
Jaccard . May be unsuitable for clustering tasks. Sensitive to sparse data
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4.1.4 Explainability

Explainable Al (XAI), also known as interpretable and transparent Al, builds trust among users by
providing hints and explanations elucidating the reasons behind the outcomes [Adadi and Berrada,

2018]. Figure 4.13 illustrates the main principles targeted by explainability.
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Figure 4.13: XAl Fundamentals [Adadi and Berrada, 2018]
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XAl serves as a suitable repository of justifications, offering insights into decision-making
processes, particularly in unexpected instances. It provides enhanced control by describing the

system’s inner workings, potentially mitigating the likelihood of failures and errors. Moreover,
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XATI allows the discovery of novel facts by identifying threats and opportunities and analyzing
system weaknesses. Despite its potential, XAl is challenged by the trade-off between accuracy and
explainability, and the lack of standardized metrics and methods for evaluation [Minh et al., 2022].

Nevertheless, XAl assumes a pivotal role, not only as a catalyst for a more trustworthy Al but
also in helping address complex challenges across various domains such as cybersecurity [Capuano
et al., 2022], education [Khosravi et al., 2022], and insurance [Owens et al., 2022].

The introduction of explainability features into RSs can enhance their effectiveness by increasing
the transparency of decision-making. Zhang and Chen provided an in-depth analysis of explainable

recommendations and techniques for achieving such transparency [Zhang and Chen, 2018].

4.2 Related Work

This section presents an overview of various types of solutions focused on recommender systems. It
also summarizes their applications in cybersecurity, highlights available methods in context-aware
and sequence-aware approaches, and debates strategies for addressing the cold-start problem.

In 2011, Shani and Gunawardana offered an in-depth analysis of possible experimental con-
figurations employed in comparing distinct RSs [Shani and Gunawardana, 2011]. The authors
scrutinized three types of experiments: offline, online, and user studies. Moreover, they identified
several properties beneficial to evaluating RSs, including scalability, privacy, and utility.

A year later, Lii et al. provided a comprehensive overview of the concept, techniques, challenges,
applications, and evaluation metrics pertinent to RSs, from the perspective of physician experts
instead of computer scientists [Lii et al., 2012]. This study is distinguished by its adoption of a
paradigm wherein complex networks and physics principles are harnessed in the recommendation
mechanism. Park et al. proposed a classification schema for categorizing the domains and
approaches investigated in 210 research articles on RSs [Park et al., 2012]. The domains covered
include areas such as books, documents, images, movies, music, shopping, and TV programs.
The methodologies are organized into eight groups: association rule, clustering, DT, K-NN, link
analysis, NN, regression, and heuristic-based.

In 2013, Bobadilla et al. detailed the evolutionary path followed by RSs, partitioning it into
three levels: traditional web, social web or web 2.0, and IoT web-based or web 3.0 [Bobadilla
et al., 2013]. The initial level emphasizes the employment of filtering techniques to improve
recommendation accuracy; the second stage augments the outcomes by incorporating social data
information; and the third phase entails applying IoT data to gather more complex knowledge.

After two years, Lu et al. clustered RSs applications into eight categories and summarized
recommendation methods utilized in each group [Lu et al., 2015]. The domains explored include
government, business, e-commerce, library, learning, tourism, resource services, and group activi-
ties. The reported RS in each field is analyzed in terms of recommendation approach, software,
domain, and platform.

In 2016, Aggarwal et al. researched diverse service providers utilizing RSs, such as Amazon,

Netflix, Google News, Facebook, and GroupLens [Aggarwal, 2016]. In addition to elucidating the
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inner workings of the RS methods available, the authors gave a brief overview of RSs employing
supplementary data, including temporal, location-based, and social information. Beel et al. con-
ducted a comprehensive review comprising 200 research articles published between 1998 and 2013
[Beel et al., 2016]. Their findings show that 55% of the papers inspected employ content-based
filtering, while 18% opt for CF approaches, and 16% embrace graph-based solutions. Moreover, the
authors suggest possible motives for the ambiguity surrounding the most suitable recommendation
method. Sharma and Singh introduced a taxonomy mapping various domains with existing RSs
and alongside their associated methodologies [Sharma and Singh, 2016]. Their framework also
details assessment metrics while addressing the inherent limitations of each RS algorithm.

Two years later, Karimi et al. explored news recommendation, encompassing an analysis of its
limitations, existing methodologies, and evaluation concerns [Karimi et al., 2018]. Their findings
identify scalability as a paramount challenge within this field while highlighting the prevalence of
information retrieval and click-through rates as commonly employed metrics for evaluation.

In 2019, Mohamed et al. investigated the RS-related work and proposed different classifica-
tion frameworks based on the application domain, approach, simulation platform, and evaluation
measures [Mohamed et al., 2019]. Their analysis delineates each method’s advantages and disad-
vantages alongside research projects tackling them.

In 2020, Wu et al. elaborated a systematic taxonomy for GNN RSs according to the data type
and recommendation task entailed [Wu et al., 2020]. The proposed classification schema categorizes
GNN-based solutions into five main groups: including user-item CF, sequential recommendation,
social recommendation, knowledge graph-based recommendation, and other group aggregating
tasks that do not fit into the previous classes (POI recommendation, group recommendation, bundle
recommendation, multimedia recommendation, and click-through rate prediction).

One year later, Wang et al. researched the landscape of session-based recommender systems,
focusing on existing literature, their session data properties, and associated challenges [Wang et al.,
2021b]. They categorized existing projects into three sub-areas: next interaction recommendation,
next partial-session recommendation, and next session recommendation. Furthermore, the authors
formulated the problem statement underpinning these systems, orchestrating the related work based
on session topology, model employed, and area. Gao et al. argued that the benefits of applying
GNNs to RSs stem from their high-order connectivity, the structural property of data, and the
supervision signal [Gao et al., 2023]. Various challenges involving the introduction of GNNs in RSs,
including graph construction, network design, model optimization, and computation efficiency, are
discussed. Moreover, the authors organize the related work based on four criteria: stage, scenario,
objective, and application.

Much of the existing literature has focused on developing and refining RSs across diverse
applications. CB methods have received the most attention, followed closely by CF and hybrid.

In 2010, Ghazanfar and Prugel-Bennett designed a scalable hybrid RS integrating CF, CB, and
demographic properties to predict item ratings already appraised by the users and to evaluate the
effectiveness of the predictions obtained even in cold-start scenarios [Ghazanfar and Prugel-Bennett,

2010]. Their approach calculates item similarity using adjusted Cosine similarity for rating data and
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vector similarity for demographic and feature vectors. A boosting function is then applied to predict
an item for a particular user. The model was evaluated using MovieLens!® and FilmTrust'! datasets,
with an 80/20 training-test split, against seven different techniques [Breese et al., 1998, Pazzani,
1999, Sarwar et al., 2001]. The experiments indicate that the proposed solution outperforms the
remaining strategies with the lowest MAE value. Wang et al. developed a hybrid user model CF that
combines the strengths of both memory and model-based approaches to reduce system complexity,
lower computational overhead, and improve scalability and performance [Wang et al., 2010]. Given
the challenges of scalability and recommendation accuracy inherent in CF, the authors combine the
accuracy of the memory-based method with the scalability of the model-based technique to address
these problems efficiently. Figure 4.14 outlines their model’s main operations, consisting of two

stages: offline model construction and online recommendation.

Item detailed Rating Demographic N
description matrix iformation
construct
model
N >» offline
Item combination feature
Hybrid user model
. S
User similarity 3
Recommendation
Neighbor set Rating matrix >_ online
Recommendation result
/

Figure 4.14: Hybrid User Model [Wang et al., 2010]

In the offline phase, a user model is built using item combination features from the rating
matrix and demographic information. This model enhances scalability and recommendation quality
by grouping users with similar tastes. The online step generates recommendations based on the
previously constructed model, employing memory-based and model-based CF techniques. The
model-based approach identifies similar users (neighbours), while the memory-based method
combines the rating matrix with the neighbor set to produce recommendations. Genetic algorithms
are employed in both stages to optimize the learning of feature weights and improve similarity
calculations, enhancing overall accuracy [Wang et al., 2010]. The authors tested the model on the
MovieLens data dataset with an 80/20 training-test split and compared its performance against
traditional CF [Adomavicius and Tuzhilin, 2005] and content-based filtering combined with CF
[Kim et al., 2006] using the MAE metric and neighbours between 5 and 50. The proposed

10pgtaset available at https: //grouplens.org/datasets/movielens/
UDataset available at https: //www.librec.net /datasets.html
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methodology consistently outperforms the remaining alternatives, manifesting lower MAE values
across most cases, except in instances where the neighbor’s number falls within 15 and 20.

In 2012, Mican et al. introduced an RS for social networks that delivers personalized content by
utilizing explicit and implicit user interactions [Mican et al., 2012]. This system is divided into two
modules: data collection and recommendation tasks. The first component gathers user interactions
with other users and content, such as comments, ratings, and clicks. This data is then used to
compute trust scores and determine and prioritize recommendations. In the recommendation stage,
personalized suggestions are presented based on these trust scores and favorably rated content. The
system was evaluated on a Romanian cultural website!?, where 511 users out of a total population
of 6,723 generated 16,620 interactions. After analysis, 1,388 user connections were identified, with
approximately 6.23% being explicit and 18.62% implicitly inferred using the proposed method.
The authors argued that this method, which combines user behaviour and trust scores, offers a
viable alternative to conventional CF and CB methods. Furthermore, incorporating favorably rated
texts alongside those published by friends mitigates serendipitous concerns.

Four years later, Dev and Mohan proposed a joint-based RS capable of countering drawbacks,
such as scalability, cold-start, and novelty [Dev and Mohan, 2016]. Their system computes the
similarity between user preference sets extracted from user-item reviews. The active user’s prefer-
ences are then compared to those of others with similar tastes, and a score is assigned to each item
based on matching user ratings, generating recommendations. The system is implemented using the
MapReduce'? framework and the Hadoop'# distributed computing platform. Its performance was
evaluated against a user-based algorithm using the Pearson correlation coefficient [Adomavicius
and Tuzhilin, 2005] and keyword-aware service recommendation method [Meng et al., 2014].
Various metrics, including MAE, normalized MAE (NMAE), mean average precision (MAP),
and discounted cumulative gain (DCG), were used to assess the accuracy and the quality of top-k
recommendations [Shani and Gunawardana, 2011]. Its scalability was measured with the Speedup
metric by adjusting the number of computational nodes [Yang et al., 2013]. The results showed that
the presented method outperformed the remaining techniques in terms of accuracy, recommendation

quality, and scalability.

4.2.1 Cybersecurity

Regarding the literature review of RSs applied in cybersecurity, it is organized based on surveys,
cyberattack prediction, visual analysis, vulnerabilities related to cyberattacks and anomalies, and
companies’ suggestions.

In 2016, Gadepally et al. investigated the utilization of RSs in the Department of Defense
(DoD) and the intelligence community (IC) applications [Gadepally et al., 2016]. They highlighted

a fundamental distinction between RSs’ deployment in these sectors versus commercial solutions.

12Website available at http://intelepciune.ro./
BDocumentation available at https://hadoop.apache.org/docs/rl.2.1/mapred_tutorial.html
14Documentation available at https: //hadoop.apache.org/
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While commercial success is quantified by tangible actions, such as product sales, in the DoD, suc-
cess is measured by whether an action will lead to a greater likelihood of mission accomplishment.
The authors also emphasized the necessity to clarify ethical and technical questions about user
trust, privacy, and security preservation, user environment adaptation, multi-level metrics, system
extension, and collaborations between the academy and industry. At the time of publication, their
lab was working on seven projects combining RS with cybersecurity.

Five years later, Pawlicka et al. published an exhaustive analysis of the advantages, disad-
vantages, applications, and research work available within this domain [Pawlicka et al., 2021].
The authors also addressed pertinent research questions regarding the state-of-the-art of RSs in
cybersecurity, discussing various approaches.

In 2010, Soldo et al. devised a multi-level model to predict future blacklists, framing the
problem as an implicit RS inspired by the Netflix model [Soldo et al., 2010]. Their approach
used ML to forecast malicious activities, combining time series analysis with two methods: victim
neighborhood (K-NN) and joint attacker-victim neighborhood. The former captures similarities
among victims targeted by the same attackers, while the latter uses co-clustering to group the
intruders and victims concurrently involved in the malicious activity. The model was evaluated
using one month of real data'’, with the primary metric being the hit count, which measured the
accuracy of predicting attackers on the blacklist. The proposed model outperformed state-of-the-art
techniques, including the local and global worst-offender lists. Furthermore, tests showed the
model’s robustness and accuracy in handling false positives (pollution) and malicious contributors
(poison events).

Four years later, Lyons formulated a hybrid system capable of anticipating cyberattacks and
building a prioritized list of cyber-defense actions [Lyons, 2014]. Her research investigates using
an RS with a CF to predict attacks, combined with a KB technique to formulate defensive strategies.
This system integrates several components, such as a virtual network, a host server machine, an
IDS, and the RS. Performance was measured using the RMSE, factoring in the recommendation
speed and other properties. The system’s performance was affected by various factors like the
configuration of client machines and the RS machine, IDS alerts, and the RSs’ initial state before
executing the algorithm. Despite lower prediction accuracy, the tool demonstrated proficiency in
generating actionable defense actions to mitigate threats.

Three years later, Polatidis et al. examined the predictive capabilities of RSs using a multi-
level CF approach [Polatidis et al., 2017]. Their algorithm modeled cyber attack paths through
graph-based modeling, combining attack path discovery and attack prediction to anticipate future
threats. The attack path discovery stage analyzes attacker features, such as geographical location,
capability, entry, and target selection. The attack prediction phase then uses this information,
applying RS methods to forecast and classify potential cyberattacks. The system was tested using
IT infrastructure data from the maritime supply chain and validated within a cybersecurity maritime
supply chain risk management system. Expert opinions from five professionals further supported

the conclusion that this approach effectively predicts incoming intrusions.

I5Information available at Dshield.org
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In 2010, Rasmussen et al. explored methods to enhance real-time monitoring and incident
response for cybersecurity operators handling alerts from IDSs [Rasmussen et al., 2010]. Their
solution utilized a graph-based visualization approach to represent correlated IDS outputs and
generated defense recommendations based on ML approaches applied to historical analyst behavior.
This led to the development of a prototype cybersecurity framework called Network Intrusion
Management (NIMBLE), which aimed to enhance decision-making by employing learned exper-
tise. The evaluation involved eighteen cybersecurity experts using alert data from operational
monitoring systems and assessed metrics such as accuracy, response time, confidence, and ratings.
Although NIMBLE did not fully replicate analysts’ performance, it improved accuracy by providing
defensible and displayable recommendations.

Three years later, Nunnally et al. implemented NAVSEC, an RS designed to streamline
navigation within 3D network security visualization frameworks [Nunnally et al., 2013]. NAVSEC
enhances user efficiency in detecting, identifying, and inspecting network attacks by presenting
visual and interactive recommendations. The system comprises four main components: active
user, expert user community, interaction database, and recommender module. The active user
represents someone engaging with the visualization tool, while the specialist user community
provides understanding based on their network security expertise. The interaction database records
user interactions, which the recommender structure analyzes to suggest optimal actions for the
active user. NAVSEC was evaluated using stealthy port scanning attacks, comparing the volume of
interactions with and without the system enabled. The similarity between active users’ interactions
and expert analysts’ behaviours was also assessed. Results showed that NAVSEC effectively

assisted users in navigating the platform and identifying potential threats.

In 2021, Brisse et al. developed KRAKEN, a KB-based RS designed to guide human operators
through exploratory paths within log data during incident analysis [Brisse et al., 2021]. The system
aims to reduce the time analysts spend on labor-intensive data collection tasks by integrating
knowledge from APT repositories, like MITRE ATT&CK'® into a visual framework called ZeroKit.
KRAKEN was evaluated using a subset of the transparent computing exercise 3 dataset!” from
the Defense Advanced Research Projects Agency (DARPA). Seven cybersecurity experts used
KRAKEN to analyze various APTs from this dataset, receiving feedback that confirmed its useful
suggestions and enhanced the efficiency of incident analysis.

In 2015, Zhou et al. investigated the recommendation of procedures for monitoring tickets
while reducing their repetition [Zhou et al., 2015]. They applied a KNN approach for ticket
similarity analysis, enhanced by incorporating event and procedure data through topic-level feature
extraction using the LDA model. The authors also introduced a metric learning, which further
refines the similarity measurement in scenarios where treatment procedure categories are known.
The evaluation experiments were employed on real ticket datasets, utilizing four KNN variants

and measuring performance with the average similarity and MAP metrics. The results showed that

16Documentation available at https://attack.mitre.org/
Dataset available at https://github.com/darpa-i2o/Transparent—-Computing/blob/master/
README-E3.md
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including metric learning and resolution information improves efficiency in service management.

In 2016, Campiolo et al. proposed a model that recommends refined cybersecurity alerts
for network administrators [Campiolo et al., 2016]. Such a hybrid approach combines CB and
CF to extract and prioritize cybersecurity alerts from unstructured external data, improving data
interpretability and focusing on critical alerts. The model was refined based on administrator
feedback, leading to a detailed data model specification. The proposed model was tested in an
offline experiment using the MovieLens dataset and a movie recommendation website, wherein
precision and recall metrics were applied. The results show that the proposed model could augment

administrator access to crucial information.

Three years later, Nembhard et al. introduced Vullntel (Vulnerability IntelliSensor), a text
mining-based RS designed to detect insecure coding segments and suggest remediation actions
[Nembhard et al., 2019]. Vullntel consists of two modules: a data analyzer and the RS itself. The
former collects intel from sources, such as the National Vulnerability Database (NVD), Common
Vulnerabilities and Exposures (CVE), and open-source projects, employing MapReduce on Apache
Hadoop to extract detection features. The RS then assesses code safety using these features and
IntelliSense technology to propose corrective measures for vulnerabilities similar to those detected.
The system’s usability was evaluated through A/B tests with fourteen participants, showing its
potential to enhance secure coding practices. Additionally, Vullntel’s scalability was tested by
processing ten random Google code projects for SQL injection vulnerabilities. Results confirmed
that Vullntel scales well, demonstrating its robustness in handling larger datasets. Sula developed
ProtecDDoS, an RS aimed at mitigating DDoS attacks through offsite network protection services
[Sula, 2019]. The goal was to improve decision-making in companies and provide information
regarding DDoS protection options. ProtecDDoS adopts a hybrid scheme that includes parameters
such as attack type protection, service type classification (reactive or proactive), and coverage
protection region. The author used various metrics to evaluate the system’s performance and
similarity, including Cosine similarity, Euclidean distance, Manhattan distance, Minkowski distance,
and Pearson correlation. Additionally, a blockchain-based marketplace was integrated to augment
ProtecDDoS, providing greater transparency, security, and traceability. The results showed that

ProtectDDoS offers accurate recommendations while maintaining low blockchain costs.

Two years later, McDonnell et al. implemented a cyber bidirectional encoder representation
from transformers (CyberBERT), a deep session-based RS designed to discern the intentions of
anonymous users through dynamic state models [McDonnell et al., 2021]. CyberBERT utilizes
bidirectional transformers to enhance user representation and excels in tasks such as malware
recognition and next-click prediction. Its efficiency was tested within two scenarios. In the first
case, the Windows PE Malware Application Programming Interface (API) dataset was employed to
analyze CyberBERT’s performance in malware classification against benchmark models, such as
LSTM and Transformer [Vaswani et al., 2023]. In the second scenario, CyberBERT’s next-click
prediction capabilities were assessed using the YOOCHOOSE dataset, comparing it with item
K-NN and alternative techniques. Their findings demonstrate CyberBERT’s superiority over other
state-of-the-art approaches in both tested scenarios. Ayala et al. developed a hybrid RS to support
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cybersecurity experts in managing anomalies and vulnerabilities while minimizing the response
time and workload [Ayala et al., 2021]. This tool integrates CF and KB methodologies to prioritize
threats based on their criticality. With the collaboration of domain experts and security entities, such
as Symantec, Open Web Application Security Project, and the National Institute of Standards and
Technology (NIST), the CF model identifies the most severe vulnerabilities and anomalies, while
the KB element alleviates data scarcity. The system was evaluated using the technology acceptance
model and feedback from six academic and industry experts. Empirical findings demonstrated the

effectiveness of the RS in reducing the time invested by professionals during incident treatment.

In 2016, Abuhussein et al. examined the integration of RSs within the cloud computing domain
to address security and privacy risks [Abuhussein et al., 2016]. They proposed a cloud services
security recommender (CSSR), a conceptual framework designed to help businesses understand and
manage these risks. CSSR identifies pivotal attributes from the stakeholder perspective to mitigate
vulnerabilities within the cloud infrastructure and delivers recommendations for optimal security
solutions based on parameters such as attack vector, operational impact, defense, information
impact, and target taxonomy. The evaluation of the CSSR performance utilized real-world datasets,
including code repositories such as Code Spaces and Git, and was validated with ten specialized
students. While CSSR was praised for its user-friendly interface, feedback indicated that the tool’s

complexity regarding accountability was a concern.

In 2019, Franco et al. introduced MENTOR, a tool to recommend optimal cybersecurity
protection services based on user-specific needs, such as geographical location, deployment timeline,
and cost constraints [Franco et al., 2019]. MENTOR comprises four main structures: an extractor, a
classifier, a retriever, and a recommendation engine. The extractor acquires data about the targeted
infrastructure and the characteristics of cyberattacks. The extractor and classifier analyze and
correlate the acquired information with the cyberattack type, aiming to identify practical solutions.
The retriever then compiles a list of possible protection services, while the recommendation
engine selects the most suitable protection service considering the customer profile and analyzed
parameters. MENTOR’s framework was evaluated using four similarity measures, including
Euclidean distance, Manhattan distance, Cosine similarity, and Pearson correlation, on a dataset
composed of 10,000 randomly generated protection services. Results showed MENTOR’s capacity
to recommend protection services while prioritizing cost and geographical location, choosing

budget-friendly solutions instead of high-performance ones.

Two years later, Huff et al. implemented an RS aimed at aligning an organization’s hardware and
software with the typical software product enumerator (CPE) standard used by vulnerability sources
like the national vulnerability database (NVD) [Huff et al., 2021]. The RS utilizes NLP, fuzzy
matching (FM), and ML algorithms to simplify the identification of vulnerabilities associated with
software products, reducing the workload of human operators. In the first stage, NLP transforms
software names into word vectors. Next, the FM measures the Cosine similarity between CPE
and these word vectors. Lastly, ML refines and ranks the FM results, presenting analysts with
prioritized CPEs based on severity (highest, high, medium, low, lowest, and reject) and key

attributes like vendor and product attributes. Based on these outcomes, the RS provides prioritized
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CPE suggestions for focused attention by analysts. The performance was evaluated by comparing
scenarios with and without the RS, using 50 software and hardware inventory packages. Without
the RS, the average number of manual searches for software was 119, with only 8% leading to
conclusive results. With the RS, the average number dropped to 2, with 40% conclusive results.
For hardware, searches decreased from 34 to 2, with an enhanced conclusiveness rate from 28% to
48%. This analysis proves the RS’s ability to provide precise results in identifying vulnerabilities
compared to manual processes.

Table 4.2 presents various research projects investigating the application of RSs in the cyberse-
curity domain. The papers were categorized based on three points: surveys provide an overview
of RS applications in cybersecurity, studies focused on approaches that anticipate attacks, iden-
tify threats, and provide defense measures, and approaches that support data interpretation and

decision-making processes, goals that are shared by CROSS.

Table 4.2: Cybersecurity RSs related work summary
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4.2.2 Context-aware

The related work in this area is organized based on distinct criteria, including surveys, privacy,

social networks, sequence context, evaluation, scalability, sentiment analysis, and latent context.
In 2011, Adomavicius et al. investigated the concept of context and its role in improving RS’s

performance [Adomavicius et al., 2011]. Their analysis is focused on strategies for extracting con-

textual data, including explicit, implicit, and inference techniques, incorporating it into RSs through
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pre-filtering, post-filtering, and contextual modeling algorithms. Furthermore, they elucidate a

unified approach derived from these methods, exemplified through a detailed case study.

A year later, Verbert et al. proposed a taxonomy with different context dimensions within
technology-enhanced learning (TEL) applications [Verbert et al., 2012]. The taxonomy encom-
passes computing, location, time, physical conditions, resources, user, and social relations. Their

work also reviews TEL RSs, showing challenges and prospects in this field.

In 2015, Champiri et al. provided a comprehensive review of CARS solutions in academic digi-
tal libraries [Champiri et al., 2015]. Their analysis revealed a categorization of existing approaches
based on the data types utilized, which predominantly fell into user, document, and environmental
contexts. They found CF to be the most prevailing approach among various techniques. The authors
also offer suggestions for developing effective CARSs within this domain. Abbas et al. surveyed
CARS:s utilizing computational intelligence (CI) approaches, assessing their efficiency in handling
challenges, such as sparsity, cold-start, and scalability [Abbas et al., 2015]. The CI methodologies
studied comprise fuzzy sets, artificial neural networks, evolutionary computing, swarm intelligence,
and artificial immune systems. The evaluation was performed on these methods using MAE, RMSE,
NMAE, coverage, precision, recall, and other metrics. The experiments demonstrate that the most

effective CARS is based on combining multiple CI approaches.

Two years later, Ben Sassi et al. published an in-depth analysis of existing CARSs in mobile
environments [Ben Sassi et al., 2017]. The related work is organized based on the nature of
contextual data, including location, time, social information, activities, emotions, and multi-
dimensional data. Each CARS implementation within these groups describes the application
field, context granularity, recommendation approach, handling of cold-start cases, and evaluation

employed.

In 2018, Villegas et al. surveyed CARSs to elucidate the relationship between contextual
information and recommendation techniques [Villegas et al., 2018]. By examining numerous
research papers, the authors discussed the techniques utilized across various stages of the recom-
mendation task, the methods devised for integrating contextual data, and the phases at which such
data is assimilated. Additionally, this review offers insights into the most prevalent context types in

different domains alongside evaluation strategies, including properties, metrics, and protocols.

After one year, Raza and Ding addressed diverse recommendation techniques utilized by
CARSs while also discussing strategies for mitigating the curse of dimensionality [Raza and Ding,
2019]. The most predominant recommendation approaches the research community embraces for
integrating contextual factors include MF, Tensor Factorization (TF), LDA, Markov, and bandit
algorithms. Furthermore, to alleviate the curse of dimensionality, the authors deliberated on

techniques such as PCA, SVD, and MF alongside other methodologies.

In 2020, Kulkarni and Rodd provided an in-depth exploration of the context concept, including
known classifications and techniques adept at incorporating this aspect in RSs [Kulkarni and
Rodd, 2020]. Existing methodologies are categorized into two groups: bio-inspired computing

and statistical computing. The former pertains to CI methods inspired by biological behaviours
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observed in nature, while the latter entails the application of statistical tools for learning from data.

The authors also analyze ideas to tackle challenges such as cold-start, sparsity, and scalability.

One year later, Lozano Murciego et al. conducted a literature review on deploying CARSs
within the music domain [Lozano Murciego et al., 2021]. Their work encompasses analyzing
diverse contextual types, evaluation protocols, and metrics alongside methodologies for integrating
such data into the recommendation process. Moreover, they investigate various devices and
software, including smartphones, sensors, and IoT devices, adept at capturing contextual data for
music recommendation. Suhaim and Berri presented a comprehensive analysis exploring context
factors in online social networks [Suhaim and Berri, 2021]. Their literature review discusses
recommendation techniques employed in CARSs, such as CF, content-based, graph-based, and
hybrid. Furthermore, the authors discern potential research avenues, including implicit context
data and the introduction of IoT wearables to enrich contextual information acquisition. Rodriguez-
Hernéndez and Ilarri also contributed with a vast survey focusing on Al-driven mobile CARSs from
an information management standpoint [del Carmen Rodriguez-Hernandez and Ilarri, 2021]. Their
work encompasses knowledge about mobile computing, CARS features and techniques, and other
relevant characteristics. The authors divide mobile context-aware recommendation methods into
pull-based and push-based. The former entails users explicitly requesting suggestions, whereas
the latter delivers implicit recommendations without a direct request. Their findings suggest a
trend towards increased adoption of push-based solutions in the future, enabling mobile devices to
operate in a more distributed manner. Nawara and Kashef investigated content-aware RSs deployed
within IoT environments as their associated application domains [Nawara and Kashef, 2021].
Apart from exploring classical context-based techniques and existing limitations, such as cold-start,
scalability, and sparsity, the authors address the context life cycle, comprising phases like contextual
information acquisition, context modeling, context reasoning, and context dissemination. The
most common challenges in this area include heterogeneity, scalability, interoperability, limitations

related to context exploration and extraction, security concerns, and computation capabilities.

In 2022, Adomavicius et al. offer an updated view of approaches capable of modeling contextual
information within RSs [Adomavicius et al., 2022]. In addition to classical methods and TF, the
authors scrutinize the application of DL and reinforcement learning (RL) techniques for delivering
contextualized suggestions.

Two years ago, Casillo et al. studied CARSs in the cultural heritage field [Casillo et al.,
2023]. The authors debated various approaches and systems that facilitate the integration of context
information and enhance the cultural heritage experience with improved recommendations.

In 2014, Panniello et al. conducted a benchmarking analysis with various pre-filtering, post-
filtering, and contextual modeling techniques, employing performance and diversity metrics [Pan-
niello et al., 2014]. Their experimental framework evaluates CARS methods across distinct
recommendation task types (Find-all vs. Top-n), context granularities (coarse vs. fine granularity),
and recommendation data types. Evaluation metrics include precision, recall, F-measure, Shannon’s
entropy, Tidemann & Hall’s index, among others. The results indicate the absence of a singular

dominant methodology across the scenarios and settings explored. The authors claim that CM is
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the most reliable approach for achieving balanced performance in terms of accuracy and diversity.

In 2022, Chen et al. introduced SecRec, a privacy-preserving algorithm designed to ensure data
privacy while maintaining the accuracy of context-aware recommendations [Chen et al., 2022]. This
methodology supports offline users and operates with various security protocols. These security
modules use standard additive secret-sharing structures with secure negative integer computation.
The authors evaluated the SecRec protocols, focusing on runtime performance and computation
overhead, measured in terms of message bytes. Additionally, they conducted an empirical analysis
using a real-world dataset, comparing SecRec’s performance against traditional methods that do
not prioritize privacy. Experimental findings show that SecRec achieves recommendation accuracy
comparable to non-privacy-preserving strategies. Moreover, its suitability for cloud environments
is highlighted due to its parallel computing capabilities.

In 2013, Liu and Aberer devised SoCo, an RS combining social network data and contextual
information to augment recommendation efficiency [Liu and Aberer, 2013]. This system employs
random DTs to partition the rating matrix into distinct sub-matrices based on their contexts. Then,
SoCo predicts user preferences for items by referencing similar rating sub-matrices. This prediction
task is facilitated by a modified MT approach, enhanced with a social regularization term aimed
at capturing the influence of friends sharing similar interests. The user similarity is quantified
using a context-aware Pearson correlation coefficient. SoCo’s performance is evaluated against
state-of-the-art context-aware and social RSs [Sarwar et al., 2001, Ma et al., 2011, Zhong et al.,
2012] with MAE and RMSE metrics. The results demonstrate SoCos’s superiority, exhibiting a
performance enhancement of 15.7% and 12.2% over the respective comparison groups.

Seven years later, Zhao et al. devised TrustTF, a novel bias tensor factorization model using
user social trust data and implicit feedback to mitigate sparsity and enhance the recommendation
performance [Zhao et al., 2020]. The social data is categorized into unilateral and mutual trust,
enabling the association of distinct weight functions and varying degrees of relationship strength.
TrustTF is evaluated against several baseline methods [Ma et al., 2008, Ma et al., 2009, Ma et al.,
2011, Guo et al., 2015, Yang et al., 2017, Wu et al., 2017] through MAE and RMSE metrics. The
results highlight the benefits of integrating implicit feedback and social data in the recommendation
task, with TrustTF outperforming the other solutions.

Following another year, El Yebdri et al. implemented TCPoFA, a hybrid trust-based context-
aware post-filtering methodology combining trust and context to enhance recommendation quality
[El Yebdri et al., 2021]. TCPoFA consists of three main steps: preprocess contextual data through
context compensation, compensate rating prediction with trust networks for user similarity estima-
tion, and post-filtering recommendation. The proposed method’s performance is compared against
various state-of-the-art algorithms [Koren, 2010, Said et al., 2011, Zheng et al., 2012, Guo et al.,
2015] using evaluation metrics like MAE and RMSE. Experimental findings indicate that TCPoFA
outperforms these techniques, except TrustSVD. The authors also explored the impact of trust
propagation, trust nearest neighbor, the threshold for confident users, and trust information.

In 2019, Igbal et al. implemented KCR, a kernel-based CARS characterized by its accuracy,

scalability, and flexibility [Igbal et al., 2019]. This solution has two versions: user-based and
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item-based, each exploring different user-related and item-related contexts using an array of kernels.
KCR integrates various kernels tailored to capture certain aspects of user and item contexts (time,
location, health, and other types). These kernels are combined with additive and multiplicative
models, facilitating the computation of residual ratings crucial for the recommendation operation.
The KCR is evaluated on different dimensions. Firstly, user- and item-based KCR are assessed
with additive and multiplicative models regarding RMSE across sparse and less sparse datasets.
Moreover, KCR is compared with other methodologies [Baltrunas et al., 2011, Ghazanfar et al.,
2012, Zheng et al., 2013, Wu et al., 2017]. Polynomial and poly-gaussian approaches in rating and
context kernels were also experimented with RMSE and F1-measure. The results show that KCR

surpasses the remaining techniques in sparse and dense datasets.

During the same year, Aghdam explored a context-aware RS utilizing hierarchical hidden
Markov models [Aghdam, 2019]. These models analyze the latent context of users to adapt to
changes in their preferences dynamically. Users are represented as a hidden Markov process, with
their current context being the hidden variable. This approach aims to maximize the likelihood
of transitions between model states and derive a probability distribution for predicting the user’s
following context, thereby enriching the recommendation task. The effectiveness of this CARS
system is evaluated against various baseline models, including a hidden Markov model, SPM,
Item-based Markov modeling, user-based kNN, BPRMEF, popular, and random, using precision,
recall, and F-measure metrics. The overall results indicate that hierarchical hidden Markov models
are more efficient than the remaining techniques, and the recommendations can be more diverse.
Livne et al. proposed a novel method for modeling sequential context and introduced three neural
CF (NCF) extensions tailored for the CARSs field [Livne et al., 2019]. The study capitalizes on
the LSTM network to retrieve sequential latent context from sequences of contextual information.
Moreover, three NCF variants are presented: the explicit neural context model (ENCM), which
integrates explicit context data; the latent neural context model (LNCM), focused on the latent
representation of short-term context data; and the sequential latent context model (SLCM), which
uses sequential latent context derived by the LSTM. These methodologies are evaluated against
various approaches [Baltrunas et al., 2011, Hazan et al., 2011, Unger et al., 2016, He et al.,
2017, Civin, 2018] using RMSE, MAE, and HR @k. Experimental results demonstrate that SLCM
outperforms these solutions, improving ranking quality by up to 16.3% in the HR @k metric and
enhancing prediction accuracy by 9.47% for RMSE and 8.98% for MAE.

In 2020, Unger et al. investigated the incorporation of contextual information in DL frameworks
and designed three DL-based CARSs that employ distinct latent context representations [Unger
et al., 2020]. These strategies are the explicit context-aware model (ECAM), unstructured context-
aware model (UCAM), and hierarchical context-aware model (HCAM), each characterized by
the usage of explicit, unstructured, and structured latent contexts, respectively. To assess their
efficiency, their performance is evaluated against diverse neural and non-neural CF approaches
[Koren, 2008, Rendle et al., 2011, Baltrunas et al., 2011, Unger et al., 2016, Unger et al., 2016, He
et al., 2017] through MAE and RMSE metrics. The experiments show that ECAM, UCAM, and

HCAM outperform the alternatives for rating prediction, top-k recommendation generation, and
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user feedback classification. Moreover, the application of structured latent context yields superior

performance compared to other CARS models.

Last year, Sohafi-Bonab et al. presented DCARS, a deep CARS tool that enriches the rec-
ommendation task based on session latent context and users’ short and long-term preferences
[Sohafi-Bonab et al., 2023]. DCARS comprises three phases: user and item embeddings, session
extraction context, short and long-term preferences modeling, and recommendation generation.
The first level, DCARS, employs a non-negative matrix factorization (NMF) to represent item
associations within each session in the latent context space. An attention mechanism is applied to
identify the most relevant items within these sessions. In the second phase, a bi-directional LSTM
and an attention module encode long-term preferences and discover the most crucial sessions.
Meanwhile, gated recurrent units (GRUs) capture short-term interests. The last step integrates
short- and long-term preferences with the context of the last session to generate recommendations.
DCARS’s performance is compared against various methodologies [Rendle et al., 2009, Rendle
et al., 2010, Hidasi et al., 2015, Li et al., 2017b, Ying et al., 2018, Liu et al., 2018, Kang and
McAuley, 2018] using the hit rate (HR) and MRR metrics. The results obtained showcase DCARS’s
superiority across the utilized datasets and metrics.

In 2019, Costa and Dolog proposed CONCARS, a neural CARS system capable of learning
temporal patterns in both user’s and item’s embeddings [Costa and Dolog, 2019]. This platform
aggregates six layers: input, collective embedding, interaction, convolutional, fusion, and prediction.
The first layer preprocesses user and item information, while the second structure embeds data
regarding their interactions (user-item, item-user, user-time, and item-time vectors). The interaction
layer models correlations between users and items in different timestamps. The convolutional layer
utilizes CNNs to extract nonlinear interactions in the previous phase. The fusion layer merges the
output provided by these CNNs, which the prediction layer utilizes to compute the user’s preference
score for a specific item at a given time. CONCARS is benchmarked against other baseline methods
[Rendle et al., 2009, Karatzoglou et al., 2010, Baltrunas et al., 2011, Kim et al., 2016, He et al.,
2017, Costa and Dolog, 2018], using the HR and NDCG metrics. Experimental findings indicate
that CONCARS outperforms the mentioned approaches regarding the top-N item recommendation,

considering implicit feedback.

Four years ago, Abinaya and Devi introduced a context-specific sentiment-based stacked
autoencoder designed to learn user preferences by combining ratings and reviews, enhancing the
top-N recommendation accuracy [Abinaya and Devi, 2021]. This tool comprises four modules:
context generation, which is responsible for capturing user behaviour; item-splitting, which builds
artificial context-based items; sentiment analysis, which discerns the sentiment scores of the
reviews; and user preference prediction and top-N recommendation. This system is compared
against some baseline models [Sedhain et al., 2015, Wu et al., 2016, Wang et al., 2019a] with
precision, recall, MAP, and DCGN metrics. The experiments showcase CSSAE’s superiority over
the strategies mentioned and its efficiency in addressing the scalability challenge.

In 2022, Livne et al. presented a genetic-based feature selection method that identifies low-
dimensional subsets of contextual data integrated within CARS [Livne et al., 2022]. Their GA
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approach generates and stacks various feature subsets, each representing a deep context-aware
model. Furthermore, this method can be fine-tuned to prioritize recommendation efficiency and
user concerns like privacy and battery consumption. The proposed methodology is evaluated
against a range of conventional ML techniques (LR, NB, SVM, RF, XGBoost, and Categorical
Boosting), models devoid of contextual features (NeuMF), deep context-aware models with feature
selection (ENCM, forward selection context model, and backward selection context model), deep
context-aware models with dimensionality reduction (LNCM and SLCM), and deep context-aware
models without dimensionality reduction or selection (NCM, deep factorization machines, and
combination of feature importance and bilinear feature interaction) with a smartphone dataset. The
evaluation metrics encompass AUC, log loss, MRR, HR, and computation time. The experiments

show the superiority of the proposed method over the diverse scenarios explored.

Recently, Wei and Chow presented a unified graph recommendation platform integrating graph
convolution networks (GCN) with RS techniques, highlighting their common points and differences
in parameter configuration and message-passing styles [Wei and Chow, 2023]. Moreover, the
authors introduced FGCR, a fused graph context-aware RS that fuses item-based models with
a linear graph convolution network to improve the relationship between user, item, and context.
FGCR employs a masked graph convolution approach to aggregate user-item interactions and
contextual information effectively. The proposed method is evaluated regarding rating prediction
[Guo et al., 2017, Wang et al., 2017, Wang et al., 2021a] and top-K recommendation performance
[Rendle et al., 2009, He et al., 2020, Wang et al., 2020, Mao et al., 2021, Shen et al., 2021, Liu
et al., 2022, Wu et al., 2022] with metrics such as AUC, recall, and NDCG. Experimental findings
demonstrate the performance improvement achieved by the proposed solution compared to other
methodologies. Additionally, applying an ablation study and user group analysis indicates that

FGCR is effective for active users and modeling sparse context relationships.

In 2016, Srivastava et al. developed CSRS, an RS that integrates contextual and sequence-
aware features into the recommendation process [Srivastava et al., 2016]. In addition to user data
and preferences, CSRS incorporates the sequential bigram of items to enhance recommendation
accuracy. Considering the user’s context, past preferences, and the sequence of previously favored
items, the proposed model computes the score for every next item. These items are ranked according
to these values, optimizing recommendation relevance. This method is benchmarked against LDA
and a query-based CARS [Hariri et al., 2013] using the HR metric across various datasets. Results

show that CSRS outperforms these approaches in various scenarios.

Five years later, Kumar et al. implemented an RS implementing sequence and context-aware
features for activity recommendation [Kumar et al., 2021]. With data about user activity, this plat-
form offers suggestions for the next activity (ActivRec method [Kumar et al., 2014]), the following
sequence of activities (with ActivRecSeq), and the context for the next activity. User activities
are conceptualized as different timelines and inspected with a two-level edit distance, considering
the order and features of activities executed. Evaluation of each recommendation level involves
the application of diverse strategies [Pitkow and Pirolli, 1999, Rendle et al., 2010, Kumar et al.,
2014, Hidasi et al., 2015, Grbovic et al., 2015, Quadrana et al., 2017] using MRR and recall across
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various configurations. Regarding the recommendation of the next sequence of activities, the pro-
posed approach is compared against AKOMSeq, PopSeqRec, OccurSeqRec, and DurationSeqRec
using metrics such as agreement (a measure of the concordance between the suggested sequence
and the actual sequence up to a specified length)) N-count matching. Furthermore, the performance
is compared with recommendation-based post-filtering and context-aware post-filtering techniques
using the MRR metric to recommend the next context. The experiments proved the introduced
methodology’s superiority over existing state-of-the-art strategies.

Table 4.3 provides a brief overview of several research projects explored previously. Their
division also hinges on three aspects: survey papers analyzing the state of context-aware RSs,
studies addressing common challenges such as privacy, scalability, and evaluation, and approaches
that enhance recommendations through social networks, sequence context, sentiment analysis, and

latent context factors.

Table 4.3: Context-aware related work summary
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Table 4.3: Context-aware related work summary
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Despite considerable research efforts directed toward surveys, evaluation techniques, and their

metrics, critical helpdesk concepts such as privacy and scalability continue to present challenges.

4.2.3 Sequence-aware

The literature review under examination is structured according to its thematic focus, encompassing
surveys, explainability, graph-POI recommendation, SPM, GNN, NN, or attention mechanisms.

In 2018, Quadrana et al. performed an extensive study into the role of sequences in RSs
[Quadrana et al., 2018]. They categorized existing literature based on recommendation tasks,
goals, and approaches while benchmarking different recommendation techniques. Their analysis,
spanning numerous research papers, categorizes works by context adaptation type (session-aware,
session-based, and last-n), order constraint (weak, inferred, and strong), and domain. Their findings
indicate a prevalence of last-n interactions, especially within the e-commerce domain, often relying
on implicit derived ordering constraints.

Two years later, Karlapalepu reviewed RSs integrating CF with SPM algorithms within the
e-commerce domain [Karlapalepu, 2020]. The author introduces a taxonomy organizing the related
work on SP-based e-commerce RSs according to their features and algorithms. His analysis reveals
that incorporating SP into user-item matrices in RSs yields multiple benefits, including improved
recommendation accuracy, reduced data sparsity, facilitation of novelty suggestions, and enhanced
scalability. Fang et al. investigated the application of DL for sequential recommendation and
introduced a taxonomy based on the recommendation task [Fang et al., 2020]. This classification
organizes DL-based sequential recommendation systems into three groups, including experience-
based, transaction-based, and interaction-based. Experience-based systems are characterized by
users interacting with the same object multiple times, exhibiting different behaviour types. In
contrast, transaction-based systems involve users displaying the same behaviour type for various
items. Interaction-based systems represent a mixture of both previous tasks. Furthermore, the
authors elucidate several techniques within these groups and identify aspects that impact DL-based
models regarding input, data processing, model structure, and model training.

In 2018, Kang and McAuley implemented SASRec, a self-attention-based sequential recom-
mendation model that captures long-term semantics similar to an RNN and predicts the next item
based on the last-n actions like Markov Chains [Kang and McAuley, 2018]. SASRec consists of
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four components: an embedding layer, a self-attention layer, a point-wise feed-forward network,
and a prediction layer. The embedding layer maps the training sequence into an item embedding
matrix, while the self-attention layer generates matrices for the queries, keys, and values via
linear projection. The point-wise feed-forward network adds non-linearity and interdimensional
interactions to the model, and the prediction layer forecasts the next item. SASRec’s performance
is benchmarked against other approaches [Rendle et al., 2009, Rendle et al., 2010, Hidasi et al.,
2015, He et al., 2017, Hidasi and Karatzoglou, 2017, Tang and Wang, 2018]. Evaluation based on
the HR and with normalized DCG metrics demonstrates SASRec’s superiority over these techniques

across sparse and dense datasets.

One year later, Chu et al. presented a self-attention sequential-aware and knowledge-aware
modeling designed for the next news recommendation [Chu et al., 2019]. This hybrid system utilizes
self-attention mechanisms to capture intricate data patterns and integrates knowledge graphs to
unveil deep user connections. Its performance is evaluated with other methodologies [Hidasi et al.,
2015, Lietal.,2017b, Park et al., 2017, Tang and Wang, 2018, Zhang et al., 2018], using metrics like
HR @10 and mean reciprocal rank (MRR). Experimental findings highlight the proposed solution’s
superior performance over alternative strategies. Chen et al. developed a long-term and short-term
attention memory network that incorporates the user’s interests and sequential session behaviours
to predict the next item [Chen et al., 2019]. This system comprises three main components: an
embedding layer for mapping users and items into dense spaces, a session-level attention memory
network for computing current session embeddings, and a preference-level feed-forward neural
memory network for calculating the attention on long and short-term preferences. Evaluation
against various algorithms [Rendle et al., 2009, Rendle et al., 2010, Wang et al., 2015b, Yu et al.,
2016, Ying et al., 2018], using metrics such as Rec@10, Rec@20, and MRR, demonstrates this

solution’s superior performance.

Also in 2019, Du et al. devised EventAction, a visual system designed to deliver and explain
recommendations concerning temporal sequences in the context of student advising [Du et al.,
2019a]. It processes input data about the current situation and desired output, formulating action
plans based on the generated suggestions. EventAction is characterized by finding similar archived
records with Euclidean distance, exploring potential outcomes, scrutinizing recommended proce-
dures, and refining the action plans through visual techniques. These four stages were assessed
across diverse scenarios involving a student review manager and three graduate students. The
experiments reported EventAction’s efficacy in executing the stages above and its capacity for

coherent navigation.

Following two years, Lonjarret designed an explainable sequential-based RS for the Visiativ
company [Lonjarret, 2021]. The system introduces recommendation embedding based on a frequent
sequences metric, facilitating the construction of Markov chains with multiple orders to capture
sequential dynamics and discern the most pertinent segment of user historical data for consideration
in the recommendation task. Moreover, a subgroup discovery method employing different pattern
languages is presented to enhance the explainability of the suggestions. Both features undergo

evaluation across diverse scenarios and metrics, with the introduced method outperforming state-
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of-the-art approaches [Rendle et al., 2010, He et al., 2017, Jannach and Ludewig, 2017, Kang
and McAuley, 2018, Tang and Wang, 2018] based on metrics such as AUC, HR at position X
(HR_X), and normalized discounted cumulative gain (NDCG) at position X (NDCG_X). Regarding
explainability, an analysis of various algorithms [Rendle et al., 2010, Feng et al., 2015, He et al.,
2017, Kang and McAuley, 2018] was conducted using AUC and HR metrics. The findings affirm
the suggested method’s capability to provide local explanations based on user preferences or the
sequence of actions performed. Xian et al. proposed EX?, an Extract-Expect-Explain framework
addressing the need for explainable attribute-aware item-set recommendation [Xian et al., 2021].
This tool takes various inputs to generate interpretable recommendations, including a query item,
a list of candidate items, and their features. The Extract phase employs an attention-based item
embedding learning mechanism to reduce the candidate set. In contrast, the Expect phase utilizes an
attribute-differentiating network to analyze the item utility relative to the query item. The Explain
step uses a bipartite b-matching-based algorithm to construct explainable recommendations based
on the filtered items and their utility scores. The evaluation analyses the top-n recommendation
performance with the NDCG @10, recall@10, precision metrics, and the attribute ranking with the
average score and normalized score. In the first scenario, EX? is compared with a few approaches
[Rendle et al., 2009, Shi et al., 2018, Chen et al., 2020], while in the second case, it is evaluated
against random and greedy strategies. In both scenarios, EX> consistently demonstrates higher

performance in providing explainable recommendations.

More recently, Ariza-Casabona et al. implemented a sequence-aware explainable RS that
considers user-item review interactions to improve recommendation explainability [Ariza-Casabona
et al., 2023]. This approach performs multitask optimization, including rating prediction, context
prediction, explanation generation, and next-item prediction. This model uses three masking
alternatives: causal, bidirectional, and sequence-adapted PETER. Its evaluation covers rating
prediction, explainability, text quality, attention masking role, and the impact of recommendation
tasks as regularizers. The presented RS is compared with three techniques [Dong et al., 2017, Li
etal., 2017c, Li et al., 2021] with several metrics, including MAE, RMSE, and others. The results
indicate that adding historical interaction user data further improves sequence-aware RS.

In 2018, Kerschbaumer proposed a novel two-stage approach for sequence-aware RSs with
a convolutional neural network (CNN) [Kerschbaumer, 2018]. The initial level employs CNN
to predict the next item a user will likely interact with, generating a list of the top-n items.
Subsequently, a ranking network refines this list’s ordering by incorporating the item’s content
information and external data. The evaluation comprises a comparative analysis of CNN for
sequence-aware recommendations across diverse hyperparameters and state-of-the-art techniques
[Hochreiter and Schmidhuber, 1997, Rendle et al., 2009, Hidasi et al., 2015, Covington et al.,
2016], along with assessing the proposed two-stage RS. The performance metrics include precision,
average rank, and MRR. Results demonstrate CNN outperforms POOL and RNN methods in the first
scenario and exhibits superior performance compared to POOL, particularly with reduced datasets
in the second scenario. Smirnova also explored NNs by introducing an RNN model to enhance the

next-item prediction by incorporating user browsing history and interactions with recommended
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actions [Smirnova, 2018]. The proposed RNN combines action-conditional RNN principles with
two fusion mechanisms: early and late fusion. These fusion strategies perform multiplicative
integration of the hidden state and action at different positions with the RNN (early fusion at the
state transition and late fusion at the output layer). The top-n quality is evaluated by contrasting
baseline RRN models (based on navigation and clicks) with action-condition RNNs employing
early and late fusion with the precision metric. Findings suggest that an action-condition RNN with

late fusion captures recommended item data more effectively than the remaining solutions.

One year later, Yan et al. presented a 2D CNN framework for sequential recommendation
[Yan et al., 2019]. It comprises three core modules: the embedding lookup layer, the pairwise
encoding structure, and the 2D convolution component. Within the embedding layer, items and
users are embedded into matrices, while pairwise encoding builds a three-way tensor atop these
embedding matrices to capture complex patterns. The 2D CNN is employed to learn sequential
features from the tensor derived earlier. The efficacy is evaluated against other state-of-the-art
methodologies [Rendle et al., 2009, Rendle et al., 2010, Hidasi et al., 2015, Tang and Wang, 2018].
Results demonstrate that the introduced method outperforms these approaches regarding MAP
(mean average precision), precision, and recall attributes.

In 2021, Le et al. devised an approach to recommend the next items from large sequential
databases, given a query item set and its associated attributes [Le et al., 2021]. Their strategy
involves item extraction, item-set clustering, transition rule mining, and set-of-items recommen-
dations. Initially, the method aggregates and categorizes similar items from sequential databases,
followed by clustering based on the representative item-set vector obtained using density-based
spatial clustering of applications with noise. Transition rules are inferred by vectorizing the item
values and using pattern mining techniques. Recommendations are formulated by identifying items
belonging to the closest item-set type concerning the input item-set. The items recommended are
selected based on their frequency and uniqueness. This methodology is evaluated with medical
staff in an electronic medical record system, utilizing precision, recall, and F-measures as metrics.
The results suggest that the proposed method can recommend item sets with high precision and

recall, although poor clustering can heavily degrade the recommendation accuracy.

In 2016, Xie et al. designed a novel graph-based embedding metric capable of learning the
embeddings of point-of-interest (POI) within a low-dimensional Euclidean space [Xie et al., 2016].
The method reduces the prediction space while dynamically tracking user preferences. This metric
adopts a time decay mechanism, wherein recently visited POIs by users are accorded higher weights.
Additionally, the authors invented a graph-based embedding metric with the sequential influence of
POIs by integrating sequential pattern analysis into the learning task of POI embeddings. Using the
accuracy measure, both methodologies are evaluated with three methods [Rendle et al., 2009, Feng
et al., 2015, Wang et al., 2016]. The experimental results demonstrate the superior performance of
the proposed techniques.

Four years later, Lim et al. introduced a spatial-temporal-preference user dimensional graph
attention network to enhance the next POI recommendation task [Lim et al., 2020]. This model

employs local user preferences and self-attention to explore POIs within global spatial-temporal-
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preference neighbourhoods. The recommendation process entails the analysis of the advantages
conferred by utilizing local and global neighbourhoods in the presented model through the explo-
ration and exploitation of the trade-offs. To evaluate its efficacy, the proposed model is compared
with various algorithms [Elman, 1990, Koren et al., 2009, Kong and Wu, 2018, Sun et al., 2020, Zhao
et al., 2022] with the accuracy and MAP metrics. The experiments indicate the proposed method
outperforms the state-of-the-art methodologies on location-based social networks, terrorism, and
transportation datasets. Chang et al. developed the GGLR, a graph-based geographical latent
representation model that captures highly non-linear geographical influences between POIs [Chang
et al., 2020]. This approach utilizes a graph autoencoder to train the geographical latent represen-
tation of two influences (ingoing and outgoing), increasing the geographical influence between
two POIs with high visitation frequencies. Furthermore, the authors present a graph-based POI RS
with GGLR as its core. The efficiency of the latter component is assessed against other available
techniques [Liu et al., 2014, Lian et al., 2014, Li et al., 2015, Zhao et al., 2017, Wang et al.,
2018b, Zhou et al., 2019a] with the support of precision, recall, MAP, and NDCG metrics. Experi-
mental findings showcase the superiority of the proposed solution over the remaining solutions,

with its performance bolstered by the integration of the GGLR model.

In 2020, Ma et al. introduced a memory-augmented graph NN (GNN), to capture short- and
long-term user interests [Ma et al., 2020]. This framework uses GNNs to model items’ short-term
contextual data while employing a shared memory network to acquire long-range dependencies
between items. The representations of short and long-term interests are fused through a gating
mechanism. Furthermore, the discovery of co-occurrence patterns among related items is facilitated
by a bilinear function. This graph model is evaluated against other baseline methods [Rendle et al.,
2009, Hidasi et al., 2015, Hidasi and Karatzoglou, 2017, Kang and McAuley, 2018, Tang and Wang,
2018, Xu et al., 2019a] using the recall and NDCG measures. The experiments show improved
performance compared to the remaining techniques. Wang and Cai devised a knowledge-based
sequential RS centered on GNNs and memory networks [Wang and Cai, 2020]. This proposal
integrates sequential preference with global preference to enhance the prediction of the next user
action. In the first stage, this method constructs session graphs from interaction sequences via
GNNss to capture complex transitions between neighbour items. Then, in the global preference stage,
items are linked with existing KB entities, with this information being integrated into the GNN-
based RS through key-value memory networks. The presented RS is benchmarked against many
methods within the literature [Rendle et al., 2009, Rendle et al., 2010, Hidasi et al., 2015, Hidasi
and Karatzoglou, 2017, Li et al., 2017b, Wu et al., 2018, Huang et al., 2018, Liu et al., 2018],
employing recall and NDCG metrics. Experimental findings illustrate the superior performance of

the proposed RS over other baseline methodologies.

Throughout 2021, Hsu and Li introduced RetaGNN, a relational temporal attentive GNN
designed for holistic sequential recommendation with conventional, inductive, and transferable
settings [Hsu and Li, 2021]. This architecture is structured in five layers: an embedding layer, an
enclosing subgraphs extraction layer, a relational attentive GNN layer, a sequential self-attention

layer, and a final embedding layer. The first module utilizes a feed-forward network to produce
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embeddings for users, items, and attributes, while the second extracts high-order relationships be-
tween these entities using /-hop enclosing subgraphs. The third layer employs a relational attention
mechanism and message passing between nodes to learn the representations of users and items.
The fourth layer models sequential patterns of user preferences and item embeddings, whereas
the last layer combines these representations to generate predictions. RetaGNN'’s performance is
evaluated with other approaches [Kang and McAuley, 2018, Ma et al., 2019, Ma et al., 2020, Wang
et al., 2019¢, Zhang and Chen, 2019, Su et al., 2021, Peng et al., 2021] with the precision, recall,
and NDCG metrics. The results indicate that RetaGNN outperforms the other state-of-the-art
techniques across conventional, inductive, and transferable configurations. Chang et al. established
a sequential recommendation GNN to accommodate dynamic user preferences while handling noisy
and implicit preference signals [Chang et al., 2021]. This strategy comprises four main components:
interest graph construction, interest-fusion graph convolutional layer, interest-extraction graph
pooling layer, and the prediction layer. The initial module transforms loose item sequences into
tight item-item graphs, distinguishing different interests. The subsequent element employs an
attentive graph convolutional network to fuse the user’s preferences, discerning strong behaviours
from weaker ones. The third module utilizes user dynamic graph pooling to retain active core
preferences crucial for predicting the next user behaviours. The last stage estimates the item most
likely to be interacted with by the user. Its performance is evaluated against various approaches
[Hidasi et al., 2015, He et al., 2017, Zhou et al., 2018a, Tang and Wang, 2018, Zhou et al., 2019b, Yu
et al., 2019, He et al., 2020] through metrics such as AUC, group AUC, MRR, and NDCG. The
conducted experiments reveal that the introduced approach outperforms these methodologies and
models in long behavioural sequences effectively. Fan et al. presented TGSRec, a temporal graph
sequential RS that integrates temporal collaborative signals to enhance the recommendation quality
[Fan et al., 2021]. A temporal collaborative transformer and a graph information propagation
mechanism characterize this framework. The latter layer exploits collaborative attention to model
the collaborative signals from users and items and accounts for the item sequences’ temporal
dynamics. The second component hinges on a continuous bipartite graph where the sequential
patterns and temporal collaborative signals are fused, enriching the recommendation task. TGSREC
undergoes benchmarking with ten techniques [Rendle et al., 2009, Hidasi et al., 2015, Wu et al.,
2018, Tang and Wang, 2018, Kang and McAuley, 2018, Nguyen et al., 2018, Sun et al., 2019, Li
et al., 2020, He et al., 2020, Wu et al., 2020] using the evaluation metrics recall and MRR. Experi-
mental findings indicate that TGSRec significantly outperforms the state-of-the-art algorithms in
sequential recommendation with temporal collaborative signals.

Table 4.4 illustrates the main aspects addressed by each approach studied previously. The state-
of-the-art is organized based on three areas: survey papers reviewing the current state of sequence-
aware RSs, studies focusing on the explainability to make recommendations more transparent and
interpretable for users, and techniques for generating sequence-aware suggestions, including graphs,
SPM, GNN, NN, and attention.
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Table 4.4: Sequence-aware related work summary
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While the research community has disseminated some surveys in this area and proposed method-
ologies to enhance the explainability level, the predominant focus remains on concrete solutions
for optimizing the next item/sequence recommendation task. Diverse attention mechanisms allow
NNs and GNNss to effectively allocate attention to the most relevant elements within the input set.
Moreover, graph-POI graph structures and sequential pattern mining are other problems explored,
with the latter being less frequent in the literature.

The proliferation of various research projects exploring explainability within their recommen-
dation process renders them particularly pertinent for helpdesk solutions. In such contexts, where
attributes such as confidence and trust play vital roles in the analysis and resolution of tickets, the

conclusions provided by these studies prove their applicability within the helpdesk domain.

4.2.4 Cold-start

As uncovered previously, one of the most common factors limiting the performance of RS structures

and addressed in our proposal is the presence of cold-start scenarios. Nonetheless, the research
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community invested efforts in developing countermeasures against cold-start over the years. The
subsequent research articles are described chronologically, focusing on surveys, social networks,
user profile expansion, context features, predictive modeling, NNs, and hybrid solutions.

In 2015, Berardi et al. investigated continuous cold-start and their impact on content and
context-based e-commerce RSs [Bernardi et al., 2015]. This phenomenon arises when users or
items experience infrequent updates, resulting in various entities remaining in a cool-down state.
Despite the research community’s myriad approaches, a gap exists in addressing their continuous
effect. The authors view content-based and contextual recommendation strategies as the most
effective coping tools for this problem.

Two years later, Gope and Jain offer a comprehensive survey delineating techniques for dealing
with cold-start users in RSs [Gope and Jain, 2017]. These methods are stratified based on the nature
of the information, dividing it into explicit, such as active learning and interviews, and implicit
techniques, including social networks and adapted traditional filtering mechanisms. Additionally,
the authors compare the available methods, advocating adopting hybrid solutions to cope with the
limitations inherent in individual techniques.

In 2021, Sethi and Mehrotra investigated the cold-start phenomenon in various fields, elucidating
the available techniques [Sethi and Mehrotra, 2021]. In addition to providing a concise overview of
the cold-start concept concerning users and items, the authors delineate several domains where this
challenge prominently manifests, including e-commerce, crowdsourcing, food journalism, location-
based social networks, and news recommendations. Furthermore, they categorize approaches to
treating cold-start into three groups: adaptive traditional methods, social network-based strategies,
and DL-based solutions.

In 2010, Zhang et al. promoted a diffusion-based recommendation framework based on
social tags to augment the data between users and items [Zhang et al., 2010]. Through analysis
of tag frequencies, the method discerns user preferences across diverse topics, while tag-object
associations delineate semantic correlations. The authors conduct comparative assessments of their
approach against user-object-tag diffusion and user-tag-object diffusion, employing ranking score
(RS), inter-diversity, and inner diversity metrics. Empirical evaluations reveal improved accuracy
with the advocated method.

After five years, Zou et al. developed TrustRank, an algorithm that employs a user-trust
network to handle cold-start [Zou et al., 2015]. These social linkages encapsulate friendships and
trust relationships among diverse users under the assumption that individuals with established
friendships exhibit similar preferences. To mitigate the limited information concerning these
linkages, a PageRank methodology is employed to expand the user’s network, encompassing more
users with similar preferences. The efficiency of their approach and its variations are evaluated
against various solutions [Shardanand and Maes, 1995, Golbeck et al., 2003, Deshpande and
Karypis, 2004, Massa and Avesani, 2004, Massa and Bhattacharjee, 2004, Golbeck and Hendler,
2005], utilizing metrics, such as MAE, the standard deviation of the MAE (SDM), HR, and average
reciprocal hit-rank (ARHR). Experiment findings reveal TrustRank’s enhanced performance in

cold-start scenarios compared to conventional user-based and item-based CF solutions.
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In 2013, Guo introduced three methodologies capable of improving user preference modeling
by incorporating user behaviours and social relationships [Guo, 2013]. The initial strategy, the
Merge approach, entails the construction of rating profiles for active users through the combination
of ratings from trusted neighbours. The second technique utilizes a novel Bayesian Similarity (BS)
measure, accounting for both the direction and magnitude of rating profiles. Lastly, the utilization
of prior ratings based on experiences garnered from virtual reality environments is proposed. These
solutions are evaluated using different methods and metrics. The Merge approach is benchmarked
against other state-of-the-art algorithms [Massa and Avesani, 2007, Chowdhury et al., 2009, Ray
and Mahanti, 2010] with metrics, such as MAE, F1, and rating coverage. The performance of BS is
assessed against the Pearson correlation coefficient, Cosine similarity, mean square distance, PIP
[Ahn, 2008], and SM [Bobadilla et al., 2012a] using the MAE metric. Furthermore, the efficiency
of the prior rating technique is validated through a user study involving the exploration of two
different virtual reality scenarios. Results demonstrate the efficacy of the proposed methods in

handling cold-start cases while surpassing other existing approaches.
In 2020, Herce-Zelaya et al. designed a behavioural social stream-based RS (BSSB-RS) that

uses social networks’ user profiles in conjunction with classification trees and RF for predictive
tasks [Herce-Zelaya et al., 2020]. This framework harnesses Twitter data to generate user profiles
utilized in prediction models to determine the sustainability of recommending specific item(s) to
individual users. User segmentation based on behavioural patterns is accomplished by applying CT
and RF methodologies, enhancing recommendation accuracy. The performance evaluation of the
CT and RF methods integrated into the BSSB-RS tool is conducted using precision, RMSE, and F-
measure metrics, with the latter showing better performance. Moreover, BSSB-RS is benchmarked
with five state-of-the-art methods, including NHSM [Son, 2016], MJD [Bobadilla et al., 2012b],
and others, with the current method achieving the lowest MAE value.

In 2010, Shaw et al. proposed the application of association rules to enrich the user’s profile
[Shaw et al., 2010]. This methodology builds a taxonomy-driven product recommender [Ziegler
et al., 2004]), which mines association rules between topics that interest users, expanding their
profiles. These association rules are derived with MinMax, ReliableBasis, MinMax with HRR, and
ReliableBasis with HRR. Through evaluation metrics, such as precision, recall, and F1-measure,

their approach demonstrates enhanced performance in RSs.

Four years later, Braunhofer et al. integrated user personality traits with active learning
approaches in tourism CARSs [Braunhofer et al., 2014]. Employing an extended MF model, the
authors incorporate the Five Factor Model [Mccrae and Costa, 1996] to delineate user personalities,
encapsulating dimensions such as openness, conscientiousness, extroversion, agreeableness, and
neuroticism. [Mccrae and Costa, 1996]. Furthermore, another augmented MF model is proposed
to compose personalized user suggestions. Live user studies explore these techniques within an
Android-based RS (South Tyrol Suggests) [Braunhofer et al., 2013]. The experiments conducted
show the efficiency and utility of the implemented strategies.

In 2020, Natarajan et al. introduced an RS employing linked open data (RS-LOD) to overcome
cold-start users/items in CF [Natarajan et al., 2020]. Based on the extensive knowledge encapsulated
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within the LOD cloud, spanning diverse domains, RS-LOD incorporates semantic features about
new entities, augmenting recommendation accuracy in this context. Empirical evaluation on a

Netflix dataset reveals that the RS-LOD system exhibits lower MAE than other existing strategies.

In 2014, Zhang et al. introduced a context-aware semi-supervised co-training system to
address cold-start in RSs [Zhang et al., 2014]. Using a context-aware factorization model to capture
additional user and item data, this system builds recommendation models with a semi-supervised co-
training technique. This approach incorporates unlabeled data and generates different sub-models
from different contexts, which are aggregated into an ensemble method. The experimental setup
includes two real-world datasets and various standard algorithms, including K-NN, factorization CF
[Bell et al., 2007], and others, and utilizes the RMSE measure for evaluations. The results obtained
show enhanced system performance and cold-start alleviation. Nguyen et al. devised A-LinUCB,
an extended variant of Linear Upper Confidence Bound (LinUCB), to tackle cold-start problems
framed as contextual-bandit issues [Nguyen et al., 2014]. This technique harnesses past user ratings
as context for new users, exhibiting heightened efficiency in handling the context description matrix
compared to the LinUCB approach. Experimental evaluations entail the benchmarking A-LinUCB
against a spectrum of multi-armed bandit algorithms [Auer et al., 2002a, Auer et al., 2002a, Auer
et al., 2002b, Agrawal and Goyal, 2013]. Results illustrate the superiority of the implemented

strategy in terms of the cumulative regret online measure.

In 2011, Kim et al. surveyed error-reflected models aimed to enhance CF systems [Kim
et al., 2011]. Their algorithm generates error-reflected models through explicit ratings, employed
for predictive purposes in scenarios characterized by sparse data between users and items. The
proposed method is evaluated against benchmark techniques, with the prediction accuracy to the
cold-start cases (items and users) assessed using the MAE metric. Experimental findings indicate

superior prediction accuracy compared to benchmark alternatives.

Throughout 2015, Pereira and Hruschka introduced a hybrid RS based on simultaneous co-
clustering and learning (SCOAL) [Pereira and Hruschka, 2015]. The SCOAL module identifies
clusters of users with similar preferences and builds prediction models for each cluster [Deodhar
and Ghosh, 2010]. Considering these models, the hybrid RS searches for the most suitable cluster
for a new user or item. Evaluation of this implementation entails the assessment of the normalized
mean average in two cases: users with a limited number of ratings (partial cold-start) and new
users devoid of any ratings (pure cold-start). In the former scenario, performance metrics, such as
cluster with minimum error (CME), Pearson correlation, Cosine similarity, and PIP, are utilized.
For pure cold-start cases, weighted prediction, dynamic classification, weighted prediction with
naive Bayes, DT, and logistic regression, and dynamic classification with naive Bayes are employed.
Results indicate that CME performs better for partial cold-start, while dynamic classification is
recommended for pure cold-start.

Two years later, Volkovs et al. devised a content-based RS for offline and online tests during
the ACM Recommender Systems Challenge’17 [Volkovs et al., 2017b]. Their model predicts the
interaction probability between user-item pairs, translating this interactivity into binary positive

or negative outcomes. The proposed framework integrates five types of input: user content, item
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content, user-item content, user-item interaction, and user-item temporal. These inputs are fed into
classifiers, including deep NN and gradient boosting machines, which generate predictions regarding
the likelihood of positive or negative interactions between the users and items. Subsequently,
various approaches are explored to prune candidate pairs, such as top-100, probability threshold,
and alternative strategies. The proposed solution outperformed the remaining teams in terms of
AUC and leaderboard score metrics in offline and online competition stages.

In 2010, Basiri et al. advanced with an ordered weighted averaging (OWA) technique for
mitigating user cold-start [Basiri et al., 2010]. This proposal integrates the outputs of five recom-
mendation classifiers: CF, content-based, CF with demographic-based, demographic-based, and
CF with content-based. Using the precision metric for evaluation, the OWA approach outperforms
alternative methods [Pazzani, 1999, Delgado and Ishii, 1999].

After four years, Lika et al. presented a mechanism integrating classification methods, similarity
techniques, and prediction approaches [Lika et al., 2014]. Their system utilizes naive Bayes and
C4.5 methods to classify users into specific groups while employing custom metrics to identify
similar users based on demographic attributes. A comparative analysis tests the performance
of these approaches with a random classification method, which randomly allocates users into
predefined classes. Moreover, different weightings of demographic attributes are inspected. Based
on the MAE and RMSE metrics, the proposed solution reveals better performance in scenarios
characterized by a large user base.

In 2015, Idrissi et al. implemented a hybrid approach comprising user demographic data,
semantic information of non-demographic data, and SVD-based collaborative recommendations
[Idrissi et al., 2019]. This system retrieves and normalizes user demographic data, which is
clustered using K-means to group users according to their demographic attributes. Additionally,
non-demographic user data is vectorized to facilitate the identification of similar user profiles.
Concurrently, an SVD-based CF method is deployed to overcome traditional CF limitations while
uncovering latent similarities among users. Evaluation of the proposed method involves cluster
validation to assess its efficacy in handling cold-start users, comparing its performance against
matrix completion [Candes and Recht, 2012], and graph regularized alternating least squares [Rao
et al., 2015] through the RMSE metric. Results demonstrate the effectiveness of the hybrid solution
in mitigating cold-start and showcase improved performance compared to standard approaches.

In 2021, Fent et al. developed a Bayesian personalized ranking (RBPR) model integrating
explicit and implicit feedback data to overcome cold-start while improving ranking performance
[Feng et al., 2021]. This model merges a probabilistic MF (PMF) for explicit data and a Bayesian
personalized ranking (BPR) for implicit feedback data. The BPR technique enables RBPR to extract
implicit user and item features from implicit feedback data, while PMF facilitates the collection of
explicit features from rating data. In terms of evaluation, the proposed solution is tested against
other baseline algorithms [Salakhutdinov and Mnih, 2007, Rendle et al., 2009, Shi et al., 2012, Pan
and Chen, 2013b, Pan and Chen, 2013a, Luo et al., 2015, Li et al., 2017a]. RBPR demonstrates
superior performance in precision@3, precision@35, recall@3, recall@5, MAP, and MRR.

One year later, Kawai et al. proposed two LDA-based topic models to predict ratings for new
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users/items [Kawai et al., 2022]. These models, namely multiple correspondence LDA (MCLDA)
and multiple joint LDA (MJLDA), incorporate content-based filtering, allowing the analysis of
item topics, item feature topics, and user trait topics. While MCLDA and MJLDA are conceptually
similar, a subtle distinction lies in the independence of topics between auxiliary data about users
and items and the topic of the item in the MJLDA procedure. These topic models are evaluated
against various methodologies [Kawai et al., 2018] with diverse metrics encompassing precision,
recall, F-1, MAE, and perplexity. The findings emphasize the superior performance of the proposed
topic compared to the remaining approaches. Moreover, MCLDA and MJLDA exhibit closely

aligned performance across the referred metrics.

In 2021, Wei et al. reformulated the cold-start item representation learning from the information-
theoretic view and introduced CLCRec, a contrastive learning-based cold-start RS [Wei et al., 2021].
This framework for representation learning integrates two essential principles: mutual information
between user and item embeddings (U-I) and mutual information between feature representation
and collaborative embeddings (R-E). The authors establish a contrastive learning function integrated
within the CLCRec system to optimize these principles. This tool comprises three core segments:
contrastive pair organization, contrastive embedding network, and contrastive optimization. The
contrastive pair organization segment categorizes pairs positively and negatively based on their
similarity across U-I and R-E pairs. Subsequently, the contrastive embedding network generates
contrastive embedding networks and computes the interaction between the users and items. Finally,
the optimization structure refines model parameters with a contrastive learning algorithm. Based
on the results obtained with the NDCG@ 10 and recall @ 10 metrics, CLCRec outperformed other
state-of-the-art algorithms [Rendle et al., 2009, Geng et al., 2015, Volkovs et al., 2017a, Barkan
et al., 2019, Zhu et al., 2020, He et al., 2020, Du et al., 2020].

Two years later, Zhang et al. conducted a study on the implicit embedding net based on
expert models to address cold-start and warm-up users in the matching stage of RSs [Zhang
et al., 2023]. This methodology comprises two distinct subnets, namely original and bias subnets,
which integrate a gate network to harmonize the results generated by the two experts. Moreover,
dynamic knowledge distillation is employed, featuring a teacher selector mechanism designed
to facilitate experts in assimilating adequate data from cold-start users. Additionally, the bias
subnet is instrumental in modeling user behavior bias. By combining both subnets, latent user
behavioural patterns can be discerned. The efficacy of the proposed solution is evaluated against
other state-of-the-art methods [Rendle et al., 2011, Huang et al., 2013, Covington et al., 2016, Li
et al., 2019, Chai et al., 2022]. Comprehensive assessment utilizing metrics such as HR, NDCG,

and DCG establishes the superiority of the cold and warm net over all competing models.

In 2020, Choi et al. investigated the utility of weak supervision in forecasting the average
ratings within item-side cold-start problems. [Choi et al., 2020]. Their system entails the derivation
of genre preferences as item features, the identification of representative users, and the computation
of average preferences for a particular item through content-based filtering. This methodology
is compared with other CF frameworks, including traditional CF and neural CF (NCF), with the
MAE metric. The results reveal a superiority of the proposed method, demonstrating an enhanced
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accuracy by 21% and 38% in contrast with CF and NCF techniques, respectively. Dong et al. devised
MAMO, a memory-augmented meta-optimization model aimed at mitigating cold-start limitations
inherent in RSs [Dong et al., 2020]. This tool integrates two distinct memory components tailored
to facilitate optimal recommendation optimization: feature-based and task-based mechanisms. The
former element defines a custom bias term for model initialization, accomplished through user
profile and user embedding memory matrices. Meanwhile, the latter module aids the model in
acquiring knowledge about similar user preferences across different items. Regarding evaluation,
MAMO is compared to various techniques [Chen et al., 2018c, Lee et al., 2019, Bharadhwaj,
2019, Du et al., 2019b] with the MAE and NDCG measures. Notably, MAMO showcases improved
performance in cold-start scenarios.

Table 4.5 provides an overview of research articles addressing the cold-start problem with
diverse techniques. The literature review is organized into four main groups: survey papers ad-
dressing the cold-start problem in RSs, hybrid solutions combining different strategies, approaches
that try to gather more information about the users and items such as from social networks, user
profile enrichment, and context features, and techniques that mitigate cold-start patterns, including

predictive modeling, and NNs.

Table 4.5: Cold-start related work summary
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Most of the exposed works utilize hybrid approaches, while alternative methodologies explore
the integration of social network data and contextual information, augmentation of user profiles,

and utilization of NNs and other predictive models to mitigate this challenge.

Topics such as sparsity and privacy are not explored here since the application of synthetic data
generation (studied in chapter 3.1) can mitigate these issues. The last part of this work contemplates

the potential scalability limitations inherent in this proposal.

4.2.5 Discussion

After a few decades, RSs have become essential tools for mitigating the challenges of consumer
over-choice. With the escalating complexity of data and abundant online resources, users often
struggle to make decisions among the overwhelming number of options. RSs employ predictive

algorithms to anticipate user preferences and deliver recommendations for the most relevant items.

This chapter highlights six main types of recommendation techniques: collaborative filtering
employs user data to find similar users for item recommendations; content-based analyzes item
features to infer user interests; knowledge-based uses domain knowledge for tailored suggestions;
demographic-based relies on user-specific information to provide recommendations; community-
based suggests products based on friends’ preferences; and hybrid models combine various methods
to enhance accuracy while dealing with cold-start, scalability, serendipitous, and other issues. These
methods can be further refined by considering the context of the application and the sequence of
operations that lead to the next decision.

As shown in this thesis, RSs have made an impact in the field of cybersecurity. According to
Gadepally et al., integrating recommendation features in this domain can reduce response times to
cyber threats [Gadepally et al., 2016]. Cybersecurity operators often face overwhelming amounts
of data, which may result in missing critical details or identifying threats only after an attack occurs.
RSs address these challenges by assisting IT analysts in filtering and prioritizing information
based on contextual factors such as severity and resources, thereby streamlining threat response.
Nonetheless, there is an absence of tools capable of suggesting specific actions to security teams
to resolve different incidents. While research on this topic is limited, existing studies emphasize

the value of integrating RSs into the cyber domain [Lyons, 2014]. Currently, companies rely on
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established standards, Information Technology Infrastructure Library'® and 135020.000' to align IT
service delivery with business goals. Still, these certificates focus on providing recommendations

and advice on management structure, but they cannot handle cyberattacks.

The related work reveals several research directions for advancing RSs in the cybersecurity
area. One key improvement is developing systems that can recommend the most suitable operator
to handle an incident while providing the appropriate procedure and detailed justification for the
recommendation. Clear explanations about recommendations are critical to promote trust and

transparency, especially in cybersecurity environments.

Moreover, a significant research gap lies in how cybersecurity RSs should respond when
operators reject a recommendation. Current systems often assume user compliance; however,
dynamic decision-making in this field means operators may decline recommendations for various
reasons. Further work is needed to implement mechanisms that enable RSs to adapt to these
rejections and improve their recommendations over time.

Another key area for improvement is related to cold-start, which arises when there is insufficient
data to make informed recommendations, particularly for novel incidents. Although existing
solutions have been developed to address information scarcity in vulnerability databases like CVE,
NVD, and others [Gasmi et al., 2019], these methods focus on populating cybersecurity knowledge
bases using external sources. There is a lack of research on handling incidents when no online data
is available. Such incidents may involve zero-day vulnerabilities or emerging threats that have yet
to be cataloged.

Lastly, the research community has explored some SOC evaluation metrics (section 2.3), such
as time spent on each ticket and the average response time. However, additional relevant metrics
could be inspected. For example, metrics that assess wait time operators experience in receiving
recommendations, memory spent during the recommendation generation, and factors related to

procedure adherence or/and the refusal of recommendations by operators.

4.3 Proposed Architecture for CROSS

CROSS is characterized by its ability to identify the fastest operator-action pair using pre-filtering
techniques, handle cold-start cases through incident similarity analysis and crossover action genera-
tion, adjust suggestions based on operator refusals, and continuously adapt from each treatment
procedure performed. Again, the term operators comprises all the roles discussed in section 2.1.
Like SNOOKER, CROSS is supported with an interface implemented with PyQT?°. From this
point forward, for clarity purposes, the incident type will also be referred to as family, and the

incident sub-type as subfamily. Figure 4.15 illustrates the main operations in the CROSS workflow.

18Documentation available at https: //www.ibm.com/topics/it-infrastructure-library

9Documentation available at https://pecb.com/en/education-and-certification-for-
individuals/iso-1ec—-20000

20pocumentation available at https: //wiki.python.org/moin/PyQt
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Figure 4.15: CROSS Ticket Treatment

For each incident, CROSS evaluates its novelty and follows a series of steps culminating in
identifying the operator responsible for closing it and the corresponding action. The following

sections provide more details regarding the tasks performed.

4.3.1 Input

As shown in Fig.1.1, SNOOKER was used to simulate training and testing data in the absence of
real-world data to evaluate CROSS’s ticket treatment. The training set emulates tickets previously
processed by SOC operators. After processing the training set, CROSS assimilates various details
regarding the families, subfamilies, and outliers, refining its knowledge about outlier data, family
features matrix, family and subfamily actions, and other factors.

The testing dataset simulates tickets awaiting resolution by SOC teams. As discussed in the
previous chapter, each ticket is characterized by numerous attributes, including but not limited to
geographical location, raised and fixed date, and client, among other properties. Supplementary data
regarding the teams, shifts, priority levels, and other features is extracted from a configuration file
used by SNOOKER. It is important to note that CROSS does not have access to all the information
available in SNOOKER. The goal is to maintain two distinct systems: SNOOKER acts as a real-life
operator emulator serving as the ground truth for systems validation, and CROSS independently
suggests the fastest pair for treating the testing tickets while having access only to data it would have
in a real environment. By observing the ticket resolution process, CROSS improves its performance

over time without relying on complete data access.

4.3.2 Cold-Start

Before delivering a recommendation, CROSS determines whether the incidents (family or sub-

family) represent a cold-start scenario. If the incident is recognized, CROSS analyzes the fastest
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operator-action combination. Conversely, in cases where the family remains unknown, the system
searches similar types, generates a crossover action from them, and estimates the fastest operator to
execute it.

The analysis of similar incidents in cold-start scenarios for unknown families is accomplished
through a matrix cataloging all existing features of the families within the CROSS domain knowl-
edge. This matrix, built during the analysis of the training dataset, inspects the features associated
with both known and unknown incidents. Such a matrix is represented with dimensions n x m,
where n represents the number of event types or families, and m signifies the number of features
associated with each event type. This approach follows the inverse principle of Hamming distance
(discussed in section 4.1.3), where similarity is assessed based on list differences. This matrix
employs a binary encoding scheme, where 1 indicates the existence of a specific feature, while 0
denotes its absence. This structure facilitates the comparison of known incident attributes with those
of unknown events. Then, CROSS identifies those with the highest similar feature distribution. In
case no family matches the family’s registered features, a novel family is created and introduced in

the system. The generation of new families is ensured by SNOOKER (detailed in section 3.2.2.2).

Table 4.6: Cold-Start example

Family Feature 1 Feature 2 Feature 3 Feature 4
A 1 0 1 0
B 0 1 0 1
C 1 1 1 0
Unknown 1 0 1 0 1
Unknown 2 1 1 0 1

Considering the families A, B, C, and two unknown families in Table 4.6, CROSS classifies
unknown 1 as existing since its feature vector (0, 1, 0, 1) matches that of family B (0, 1, 0, 1). In
contrast, the other unknown family is categorized as new since there are no existing families with
the same set of features (1, 1, 0, 1).

If the subfamily is unknown, the system counts the number of unique subfamilies within the
current family, creates a new one, and assigns it to the ticket. The remaining information about the

new subfamily is based on the data of similar subfamilies.

4.3.3 Pre-Filtering

Pre-filtering operations are performed on historical data, narrowing the focus to instances that share
similarities with the current ticket. The contextual factors considered depend on the specific domain
being explored. In the case of synthetic datasets related to cybersecurity, these contextual data
include the team, client, subfamily, and timestamp associated with each step analyzed.

Figure 4.16 illustrates the pre-filtering steps followed by CROSS to identify the relevant
historical data.
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Figure 4.16: CROSS Pre-Filtering

CROSS begins by filtering the tickets solved by the ticket’s assigned team. The filtering
continues if relevant data is available; otherwise, the system refrains from providing suggestions.
Next, a second filtering stage refines the selection by considering the ticket’s subfamily and client
context. If the client is new, CROSS retrieves data from another client within the subfamily (each
subfamily may have multiple associated clients). One is selected at random, as the current version
of CROSS does not differentiate individual clients within a subfamily.

Once available historical data is discovered, CROSS sorts it from the most recent to the least
recent and computes the time difference between the filtered and current tickets. This methodology
guarantees that recommendations provided to operators are based on the most up-to-date procedures.

As discussed in section 3.2.2.2, the actions employed by operators consist of a series of steps,
some of which establish initialization, closure, and transfer functions. While the first and second
steps initiate and close ticket resolution, the last allows ticket escalation to teams with more domain
expertise. Each historical step has an associated duration, indicating the time taken to complete
it. The duration of actions with transfer steps is contingent on subsequent actions executed by
higher-level teams. For example, if the last step of the action (for instance, ["a", "b", "c"]) carried
out by operator A in team Y is a transfer step, its total duration comprises the time spent by operator

B in a more expert team.

4.3.4 Recommendation Task

Following the analysis and filtering of the recent procedures used by various operators in the ticket
subfamily or similar event types, the RS recommends the fastest operator-action pairing. To enhance
scalability, CROSS employs a strategy similar to a sliding window during this operation (tested in
section 4.4.1). Furthermore, it improves memory efficiency by limiting the duration estimation of
potential actions to the most recent n actions, reducing the need to store or process older data.
Equation 4.15 translates the primary goal of the recommendation task based on the ticket being

treated and its inherent context.

R:T;xC;— (u,p) (4.15)
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where T; represents the ticket features, C; the contextual factors, and # and p the operator and
procedure assigned, respectively.

For known subfamilies, CROSS estimates the duration of each operator’s actions based on
data collected in the previous treatment phase. For each tuple (Operator, Sub family, Step) of each
action, the system verifies the data availability aligned with the ticket timestamp. If no records are
detected for a given tuple, a prediction module is invoked to estimate its duration. Similar to the
collection of the most recent n actions, this forecasting structure, based on nonlinear least squares
regression, employs the latest n steps to predict the duration of each step (evaluated in section 4.4.1).
This approach, formalized in Eq. 4.16, is an optimized linear regression version for handling data

with nonlinear features, seeking the B that would minimize the sum of squared residual errors.

$=Y b/ B 4.16)

where S represents the sum of squared residuals, n the number of data points, y; the observed value

at x;, f(x) the nonlinear function, and 3 the coefficient to be estimated.

An additional strategy was initially considered before exclusively applying nonlinear least
squares regression. This dual-approach rationale arose from the need for multiple historical
observations with nonlinear least squares regression. When insufficient past timestamps for a given
step were available, the predicted duration was instead calculated as the average of all available
past durations. However, as demonstrated in the chapter 3.3, the nonlinear least squares regression
consistently outperformed the averaging method across all tested n steps, leading to exclusive
adoption of this strategy.

When background information about the tuple is unavailable, the duration is estimated by
analyzing the steps employed in similar incident types. The strategy detailed previously is applied to
all similar subfamilies until a successful estimation of the step duration for the targeted timestamp is
achieved. If the step is not detected in similar events, this experiment is repeated for other operators
who have used the same step.

Algorithm 1 describes how CROSS computes the relative speeds between different operators
within the same team. This information is valuable for estimating the duration of a step for an
operator, even if he has not previously executed that specific step. After initializing the relative
speeds for the current team and subfamily, the system identifies other operators within the team who
worked on the same subfamily. For each of these operators, it finds the steps they have in common
with the current operator. Based on the total durations of the last occurrences of these shared steps,
a relative speed is calculated for the current operator and other operators. In extreme cases where
estimating the step duration proves impossible, the duration of a step is set to the average of all step
durations taken by the corresponding operator within the ticket subfamily or similar subfamilies.

For novel incidents, CROSS begins its analysis of the fastest operator-action pairs by examining
the similarity matrix of incident types related to the ticket subfamily, as detailed in section 4.3.2.
After identifying the most similar families and subfamilies (those with the highest similar feature

distribution in the similarity matrix), CROSS generates a crossover action based on their fastest
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Algorithm 1: Update Operators Relative Speeds

Input: subfamilies_actions_steps, teams_data, team, subfamily,
operator, operators_relative_speed
Output: Updated operators_relative_speed
1 if subfamily ¢ operators_relative_speed[team] then
2 L initialize_relative_speed(team, subfamily)

3 foreach other operator € get_operators (team) do
4 if operator # other_operator then
5 if has_data_for both (subfamily, team, operator,
other_operator) then
6 operator_steps < get_operator_steps (subfamily, team,
user);
7 other_operator_steps < get_operator_steps (subfamily,
team, other_operator);
8 common_steps < get_common_steps (operator_steps,
other_operator_steps);
9 if common_steps is not empty then
10 operator_dur ¢ get_total_dur (operator, subfamily,
team, common_steps);
11 other_operator_dur < get_total_dur (other_operator,
subfamily, team, common_steps);
12 relative_speed ¢ operator_dur/other_operator_dur;
13 update_relative_speed (operator, other_operator,
relative_speed);
14 update_relative_speed(other_operator, operator, 1 /
relative_speed);

actions. This process involves collecting all known step types (shown in Table 3.9) within similar
subfamilies and determining the action size by randomly selecting a similar action size. Following

the sequence order of these procedures, each step in the crossover action is assigned randomly.

Once the duration for all tuples is determined, whether for known or unknown subfamilies,
CROSS identifies the fastest operator to close the ticket based on its pending ticket queue. Similar
to SNOOKER, CROSS also employs an MLFQ approach to update the priority of tickets in each
operator’s queue, ensuring they do not wait indefinitely. A ticket’s priority is updated if the total
time spent in the corresponding queue exceeds the average time spent by all other tickets in the
same priority queue. While a particular operator may resolve a ticket more quickly than others,
they may be occupied with another ticket. Therefore, the decision-making process balances the

operator’s availability with their possible actions before finalizing a recommendation.

The ticket treatment may be initiated immediately or delayed in both scenarios, depending
on the operator’s pending ticket queue status. Furthermore, if the assigned operator belongs to a

distinct shift, the ticket is scheduled accordingly to resolve it quickly.

Although the goal of CROSS is to recommend the fastest operator-action pair for ticket
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resolution, this approach may raise concerns related to responsible Al. Prioritizing speed alone
can lead to various issues, including unfair workload distribution and a reduction in the quality
and appropriateness of recommendations. Unfair workload distribution where certain operators are
favored is unlikely in a reasonable-volume scenarios with many open tickets and with no operators
free, but they can be more prominent when the number of tickets is low and there is at least one
operator available. As for the recommendations generated by CROSS, the quickest procedure may

not always be the most effective or ethical (addressed in sections 6.3 and 6.1).

4.3.5 Recommendation Adaptation

In real-world environments, operators may not always follow automated recommendations, par-
ticularly when the suggestions deviate from their expected procedures. To address this behaviour
during the ticket handling simulation, CROSS allows the recommended operator to accept or refuse
the suggested procedure. This decision is influenced by their RecOmmendation Acceptance Rate
(ROAR), a configurable feature that simulates the operator’s likelihood of accepting the suggested
procedure when no real-world operators are available. ROAR only applies when the recommended
action differs from the one the operator would employ without CROSS (the suggested procedure is
automatically accepted if it matches their intended choice). This parameter is an additional property
specified by the user in the external configuration file, discussed in section 3.7.

When a recommendation is refused, CROSS activates an adaptive hint generator that recom-
mends historical actions that partially match the initial hints. With each rejection, the hints are
refined and expanded, gradually increasing the number of steps. The size of these hints begins
at one, representing the number of consecutive steps the SOC operator would perform without
CROSS. If no past actions meet the hint criteria, CROSS stops suggesting actions, and the ticket is
treated with the operator’s default (emulated) action.

In this process, the system begins by querying historical records from the CROSS knowledge
base using the initial hint size and selecting the fastest action. If the suggested action is refused
again by the operator or no suitable action is found, the hint size is incremented by one. CROSS
then repeats the search using the updated hint size, recommending the quickest available solution.
This iterative operation continues as long as the operator keeps rejecting the recommendations and
the hint criteria do not match any known past action (a match would result in acceptance). The
hints provided are cross-referenced with past actions from similar incident types, allowing a diverse

and adaptable treatment. For example, consider the following scenario:

* An operator X has a ROAR of 20%;

* CROSS suggests the sequence ['Y’, 'p4’, ’b3’,’7a’, ’e0’, ’j’];

 The operator intends to use the sequence ['Z’, ’f3’, ’e0’, ’b3’, ’7a’, ’j’] in the simulated case;

* Historical records include the following sequences ['Z’,’e2’,’b3’,7a’,’e0’,’j’], ' Z’,£3’,b3’,
e0’,)7a’)j’], 2,137, 1d°, b3, 72’ )7’ ];

In this scenario, CROSS recommends the action sequence ['Y’, 'p4’, 'b3’, *7a’, ’e(0’, ’j’] to

resolve a ticket. If the SOC operator refuses the suggestion, starting with step *Z’, CROSS searches
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for procedures that begin with step *°Z’. CROSS then estimates the duration of each available option
and suggests the fastest one (for example, ['Z’,’¢2’,’b3’,7a’,’e0’,’j’]). If the operator declines again
(by executing action 'f3”), CROSS narrows the search to actions starting with [’Z’,f3’], selecting
from the remaining two options. This iterative process continues until it is possible to adapt the
suggestion using the subfamily action data and the actions from similar subfamilies. In rare cases,
if no historical actions are available or do not meet the criteria, CROSS does not provide any

recommendations.

4.3.6 Recommendation Visualization

CROSS possesses another functionality that facilitates the representation of past operator actions
through tree models. This approach enhances recommendation interpretability and boosts operator
confidence in the suggested methods by showing how procedural steps of the procedures transition
from one to another. Although this approach can help improve helpdesk services by identifying the
most frequent procedures, it may also result in very large graphs when several treatment procedures
are available, potentially reducing their comprehension.

Figure 4.17 illustrates various sequences of actions undertaken by the operator assigned by

CROSS to address a ticket with the subfamily K_1. In terms of representation:

* Nodes — there are five distinct node shapes representing different sequence roles. Diamond-
shaped nodes denote initialization steps (step ’q’), round nodes signify intermediate opera-
tions (steps *30’, ’ee’, ’d9’), square nodes illustrate ticket closure (’4’), and triangular ones
indicate actions culminating in a transfer operation (analyzed in section 3.2.2.1). The fifth
node style uses a note shape to indicate the total duration taken by the action sequence from

initialization to closure;

» Edges styles — all action sequences are illustrated with solid edges. However, dashed edges
are specifically used to link closure to note nodes. Edges can have two colors: black for
standard paths, and green for highlighted sequences. Green edges have different thicknesses,
with thicker edges representing faster action sequences. All solid edges are labeled with the
duration of transitioning between nodes (in minutes) and the historical percentage of that

transition occurring.

Table 4.7: Top 5 fastest treatment procedures in the incident K_1

Action Duration (minutes)
[’q’,30°,4] 9.38
[’q’, 307, ’ee’, ’4’] 11.44
['q’,ee’,30°,4°] 11.44
[’q’,30°,30°,4] 13.15
['q’,ee’,d9’,4’] 14.18
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Figure 4.17: Actions analyzed in incident K_1

Table 4.7 presents the five fastest action sequences employed to treat a ticket from subfamily
K_1. As observed in Fig. 4.17, the fastest actions analyzed by CROSS also correspond to those
with the highest probabilities.

4.4 Results

The evaluation of the CROSS occurs at three levels: impact of hisTorical dAta volUme (TAU) on
recommendation generation, CROSS’s scalability, and a comparative analysis that uses artificial
datasets with distinct ROARs (RecOmmendation Acceptance Rates) to simulate CROSS treatment.

Since the available real data lacked essential features for CROSS (client, team, and other
features that help assess similarity) and no publicly available datasets exist for ticket treatment, all
training and test datasets are generated using SNOOKER for every scenario. While the experiments

use datasets with different sizes, they share the same features described in Tables 3.3, 3.4, 3.5, and
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3.6. Additionally, a range of seeds between 2 and 6 (Appendix A.2) is employed to ensure robust

results, with only the average outcomes presented.

4.4.1 Step Time Estimation

Before evaluating the impact of various TAU values on CROSS’s performance across the mentioned
metrics using a dataset of 100000 tickets over two years and a test set of 6000 tickets over ten
months, the methodology for predicting the duration of a step at a given timestamp is first examined.
By using a random TAU (for example, 70) to capture the most recent historical step data, we
compare the performance of two prediction approaches: nonlinear least squares regression (detailed
in section 4.3.4) and a simple averaging approach. The goal is to determine which method provides
lower error between the expected and predicted duration. Initially, we hypothesized that there would
be a TAU value at which one of the methods would outperform the other in terms of prediction
accuracy. This assumption was based on the idea that the nonlinear least squares regression
model might perform better when provided with sufficient data to capture trends, whereas the
average approach might be more robust with limited information. However, such behaviour did not
happen. This comparison shows that both approaches are insensitive to the choice of TAU, and
that the selection of a specific TAU does not favor one technique over the other. Despite the small
differences obtained in the results, Fig. 4.18 shows that nonlinear least squares regression always
yielded shorter errors compared to those obtained in the average approach, regardless of the TAU
experimented with two distinct datasets. Given the lower error rates obtained and the performance
advantage of the regression method, alternative prediction strategies were not explored. Based
on these findings, CROSS’s prediction module was designed to utilize the nonlinear least squares
regression exclusively.

CROSS utilizes distinct TAU values to identify the fastest historical actions and estimate step
durations across different operators. These indicators focus on recency by retrieving the most recent
n actions or steps, where n defines the number of past instances considered during analysis. We
explore several TAU values and assess CROSS’s performance using metrics, which extend those
detailed in section 2.3. These include recommendation time (average and standard deviation) and
readaptation time (average and standard deviation).

As the number of operators, incident types, and procedure variability increases, the recom-
mendations provided by CROSS must be adjusted. Although the results in Fig. 4.18 indicate that
a lower TAU tend to minimize prediction error in terms of step duration prediction, our primary
goal at this stage is to assess whether CROSS can generate recommendations using numerous TAU
indicators while ensuring the recommendation time remains within the 0.1 and 1-second range
[Nielsen, 1994]. For this purpose, we evaluate if the results obtained with the following TAU values
(by combining the average with standard deviation) fall within this range. These indicators range
from 20 to 240, in increments of 20, with the maximum TAU representing the average number of
procedures used to resolve the tickets in the training dataset.

As demonstrated in Table 4.8, CROSS shows promise in all tested TAU indicators, with even
the largest value (240) potentially requiring 0.656 seconds (0.365 + 0.291), well below the defined
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Figure 4.18: Error between the average duration expected and the average duration predicted
with the two methods in two different datasets

criterion of 1 second. Additionally, the average recommendation time and its standard deviation

increase with the number of procedures as more actions and, consequently, more steps are processed

to determine the fastest operator-action combination. On the other hand, the average readaptation

time remains constant, and its standard deviation fluctuates. Figure 4.19 illustrates the evolution of

the average recommendation time with each TAU experimented.
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Figure 4.19: Average recommendation time with the TAU selected

As discussed earlier, the recommendation time increases as TAU grows. However, as observed

in Fig. 4.19, this tendency is not always consistent. For example, the average recommendation

1
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Table 4.8: RS Action/Step TAU Analysis

TAU AVGRT RTSD AVGRAT RATSD

20 0.05
40 0.082
60 0.117
80 0.171
100 0.161
120 0.179
140 0.2

160 0.22
180 0.35
200 0.325
220 0.332
240 0.365

0.01
0.021
0.041
0.083
0.076
0.092
0.111
0.132
0.265
0.239
0.252
0.291

0.004
0.003
0.004
0.004
0.003
0.003
0.003
0.003
0.004
0.004
0.004
0.005

0.016
0.016
0.02
0.023
0.088
0.044
0.019
0.081
0.027
0.027
0.026
0.028

AVG - Average; RT - recommendation time; SD - standard deviation; RAT -

Readaptation time.

time decreased from a TAU of 80 to 100 and from 180 to 200. We speculate that this behaviour
occurs because adding more actions or steps does not always result in additional computation.
When past actions contain similar steps, CROSS can utilize their predicted durations for a given
timestamp, eliminating the need to repeat the prediction process. In the remaining intervals, the

average recommendation time increases due to greater step variability, entailing more computation

in the prediction task.

Regarding CROSS’s scalability, additional datasets were generated by varying the number of
operators and testing tickets to be resolved (the remaining features are the same as in the previous
experiment). Table 4.9 summarizes the performance across seven scenarios and introduces a metric

for peak memory usage. The TAU value 180 was chosen for the following experiments since it

allows an average recommendation time of approximately half a second.

Table 4.9: Scalability Assessment

Scenario AVG AVG AVG AVG MEM

Selector RT RTSD RAT RATSD
6000 tickets with 12 operators  0.127  0.078  0.004  0.069 165
12000 tickets with 12 operators  0.114  0.065 0.004  0.021 196.1
12000 tickets with 15 operators 0.167 0.108 0.004  0.021 208.9
12000 tickets with 18 operators  0.18  0.116  0.005  0.026  222.15
12000 tickets with 21 operators 0.216  0.139  0.005  0.026  236.94
18000 tickets with 12 operators 0.112  0.063  0.004 0.02 213.62
24000 tickets with 12 operators 0.114  0.064 0.004  0.021 253.46

AVG - Average; RT - recommendation time; SD - standard deviation; RAT - Readaptation time; MEM

- memory usage (MegaBytes). Except for the last metric, the remaining values are in seconds.

While memory usage increases with the number of testing tickets and operators, the same
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does not hold for the average recommendation time and the other time-related metrics. These
latter metrics fluctuate with each scenario but follow different patterns. For example, with a fixed
number of operators (12), they remain stable except for the smallest testing size (6000 tickets).
On the other hand, when varying the number of operators while using 12000 tickets, the average
recommendation time and its standard deviation increase, whereas the average readaptation time
and its standard deviation show a slight rise when shifting from 15 to 18 operators. Since more
operators are involved, CROSS must estimate the same actions multiple times (proportional to
the number of operators) using the methodology outlined in section 4.3.4, leading to a higher
recommendation time. Figure 4.20, built with the results from Table 4.9, further corroborates this
discussion by showing these features’ influence on the average recommendation time and memory

usage.
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Figure 4.20: Impact of the number of operators and test tickets in the average recommenda-
tion time and memory usage

4.4.2 Ticket Treatment Benchmark

To assess the CROSS’s impact on ticket treatment response, we perform a comparative analysis
involving different ROAR values, including 100%, 80%, 60%, 40%, and 20%. The experimental
process entails handling the first half of the test dataset without CROSS, using SNOOKER as
the baseline emulator. The second half is then processed with CROSS enabled, applying the
lowest TAU analyzed in Table 4.8. As described earlier, the training dataset contains 100000
tickets over two years, while the test dataset comprises 6000 tickets over ten months. A team of
12 operators, equally distributed across three shifts, is responsible for the ticket treatment. The
remaining generation parameters are the same as the ones described in section 3.2.1.1.

This analysis evaluates various performance metrics, focusing on the following:

* Wait time for non-escalated tickets — measured by the average and standard deviation, it
refers to the time from ticket creation to its allocation to an operator;

* Response time for non-escalated tickets — also computed with average and standard deviation,
it represents the time an operator spends treating a ticket, from allocation to closure;

» Number of tickets accepted per refusal level — analyzes the number of tickets accepted by an

operator after rejecting n times.
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Table 4.10: RS Impact Evaluation

ROAR A B C D E
100 6.16 5347 998 297 0: 2916
With 80 6.28 53.02 10.02 3.01 0: 2888, 1: 25,2: 2
CROSS 60 6.24 5282 10.15 3.18 0: 2796, 1: 82,2:25,3: 9
40 6.2 52.62 1045 3.56 0: 2619, 1: 166, 2: 72,3: 38, 4: 3
20 6.12  52.17 11.3 436 0:2207,1: 296, 2: 214, 3: 139, 4: 20
Without
CROSS — 16.61 109.3 18.19 6.15 —

A - Average wait time of non-escalated tickets (seconds); B - Standard deviation wait time of non-escalated
tickets; C - Average response time of non-escalated tickets (minutes); D - Standard deviation response time of
non-escalated tickets; E - Accepted tickets per readaptation level.

Table 4.10 demonstrates that integrating CROSS contributed to a faster ticket treatment, reduc-
ing the waiting and response time compared to its absence. Moreover, lower ROAR values degrade
the response time since the operators are more likely to reject recommendations containing the
fastest response. On the other hand, lower ROAR values did not impact the wait time, as the results
achieved are similar. Regarding readapted tickets, they are treated after n acceptance considerations
by the operator. For example, with a ROAR of 40, 2619 tickets were resolved immediately, while
166 were handled after one refusal, 72 after two, 38 after three, and 4 after four refusals.

CROSS’s adaptability during ticket treatment is evaluated under two configurations. In the first
scenario, operators always accept CROSS’s suggestions (ROAR of 100). This setup measures the
time difference between the actions an operator would have taken without using CROSS (emulated
actions by SNOOKER) and those recommended by CROSS, assuming both sets of actions align
with each other. In the second configuration, operators may reject CROSS’s suggestions, using
lower ROAR levels (80, 60, 40, and 20). In this case, the same time difference is calculated, but
only when both sets of actions differ. Figure 4.21 shows the temporal evolution of these differences

across both configurations.
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Figure 4.21: Evolution of the difference between emulated and recommended action durations
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The plot illustrated in Fig. 4.21 comprises several weeks, from September 2022 to January
2023. In the scenario characterized by a ROAR of 100 or no refusal (blue line), the duration is
constant throughout all the analyzed weeks, showing a stabilization around zero caused by the
minor differences between the predicted and emulated durations. This stabilization also suggests an
increasing alignment between the recommended actions and the actions chosen by SOC operators.

The remaining cases present a time difference ranging between 46% and 63%.

Figure 4.22 showcases the progression of the RS acceptance level over the same timeframe
with the referred ROAR values.
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Figure 4.22: CROSS Progression

During the first four weeks, RS acceptance improves significantly, indicating that the recom-
mended actions are more similar to those adopted by SOC operators. In the following weeks,
the acceptance fluctuates, with periods registering a few drops and increases showing signs of

stabilization.

4.5 Discussion

In contrast to the solutions presented in the related work and the considerations discussed in section
4.2.5, we have developed CROSS, an RS that performs ticket assignment and treatment through
context and sequence-aware features. While it shares similarities with existing approaches, such as
utilizing pre-filtering to search for the fastest SOC operator for addressing an open incident, this
system also considers the quickest procedure for ticket resolution, along with visual explanations
of the available steps. Additionally, it addresses the cold-start challenge by incorporating incident
similarity (a concept explored several times in section 4.2.4) and action crossover (similar to
how case-based reasoning tackles new problems [Lorenzi and Ricci, 2005]), enabling practical
recommendations even when limited data is available. CROSS also takes into account operator

feedback, adjusting its treatment procedure when they refuse the suggestion.
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As the integration of CROSS into S21sec’s operational systems is not currently feasible, and
thus real-time operator feedback on the accuracy and utility of the recommendations cannot be
captured, we carried out an internal and external evaluation of this system. The first phase performs
a computational analysis assessing CROSS’s scalability using different sizes of historical data,
allowing us to understand its performance under different workload conditions. The second part
focuses on evaluating CROSS’s overall impact on ticket treatment, comparing the results obtained
with and without this system. Furthermore, the influence of ROAR in CROSS is examined in terms
of the temporal evolution and acceptance level. In these experiments, we employed various time-
based performance metrics (average recommendation time and average wait time to treat a ticket),
extending those studied in section 2.3. While these metrics do not serve as a direct substitute for the
analysis of feedback, they support their potential applicability in real-life operational environments.

The results obtained from the internal evaluation directly address RQ4 - "What is the influence
of historical data and different team sizes on the computational performance of an RS and its
scalability?", showing that both TAU indicators applied to historical data and the composition of
teams significantly affect CROSS’s performance. The analysis of CROSS with several TAU values
highlights its proficiency in recommending operator-procedure pairs while adhering to the 1-second
criterion. Regarding scalability, the experiments reveal that the number of operators has a greater
impact than the number of testing tickets in terms of average recommendation time and memory
usage. Chapter 6 explores potential improvements for CROSS’s scalability, such as optimizing
memory usage.

The external evaluation of CROSS provides insights related to RQS5 and RQ6. In RQS -
"How does the operator’s acceptance level impact the performance of a context-aware RS and its
acceptance over time?", the results show that independently of the ROAR utilized, the RS shows
signs of improvement in the initial ticket treatment. With a ROAR of 100%, the duration difference
decreases and stabilizes near 0. In contrast, with lower ROARs, the time difference between the
actions fluctuates, with the ROAR of 20% showing the most significant variations. As for RQ6
- "How does the introduction of a context-aware RS impact the wait time and response time to
tickets?", our findings confirm that implementing CROSS improves the response times compared to
scenarios without it. For example, in the test performed, the recommendations provided by CROSS
decreased the average treatment time by approximately 37.9% to 45.1% and the average wait time
by 62.2% to 63.2% (with a ROAR of 100), allowing resources to be redirected to other tickets.
About the influence of ROAR in this analysis, the average wait time remained relatively stable
while the response time decreased by approximately 0.4% to 11.7%.

It is important to note that these results were obtained using synthetic data as input for CROSS,
which is free from missing values. While this enables a controlled evaluation of the system, it
does not account for challenges commonly found in real-world data, such as missing or incomplete

information, which could negatively impact CROSS’s performance.
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Chapter 5

Workforce Management with AutoML

Workforce Management (WFM) comprises a set of practices that organizations employ to optimize
personnel efficiency, ensure compliance, and enhance productivity [Hota and Ghosh, 2013]. Their
implementation contributes to numerous areas, including time management and scheduling, fore-
casting, budgeting, payroll, data reporting, analytics, compliance, and risk mitigation, as well as
recruitment and applicant tracking [Hennigan and Bottorff, 2024]. However, the dynamic market
environment and rapid technological advancements should motivate businesses to improve their

workforce standards to stay competitive [Senyucel, 2009].

DSSs play a vital role in workforce management by enabling users to make well-informed
decisions. Since the early 1970s, the concept of DSSs has evolved significantly. Initially, Gorry
and Scott-Morton suggested that information systems supporting semi-structured and unstructured
decisions should be called DSSs [Gorry and Scott Morton, 1971]. As computational power and data
complexity have improved, other definitions have emerged. For example, Daniel Power describes
DSSs as "interactive computer-based systems that help people use computer communications, data,

documents, knowledge, and models to solve problems and make decisions" [Power, 2002].

Another technology that has gathered significant interest and could enhance DSSs in workforce
management is AutoML. This concept is distinguished by its automation of multiple stages within
the ML pipeline, streamlining resource-intensive and time-consuming processes associated with
generating ML models [Hutter et al., 2019]. Moreover, this tool facilitates accessibility to ML
techniques by enabling non-experts to harness these techniques without necessitating advanced

domain knowledge.

This chapter focuses on the exploration of AutoML within WEM. Based on AutoML capabilities
to forecast future events within certain periods, we present a case study on CRYSTAL (deCision
suppoRt sYStem wiTh AutomL), a DSS focused on proposing team-based decisions, including

hiring or dismissals.
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5.1 Decision Support Systems

A DSS is an information system designed to support various business activities [Power, 2008].
These systems assist decision-makers in compiling, combining, and analyzing relevant information
from multiple sources, such as documents, business models, and other resources, providing three
types of decision-making: structured, semi-structured, and unstructured [Laudon and Laudon,
2013]. Structured decisions are repetitive decisions where decision-makers follow well-defined
procedures and rules to handle them. In contrast, unstructured decisions require the decision-maker
to rely on personal judgment, experience, and intuition, as the problem is not clearly defined.
Semi-structured decisions fall between these two types. DSSs have access to information about
the organization, thereby enhancing the generation of more dependable choices. According to the
Govindam Business School, a DSS can assume several roles in the business activities, such as
[Bhatt and Zaveri, 2002]:

* What-If analysis — involves assessing multiple variables to evaluate how certain features
may impact the system and its overall performance. This capability allows the adoption of a
proactive stance in decision-making, enabling the creation of competitive advantages and a
proactive response against emerging problems, such as cyberattacks [Mora et al., 2002];

* Goal-oriented - studies the input values required to attain specific goals, often entailing
numerous test cases and user case studies;

* Risk analysis — assesses and mitigates the risks affecting business plans. Risks are classified
as low, medium, or high based on their impact. Intelligent risk analysis capabilities are
recommended to predict future risks and proactively address them;

* Model building — aids decision-makers in identifying the most suitable models to address
issues related to business activities. This involves considering input variables, the relationship
between the variables, and existing constraints;

* Graphical analysis — supports managers in comprehending and visualizing vast amounts of

data, allowing data summarization, trend detection, and activity forecasting.

It is essential to distinguish this concept from management information systems [Kroenke and
Boyle, 2015]. The latter concept focuses on operational efficiency and day-to-day decision-making,
employs structured decisions, and processes internal data. On the other hand, a DSS handles
decision-making in more complex and unstructured scenarios, operates with unstructured and
semi-structured decisions, and works with internal and environmental data [Asemi et al., 2011].

The integration of these tools offers several advantages to users and companies, enhancing
decision-making processes by enabling faster decisions [Juneja, 2015]. Designed to streamline
processes and optimize decision quality, DSSs save time that can be redirected toward other tasks.
For example, in cybersecurity, it allows enhanced cyberattack diagnosis and prediction [Polatidis
et al., 2017, Quifiones-Grueiro et al., 2019], while in healthcare, it assists professionals in gathering
second opinions on optimal procedures and automates operations [Sutton et al., 2020]. In business

management, they also enhance daily operations, speed decision-making, identify trends, and
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allocate resources efficiently [Wang et al., 2008]. Furthermore, DSSs improve decision quality
by presenting comprehensive and accurate information from multiple sources, studying distinct
scenarios and relevant factors to reduce potential errors, such as enhancing diagnosis accuracy in
healthcare [Castaneda et al., 2015]. Additionally, DSSs improve communication and collaboration
among decision-makers by providing channels for sharing facts and assumptions in model-driven
scenarios and enabling centralized communication in data-driven cases through large databases,
promoting fact-based decision-making. Overall, DSSs deliver a wide range of benefits across
various fields, including agriculture [Zhai et al., 2020], forest management [ForestDSS, 2013], and
the intelligence industry [Li et al., 2021].

Conversely, using DSSs presents challenges that hinder their application in various domains
[CFI Team, 2015, Mitchell and Ploem, 2018, Juneja, 2024]. First, their efficiency relies heavily
on the quality and quantity of data. The presence of incomplete or outdated data can result in
inaccurate decisions. Additionally, the lack of explainability in some DSSs can undermine user
trust and decision-making efficacy. In critical areas like cybersecurity, the black-box nature of
specific models used to train DSSs may create resistance to their adoption. Furthermore, if not
appropriately managed, DSSs can lead to information overload. These systems often aggregate and
analyze vast amounts of data, potentially overwhelming users with excessive information, resulting
in frustration, anxiety, and reduced decision quality [Kashada et al., 2020]. Finally, deploying DSSs
raises legal and security concerns [Power, 2013, Mitchell and Ploem, 2018].

The research community presented solutions for using DSSs in various domains, including
workforce management and cybersecurity defense, among others. Workforce scheduling and

planning aspects were excluded from the scope of this analysis.

In 2013, Sencer and Ozel proposed a real-time simulation-based DSS for workforce man-
agement in call centers [Sencer and Ozel, 2013]. This approach empowers decision-makers to
assess the impact of various parameters on call center performance, including call arrival rates,
agent allocation plans, and average handle times, through What-If cases. This system comprises
a data repository for storing the input and model output, a simulation model that generates per-
formance metrics such as service level, average response time, and other properties based on the
agent allocation plans, call arrival rates, and other constraints. The analysis of these metrics also
determines whether more analysts should be hired or dismissed. A graphical user interface ensures
the platform’s usability, and the presentation of the simulated output is also described. The system’s
performance is evaluated in a Turkish call center to identify an agent allocation plan capable of
achieving an 80% service level across all call types (banking operations, fund inquiries, and other
services). Upon conducting 25 simulated scenarios, the proposed methodology recommended a
26% increase in operators (from 266 to 355) and an update of the agent allocation plan to better
align staffing levels with the dynamic fluctuations in call demand throughout the day.

In 2019, Llort et al. designed a DSS employing a mathematical optimization model geared
towards long-term capacity planning within consulting companies [Llort et al., 2019]. This system
considers the firm’s objectives, turnover dynamics, and learning periods when hiring, dismissing,

or promoting consultants. Furthermore, it evaluates the influence of the strategies and policies
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on the team composition, performance, and associated costs. The efficiency of this system is
inspected through two scenarios: a case study involving an international consultancy company and
a more generalized context. In the first scenario, the DSS is assessed across different horizons (3
and 8 years), demand cases (pessimist, optimistic, and very optimistic), and promotion policies
(automatic and restricted). Meanwhile, the second experiment explored broader configurations,
including diverse staff policies, two turnover rates (reflecting job market dynamics and staff not
promoted), clients, and five demand profiles (constant, increasing, decreasing, increasing for the
first half of the horizon, and decreasing for the second half of the horizon), resulting in a total of 30
scenarios. The authors conducted a comprehensive analysis, revealing that the DSS consistently
recommended hiring staff in response to demand fluctuations. Additionally, they observed that
automatic promotion leads to oversized staff and, consequently, lower profits.

One year later, Young and Weckman implemented a Heuristic Evaluation of Artificially Re-
placed Teammates technique, employing a combination of ML and statistical approaches to assist
decision-making managers in the National Football League [ Young and Weckman, 2020]. This
model incorporates professional attributes, including player age, historical performance data, and
other statistics, to ascertain the optimal candidate for enhancing a team’s competitive performance.
The efficiency of this model is evaluated through a 2007 case study, wherein its utility across
various decision categories, such as draft selection trades and financial contracts, among other
decisions, is assessed using a one-sample t-test and a one-sample sign test. Despite inherent
design and reproducibility limitations, the proposal demonstrated utility across six of the eight

decision-making contexts examined.

5.2 Cybersecurity

Regarding DSSs dedicated to cybersecurity, a few approaches have been explored to help profes-
sionals adopt more efficient solutions.

In 2016, Duand and Yeh implemented task assignment decision support (TADS), a tool for IT
managers to optimize task allocation for IT analysts [Duan and Yeh, 2016]. TADS comprises three
key components: a decision rule knowledge base, a task-oriented decision criteria weighting model,
and a multivariate decision-making model for single tasks, complemented by an optimization
model for handling multiple tasks. Using the decision criteria and task assignment method, TADS
effectively filters and assesses the most suitable analysts for specific tasks. The authors tested
TADS within a large company with the support of each analyst’s normalized weighted preference
value, demonstrating that the system consistently made optimal decisions.

In 2017, Souissi et al. developed an incident response framework based on a Bayesian classifier
to address diverse types of cyberattacks [Souissi et al., 2017]. Their approach employs a supervised
learning model and the high level of abstraction of attack vectors to facilitate incident treatment
and consolidate potential defense solutions even in novel incident types. The decision-making task
encompasses three preprocessing modules (normalization, classification, and prioritization) aimed

at augmenting the alert data, serving as input to the ML model, referred to as the defense matching
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module. This model correlates the features of the attack vector with available defense procedures
to identify the optimal response (similar goal compared to CROSS). The proposed approach was
assessed using 180 structured query language (SQL) injection attacks, employing three defense
mechanisms (Referencing, Patch, and Quarantine). Performance metrics, including false-positive
rate, precision, recall, and others, were used for evaluation. Although the results are preliminary,

they demonstrate the system’s efficacy in defining appropriate responses to cyber threats.

Two years later, Snyman and Kruger implemented a web-based DSS that analyzes and manages
organizational and behavioural aspects in a corporate environment [Snyman and Kruger, 2019].
Using a behavioural threshold model and threshold analysis, this method assesses the patterns of
information security behaviour among organizational members. By identifying critical behaviour
thresholds, it predicts potential risky behaviours related to information security limitations. This
predictive capability allows managers to take proactive stances against potential issues, including
training and policy changes. However, it is noteworthy that while this DSS provides helpful

suggestions, it does not consider technical aspects of information security, among other drawbacks.

In 2022, Razikin and Soewito devised a decision support model designed to deliver recommen-
dations for security systems aimed at threat mitigation [Razikin and Soewito, 2022]. This model
integrates risk analysis with the ISO/IEC 27001 cybersecurity system, assisting policymakers in
making informed decisions regarding implementing IT security systems. The evaluation scenario
encompassed the occurrence of security attacks in the proposed system. Statistical results revealed
an increase in the average assessment value of ISO/IEC 27001 compliance, rising from 36.27 to
82.37. The paired T-test yielded a p-value of 0.002138 (< 0.05), indicating a significant correla-
tion between threats to information technology security systems that utilize and do not use the
recommendation of the information technology security system to the ISO/IEC 27001 compliance
evaluation index value. Husdk et al. developed a toolset to enhance cyber situational awareness in
large and heterogeneous scenarios [Husak et al., 2022]. The solution facilitates the orchestration
of the OODA (Observe, Orient, Decide, and Act) cycle, allowing prompt and adequate incident
response. The tool’s efficacy was assessed through a user study conducted in the Masaryk Univer-
sity network in collaboration with the university’s cybersecurity team. The evaluation included
diverse goals like usability and recommendation quality. Despite the general acceptance, data
quality was identified as the primary target for improvement. Zicari et al. designed a ticket-deep
ensemble classification system augmented with ad-hoc explanation techniques to help operators
identify misclassification errors while improving the model [Zicari et al., 2022]. This tool offers
two ensemble configurations: stacking-based and mixture-of-experts, incorporating a high-level
feature extractor to extract dense ticket representations. Regarding explanation capabilities, the tool
provides local interpretable model-agnostic explanations and various word clouds, enabling users to
understand the deep ensemble’s output for specific tickets. The authors scrutinized the impact of an
imbalance-aware loss function on the DL methods explored and compared the performance against
baseline deep NN and other classifiers. The results demonstrated high classification accuracy and

valuable explanations.

As cyber threats become increasingly sophisticated and data becomes more complex, quickly
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and accurately responding is crucial for maintaining the integrity and security of information
systems. DSSs excel in analyzing data, predicting potential risks, and recommending optimal paths,
enhancing the cybersecurity landscape. Their ability to facilitate fast and informed decisions makes

DSSs indispensable for enhancing cybersecurity strategies against evolving threats.

5.3 Automated Machine Learning

AutoML has gathered significant attention lately for its potential to accelerate innovation, optimize
resource allocation, and derive conclusions from vast volumes of data without requiring high ML
expertise [Kanti Karmaker Santu et al., 2021]. Its implementation reduces the time and effort
needed to build and deploy ML models and enhances the performance of these models by exploring
several algorithms, feature sets, and hyperparameters. Hanussek et al. conducted a benchmarking
study comparing AutoML with ML professionals, demonstrating AutoML’s superior performance
across multiple ML experiments [Hanussek et al., 2021]. This domain automates and optimizes

various complex ML tasks, encompassing [He et al., 2021]:

» Data Preprocessing — involves a series of operations to enhance the quality and usability of
raw data for analysis. These operations include the collection, cleaning, and augmentation of
the data. Typical tasks involve handling missing data and noise, encoding data, and other
optimization strategies;

* Feature Engineering — transforms raw data into a format that may optimize modeling perfor-
mance. This operation involves various processes, including feature construction, selection,
and extraction. Feature construction is responsible for creating new features that capture
relevant patterns. Feature selection identifies the most impactful features for modeling, while
feature extraction extracts informative and non-redundant features from the dataset;

* Model Selection — once the data is prepared and the features are engineered, AutoML
explores a diverse array of ML models, evaluating their performance and selecting the one
that presents the highest accuracy;

* Hyperparameter Tuning — identifies the optimal set of hyperparameters that deliver the most
efficient ML model. These parameters control the behaviour behind the models explored
by AutoML and may not be learned from the data. Standard methodologies include grid
and random search, Bayesian optimization, gradient-based optimization, and evolutionary
approaches, among other methods;

* Model Evaluation — assesses the model’s performance using a range of evaluation metrics,
including precision, recall, MAE, and other options. The selection of evaluation measures

depends on the problem’s nature (regression, classification, time series forecasting).

Various surveys and research articles perform AutoML benchmarking to understand their
advantages and limitations under different conditions. Publications focused on individual AutoML
platforms, such as Auto-sklearn, H20, and others, are deliberately excluded from this analysis to

maintain a broad perspective over the methodologies.
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In 2021, He et al. conducted a comprehensive overview of various components within the field
of AutoML, delineating their strengths, limitations, and application scenarios [He et al., 2021]. They
study each phase of the AutoML pipeline, including data preparation, feature engineering, model
generation, and model validation, while reviewing methods introduced in each step. Furthermore,
they evaluate multiple neural network architecture search (NAS) architectures using the CIFAR-10
and ImageNet datasets and discuss various NAS research topics, including one/two-stage, one-shot,

and joint hyperparameter and model optimization techniques.

Santu et al. introduced a comprehensive seven-tier AutoML framework, structured according
to the degree of automation deployed [Kanti Karmaker Santu et al., 2021]. The authors categorize
AutoML research based on diverse ML tasks, encompassing data visualization, cleaning and
curation, feature engineering, hyperparameter tuning, exploration of alternative models, evaluation
and benchmarking, and systems implemented. Each tier of the taxonomy is discussed, with
particular emphasis on the last tier, characterized by automatic prediction task formulation and
automatic recommendation. Various challenges related to the design and learning goals are
identified at this level. Alsharef et al. inspected the time-series forecasting challenge through ML,
DL, and AutoML strategies [Alsharef et al., 2022]. The authors briefly describe these three concepts
and review selected AutoML phases, such as model selection, hyperparameter optimization, and
feature engineering. Furthermore, they analyze various AutoML tools, discerning their respective
scopes and methodologies. The tools reviewed include H20O, Auto-sklearn, AutoGluon, TPOT,
Auto-Weka, TSPO, AutoKeras, EvalML, and TransmogrifAl.

Two years later, Barbudo et al. performed an exhaustive systematic literature review about
AutoML and the contributions made by the research community [Barbudo et al., 2023]. With this
analysis, the authors established a taxonomy organizing the related work into three divisions: the
automated phases within the knowledge discovery process, tasks for such automation, and methods
to address the automation task. The results obtained from this taxonomy reveal a profound lack
of research focusing on postprocessing compared to the preprocessing and data mining phases.
Additionally, several proposals treat automation as a black-box problem, limiting its interpretability.
Other considerations, challenges, and emerging trends are also discussed in this report. Zheng et al.
investigated the application of AutoML techniques in deep recommender systems (AutoRecSys)
[Zheng et al., 2023]. The authors offer an overview of deep RSs and NAS methodologies and
present a taxonomy that categorizes AutoML strategies for RSs into five groups based on search
space and search strategy: feature selection search, embedding dimension search, feature interaction
search, model architecture search, and other components search. Furthermore, they undertake an
empirical evaluation employing the most representative AutoRecSys for click-through prediction

and Top-K recommendation tasks, using performance metrics such as recall, NDCGM, and AUC.

In 2020, Drozdal et al. examined the relationship between AutoML models and data scientists,
focusing on trust and transparency features [Drozdal et al., 2020]. The researchers offer important
considerations in this domain by comprehensively analyzing three studies. Firstly, a qualitative
interview is employed to gather information and identify gaps within AutoML tools. Secondly,

a controlled experiment investigates the impact of integrating transparency features in AutoML
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platforms, aiming to evaluate their influence on trust. Finally, a card-sorting study is conducted to
measure the relevance of different types of information related to AutoML.

One year later, Ferreira et al. conducted a benchmarking study of eight open-source AutoML
systems across three scenarios: General ML, DL, and XGBoost, to find the most suitable ML
technique and optimal hyperparameter configurations [Ferreira et al., 2021]. The tools considered
encompass Auto-Keras, Auto-PyTorch, Auto-Sklearn, AutoGluon, H20 AutoML, Rapidminer,
TPOT, and TransmogrifAl, which are tested using twelve OpenML datasets covering regression,
binary and multi-class classification tasks. The performance of these systems is assessed in terms
of prediction accuracy and computational cost. In the General ML case, TransmogrifAl emerged
as the best solution for binary classification, while AutoGluon demonstrated superiority in multi-
classification, and Rapidminer showcased its efficiency in regression tasks. For the DL scenario,
H20 was identified as the optimal choice for binary and regression operations, while AutoGluon
exhibited superior performance for regression tasks. In the XGBoost experiment, Rapidminer
emerged as the top performer for binary and regression operations, whereas H20 excelled in
multi-class classification.

In 2022, Pereira et al. assessed automated time series forecasting tools within the smart cities
context, leveraging nine time series datasets of this domain [Pereira et al., 2022]. The authors
benchmarked several AutoML platforms, including Pmdarima, Prophet, Ludwig, DeepAR, TFT,
FEDOT, AutoTs, and Sktime, with a focus on their predictive accuracy, evaluated through NMAE
and computational effort, measured in terms of processing time. To ensure robustness, the evalu-
ation employed a robust rolling window approach. Experimental findings revealed that FEDOT
exhibited superior performance, achieving the lowest forecast error (4.58%) while maintaining an
acceptable computation overhead compared to the remaining alternatives. Gijsbers et al. introduced
an open-source benchmarking framework designed for the systematic and reproducible evaluation
of AutoML tools [Gijsbers et al., 2022]. This platform evaluates nine AutoML tools, including Auto-
Gluon, Auto-Sklearn, Auto-Sklearn 2, Flaml, Gama, H20, LightAutoML, MLJAR, NaiveAutoML,
and TPOT across 71 classification and 33 regression tasks. The evaluation scenarios comprise
model accuracy, inference time efficiency, and failure analysis. Performance metrics, including
AUC, log loss, and RMSE, are applied for binary classification, multi-class classification, and
regression. While comparative analysis reveals close performance among the assessed tools, using
Bradley-Terry trees emphasizes the influence of meta-features such as dataset size, dimensionality,
and other characteristics. Models exhibiting superior accuracy, exemplified by AutoGluon, often
incur a substantial inference time cost. Furthermore, failure analysis indicates that dataset size
emerges as the main cause for model failure within this AutoML benchmark since it raises memory,

time, and scalability issues.

5.4 CRYSTAL: Decision Support System with AutoML

Over the years, both the research and industrial communities have explored several AutoML tools

to streamline ML deployment. Popular AutoML platforms such as Auto-Sklearn [Freiburg, 2022],
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H20 [H20.ai, 2023], FEDOT [NSS, 2023], AutoGluon [Community, 2023], TPOT [Olson and
Moore, 2023], Google Automl [Google, 2023], Azure AutoML[Microsoft, 2023] offer diverse
features and that support various tasks within the ML pipeline (described in section 5.3). These
systems also prioritize usability through user-friendly interfaces for data exploration and model
interpretation.

Recent advancements in AutoML have explored the efficiency of various platforms across
regression, classification, and time series tasks. Benchmark studies, detailed in section 5.3, show-
cased the optimal AutoML tools for these operations. Specifically, H20 and AutoGluon emerge as
the top contenders for regression tasks, while FEDOT demonstrates value in time series forecasting
[Pereira et al., 2022]. Guided by these findings, we decided to incorporate FEDOT into CRYSTAL
to forecast the volume of tickets for the following n days.

FEDOT is an open-source AutoML framework rooted in evolutionary methodologies designed
to address ML operations, including regression, classification, clustering, and time series prediction
problems [Nikitin et al., 2022]. With the support of graph optimization and learning by evolutionary
methods (GOLEM!), FEDOT delineates various pipeline blocks exploring distinct algorithms to
orchestrate the automated model development process. Figure 5.1 illustrates a pipeline created by

FEDOT where lagged and ridge regression converge to the regression decision tree.

lagged

lagged
Figure 5.1: FEDOT Pipeline®

Distinguished by its flexibility and compatibility, FEDOT supports manual and automatic
model-building approaches. In the manual setup, users have greater control, allowing them to select
and customize pipeline nodes according to their specifications, including selecting desired models,
preprocessing techniques, and fine-tuning the ML pipeline, among other operations. FEDOT
explores and evaluates multiple pipeline settings in the automatic configuration, selecting the
optimal model based on predefined metrics. In both scenarios, users are prompted to provide
information about the hyperparameters, such as problem type (regression, classification, time series

forecasting), forecast length (number of future steps to forecast), horizon (similar to forecast length

IDocumentation available at https: //thegolem.readthedocs.io/en/latest/
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but with higher flexibility to the starting point), timeout (maximum time for model design), cv_folds
(number of folds in cross-validation), n_jobs (number of parallel jobs), seed (reproducibility), and
other criteria.

We explore a case study on CRYSTAL, a DSS for team size management. This tool employs
AutoML to boost efficiency across various work shifts and teams by predicting future incidents
and enabling proactive adjustments to staff size. Figure 5.2 illustrates CRYSTAL’s architecture,
spanning from the processing of the training data to the delivery of recommendations regarding the

composition of SOC teams.

- Generate
Process Customize L
Training Data FEDOT Predictions (FEDOT)
Generate Management Hire, Maintain, m
Recommendation Dismiss “

Manager

Figure 5.2: CRYSTAL Architecture

This module processes historically treated tickets and builds a dataset comprising the number
of tickets for each forecasted day. Since ML requires vast data for accurate predictions, each day
is subdivided into 8-hour intervals/shifts, tripling the dataset’s instances. While this approach
increases the data volume and granularity, it may also introduce problems, such as increased
computational performance. With the augmented dataset, FEDOT executes the pipeline outlined in
section 5.3 and generates predictions regarding the number of tickets in the next n days.

Once the predictions are generated, CRYSTAL calculates the average time spent per ticket
based on the time spent in the prior three months and estimates the time required to process the
forecasted number of tickets. Given the time difference between the total shift duration (considering
the number of operators) and the computed time to fix the predicted number of tickets, CRYSTAL
proposes the following decision types:

» No suggestion — if it falls within the acceptable range;
* Hire n analysts — if the difference is greater than the maximum acceptable range;
* Dismiss n operators — if the difference is less than the minimum acceptable range.

The acceptable range depends on the decision tolerance threshold (granular feature defined
by the user), which prevents rigid changes. The number of operators to be hired and dismissed is

determined by Egs. 5.1 an 5.2, respectively.

Toie — Thie
Ohire = [( e & W 5.1)
shift
Odismiss = max(l ) Ohire) (52)
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where O represents the number of operators, Typise denotes the total time duration of all operators
within a shift, and Tikets indicates the time required to resolve forecasted tickets. This process
iterates until the difference between Typise and Tiickets falls within the acceptable range.

Using a majority voting strategy, CRYSTAL recommends a compiled decision for all shifts in
each month of each run and seed. For example, if shift O suggests dismissing one operator in May,
shift 1 recommends hiring two, and shift 2 suggests maintaining the current staff, the compiled
decision would be to hire one person. At the operational level, this would involve transferring one
person from shift O to shift 2 and hiring one additional person. Afterward, CRYSTAL aggregates
the decisions across all runs and then seeds, also using majority voting. In case the decision ends
in a tie, CRYSTAL prioritizes actions in the following order: maintain, hire, and dismiss. This
arbitrary prioritization can be adjusted based on the business logic implemented. The number of
operators is calculated as the average of the suggested values for the corresponding decision type.
Different runs for each seed are used due to reproducibility issues in FEDOT, which are currently
being addressed by the FEDOT development team.

The user inputs various configurations, including the forecast length, seed, and tolerance
threshold. The forecast length () dictates the number of future timestamps for which predictions
are generated, while seed ensures reproducibility across different runs. The threshold tolerance
allows CRYSTAL to suggest flexible decisions. For example, with a tolerance level of 4 hours, the
proposed decision is accepted if the remaining available time (calculated as total time minus the
time required to resolve the tickets) falls within the range of [-4, 4] hours. Otherwise, the decision
is re-evaluated with fewer operators hired or dismissed. Should the remaining time be outside the
threshold range, the final decision is to maintain the current team composition. This threshold value
can be adjusted to reflect CRYSTAL’s desired strictness and align with the application scenario’s

specific constraints.

5.5 Results

This section focuses on the results obtained with CRYSTAL, after analyzing the prediction accuracy
of FEDOT AutoML across diverse scenarios and its role in team size management. The following
experiments employ FEDOT AutoML version 0.7.33. Due to reproducibility issues currently
being addressed by its development team, multiple seeds are tested, yielding results from over 10

iterations per seed.

5.5.1 Prediction Accuracy

The AutoML prediction accuracy is assessed through three experiments, each characterized by
distinct training data distributions. These experiments evaluate the impact of S21sec distribution
data and increased ticket tendency over the years on FEDOT performance with different training

data sizes.

3Documentation available at ht tps: //github.com/aimclub/FEDOT
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The goal is to evaluate FEDOT’s predictive capacity in forecasting n future events over the
upcoming year, using training data spanning two, three, and four years (one year resulted in several
pipeline issues). These training sets are derived from partitioning a baseline dataset generated by
SNOOKER, comprising 150000 tickets over five years. This study analyzes ticket prediction at
8-hour intervals instead of daily, resulting in a forecast length of 1095 intervals instead of 365 (one
year). Performance metrics, including MAE, RMSE, MAPE, and computational time (minutes),
are employed for this evaluation. Users must also define the problem type involved in FEDOT
(forecasting) and the forecast length.

Given the customizable seed parameters in SNOOKER and FEDOT, we experimented with
artificial datasets using different configurations and various seeds. For enhanced comprehension
and analysis, the following figures and tables showcase only the average values for each seed,
omitting individual run results (details on each run per seed are provided in the Appendix A).

Figure 5.3 compares the predicted number of tickets for the last year, based on the training with
two, three, and four years of data using real information, and the test dataset when using real data.
As verified, the tendency lines generated from training with three and four years align more closely

with the observed behaviour than the one achieved with two years of training.
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Figure 5.3: Comparison between predicted ticket volume and observed using only
real data

Table 5.1 complements this analysis by presenting the performance metrics achieved by FEDOT
using the same training segments and S21sec distribution data about tickets and families. Real
data was included in FEDOT training to ensure that the models learned from patterns, noise, and
variability present in real-life environments.

Although more data often improves prediction accuracy, the three-year dataset yielded more
accurate results than both the two-year and four-year datasets. This outcome can be mainly attributed
to limitations associated with using AutoML [Azevedo et al., 2024]. The two-year dataset likely
underperformed due to insufficient training data, which may have limited the model’s capacity to
capture patterns and seasonal trends of real-world ticket scenarios. In contrast, the four-year dataset

introduced an additional layer of complexity that overwhelmed the AutoML pipeline. Moreover,
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Table 5.1: FEDOT with real distribution

Seed two years three years four years
MAE RMSE MAPE TIME MAE RMSE MAPE TIME MAE RMSE MAPE TIME
0 1527 17.13 1.66 11.72 | 3.97 5.77 0.28 243.1 5.2 7.16 0.34 96.6
1 12.57 1498 1.31 53 3.97 5.5 2.94 7324 | 4.57 6.26 0.29 57.6
2 1745 19.75 191 5.27 5.6 7.62 0.34 28.1 4.28 6.01 031 11159
3 1695 19.05 1.85 7.2 4.98 6.6 0.37 5.01 4.98 6.6 0.37 5.01
4 16.39  18.31 1.78 1242 | 4.11 5.83 031 37953 | 5.23 7.17 033  160.73
5 8.01 10.2 0.76  21.05 | 4.98 6.6 0.37 5.9 4.98 6.6 0.37 5.84
6 16.51 18.76 1.76 5.8 4.66 6.3 0.34 5.02 4.74 6.4 0.34 5.02
7 17.24  18.33 1.89 6.32 | 4.98 6.6 0.37 9.55 4.98 6.6 0.37 9.5
8 17.35 19.36 1.9 525 | 411 5.81 0.31 81.28 | 5.23 7.17 0.33 36.57
9 1435 16.34 1.5 3497 | 5.34 7.07 039  150.22 | 4.98 6.6 037 172.52
AVG 1521 17.22 1.63  11.53 | 4.67 6.37 0.6 98.1 4.92 6.66 0.34 66.1

Time is in seconds.

memory restrictions could have reduced the performance of various processes within the AutoML
pipeline. While AutoML can benefit users with limited expertise, it can encounter problems related
to data, infrastructure, ML workflow, model performance, and human factors, leading to potentially
inaccurate results [Azevedo et al., 2024].

Figure 5.4 showcases the predicted number of tickets based on different training sizes alongside

the observed data, considering only increased ticket tendency over time.
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Figure 5.4: Comparison of the predicted ticket volume against the observed using
only increased ticket tendency

Although the predictions derived from three and four years of training are more stable than
expected, they still show an upward tendency over time. The predictions based on two years
of training form a steadily increasing line, noticeable in later dates. Table 5.2 showcases the
performance metrics obtained in the scenario shown in Fig. 5.4 where only increased ticket
tendency is explored.

While computational time rises with the amount of training data, the error margin remains

consistent. This phenomenon can be explained by the low variability in the training data, unlike the
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Table 5.2: FEDOT with increased ticket tendency distribution

Seed two years three years four years
MAE RMSE MAPE TIME MAE RMSE MAPE TIME MAE RMSE MAPE TIME
0 5.35 6.71 0.13 531 | 5.52 7 0.13 7.21 556  7.07 0.13 25.96
1 5.51 6.86 0.14 5.01 543 6.81 0.14 4.93 5.47 6.83 0.14 7.45
2 5.32 6.65 0.13 5.01 | 554 6.93 0.14 8 5.39 6.72 0.14 29.19
3 5.33 6.65 0.13 5 5.31 6.61 0.14 6.23 5.29 6.62 0.13 5.02
4 5.33 6.65 0.13 5.01 | 5.57 6.97 0.15 26732 | 544 6.81 0.14 816.5
5 5.33 6.65 0.13 5.01 | 5.52 6.98 0.14  136.26 | 5.58 7.05 0.14 5.06
6 543 6.77 0.14 501 | 5.54 6.92 0.14 6.03 543 6.78 0.14 77.54
7 5.44 6.78 0.14 5.01 5.52 6.9 0.14 4.96 5.48 6.85 0.14 26.78
8 5.38 6.71 0.14 5 5.59 6.93 0.15 5.01 5.52 6.86 0.14 14.92
9 5.59 7.01 0.15 5.14 | 5.54 6.93 0.14 16835 | 539 6.72 0.14 387.38
AVG 54 6.74 0.14 5.05 | 5.51 6.9 0.14 6143 | 5.46 6.83 0.14  139.58

Time is in seconds.

first scenario, where the anonymized real dataset exhibits high variability. Figure 5.5 illustrates a
similar testing scenario, combining the previous dimensions: real distribution and increased ticket

tendency.
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Figure 5.5: Comparison between predicted ticket volume and observed using real
data combined with increased ticket tendency

The prediction lines based on three and four years of training closely align with the expected
line in terms of seasonality. However, they fail to capture the increasing ticket tendency over time
accurately. In contrast, the prediction line derived from two years of training presents an erratic
behaviour, failing to emulate the patterns shown in the observed data. Table 5.3 displays the metrics
obtained from integrating S21sec distribution data and an increased ticket tendency over the year
(final scenario).

The results closely resemble those observed in the initial scenario, where metrics stabilized
after three to four years, with better outcomes at three years. This similarity indicates that ticket
tendency has a minimal impact on FEDOT performance compared to the actual distribution data.

Based on the experiments conducted, we identify the first scenario, which uses three years of
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Table 5.3: FEDOT with increased ticket trend and real distribution

Seed two years three years four years
MAE RMSE MAPE TIME MAE RMSE MAPE TIME MAE RMSE MAPE TIME

0 1446  19.61 0.52 6.12 | 1853 254 0.61 7.31 15.67 19.55 0.72 22.61
1 25.87  30.94 1.27 227 | 1431 17.96 0.63 6.5 1557  19.39 0.71 7.7
2 30.82  39.26 1.6 577 | 10.28 14.06 0.31 8.68 11.9 1588 0.31 30.09
3 37.13 46 1.92 14.87 | 10.61 14.48 0.31 14331 | 10.64 1494 0.39 20.39
4 7239  68.97 3.86 6.05 | 945 12.59 026 76795 | 9.61 12.73 028 17225
5 30.16  36.11 1.75 2653 | 10.2 13.54 0.14 7198 | 15.61 19.5 0.71 8.58
6 41.12  53.02 2.51 8.13 | 14.32 18.01 0.63 6.28 | 18.13 2322 0.86 13.41
7 32.19 4047 1.66 573 | 1391 1742 0.65 6.28 | 15.18 18.82 0.74 2791
8 24.07  29.61 1.12 10.78 | 11.25 14.92 0.31 1598 | 1321 17.71 0.33 16.83
9 146.49 184.88  7.48 5.68 | 13.42 19.02 035 28647 | 10.74 14.05 0.3 657.03

AVG 4547 54.89 237  11.24 | 12.63 16.74 042 132.07 | 13.63 17.58 054 25271

Time is in seconds.

training data, as the most optimal configurational setup for the next test, as it achieves the lowest
values across all the metrics referred to. Additionally, the fact that FEDOT could not replicate the

increased ticket tendency in the final scenario further supported this decision.

5.5.2 Recommendations Efficiency

With the optimal distribution and training size determined, we assess CRYSTAL’s performance
in recommending changes to the size of SOC teams based on the forecast obtained with synthetic
data. This assessment compares the decisions (such as maintaining, hiring, and dismissing staff)
proposed by CRYSTAL with those that could have been employed in the testing dataset. It is
important to note that this comparison does not involve input from real SOC managers, as none
were available. The assessment spans four team configurations (detailed in section 3.3.2), across
various seeds, and months. In these scenarios, operator distribution may or may not be balanced
across the shifts. The object is to verify whether CRYSTAL’s suggestions align with those that
could have been proposed.

Instead of using the complete set of seeds from previous experiments (0-9), we focus on those
with lower MAE and variability: 0, 1, 3, 4, 5, and 8. These seeds were selected after analyzing
the full seed range to focus on more stable and accurate model outputs, essential for the next
test. CRYSTAL operates on two levels: operational and compilation. At the operational level, the
decisions for each month, run, and seed are obtained after inspecting the shifts detailed earlier (0, 1,
and 2). At the compilation step, these decisions are aggregated across all runs and seeds for each
month to determine a decision for that month.

The following figures compare the predicted decisions with those that could have been employed
across all months and seeds, using a user-defined tolerance threshold of 4 hours (chosen randomly).
The number of operators shown on the y-axis represents the number of operators hired (positive
values) or dismissed (negative values). It is important to note that decisions are not carried over
from one month to another. This choice ensures a more realistic behaviour, as a decision taken

in a particular month could influence outcomes in subsequent months. For instance, the decision
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to dismiss six operators in a particular month does not imply that seven operators should also be
dismissed next month. Each decision is assessed independently for each month. To avoid presenting
redundant results across the different team scenarios, only a selected subset of team dispositions is
illustrated and analyzed next.

Figure 5.6 compares the predicted decisions with those that could have been adopted with

balanced shifts across all seeds.

B Predicted mm Observed

Number of Operators

fpr May Jun  Jul  Aug Sep Oct Now Dec  Jan  Feb  Mar
024 2024 024 024 2024 2024 2024 2024 2024 025 025 2025
Dates

Figure 5.6: Comparison decision between predicted and those that could have been used under
balanced shifts

Although there are some exceptions, such as the number of operators to be dismissed in May
and August of 2024, the decision type and number of operators predicted closely align with those
that could have been used. This indicates that, across all shifts, the number of SOC operators
exceeds the demand based on the volume of tickets treated. Therefore, CRYSTAL recommends the
dismissal of operators. During months of higher ticket seasonality (March through September), a
reduction of six operators is suggested, while in the remaining months, a reduction of nine operators
is proposed. The exclusive recommendation for dismissal highlights potential inefficiencies in team
management. There is a clear tendency to dismiss more personnel at the beginning and end of the
year, which aligns with the seasonal pattern of the tickets, with more of them occurring between
March and September compared to the rest of the year.

To evaluate whether CRYSTAL could maintain the same level of performance in hiring and
retention decisions, another synthetic dataset was generated with SNOOKER under conditions
similar to those previously analyzed. The key difference in the new dataset is the number of

operators per shift. To this end, three additional scenarios were explored:

* Scenario 13 — has three operators, one per shift;
* Scenario 14 — has four operators: shift 0 and 1 have one, and shift 1 has two;

* Scenario 15 — has six operators: shift 0 has one, shift 1 has two, and shift 2 has three;

As illustrated in Figs. 5.7, 5.8, and 5.9, CRYSTAL can recommend hiring »n operators and
maintaining the staff level. In Fig. 5.7, it is recommended to hire operators during months with
higher ticket seasonality (from March to September) and maintain the staff during the remaining
months. In Fig. 5.8, the results are similar, with the difference being that CRYSTAL recommends
dismissing n operators during October 2024 and February 2025 instead of maintaining the staff
disposition. In the final scenario, Fig. 5.9, this framework proposes maintaining the personnel

during high seasonality months (except May) and dismissing operators during off-season months.
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Figure 5.7: Comparison decision between predicted and those that could have been employed under
scenario 13

This was the only scenario where the decision proposed by CRYSTAL deviated from the one that
could have been adopted in May 2024, suggesting maintaining the number of operators instead of
dismissing two.

Although a discrepancy was noted in May of 2024 in these scenarios, CRYSTAL proposed
decisions in the remaining months that closely aligned with those that could have been applied.

5.6 Discussion

CRYSTAL is a decision support system trained with artificial data generated by SNOOKER and
powered by autoML to provide insights into workforce scenarios. For its evaluation, we inspected
its prediction accuracy with different distributions and training sizes and its ability in recommending
staff sizing needs.

Regarding the prediction accuracy, different outcomes were obtained for the three distributions
in the three training sizes. The distribution using only real data showed that the usage of more
data (three and four years) improves the error metrics compared to those obtained with two years.
Contrary to this behaviour, the distribution employing increased ticket tendency presented slightly
better accuracy results over two years compared to the ones retrieved with three and four years.

The application of both previous distributions follows the same pattern observed when only real

1 B Predicted I Observed II II II II II
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data is used.
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Figure 5.8: Comparison decision between predicted and those that could have been utilized under
scenario 14
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Figure 5.9: Comparison decision between predicted and those that could have been followed under
scenario 15

After forecasting the ticket volume for a future timestamp, CRYSTAL potentially suggests
team adjustments. In the scenarios explored previously, CRYSTAL recommended decisions closely
aligned with expectations, suggesting staff dismissals Fig. 5.6 and hiring and retention Fig. 5.7.
The scenarios explored in Figs. 5.8 and 5.9 further validate CRYSTAL’s reliability, with consistent
recommendations over several months. In some cases, the number of operators to dismiss/hire is
slightly different from expectations, and in rare instances, such as in May 2024 in Fig. 5.9, the
decision differs.

Although it was not possible to deploy CRYSTAL within S21sec’s systems and gather feedback
from real-world SOC managers, we can theorize its potential application in practical situations. By
aligning with the company’s objectives, such as reducing team costs or preventing delays in ticket
treatment, CRYSTAL could assist in optimizing the SOC team’s shift allocation. In practice, this
tool could analyze historical data and forecast incident volumes over a certain period. Based on
the forecasts, this system may recommend staff adjustments, potentially leading to more efficient
resource management. Additionally, it can recommend different decisions tailored to several
situations, which can be simulated using SNOOKER. The latter tool’s flexibility enables the gener-
ation of diverse datasets that can enrich CRYSTAL’s training, allowing for more comprehensive

simulations of potential real-world outcomes.
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Chapter 6

Conclusions

In today’s digital landscape, cybersecurity threats’ escalating complexity and frequency present
crucial challenges for organizations [St. John and Swanston, 2024]. SOC teams try to detect, analyze,
and mitigate cybersecurity incidents while maintaining the overall security posture; however, factors
such as the overwhelming amount of incidents and the shortage of skilled professionals hinder
their performance [McCann, 2023]. As reported in section 1.1, these challenges can lead to
inefficient treatment and slower incident responses. One potential solution capable of automating
some processes within the incident investigation cycle is the application of RSs. Considering their
ability to filter information and analyze patterns in historical data, RSs could suggest the operator
responsible for handling an alert, accompanied by the treatment procedure.

For this purpose, three different types of systems were developed to improve the efficiency of
ticket treatment and SOC team size management. Firstly, a synthetic data generator (SNOOKER)
was built to create tickets emulating real-world incidents without incurring privacy and scarcity
concerns. Secondly, a context-aware RS (CROSS) was designed to discover the fastest operator-
procedure pair, considering the characteristics of the tickets, improving decision-making and
responses’ relevance and effectiveness. Lastly, a case study on a DSS supported by FEDOT
AutoML (CRYSTAL) was explored to analyze SOC team size using predictive analysis. Together,
these components could address critical challenges in SOC operations, contributing to improved
security posture and workflow. The SNOOKER tool is publicly available, while the remaining

systems, due to contract reasons, are restricted to the public.

Regarding the research questions exposed in section 1.2, the following responses are given:

RQ1 What approaches can build synthetic data based on real data for ticketing systems? Sections
3.1.1 and 3.1.2 detail the concept behind the available synthetic generation methods and
review the research work done across multiple domains. While some researchers employ data
distribution techniques due to their simplicity, others prefer more complex processes, such as
GANsS. In this work, we developed a synthetic generator based on data distribution designed
to create tickets with various characteristics. This approach was chosen to achieve greater

control over the generation of time-series data while incorporating geographical location as
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an additional factor to refine the generation process. Section 3.2.2.2 discusses this decision
more in-depth;

Can we generate synthetic data that closely mimics real data regarding distribution and busi-
ness logic? As discussed in section 3.3.1, synthetic data can replicate specific characteristics
or meta-features of the real data, such as the ticket and incident distribution over a year and
procedure duration. In this study, SNOOKER generates incidents with distributions similar
to those in the S21sec dataset. Regarding the business logic or real-world operations per-
formed within the helpdesk domain, SNOOKER performs ticket assignment, prioritization,
scheduling, and escalation (other business tasks are referred to in section 2.4). Section 3.3.2
tests SNOOKER's ticket scheduling under various conditions, with the remaining operations

not being tested individually, as they are integrated within the scheduling evaluation;

RQ3 What is the impact of different team sizes on ticket handling, measured by the percentage

RQ4

RQS5

of delayed tickets and average wait time? Section 3.3.2 explored three different types of
distribution in twelve scenarios, each with a varying number of operators and work shift
distributions, to evaluate SNOOKER’s ticket treatment. Results show similar behaviours
when using normal and uniform distributions. However, following the assumption that
SNOOKER can mimic real data patterns, the percentage of delayed tickets and wait time
increase substantially due to the seasonality implemented during generation. This behaviour
suggests that different configurations in ticket generation, such as seasonal patterns, can
impact these metrics. Moreover, fewer operators with unbalanced work shifts aggravated
this trend across all the distributions and scenarios studied. These observations show that
SNOOKER’s ticket handling is highly dependent on two main phases: ticket generation
(number of tickets, period selected, and other temporal features) and ticket assignment,
contingent on the team’s dimensionality and distribution;

What is the influence of historical data and different team sizes on the computational per-
formance of an RS and its scalability? Section 4.4.1 inspects CROSS’s temporal efficiency
using different TAU values and various team compositions. The results show that using a
larger TAU to identify the fastest actions by CROSS increases the average recommendation
times while readaptation times remain relatively stable. For example, as shown in Fig. 4.19,
the general impression is that average recommendation time exhibits a linear growth among
the TAU indicators studied. Nonetheless, as noticed in the experiment, there are cases where
an increase in TAU may lead to a decrease in the average recommendation (detailed in
section 4.4.1). Regarding scalability, CROSS demonstrates efficiency in terms of average
recommendation time and memory usage under different SOC operators and ticket scenarios.
Seven new datasets were analyzed and processed, each using a TAU of 180. The results
indicate that the number of operators has a slightly higher impact than the number of testing
tickets in the metrics analyzed. Both factors present a linear growth pattern in average
recommendation time and memory consumption, with the number of operators having a
more pronounced trend line;

How does the operator’s acceptance level impact the performance of a context-aware RS?
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Section 4.4.2 evaluates the evolution of CROSS recommendation in two scenarios, using
distinct ROARs (RecOmmendation Acceptance Rates). The first case employs an ROAR of
100% and analyzes the difference between the time required to execute the emulated actions
and the time as estimated by CROSS (identical sequence of actions). The other scenario
performs a similar analysis with four ROARSs (80%, 60%, 40%, 20%) when the same sets of
actions (emulated without CROSS and recommended by CROSS) differ. In the former case,
the duration difference between the two types of actions gradually decreases, approaching
zero. This behaviour shows that CROSS is adaptable and that it can suggest procedures that
are more aligned with those emulated. In the latter scenario, there are several fluctuations
across the mentioned ROARSs (time difference varies between 46% and 63%, with the most
rigid ROAR (20%) being the least consistent;

How does the introduction of a context-aware RS impact the wait and response time to tickets?
Compared to the ticket treatment without CROSS, the integration of this tool improved the
average response time by 37.9% to 45.1%, helping SOC operators focus on other critical
and pending tickets. Consequently, the average wait time also decreased between 62.2% and
63.2%. Regarding the impact of ROAR on these metrics, the average wait time remained
unchanged, but the response time decreased between 0.4% and 11.7%. Additionally, the
number of tickets accepted, either immediately or on subsequent considerations, increased,
with the ROAR of 20% leading to ticket acceptance after up to four refusals.

Figure 6.1 provides a more detailed view of the proposal workflow. It illustrates the primary
tasks carried out by SNOOKER, analyst emulation, ticket treatment, CROSS, and CRYSTAL.

SNOOKER, coupled with its interface, allows the generation of training and test datasets with

diverse features across distinct scenarios. Such information simulates the ticket treatment through

various helpdesk operations, with some of them emulating SOC operator behaviour. On the other

hand,

CROSS also focuses on ticket handling, but with the recommendation of the fastest analyst-

procedure combination at its core. Lastly, a case study on CRYSTAL shows its potential to improve

SOC team size by providing management decision support without affecting ticket treatment. The

suggestions generated could help organizations save resources and prioritize attention on critical

incidents, among other goals.

In addition to these tools, we contributed with four articles:

“SNOOKER: A Dataset Generator for Helpdesk Services” article published at the Journal of

Intelligent Information Systems [Ferreira et al., 2024];

“Recommender Systems in Cybersecurity” survey published at the Journal Knowledge and

Information Systems [Ferreira et al., 2023];
“CROSS: Context-aware Recommender System” article under review;

“CRYSTAL: Decision Support System with AutoML for Workforce Management” article

under review.
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Figure 6.1: Detailed Tool Workflow

6.1 Limitations

While training and evaluating systems with artificial data allows for controlled experiments, this
approach has limitations. For instance, although SNOOKER generates data based on real-world
distribution, some aspects of real-world complexity and unpredictability may not be fully captured.
This approach facilitates the testing of multiple scenarios, but transitioning to real-world deployment
may benefit from additional tuning with real data to enhance generalization and robustness.

In SNOOKER, one consideration relates to the ticket generation task, which can become more

time-intensive depending on user-defined constraints in the interface, including the datetime range,
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ticket seasonality throughout the year, and other temporal restrictions. When these constraints are
narrowly defined, such as targeting specific months or high-frequency periods during the day, the
generation speed may decline. These added factors present an opportunity to explore optimization

strategies to improve the speed and efficiency of this operation.

For CROSS, while it effectively prioritizes the fastest operator-procedure pair based on historical
data and estimated resolution times, it does not consider other decision-making criteria. Currently,
factors such as accuracy, effectiveness, and user satisfaction are not incorporated. Their integration

could further improve the relevance, reliability, and effectiveness of the recommendations.

Additionally, CROSS currently uses simulated operator feedback based on ROARs to estimate
the likelihood of recommendation acceptance. While this is a helpful approximation, the integration
of real-time feedback from real human operators could improve the realism and adaptability of this
system and help capture the complexity and variability of real operator behaviour.

CROSS demonstrated efficient performance in generating recommendations, particularly when
trained with large datasets. This system relies on a sufficient volume of training data to identify
the fastest operator-action combination for each ticket. The volume of training data affects the
estimation of actions for various operators, the comparison of their relative speeds, and other
operations. In our tests with datasets of 50.000 and 100.000 tickets with seasonality, CROSS
successfully provided recommendations for all tickets. However, the availability of training data
can impact the accuracy and efficiency of recommendations. As illustrated in Table 4.8, the
recommendation time heavily depends on the TAU used: lower TAU values result in quicker
recommendation generation, while a larger TAU may increase processing time to reach valid

recommendations. Lastly, CROSS may fail to provide suggestions in the following scenarios:

* The team from the open ticket is unknown, and there is no historical data about how users
treated similar past incidents (analyzed in the training set);

* The ticket does not include information about client (this case may not happen in S21sec as
tickets inherently identify clients);

* A crossover action can not be estimated (applicable in novel incidents), or the fastest operator

can not be identified.

While SNOOKER employs multiple imputation to handle missing data in real-world datasets,
CROSS was developed using synthetic data that is intentionally complete and free from missing
values. This design simplifies experimentation and ensures consistency during testing. However,
for real-world deployment, CROSS would require tuning to handle incomplete or partially missing
data to improve its resilience and applicability.

FEDOT, the core engine of CRYSTAL, was not developed by us, but our evaluation showed
some interesting results about it. As highlighted in Table 5.1, prediction times can vary depending
on the seed used, and repeated runs with the same seed do not guarantee the same output. In
addition, the pipeline performance is variable when working with small training datasets and longer

forecasting lengths.
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The design of the proposed systems involved a trade-off between memory usage and execution
speed. Given the project’s priorities, speed was prioritized over memory efficiency. Dictionary
structures were utilized to store our data instead of traditional databases to enhance the speed of
reading and writing operations. This approach improves performance by enabling faster data access
and manipulation, crucial for real-time operations. However, these advantages come at the cost
of increased memory consumption. While dictionaries offer superior speed, they consume more
memory than databases optimized for data storage. Section 6.3 addresses a potential improvement
that could alleviate this trade-off during the integration on S21sec.

Table 6.1 illustrates other small limitations that may affect the proposed tools.

Table 6.1: Minor limitations

Component Limitations

— Can create different operators but not new teams;

SNOOKER The parser can only interpret the features of the real dataset if they align with those
recognized by SNOOKER. Moreover, the real dataset must be properly formatted
(e.g., some features might contain undefined values or patterns, such as -1);
— The family representation is limited to 26 options (A-Z);
— Can simulate only 255 different treatment steps;
— The probabilities of adding, removing, changing, or doing nothing regarding a

simulated action are predefined;

— Can only read CSV and XLSX datasets;

CROSS
— The processing of training and testing datasets is performed only when certain

required features are present;

— The dataset used for training and validation is only processed when certain
CRYSTAL features exist with a predefined approach;

— The size of the training dataset used in forecasting depends on the characteristics

of the dataset employed. In our case, three years was ideal, but the same may not

happen with another dataset.

6.2 Integration on S21sec

Integrating these tools into S21sec, where existing frameworks and methodologies vary widely,
presents opportunities and challenges.

SNOOKER could complement current testing systems by generating diverse and realistic
datasets, enhancing the robustness of implemented security measures. For example, it can create
datasets where certain types of incidents are more common in specific periods of the day or week
and simulate the presence of tickets indicative of suspicious activities in certain countries, among
other benefits. However, such integration requires the development of a parser that bridges S21sec
incident data with SNOOKER, ensuring that synthetic datasets accurately emulate the desired

behaviours.
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Currently, each SOC team within S21sec assigns tickets to operators based solely on the poten-
tial severity of the incident. However, this approach does not use specific knowledge of the incident
types during the ticket assignment process. The deployment of CROSS together with existing
incident management tools could support and facilitate dynamic matching of operators based on
their availability, speed, and proficiency with the fastest procedure. Such an assignment methodol-
ogy could enhance workforce effectiveness and improve incident response times. Nonetheless, an
important limitation is that S21sec teams do not register treatment action sequences in a granular
manner for future analysis and improvement. Procedures guide the performed actions, but specific
details and customizations per client/organization are recorded in a free-text format within each
ticket. This approach limits the extraction of tabulated, homogenized, normalized, and comparable
discrete data until the development of large language models (LLMs), currently under testing,
achieves sufficient maturity. The absence of historical data impedes CROSS from making informed
suggestions about handling novel and known incident types. Furthermore, in case real data is used
as input to CROSS instead of synthetic data, the data processing pipeline will require additional
adjustments. Real data may contain missing values and noise, requiring more extensive processing,
cleaning, and normalization. An important aspect to look out for during the integration of CROSS
into real-world environments is its support for real-time decision-making. SNOOKER is currently
being utilized as a proxy for human operators and the ROAR feature as an emulation acceptance or
refusal of recommendations. For a real-world deployment, these components are removed, and the
input they provided is replaced by human operators and their actions. This allows the assessment of
CROSS’s effectiveness in real scenarios.

The SOC department at S21sec achieves high degrees of SLA compliance metrics in an
aggregated sense, but there are limitations. On the one hand, there is a lack of curated information
for analysis of individual operators’ detailed performance across dimensions, such as customer, alert,
severity, target, campaign, required skills, etc. On the other hand, there is an absence of tools capable
of anticipating fluctuations in ticket volumes. Including CRYSTAL or an adapted version of it could
assist team size management by optimizing their performance and resource allocation. However,
implementing such a feature would require continuous adaptation and updating to maintain accuracy.
For example, generating reliable predictions of future incident volumes would involve a continuous
evaluation over different training sizes used in FEDOT to identify the configuration that produces

the most accurate forecasts.

6.3 Future Work

In the context of future endeavors, our attention extends toward the refinement and expansion of

the following aspects:

« Efficient scalability and performance — the current SNOOKER and CROSS version performs
well with a moderate volume of tickets (hundreds of thousands) and a limited set of incident
types and procedural actions. However, their performance can decrease as the volume of

tickets, diversity of incident types, and procedural knowledge increase. Both systems rely
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on in-memory data storage, prioritizing execution time over memory efficiency. Alternative
storage solutions, such as distributed databases (run in the cloud), cloud-based storage
services, or distributed systems, could address this issue. For example, decomposing some
of the main tasks of SNOOKER and CROSS into smaller and independent services could
improve performance and scalability [Tapia et al., 2020]. It would also be interesting to
conduct a more complete analysis of SNOOKER’s scalability and the key factors that impact
its performance;

Recommendation quality — currently, CROSS prioritizes speed over quality when looking
for the fastest operator-action pair for each open ticket. This aspect could be addressed
by incorporating mechanisms capable of assessing recommendations based on qualitative
criteria, such as resolution accuracy, user satisfaction, among other metrics. Such a feature
would help assess the reliability and relevance of the suggestions. Bobadilla et al. proposed
two metrics for assessing the recommendation’s quality: reliability quality prediction measure
and reliability quality recommendation measure [Bobadilla et al., 2018];

Step prediction based on analyst similarity — rather than relying solely on relative speeds to
estimate a step not used by a SOC operator, this estimation could utilize the identification of
similar operators. This approach would eliminate the need to analyze every operator who
has used the step studied within similar subfamilies, thereby adding another layer that could
reduce computational time and enhance scalability;

AutoML for SOC evaluation — involves using the FEDOT tool to evaluate the SOC team’s
performance by predicting the time required to resolve tickets during each shift within a
user-defined time frame. Currently, this performance is tested by comparing the average
resolution time of the tickets from the last month and extrapolating it for future months.
Integrating the duration of ticket resolution into the FEDOT framework could help us gain a
deeper understanding of its predictive capabilities. However, such analysis could result in
extended prediction time and would require a careful evaluation of the trade-off between the
computational costs incurred by this approach and those of the current approach;
Recommendations with different confidences — adding a confidence level to the suggestions
regarding their suitability for addressing a ticket could improve reliability and trust, similarly
to the introduction of XAI (explored in section 4.1.4). This addition could lead decision-
makers to gauge the reliability and certainty of recommended procedures based on certain
features, thereby facilitating more informed decision-making processes in cybersecurity
operations. For instance, the confidence score of a recommendation could derived from
factors such as the historical frequency of the action being accepted or rejected, whether the
estimated duration of the action steps was based on information from the same operator or
other, among other strategies;

Incident identification through feature content analysis — currently, the detection of similar
incidents relies on the presence of certain features. Including NLP and other analytical
strategies could help analyze these features’ semantic and contextual content, potentially

enhancing the identification of related incidents. For example, Zhou et al. explored the
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incident category and procedure data via the LDA method to improve the analysis of ticket
similarity [Zhou et al., 2015]. Integrating LLMs could also enhance semantic and contextual
understanding. They facilitate embedding generation for semantic comparisons, zero-shot
or few-shot similarity classification, and clustering using embeddings. Xu et al. employed
LLMs for zero-shot text identification and label generation in radiology reports to improve
semantic analysis and develop similarity metrics for text [Xu et al., 2024]. While LLM
models could also enhance the application of recommender systems in cybersecurity, it does
not diminish the value of ML models. ML excels with well-structured, labeled datasets,
efficiently capturing patterns using methods like regression and decision trees without heavy
computational resources. Moreover, ML offers greater explainability and interpretability
compared to LLMs. Additional benefits such as resource efficiency, lower data requirements,
domain-specific customization, real-time performance, cost-effectiveness, and a proven
track record in specialized tasks highlight ML'’s enduring relevance in addressing practical
challenges, even as Al continues to advance;

Simulation of cybersecurity suspicious behaviour — analyzing scenarios where certain coun-
tries exhibit a higher likelihood of delivering/receiving cyberattacks during specific temporal
intervals could improve the realism in this area. This functionality could target specific days
or timestamps because cyberattacks may occur more frequently during certain periods of
the week [Express, 2023]. The identification of these countries could be done through the
national cyber power index, which ranks the countries based on their cyber capabilities in the
digital area [Voo et al., 2022];

Expansion of SNOOKER’s generation domains — currently, the proposed dataset generator is
limited to generating cybersecurity tickets. However, it was designed to include additional
areas like healthcare and finance. For example, SNOOKER could create patient management
tickets or clinical incident reports in healthcare, while in finance, it could simulate fraud
alerts. By integrating features unique to these fields, SNOOKER could emulate a broader
range of scenarios, allowing comprehensive testing and analysis;

Integration of Meta-Learning in SNOOKER - could enhance the synthetic dataset generation
by enabling the creation of more adaptable and task-aware datasets through the inclusion
of certain meta-features (analyzed in section 3.1.1). A related master’s thesis, titled "Meta
Feature classification and insertion on a Synthetic dataset generation process" started explor-
ing this topic through a meta-feature extraction model. The study focused on identifying
the most relevant meta-features and evaluating the quality of the generated synthetic data
[Lemos et al., 2022];

Granular decisions in CRYSTAL - at the moment, the decision support system, designed
to assist with SOC team size management, is limited to three actions: hire, dismissal, and
no changes required. While these high-level decisions are common in real-world scenarios,
they do not fully capture the range of operational strategies available in SOC environments.
The introduction of more granular decisions could improve CRYSTAL'’s utility. For example,

these could be adjusting alert sensitivity, tuning rules and KPIs, cross-training operators, and
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investing in temporary contract-based support, among other operations;

 Evaluation of other AutoML tools — explore alternative AutoML systems for time series fore-
casting. While existing literature positions FEDOT as a prominent tool in this domain, such
assessments exhibit limitations, focusing on specific datasets and neglecting the exploration
of different seed configurations. We aim to perform a comparative analysis across multiple
AutoML platforms to corroborate FEDOT’s standing as the most appropriate solution or

identify alternative tools that may offer superior performance.

In addition to the future research lines outlined in this thesis, other potential contributions can
be explored. For example, an in-depth analysis of how the dataset features impact the variability of
FEDOT’s performance metrics across diverse seeds could provide relevant results. Our experiments
revealed variations in metrics, such as MAE, RMSE, and MAPE, when FEDOT employed differing
seeds. A more detailed investigation of the dataset meta-features could help uncover patterns and

relationships contributing to the observed variance in FEDOT’s outcomes.
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A.1 Influence of Team Dimensionality

Table A.1: Ticket Scheduling with S21sec Distribution - 20.000 tickets

Distribution Run 1 Run 2 Run 3 Run 4 Run 5§ Run 6 Run7 Run 8 Run 9 Run 10
Scenarios % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT % AVG  WT % AVG  WT % AVG  WT
WT SD WT SD WwT SD WT SD WT SD WT SD WT SD wT SD WwT SD WT SD
Scenario 1 5 039 207 |6 041 209 | 4 026 165 |6 041 213 |5 03 1.78 | 4 028 176 | 3 02 138 |5 032 1.8 |5 031 178 |4 028 173
Scenario2 | 13 091 324 |13 105 3.65 |10 062 251 |14 1.05 359 |11 075 288 [10 068 276 | 7 041 2 11 082 319 |11 077 292 |10 07 2.81
Scenario3 | 4 027 173 |4 028 176 | 3 018 132 |4 028 181 |3 023 159 |3 019 143 |2 015 1.19 | 3 021 148 |3 023 155 |3 021 1.5
Scenario4 | 7 049 232 |9 067 301 |5 033 1.8 8 055 246 | 6 041 203 |5 034 189 |4 025 162 |6 046 236 |7 047 23 6 044 234
Scenario5 | 17 1.63 536 |20 27 931 |14 108 388 |20 208 622 |15 143 505 |14 114 392 |10 074 346 |15 155 559 |17 188 661 |15 149 517
Scenario6 | 4 028 1.76 | 5 034 19 |3 02 138 |4 031 18 |3 025 162 |3 02 149 |3 016 124 | 4 026 173 |4 026 165 |3 024 1.6
Scenario 7 8§ 058 249 (11 092 349 |7 043 204 |10 075 293 |7 051 237 |8 055 25 5 03 1748 055 256 |8 061 267 |7 048 232
Scenario8 |23 249 7.03 |29 438 1272 |20 191 576 |27 354 928 |20 193 564 |22 246 726 |14 1.08 402 |21 207 654 |23 259 769 |20 199 6.15
Scenario9 | 6 043 214 | 8 067 291 |5 03 171 |7 052 238 |6 038 196 |5 034 18 |4 024 165 |6 042 228 |7 047 228 | 6 041 222
Scenario 10 | 30 14.03 40.17 | 33 2374 57.48 |27 8.05 2439 |32 1853 4893 |29 1252 3645 |27 83 249523 574 2051 |28 11.84 3458 |31 1991 5134 |30 147 39.75
Scenario 11 | 39 15.16 404 |44 2655 6122|36 923 2591 |44 2149 53.08 |37 1396 3842 |38 9.68 2536 |28 599 2063 |37 13.07 36.03 |39 21.04 51.28 |37 16.11 41.73
Scenario 12 | 13 1.31 479 |17 256 951 |11 091 375 |15 172 596 |13 123 459 |11 0.8 348 |8 067 331 |13 15 666 |15 175 6.61 |13 14 558

Scenarios: 1 - Balanced Shifts with Fewer Operators; 2 - Balanced Shifts;

3 - Balanced Shifts with More Operators; 4 - Shifts with Low Imbalance
and Fewer Operators; 5 - Shifts with Low Imbalance; 6 - Shifts with Low Imbalance and More Operators; 7 - Shifts with Medium Imbalance with
Fewer Operators; 8 - Shifts with Medium Imbalance; 9 - Shifts with Medium Imbalance and More Operators; 10 - Shifts with High Imbalance with
Fewer Operators; 11 - Shifts with High Imbalance; 12 - Shifts with High Imbalance and More Operators. Metrics: % - Percentage of scheduled

tickets for later treatment; AVG - Average; WT - Wait time; SD - Standard deviation.

Table A.2: Ticket Scheduling with S21sec Distribution - 25.000 tickets

Distribution Run 1 Run 2 Run 3 Run 4 Run § Run 6 Run 7 Run 8 Run 9 Run 10
Scenarios | % AVG  WT % AVG  WT % AVG  WT % AVG WT % AVG WT % AVG  WT % AVG  WT % AVG  WT % AVG  WT % AVG  WT
WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT  SD WT SD
Scenario 1 6 037 1.9 | 6 037 1.9 | 6 039 198 |5 027 161 |5 031 165 |7 043 211 |9 069 291 |8 05 229 |5 028 1.64 |6 036 188
Scenario2 | 15 1.1 378 |15 1.05 348 |16 115 361 |12 075 292 |13 084 286 |18 133 412 |23 212 575 |19 155 492 |13 078 286 |16 106 35
Scenario3 | 4 024 158 | 3 023 158 | 4 023 154 |3 018 133 |3 019 128 | 4 027 168 |5 035 201 |4 028 169 |3 018 128 [ 3 021 1.4
Scenario4 | 8 052 235 |9 061 268 |8 048 214 |7 04 212 |8 046 213 062 264 |11 084 316 |10 071 295 |6 033 171 | 9 058 248
Scenario5 | 2 196 6.15 |22 268 881 |20 1.79 535 |17 156 577 |19 176 549 |23 223 655 |28 351 994 |25 278 855 |16 1.17 392 |22 247 838
Scenario6 | 4 027 167 | 4 026 158 | 4 024 155 |3 021 146 |4 022 141 |4 029 171 |5 038 203 |5 032 181 [3 018 129 | 4 025 153
Scenario7 | 10 0.68 275 | 11 0.79 3 11 074 28 8§ 046 223 |10 061 244 |13 094 337 |16 144 463 |14 105 403 | 8 049 223 |12 078 295
Scenario8 | 27 321 9.02 |30 423 11.94 |29 3.63 937 |22 196 6.8 |27 282 7.7 |33 444 111 |40 862 2143 |35 572 1631 |23 23 684 |30 396 1044
Scenario9 | 8 0.5 23419 059 268 | 7 044 202 |6 036 2 7 043 203 | 8 054 238 |11 079 304 |9 066 28 |6 031 1.69 |8 053 236
Scenario 10 | 33 18.12 47.1 | 34 2632 60.94 | 32 13.56 38.66 | 30 13.19 37.17 | 32 16.13 43.3 | 34 1828 4725 |36 2727 63.37 |34 21.7 5411 |28 797 253434 23.17 5635
Scenario 11 | 44 19.84 48.61 | 45 29.71 644 |45 1652 41.62 |38 13.77 36.77 | 43 1838 4519 |49 225 5086 |55 36.51 73.53 |51 2853 6286 |39 973 27.19 |47 2587 59.49
Scenario 12 | 16 1.63 595 |18 251 925 |15 144 513 |14 145 591 |16 1.61 583 |17 176 603 |21 262 838 |19 232 83 |12 094 369 |17 197 7.66

Same scenarios and metrics as in Table A.1
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Table A.3: Ticket Scheduling with S21sec Distribution - 30.000 tickets

Distribution Run 1 Run 2 Run 3 Run 4 Run § Run 6 Run 7 Run 8 Run 9 Run 10
. AVG WT AVG WT AVG WT AVG WT AVG WT AVG WT AVG WT AVG WT AVG  WT AVG WT
Scenarios % % % % % % % % % %
WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD
Scenariol |13 098 348 | 8 053 242 |7 037 171 |10 065 258 | 7 037 1.8 9 056 237 |16 134 446 |18 1.59 558 |13 0.87 32 9 064 288
Scenario2 | 31 334 795 |21 164 514 |18 1.18 352 |26 216 556 |18 122 393 |23 187 506 |38 496 11.25|39 586 1535 |31 335 9.04 |23 21 6.77
Scenario 3 7 048 236 | 4 029 181 | 4 0.2 127 | 5 032 179 | 4 0.2 133 |5 029 169 [ 8 058 273 |9 0.7 3.13 6 043 2.23 5 031 1.9
Scenario4 | 15 1.19 4 10 0.75 32 9 054 22 |14 099 35 9 049 211 |11 079 325 |19 179 557 |22 332 1272 |18 192 7.06 |10 0.68 2.85
Scenario5 | 36 4.8 11.6 | 26 339 1089 |25 233 653 |32 462 1299 |23 206 63 |29 329 921 |44 9.66 2478 |46 1853 46.56 |38 1238 3498 |26 2.88 8.99
Scenario 6 7 051 2.4 5 033 192 |4 024 142 |6 038 198 |4 022 139 |5 033 18 |9 069 297 |11 099 433 8 062 2.89 5 033 191
Scenario7 |22 23 6.66 | 13 0.87 329 |13 085 299 |18 156 474 |12 0.67 251 |16 125 415 |25 283 7.62 |28 438 14.69 |22 251 822 |13 089 324
Scenario8 | 50 17.67 4081 |33 432 11.77 | 34 452 10.88 | 43 10.01 2494 |31 323 823 |40 751 1891 |56 2481 5524 |56 31.78 69.18 |47 1853 462 |33 395 9.84
Scenario9 | 14 1.09 379 |10 074 332 |9 052 219 [12 09 349 | 8 044 199 |11 072 305 |18 166 524 |20 296 1237 |17 196 7.37 9 059 262
Scenario 10 | 40 29.86 6743 |34 21.62 55.1 |35 2395 5743 |38 3325 72.13 |33 17.16 4596 |36 23.7 58.03 | 42 41.72 8233 | 43 5332 97.64 |40 4882 9237 |34 21.04 51.69
Scenario 11 | 62 54.51 96.64 | 48 2423 56.48 | 51 2896 63.27 | 57 4533 85.67 | 46 20.27 48.68 | 55 33.07 69.33 | 64 66.76 109.6 | 64 77.79 12353 | 57 60.17 103.24 | 48 22.69 52.13
Scenario 12 | 25 34 1051 |19 287 1026 |19 199 656 |25 415 1362 |17 177 639 |21 238 804 |30 679 2099 |32 1394 3961 |29 1155 429 |18 216 7.7

Scenarios: 1 - Balanced Shifts with Fewer Operators; 2 - Balanced Shifts

; 3 - Balanced Shifts with More Operators; 4 - Shifts with Low Imbalance and Fewer Operators; 5 - Shifts with
Low Imbalance; 6 - Shifts with Low Imbalance and More Operators; 7 - Shifts with Medium Imbalance with Fewer Operators; 8 - Shifts with Medium Imbalance; 9 - Shifts with Medium
Imbalance and More Operators; 10 - Shifts with High Imbalance with Fewer Operators; 11 - Shifts with High Imbalance; 12 - Shifts with High Imbalance and More Operators. Metrics: %

- Percentage of scheduled tickets for later treatment; AVG - Average; WT - Wait time; SD - Standard deviation.

Table A.4: Ticket Scheduling with S21sec Distribution - 35.000 tickets

Distribution Run 1 Run 2 Run 3 Run 4 Run 5 Run 6 Run 7 Run 8 Run 9 Run 10
. AVG WT AVG WT AVG  WT AVG WT AVG WT AVG WT AVG WT AVG WT AVG WT AVG WT
Scenarios % % % % % % % % % %
WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD
Scenario 1 14 084 299 |22 184 532 |11 061 241 |16 122 441 |23 201 552 |15 1.1 377 |18 1.35 4.1 17 135 47 15 1.03 353 |17 128 4.16
Scenario2 | 32 3.08 741 |48 843 2122 |28 216 585 |38 482 1236 |51 846 1794 |35 408 997 |42 52 1124 | 38 538 1595 |36 4.04 9.8 40 497 11.63
Scenario 3 6 037 182 |10 074 3.04 5 027 158 | 7 048 24 |11 078 2.98 7 049 2.37 8 057 2.54 8 053 2.56 7 042 2.06 8 053 2.48
Scenario4 | 16 1.06 3.55 |28 431 1457 |15 096 341 |18 129 427 |28 3.67 11.12 |20 204 7.15 |22 219 693 |24 331 1141 |18 154 526 |22 226 7.65
Scenario5 | 37 5.18 14.86 | 55 28.06 6095 |35 516 1524 |42 642 1648 |57 2385 5293 |44 1325 3444 |48 13.19 3657 |47 2098 51.78 | 41 9.09 2732 | 46 1389 36.08
Scenario 6 7 041 195 | 14 1.2 445 6 034 178 | 8 0.5 239 |14 1.1 3.94 9 0.65 283 |10 0.75 307 |11 09 4 8 055 254 |10 075 3.33
Scenario 7 | 21 1.7 502 |37 679 20.02 |21 1.66 534 |24 241 73 |36 574 1541 |26 3.09 9.18 |29 35 929 |30 5.03 17 24 242 7.1 |28 34 9.84
Scenario 8 | 49 1247 3039 | 65 5827 96.22 |48 1331 3358 |54 189 41.18 | 66 50.57 88.72 |55 2744 5794 |59 325 6647 |58 39.57 7847 |53 21.04 489 |57 30.08 63.63
Scenario9 | 14 097 343 |26 4.13 1393 | 14 085 3.06 |15 1.12 404 |26 35 11.08 | 20 2.08 748 |20 2.08 6.83 |23 321 1147 | 16 147 539 |20 208 7.14
Scenario 10 | 39 33.74 7147 | 47 60.05 104.96 | 39 34.06 7191 |41 3249 69.87 | 47 549 98.14 |42 4958 91.89 |44 4546 87.82 |44 5744 101.57 | 41 40.07 81.26 | 43 47.63 89.95
Scenario 11 | 60 48.28 86.13 | 72 105.38 143.63 | 59 50.19 89.25 | 64 57.59 9498 | 72 989 13785 | 64 7092 110.77 | 67 7689 117.84 | 66 88.18 130.99 | 63 63.39 10549 | 65 7477 117.32
Scenario 12 | 26 392 12.85 | 38 20.27 49.74 |26 425 1476 |27 4.15 1333 |37 16.16 42.15 |32 1056 31.45 |33 955 30.07 |35 16.03 4252 |29 748 2548 |33 107 31.38

Same scenarios and metrics as in Table A.3

xipuaddy



81¢

Table A.5: Ticket Scheduling with S21sec Distribution - 40.000 tickets

Distribution Run1 Run 2 Run 3 Run 4 Run 5 Run 6 Run 7 Run 8 Run 9 Run 10
;cel'm'r‘i:; o AVG  WI [ AVG WT [, AVG WT [, AVG WI [, AVG WI |, AVG WI | AVG WI [, AVG WT [, AVG WT [, AVG WT
Y WT SD CWT SD “ WT  SD ° WT SD “ WT  SD “ WT  SD CWT SD ° WT SD “ WT  SD “ WT  SD

Scenario 1 | 24  1.92 528 |27 241 6.61 16 1.06 355 |24 206 574 |18 12 376 |20 155 501 |24 202 579 |18 1.09 339 |19 127 391 16 0.95 3.14
Scenario2 | 53 9.48 21 57 1341 3136 |38 482 11.62 |53 11.08 2338 |43 514 11.87 |44 6.68 17.1 | 52 8.9 2049 |40 4.19 952 |42 4.68 1043 |37 3.65 9.07
Scenario3 | 11 0.73 285 |13 083 3.14 7 042 208 |11 073 2.89 8 045 2.08 9 058 257 |11 074 2.89 8 042 1.95 8 047 2.13 7 0.4 1.92
Scenario4 | 28  3.03 8.99 |32 403 1185 | 18 1.27 412 |27 258 7.8 23 218 6.67 |26 3.81 1436 | 31 435 13.87 |21 1.68 549 |23 205 6.63 |21 171 6.04
Scenario 5 | 58 19.48 4496 | 62 33.11 6655 |43 672 17.19 | 57 16.18 3732 |50 14.04 3508 |51 2486 57.61 |59 2753 61.13 |47 1028 27.85 |49 13.11 3597 |46 10.56 29.61
Scenario6 | 13 0.92 345 |15 1.1l 3.74 8 044 205 |12 081 3.31 11 0.65 2,67 |12 1 433 |15 121 4.31 10 055 235 |10 06 2.52 9 054 2.33
Scenario7 | 36 5.25 1335 | 43 1129 3105 |26 32 9.7 34 439 1124 |30 3.38 9.13 |32 486 158 |39 646 17.27 |29 3.06 841 |30 327 896 |28 28 8.03
Scenario 8 | 68 60.52 9454 | 71 8852 117.36 | 55 2694 5557 | 67 49.84 82 61 3516 67.04 |61 3841 7508 |69 6219 9756 |59 31.8 6277 |61 3629 69.04 |58 29.52 60.84
Scenario9 | 25 2.64 8.06 |30 3.86 12.02 |17 115 3.88 |23 224 715 |22 207 6.62 |24 372 1357 |28 4.03 13.01 |20 16 549 |20 1.78 589 |19 1.63 5.79
Scenario 10 | 48 51.07 9291 | 51 57.94 100.16 | 42 24.56 57.81 | 47 47.63 89.05 |45 4773 89.08 |45 5896 102.6 |49 5736 100.03 |43 435 8485 |44 4722 89.09 |42 43.08 8435
Scenario 11 | 73 105.84 138.07 | 76 138.82 16091 | 65 62.45 101.51 | 73 9824 13145 | 68 81.32 11932 | 68 82.65 123.06 | 74 107.84 140.75 | 67 7829 11836 | 68 83.09 121.04 | 66 747 114.24
Scenario 12 | 37 1265 3546 |42 1791 4468 |28 351 1104 |36 1046 303 |34 993 29.03 |35 1898 4879 |39 18.05 47.63 |32 789 2541 |34 1017 3127 |33 828 2659

Scenarios: 1 - Balanced Shifts with Fewer Operators; 2 - Balanced Shifts; 3 - Balanced Shifts with More Operators; 4 - Shifts with Low Imbalance and Fewer Operators; 5 - Shifts with
Low Imbalance; 6 - Shifts with Low Imbalance and More Operators; 7 - Shifts with Medium Imbalance with Fewer Operators; 8 - Shifts with Medium Imbalance; 9 - Shifts with Medium
Imbalance and More Operators; 10 - Shifts with High Imbalance with Fewer Operators; 11 - Shifts with High Imbalance; 12 - Shifts with High Imbalance and More Operators. Metrics: %
- Percentage of scheduled tickets for later treatment; AVG - Average; WT - Wait time; SD - Standard deviation.

Table A.6: Ticket Scheduling without S21sec Distribution - 20.000 tickets

Distribution Run 1 Run 2 Run 3 Run 4 Run 5 Run 6 Run 7 Run 8 Run 9 Run 10
. AVG WT AVG WT AVG WT AVG WT AVG WT AVG WT AVG WT AVG WT AVG WT AVG WT
Scenarios % % % % % % % % % %
WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD
Scenario 1 4 028 175 |3 0206 166 | 3 023 157 | 4 031 18 3 024 166 | 3 023 1.61 3 019 149 | 3 024 1.6 3 023 155 |3 023 158
Scenario 2 7 0.5 244 | 7 0.5 235 |5 036 196 | 8 055 246 6 046 235 |6 039 209 |5 032 1.9 6 041 206 | 6 039 205 | 6 043 221
Scenario 3 3 024 161 | 3 024 166 | 2 018 136 |3 026 173 3 0.2 1.5 3 0.2 149 | 2 016 128 | 3 021 149 | 3 0.2 145 | 3 0.2 1.48
Scenario 4 4 029 178 |5 036 203 |4 027 172 |5 037 206 4 031 192 |4 028 177 | 3 022 162 | 4 027 178 | 4 026 162 |4 029 177
Scenario 5 9 072 301 |11 103 39 |9 071 303 |11 097 375 10 084 368 | 9 067 292 |7 057 281 |9 068 312 |9 068 288 |10 0.78 321
Scenario 6 3 024 164 | 3 024 1.6 3 0.2 147 | 3 027 176 3 022 163 |3 021 152 |2 017 137 | 3 0.2 142 | 3 018 133 | 3 022 153
Scenario 7 5 035 194 | 6 043 219 | 4 029 173 | 6 045 23 5 034 196 |5 034 192 | 4 025 168 | 4 031 179 | 5 033 183 | 5 033 1.89
Scenario 8 13 1.04 3.7 16 1.6 502 |12 096 35 15 143 468 13 1.08 404 |14 1.18 408 |10 076 322 |13 1.05 3.81 |13 1.15 417 |13 103 3.62
Scenario 9 4 029 179 | 5 035 201 4 025 163 | 5 037 207 4 028 177 | 4 025 167 | 3 0.2 1.5 4 026 163 | 4 025 157 |4 03 1.8
Scenario 10 | 23 476 1496 | 27 837 253 |23 524 1626 |26 791 2477 24 635 202 |22 429 1357 |20 399 144522 472 1485 |23 507 16.15 |25 736 2279
Scenario 11 | 28 539 1591 | 33 855 2385 |28 587 17.81 |32 931 2773 29 7.03 21.06 |28 5.13 1459 |23 436 1513 |28 543 16.68 |29 581 1654 |30 745 2241
Scenario 12 | 8  0.58 2.7 10 094 387 |8 064 291 |10 094 38 9 076 346 | 7 053 258 |7 051 269 | 8 061 297 |8 05 256 |9 076 335

Same scenarios and metrics as in Table A.5

xipuaddy



61¢

Table A.7: Ticket Scheduling without S21sec Distribution - 25.000 tickets

Distribution Run 1 Run 2 Run 3 Run 4 Run 5 Run 6 Run 7 Run 8 Run 9 Run 10
Scenarios % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT
WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD
Scenario 1 5 035 201 | 4 035 204 |3 022 148 | 4 025 158 4 022 144 |4 024 1555 038 216 |4 027 167 | 4 025 159 | 3 018 125
Scenario2 | 10 0.75 298 | 9 0.7 297 | 8 046 213 | 8 0S5 226 7 045 209 | 8 049 224 |11 088 342 | 9 061 264 | 8 052 232 |7. 038 186
Scenario 3 3 028 18 | 3 025 1.7 3 018 134 |3 02 144 3 019 136 |3 019 137 | 4 028 181 3 022 1533 02 144 | 3 0.16 1.2
Scenario 4 6 049 24 6 043 2.3 4 026 157 |5 034 197 5 031 174 |5 0.3 173 | 6 049 2.4 5 037 198 | 5 0.3 1.74 | 4 023 139
Scenario 5 15 1.5 502 |14 13 443 |11 078 305 |12 1.05 412 12 1.03 392 |12 09 351 [16 151 524 |13 1.13 4 12 09 347 |10 071 289
Scenario 6 4 031 193 | 4 027 176 | 3 019 139 |3 021 149 3 02 14 3 0.2 139 | 4 029 178 | 3 023 153 |3 021 147 |3 0.16 119
Scenario 7 8§ 061 273 |8 058 267 |6 03 192|6 039 211 6 038 202 |6 04 199 | 9 069 294 |7 047 225 | 6 038 194 |5 029 1.61
Scenario8 |22 234 6.67 |21 235 691 |16 13 414 |16 137 47 18 151 475 |18 156 467 |22 255 725 |19 181 546 |17 148 46 |15 117 3091
Scenario 9 6 048 2.4 5 0.4 215 | 4 024 147 | 5 032 18 5 03 173 | 4 029 167 | 6 046 232 |5 035 191 | 4 029 168 | 4 022 139
Scenario 10 | 31 1257 354 |30 1147 3299 |26 631 1949 |27 874 2681 28 9.9 2758 |28 791 2428 |30 11.82 34.09 | 28 8.67 2634 |27 726 2229|25 595 2032
Scenario 11 | 39 1428 37.15 |39 1296 34.65 |33 6.73 1941 |32 862 2526 35 993 28.04 |35 85 234 |40 1342 3495 |36 9.67 2121 |34 7.83 2149 |31 6.18 18.65
Scenario 12 | 13 136 4.87 |12 1.08 409 | 9 067 285 |10 093 398 11 098 4.01 |10 077 3.13 |12 125 491 |11 09 37 |10 081 335 |8 06 279

Scenarios: 1 - Balanced Shifts with Fewer Operators; 2 - Balanced Shifts; 3 - Balanced Shifts with More Operators; 4 - Shifts with Low Imbalance and Fewer Operators; 5 - Shifts with
Low Imbalance; 6 - Shifts with Low Imbalance and More Operators; 7 - Shifts with Medium Imbalance with Fewer Operators; 8 - Shifts with Medium Imbalance; 9 - Shifts with Medium
Imbalance and More Operators; 10 - Shifts with High Imbalance with Fewer Operators; 11 - Shifts with High Imbalance; 12 - Shifts with High Imbalance and More Operators. Metrics: %
- Percentage of scheduled tickets for later treatment; AVG - Average; WT - Wait time; SD - Standard deviation.

Table A.8: Ticket Scheduling without S21sec Distribution - 30.000 tickets

Distribution Run 1 Run 2 Run 3 Run 4 Run 5 Run 6 Run 7 Run 8 Run 9 Run 10
u. 1o AVG WT AVG WT AVG WT AVG WT AVG WT AVG WT AVG WT AVG WT AVG WT AVG WT
Scenarios % %o % % % % %o % % %
WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD

Scenario 1 6 046 228 | 5 038 211 | 4 02 155 | 6 0.4 2.1 4 027 162 | 4 026 162 | 8 05 269 |7 05 276 | 7 053 254 |5 035 195
Scenario2 | 14 1.14 379 |13 093 345 |10 0.6 244 113 099 351 10 0.63 251 |10 061 248 |19 1.61 481 |17 151 496 |16 128 419 |12 0.88 324
Scenario 3 4 0.3 1.8 3 026 175 |10 0.6 244 | 4 027 174 3 0.2 139 | 3 018 131 | 5 037 2.2 4 037 222 |4 035 209 |3 024 1.6

Scenario 4 8§ 056 252 |7 055 267 |6 03 192 |7 055 25 6 038 197 |5 034 189 |10 08 325 1 9 075 336 | 9 0.69 3 7 047 229
Scenario5 | 19 188 564 |19 196 648 |15 132 478 |19 192 601 15 128 478 |14 1.13 4 25 3.04 831 |22 278 9.19 |21 246 738 |17 156 534
Scenario 6 4 032 188 |4 029 185 | 3 021 139 | 4 029 179 3 021 142 | 3 0.2 1.4 5 042 225 |5 039 226 |5 038 216 | 4 027 174
Scenario7 | 10 0.79  3.09 | 9 0.7 3 8§ 048 218 |10 074 3.07 7 046 217 | 7 046 215 |14 114 397 |11 095 372 |11 094 3.6l 8 057 253
Scenario8 | 28 337 888 |26 287 7.84 |22 206 594 |27 336 9.02 22 197 584 |21 184 53 |34 522 1256 |29 411 1097 | 30 4.09 1058 |23 233 6.71
Scenario 9 7 053 245 | 7 051 2.5 6 036 18 |7 051 245 6 036 195 |5 031 1.74 | 10 0.76 3.1 8 0.7 32 8 064 292 | 6 042 2.1

Scenario 10 | 33 15.02 4042 | 33 1632 4321 |31 12.16 3526 |34 17.87 4691 31 11.03 3235|229 9.76 2933 |36 2356 5812 |34 2219 549 |34 21.15 538 |31 1276 36.25
Scenario 11 | 47 17.67 4246 | 43 1723 4249 | 41 13.76 36.73 | 45 2046 49.28 40 11.92 3235 |39 11.07 3047 | 51 29.63 6392 | 47 26.11 5894 | 47 2445 5557 |41 13.68 3593
Scenario 12 | 15 148 516 | 15 1.71 62 |13 108 429 |15 156 554 12 1.08 434 |12 095 376 |19 247 802 |17 241 901 |17 209 7.11 |14 131 507

Same scenarios and metrics as in Table A.7
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Table A.9: Ticket Scheduling without S21sec Distribution - 35.000 tickets

Distribution Run 1 Run 2 Run 3 Run 4 Run 5 Run 6 Run7 Run 8 Run 9 Run 10
Scenarios | % AVG  WT % AVG WT % AVG WT % AVG  WT % AVG WT % AVG WT % AVG  WT % AVG WT % AVG  WT % AVG  WT
WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD
Scenario 1 6 035 188 | 8 062 276 |5 032 1.8 8 055 253 9 062 265 |7 051 246 |7 053 257 |7 047 229 | 7 051 247 |7 048 233
Scenario2 | 14 093 336 |20 1.7 524 |13 088 332 |19 157 473 21 173 486 |19 152 478 | 9 155 476 |17 133 425 |18 142 465 |18 134 425
Scenario 3 3 021 144 |5 037 215 |3 021 145 |4 033 201 5 037 207 | 4 031 193 |4 032 203 |4 028 179 | 4 031 194 |4 028 181
Scenario 4 7 042 206 |11 092 364 | 7 044 215 |10 073 299 11 089 346 |10 074 3.14 |10 0.84 35 |10 076 312 | 9 068 291 [10 072 3.03
Scenario5 | 17 1.4 462 |27 385 118919 158 505 |25 271 781 28 368 1087 |25 3.02 925 |26 351 1042 |25 342 11.05|24 267 82 |24 288 8387
Scenario 6 4 023 148 | 6 044 235 |3 023 1.5 5 035 206 6 043 223 |5 036 208 |5 038 217 |5 035 199 |5 035 203 |5 033 192
Scenario 7 9 057 25 |15 131 472 |10 072 3.08 |14 1.1 396 15 121 414 |14 115 421 |13 1.09 4 13 1.1 403 | 14 1.13 418 |13 096 3.55
Scenario8 |26 2.78 8.09 |37 672 1696 |28 3.55 10 |36 558 13.77 38 6.08 1454 |35 584 152 |35 545 1347 |35 601 164 |35 6.19 16.64 |33 446 11.16
Scenario 9 6 039 197 |10 084 349 |7 0.4 202 | 9 064 277 10 0.84 34 |10 074 321 |10 0.78 328 |10 0.75 32 9 064 281 |9 068 296
Scenario 10 | 31 1248 35.15 |38 30.71 684 |33 1457 3951 |36 2147 52.84 38 29.63 66.84 | 36 2578 60.57 | 37 29.08 66.71 | 37 28.24 6447 | 35 2323 569 |35 2197 54.01
Scenario 11 | 44 1448 36.23 | 54 3758 74.1 |48 1852 4298 | 53 27.33 57.78 54 35.13 70.72 | 52 31.38 6391 | 51 33.85 7051 |51 3429 70.79 | 53 3059 63.34 |49 2586 57.04
Scenario 12 | 13 1.13 427 |21 327 1153 |14 115 413 |19 207 689 21 305 1034|19 246 885 |21 3.14 1058 |20 293 1054 |18 2.02 7.08 |19 252 882

Scenarios: 1 - Balanced Shifts with Fewer Operators; 2 - Balanced Shifts; 3 - Balanced Shifts with More Operators; 4 - Shifts with Low Imbalance and Fewer Operators; 5 - Shifts with
Low Imbalance; 6 - Shifts with Low Imbalance and More Operators; 7 - Shifts with Medium Imbalance with Fewer Operators; 8 - Shifts with Medium Imbalance; 9 - Shifts with Medium

Imbalance and More Operators; 10 - Shifts with High Imbalance with Fewer Operators; 11 - Shifts with High Imbalance; 12 - Shifts with High Imbalance and More Operators. Metrics: %

- Percentage of scheduled tickets for later treatment; AVG - Average; WT - Wait time; SD - Standard deviation.

0ce

Table A.10: Ticket Scheduling without S21sec Distribution - 40.000 tickets

Distribution Run 1 Run 2 Run 3 Run 4 Run 5 Run 6 Run7 Run 8 Run 9 Run 10
Scenarios | % AVG WT % AVG WT % AVG WT % AVG  WT % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT
WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD
Scenario 1 8 052 235 |10 067 284 |6 038 194 |9 058 255 6 035 1.8 7 046 225 |11 073 295 |6 034 177 | 7 0.4 192 | 9 0.62 2.65
Scenario2 |21 159 4.64 |25 221 6.17 |17 111 348 (22 187 551 17 1.05 333 |19 137 428 |26 237 614 |16 1.03 337 |18 1.19 374 |23 191 541
Scenario 3 4 029 174 |5 036 207 |3 022 151 | 4 0.3 1.79 3 0.2 139 | 4 025 166 | 5 038 209 |3 021 141 | 4 023 147 |5 033 1.87
Scenario4 | 10 0.65 272 |13 099 357 | 9 0.56 24 |10 07 289 9 057 248 |10 074 322 |15 129 435 |8 048 218 | 9 055 237 [13 102 3.67
Scenario5 |25 252 737 |32 461 124323 218 629 (27 298 857 25 268 825 |25 336 112836 638 17.71 |22 193 644 |24 237 7.89 |31 459 129
Scenario 6 5 031 174 | 6 044 2.3 4 025 159 |5 032 18 4 025 15 |5 032 1.9 7 0.5 239 | 4 024 149 | 4 025 153 |6 042 214
Scenario7 | 14 1.02 3.61 |19 167 511 |12 084 317 |14 102 361 12 079 292 |13 092 349 |20 19 567 |11 0.68 269 |12 081 298 |18 15 4.78
Scenario8 | 36 5.56 1432 | 45 10.86 2526 |34 429 104 |37 529 1279 34 4.05 99 |34 498 1356 |47 11.62 263 |30 3.37 88 |33 433 11.55]43 89 2101
Scenario 9 9 061 26 |13 096 3.5 8 051 229 [ 10 066 283 9 055 244 |9 0.7 316 | 15 124 432 | 8 046 214 | 8 051 226 |13 098 3.65
Scenario 10 | 36 22.33 53.34 | 40 3339 7029 | 36 18.92 4742 |37 2496 5837 36 2497 5827 |37 30.63 66.89 |41 3799 7699 |35 18.39 46.63 | 35 2289 552 |39 33.06 704
Scenario 11 | 54 28.17 57.57 | 60 46.58 81.03 | 52 2395 5245 |53 28.63 5993 50 2841 60.68 | 50 34.63 6991 | 60 49.7 8551 |49 22.11 49.83 | 51 2729 5858 | 58 4249 77.79
Scenario 12 | 18  1.97 69 |24 375 1196 |18 1.71 551 |20 232 817 19 225 765 |20 294 1122 |27 522 1665|17 159 597 |18 192 729 |25 389 124

Same scenarios and metrics as in Table A.9
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Table A.11: Ticket Scheduling with Uniform Distribution - 20.000 tickets

Distributi Run 1 Run 2 Run 3 Run 4 Run 5 Run 6 Run 7 Run 8 Run 9 Run 10
ésct:la‘r‘lt:;“ 4, AVG WI [ “AVG WI [, AVG WI |, AG WI _ AVG WI |, AVG WI [, AVG WT | AVG WT | = AVG WT | AVG WI
WT  SD WT  SD WT  SD WT  SD WT  SD WT  SD WT  SD WT  SD WT  SD WT  SD
Scenario 1 | 4 028 1.9 | 4 027 173 | 3 024 158 | 4 031 188 3 026 173 | 3 022 159 | 3 021 154 | 3 024 162 | 3 023 153 | 3 025 171
Scenario2 | 7 05 241 | 7 049 237 | 6 039 297 | 7 055 253 6 045 228 | 6 039 211 |5 032 18 |6 039 206 | 6 039 203 | 6 042 216
Scenario3 | 3 024 162 |3 022 158 |3 019 139 |3 02 172 3 022 158 |3 019 147 |2 016 13 |3 021 15 |3 02 144 |3 021 15
Scenario4 | 4 033 193 | 5 034 195 | 4 027 167 | 5 041 223 4 032 193 |4 028 179 |3 024 162 |4 027 172 |4 027 166 | 4 029 18
ScenarioS | 10 0.86 3.53 |10 092 375 | 9 0.69 294 |11 106 401 10 085 346 | 9 069 295 |8 058 28 |9 07 305|9 068 292|9 076 324
Scenario6 | 3 025 168 | 3 023 158 | 3 021 151 |4 028 179 3 023 161 |3 021 154 |3 018 138 | 3 021 145 |3 02 142 |3 022 154
Scenario7 | 5 04 213 |5 039 206 |5 032 18 | 6 046 231 5 037 207 |5 031 18 |4 029 179 | 5 034 194 |5 03 168 |5 035 197
Scenario8 | 15 135 451 |14 126 437 |13 107 379 |16 153 493 14 127 436 |13 1.13 397 | 11 088 347 |13 1.14 402 |13 1.1 395 |14 116 402
Scenario9 | 4 033 194 | 4 033 193 | 4 025 161 |5 038 21 4 03 18 |4 025 167 |3 022 153 |4 027 169 | 4 025 158 |4 028 178
Scenario 10 | 25 679 2146 | 25 644 2034 |24 559 17.77 | 26 818 2529 25 633 205 |23 542 1774 |21 449 16.17 |23 517 17.02 |24 542 1741 |25 646 20.51
Scenario 11 | 3 745 21.95 |30 7.13 2095 |28 5.69 1674 |32 9.15 2639 30 698 2146 |28 581 17.12|26 496 1649 |28 597 1804 |29 582 1751 |30 664 19.6
Scenario 12 | 9 075 324 | 9 085 38 |8 064 28 |10 095 38 9 071 312 |8 062 285 |7 052 261 |8 062 29 |8 05 275 |8 069 3.06

Scenarios: 1 - Balanced Shifts with Fewer Operators; 2 - Balanced Shifts; 3 - Balanced Shifts with More Operators; 4 - Shifts with Low Imbalance and Fewer Operators; 5 - Shifts with
Low Imbalance; 6 - Shifts with Low Imbalance and More Operators; 7 - Shifts with Medium Imbalance with Fewer Operators; 8 - Shifts with Medium Imbalance; 9 - Shifts with Medium
Imbalance and More Operators; 10 - Shifts with High Imbalance with Fewer Operators; 11 - Shifts with High Imbalance; 12 - Shifts with High Imbalance and More Operators. Metrics: %
- Percentage of scheduled tickets for later treatment; AVG - Average; WT - Wait time; SD - Standard deviation.

Table A.12: Ticket Scheduling with Uniform Distribution - 25.000 tickets

Distribution Run 1 Run 2 Run 3 Run 4 Run 5 Run 6 Run 7 Run 8 Run 9 Run 10
Scenarios % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT % AVG WT
WT SD WT SD WT  SD WT SD WT  SD WT SD WT SD WT SD WT  SD WT  SD
Scenario 1 5 037 212 | 4 034 2 4 023 153 |4 028 174 3 023 153 | 4 024 156 |5 038 2.1 4 0.3 181 | 4 026 164 | 3 019 132
Scenario2 | 10 0.77 309 | 9 072 299 | 7 046 215 |8 054 243 7 045 214 |8 049 228 |11 083 321 |9 066 276 |8 052 231 |6 037 182
Scenario 3 3 029 187 |3 0260 177 |3 018 134 |3 021 149 3 019 137 | 3 02 143 | 3 027 176 | 3 022 154 |3 021 147 |2 015 1.13
Scenario 4 6 046 236 | 6 042 224 | 4 028 164 |5 032 18 5 031 177 | 5 031 177 | 7 054 267 |5 037 202 |5 033 18 | 4 023 143
Scenario5 | 15 138 482 |14 126 448 |11 083 318 |12 1.02 383 12 09 354 |12 094 35 |17 172 583 |13 1.17 43 |12 096 361 |10 0.69 2381
Scenario 6 4 03 191 | 3 027 178 |3 019 136 |3 022 153 3 019 135 |3 021 145 | 4 031 1.9 3024 1.6 3 023 159 |3 016 1.16
Scenario 7 7 058 265 |7 053 257 |6 03 18 |6 039 201 6 03 18 |6 04 207 |9 067 291 |7 049 235 |6 04 205 |5 028 154
Scenario 8 | 21  2.23 6.4 |20 201 6.1 |16 134 433 |17 154 491 17 142 453 |17 142 429 |22 256 726 |19 178 531 |17 152 467 |15 1.05 349
Scenario 9 6 045 236 |5 039 215 |4 027 161 | 5 032 18 4 028 169 |5 031 178 | 7 0.51 2.6 5 037 205 |5 031 183 | 4 023 142
Scenario 10 | 30 11.85 3438 | 29 1043 30.07 | 27 7.18 21.78 | 28 9.19 28.09 27 7.54 2344 |27 7.66 2387 |31 1321 37.09 | 28 9.58 2842 |28 7.77 2382|25 576 18.69
Scenario 11 | 39 13.99 36.83 | 38 12.22 3224 | 33 7.78 2199 |34 992 2839 34 8.05 2349 |35 934 2732 |41 1496 37.89 |37 1137 2088 | 35 8.8 2475|331 603 1834
Scenario 12 | 12 1.17 44 |11 104 401 |10 075 3.09 |10 0.89 373 10 082 346 |10 0.82 337 |13 142 539 |11 1 397 |10 083 341 | 8 059 26

Same scenarios and metrics as in Table A.11
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Table A.13: Ticket Scheduling with Uniform Distribution - 30.000 tickets

Distribution Run 1 Run 2 Run 3 Run 4 Run 5 Run 6 Run 7 Run 8 Run 9 Run 10
Scenarios | % AVG WT % AVG  WT % AVG  WT % AVG WT % AVG WT % AVG  WT % AVG  WT % AVG WT % AVG WT % AVG  WT
WT  SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD
Scenario 1 6 047 234 |5 038 212 |4 025 152 |5 037 201 5 029 167 | 4 025 1.6 8 0.6 271 |7 057 276 | 7 051 249 | 5 037 204
Scenario2 | 14 1.12 384 |13 096 349 | 9 056 232 |13 095 34 10 064 257 |10 061 255 |19 1.61 486 |16 142 458 |16 129 419 |13 09 3.26
Scenario 3 4 033 19 |3 028 18 |3 019 133 |4 027 174 3 021 145 | 3 0.18 1.3 5 038 221 |4 035 216 | 4 035 207 |3 026 175
Scenario 4 8 065 292 |7 053 251 |5 034 181 |7 052 244 6 04 211 | 6 034 186 |10 08 346 | 9 078 332 |9 07 3.1 7 051 244
Scenario5 |20 222 686 |18 184 596 |14 115 414 |19 183 586 16 141 528 |15 121 438 |25 3.17 882 |23 284 895 |22 251 791 |18 178 598
Scenario6 | 4 035 203 | 4 029 189 |3 0.2 134 | 4 029 176 3 022 145 | 3 0.2 138 | 5 043 2.3 5 039 224 |5 038 219 | 4 029 183
Scenario 7 11 084 327 |10 0.7 2.94 7 0.45 2.12 9 0.68 2.9 8 0.5 2.32 7 0.44 2.1 14 1.16 4.1 12 1.03 3.81 11 093 3.59 9 0.67 2.82
Scenario8 | 28 339 887 |26 292 7.88 |21 1.88 538 |26 3.13 882 22 213 632 |21 191 564 |35 541 1279 |31 484 12.81 |30 4.04 1044 |26 286 7.84
Scenario 9 8 06 272 |7 05 243 |5 032 177 | 7 048 231 6 037 20l |5 033 179 |10 082 335 |9 074 326 |8 068 305 |7 049 237
Scenario 10 | 35 19.1 4878 | 33 1593 42.82 | 30 10.11 29.68 | 33 17.6 463 31 13.05 37.57 |30 10.62 31.07 | 36 23.42 57.68 | 35 2276 56.66 | 34 22.05 5589 | 32 15.69 43.1
Scenario 11 | 47 219 5131 | 44 17.63 43.53 |39 11.65 31.57 | 44 19.68 47.57 41 1433 38.72 |39 11.59 314 |51 2833 61.79 |49 2631 592 |47 2509 5793 |43 18.03 4544
Scenario 12 | 17 1.9 649 |15 1.6 575 |12 099 392 |15 154 548 13 124 528 |12 1.03 413 |19 256 8.02 |18 25 913 |17 206 733 |15 154 57

Scenarios: 1 - Balanced Shifts with Fewer Operators; 2 - Balanced Shifts; 3 - Balanced Shifts with More Operators; 4 - Shifts with Low Imbalance and Fewer Operators; 5 - Shifts with
Low Imbalance; 6 - Shifts with Low Imbalance and More Operators; 7 - Shifts with Medium Imbalance with Fewer Operators; 8 - Shifts with Medium Imbalance; 9 - Shifts with Medium
Imbalance and More Operators; 10 - Shifts with High Imbalance with Fewer Operators; 11 - Shifts with High Imbalance; 12 - Shifts with High Imbalance and More Operators. Metrics: %
- Percentage of scheduled tickets for later treatment; AVG - Average; WT - Wait time; SD - Standard deviation.

Table A.14: Ticket Scheduling with Uniform Distribution - 35.000 tickets

Distribution Run 1 Run 2 Run 3 Run 4 Run 5 Run 6 Run 7 Run 8 Run 9 Run 10
éce:m':.:)s g AVG WT [ AVG WT [, AVG WI [, AVG WI . AVG WI [, AVG WI [, AVG WI [, AVG WI [, AVG WI [, AVG WI
" ° wr sp |” Wr sSD|” Wr SD|° WI SO ©~ WI SD|”° WI SD|” Wr SD |° WI SD | WT SD |” WT SD

Scenario 1 6 035 189 | 8 058 263 |5 0.3 175 | 7 0.5 2.4 8 0.6 256 | 7 049 241 | 8 054 255 |7 046 225 |7 0.5 246 | 7 047 226
Scenario2 | 14 095 338 |20 166 492 |12 0.78 29 |19 158 481 21 171 49 |18 139 442 |19 154 461 |16 123 405 |17 137 438 |18 134 415
Scenario 3 3022 148 |4 034 207 |3 019 139 |4 032 198 5 035 197 | 4 029 18 |4 031 19 |4 028 174 | 4 033 205 |4 029 181
Scenario 4 8§ 052 239 |10 0.8 337 |7 042 214 |10 082 341 11 08 352 |10 075 336 |10 078 322 |9 068 293 |10 0.77 329 |10 071 3.02
Scenario5 | 19 1.88 623 |26 344 1043 |18 157 518 |26 347 1095 28 3.66 11.17 |24 298 959 |26 321 975 |23 262 834 |24 303 1007 |24 279 879
Scenario 6 4 026 1.6 5 039 218 |3 022 149 | 5 036 2.1 6 041 217 |5 036 209 |5 036 212 |5 033 1.9 5 039 22 5 034 195
Scenario7 | 10 0.69 295 |14 1.14 416 | 9 056 245 |14 112 416 15 124 414 |13 1 383 | 14 109 392 |12 09 343 |13 105 391 |13 1 3.64
Scenario8 | 28 3.14 8.66 |35 546 1412 |26 267 733 |36 576 1499 38 631 1566 |34 494 13.09 |35 539 1358 |31 415 11.14 |33 478 125 |33 449 11.29
Scenario 9 8§ 051 242 |10 079 338 |6 039 201 |10 078 332 11 08 337 |9 073 335 |9 072 314 |9 063 28 |9 072 314 |9 069 296
Scenario 10 | 34 18.08 47.4 | 37 2687 6287 |33 155 41.7 |37 27.64 6442 38 2798 6535 |36 243 59.01 |37 24.63 59.19 |36 2342 575 |36 2588 61.61 |36 2244 555
Scenario 11 | 45 2029 4849 | 52 3235 67.55 |44 17.81 4453 |52 3458 722 54 34.63 7146 |50 29.14 63.67 | 52 29.15 62.54 | 49 2699 60.39 | 50 29.13 63.46 | 50 25.61 57.65
Scenario 12 | 16 1.66 623 |21 3.07 1053 |14 13 475 | 20 3 1041 21 299 1043 |19 243 889 |20 262 885 |18 229 845 |19 261 924 |19 24 8.55

Same scenarios and metrics as in Table A.13
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Table A.15: Ticket Scheduling with Uniform Distribution - 40.000 tickets

Distribution Run 1 Run 2 Run 3 Run 4 Run 5 Run 6 Run 7 Run 8 Run 9 Run 10
AV WT AV WT AV WT AV WT AV WT AV WT AV WT AV WT AV WT AV WT
Scenarios % G % G % G % G % N % G % G % G % G % G
WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD WT SD
Scenario 1 8 0.5 228 09 062 275 |6 038 195 |9 059 25 6 035 185 |7 044 22 |11 075 303 |6 034 1.8 7 0.4 197 | 9 059 253

Scenario2 |20 1.52 446 |23 188 523 |17 1.11 355 |23 185 525 17 1.08 35 18 135 425 |26 227 596 |16 098 324 |17 117 374 |22 173 482
Scenario 3 4 027 1.68 | 5 033 2 3 024 158 |5 032 1.9 3 021 144 | 4 026 174 | 5 038 2.1 3 021 137 | 4 023 147 | 5 032 1.85
Scenario 4 11 0.77 3 12 089 345 9 057 243 |12 09 356 9 053 2.4 10 067 291 | 14 1.1 399 | 9 053 237 | 9 058 246 |12 089 337
Scenario5 | 27 322 9.74 |30 3.82 1051 |24 233 6.67 |30 4.07 1228 23 222 684 |25 282 886 |33 506 1438 |23 228 739 |25 265 885 |29 389 11.2
Scenario 6 5 033 1.84 | 5 038 2.1 4 026 163 | 6 039 212 4 025 1.55 5 031 1.80 | 6 045 226 | 4 025 1.51 5 028 1.63 | 6 037 1.99
Scenario 7 14 105 368 |16 123 411 |12 081 303 |16 1.25 434 12 077 298 |13 091 342 | 18 159 496 |12 074 285 |13 084 313 |16 124 412
Scenario8 | 37 557 13.75 |40 6.81 165 |33 373 9.19 |40 6.78 1656 32 374 949 |34 468 1209 |44 9.12 21.83 |31 355 946 |34 445 1216 |40 6.56 1586
Scenario 9 10 074 303 |11 08 335 |8 053 233 |11 08 346 8 0.5 229 | 9 063 278 |13 107 4.05 8 049 222 | 9 056 24 12 085 332
Scenario 10 | 37 26.86 623 |38 304 6826 |36 204 50.66 |38 3046 68.66 36 21.18 522 |36 2468 5842 |40 3433 7418 |36 2196 53.79 | 36 2535 60.15 |38 29.79 67.02
Scenario 11 | 53 3253 67.29 | 55 3547 71.71 | 50 23.66 53.23 |55 37.59 7496 49 23.58 5343 |51 29 61.87 | 59 4443 82.64 | 49 251 56.6 | 50 2821 62.13 |55 3594 71.84
Scenario 12 | 21 2.72  9.12 |22 323 1037 |18 185 6.05 |22 331 113 18 193 678 |19 234 83 |25 411 134418 189 695 |19 225 838 |22 312 10.63
Scenarios: 1 - Balanced Shifts with Fewer Operators; 2 - Balanced Shifts; 3 - Balanced Shifts with More Operators; 4 - Shifts with Low Imbalance and Fewer Operators; 5 - Shifts with
Low Imbalance; 6 - Shifts with Low Imbalance and More Operators; 7 - Shifts with Medium Imbalance with Fewer Operators; 8 - Shifts with Medium Imbalance; 9 - Shifts with Medium
Imbalance and More Operators; 10 - Shifts with High Imbalance with Fewer Operators; 11 - Shifts with High Imbalance; 12 - Shifts with High Imbalance and More Operators. Metrics: %
- Percentage of scheduled tickets for later treatment; AVG - Average; WT - Wait time; SD - Standard deviation.
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A.2 CROSS Performance

Table A.16: Action/Step TAU Analysis (all seeds)

TAU Run 1 (Seed 2) Run 2 (Seed 3) Run 3 (Seed 4) Run 4 (Seed 5) Run 5 (Seed 6) AVG
A B C D A B C D A B C D A B C D A B C D A B C D
20 | 0.050 0.01 0.004 0.015|0.051 0.011 0.004 0.017 | 0.048 0.009 0.004 0.017 | 0.049 0.008 0.004 0.017 | 0.051 0.011 0.004 0.016 | 0.05 0.01 0.004 0.016
40 | 0.086 0.023 0.003 0.017 | 0.077 0.02 0.002 0.013 | 0.084 0.022 0.003 0.017 | 0.084 0.021 0.003 0.017 | 0.08 0.021 0.003 0.017 | 0.082 0.021 0.003 0.016
60 | 0.12 0.04 0.004 0.02 |0.106 0.036 0.004 0.019 | 0.12 0.04 0.003 0.018 | 0.12 0.04 0.004 0.021 | 0.12 0.050 0.004 0.022 [ 0.117 0.041 0.004 0.02
80 | 0.158 0.064 0.004 0.019 | 0.132 0.054 0.004 0.018 | 0.183 0.093 0.005 0.027 | 0.206 0.094 0.005 0.027 | 0.179 0.111 0.005 0.026 | 0.171 0.083 0.004 0.023
100 | 0.161 0.074 0.003 0.017 | 0.181 0.094 0.004 0.206 | 0.154 0.071 0.003 0.181 | 0.154 0.07 0.003 0.018 | 0.155 0.071 0.003 0.017 | 0.161 0.076 0.003 0.088
120 | 0.186 0.098 0.003 0.018 | 0.177 0.091 0.004 0.02 | 0.177 0.09 0.002 0.15 | 0.178 0.09 0.003 0.018 | 0.177 0.091 0.003 0.014 | 0.179 0.092 0.003 0.044
140 [ 0.199 0.11 0.003 0.018 | 0.201 0.112 0.003 0.018 | 0.203 0.112 0.003 0.017 | 0.199 0.11 0.004 0.022| 02 0.I1 0.003 0.019| 02 0.111 0.003 0.019
160 | 022 0.132 0.004 0214 | 022 0.131 0.003 0.13 | 022 0.132 0.003 0.019 | 0.221 0.133 0.004 0.02 | 022 0.132 0.004 0.021 | 022 0.132 0.003 0.081
180 | 0.295 0.194 0.004 0.023 | 0.314 0.221 0.005 0.031 | 0.403 0.293 0.004 0.029 | 0.467 0.441 0.005 0.029 | 0271 0.175 0.004 0.022 | 035 0.265 0.004 0.027
200 | 0311 0219 0.004 0.021 | 0.338 0.245 0.005 0.027 | 0.291 0212 0.003 0.019 | 039 031 0.007 0.042 | 0.296 0.208 0.004 0.024 | 0.325 0.239 0.004 0.027
220 | 0323 024 0004 0.02 | 032 0239 0.005 0.026|0.325 0248 0.004 0.025|0.326 0.244 0.005 0.028 | 0.368 0.29 0.005 0.033 | 0.332 0.252 0.004 0.026
240 | 0326 0.26  0.004 0.023 | 0.315 0.249 0.004 0.022 | 04 0323 0.005 0.031|0.391 031 0.007 0.039|0.393 0.312 0.004 0.023 | 0.365 0.291 0.005 0.028

A - Average recommendation time; B - Recommendation time standard deviation; C - Average readaptation time; D - Readaptation time standard

deviation time. All meatrics are measured in seconds.

Table A.17: Scalability Assessment

Scenarios Run 1 (Seed 2) Run 2 (Seed 3) Run 3 (Seed 4) Run 4 (Seed 5) Run 5 (Seed 6) AVG
A B C D E A B C D E A B C D E A B C D E A B C D E A B C D E
6.000 tickets with 12 operators | 0.125 0.076 0.004 0.022 165.195 | 0.139 0.089 0.005 0.262 164.937 | 0.128 0.076 0.004 0.023 164.876 | 0.125 0.077 0.003 0.016 164.717 | 0.117 0.073 0.005 0.023 165.062 | 0.127 0.078 0.004 0.069 164.957
12.000 tickets with 12 operators | 0.113  0.065 0.004 0.019 196.15 | 0.118 0.068 0.005 0.024 196.11 | 0.116 0.067 0.004 0.02 196.167 | 0.113 0.064 0.003 0.018 196.059 | 0.111 0.063 0.005 0.024 196.025 | 0.114 0.065 0.004 0.021 196.102
12.000 tickets with 15 operators | 0.206 0.135 0.004 0.023 209.138 | 0.167 0.108 0.004 0.021  208.9 | 0.161 0.105 0.004 0.018 208.873 | 0.155 0.1  0.004 0.021 208.857 | 0.147 0.094 0.003 0.019 208.67 | 0.167 0.108 0.004 0.021 208.888
12.000 tickets with 18 operators | 0.169 0.108 0.004 0.022 222474 | 0.169 0.108 0.004 0.025 222.022 | 0.193 0.129 0.006 0.031 222.14 | 0.187 0.12 0.005 0.026 222.125 | 0.183 0.117 0.005 0.028 221.969 | 0.18 0.116 0.005 0.026 222.146
12.000 tickets with 21 operators | 0.23  0.15 0.006 0.028 237.303 | 0.219 0.141 0.006 0.029 236.623 | 0.22 0.141 0.006 0.028 236.939 | 0.207 0.134 0.005 0.025 236.894 | 0.202 0.129 0.004 0.019 236.94 | 0.216 0.139 0.005 0.026 236.94
18.000 tickets with 12 operators | 0.121  0.069 0.004 0.02  213.756 | 0.109 0.061 0.005 0.023 213.44 | 0.108 0.06 0.004 0.019 213.566 | 0.109 0.061 0.003 0.017 213.671 | 0.114 0.064 0.005 0.023 213.644 | 0.112 0.063 0.004 0.02 213.615
24.000 tickets with 12 operators | 0.11 ~ 0.061 0.004 0.019 254.036 | 0.11 0.06 0.005 0.022 253.439 | 0.117 0.066 0.004 0.022 253278 | 0.116 0.064 0.003 0.019 253.318 | 0.119 0.067 0.005 0.024 253.23 | 0.114 0.064 0.004 0.021 253.46

A - Average recommendation time; B - Recommendation time standard deviation; C - Average readaptation time; D - Readaptation time standard deviation time; E - Memory usage

(MegaBytes). All meatrics, except the last, are measured in seconds.
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Table A.18: Treatment with CROSS (all seeds)

0:2886,  2022-W43: 2923, 2022-Wd4: 2.92, 0: 2888, 2022-W43: 4951, 2022-W44: 4.838, 0288 2022-W43: 2.641, 2022-W4d: 2.945, 0:2889,  2022-Wd3: 2.06, 2022-W4d: 2.97, 0:2893,  2022-W43: 4.094, 2022-W44: 2,388, 0: 2888, 2022-Wd3: 333, 2022-W4d: 321,

80 625 5279 1001 298 1:27,  2022-W45: 3.697,2022-W46: 2971, | 625 5279 1002 306  1:25, 2022-W45: 4.522, 2022-W46: 5902, | 647 5404 1002 3 18 2022-W45: 2.77, 2022-W46: 3.688, | 6.28 07 1005 3.01 1:25, 2022-W45: 3.002, 2022-W46: 2.994, | 6.14 5243 999 298 119, 2022-W45: 4.662, 2022-W46: 5.116, | 628 5302 1002 301 1:25,  2022-W45: 3.73,2022-W46: 4.1,
23 2022-W47: 3.801, 2022-W48: 4.134, 22 2022-W47: 5.95, 2022-W48: 3.248, =2 2022-W47: 5,605, 2022-W48: 3983, 31 2022-W47: 4.926, 2022-W48: 3,589, 2:4 2022-W47: 2,603, 2022-W48: 4.049, 22 2022-W47: 458, 2022-W48: 3.8,

2022-W49: 2.934, 2022-W50: 2.52, 2022-W49: 4.631, 2022-W50: 5.144, A 2022-W49: 2.54, 2022-W50: 4.354, 2022-W49: 3.013, 2022-W50: 3227, 2022-W49: 3.989, 2022-W50: 4.793, 2022-W49: 3.42, 2022-W50: 4.01,

2023-W1: 3,2023-W2: 4.108, 2023-W1: 4.288, 2023-W2: 4.181, 2473,2023-W2: 4.749, 2023-W1: 2,336, 2023-W2: 3.847, 2023-W1: 3.129, 2023-W2: 6,016, 2023-W1: 3.05, 2023-W2: 4.58,

60 625 5279 1009 311 ! :g' 2022-W45: 2.394, 2022-W46: 3.834, | 6,25 5279 103 328 o 2022-W45: 3.008, 2022-W46: 5.828, | 6.47 5404 1008 308  2:22,  2022-W45: 3.427,2022-W46: 4.696, | 6.28 5307 1026 3.18 ! iﬁ, 2022-W45: 4.355, 2022-W46: 3.27, | 595 5142 1004 313 o 2022-W45: 4.309, 2022-W46: 5,379, | 624 5282 1015 318 18 2022-W45: 3 22-W46: 4.6,
26 2022-W47: 4.235, 2022-W48: 4.786, e 2022-W47: 4.626, 2022-W48: 3.436, 38, 2022-W47: 4.484, 2022-W48: 6.167, 2 2022-W47: 4.86, 2022-W48: 3.645, . 2022-W47: 4491, 2022-W48: 5.535, . 2022-WA4T: 4.54, 2022-W48: 4.71,
e 2022-W49: 4.438, 2022-W50: 4.305, w7 2022-W49: 3.992, 2022-W50: 5.433, 41 2022-W49: 3.246, 2022-W50: 3.901, A 2022-W49: 4.186, 2022-W50: 2.822, e 2022-W49: 5.902, 2022-W50: 5.924, ¥ 2022-W49: 4.35, 2022-W50: 4.48,
02636, 2022-W41: 4.256, 2022-W42: 4.904, 0:2623,  2022-W41: 5.654, 2022-W42: 3.674, 0: 2588, 2022-W41: 4.975,2022-W42: 4.612, 0:2590,  2022-W41: 4.095, 2022-W42: 3.34, 0:2659,  2022-W4l: 4571, 2022-W42: 6.016, 0:2619.  2022-W41: 4.71,2022-W42: 451,
114 2022-W43: 3432, 2022-W44: 3,989, 1:160,  2022-W43: 5,562, 2022-W44: 5.227, 15190, 2022-W43: 3.808, 2022-W44: 3,532, 10189, 2022-W43: 3.372, 2022-W44: 2.98, 15146, 2022-W43: 5,613, 2022-W44: 4.943, 15166, 2022-W43: 4.36, -W4d: 4.13,
40 606 5179 1033 361 ? 7?‘ 2022-W45: 4.349, 2022-W46: 4.564, | 6.06 5179 1047 359 2:71,  2022-W45: 3.982,2022-W46: 4.591, | 647 5404 1042 355  2:70,  2022-W45: 4.783,2022-Wd6: 5.395, | 6.28 5307 1058 355  2:83,  2022-Wd5: 5.079,2022-Wd6: 5.786, | 6.14 5243 1043 349 2:68,  2022-W45: 3.669,2022-W46: 5.855, | 6.20 5262 1045 356 2:72,  2022-W45: 4.37, 2022-W46: 5.24,
2 2 W49: 4.9, 2022-W50: 4,031, 41 2022-W49: 3.13, 2022-W50: 5.156, 49 2022-W49: 4.559, 2022-W50: 5 41 2022-W49: 3,354, 2022-W50: 3.872, 42 2022-W49: 3.076, 2022-W50: 4.024, 43 2022-W49: 3.8, 2022-W50: 4.54,

o 2022-W51: 5569, 2022-W52: 5.077, 2022-W51: 3.476, 2022-W52: 6.446, 2022-W51: 5.587, 2022-W52: 2022-W51: 5.055, 2022-W52: 5.17, 2022-W51: 7423, 2022-W52: 3.264, 2022-W51: 5.42, 2022-W52: 5.3,
20 6.06 5179 1135 438 2:235, 2022-W45: 3.42, 2022-W46: 4956, | 6.06 5179 1149 446 2:231, 2022-W45: 5.02, 2022-W46: 6281, | 628 53.07 113 433  2:288, 2022-W45: 4759, 2022-W46: 6.296, | 6.25 79 1124 432 20198, 2022-W45: 4923, 2022-W46: 3.843, 5142 1114 433 2:176,  2022-W45: 5.285,2022-W46: 4737, | 612 5217 113 436 2:214,  2022-W45: 4.68, 2022-W46: 522,

F - Average Wait Time of non-escalated tickets (seconds); G - Wait Time of non-escalated tickets standard deviation; H - Average response time of non-escalated tickets (minutes); I -
Response Time of non-escalated tickets standard deviation; J - Readaptions; K - Time difference evolution between observed and estimated actions (when they are equal at a ROAR
of 100 and different when ROAR != 100).
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Table A.19: CROSS Acceptance Evolution (all seeds)

Week/Year
ROAR | Seed
2022-W35  2022-W36 2022-W37 2022-W38 2022-W39 2022-W40 2022-W41 2022-W42  2022-W43  2022-W44  2022-W45 2022-W46 2022-W47  2022-W48  2022-W49  2022-W50 2022-W51 2022-W52 2023-W1 2023-W2 2023-W3 2023-W4

2 79.1 94.12 87.59 9291 93.55 94.37 90 94.56 92.41 95.04 91.27 96.58 94.7 90.91 96.88 92.48 96.09 96.3 95.61 95.11 96.69 92.14
3 83.58 92.16 90.51 91.34 91.13 95.07 92.31 92.52 96.55 95.04 97.32 92.47 94.7 93.71 96.09 89.47 95.31 96.3 97.37 93.71 93.39 95.71
4 77.61 90.2 90.51 92.13 91.13 96.48 96.15 93.88 92.41 95.75 95.3 93.84 96.97 9231 96.09 93.99 96.09 92.59 93.86 94.41 90.08 93.57
80 5 86.57 88.24 91.24 88.98 93.55 90.14 90.77 92.52 93.1 922 94.63 93.84 93.94 93.08 91.41 91.73 95.31 94.82 90.35 93.71 95.04 97.14
6 83.56 80.39 79.78 90.55 94.36 94.37 93.08 93.88 92.41 96.45 92.62 95.21 93.18 93.01 91.41 94.74 93.75 96.3 92.98 97.2 97.52 92.86
AVG 82.09 89.02 87.93 9118 92.74 94.08 92.46 93.47 93.38 94.89 94.23 94.38 94.7 92.6 94.38 92.48 95.31 95.26 94.04 94.83 94.55 94.29
2 68.66 78.43 74.45 87.4 80.65 73.24 86.92 82.99 88.97 87.94 84.56 88.36 88.64 82.52 89.84 87.97 85.94 88.15 90.35 90.91 90.08 91.43
3 61.19 82.35 81.02 71.95 82.26 8451 88.46 85.03 83.45 89.36 86.58 90.41 85.61 83.92 87.5 84.96 89.06 91.85 86.84 86.01 85.95 83.57
4 65.67 75.49 74.45 74.02 91.13 83.8 86.92 91.84 83.45 89.36 89.93 90.41 90.15 81.82 88.28 87.97 85.94 85.19 88.6 89.51 85.95 83.57
° 5 68.66 74.51 7591 81.1 86.29 83.1 80 86.4 86.9 90.07 87.25 89.73 85.61 88.81 84.38 93.23 87.5 86.67 78.07 85.32 83.47 87.86
6 74.63 70.59 74.45 85.04 87.1 83.8 91.54 89.12 82.07 91.49 87.25 82.12 89.39 85.32 92.19 84.96 89.06 85.93 89.47 83.22 85.95 89.29
AVG 67.76 76.27 76.06 81.1 85.48 81.69 86.77 87.08 84.97 89.65 87.11 88.2 87.88 84.48 88.44 87.82 87.5 87.56 86.67 86.99 86.28 87.14
2 41.79 59.8 67.88 63.78 75.81 66.9 79.23 72.79 80 73.05 82.55 82.88 87.88 80.42 84.38 81.29 79.69 81.48 89.47 86.01 81.82 81.43
3 52.24 65.69 64.96 67.72 76.61 77.47 76.92 5.51 73.1 76.6 77.85 80.82 81.06 79.02 81.25 77.44 78.91 82.96 86.84 76.22 83.47 76.43

4 5224 52.94 58.39 67.72 76.61 73.94 76.15 75.51 74.48 72.34 85.24 82.88 74.24 79.72 81.25 78.2 85.94 76.3 80.7 78.32 83.47 75
40 5 43.28 62.75 61.31 75.59 72.58 75.35 75.39 76.87 73.1 73.05 69.8 80.82 79.55 74.83 77.34 81.96 76.56 75.56 83.33 78.32 73.55 77.14
6 41.76 61.77 62.74 70.87 80.65 75.35 78.46 74.83 73.1 80.14 77.85 78.08 76.52 86.71 89.06 82.71 79.69 78.52 84.21 76.92 76.03 78.57
AVG 47.46 60.59 63.06 69.13 76.45 73.8 77.23 75.1 74.76 75.04 78.66 81.1 79.85 80.14 82.66 80.32 80.16 78.96 8491 79.16 79.67 7171
2 14.93 42.16 42.26 44.09 49.19 52.13 63.85 55.1 64.14 67.38 59.06 65.07 69.7 72.73 76.56 72.93 55.47 62.96 62.28 67.83 73.55 67.86
3 3731 32.35 37.96 38.58 46.77 50 43.08 48.3 50.35 46.81 59.73 67.12 65.91 58.04 64.84 58.65 67.19 7111 68.42 58.04 61.98 59.29
4 29.85 35.29 32.85 37.8 58.87 57.04 55.39 48.98 48.28 60.99 69.8 65.07 61.36 70.63 68.75 63.16 61.72 60 60.53 65.73 59.5 59.29
» 5 22.39 37.26 37.23 48.03 59.68 52.82 50 61.91 65.52 68.09 55.71 61.64 66.67 71.33 64.06 73.68 73.44 69.63 70.18 66.43 52.07 68.57

6 22.39 46.08 46.72 46.46 64.52 53.52 58.46 65.31 59.31 67.38 72.48 58.9 57.58 65.73 77.34 67.67 67.19 67.19 68.42 66.43 68.6 75

AVG 25.37 38.63 39.4 42.99 55.81 53.1 54.15 55.92 57.52 62.13 63.36 63.56 64.24 67.69 70.31 67.22 65 66.18 65.96 64.9 63.14 66

ROAR - RecOmmendation Acceptance Rate.
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A.3 FEDOT AutoML Performance

Table A.20: FEDOT with two training years and seasonality (all seeds and runs)

Run 0 Run1 Run 2 Run3 Run 4 Run 5 Run 6 Run7 Run 8 Run 9
Seed N o P Q N o P Q N o P Q N o P Q N o P Q N o P Q N o P Q N o P Q N o P Q N o P Q
0 1742 1844 193 2527 | 16.03 18.16 1.77 5.02 | 18.05 2048 198 5.06 16.3 19 1.79 5.03 17.23 1822 19 5.13 17.23 1822 1.9 525 | 4385 644 039 4626|1095 1259 1.16 5.08 16.6 1928 1.82 501 | 18.05 2048 198 10.12
1 15.6 1779 1.71 5.1 17.26 1826 191 5.12 | 431 6.32 029 583 4.18 594 028 6.21 1235 1836 1.18 521 18.09 205 198 5051726 1826 191 5.13 5.52 8.57 044 52 18.17 20.58 1.99 5.06| 129 1528 1.4 5.1
2 1822 20.65 199 508 | 1771 1936 196 5.52|17.78 2006 195 572 |16.55 1925 181 5.01 163 178 1.81 17.87 19.83 197 562 | 1726 1826 191 522 | 1822 20.65 199 5.1 | 1638 2099 1.75 527 | 1822 20.65 199 5.08
3 1726 19.26 191 512 | 1728 1827 191 513 |17.28 1827 191 5.14 | 18.04 2037 198 563 | 822 1091 0.79 18.44 2086 2.02 56 |18.04 2037 198 559 | 1844 2086 2.02 5.6 18.04 2037 198 5.59 | 1844 2092 2.02 11.05
4 4.58 6.68 035 6857 | 17.85 20.19 196 5.57 | 17.26 1826 191 6 1825 20.02 197 507 | 1822 20.65 1.99 1726 1826 191 5.13 | 17.85 20.19 196 5.65 | 17.85 20.19 196 5383 16.3 178  1.81 5.05| 1845 2091 2.02 6.04
5 8.12 12,13 073 17.76 | 13.14 14.64 145 5251935 22,13 211 5.62 4.35 6.41 0.3 6.93 4.18 5.88 0.28 4.49 6.52 034 79 4.19 596 028 6.87 6.08 8 0.54 7049 | 12.1 1448 132 528 | 4.15 584 027 595
6 17.26 1826 191 512 | 17.32 20.13 1.89 5.02 | 1822 20.65 199 1024 | 17.26 1826 191 527 4.2 595 0.28 5 29095 3258 324 598 | 1149 1559 1.12 504 6.17 9.57 051 5.04 | 1859 19.64 205 534 |2468 27.02 268 597
7 17.264 1826 191 5.16 16.3 17.8  1.81 5.01 | 17.04 1949 1.87 5.01 17.26 1826 191 17.26 | 1826 1826 191 5.14 | 1726 1826 191 5.13|17.26 1826 191 5.12 | 1726 1826 191 5.11 17.26 1826 191 5.1 17.26 1826 191 5.15
8 17.62  20.02 193 5.08 | 18.61 21.22 203 5551726 1826 191 526 | 1794 2039 196 506 |17.24 1823 19 5.14 | 18.01 20.54 197 5.61 16.3 17.8  1.81 5.01 18.01 20.54 197 5.65 1822 20.65 1.99 508 | 1427 1595 155 5.09
9 4.57 6.64 035 7186|1799 2036 1.87 627 | 1799 2036 197 566 | 17.26 1826 191 5.17 6.36 838 057 7462|1726 1826 191 5.11 |22.54 2677 221 8831|1726 1826 191 5.11 17.99 2036 197 5.58 | 4.21 5.76 031 82
N - MAE; O - RMSE; P - MAPE; Q - Time (seconds).
Table A.21: FEDOT with three training years and seasonality (all seeds and runs)
Run 0 Run1 Run 2 Run 3 Run 4 Run 5 Run 6 Run7 Run 8 Run 9
Seed N O P Q N O P Q N O P Q N O P Q N O P Q N O P Q N O P Q N O P Q N O P Q N O P Q
0 397 577 028 2632 |397 577 028 23871 |397 577 028 2274 |397 577 028 243.1 397 577 0.28 2431 397 577 028 2431 397 577 028 243.1 397 577 028 243.1 397 577 028 2431 397 577 028 243.1
1 397 55 027 7459 (397 55 027 7262 |397 55 27 7291 397 55 027 7285 [397 55 027 7324 |397 55 027 7324 |397 55 027 7324 [397 55 027 7324 |397 55 027 7324 |397 55 027 7324
2 599 8.09 035 5.08 599 8.09 035 5.02 597 8.05 035 5 599 8.09 035 5.02 599 8.09 035 5.01 599 8.09 035 5.01 599 8.09 035 5.01 599 8.09 035 5 4.09 578 031 117.66 | 409 578 031 123.16
3 498 6.6 037 502 [498 6.6 037 502 |498 66 037 5 498 6.6 037 5.01 498 6.6 037 5.01 498 6.6 037 501 498 6.6 037 502 498 6.6 037 501 498 6.6 037 501 498 6.6 037 501
4 411 5.83 031 41323 | 411 583 031 36377 | 411 583 031 361.6 |4.11 583 031 379.53 | 411 5.83 031 37953 |4.11 583 031 37953 | 411 583 031 37953 | 411 583 031 379.53 | 411 583 031 379.53 | 411 5.83 031 379.53
5 498 6.6 037 6.4 498 6.6 0.37 582 | 498 66 037 583 |498 6.6 037 583 498 6.6 0.37 5.85 498 6.6 037 6.01 498 6.6 037 577 |498 6.6 037 5.8 498 6.6 0.37 579 | 498 6.6 037 586
6 466 63 034 501 466 63 033 502 | 471 634 034 501 4.61 625 033 502 467 631 034 502 | 474 638 034 501 4.61 625 033 501 468 632 034 502 |469 633 034 502 |462 625 033 501
7 498 6.6 037 954 |498 6.6 037 9.7 498 6.6 037 943 | 498 6.6 037 943 498 6.6 0.37 959 | 498 66 037 967 |498 6.6 037 973 |498 6.6 037 933 498 6.6 0.37 9.5 498 6.6 037 9.62
8 4.11 581 031 8222 |4.11 581 031 7972 | 411 581 031 7675 | 411 581 031 962 | 4.11 581 031 7959 |4.11 581 031 7961 | 411 581 031 79.66 |411 581 031 79.5 4.11 5.81 031 7991 | 411 581 031 79.6
9 498 6.6 037 159.15|498 6.6 037 159.23|627 8.18 05 159.19 599 8.09 035 502 |627 818 05 11993498 6.6 037 17644 |498 6.6 037 169 498 6.6 037 164 498 6.6 037 193.88|498 6.6 0.37 19631

N - MAE; O - RMSE; P - MAPE; Q - Time (seconds).
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Table A.22: FEDOT with four training years and seasonality (all seeds and runs)

. Run 0 Run 1 Run 2 Run 3 Run 4 Run 5 Run 6 Run 7 Run 8 Run 9
Seed N O P Q N O P Q N O P Q N O P Q N O P Q N O P Q N o P Q N O P Q N O P Q N O P Q
0 627 8.18 0.5 5.16 597 8.05 035 5.03 597 8.05 0.35 5.02 597 8.05 035 5.01 599 8.09 035 5.01 599 8.09 035 5.01 397 577 028 244.14 | 397 577 028 230.78 | 3.97 577 0.28 23042 |3.97 577 028 23045
1 5.95 8 0.36 5.02 599 8.09 035 5.01 597 8.05 035 5 397 55 027 8033 |[397 55 027 8033 [397 55 027 7792 |397 55 027 99.79 (397 55 027 7322 |397 55 027 7279 {397 55 027 7655
2 599 8.09 035 5.02 409 578 031 11538 | 409 578 031 125.02|4.09 578 031 117.07 | 409 578 031 125.13 | 409 578 031 13032 |4.09 578 031 117.78 | 4.09 578 0.31 118.68 | 409 578 0.31 142.21 | 409 5.78 0.31 119.3
3 498 6.6 0.37 5.02 498 6.6 037 5.01 498 6.6 037 5.01 498 6.6 037 5.01 498 6.6 037 5 498 6.6 037 5.01 498 6.6 037 5.01 498 6.6 0.37 5.02 498 6.6 037 5.01 498 6.6 037 5.01
4 411 583 031 37691 | 4.11 5.83 031 388.82|5.95 8 0.36 5.03 599 8.09 035 5.01 599 8.09 035 5 599 8.09 0.35 5.02 599 8.09 0.35 5.01 599 8.09 035 5.01 411 583 031 429.02 | 411 583 031 38249
5 498 6.6 037 6.15 498 6.6 0.37 5.83 498 6.6 037 5.79 498 6.6 037 5.81 498 6.6 0.37 5.77 498 6.6 037 5.83 498 6.6 037 5.79 498 6.6 037 5.78 498 6.6 037 5.88 498 6.6 037 5.78
6 464 628 033 5.02 464 628 0.33 5.02 461 625 033 5.02 461 624 033 5.02 4.64 628 0.33 5.02 4.61 624 033 5.02 5.7 75 044 5 469 634 034 5.03 464 628 0.33 5.01 465 629 033 5.01
7 498 6.6 037 9.55 498 6.6 037 9.55 498 6.6 037 943 498 6.6 037 9.51 498 6.6 037 9.65 498 6.6 037 9.36 498 6.6 037 9.41 498 6.6 037 9.46 498 6.6 037 9.58 498 6.6 037 9.53
8 4.11 581 031 9486 |4.11 581 031 71.76 | 599 8.09 0.35 5.02 599 8.09 035 5.01 599 8.09 035 5.02 597 805 035 5.02 599 8.09 035 5.01 599 8.09 035 5 411 581 031 89.16 [4.11 581 031 79.88
9 498 6.6 037 1584 |498 6.6 037 172.05|498 6.6 037 187.12 498 6.6 037 17252498 6.6 037 17252498 6.6 037 17252498 6.6 037 17252 |498 6.6 037 17252498 6.6 037 17252 |498 6.6 037 17252
N - MAE; O - RMSE; P - MAPE; Q - Time (seconds).
Table A.23: FEDOT with two training years and increased tendency (all seeds and runs)
Seed Run 0 Run 1 Run 2 Run 3 Run 4
ee
N O P Q N 0] P Q N O P Q N O P Q N O P Q
0 539 6.81 0.13 5.71 | 533 665 0.13 502|533 665 0.13 501|539 6.81 0.13 578|533 6.65 0.13 5.01
1 533 6.65 0.13 502|533 665 0.13 5.01 | 5.64 7 0.15 5.01 | 5.64 7 0.15 5.01 | 5.64 7 0.15 5
2 533 6.65 0.13 5.01 | 532 6.64 0.13 5 533 6.65 0.13 501|533 665 0.13 5.01 533 6.65 0.13 5.01
3 533 6.65 0.13 5 533 6.65 0.13 501|533 665 0.13 5 533 6.65 0.13 5 533 6.65 0.13 5.01
4 533 6.65 0.13 5 533 6.65 0.13 501|533 665 0.13 5 533 6.65 0.13 501|533 665 0.13 5.01
5 533 6.65 0.13 5 533 6.65 0.13 5 533 6.65 0.13 5 533 6.65 0.13 5.02 533 665 0.13 5.01
6 533 6.65 0.13 5 533 6.65 0.13 501|559 695 0.15 501|533 6.65 0.13 501|559 695 0.15 5.01
7 533 6.65 0.13 5 561 697 0.15 501|533 665 0.13 501 | 564 7 0.15 5 532 6.64 0.13 5.02
8 532 6.64 0.13 501|532 664 0.13 5 532 6.64 0.13 5 532 6.64 0.13 501|561 697 0.15 5
9 532 6.64 0.13 501|565 7.1 0.15 535|565 7.1 015 507|565 7.1 0.15 517|565 7.1 0.15 5.1

N - MAE; O - RMSE; P - MAPE; Q - Time (seconds).
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Table A.24: FEDOT with three training years and increased tendency (all seeds and runs)

Seed Run 0 Run 1 Run 2 Run 3 Run 4
N (0] P Q N (0] P Q N (0] P Q N (0] P Q N o P Q
0 552 7 013 732 |552 7 013 719 |552 7 013 716 |[552 7 013 719 |552 7 013 717
1 543 681 0.14 508 |543 6.81 0.14 491 |543 681 0.14 488 |543 681 0.14 488 |543 681 014 4.89
2 554 693 0.14 783 |554 693 0.14 8.09 |554 693 0.14 8.01 554 693 0.14 8.04 |554 693 0.14 8.01
3 531 661 0.14 638 |531 661 0.14 6.19 |531 6.61 0.14 6.2 531 661 0.14 6.18 |531 661 0.14 6.18
4 557 697 0.15 269.33 | 557 697 0.15 253.62 | 557 697 0.15 279 557 697 0.15 267.32 | 557 697 0.15 267.32
5 552 698 0.14 14043 | 552 698 0.14 139 552 698 0.14 12934 | 552 698 0.14 136.26 | 552 698 0.14 136.26
6 554 693 0.14 636 |554 693 0.14 598 |554 692 0.14 5.9 554 692 0.14 599 |554 692 0.14 5093
7 552 69 014 498 |552 69 014 49 |552 69 014 497 |552 69 0.14 495 |552 69 0.14 495
8 559 693 0.15 5 559 693 0.15 502 |559 693 015 501 |55 693 0.15 5 559 693 0.15 5.01
9 554 693 0.14 15412 | 554 693 0.14 1765 | 554 693 0.14 17444 | 554 693 0.14 168.35 | 554 693 0.14 168.35
N - MAE; O - RMSE; P - MAPE; Q - Time (seconds).
Table A.25: FEDOT with four training years and increased tendency (all seeds and runs)
Seed Run 0 Run 1 Run 2 Run 3 Run 4
N (0] P Q N (0] P Q N (0] P Q N (0] P Q N o P Q
0 556 7.07 0.13 30.17 | 556 7.07 0.13 252 |556 7.07 0.13 2518 |556 7.07 0.13 24 556 7.07 0.13 25.24
1 547 683 0.14 756 | 547 6.83 0.14 7.4 547 6.83 0.14 744 |547 683 0.14 741 547 6.83 0.14 746
2 539 672 0.14 292 |539 672 0.14 2971 | 539 6.72 0.14 28.66 |539 6.72 0.14 29.19 |539 6.72 0.14 29.19
3 529 662 0.13 505 |529 6.62 013 501 |529 6.62 0.13 5 529 6.62 0.13 502 |529 6.62 013 502
4 544 681 0.14 804 |544 681 0.14 829 544 6.81 0.14 8165 | 544 6.81 0.14 8165 | 544 6.81 0.14 8165
5 577 1733 0.14 555 |577 733 014 481 |577 733 014 481 |577 733 0.14 493 |577 733 0.14 5.09
6 541 677 0.14 502 |544 679 0.14 502 54 675 0.14 502 |545 68 0.14 18543 | 545 6.8 0.14 187.23
7 548 6.85 0.14 2669 | 548 6.85 0.14 26.14 | 548 685 0.14 26.09 | 548 6.85 0.14 25 548 6.85 0.14 29.99
8 552 686 0.14 1143 |552 6.86 0.14 1589 |552 686 0.14 172 |552 686 0.14 1757 |552 6.86 0.14 251
9 539 6.72 0.14 39694 | 539 6.72 0.14 37849 | 539 6.72 0.14 387.15|539 6.72 0.14 387.15|539 6.72 0.14 387.15

N - MAE; O - RMSE; P - MAPE; Q - Time (seconds).
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Table A.26: FEDOT with two training years, seasonality and increased tendency (all seeds and runs)

Seed Run 0 Run1 Run 2 Run 3 Run 4
N 0 P Q N o P Q N 0 P Q N 0 P Q N o P Q
0 13.37 19.04 047 6.44 13.37  19.04 047 6.21 18.85 2191 0.75 5091 13.37 19.04 047 6.25 13.37 19.04 047 5.79
1 3336 39.13 1.78 5.36 1725 2028 0.73 84.1 | 2922 37.15 148 5.17 1274 1737 052 1224 | 3679 40.76 1.84 6.62
2 3512 4474 192 6.1 32.23 414  1.67 5.47 18.56 2248 0.79 6.15 | 3409 4385 1.81 554 | 3409 4385 181 56
3 1349 19.12 047 596 | 3337 38.05 157 578 929 11197 547 51.05| 1349 19.12 047 636 | 3243 4175 1.61 5.18
4 32.19 414 167 56 9335 1139 521 59 1486 1975 054 6.1 9355 113.65 522 592 | 128.02 158.65 6.66 6.71
5 3259 4213 172 554 | 3482 4421 1.82 73.62 | 29.09 30.61 137 513 | 2521 3298 248 4322 | 29.09 3061 137 5.13
6 2825 3895 1.24 10.15 | 23.13 3224 1.18 1193 | 33,51 4091 197 7.73 87 110.84 637 559 | 3372 4215 1.77 523
7 3278 4201 169 59 3633  46.11 195 55 3226 4145 167 536 | 2733 3135 132 653 | 3226 4145 1.67 538
8 12.27 1589 036 7.87 21.4 2388 091 559 | 3225 4144 1.68 537 | 3511 44,69 185 5.62 19.28 2218 0.8 2945
9 146.49 184.88 7.48 5.66 | 14649 184.88 7.48 5.68 | 14649 184.88 7.48 574 | 14649 18488 7.48 569 | 14649 184.88 748 5.62
N - MAE; O - RMSE; P - MAPE; Q - Time (seconds).
1
Table A.27: FEDOT with three training years, seasonality and increased tendency (all seeds and runs) E
o
Seed Run 0 Run 1 Run 2 Run 3 Run 4 ~
N o) P Q N o) P Q N o) P Q N 0 P Q N o) P Q
0 1853 254 0.61 743 | 1853 254 061 725 | 1853 254 061 731 1853 254 061 728 | 1853 254 0.61 727
1 14.32 18  0.63 6.3 14.32 18 063 6.61 1431 1798 063 6.69 | 1431 17.79 0.63  6.65 143 18.02 0.62 6.24
2 10.28 14.06 0.31 8.81 10.28 14.06 031 10.05 | 10.28 14.06 031 9.77 10.28 14.06 031 741 10.28 14.06 031  7.38
3 1072 146 031 226.73 | 1045 1432 032 3534 | 1045 1432 032 3411 | 1072 146 031 194.01 | 10.72 14.6 0.31 226.36
4 945 1259 026 75728 | 945 1259 026 778.62 | 945 1259 026 76795 | 945 1259 0.26 76795 | 945 1259 026 76795
5 102 1354 0.03 528 102 1354 03 138.68 | 102 1354 03 7198 | 102 1354 0.03 7198 | 102 1354 0.03 7198
6 1432 18.01 0.63 7.3 1432 18.01 0.63  5.87 1432 18.01 0.63  6.07 1432 18.01 0.63 6.04 | 1432 18.01 0.63 6.12
7 1391 1742 0.65 6.44 | 1391 1742 065 624 | 1391 1742 0.65 625 1391 1742 0.65 6.21 1391 1742 0.65 6.27
8 1125 1492 031 1592 | 11.25 1492 031 1593 | 11.25 1492 031 1599 |11.25 1492 031 1599 | 11.25 1492 031 16.06
9 1342 19.02 035 25093 | 13.42 19.02 035 322 1342 19.02 035 28647 | 13.42 19.02 035 286.47 | 1342 19.02 0.35 286.47

N - MAE; O - RMSE; P - MAPE; Q - Time (seconds).
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Table A.28: FEDOT with four training years, seasonality and tendency (all seeds and runs)

Seed Run 0 Run 1 Run 2 Run 3 Run 4
N 0] P Q N (0] P Q N (0] P Q N (0] P Q N 0] P Q
0 15.67 19.55 0.72 27.89 | 1567 19.55 0.72 21.52 | 15.67 19.55 0.72 21.24 | 15.67 19.55 0.72 21.22 | 15.67 19.55 0.72 21.2
1 1557 1939 071  7.74 | 1557 1939 0.71 7.63 | 15,57 1939 0.71 7.72 | 1557 1939 0.71 7.67 | 1557 1939 0.71 7.74
2 119 1588 0.31 2527 | 119 1588 031 30.05| 11.9 1588 031 41.66 | 119 1588 031 275 119 1588 0.31 2596
3 9.34 13.61 031 5.03 937 1398 03 3574 | 942 1357 032 5.02 9.37 1398 03 3576 | 1568 19.55 0.72 20.39
4 9.61 1273 0.28 1733 9.61 1273 028 1712 | 9.61 1273 0.28 17225 | 9.61 1273 028 17225 | 9.61 12.73 0.28 17225
5 1561 195 071 955 | 1561 195 0.71 898 | 1561 195 0.71 8.21 15.61 195 0.71  8.65 15.61 195 0.71 7.5
6 18.13 2322 086 13.74 | 18.13 2322 0.86 1349 | 18.13 2322 086 1324 | 18.13 2322 0.86 1341 | 18.13 2322 0.86 13.19
7 15.18 18.82 0.74 2194 | 15.18 18.82 0.74 244 | 15.18 1882 0.74 2696 | 15.18 1882 0.74 36.22 | 15.18 18.82 0.74 30.02
8 13.21 17.71 033 17.66 | 13.21 17.71 033 16.89 | 13.21 1771 033 1644 | 1321 1771 033 16.7 | 1321 1771 033 1644
9 10.74 14.05 0.3 628.15 | 10.74 14.05 0.3 686 | 10.74 14.05 0.3 657 10.74 14.05 0.3 657 10.74 14.05 0.3 657

N - MAE; O - RMSE; P - MAPE; Q - Time (seconds).
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A.4 CRYSTAL Decisions

Table A.29: Low imbalanced shifts

Seed April May June July August September October November December January February March

0 D6 D6 D6 D:6 D:9 D:6 D:9 D:9 D:9 D:9 D:9 D:6

1 D:7 D7 D7 D7 D:6 D:6 D:8 D:9 D:9 D:9 D:9 D:7

3 D6 D6 D6 D:6 D:6 D:6 D9 D:9 D:9 D:9 D:9 D:6

4 D:6 D6 D:6 D:6 D:6 D:6 D:9 D:9 D:9 D:9 D:9 D:6

5 D:6 D6 D:6 D:6 D:6 D:6 D:9 D:9 D:9 D:9 D:9 D:6

8 D:6 D6 D:6 D:6 D:9 D:6 D:9 D:9 D:9 D:9 D:9 D:6

MV with AVG | D:6 D:6 D:6 D:6 D:7 D:6 D:9 D:9 D:9 D:9 D:9 D:6
Observed D6 D:7 D:6 D6 D:6 D:6 D:9 D:9 D:9 D:9 D:9 D:6

D - Dismiss; H - Hire; M - Maintain; MV - Majority Voting; AVG - Average

Table A.30: Scenario 13

xipuaddy

Seed April May June July August September October November December January February March

0 H:3 H:3 H:3 H:3 M H:3 M M M M M H:3

1 H:3 H:3 H:3 H:3 H:3 H:3 M M M M M H:3

3 H3 H:3 H3 H3 H:3 H:3 M M M M M H:3

4 H:3 H:3 H:3 H:3 H:3 H:3 M M M M M H:3

5 H:3 H:3 H:3 H:3 H:3 H:3 M M M M M H:3

8 H:3 H:3 H3 H:3 H:3 H:3 M M M M M H:3

MV with AVG | H:3 H:3 H:3 H3 H:3 H:3 M M M M M H:3
Observed H:3 H:2 H:3 H:3 H:3 H:3 M M M M M H:3

Scenario 13 - Three operators, one per shift. D - Dismiss; H - Hire; M - Maintain; MV - Majority Voting; AVG - Average
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Table A.31: Scenario 14

Seed April May June July August September October November December January February March

0 H:2 H:2 H2 H:2 D:1 H:2 D:1 D:1 D:1 D:1 D:1 H:2

1 H:2 H:2 H2 H:2 H:2 H:2 D:1 D:1 D:1 D:1 D:1 H:2

3 H:2 H:2 H2 H:2 H:2 H:2 D:1 D:1 D:1 D:1 D:1 H:2

4 H:2 H:2 H:2 H:2 H:2 H:2 D:1 D:1 D:1 D:1 D:1 H:2

5 H:2 H:2 H:2 H:2 H:2 H:2 D:1 D:1 D:1 D:1 D:1 H:2

8 H:2 H:2 H:2 H:2 H:2 H:2 D:1 D:1 D:1 D:1 D:1 H:2

MYV with AVG | H:2 H:2 H:2 H:2 H:2 H:2 D:1 D:1 D:1 D:1 D:1 H:2
Observed H:2 H:1 H:2 H:2 H:2 H:2 D:1 D:1 D:1 D:1 D:1 H:2

Scenario 14 - Shift 0 and 1 have one operator each while shift 2 has two. D - Dismiss; H - Hire; M - Maintain; MV - Majority Voting; AVG - Average

Table A.32: Scenario 15

Seed April May June July August September October November December January February March

0 M M M M D:3 M D:3 D:3 D:3 D:3 D:3 M

1 M M M M M M D:3 D:3 D:3 D:3 D:3 M

3 M M M M M M D:3 D:3 D:3 D:3 D:3 M

4 M M M M M M D3 D3 D:3 D:3 D:3 M

5 M M M M M M D:3 D:3 D:3 D:3 D:3 M

8 M M M M M M D:3 D:3 D:3 D:3 D:3 M

MV with AVG | M M M M M M D:3 D:3 D:3 D:3 D3 M
Observed M D2 M M M M D:3 D:3 D:3 D:3 D:3 M

Scenario 15 - Shift 0 has one operator, shift 1 has two, and shift 2 has three operators. D - Dismiss; H - Hire; M - Maintain; MV - Majority Voting;
AVG - Average
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