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Abstract

In 2016, Federated Learning (FL) was introduced as a new privacy-preserving distributed ma-
chine learning paradigm, functional especially in edge computing environments. However, this
paradigm does not take into consideration the growing necessity to guarantee that Human-in-the-
Loop (HITL) methodologies are robustly integrated into Al systems, as standardized integration
approaches remain absent. Therefore, to bridge this gap, this thesis proposes a comprehensive,
modular reference architecture for introducing HITL strategies into FL. workflows at the edge,
using the NOUS project (an EU initiative for next-generation cloud services) as a use case.

Our work begins with a systematic literature review and gap analysis to characterize the current
practices and identify the core challenges in this research domain. From this foundation, we derive
architectural high-level goals alongside functional and non-functional requirements. From this,
we then present the HITL-FL framework, which utilizes C4 models (System Context, Container,
Component). This framework includes a dedicated Human Oversight & Interaction Hub, secure
annotation interfaces, task routing, ethical validators and operational loops for active learning and
model governance.

We validate the architecture through three pillars: systematic compliance analysis against our
requisites; mapping using the NOUS project and its Use Case #2 (Energy Prediction & Data
Lifecycle Management); and qualitative expert reviews with NOUS architects. Validation results
showcase strong support for comprehensive human oversight and alignment with trustworthiness,
privacy, security, and usability requirements while also uncovering limitations and design chal-
lenges for future work.

Through this process, this research delivers a foundational blueprint for building human-
centric, transparent, federated Al systems that foster a responsible collaboration between humans
and Al in complex edge ecosystems.

Keywords: Federated Learning, Human-in-the-Loop, Software Architecture, Edge Comput-
ing



Resumo

Em 2016, Federated Learning (FL) foi introduzido como um novo paradigma de machine learning
distribuido, que permite a preservacao da privacidade e que € til especialmente em ambientes de
edge computing. No entanto, este paradigma nao tem em considerac@o a necessidade crescente de
garantir a integracao robusta de metodologias Human-in-the-Loop (HITL) em sistmas IA, sendo
que métodos referéncia de integracdo ndo existem. Sendo assim, para preencher esta lacuna,
esta tese propde uma arquitetura abrangente e modular para a introdugao de estratégias HITL em
workflows de FL na edge, utilizando o projeto NOUS (uma iniciative europeia para a préxima
geracgdo de servigos cloud) como um caso de aplicacgdo.

O nosso trabalho comega com uma literature review sistemadtica e uma andlise de falhas na
literatura para caracterizar as praticas atuais e identificar os principais desafios presentes nesta
drea de investigacdo. A partir desta base, objetivos arquiteturais de alto-nivel, juntamente como
requisitos funcionais e ndo-funcionais, sdo definidos. De seguida, nés apresentamos a HITL-FL
framework, utilizando a notagdo de modelos C4 (System Context, Container, Component). Esta
framework inclui um Human Oversight & Interaction Hub, interfaces para anotagdo segura, task
routing, validacdo ética e ciclos operacionais para active learning e model governance.

Nos validamos a arquitetura através de trés pilares: uma anélise de conformidade sistematica,
contra os requisitos definidos; uma mapeamento utilizando o projeto NOUS e o seu 2° caso de
uso (Energy Prediction & Data Lifecycle Management); e revisdes de expecialistas externos com
arquitetos do NOUS. Resultados da validacdo demonstrao um forte apoio da arquitetura quanto a
sua implementacdo de oversight humano e alinhamento com vérios requisitos de confiabilidade,
privacidade, seguranca e usabilidade, enquanto ainda detalha limitag¢des e desafios de design para
o futuro.

Através deste proceso, este trabalho apresenta uma base funcional para construir sistemas fed-
erados, centrados no humano e transparentes, que contribuem para uma colaboracdo responsavel
entre humanos e IA, em ecossistemas complexos de edge.

Palavras-chave: Federated Learning, Human-in-the-Loop, Arquitetura de Software, Com-
putacao Edge
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UN Sustainable Development Goals

The United Nations Sustainable Development Goals (SDGs) [54] provide a global framework to
achieve a better and more sustainable future for all. It has 17 goals to address the world’s most
pressing issues, such as poverty, inequality, climate change, environmental degradation, peace and
justice. Taking this into account, to demonstrate the broader societal relevance of the proposed
HITL-FL system, this section focuses on the three SDGs to which the thesis most directly con-
tributes, considering UNESCO’s vision of engineering for sustainable development [53]: SDG 7
(Affordable and Clean Energy), SDG 9 (Industry, Innovation and Infrastructure) and SDG
17 (Partnerships for the Goals).

SGD | Target | Contribution Performance Indicators and
Metrics

7.2 In the NOUS use case (Chapter 6), | Forecast error reduction (%). In-

7 FL, with human oversight, enhances | crease in renewable utilization
short-term demand and production | (%) enabled by improved fore-
forecasts for the power company, fa- | casts. Reduction in peak plant
cilitating better integration of renew- | dispatch events attributable to bet-
able energy, for example. ter prediction.

7.3 Edge-based FL reduces latency and | Reduction in ML pipeline energy
compute overhead in forecasting | consumption. Improvement in re-
pipelines. sponse time for forecast updates.

Decrease in network data transfer
versus centralized processing.

9 9.1 Resilient distributed analytics archi- | Uptime or reliability improve-
tecture promotes infrastructure ro- | ments in pilot deployments. Re-
bustness. duction in communication over-

head in edge FL rounds.

9.5 Novel HITL-FL methods advance | Count of new methods/prototypes
technological capabilities. developed and tested. Number of

collaborative R&D outputs (pub-
lications, open-source modules).

17 17.6 Federated approach fosters multi- | Number of distinct organizations
stakeholder collaboration without | in FL processes. Qualitative as-
sharing raw data. sessment of collaboration effec-

tiveness.

17.7 Architecture scaffolds trust in partner- | Documented new or strengthened
ships via defined governance and au- | partnerships formed. Reduction
dit roles. in time/effort for data collabora-

tion agreements.
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“It always seems impossible until it’s done.”
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Chapter 1

Introduction

1.1 Context

Over the past decade, artificial intelligence (AI) developments have taken significant leaps, leading
to Al-enabled systems in different domains of daily life becoming mainstream and completely
overhauling each individual’s way of life. With the evolution in machine learning techniques and
an increase in data availability and computing power, as evidenced by Rausch and Dustdar [44],
there is a growing need to not only maximize resource allocation but also ensure efficient and
secure data processing within the Edge-to-Fog-Cloud (E2F2C) continuum.

Federated learning (FL), first proposed by Google in 2016 [23][22] consists of a machine
learning approach where its main defining point is the utilization of distributed datasets for training
models, thereby allowing the collaboration between different organizations to build a shared model
while each keeping their data locally. This concept has a significant positive impact on various
aspects, with data privacy and security being the key highlights, as it enables the leveraging of
data from multiple sources for machine modeling. Due to this privacy-focused way, only model
updates can be shared, and all data is kept decentralized.

At the same time, as Cronholm and Gobel stated [13], although it is important to recognize
the technical benefits and advantages the widespread usage of Al has brought to society, concerns
regarding the incomprehensibility of the models used, embedded bias against particular societal
groups and overall data and privacy issues have turned the technological-centered design of these
Al models insufficient, leading to the necessary inclusion of human knowledge and competencies
in these artificial intelligence systems.

Against this backdrop of evolving Al needs, NOUS [38], an EU-funded project under the Hori-
zon Europe program, is a pioneer in imagining, designing and deploying state-of-the-art Cloud
Services in the age of data spaces, high-performance computing (HPC) and edge computing. The
goal of this project is to introduce an innovative distributed architecture [15] and a federated learn-
ing framework for the European Cloud Service, in which computational and data storage resources

can be utilized from edge devices, HPC network supercomputers and Quantum Computers. As a
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result, an unprecedented opportunity is unlocked for businesses, research institutions and individ-
uals alike. In the realm of edge computing components, the NOUS project focuses on enhancing

computational capabilities and efficiency within the E2F2C continuum.

1.2 Motivation

While FL. methodologies have proven to reduce the interaction gap between edge devices and
traditional cloud services, significant opportunities remain for optimizing and enhancing these
frameworks. Therefore, as Al systems become increasingly complex and the potential of human
expertise to strengthen and complement Al decision-making processes quickly gains traction, par-
ticularly in edge computing scenarios, a critical opportunity is highlighted: designing a system that

incorporates Human-in-the-Loop (HITL) approaches into FL frameworks for edge computing.

1.3 Problem Identification

As the integration of federated learning has shown significant advancements in edge computing
environments, there is still an evident lack of standardized and robust approaches for integrating
HITL methodologies in these types of frameworks. While FL intrinsically supports privacy, and
HITL promotes increased accuracy, interpretability and ethical alignment of Al models, the uni-
fied and practical combination of both these concepts, especially in dynamic edge environments,
remains unaddressed, mainly architecturally. Other related issues will also need to be considered
in this architectural unification, such as the scalability of human input, including relevant and unbi-
ased expert inputs and integration of continuous monitoring. Considering this, within the context
of NOUS’ edge computing framework, there is the opportunity to design and implement an ar-
chitecture that seamlessly integrates federated learning methods and HITL approaches. Drawing
on the architectural principles outlined by Valipour et al. [58], the inclusion of HITL can poten-
tially establish a foundation for standard practices in reliable Al development in edge computing
environments.

Addressing this gap is the central focus of this thesis. The core problem is to propose a foun-
dational architecture where the benefits of HITL, like enhanced reliability, safety and trustwor-
thiness, as supported by HCALI principles [49], can be integrated within a decentralized, privacy-
preserving FL system. Thus, embedding human oversight ensures that Al does not have 100%
of the decision-making power, particularly in fully self-operating systems, in which Al exhibits
limitations. Additionally, as FL’s privacy is being preserved, the goals of the NOUS project will
be achieved, thereby strengthening the EU’s position in this global technology landscape.

1.4 Research Questions

To further understand the problem identified in section 1.3 and to guide the pursuit of this work’s

set of objectives, it is possible to define the following research questions:



1.5 Hypothesis 3

RQ1. What are the key architectural components and strategies necessary for implementing HITL

approaches, integrated with federated learning, in edge computing environments?

RQ2. What are the best methods and standards for designing and implementing architectures that
enhance human agent oversight integration, thereby guaranteeing trustworthiness, ethical

validation and accountability?

RQ3. How can data privacy, integrity, security and performance be maintained when implement-
ing federated learning and HITL approaches?

1.5 Hypothesis
Considering the problem identified and the RQs, this work formulated the following hypothesis:

The implementation of an architecture design made up of components, patterns and good
practices that integrate federated learning with human-in-the-loop approaches at the edge will
lay the groundwork for highly adaptable and trustworthy Al systems in the NOUS edge computing

[framework without compromising data privacy or system performance.

This hypothesis addresses the main challenge of designing an architecture that effectively
integrates human participation and oversight with federated learning processes while balancing
the demands for trustworthiness against key system requirements such as performance, reliability,
scalability, and interoperability within the constraints of NOUS’ framework. This architecture

plans to create a standardized solution to this complex balancing task.

1.6 Objectives
The main objectives of this thesis are as follows:

Objective 1: Reference Architecture Design - provide a reference architecture that tightly inte-
grates HITL methods with FL in resource-constrained edge environments, taking the
NOUS project as a guiding real-world use case, by defining components and specific

workflows to embed human oversight within FL operations effectively.

Objective 2: Requirement Elicitation - derive a comprehensive set of functional (FR) and non-
functional requirements (NFR), covering security, privacy, performance, scalability,
maintainability and auditability, that the HITL-FL system must satisfy.

Objective 3: Architectural Validation - validate the proposed architecture to ensure its credibility

and practicality, by employing a multi-faceted validation process.

Objective 4: Transferable Knowledge Contribution - distill and document design principles,

architectural patterns and practical lessons, learned throughout the research process,
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that can be reused and benefit the development of other federated ecosystems that

integrate human expertise.

1.7 Planned Contributions

To achieve the proposed objectives (Section 1.6), this thesis aims to deliver the following contri-
butions, also aligned with the hypothesis (Section 1.5) and RQs (Section 1.4):

¢ Reference HITL-FL Architecture - a modular, extensible architectural framework for in-
tegrating HITL mechanisms into FL in edge environments (Chapter 4). This includes C4-
based system context, container and component view diagrams, with a clear separation of

concerns and secure communication patterns.

* Aligning Design Principles, Requirements and Architectural Patterns - a catalog of
functional and non-functional requirements and distilled design principles linked to key ar-
chitectural patterns, showing how the architecture fulfills these requisites (Sections 4.2.1, 4.2.2
and 4.3.5).

e HITL Integration Strategies and Workflows - concrete mechanisms and workflows for
demonstrating how human expertise is incorporated without compromising FL’s privacy

and performance (Chapter 5).

* NOUS Mapping - a mapping and discussion of how the reference architecture can be ap-
plied within the NOUS project environment and, particularly, for energy-prediction use

cases (Section 6.4).

* Evaluation via Expert Review - validation of the proposed system through expert inter-
views, where insights on strengths, limitations and potential improvements are collected to

assess the architecture’s feasibility and usability (Section 6.5).

* Broader Impact Considerations - discussion of how the architecture supports trustworthy
Al goals, privacy preservation, and potential contributions to collaborative edge-FL deploy-
ments (Chapter 6).

* Design Lessons Learned - reflections on trade-offs, challenges and best practices discov-

ered during the design and evaluation process that contribute to future research (Chapter 7).

These contributions collectively address the identified gap in architecturally unifying HITL
methodologies with FL. frameworks in dynamic edge settings while balancing privacy, security,

performance and trustworthiness.
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1.8 Research Methodology

Regarding the chosen methodology for addressing the previously identified problem (Section 1.3),
find an answer for the RQs (Section 1.4) and achieve the defined objectives (Section 1.6), the
Design Science & Research (DSR) [8] methodology was adopted in this thesis.

DSR is a research paradigm, rooted in engineering and the sciences of the artificial, that
focuses on developing innovative solutions to address practical problems. As outlined by vom
Brocke et al. [8], DSR aims to “enhance technology and science knowledge bases via the creation
of innovative artifacts that solve problems and improve the environment in which they are instan-
tiated”. The outcomes of DSR include innovative artifacts, which in this case can be the proposed
architectural framework, and design knowledge that specifies the purpose and functions of the ar-
tifact, such as why and how it addresses the identified problem. This concept involves a rigorous
process made up of various steps, which include artifact design, development and evaluation to
produce contributions that are useful in a specific application context.

DSR’s application is well-suited for this thesis since it directly aligns with its core objectives.
The central aim of this work is to design and propose a reference architectural framework, which
represents an innovative artifact for integrating HITL within FL systems. This process is funda-
mentally a problem-solving exercise, as it seeks to address the identified gaps in current FL. and
HITL integration practices.

With this in mind, DSR provides a structured approach to guide this research. The process
begins with thoroughly exploring and understanding the problem space through a literature review
and a comprehensive SOTA analysis. Consequently, this process forms the foundation for devel-
oping the HITL-FL framework, constituting this research’s primary artifact. The usability of this
artifact is then demonstrated through its mapping to a real-world scenario. More specifically, to
the NOUS project and one of its use cases. Additionally, it is also evaluated against defined archi-
tectural requisites and design problems, to assess its potential effectiveness, as well as being the
center of review in external expert interviews. This iterative process of problem understanding, de-
sign, and evaluation is characteristic of the DSR process, ensuring that this thesis proposes a novel
solution that contributes to practical and validated design knowledge, thereby finding answers to

the research questions proposed.

1.9 Document Structure

This document is structured into eight different chapters, each focusing on a specific process or

task of this research:

Chapter 1 Introduction Presents the context, motivation and objectives. Also formalizes the re-
search questions, hypothesis, the objectives, the planned contributions and the DSR methodology

approach.
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Chapter 2 Background Reviews fundamentals of AI/ML, FL, HCAI, HITL, software architec-
ture and the NOUS project.

Chapter 3 Literature Review & State of the Art Synthesizes current research and pinpoints open

gaps.

Chapter 4 HITL-FL Architecture Introduces design principles, requirements and the complete
C4 model of the proposed system.

Chapter 5 HITL Integration Strategies & Mechanisms Details concrete HITL interactions, mech-

anisms and workflows (active learning, ethical validation and governance).

Chapter 6 Architectural Validation & Discussion Reports requirement fulfillment, NOUS map-
ping, expert feedback, strengths, trade-offs and threats to validity.

Chapter 7 Conclusions & Future Work Summarizes findings, reflects on objective satisfaction

and outlines future research directions.



Chapter 2

Background

2.1 Introduction

This chapter presents a comprehensive review of the core concepts and topics that will be ex-
plored throughout the subsequent chapters, to contextualize and provide a better understanding to
the reader. Bearing this in mind, this chapter will introduce and discuss various key concepts like
Al and ML in Section 2.2; the main principles, processes and motivations concerning FL in Sec-
tion 2.3; the definition and functions of HCAI, and how it related with the philosophy with HITL,
throughout Section 2.4, the fundamentals of Software Architecture in section 2.5 and an overview
and context of the NOUS project, in Section 2.6, which serves as the key application case. The
objective of each section is to give the reader the ability to understand the topics and fully consider

the challenges and contributions that this work details.

2.2 Artificial Intelligence & Machine Learning

Artificial Intelligence can be described, at a higher level, as the broad field of Computer Sci-
ence dedicated to developing systems that simulate human intelligence and perform tasks au-
tonomously [35].

Al encompasses various subfields, with Machine Learning (ML) being a pivotal one. This
branch enables computers to learn from data and perform tasks without explicit programming [43]
by using algorithms to build models. This process involves focusing on features, tasks and model
selection.

By identifying patterns and relationships within large databases, ML models are trained to
make predictions on new data. Common ML tasks include classification, which assigns predefined
labels to data; prediction, which forecasts continuous numerical values or future outcomes; and
clustering, which groups similar data points into clusters [6]. Concerning the typical ML process,
it follows a workflow from feature generation to model selection and uncertainty quantification [4].
This data-driven learning capability of ML is fundamental for many modern Al applications and

a core subject for understanding specialized approaches, such as Federated Learning.
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2.3 Federated Learning

FL is a decentralized collaborative machine learning paradigm that enables multiple distributed
clients to actively collaborate in training a global shared prediction model, without exposing indi-
vidual data [22, 23]. In other words, while still maintaining data privacy. Unlike traditional ML,
FL keeps data local, only sharing model updates like gradients or learned model parameters to
a central server for aggregation of a model that is formed by the collective knowledge of all the
participants. Considering this, it is established that the core principles of FL revolve around data
decentralization, collaborative model improvement and enhanced privacy preservation.

Key motivations for adopting FL cover a range of subjects. Primarily, FL enhances privacy by
design and provides a way for privacy preservation, as data breaches during transit or at a central
repository are mitigated. This factor is particularly important when dealing with sensitive data in
healthcare or finance. FL also enables access to distributed data sources that otherwise would be
kept in isolation due to privacy or regulatory concerns. With this in mind, another great motivation
is reducing data movement and sharing overhead, which can be costly. Finally, FL also seeks to
help organizations meet and follow regulatory compliance, such as the General Data Protection
Regulation (GDPR) rules in Europe [16], by minimizing direct data handling.

FL can be categorized into different types, based on how data is distributed across clients [61].

The FL types are:

* Horizontal Federated Learning (HFL): sample-based FL, where the datasets share the
same feature space but have different user samples. This is the more traditional method of
FL.

* Vertical Federated Learning (VFL): used when datasets share duplicate sample IDs but
have different feature spaces. It is also called feature-based FL. Each party contributes

different features for the same individuals/clients.

* Federated Transfer Learning (FTL): when both samples and feature space differ regard-
ing datasets. This method uses knowledge from a source domain to improve learning in a

target domain under federated settings.

With these data distribution models in mind, as Shanmugam et al. [47] expresses, federated
learning architectures also typically adhere to two types of architectural models: client-server,
which minimizes communication overhead by selecting a coordinator that receives updates from
the clients, and peer-to-peer, that requires more computational resources for data encryption.

Regarding the task of aggregating client model updates to create a global shared model, several
aggregation algorithms have been created to combine client updates, with Federated Averaging
(FedAvg) being the most popular one, where the server averages the model parameters received
from clients, often weighted by the amount of data each client used for training [31]. However,
centralized approaches outperform FedAvg with non-1ID data [37], like FedProx [27], which adds

a proximal term to the local objective function, or FedDyn, which aims to handle this type of data
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by dynamically updating local models. Other recent advancements include Hierarchical Feder-
ated Averaging (HierFAVG) and Federated Matched Averaging (FedMA), which improve model
aggregation techniques.

Regarding a typical FL architectural process, it often involves various steps. Initially, a central
server initializes a global model and distributes it to a selection of participating clients. Then,
each client trains the received model on its local data for several iterations, producing local model
updates (model weights or gradients), which are sent back to the central server. Privacy-preserving
techniques often enhance the communication of these updates. The central server aggregates the
received updates and produces an improved global model. This model is finally sent back to clients
for the next round of training. This process is repeated until the model converges or a predefined
number of rounds is completed.

Despite its advantages, FL faces various limitations and challenges, such as dealing with non-
IID data distribution, which can degrade model performance and convergence speed; ensuring
communication security so that model inversion attacks, membership inference attacks, data poi-
soning or privacy leaks are prevented from happening; and dealing with communication overhead
and systems heterogeneity (like varying computational power, network connectivity and storage
on client devices). However, addressing these challenges is essential for the practical adoption of
FL.

2.4 Human-Centered Al

Human-centered artificial intelligence (HCAI) is an approach that joins the areas of Al and human-
computer interaction (HCI) [11]. The primary focus of this approach is to develop Al systems
that not only empower and enable human users but also prioritize ethical considerations and user
agency.

More specifically, HCAI is an approach to the process of designing, developing and deploying
Al systems that emphasizes human values and capabilities, ethical considerations and user-centric
design, often incorporating techniques for explainable Al principles, throughout the entire Al life
cycle [11, 48]. The ethical concerns are a core tenet of HCAI, as this paradigm addresses and
ensures that the systems are fair, transparent and have privacy protection [56], instead of focusing
solely on algorithmic performance or efficiency. HCAI also emphasizes user agency to give indi-
viduals meaningful control over Al systems, thereby promoting an effective Al collaboration [56].

Capel and Brereton’s critical review of the HCAI literature yields the "Map of the field of
Human-Centered AI" shown in Figure 2.1 [11]. It reveals four major quadrants: Explainable &
Interpretable Al, Human-Centered Design Methods, Humans Teaming with Al and Ethical Al,
plus a center area of Interaction with Al. The authors use a horizontal axis ranging from Al-led to
human-values-led work and a vertical axis progressing from Al under design to Al situated in use,

helping to situate the various human-Al interactive techniques within this research landscape.
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Figure 2.1: "Map of the field of Human-Centered AlL" from Capel and Brereton [11] (their Figure
1). The horizontal axis runs from Al led to human values led research; the vertical axis from Al
under design to Al situated in use.

Human-in-the-loop

With these principles in mind, HITL techniques emerge as a cornerstone for realizing HCAIL By
embedding human oversight, feedback and intervention points directly into ML workflows, HITL
ensures that user agency, ethical governance and transparency are not afterthoughts but integral
design elements, guiding Al development toward more reliable, trustworthy, unbiased and easy-to-
understand outcomes, fully aligning with HCATI’s goals. According to Figure 2.1, HITL is situated
just to the left of the central "Interaction with AI" zone, representing a more Al-led yet human-
centered approach design that brings humans directly into model creation and refinement [11].

There are several methods through which human oversight can be included in ML systems:

* Active Learning - where the ML model queries the human expert to label points for which
it is most uncertain. Consequently, the model can learn from a smaller set of high-value
labeled data, thereby reducing the overall labeling effort and improving accuracy [24]. This

method is crucial since labeled data is often scarce or expensive.

e Human Oversight & Monitoring - humans regularly review the ML system’s performance,
outputs and decisions, as they constantly monitor model drifts, identify biases and anoma-
lous behavior, and validate system outputs. This constant analysis serves as a safeguard

against errors.
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* Human Feedback - humans can provide feedback on model predictions and outputs, which
is then used to fine-tune models, adjust parameters or guide reinforcement learning agents

toward the desired behavior. This feedback can either be corrective or preferential.

* Human Expertise for Rule Definition or Feature Engineering - experts can define ex-
plicit rules that control the model’s behavior. Furthermore, these human experts can also
transform, select or create input features relevant to the learning task, thereby improving the

model’s performance.

* Human Decision Authority - in critical applications, especially in scenarios where errors
have high consequences, the human expert acts as the final decision-maker, while the Al
takes on the role of intelligent assistant, providing the human with recommendations or

analyzes.

As mentioned earlier, it is essential to note that the integration of HITL provides significant
benefits to machine learning systems. Besides the improved performance and robustness, ML sys-
tems showcase increased trustworthiness, accountability and transparency in the acts of decision-
making [24]. Beyond these benefits, HITL formalizes human engagement, defining when, how
and which experts intervene [11], thereby strengthening ethical alignment and interpretability by
incorporating human values and contextual insights into model refinement.

However, implementing HITL systems faces various methodological, technical and ethical
challenges, including, for example, data quality, bias and user engagement [59]. Latency is also
a concern when implementing human oversight, as it may not be suitable for all real-time ap-
plications. Finally, the cost associated with human expert time, effort and scalability, so human
input does not scale linearly with the data size or number of required decisions, is also a challenge
associated with HITL.

2.5 Fundamentals of Software Architecture

Software Architecture has emerged as a crucial aspect of software engineering, which focuses
on the fundamental organization of a software system, made up of its components, structures,
their relationships to each other, properties and the environment that surrounds them, as well as
the principles that guide its design and evolution [5, 15]. It represents the high-level structure of
the system, playing an essential role in ensuring that overall objectives and quality attributes are
achieved. In other words, an architecture is much more than a blueprint, as it encompasses the
principal design decisions and development efforts that shape a system, whether it concerns its
interfaces, structural elements, behavior or overall composition into progressively larger subsys-
tems [18].

As software becomes increasingly important in systems, a well-designed architecture becomes
crucial for meeting the overall requirements and objectives [21], offering a common language for

understanding a system’s design. A well-thought-out architecture provides a basis for managing
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complexity by decomposing a large, multidimensional system into smaller, more manageable parts
with clear responsibilities and interactions. A sound architecture is also important for achieving
the desired quality attributes, also known as non-functional requirements, as well as for controlling
and achieving system evolution and maintenance.

Several key good practices enhance utility and clarity for end-users when developing a solid

and robust software architecture. These include:

* Clearly articulate the main goals and constraints.
» Use consistent and well-defined terminology and notation.

» Use multiple views to provide different perspectives and levels of detail, taking into consid-

eration different stakeholder concerns.
* Document key design decisions and the justifications behind them.

» Use concrete examples or reference architectural implementations.

2.5.1 Architectural Views & Models

To effectively describe software architectures, various architectural views and models are em-
ployed. An architectural view is the representation of a system from the perspective of a related
set of concerns [18]. Different views can have different focuses, such as structure, process alloca-
tion or development organization.

A reference approach for visualizing software architecture is the C4 Model, created by Simon
Brown [9]. The C4 Model is divided into four different hierarchical levels, each describing a

system in various degrees of detail. The four levels of detail are:
» System Context (Level 1)
¢ Containers (Level 2)
¢ Components (Level 3)
e Code (Level 4)

This architectural approach makes creating, understanding and maintaining diagrams much
easier, as the four levels of detail allow for reaching a wider audience according to their needs and
level of understanding. This model will be utilized later in this thesis (Chapter 4) to present the
proposed HITL-FL architecture.

2.5.2 Architectural Patterns

Software architecture often leverages established architectural patterns, which are general, reusable
solutions for common architectural problems within a specific context in software design [10].

Examples of these patterns include Client-Server, Model-View-Controller (MVC), Microservices,
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Pipes and Filters and Layered Architecture. Understanding how to apply appropriate architectural
patterns is essential to guarantee a software system’s quality, robustness and maintainability. With
this in mind, as this research aims to propose a new architectural solution to serve as a reference
architecture, it utilized established architectural concepts and principles commonly found in such

patterns, particularly concerning distributed systems and modular design.

2.5.3 Architectural Attributes/Requisites

Finally, functional and non-functional architectural attributes are crucial components in software
development. On one hand, the functional attributes define a system’s behavior (the "WHAT"
of a system). On the other hand, non-functional attributes define the quality requirements that
a system should possess (the "HOW" of a system, as they influence and restrict a system’s be-
havior) [12]. Taking this into consideration, there are many common non-functional attributes:
Security, Reliability, Availability, Efficiency, Performance, Scalability, Fault-Tolerance, Us-
ability, Portability, Adaptability and Dependability.

Other internal non-functional quality attributes exist, such as Complexity, Implementability,
Maintainability, Trust Management/Trustworthiness and Reputation. The primary difference
between external and internal attributes is that external quality attributes have a direct impact on
the system’s users. In contrast, internal ones are invisible to the user but essential to developers.

Furthermore, it is essential to consider that architectural patterns (showcased in Section 2.5.2)
are also capable of addressing both functional and non-functional requirements simultaneously,

thereby enabling trade-off analyzes and easier decision-making [17].

2.6 NOUS Project

The NOUS ! project, titled "A catalyst for EuropeaN CIOUd Services in the era of data spaces,
high-performance and edge computing," is a Research and Innovation Action (RIA) funded under
the Horizon Europe Program (Call: HORIZON-CL4-2023-DATA-01), and serves as the primary
real-world context and application domain for the architectural research developed and presented
in this work [33].

The NOUS Project is highly relevant to this research. On the one hand, it creates a rich, com-
plex and industrially significant environment where the challenges of integrating HITL method-
ologies with FL strategies are directly pertinent. On the other hand, its use cases, like Use Case
#2 concerning Energy Prediction and Data Lifecycle Management, which will be later explored in
Chapter 6, offer concrete scenarios for applying and evaluating the proposed HITL-FL architec-
ture.

The project’s core goal is to create an architecture for a European Cloud service that will act as
an Infrastructure-as-a-Service (IaaS) and Platform-as-a-Service (PaaS) provider. This service aims

to use computational and data storage resources in various environments, such as edge devices,

Yacronym derived from the Greek word for "intellect” or "mind" and the French word for "We"
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supercomputers via the HPC Network and quantum computers. NOUS also seeks to make use
of edge computing and decentralization paradigms to advance Europe’s ability to process vast
amounts of data and dominate the cloud market, thereby empowering the EU’s digital sovereignty.

Some key concepts and technologies are central to NOUS, such as cloud architecture, HPC
integration, quantum computing interfaces, edge computing, distributed/federated concepts, Al,
ML, blockchain and robust data management within Data Spaces. With this in mind, NOUS’

pipeline includes three different types of components:

¢ Computational components (#Compute): responsible for executing computations by con-
necting to the HPC Network and creating an interface between Quantum Computers and
HPC.

* Edge components (#Edge): focused on communicating with edge devices (such as IoT
sensors or other devices of the same type) to enhance the efficiency and computational
capabilities within the E2F2C continuum. Additionally, these components also oversee the

development of a FL. framework.

» Data Storage components (#Data): responsible for dealing with the various steps of the

data life cycle, like data storage, management, sharing, standardization and exchange.

The NOUS project also addresses several challenges, including the effective use of existing
HPC and Quantum Computers to solve complex problems, the promotion of edge computing ser-
vices and the seamless connection and communication with European Data Spaces. Furthermore,
this project recognizes the importance and faces the challenge of integrating seamless human inter-
vention and HITL strategies into its systems, which includes designing interfaces and workflows

that enable human oversight, validation and correction [14].

2.6.1 NOUS Architecture

The NOUS architecture can be perceived as the unifying blueprint that binds all the technical
and governance concepts discussed throughout this work. Its design balances two complementary
objectives: to keep data ownership and human oversight close to the points where the data is
created and used; and to offer flexible, reliable computing power that can run any system on any
device, whether it is tiny edge devices, supercomputers, or even quantum hardware. By separating
these two concerns while still connecting them through shared trust, discovery and policy services,
NOUS demonstrates how organizations can collaborate and provide a path toward a federated,
cloud-to-edge data space, where each doesn’t surrender control over their data or models.

Figure 2.2 presents the NOUS architecture. Rather than a monolithic stack, NOUS is struc-
tured, at a high level, into two major participants: the Data Space Participant on the left and
the Data Space Infrastructure Participant on the right, whose interactions are governed by a
neutral layer of Common Administration Services in the middle.

Concerning the left side of the architecture, the Data Space Participant represents an entity,

such as an organization, an individual user,or an edge device, that owns, provides or consumes
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Figure 2.2: NOUS’ Architecture

data or application services within the data space. Its core functionalities are realized through the

Data Agent (Cloud/Edge/Local), which encapsulates three key capabilities:

» Data Persistence - manages the storage of Raw Local Data and Formatted Data.

* Data Exchange - allows secure and policy-compliant data exchange. This includes a Con-

trol Plane (for Data Discovery, Contract Management and Policy Negotiation) and a

Data Plane (for actual Data Transfer, supported by Physical Element Adapters and Data

Store Adapters). A DID Registry is also utilized for managing decentralized identifiers

and associated policies or certificatio

ns.

Applications & Data Orchestration - hosts and manages participant-specific applications

and workflows for data processing. In this case, key services include Application Manage-

ment, support for Parallel Programming and Federated Learning, Data Transformation

& Filtering capabilities and Data Analytics/Services (which may expose XAI APIs).

Workflow Configuration & Data Flow Management - includes services for Workflow

Configuration, Load Balancing and Data Routing, as well as a Data Bus (StreamHan-

dler) which manages real-time data streams.

It is also important to note that the Data Agent ingests data from Physical Elements (such

as Humans, Machines, Sensors and Products/Materials) and can also integrate Virtual Elements

(internal data stores and processes) and External Data Sources (such as public cloud data feeds

and social media).

Regarding the right side of the architecture, the Data Space Infrastructure Participant is re-

sponsible for providing the computational, storage and service infrastructure required by the Data
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Space Participants (and the overall data space). Similarly to the left side, its core capabilities are

offered via the Infrastructure Agent (Local/Cloud/Edge), which offers:

MLaaS (Machine Learning as a Service) - provides Analytics Provisioning and Al Pro-

visioning. In other words, it offers environments for training and deploying Al models.

PaaS (Platform as a Service) - offers platform services, such as the Blockchain and

Databases.

IaaS (Infrastructure as a Service) - delivers core computational resources, such as High-

Performance Computing (HPC) clusters and Quantum Computing capabilities.

Admin Services - essential services such as Infrastructure Discovery, Network Orches-

tration, Authorization Service and Encryption Key Management.

Cloud & Edge Computing Infrastructure -manages Distributed Execution environments,
Infrastructure Orchestration and provisioning for various compute and storage paradigms
(like Data Space Provisioning & Management, VM Provisioning, Container Provision-

ing, Serverless Provisioning, File System Provisioning and Block Storage).

These services operate on top of a foundational Virtual Infrastructure layer, which is com-

prised of virtual networks/VPNs, operating systems, hypervisors and monitoring agents.

The central layer is a trusted intermediary, a man-in-the-middle, that provides essential shared

services governing all interactions and contributing to interoperability within the data space. It

includes:

Service Gateway - an entry point for accessing services, incorporating an API Gateway, a
Policy Enforcement Point (PEP) and Network Security (VPN, Firewall).

Identity & Access Management (IAM) - manages digital identities and access rights
through the Identity Provider Federation, Authentication Provider Federation, a Certi-

fication Authority and an Authorization Service (PDP, Policy Decision Point).

Data Discovery - enables the discovery of available data sources via a Data Agent Registry

and Metadata Descriptions.

Application Discovery - allows the discovery and retrieval of applications and software

artifacts through an App Catalogue and Artifact Repository.

Decentralized Learning (Support Services) - includes services that support various types

of decentralized and collective intelligence paradigms.

Furthermore, above these three layers, there are User Dashboards & Services (Data Vi-

sualization, Configuration/Management Dashboards, Third-Party Applications) that sit on

top of, and interact with, both the Data Space Participant and Data Space Infrastructure Partici-

pant, representing user-facing interfaces and applications that consume the data within the NOUS

Ecosystem.
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2.6.2 Illustrative Use Cases

With the objective of testing, demonstrating and validating the developed technologies in real-
world contexts, the NOUS project uses four distinct use cases, each addressing different techno-

logical challenges:

1. Perception of Connected Vehicles using Camera Data (TIM-POLITO), which aims to
improve road and traffic safety by integrating roadside and in-vehicle cameras to enhance
the perception abilities of connected vehicles, leveraging NOUS services for data processing

and communication.

2. Energy Prediction and Energy Data Lifecycle Management (PPC), which wants to en-
hance the accuracy of energy prediction and manage the energy data lifecycle by using the

NOUS framework for computational tasks, standardization of data and FL.

3. Crisis Management and Civil Protection Platform (CS Group), which wants to improve
the Crimson system, a European reference platform for crisis management, by utilizing the

NOUS framework for robust data management and analytics.

4. Scientific Data HPC Storage and AI Analytics (NCSR '"Demokritos'') focuses on using
NOUS tools and services for scientific and technological purposes, particularly in HPC

environments and Al-driven statistics for scientific discoveries.

These use cases provide diverse settings to evaluate aspects and features of the NOUS project.



Chapter 3

Literature Review & State of the Art

3.1 Introduction

This chapter showcases a comprehensive analysis of the current state of the art concerning the FL
architectural strategies with HITL integration in edge computing environments. It aims to establish
a knowledge foundation of the existing scientific advancements, identify critical gaps and pinpoint
crucial challenges that serve as motivation for the work of this thesis.

This process is grounded in the findings of a systematic literature review. The chapter begins
by briefly summarizing, in Section 3.2, the developed review process to retrieve relevant academic
publications and articles for this work. Following that, in Section 3.3, the current landscape of
knowledge regarding the main domain research fields is the main focus, as categorization and
analysis of these themes are conducted to identify pertinent findings and limitations. More specit-
ically, the examination of the advancements and gaps in areas like direct HITL and FL collabora-
tion, applications of FL in smart systems, ethical and responsible Al engineering, trustworthy and
privacy-preserving FL, and the optimization of FL systems. This chapter concludes by articulating
the core problem at hand that this thesis seeks to address, which is the need for a standardized,

human-focused architectural solution for HITL in FL frameworks.

3.2 Summary of the Literature Review Process

The state of the art presented in this chapter is the result of a systematic literature review to identify
and synthesize the main academic articles that are useful for this research. This review process
followed the guidelines proposed by PRISMA 2020 [41] to ensure transparency and replicability
by other researchers. It included the process of searching, retrieving, screening and selecting
documents pertinent to the core topics of this research.

To accomplish this task, a detailed strategy was developed by employing a set of keywords,
to form a query for searching publications, spanning from three conceptual domains: Federated
Learning (encompassing terms related to distributed Al and privacy-preserving machine learn-

ing), Human-Centered Artificial Intelligence (including keywords for human oversight, HITL
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and trustworthy AI) and Software Architecture (covering architectural design, patterns and prin-

ciples for Al systems). The created search query was the following:

("'federated learning'' OR ''federated machine learning' OR 'privacy-preserving dis-
tributed machine learning' OR '"collaborative machine learning' OR '"distributed AI')
AND ("human in the loop'" OR "HITL" OR "HIL" OR "human oversight' OR "interac-
tive machine learning'' OR ""human-Al teaming' "human teaming with AI'' OR "human-
Al collaboration' OR '"expert in the loop' OR '"'mixed-initiative'' OR "active learning'' OR
""participatory design'' OR "co-creation' OR '"user-centered design'' OR '""human-centered
AI'" OR "human-centered ML'" OR '"trustworthy AI'" OR '"responsible AI'" OR '"ethical
AI") AND ("architecture' OR '"system architecture' OR "AlI architecture' OR 'architec-
tural design'' OR "'design principles'' OR "architecture patterns' OR "design patterns' OR

"reference architecture' OR "architecture style' OR "architectural styles')

The initial search yielded 219 publications retrieved from four different academic databases,
including IEEE Xplore, ACM Digital Library, Scopus and Web of Science. Following the sub-
sequent screening process, conducted using Rayyan [45], where duplicates were removed, docu-
ments were screened against a sequential predefined inclusion and exclusion criteria (defined in
Table 3.1) and full-text access was inquired, a total of 24 research publications were identified.
Figure 3.1 summarizes the systematic flow of this literature review process for obtaining the base
set of articles that make up the state of the art, which characterizes the current landscape and

advancements in these fields.

Phase | Inclusion/Exclusion Criteria
1 Search engine results after executing a search query
Date of publication from 2018 to 2025 (inclusive)
Published in English or Portuguese
Not duplicated publications
Not retracted publications
Not work-in-progress publications
Must be an Article, Conference Paper, or Proceeding
Must not be Surveys or Literature Reviews
Must not be Summaries of Workshops, Seminars, Lectures or Tutorials
Published in the field of "Federated Learning", "Active Learning", "Smart Cities",
10 "Responsible AI", "Mobile Computing", "Architecture", "Distributed AI" or
"Human-In-The-Loop"
Not published in the field of "Quantum Computing", "Computer Vision",
"Environmental AI", "Al Models" or "Websecurity"

O| 0| Q||| W[

11

Table 3.1: Inclusion/Exclusion Criteria for Literature Review



Literature Review & State of the Art

Identification of studies via databases and registers

Records removed before
screening:
Duplicate records removed
(n=19)
Records marked as ineligible
by automation tools (n = 0)
Records removed for other
reasons (n =0)

Records excluded by automation
tools

(n=0)

Records excluded by a human
(n=173)

Reports not retrieved
(n=1)

Reports excluded
(n=0)

3.3 Current Landscape & Key Findings
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Figure 3.1: Prisma 2020 process followed in this research
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For the analysis process, the selected 24 articles were divided into five different clusters, based

on their primary focus. Table 3.2 defines each cluster and its respective key focus. This research

domain, as shown in Graph 3.2, is diverse, with the area of privacy-preserving FL and trustworthy

Al exhibiting a greater concentration of studies. However, there is also substantial work in appli-

cations, ethical considerations, optimization and HITL approaches. Therefore, this overall distri-

bution highlights not only the technical foundation of FL (privacy, decentralization, efficiency and
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applications), but also human-focused considerations (HITL, ethics and trustworthiness), under-

scoring the relevance of bridging these two areas.

Instances that showcase how HITL is
included into federated learning
systems, by exploring human-Al
interactions, decision-making
augmentation and user collaboration.
Federated learning’s real-world
applications in healthcare and smart
cities, showcasing how federated
models interact with smart
environments.

Ethical considerations, legal
frameworks and responsible Al
engineering that ensure human
involvement in Al decision-making
align with ethical and regulatory
standards, and ensure bias mitigation.
Addressing security challenges,
privacy concerns and fairness in
federated learning, with a particular
emphasis on the blockchain,
anonymity and security protocols.
Methods to enhance the efficiency,
scalability and resource allocation of
federated learning models, including
active learning, uncertainty
measurement and simulation.

Human-in-the-Loop Federated Learning & Al
Collaboration

Applications of Federated Learning in Smart
Systems

Ethical AI & Responsible AI Engineering

Trustworthy & Privacy-Preserving Federated
Learning

Optimization, Efficiency & Scalability in
Federated Learning

Table 3.2: Article categories and respective key focus

From a systematic analysis of the 24 relevant research publications, it is possible to conclude
that significant developments have been revealed across multiple dimensions, particularly in terms
of architectural approaches for FL implementations that prioritize privacy and security. Moreover,
advancements in HITL design approaches that integrate human oversight into Al systems, as well
as innovations for improved resource utilization, scalability and overall system performance, have
also been made. However, critical gaps remain, particularly concerning the unified integration
of the individual areas or clusters. Although each cluster may touch on the intersection of some
relevant fields, such as the standardized approaches for integrating HITL methods with FL, or the
development of trustworthy Al systems that balance human oversight with privacy and efficiency
demands in edge environments, a prominent gap remains.

The following subsections give an in-depth analysis of each cluster, with an explicit focus on
current achievements, identified gaps and solutions that align with the research objectives of this

work.
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Figure 3.2: Graph showcasing Article Distribution across different Domains

3.3.1 Human-in-the-Loop Federated Learning & AI Collaboration

This research mainly focuses on integrating HITL approaches into FL architectures. The chosen
papers for this cluster explored various methods for leveraging human feedback to enhance Al
decision-making, thereby reflecting the multifaceted nature of human-Al collaboration that was
outlined by Puerta-Beldarrain et al. [42]. Specific examples of these methods include experience
sharing and HITL optimization for robot navigation, as presented by Moradi et al. [34], apply-
ing semi-supervised learning (active learning and label propagation) within a FL. framework for
the recognition of human activity [40] and automation of regulatory tagging by employing active
learning with LLMs, presented by Al-Turki et al. [52]. These examples demonstrate how incorpo-
rating human intervention into FL systems, which already keep data decentralized while allowing
models to learn collectively across edge distributed environments, as shown by Presotto et al. [40],
often with privacy preservation as the key goal [42], can help refine Al models [40, 52], improve
classification accuracy, even with minimal labeled data [40], and ensure that the outputs generated
by Al are aligned with real-world requirements [40, 52].

Despite these advancements, limitations need to be considered. In large networks, reliance on
user input may not always be practical or scalable. As a consequence, potential issues may arise,
such as delays in responses [40] or the introduction of biases and even malicious feedback from
human participants, which can impact the overall effectiveness of a system, as explicitly addressed
by [34]. Additionally, current approaches also face challenges in scalability and computational

overhead on edge devices and overall system scalability.
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3.3.2 Applications of Federated Learning in Smart Systems

Recent research indicates that FL has become a significant paradigm in smart systems, particularly
in areas such as healthcare [1, 36, 51] and smart cities [57]. This approach enables decentralized
model training without exposing raw data, which is an important benefit in privacy-preserving
FL architectures [36, 51]. The effective implementation of FL in various real-world applications,
such as healthcare digital twins [19], trustworthy smart city environments [57], interactive health
monitoring [1] and lung nodule segmentation on CT scans [51] showcase how data security can
be ensured while also achieving high model performance, sometimes even surpassing the perfor-
mance of centralized models, that were trained under strict privacy constraints, like Tenescu et
al. [51] stated. Additionally, as explored by Joo et al. [19], FL systems incorporating blockchain
technology offer integrity guarantees for the global aggregation model, protecting against security
attacks.

However, current FL frameworks still struggle with challenges. Heterogeneous data distri-
butions across clients [19, 36, 51] can lead to suboptimal model updates and computational and
communication overheads, with varying impacts depending on the chosen FL algorithm (like Fed-
Dyn or Model Soup [51]), can limit real-world deployment, especially in environments where
resources are scarce [1, 36]. Furthermore, while blockchain can aid in security, FL systems still
face another challenge: the inability to fight against more sophisticated data privacy attacks that
require further protective measures, beyond just basic integrity checks [19]. The integration of
HITL is another area that still needs more development, as although systems proposed by Alawadi
et al. [1] show potential, there is still a lack of standardized mechanisms for incorporating HITL in
real-world federated learning deployments. However, active learning is an increasingly explored
approach for efficiently incorporating human feedback. For instance, Tenescu et al. [51] show-
cased the effectiveness of active learning in labeling data by selecting meaningful subsets, thereby

improving model performance.

3.3.3 Ethical AI & Responsible AI Engineering

There have been significant advancements in recent years in the field of ethical and responsible Al,
with a strong focus on obtaining a tangible Al governance with risk management and transparency
frameworks, as Lu ef al. stated [29, 30]. Additionally, there has been a growing need for Al
systems to be designed with accountability mechanisms to follow legal standards such as the EU
Al Act, as noted by Urquhart et al. [55]. Efforts have also been directed towards integrating risk
assessment processes [29, 30, 55] and human control mechanisms [29, 30, 55] into governance
systems to improve their trustworthiness, sometimes framed within specific legal contexts [55].
Other key system characteristics like explainability, transparency and privacy preservation have
also been explored, as there have been recent developments in architectures that introduce tech-

niques for more interpretable outputs for stakeholders [29], ensure data protection [29, 30] in
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decentralized edge computing environments and address the challenge of creating high-quality la-
beled datasets through methods that allow the collaboration of humans with Al, like the DataScope
proposed by Alsaid et al. [2].

With this in mind, there is still an evident lack of standardized enforcement mechanisms in Al
governance frameworks, which can lead to inconsistencies in Al accountability across different
domains [29, 30]. Besides that, due to evolving Al models, anticipating emerging risks can be a
struggle and explainability techniques can be too complex and challenging for non-expert users to
interpret [55]. Finally, concerning the integration of human oversight mechanisms, their success

depends almost exclusively on the expertise and clarity of intervention protocols [55].

3.3.4 Trustworthy & Privacy-Preserving Federated Learning

As modern systems introduce new privacy risks or aggravate already existing ones [25], current
research, like the work by Yang et al. [60] or Lo et al. [28], explored the enhancement of the
trustworthiness, security and privacy-preserving capabilities of FL systems. Blockchain technol-
ogy is one of the most explored solutions, proposed for its potential to mitigate the risks of model
tampering and stopping malicious updates, through secure aggregation and consensus protocols,
like Yang et al. [62] showcased in 2023, and to increase auditability through various mechanisms
like the inclusion of immutable data-model provenance registries [28]. Beyond core FL training,
techniques like using trusted third parties in secure data handling are explored, as Rimez et al. [46]
demonstrated. Furthermore, architectural solutions focus on securing the network infrastructure
itself by introducing features like containerized client environments or selecting secure protocols
like MQTT [7], for healthcare deployments. To protect sensitive data, while maintaining learning
performance, researchers also consider mechanisms like multi-party computation and homomor-
phic encryption, often described in the context of border privacy-preservation [60]. Regarding
fairness concerns, techniques like weighted data sampling and other data bias mitigation methods
are used [28].

However, significant challenges remain in introducing privacy-preserving FL systems. On the
one hand, computational overhead and increased computational complexity occur from integrating
blockchain or differential privacy [60, 62]. On the other hand, ensuring trustworthiness requires
continuous human monitoring and oversight. While systems like SPATIAL [39] propose architec-
tures with various features, such as Al sensors and dashboards, to combat these issues, this type
of monitoring increases system complexity [39]. Additionally, there is an overall lack of inter-
pretability in FL systems and current federated techniques still only address a small subset of Al

privacy risks.

3.3.5 Optimization, Efficiency & Scalability in Federated Learning

Current research in this category has focused on bettering the low efficiency and scalability char-
acteristic of FL systems by optimizing client selection, reducing computational overhead, and im-

proving deployment feasibility. Smart client selection is a prime example of this research, where
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uncertainty-based selection methods, such as those proposed by Li ef al [26], aim to reduce train-
ing costs and maintain model performance. Another key example is FL simulation engines, which
allow pre-deployment testing to assess resource efficiency and model performance, as demon-
strated by Arroyo Galende er al. [3]. Another strategy that has also emerged is multi-objective
optimization, which, as explored by Kang et al. [20] can balance trade-offs between privacy, util-
ity and efficiency. Finally, federated active learning should also be mentioned. For instance, as
Mittal et al. [32] showcased, besides allowing the integration of human feedback, this method
reduces labelling efforts, thereby showcasing success in decentralized environments, particularly
in disaster responses.

However, these approaches still struggle with limitations that need to be considered. Examples
of these challenges include working in highly dynamic and heterogeneous environments where the
availability of clients and data varies, often encountered in emergency response contexts [32] or
large-scale deployments like smart grids [26]. Furthermore, there is often the inability to fully
replicate real-world network constraints, like in simulation-based evaluations [3]. Many methods
also rely on predefined constraints, like optimization frameworks [20] or simulation setups [3], that
do not capture the complexity of real-world scenarios. Finally, there is a lack of HITL mechanisms

that can dynamically adjust overall operational strategies based on real-time conditions.

3.4 Conclusion

The current state of the art reveals significant advancements in current FL systems, as well as
notable gaps, particularly in the integration of HITL methodologies. As FL architectures have
explored methods of enhancing privacy, scalability and robustness, incorporating human oversight
still remains a crucial challenge, as it is beneficial for refining model accuracy, interpretability
and ethical alignment with real-world requirements. Furthermore, other challenges persist with
computational overhead, scalability and the overall practicality of leveraging real-time human
feedback in diverse and dynamic environments. With this in mind, these gaps in the research liter-
ature present both a challenge and an opportunity to fill them with a human-focused architectural

solution that responds to such limitations but preserves privacy, efficiency and trustworthiness.



Chapter 4

HITL-FL Architecture

4.1 Introduction

This chapter outlines the proposed reference architecture framework for integrating HITL method-
ologies within FL systems. As previous chapters have shown, promising efforts have been made
to evolve FL systems’ privacy, scalability, efficiency and trust. Regarding HITL, progress has
also been demonstrated in enhancing Al decision-making and leveraging human opinions and
feedback. However, the unified integration of human oversight approaches with FL frameworks
remains a critical gap, as there is a lack of standardized methods that incorporate robust HITL
approaches in this type of federated systems, in resource-constrained or dynamic edge environ-
ments [34], capable of maintaining and taking into account factors like privacy, scalability and
trustworthiness.

Notable challenges like mitigating potential latencies or biases introduced by human feed-
back, ensuring continuous human monitoring to guarantee trustworthiness, or even guaranteeing
that human oversight is not too complex for non-experts, as mentioned in the challenges of sec-
tions 3.3.1, 3.3.4 and 3.3.3, respectively, from chapter 3, and formulated as design problems that
are going to be addressed further in this chapter, make this integration non-trivial. Additionally, it
is essential to keep in mind the clear objective that this architecture is trying to achieve, which is
to not only ease the inclusion of human expert oversight, but also ensure that this expert feedback
contributes meaningfully to a system’s accuracy, ethical principles and overall trustworthiness,
allowing its users to use the system confidently, while simultaneously maintaining FL’s core char-
acteristic privacy benefits.

It is also important to note that this reference conceptual architecture will serve as a means to
extend the proposed NOUS architecture. It will do so by not only mapping containers, components
and insights to existing elements within NOUS, but also by creating new microservices and com-
ponents to facilitate the integration of HITL. The mapping of the architecture will be discussed in
the subsequent Chapter 6.

Considering this, these challenges are the main motivation behind developing the HITL-FL

architecture presented in this chapter. There is a need for a structured architectural solution that

26
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effectively addresses how human expert feedback can be integrated into FL frameworks, thereby
creating a human-centric, reliable and secure Al system. To achieve this, this proposed reference

architecture is designed with the following high-level goals in mind:

1. To propose a standardized and reference architectural framework for integrating HITL mech-

anisms into FL systems.

2. To enhance the trustworthiness, transparency and accountability of FL systems by including
human oversight, expert validation and an auditable feedback process, ensuring that the

human user has the confidence to interact with the system.

3. To guarantee privacy and security by design, allowing human interaction without compro-

mising the core principles of FL.

4. To ensure that the system can manage an increasing client workload and demand for human

expert interaction and oversight, without the decline of its performance.

5. To empower human experts with decision-making and influence over Al decisions during
the FL process, from model validation to ethical governance, thus preventing Al from mak-

ing all the decisions.

These goals aim to achieve an architectural design with clear responsibilities and interaction
patterns for HITL-FL to integrate FL techniques with human-centric Al. This architecture will
also be a fundamental tool to respond to the research questions presented in Chapter 1.

To elaborate on the proposed architecture, this chapter is structured as follows:

* Section 4.2: Design Principles & Architectural Requisites outlines the core design prin-
ciples that characterized the architectural development, as well as key functional and non-
functional requisites that the architecture aims to satisfy and will be the base for later vali-

dation.

* Section 4.3: Architectural Overview presents the architecture in question using the C4
model notation, providing a multi-layer understanding of this framework through a diagram
of the system context (level 1), another one of its decomposition into its key containers (level
2) and component diagrams that further details selected containers (level 3). It also details

the core HITL-FL design problems and architectural patterns used.

4.2 Design Principles & Architectural Attributes

To design the conceptual HITL-FL architectural framework, a set of core design principles was
derived from the high-level goals proposed in Section 4.1 and defined following the overall objec-
tives to be achieved through this architecture. Furthermore, to ensure that the proposed framework
showcased fundamental functional capabilities and quality characteristics, attributes (functional
and non-functional) were also considered. Both of these sets of guidelines form the basis for

understanding and validating the architecture.
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4.2.1 Design Principles

The fundamental design principles that influenced the development of the architecture and its

design choices are detailed in Table 4.1. These are not presented in a ranked order.

Table 4.1: Core Design Principles for the HITL-FL Architecture

Principle Description & Rationale for HITL-FL Context
Human- Prioritizing human oversight and control in systems, specifically in Al
Centrality systems, thereby ensuring that humans act as the primary actors, their

capabilities are expanded and their values are reflected in the system. This
principle aligns with the need for trustworthy Al as highlighted by the
HCALI philosophies [49].

Modularity & Structuring an architecture into distinct coupled components and contain-
Separation ers, each with their responsibilities and interfaces. As a consequence,
of Concerns factors such as maintainability and the addition or update of features, due
to the evolution of systems, are ensured for complex HITL-FL frame-
works [36].
Privacy & Integrating privacy-preserving technologies and other security mecha-
Security nisms from the outset, such as the inclusion of secure communication
by Design channels, data encryption and access control for HITL mechanisms, is
crucial to upholding the core privacy principles of an FL system.
Transparency Designing a system to offer its users a clear visibility of its processes,
Assurance model states and rationale behind Al and human decisions. Logging key

events, enhancing accountability and making debugging easier are mech-
anisms that create auditability and achieve the task of transparency.

Efficiency & Designing a system that takes into account the performance and implica-
Scalability tions of HITL, thereby aiming for efficient integration of human oversight
in the system, making it able to accommodate growing numbers of clients,
data volumes and other expert interactions.

System Promoting interoperability capabilities, between different components not
Interoperability only within the proposed standard system, but also with elements in
broader ecosystems (like the NOUS project).

4.2.2 Architectural Attributes

As stated in the introduction of Section 4.2, a set of key architectural attributes was defined, during
the development process, derived from the insights of the papers of the literature review, to ensure
that the proposed architecture addresses and achieves its identified goals. These attributes were
categorized into two groups: functional and non-functional. They will also serve as criteria used

for validating the architecture’s design in Chapter 6.

4.2.2.1 Functional Attributes

The proposed HITL-FL architecture shall support the functional attributes:

FR.001: Federated Model Training
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* Priority: Critical

* Description: Clients/Users shall be able to train local models (shareable and personal-
ized) on their private data, as well as update and fine-tune them based on the aggregated

server model.
* Motivation: To enable model learning from decentralized private data sources while pre-
serving data privacy and allowing for generalized and user-specific model improvements.

FR.002: Local Data Storage

* Priority: High

* Description: Training data, including private user data and locally generated labels, shall

be stored on a local storage system accessible only to the respective client.
* Motivation: To ensure clients can access their data directly and that it remains private,
thereby enabling local model training and personalization.

FR.003: Secure Model Update Exchange

* Priority: Critical

* Description: Clients shall securely send model updates, such as gradients or weights,
along with anonymized metadata, to the central server. Consequently, the server sends

model updates back to each client.

* Motivation: To protect the confidentiality and integrity of Al model parameters and as-
sociated metadata during transit between clients and the central server, leading to the

prevention of eavesdropping or tampering.
FR.004: Centralized Model Aggregation

* Priority: Critical

* Description: The central server shall aggregate the model updates from the various clients

to create an improved global model.

* Motivation: To combine learnings from decentralized datasets into a single, more robust

and generalized global model.
FR.005: Model Trustworthiness and Selection

* Priority: Critical
* Description: The central server shall evaluate the aggregated global model against de-
fined performance benchmarks and perform trustworthiness checks. As a result, the server

shall select the most suitable model (either the current improved version or a stable prior

version) and distribute it to the clients.
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* Motivation: To ensure that only high-quality, reliable and trustworthy models are dis-
tributed to clients and to prevent the propagation of poorly performing or potentially

harmful models.
FR.006: Global Model Predictions and Uncertainty Outputs

* Priority: High
* Description: The central server shall utilize the aggregated model to generate predictions

on a representative dataset, outputting a list of predictions along with their respective

uncertainty and confidence scores.

* Motivation: To provide data points (predictions with associated confidence or uncertainty
scores) that can give more context to active learning strategies and help human experts

identify samples requiring review.
FR.007: Human Expert Oversight and Control

* Priority: Critical

* Description: Human Experts shall view the aggregated model state, performance met-
rics and contextual summaries (through a dashboard), allowing them to securely provide
input on the development process, such as approving or rejecting the model, mandating re-
training, redefining fairness constraints, flagging data, requesting rebalancing or adjusting

system configuration, for example.

* Motivation: To enable meaningful human intervention in the Al tasks, ensure models
align with human values, ethical considerations and domain expertise, and provide mech-

anisms for correcting and guiding the Al system.
FR.008: Active Learning Selection and Annotation

* Priority: High
* Description: The system shall identify the most informative predictions for human ex-
perts to review and annotate. Besides sending the metadata of each prediction to a dash-

board, secure annotation requests are made through a gateway to the appropriate experts.
* Motivation: To optimize human expert time by reviewing the most impactful samples,
improving model performance and data quality efficiently.

FR.009: Expert Feedback Integration

* Priority: Critical
* Description: Labeled data and high-quality feedback shall be utilized to refine the central,
aggregated, global model.

* Motivation: To incorporate valuable human knowledge and corrections directly into the
model improvement process. Additionally, enhancing model accuracy, robustness and

alignment with expert understanding.
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FR.010: Ethical Validation and Alerting

* Priority: Medium

* Description: The system shall detect deviations from ethical guidelines or performance

degradations and send alerts.

* Motivation: To proactively identify and flag potential ethical issues, biases or perfor-
mance problems, enabling human intervention and ensuring the system operates within

acceptable ethical boundaries.
FR.011: Auditable Blockchain Logging

* Priority: High

* Description: The system shall log cryptographic hashes and records of validated model
versions, timestamps, human expert inputs, validation results and key operation events to

a blockchain.

* Motivation: To provide a secure, transparent and tamper-proof audit trail of critical sys-
tem activities and artifacts, and support accountability, traceability and trust in the sys-

tem’s operations and evolution.
FR.012: Historical Data Rollback

* Priority: Medium

* Description: The central server shall query the blockchain for previous model perfor-
mances, validate the current model state and review past expert decisions to facilitate a

model rollback.
* Motivation: To enable recovery from incorrect or faulty model states by reverting to a
previously known good version, thereby enhancing system resilience and reliability.

FR.013: End-User Expert Review and Annotation

* Priority: High

* Description: End-user experts shall review the outputs from the personalized model and

provide corrections and feedback to update the data stored locally.

* Motivation: To further enhance the performance and relevance of personalized models,
direct user feedback and corrections at the local level, thereby improving individual user

experience and model utility.
FR.014: Local Label Propagation

* Priority: Medium

* Description: Client systems shall automatically propagate existing expert-annotated and

validated labels to similar unlabeled local data.
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* Motivation: To increase the amount of labeled data available locally with minimal addi-

tional human effort, and improve the quality of local and personalized models.
FR.015: System Tradeoff Analysis

* Priority: Medium

* Description: The system shall load and present to human experts on the dashboard the
results of offline or periodic quantitative tradeoff analysis, enabling them to make more

informed decisions.

* Motivation: To provide Human Experts with crucial data and insights regarding system-
level tradeoffs, enabling them to make more informed decisions about system configura-

tion, operational constraints and policy settings.

4.2.3 Non-Functional Attributes

This architecture is also defined by the following non-functional attributes:

NFR.001: Security

* Priority: Critical

* Description: Ensure privacy and confidentiality of sensitive data (client data and model
updates), model integrity and authorized access to system functions, and prevent data

attacks (like data poisoning).

* Motivation: To protect the privacy of users, maintain data integrity, prevent unauthorized
model manipulation or access, and ensure compliance with regulations of data protection,

with the overall aim of fostering user trust and ensure system privacy and reliability.
NFR.002: Trustworthiness & Explainability

¢ Priority: Critical

* Description: Ability for the users to trust and effectively interact with a system, particu-
larly one that is perceived to make reliable, ethical and transparent complex decisions in

sensitive environments, fostering the confidence from all users.

* Motivation: To ensure human experts can oversee, validate and overall interact confi-
dently with the Al system, thereby leading to more ethical, robust and accepted Al out-

comes, allowing all users to trust the system’s decisions and behaviors.
NFR.003: Auditability

* Priority: High

* Description: Provide a clear, immutable record of not only all events and process steps,
but also model versions, metadata and key expert decisions [30], so that at all times, there

is a record of what happened or who did what, enabling the process debug and build trust.
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* Motivation: To enable effective debugging, traceback capabilities and ensure account-
ability for each action and decision taken, leading to trust being built by providing a

transparent and verifiable history of operations.
NFR.004: Usability

* Priority: High
* Description: Ability for Human Experts to interact with the system and their respective

allocated components, so as to understand model behavior, perform validation and provide

feedback easily.

* Motivation: To maximize the effectiveness of HITL processes, ensure high-quality expert

input, reduce expert fatigue and allow the operation of the HITL system.
NFR.005: Adaptability & Maintainability

* Priority: High
* Description: The ease with which the system can be modified and corrected to incorpo-
rate new FL algorithms, expert tasks, ethical guidelines or integrate with other external

systems.

* Motivation: To guarantee the long-term viability and relevance of the system, allowing
it to evolve with changing requirements, technologies and ethical standards at a low cost

and with little performance effort for ongoing support for new updates.
NFR.006: Scalability

* Priority: Medium
* Description: The system’s ability to handle a growing number of clients, data volume,

complexity of models and interactions.

* Motivation: To support the system’s growth, allowing it to behave with an increasing

load without degradation in performance, user experience or operational stability.
NFR.007: Performance

* Priority: Medium
* Description: The system shall showcase adequate responsiveness regarding the time

needed for an aggregation round or for an expert task to be completed, as well as suf-

ficient throughput (number of clients supported for example).

* Motivation: To ensure, although "latency" is inherently introduced by HITL [62], timely

model updates, efficient human workflows and the prevention of bottlenecks.

Besides the presented quality attributes, other attributes could be considered, but are of less
relevance to the architecture in question, such as, for example, Reliability and Availability (asyn-
chronous nature of HITL processes, the nature of federated learning and implicit standard deploy-

ment practices like load balancing and redundancy) and Fault-Tolerance (blockchain’s rollback
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mechanism, asynchronous operations’ buffering against components that are down and the nature

of FL that tolerates client dropouts),

4.3 Architectural Overview

This section of the chapter provides a detailed description of the proposed HITL-FL reference
architecture.

It is important to note that the design process for creating this architecture was entirely iterative
and divided into four distinct phases. Starting from a base horizontal FL architecture, showcased
by Yang et al. [61], each phase had the main task of collecting all the insights from several papers,
selected in the literature review process (detailed in Chapter 3), and add new modules, rules,
guidelines and interactions that would increasingly add more detail to the architecture and point it
towards the desired goal.

However, the created architecture was designed using a personalized notation. Therefore, with
the aim of effectively communicating its design structure at different levels of abstraction, the C4
model notation, created by Simon Brown [9], was adopted, allowing the creation of a narrative
approach that utilizes diagrams representing a progressively increasing zoom into detail.

For this work, three out of the four C4 levels were used to describe the architecture:

* Level 1 (System Context Diagram) - provides the highest level view of the HITL-FL sys-
tem, representing it as a black box that interacts with external users/actors and other systems.

Its objective is to understand its scope and relationships with its surrounding environments.

* Level 2 (Container Diagram) - zooms into the HITL-FL system, decomposing it into its
major deployable units (containers). This level of detail outlines the high-level technological
choices, the primary responsibilities of each container, and their relationships with each

other and other containers.

* Level 3 (Component Diagrams) - selected key containers are further decomposed into the
components that form them, thereby detailing the specific modules and how they collabo-

rate.

Taking this into consideration, the following subsections introduce each of these diagrams,
their elements and their respective relations, for an easy and comprehensive understanding of
the architecture. Moreover, Section 4.3.4 subsequently outlines how this architectural framework
design addresses the core design problems, central to the effective integration of human oversight
within FL systems, and Section 4.3.5 mentions how reference architectural patterns were applied

to this architecture.

4.3.1 System Context Diagram

The C4 model begins with the first level, the System Context diagram, where a high-level view

of the architecture is presented. From Figure 4.1, the main system in question, the Federated
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System Context Diagram for HITL-FL System
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Figure 4.1: System Context Diagram for the HITL-FL System

Learning System with HITL (HITL-FL), is considered as a single black box that interacts with
system users and other external systems. Besides that, the interactions between the central system

and the other participants are also showcased.

4.3.1.1 The HITL-FL System

It corresponds to the central core system that is being designed. Its primary responsibility is to
coordinate the federated learning process while integrating HITL capabilities. More specifically,
this system is responsible for managing the distributed model training, aggregating client updates
to improve the global central model, including human oversight, ensuring that ethical policies are

upheld and contributing to maintaining a record of all operations and metadata [30].
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4.3.1.2 External Actors

The core system interacts with two main types of human actors:

* Human Expert - this actor represents humans who possess the domain knowledge to inter-
act with the HITL-FL system, overseeing the performance of the global model, validating
its outputs, analyzing its metrics, providing user inputs, and making critical decisions re-
garding the central global model refinement and ethical compliance [3]. Therefore, their
primary interaction is to manage, validate, and oversee models and ethics (through dedi-
cated interfaces). In return, the system presents the aggregated model outputs and state, as
well as performance metrics and contextual summaries, to the human experts for subsequent

review and instructions.

* End User Expert - this actor represents client-side users who participate in the local feder-
ated learning process and have the expertise relevant to reviewing their local data and model
performance. They contribute by training local models and providing feedback and annota-
tions on personalized model outputs. The system, in turn, presents the outputs of the local,

personalized model for their review and subsequent data labeling [40].

4.3.1.3 External Systems

Finally, the HITL-FL also relies on and interacts with the following external systems:

» System Tradeoff Analysis Results - represents an external source or a periodically updated
configuration that provides crucial trade-off data for decision support by Human Experts.
The results from an offline or periodic quantitative analysis, which explores the potential
trade-offs between key objectives such as privacy leakage, utility loss and performance ver-
sus cost across various system configurations, are loaded into the HITL-FL system [20]. The
data given by this system is often visualized in the form of, for example, tradeoff curves or
possibility frontiers, as stated by Kang et al. [20], thereby allowing the Human Experts to
make informed decisions regarding the selection of specific operational system configura-
tions or the definition of acceptable performance thresholds (like minimum utility thresholds

or maximum latency/cost budgets).

* Blockchain Logging/Audit System - an external blockchain system utilized by the HITL-
FL system for maintaining an immutable and verifiable record of various types of infor-
mation like timestamps, historical performance and fairness metrics, trusted model state
hashes, human expert decisions and triggered actions [25, 28, 62], relevant contextual sum-
maries and other key operational events (aggregation rounds, errors, HITL gateway inter-
actions, client-side local active learning metric summaries and parameter changes) [55]. It
is essential to note that while the HITL-FL system logs various events and hashes them to

this external system, thereby creating an ethical black box [29, 30] for auditability, it can
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also query the system to obtain historical data for model rollback, performance analysis or

accountability investigations.

This System Context Diagram establishes the scope of the HITL-FL system and the key ex-
ternal entities it depends on or serves, setting the stage for a more detailed decomposition in the

subsequent Container Diagram.

4.3.2 Container Diagram

Taking a deeper look into the Federated Learning System with HITL (HITL-FL) (from Figure 4.1),
the Container Diagram in Figure 4.2 showcases a high-level view of the various containers that
make up the building blocks of the system in question. In this case, each container represents a
modular runnable unit (like a data store, a distinct application or a collection of related services)
that implements this system’s functionalities [36]. The goal of this level is to identify the major
technological components and their respective responsibilities and interactions within the overall
HITL-FL ecosystem.

Federated Learning System with HITL

Figure 4.2: Container Diagram for the HITL-FL System

As shown in Figure 4.2, the HITL-FL system is divided into three logical environments/hubs,
each encapsulating a set of related containers responsible for performing specialized tasks aligned
with the hub’s overall focus. These containers showcase both intra-environment interactions, with
containers that are in the same environment, and inter-environment interactions, where communi-

cation between different logical hubs occurs. The three logical environments are as follows:

* Client Environment (N Instances) - represents the distributed edge environments where

data processing and the training of the models happen.

* Central Server Environment - hosts the core FL orchestration logic and the global model.
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* Human Oversight & Interaction Hub - groups containers that are responsible for facili-

tating human expert review, ethical validations and active learning processes.

In the following Sections 4.3.2.1 to 4.3.2.3, these environments will be presented in more

detail, as their containers and interactions will be showcased.

4.3.2.1 Client Environment (N Instances)

This environment simulates a client’s edge instance [34], where local data is stored, model training
is performed and data processing, such as personalized fine-tuning, local model updates and label
propagation, occurs, all while ensuring data privacy. The key components of this environment are
shown in Table 4.2.

Table 4.2: Summary of Containers within the Client Environment

Container Name Type Primary Functionality
Secure Connection Gateway Application | Manages Secure MQTT/TLS client-server com-
munication.

FL Compute/Training Module | Application | Trains local models, personalizes, updates,
propagates labels and interacts with local data.

Local Data Store Database Stores client’s private data and expert-labeled
data.

The containers within the client environment collaborate to manage local data and model train-

ing:

* FL Compute/Training Module - consists of the core computational unit on the client side,
being responsible for training local models on the client’s private data, fine-tuning these
models based on the characteristics of the local data, integrating feedback from the End
User Expert, process received global model updates from the central server and propagate
labels within its local dataset to increase labeled data (and thereby increase the quality as-
surance of the predictions). This container directly interacts with the Local Data Store for
accessing and storing data, as well as with the End Human Expert for iterative refinement

of the local models.

* Secure Connection Gateway - works as a middleman for the secure communication chan-
nels, using MQTT over Transport Layer Security (TLS) [7, 60], between the various indi-
vidual client instances and the Central Server Environment. On the one hand, it handles
all outgoing data, including model gradients and weights, as well as anonymized contextual
metadata (such as data source characteristics, timestamps, the quantity of local data points
used for updates and other relevant data) [46]. On the other hand, it handles the incoming
aggregated global models from the central server, which are then passed to the FL. Com-

pute/Training Module for further processing.
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* Local Data Store - securely stores all client-specific data. Examples of this data include
raw private training data, expert-labeled data and generated expert annotations. It pro-
vides the data for the FL. Compute/Training Module to perform local training and data

personalization/fine-tuning.

One important aspect that needs to be highlighted is the encryption of the shared model up-
dates and the anonymization of the contextual metadata shared with the central server [46], which
is performed by the containers in this environment. To protect data content, techniques such
as differential privacy may be applied to the gradients before they are sent. In addition to this,
the transmission of data, performed by the Secure Connection Gateway container as previously
mentioned, occurs over an MQTT communication channel secured by TLS [7, 60], which ensures
confidentiality and integrity during data transit and helps prevent gradient leakage attacks [60].

This preoccupation with privacy contributes to answering Research Question RQ3.

4.3.2.2 Central Server Environment

From the diagram showcased in Figure 4.2, the Central Server Environment can be perceived
as the central backend hub for the HITL FL system, as it is primarily responsible for handling the
FL process, managing the aggregated global model and its inputs, and processing the insights and
other outputs from the Human Oversight & Interaction Hub. Essentially, it hosts the logic for
model aggregation, validation and distribution. The key containers of this environment are listed
in Table 4.3.

Table 4.3: Summary of Containers within the Central Server Environment

Container Name Type Primary Functionality

Central Server Application Aggregates model updates, performs
model trustworthiness checks, selects
models for distribution and sends ag-
gregation updates. Retrieves trusted
model versions from the Aggregated
Model Store based on Blockchain val-
idation for rollback.

Aggregated Model Store | Database/Model Registry | Stores global/aggregated model bina-
ries and versions.

The containers within this hub collaborate as follows:

* Central Server - the core application responsible for the orchestration of the FL cycle.
It is responsible for receiving encrypted model gradients and contextual metadata, from
the various clients (via their Secure Connection Gateways), and creating an improved
global model, resulting from the aggregation of the sent model updates. Moreover, this
container also has the task of performing model trustworthiness and ethical checks against

predefined governance guidelines and policies (stored in the Governance Framework &
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Policies Store of the Human Oversight & Interaction Hub) [30], to determine and select
the most suitable model version to distribute back to the involved client instances. This
model can be either the newly improved version or a validated, trusted version stored in the
Aggregated Model Store for rollback purposes and accessed by querying the blockchain for
trusted model hashes/identifiers [19]. The central server also provides crucial information

to the Human Oversight & Interaction Hub, specifically to components like:

— Al Dashboard - provides the aggregated model state, global performance ethics, con-

textual summaries and samples/predictions for human review [42].

— Continuous Ethical Validator - provides current model performance metrics and

state for continuous validation.

— Active Learning & Oversight Trigger Module - provides predictions and respective
metadata (uncertainty scores, confidence scores and client-made contextual flags) [36,
51].

This sharing of information provides an easy way for human experts to review the model’s
performance, offer their insights, make decisions and intervene when necessary [3]. Fi-
nally, this container also logs various information to the Blockchain Logging/Audit Sys-
tem, highlighting the cryptographic hash of the validated aggregated model, the timestamp,
validation results, key performance and fairness metrics, relevant contextual summaries,
records of human expert decisions [25] and triggered actions (model approval/rejection de-
cisions, for example), and reasons if provided, expert ID and relevant component version
identifiers, and key operational events (like aggregation rounds, errors, HITL Secure Gate-
way & Task Router interactions, client-side local active learning metric summaries and

parameter changes).

» Aggregated Model Store - functions as a central repository for the global model versions. It
has the task of storing the binaries of the aggregated global model and its previous versions.
The Central Server is the only container with which it interacts to save new global model
versions throughout the FL training rounds, after aggregation, and to retrieve specific model
versions that are either for distribution to clients or for rollback to a previously stable, valid

state.

Focusing now more on the interaction between the Central Server with the blockchain ex-
ternal system introduced in this proposed architecture, the principal objective of logging large
amounts of information concerning the model, human expert decisions and other metadata to the
Blockchain Logging/Audit System, is to guarantee that the system achieves accountability and
transparency [62], allowing to create a trace of all the processes that took place in each FL round.
With this in mind, logging is crucial for auditability (an aspect mentioned as essential in Research
Question RQ?2), whether it is for debugging purposes, tracing specific events, or explaining to the

user the decisions made by the system.
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4.3.2.3 Human Oversight & Interaction Hub

This environment comprises a collection of interconnected containers designed to integrate all
aspects of human oversight, ethical validation and active learning within the HITL-FL system.
In other words, it can be seen as the primary interface for Human Experts to interact with the
system, as it orchestrates the various processes that leverage their knowledge and judgment. The

main containers in this hub are showcased in Table 4.4.

Table 4.4: Summary of Containers within the Human Oversight & Interaction Hub

Container Name Type Primary Functionality

Al Dashboard Web App/API Primary interface for Human Experts.
Displays metrics, visualizations and
facilitates validation and task input.

Active Learning & Over- Application Selects samples for review, processes

sight Trigger Module expert feedback and triggers actions.

Continuous Ethical Valida- | Application Monitors model performance/fairness.

tor Triggers alerts.

HITL Secure Gateway & Application Manages secure access for annotation,

Task Router routes tasks to appropriate Human
Experts [1], delivers tasks and receives
secure feedback [46].

Governance Framework & | Database/ Stores ethical guidelines, risk rules,

Policies Store Config Store and access policies.

Authorization Service Application/ Policy Decision Point. Evaluates ac-

Service tions against policies to grant or deny

permissions.

The containers within the Human Oversight & Interaction Hub collaborate extensively to en-

able an effective human-Al partnership:

* Al Dashboard - serves as the primary interface for interacting with Human Experts [39].
It is tasked with displaying the aggregated model state, global performance metrics and con-
textual summaries from the Central Server. Furthermore, it also interacts with the Active
Learning & Oversight Trigger Module, receiving the IDs and metadata of the selected
predictions for human review, and the Continuous Ethical Validator, which forwards ethi-
cal and performance alerts to be displayed in the dashboard [39, 42]. The primary objective
of this dashboard is to provide human experts with a means to oversee and analyze the
current state of the model, as well as to offer their own input and influence how Al be-
haves [42]. More specifically, this dashboard allows users to input their own decisions and

trigger control signals.

It is also important to note that these actions should be accompanied by their respective rea-
son codes/text justifications (to ensure accountability and transparency [62]). To guide ex-
pert actions, ethical policy compliance rules from the Governance Framework & Policies

Store are also utilized [25, 30], as well as tradeoff data from the external System Tradeoff
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Analysis Results, which are displayed. The decisions made via the dashboard are com-
municated back to the central server for further processing and logged to the Blockchain
Logging/Audit System [25, 55].

* Active Learning & Oversight Trigger Module - one of the central containers for optimiz-
ing and including expert oversight and responding to system events. It is responsible for
receiving a list of predictions generated by the global aggregated model on a centrally-held
representative dataset, along with their respective uncertainty and confidence scores [26],
and corresponding contextual flags from the Central Server. Based on this, it selects
the most informative samples/predictions that require review from the human experts [36],
thereby initiating annotation requests (via the HITL Secure Gateway & Task Router), by
publishing task requests (via MQTT [7]). Afterward, it processes and sends the verified
user feedback and annotations received from the experts (like corrected labels or validated
predictions from the representative dataset samples) back to the Central Server for further
model fine-tuning, helping it learn from areas of prior uncertainty or error. Moreover, it
receives ethical and performance triggers or alerts from the Continuous Ethical Validator,

enabling human experts to take action and review the situation.

* Continuous Ethical Validator - dedicated to the ongoing monitoring of the FL global
model’s performance and fairness against predefined ethical policy compliance rules [29],
stored in the Governance Framework & Policies Store [25, 30]. From the Central Server,
this container receives the current model’s performance metrics and state while also query-
ing historical performance data and logs from the Blockchain Logging/Audit System. Sup-
pose deviations from predefined ethical guidelines, significant performance degradation, po-
tential biases, model drift or other configured alert conditions are detected. In that case, it
triggers ethical/performance alerts that are sent to the Active Learning & Oversight Trig-
ger Module for further action [36].

e HITL Secure Gateway & Task Router - works as a middleman between the Active Learn-
ing & Oversight Trigger Module and the humans that interact with the system. Its main
task is to manage this secure and efficient interaction for specific functions [46], such as
annotation. When it receives annotation task requests from the active learning container,
it routes these tasks to the most suitable experts [1], using matching strategies (based on
expert specialty and workload) performed by an internal router component, and manages
secure access for them. Consequently, it receives and validates the submitted annotations
and feedback from the experts (in terms of proof and anonymity) [46], before forwarding
them back to the active learning container or logging information to the Blockchain Log-
ging/Audit System. One of the main concerns of this container is to maintain and ensure

the security and anonymity of these data transactions.

* Governance Framework & Policies Store - acts as a centralized repository for all governance-

related information [25, 30]. It stores ethical guidelines and compliance benchmarks, risk
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rules and access policies (GDPR rules for example), which are queried by various con-
tainers of this hub (such as the AI Dashboard, the Continuous Ethical Validator or the

Authorization Service) to inform their operations and guarantee compliance.

» Authorization Service - functions as a PDP, as it receives requests to authorize specific
actions (from the AI Dashboard for model approval or from the HITL Secure Gateway &
Task Router for task assignment validation) [25]. Additionally, it evaluates these requests
against the policies stored in the Governance Framework & Policies Store to grant or

deny permissions accordingly [25, 30].

4.3.3 Component Diagrams

While the container diagram presented in Section 4.3.2 provides a more detailed view of the HITL-
FL system, in terms of the deployable units within it, a deeper understanding of the internal struc-
ture and functionalities of specific key containers is necessary.

To achieve the desired level of detail, Component Diagrams (level 3 of the C4 Model) were
utilized. These diagrams are best suited for decomposing the selected containers into their com-
ponents, which in turn represent a logical grouping of related functionality, such as a module or a
set of classes, within that container.

This section delves into the component diagrams for three critical containers, whose internal
complexity and importance for the HITL-FL system warrant further attention. These containers

are:

1. Active Learning & Oversight Trigger Module (from the Human Oversight & Interaction

Hub) - pivotal for efficient human intervention and response.

2. Central Server (from the Central Server Environment) - orchestrates the main process of
FL.

3. FL Compute/Training Module (from the Client Environment) - central to local data pro-

cessing and model training.

This detailed view is crucial to clarify how the specific functionalities attributed to these con-

tainers are performed internally.

4.3.3.1 Component Diagram for the Active Learning & Oversight Trigger Module

The Active Learning & Oversight Trigger Module container is a key central part of the Human
Oversight & Interaction Hub, since it handles the whole process of active learning from selecting
data for human review [36], managing the feedback loop and responding to ethical/performance
alerts [51]. The components and respective interactions are shown in Figure 4.3, and a summary

of them is provided in Table 4.5.
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Component Diagram for “Active Learning & Oversight Trigger Module”
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Figure 4.3: Component Diagram for the Active Learning & Oversight Trigger Module Container
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detailed functionalities are as follows:

¢ Sample Selector Component - implements various active learning strategies (such as un-
certainty sampling, diversity sampling and edge-case sampling) to identify the most infor-
mative data points or model predictions that human experts need to review. This component
analyzes the predictions, uncertainty and confidence scores, as well as the client contex-
tual flags received from the external Central Server, to apply the referred algorithms and

select samples/predictions. It then passes these, along with their respective scores, to the

Orchestration & Trigger Component.
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Table 4.5: Summary of Components within the Active Learning & Oversight Trigger Module

Component Name

Type/Stereotype

Primary Functionality

Sample Selector Component

Algorithm/Logic

Implements active learn-

ing strategies (uncertainty,
diversity and edge-case sam-
pling).

Orchestration & Trigger Component | Logic/Controller

Manages flow, initiates an-
notation requests, applies
policies and handles alerts.

Feedback Processor Component

Logic/Handler Integrates expert labels/feed-
back from HITL Gateway

for model refinement.

Internal State Store

In-Memory DB/Cache | Stores selected samples,
review status, confidence
scores and temporary data.

* Orchestration & Trigger Component - acts as the command center of this container by
managing the end-to-end workflow of the active learning and human oversight responses.
On the one hand, it receives selected samples from the Sample Selector Component. It
initiates the annotation process by sending encrypted samples and predictions to the exter-
nal HITL Secure Gateway & Task Router [46], which enables them to reach the Human
Experts and the IDs/metadata of the selected predictions and samples to the AI Dashboard.
On the other hand, it also applies policies for triggering annotation requests and decision-
making that are read from the Governance Framework & Policies Store [25, 30]. Regard-
ing incoming ethical/performance alerts from the external Continuous Ethical Validator,
it handles them and, based on the policies, also initiates an annotation request for the human
experts [36]. The subsequent feedback received from the Feedback Processor Component

will be used to inform future actions and refinement cycles.

Feedback Processor Component - processes and integrates the expert labels and feedback
received from the external HITL Secure Gateway & Task Router after verification. It
utilizes expert inputs, processes them by formatting or transforming them as needed for
model refinement, and then sends the refined data to the external Central Server for global
model fine-tuning. It also updates the status of the reviewed samples in the Internal State

Store based on the received feedback.

Internal State Store - provides temporary, often in-memory, storage for data that is crucial
to the ongoing active learning process. This cache stores information such as the selected
samples awaiting human review, the current review status, the confidence and uncertainty
scores of the predictions, and any other transient data for managing the HITL workflow.
This data store can be thought of as the shared storage that tracks the items being processed
by this container, which in turn enables better reliability in the event of a system failure and

facilitates auditability.
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One key aspect that should be highlighted and clarified is the workflow within this container. It
begins with the Sample Selector Component identifying candidates who deserve to be reviewed
by Human Experts based on data provided by the Central Server and by applying the mentioned
active learning algorithms. These candidates are then passed to the Orchestration & Trigger

Component, which collaborates with external systems:

* Sends the IDs and metadata of these samples to the AI Dashboard for display and to aid

with human analysis.
* Dispatches annotation requests via the HITL Secure Gateway & Task Router.
* Consults the Governance Framework & Policies Store for trigger/decision-making rules.
* Reacts to triggers or alerts sent by the Continuous Ethical Validator.

Once it receives its feedback, the Feedback Processor Component takes over, updates the
Internal State Store and sends the refined data to the Central Server for further fine-tuning of

the aggregated model.

4.3.3.2 Component Diagram for Central Server

The Central Server container, from the Central Server Environment, is the central orchestrator
of the FL life cycle. This group of modules serves as the key point for aggregating client model
updates, ensure model trustworthiness, select the most appropriate model version for client distri-
bution, integrate and process the human oversight, and log all the steps and actions that occurred to
external logging systems (in this case to the Blockchain Logging/Audit System). Similarly to Sec-
tion 4.3.3.1, the internal components of this container are illustrated in Figure 4.4 and summarized
in Table 4.6.
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Component Diagram for “Central Server”
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Figure 4.4: Component Diagram for the Central Server Container

The primary components within the Central Server container and their detailed functionalities

are as follows:

¢ Incoming Model Update Handler - serves as the entry point for client model updates. It
receives model gradients or parameter changes, which are then passed to the Aggregation

Engine for further processing.

» Aggregation Engine - the core FL component that aggregates the model updates from the
clients, received via the Incoming Model Update Handler, to produce a new candidate
version of the global model. This new version can also incorporate fine-tuning received
from the external Active Learning & Oversight Module to better enhance the quality and
performance of the aggregated model, which is then provided to the Trustworthiness Eval-
uation & Metrics Engine for assessment [3].
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Table 4.6: Summary of Components within the Central Server Container

Component Name Type / | Primary Functionality
Stereotype
Incoming Model Up- | API  End- | Receives encrypted gradients/updates from clients.
date Handler point
Aggregation Engine Federated Aggregates client model updates to produce a new global
Learning model version. Can incorporate fine-tuning data from Ac-
Algorithm tive Learning.
Trustworthiness Evalu- | Evaluation Evaluates aggregated model against benchmarks (holdout
ation & Metrics Engine | Engine datasets, performance thresholds, fairness criteria from
governance policies). Generates confidence and uncer-
tainty scores, performance metrics; receives expert deci-
sions and provides data for ethical validation.
Model Selector & Roll- | Decision Chooses between the current validated model or a trusted
back Logic Logic rollback version (based on evaluation results and a
Blockchain query).
Model Distributor Distribution | Sends the selected aggregated model updates back to
Logic/ API | clients.
Blockchain Interface API Client / | Logs model metadata, hashes and validation events; queries
SDK the Blockchain for trusted versions.
Model Store Interface Data Access | Manages storage and retrieval of model binaries in the Ag-
Layer gregated Model Store.

* Trustworthiness Evaluation & Metrics Engine - evaluates the newly aggregated global
model predictions (using holdout datasets, for example) against predefined performance
benchmarks, performance thresholds, and fairness criteria extracted from governance poli-
cies and ethical benchmarks, queried from the Governance Framework & Policies Store.
This component also generates uncertainty and confidence scores [26], as well as perfor-
mance metrics. In addition, it provides the data for the ethical validation and monitoring
of the Continuous Ethical Validator, logs aggregation rounds, model states and valida-
tion hashes to the internal Blockchain Interface, and sends the results of its evaluation and
trustworthiness status to the Model Selector & Rollback Logic component. Finally, this
component sends the aggregated model state, global performance metrics, and contextual
summaries to the AI Dashboard while also receiving expert decisions and control signals

from it.

Model Selector & Rollback Logic - based on the evaluation results and trustworthiness
status from the Trustworthiness Evaluation & Metrics Engine, this component selects
the model version that should be distributed to all the clients. This version could be either
the newly aggregated model, created in the most recent FL round, or a previously validated
and trusted version stored in the external Aggregated Model Store (accessed via the Model
Store Interface), in case a rollback is necessary [19]. To retrieve the previous model ver-
sions from the data store, this component queries the Blockchain Logging/Audit System
through the Blockchain Interface to obtain trusted model identifiers or hashes. If a new

model version is selected, this component requests its storage in the Aggregated Model
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Store. The chosen model version is then passed to the Model Distributor.

* Model Distributor - sends the selected aggregated model version back to the participating
clients via the external Secure Connection Gateway.

* Blockchain Interface - handles interactions with the external Blockchain Logging/Audit
System, logging model metadata, validation results, hashes of trusted models and aggrega-
tion round events. Furthermore, it also receives the results of the queries to the blockchain
to retrieve the trusted model identifiers/hashes to support the Model Selector & Rollback

Logic component.

* Model Store Interface - manages the reading and writing of model binaries to the exter-
nal Aggregated Model Store. It handles the requests for storing new validated aggregated
models from the Model Selector & Rollback Logic, as well as the queries for retrieving

specific model versions, also from the mentioned component.

The overall flow within this container begins with the Incoming Model Update Handler re-
ceiving client updates and passing them to the Aggregation Engine. This component produces
the new candidate for the aggregated global model using FL. aggregation algorithms like FedDyn
(or FedAvg) [51]. However, before being sent to the clients, it needs to undergo a thorough assess-
ment by the Trustworthiness Evaluation & Metrics Engine. By using guidance policies [30],
it outputs its evaluation results and the model’s trustworthiness status to the Model Selector &
Rollback Logic component, which makes the final decision on which model version to send to
the clients. Suppose a new or current model is deemed suitable. In that case, the model selec-
tor component will request its storage in the external Aggregated Model Store via the Model
Store Interface and pass the selected version to the Model Distributor for dissemination to the
clients. Throughout this process, the Blockchain Interface logs critical information, including
details of the finally selected/stored model, aggregation round events and other metadata, to the
external ledger. Additionally, the Trustworthiness Evaluation & Metrics Engine sends various
performance data and metric summaries to external containers, including the AI Dashboard, the

Continuous Ethical Validator and the Active Learning & Oversight Module.

4.3.3.3 Component Diagram fro FL. Compute/Training Module

The FL Compute/Training Module container, located within the Client Environment of the
HITL-FL system, serves as the engine responsible for all local machine learning operations. More
specifically, it handles the model training on private data, enables personalization based on lo-
cal context or user feedback, processes updates from the global model and manages local data
augmentation techniques, such as label propagation. As illustrated in Figure 4.5, its internal com-
ponent architecture is designed to perform efficient local training and handle user interaction.

Additionally, Table 4.7 summarizes the components that comprise this container.
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Figure 4.5: Component Diagram for the FL. Compute/Training Module Container

An important aspect that needs to be clear is that, within each client’s FL. Compute/Training

Module, a crucial architectural decision was made to maintain two different local models, bal-

ancing global knowledge contribution with local data fine-tuning [40]. These two models are the

Shareable Local Model (SLM) and the Personalized Local Model (PLM):

* The Shareable Local Model can be seen as each client’s contribution to the global learning

process. It is initially trained on the client’s private data, but in subsequent FL rounds, after

the central server distributes an updated version of the aggregated global model, it is directly

updated using these global insights. The client model updates are derived from training this

SLM, which are then securely transmitted to the central server for aggregation.



4.3 Architectural Overview

51

Table 4.7: Summary of Components within the FL. Compute/Training Module Container

Component Name Type / Stereotype Primary Functionality

Model Sync & Up- Network Interface / Receives global updates, sends local updates and ap-
date Handler Logic plies global updates to Shareable LM.

Personalized Model | Fine-tuning Logic / Initializes and fine-tunes Personalized LM and gener-
Engine Inference ates personalized model outputs for review.

Shareable Model Training Logic / ML | Trains the shareable local model (LMi) on local data.
Trainer Framework

Local Training Or- | Workflow Manage- Coordinates local training, updates, personalization
chestrator ment and feedback life cycle.

Label Propagation ML Algorithm / Propagates labels in Local Data Store.

Service Logic

Local Data Valida- | Data Quality Logic Performs pre-training data checks (quality and bias)
tor & Preprocessor and prepares data.

Local Review & Feedback Interface / | Presents personalized model outputs to the End User
Feedback Interface | UI Logic / API Expert. Captures feedback and new labels.

¢ The Personalized Local Model aims to make the model more tailored to each client’s

unique data characteristics. After the SLM has been updated with the latest global knowl-
edge, the PLM is initialized/reset based on this enhanced SLM. It is then further fine-tuned
exclusively using the client’s local data. The outputs and predictions generated by this re-
fined PLM are subsequently presented to the End User Expert for review, allowing the model
to adapt more precisely to the client’s local context than the global model alone could. The
feedback and verified annotations provided by the End User Experts are used to update the
local data store. This enriched local data can then be used in subsequent training rounds
of the Shareable Local Model, thereby influencing future FL aggregation rounds. As the
SLM becomes better adapted to the (expert-refined) local context, its contributions lead to

improvements in the global aggregated model’s performance.

This approach enables the system to leverage the collective intelligence captured in the global

model via the SLM while delivering highly relevant personalized experiences through the PLM,

continuously refined by local user feedback.

The main components within the FL. Compute/Training Module and their detailed function-

alities are as follows:

* Model Sync & Update Handler - the primary component for model-related communica-

tion with the Secure Connection Gateway. Its primary responsibility consists of receiving
the updated aggregated models from the central server and subsequently instructing the
Shareable Model Trainer and the Personalized Model Engine to update both of their lo-
cal model versions with the new knowledge (especially the Shareable LM). In contrast, it
gathers all the client model updates from the Shareable Model Trainer (such as gradients,
model weight parameters, etc.) and sends them externally to the central server. Moreover,
it also notifies the Local Training Orchestrator that it received global model updates to
coordinate further local actions.
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* Personalized Model Engine - focuses on maintaining the PLM tailored to the specific
client’s data and/or End User Expert’s preferences [40]. It initializes and fine-tunes the
PLM, often starting from the updated SLM provided by the Model Sync & Update Han-
dler. In terms of data, it uses local data from the Local Data Store and generates predictions
for user feedback to the Local Review & Feedback Interface. It sends the personalized
model outputs to the Local Review & Feedback Interface, where they are analyzed and
reviewed by the End User Expert [40].

* Shareable Model Trainer - trains the Shareable Local Model using the client’s local data
that is stored in the Local Data Store. This shareable model is the one whose updates
contribute to the aggregated global federated model [40]. It also receives instructions to
update its base model from the Local Training Orchestration whenever a new version of
the global central model reaches the Model Sync & Update Handler.

* Local Training Orchestrator - is the core component of this container, as it coordinates
the overall sequence of local operations related to training, updates, personalization and
feedback life cycle. From the Model Sync & Update Handler, it receives new global model
updates, while from the Local Review & Feedback Interface, it receives feedback from
the end user human expert. Based on these triggers, it initiates actions such as triggering the
Shareable Model Trainer, triggering personalized model fine-tuning in the Personalized
Model Engine, initiating data preparation via the Local Data Validator & Preprocessor

and activating the Label Propagation Service.

» Label Propagation Service - aims to expand the local dataset by automatically propagating
existing labels (those provided by the End User Expert or high-confidence predictions from
the personalized model) to unlabeled data samples that have similar features and character-
istics stored in the Local Data Store [40]. This process, triggered by the Local Training
Orchestrator, helps to increase the volume of labeled data available for local training with
minimal additional manual effort from humans. As a consequence, it reads existing labeled

data and writes newly propagated labels back to the Local Data Store.

* Local Data Validator & Preprocessor - performs pre-training data checks before the actual
data is used for training or fine-tuning. This process includes assessing the data quality,
identifying potential biases and ensuring that the data is in the correct format. It then makes
the data suitable for consumption by the Shareable Model Trainer or the Personalized
Model Engine. It is also important to note that the Local Training Orchestrator initiates

this preparation process and the Local Data Store is used to retrieve raw data.

* Local Review & Feedback Interface - bridges the Personalized Model Engine with End
User Experts, presenting the outputs of the personalized model for their review and vali-
dation [40]. It also captures the feedback, corrections or new labels provided by the expert,
which is then passed to the Local Training Orchestrator and the Personalized Model

Engine to influence subsequent model fine-tuning or data updates in the Local Data Store.
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Concerning the main flow of the FL local training process, as stated before, the Local Training
Orchestrator plays a central role in coordinating it, as it responds to external model updates
(received via the Model Sync & Update Handler from the Secure Connection Gateway) and
local user feedback (from the Local Review & Feedback Interface connected to the End User
Expert). Due to these events, the central orchestrator commands the Local Data Validator &
Preprocessor to prepare data from the Local Data Storage, thereby triggering training in both the
Shareable Model Trainer and fine-tuning in the Personalized Model Engine. This may, in turn,
invoke the Label Propagation Service to enrich the local dataset [40]. The Personalized Model
Engine provides its outputs for review through the Local Review & Feedback Interface. At the
same time, the model updates from the Shareable Model Trainer are sent to the central server
via the Model Sync & Update Handler. All data-centric operations ultimately read from or write
to the Local Data Store (which is external to this container but part of the Client Environment).

4.3.4 Core HITL-FL Design Problems

During the design process, several fundamental challenges drove the development of the HITL-
FL reference architecture. Taking this into consideration, these challenges can be translated into
core design problems that outline how the proposed architecture, as showcased in Sections 4.3.1
through 4.3.3, provides a solution through its specific components and mechanisms. This subsec-
tion enumerates and details these problems by presenting the challenges each represents and their

respective solutions, as follows:

1. How to effectively and safely incorporate human expertise oversight into a decentral-

ized and privacy-sensitive machine learning paradigm (Federated Learning)?

¢ Challenge: Since FL operates on distributed data, bringing humans into the loop
requires mechanisms that are secure, privacy-preserving, auditable and that provide

meaningful interfaces for expert interaction without centralizing all data.
* Solution:

a. Dedicated components such as an Al Dashboard, Active Learning Module, HITL
Secure Gateway and Expert Task Router.
b. Secure and anonymized data/metadata exchange for expert review.

c¢. Clear roles for Human Experts and End User Experts.

2. How to ensure trustworthiness, ethical alignment and accountability in an evolving,
collaboratively trained Al system?

* Challenge: Models trained via FL need to remain ethical, fair and accountable. For
this, continuous monitoring, validation and a transparent record of decisions are re-

quired.

¢ Solution:
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a. Human expert validation and override capabilities.

b. Blockchain Logging/Audit System for immutable records of model states, valida-
tions and expert decisions.

c. Continuous Ethical Validator and Governance Framework & Policies Store.

d. Al Dashboard for monitoring and reporting.

e. Mechanism to showcase System Tradeoff Analysis Results on the Al Dashboard.

3. How to manage the complexity of collaboration between AI and humans at scale, in-

cluding task management, security and varying expert specializations?

* Challenge: Coordinating many human experts, routing tasks appropriately accord-
ing to each expert’s specialty [1], while ensuring secure access and managing diverse

feedback is complex.
* Solution:

a. Expert Task Router for routing review tasks to the right specialists.

b. HITL Secure Gateway for authentication and secure feedback submission.

4. How to make the HITL process efficient by focusing expert attention on the most crit-

ical or informative instances?
* Challenge: Human expert time dedicated to interacting with the system should be
minimal and effective. Reviewing all data or all model outputs is often infeasible.
* Solution:
a. Active Learning & Oversight Trigger Module that selects informative samples or

predictions for review.

5. How to maintain data privacy and model confidentiality throughout the training and

HITL processes?
* Challenge: Sending model updates, contextual data for review and expert annotations
all create potential privacy risks if not handled carefully.
* Solution:

. Encryption of model updates.

a
b. Anonymization of contextual metadata during annotation requests.

e

Consideration of differential privacy techniques.
d. Secure communication channels (TLS over MQTT).

e. HITL Secure Gateway ensuring anonymity where needed.

6. How to ensure the integrity and verifiability of the global model and the decisions

influencing its development?
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* Challenge: In a distributed system with multiple actors (clients, server, experts), en-
suring that the model hasn’t been tampered with and that decisions are accurately

recorded is vital.
* Solution:
a. Blockchain Logging/Audit System for cryptographic hashes of models, expert
decisions and key events.

b. Model Trustworthiness Check & Selection on the central server.

7. How to balance global model improvement with the desire for personalized model per-
formance for individual clients/users?

¢ Challenge: A global FLL model might not be optimal for every individual client’s

specific data distribution or needs.
* Solution:

a. Distinction between Shareable Local Models (contributing to the global model)

and Personalized Local Models (fine-tuned for individual clients).

b. Local review and refinement loops for personalized models by End User Experts.

8. How to ensure the HITL-FL system can effectively manage and process a growing
number of participating clients and volumes of model updates, as well as a proportion-
ally increasing demand for human expert interaction and oversight, without degrading
performance and responsiveness?

* Challenge: As federated learning scales with more clients and complex models, the
system needs to efficiently manage the proportionally increasing demand for human

expert interaction and central coordination without creating bottlenecks.
* Solution:

a. Modular and independently scalable HITL services designed as distinct microser-
vices for independent scaling.

b. Asynchronous HITL Workflows by decoupling expert interaction timing from
real-time model aggregation to buffer tasks and manage expert workload flexi-
bly.

c. Expert Task Router for efficient distribution to specialized experts and Active
Learning Module for selecting only critical samples, managing task volume.

d. Leveraging FL's inherent client scalability and designing central server compo-

nents for deployment on scalable infrastructure.

Addressing these design problems has been the primary driver in creating and shaping the
HITL-FL architecture, as to ensure that each component can be seen as a targeted solution for a

specific challenge, rather then just a collection of features. With this in mind, by tackling several
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challenges, namely secure expert incorporation, privacy-preserving interfaces, trustworthiness, au-
ditable logging, active learning and scalable expert workflows, the proposed system is capable of
delivering a robust framework for human-centric, trustworthy Al. More specifically, architectural
elements such as the dedicated Human Oversight & Interaction Hub, the Continuous Ethical
Validator, the Governance Framework & Policies Store, the Blockchain Logging/Audit Sys-
tem, the Active Learning & Oversight Trigger Module and other mechanisms work to create a

system that is not only functional but also aligns with the principles of HCAI.

4.3.5 Core Architectural Patterns

From an architectural pattern perspective, it is also important to mention and highlight the patterns
that realize the design principles showcased in Section 4.2 and aid in implementing solutions for
the HITL problems presented in the previous section.

According to its architectural overview (Section 4.3), it is evident that the HITL-FL system
employs a microservices style, where core functionalities are separated into different containers
that communicate via APIs and event-driven messaging. Additionally, this architecture also show-
cases a layered style, with a clear separation between client-side components and central-server
orchestration, for example. These layers are also connected to the client-server pattern, which
underpins the FL rounds, while secure gateways act as proxies for all external communication.
Finally, repository-like database/state stores and other cache modules were also included, all of
which are responsible for managing both transient and persistent data.

These applied patterns focus on promoting and achieving various quality attributes essential

to this system, such as modularity, scalability and maintainability.

To sum up, this chapter presents a detailed and problem-driven architecture of the HITL-FL
framework. Due to its clear separation of concerns and responsibilities, dedicated HITL func-
tionalities and emphasis on trustworthiness, security and auditability, this architecture proposed
a standardized approach to embedding human expertise within decentralized learning paradigms.
The specific strategies, mechanisms and workflows through which HITL is implemented within

this architecture will be explored in detail in Chapter 5.



Chapter 5

HITL Integration Strategies &
Mechanisms

5.1 Introduction

Having conducted a detailed architectural overview of the HITL-FL system’s structure, this chap-
ter focuses on the various mechanisms and strategies that enable the integration of HITL capabili-
ties within this architecture. Considering this, while Chapter 4 described the building blocks that
make up this reference architecture, this chapter addresses the specific strategies, mechanisms and
workflows that contribute to an effective integration of human oversight.

The primary aim is to provide a deeper understanding of how human intelligence is leveraged
to enhance a model’s performance, ensure its ethical alignment and maintain system trustwor-
thiness. To achieve this objective, this chapter will first cover the fundamental types of human
intervention, then detail the key HITL mechanisms, and finally illustrate how all these elements
work together by describing several HITL workflows and feedback loops from the proposed ar-
chitecture that warrant highlighting. In addition, this emphasis on detailing the HITL strategies
integrated into the system, also looks to answer research question RQ1.

This chapter is structured to provide a comprehensive understanding of the HITL integration
within the HITL-FL architecture:

* Section 5.2: Types of Human Intervention revisits the core methods of involving human
oversight in ML systems, mapping them to specific intervention opportunities with the pro-

posed architecture.

* Section 5.3: HITL Mechanisms details the core enablers of HITL, including Al dash-
boards, annotation interfaces, task routing logic, alerting systems and feedback integration
pipelines, while simultaneously explaining their realization through specific architectural

components.

* Section 5.4: HITL Workflows/Loops sequentially illustrates the dynamic operation of

these mechanisms by detailing three process flows/loops:

57
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— Active Learning Loop
— Model Oversight and Governance Loop

— Ethical Validation Loop

5.2 Types of Human Intervention

Human intervention in ML systems, as stated in Section 2.4 of Chapter 2, can be categorized into
several distinct methods that have unique roles, responsibilities and contribute to the effectiveness
and trustworthiness of the overall system, allowing users to intervene and participate in the ML
process, thereby not allowing Al to have the last say when it comes to decision making. These

methods are listed as the following:

* Human Oversight & Monitoring - continuous monitoring and review of a system’s perfor-
mance and decisions, as well as model outputs, thereby ensuring alignment with established

objectives and ethical standards [30].

* Human Expertise for Rule Definition or Feature Engineering - domain experts define
explicit rules, select or craft input features, and also verify outputs against expectations to

ensure that the model’s behavior aligns with real-world constraints.

e Human Feedback - inputs that directly influence the model’s training, refinement and ad-

justment processes.

* Active Learning - direct human inputs that are triggered by system alerts, anomalies or

other expert evaluations, thereby leading to corrective measures and updates.

* Human Decision Authority - humans assume the final decision-making authority, espe-

cially in critical scenarios where the implications of possible errors are grand.

Building on these generic methods of intervention, the HITL-FL system especially leverages
three primary types of human intervention, each with their own advantages, that are going to be
described in the Sections 5.2.1 to 5.2.3.

5.2.1 End User Expert Feedback & Annotation

The End User Expert interacts within the Client Environment of the HITL-FL system, with the
personalized local models that are trained locally on their devices. The focus of this interven-
tion is on reviewing the outputs from these personalized models due to low confidence [32] or
high-uncertainty predictions [40], potential bias indicators or factors that require the expert’s own
review and contextual knowledge. Based on their assessment, these experts correct errors and pro-
vide feedback and annotations, such as data labels. The particular advantage of this intervention is
the influence it has on directly enhancing the local dataset quality and influencing the subsequent

training cycles.
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Table 5.1 details the containers/components involved in the enabling the integration of End

User Expert feedback and annotations.

Table 5.1: Mapped Containers and Components for End User Expert Intervention

Container/Component Description

Local Review & Feedback Interface | Allows End User Experts to review personalized
outputs.

Local Data Store Stores local data with user annotations and cor-
rections.

Label Propagation Service Uses annotations for further local data enrich-
ment.

Personalized Model Engine Uses annotations for model fine-tuning.

The Local Review & Feedback Interface makes the bridge between the expert and the sys-
tem, as it is responsible for presenting the PLM outputs and capture the user’s feedback and other
responses. The Local Data Store stores the data with the users’ feedback and the Label Prop-
agation Service automatically propagates the newly added user labels to local data points that
have similar characteristics [40]. The Personalized Model Engine also utilizes end-user insights

to fine-tune its performance.

5.2.2 Human Expert Oversight via AI Dashboard

One of the ways Human Experts can interact with the central global system is through the con-
tinuous monitoring and assessment of the model’s performance, fairness and ethical compliance
verification [30]. To complete this task, these experts utilize the AT Dashboard [39, 42], which
provides a comprehensive overview into the overall status and behavior the current aggregated

global federated model. These experts have the ability to make crucial decisions, including:

* Approving or rejecting the model for the current FL round.
* Triggering retraining with modified parameters/data filters.
* Refining fairness constraints/policy thresholds.

* Requesting a model revision or a deeper dive analysis.

* Flagging the system for data rebalancing if biases are identified or other corrective actions

are required.
* Selecting/Adjusting system configuration, according to system tradeoffs.

» Updating annotation guidelines.

Table 5.2 explicitly describes the containers and components involved in supporting the global
monitoring and control actions from the Human Experts, through the AI Dashboard [25, 39,
55].
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Table 5.2: Mapped Containers and Components for Human Expert Oversight via Al Dashboard

Container/Component | Description

Al Dashboard Serves as the primary interface for Human Experts,
as it displays important information regarding the
aggregated model state and its performance metrics.
It also facilitates expert input for decision-making
and triggering control actions [39, 55].

Central Server Provides the Al Dashboard with the necessary data
and receives the experts’ control signals/decisions
from the Al Dashboard to influence the FL process.
Authorization Service | Validates the actions initiated by Human Experts via
the Al Dashboard against defined policies.

Human Experts primarily interact with the AI Dashboard, which receives comprehensive
data from the Central Server. Whenever an expert makes a decision, this action is first validated
by the Authorization Service container against authorization policies and rules. The validated

decision is then communicated to the Central Server to effect the change in the FL process [34].

5.2.3 Human Expert Participation in Active Learning

Active Learning enables human intervention by identifying the most uncertain or informative sam-
ples that require human review [42]. The Human Experts actively engage by labeling data points
that are selected based on uncertainty/confidence scores, edge-case identification, diversity and
other specific active learning algorithms. By performing this targeted annotation, the global ag-
gregated model is enhanced, as it can integrate human expertise and, as a consequence, improve
the quality and relevance of the training data [51].

The components/containers that are involved in the active learning done by Human Experts
are detailed in Table 5.3.

Fundamentally, the active learning process, enabled by the mentioned architectural modules,
allows the creation of a powerful relationship between the FL system and the human experts [51].
While the Al identifies areas of possible uncertainty or those that deserve analysis [26], the experts
provide the necessary knowledge to resolve these ambiguities [36]. In this case, the Orchestra-
tion & Trigger Component ensures that this collaboration between containers and components
is managed effectively. At the same time, the HITL Secure Gateway & Task Router routes
the necessary information to the specific points of interest, all while ensuring the security of the
exchange. The Internal State Store and Feedback Processor Component also have an essential
task, as they store the data used in this process and enable the integration of human expert input,

respectively.



5.3 HITL Mechanisms 61

Container/Component Description
Sample Selector Component Identifies informative samples requiring human
annotation.

Orchestration & Trigger Component | Coordinates and manages the active learning an-
notation workflow and requests to Human Ex-
perts.

Feedback Processor Component Integrates the expert-annotated data back into
global model refinement processes.

HITL Secure Gateway & Task Router | Forwards predictions and samples, in an en-
crypted secure way, for the Human Experts to
perform their annotation task. It also deals with
sending the annotations and user feedback, in a
secure way, back to the Active Learning & Over-
sight Module.

Internal State Store Temporarily holds selected data points, their an-
notation status and expert feedback for tracking
and auditing purposes.

Table 5.3: Mapping of Human Expert Participation in Active Learning

5.3 HITL Mechanisms

To employ the various types of human intervention outlined in Section 5.2, the proposed HITL-FL
architecture introduces several key HITL mechanisms (some already mentioned in the previous
section). These mechanisms are tools that facilitate the critical cycle of emerging model/system
information, capturing valuable human inputs and channeling this feedback back to the central FL
system [42].

In the following subsections from 5.3.1 to 5.3.5, five primary categories of HITL mechanisms

will be explored, namely:
1. AI dashboards, for visualization and control.
2. Annotation interfaces, for detailed data labeling.
3. Task routing logic, for efficient workload distribution.
4. Alerting workflows, for proactive human engagement.
5. Pipelines for feedback integration, for systematic model improvement.

In addition to describing these mechanisms, the way they are instantiated through specific and
relevant containers/components of the proposed architecture, presented in Section 4.3, will also be
highlighted.

5.3.1 AI Dashboard

A centralized Al dashboard serves as the main mechanism for easing comprehensive human-

global-model interaction within distributed machine learning systems, like FL ones[39].
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Figure 5.1: Al Dashboard in the Human Oversight & Interaction Hub, alongside its interactions
with other containers

Its primary purpose is to provide users with a consolidated view of the system’s overall status
and performance. This task involves aggregating and displaying key telemetry, model quality
metrics and data/concept drift trends. Furthermore, it also exposes various model artifacts, such
as global model parameters, sample predictions and feature importance scores, for human review
through a unified control panel.

In the proposed HITL-FL architecture, this pivotal role is performed by the AI Dashboard
container, situated within the Human Oversight & Interaction Hub (as shown in Figure 5.1).
This dashboard directly pulls from the Central Server the aggregated model state, global met-
rics, performance evaluations and contextual summaries. Additionally, it displays the selected
predictions/samples and contextual flags highlighted by the Active Learning & Oversight Mod-
ule container, as well as the ethical/performance alerts from the Continuous Ethical Validator.
The dashboard also presents the data from the external System Tradeoff Analysis Results to aid
experts in their review and decision-making processes [39].

More specifically, through this consolidated interface, human experts can analyze performance
metrics (such as accuracy, precision and recall), explainability visualizations (from SHAP/LIME) [57],
fairness audits (AIF360) [57], and synthesize contextual information via dashboard visualizations.
Crucially, they evaluate the system’s current operating point, assessing whether the achieved bal-
ance between objectives (privacy, utility and efficiency) is acceptable.

Interactive visualization tools (for dimensionality reduction and parallel coordinates) are also
used as a way to explore client contributions, model representations and uncertainty clusters, al-
lowing the dashboard to become an active exploration tool for experts to find patterns, analyze
clustered low confidence samples or potentially biased instance groups and make informed over-

sight decisions [2].
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Figure 5.2: Local Review & Feedback Interface in the HITL-FL System

As a consequence, as outlined in Section 5.2, experts can take various oversight control ac-
tions, including approving or rejecting a candidate version of the global model, trigger retraining
or request modifications to the model parameters, adjusting fairness constraints, policy thresh-
olds [25, 34], or ways the models are being trained for future rounds [55]. However, these actions
are first validated against predefined policies by the Authorization Service container. Once au-
thorized, the expert decisions and their respective justifications are communicated back to the

Central Server.

5.3.2 Annotation Interfaces

Effective annotation interfaces are crucial for capturing the input from human experts, since their
primary role is to enable users to assign new labels to unlabeled data, correct existing misclassifi-
cations or add rich contextual feedback. To maximize the quality of this process, these interfaces
need to minimize the friction for the annotator by presenting data clearly and intuitively. Further-
more, they also need to guarantee secure data transfers and provide in-context relevant information
to help users make informed decisions or add high-quality, consistent labels.

The proposed HITL-FL architecture presents two complementary types of annotation inter-
faces tailored to different contexts and user roles, as depicted by their interactions with the Human

Expert and the End User Expert, illustrated in Figures 5.2 and 5.3:

* Local Review & Feedback Interface (Client Environment) - this interface, located within
the FL. Compute/Training Module (Section 4.3.3.3) is designed for End User Experts
to interact with their personalized local models. This component presents the outputs from
these models directly on the client device, thereby allowing the users to provide immediate

corrections, give new labels or offer feedback based on their knowledge of the local context
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. Receives & Submits Annotation
Tasks (implicitly authorized via
Authorization Service)
Human Expert [Secure AP]

Interacts with the HITL-FL
system to oversee the global

model and provide expert

input

Figure 5.3: HITL Secure Gateway & Task Router in the HITL-FL System



HITL Integration Strategies & Mechanisms 64

and own expertise. As a consequence, this feedback is then directly written back to the

client’s Local Data Store.

* Remote Annotation Interface (via the HITL Secure Gateway) - although not physically
showcased as a component or a container in the proposed HITL-FL architecture, this inter-
face capability is primarily enabled by the HITL Secure Gateway & Task Router con-
tainer within the Human Oversight & Interaction Hub, which focuses on delivering en-
crypted annotation tasks to the Human Experts [46]. The gateway presents the data to the
assigned expert through a secure web form or a dedicated annotation tool [1]. The expert’s
annotations and feedback are validated (for completeness) by the gateway before being se-
curely routed back, often as encrypted data [46], to the Feedback Processor Component
(within the Active Learning & Oversight Trigger Module) for integration into the global
model refinement process. This centralized interface ensures that expert annotations on

globally relevant data are securely managed, consistently processed and effectively utilized.

Both interface types are designed to enable the incorporation of human oversight into the FL.

system, thereby improving data quality and, consequently, model accuracy and reliability.

5.3.3 Task Routing

In large-scale HITL systems, where numerous human experts with varying specializations and
availability might be involved, a dedicated task routing mechanism is essential.

The primary role of this system is to intelligently and efficiently assign each annotation, val-
idation or review task to the most appropriate human expert or group [1]. Factors such as the
expert’s domain knowledge, current workload to ensure timely completion, security or access con-
trol constraints and historical performance are considered during this routing process. Therefore,
effective task routing is key to maximizing the quality of human input and the overall throughput
of the HITL process.

Within the proposed HITL-FL architecture, this critical functionality is performed as an in-
ternal component of the HITL Gateway & Task Router container. It first authenticates human
experts to ensure authorized access. Then, the internal component applies its matching strategies
to assign incoming annotation requests from the Active Learning & Oversight Trigger Mod-
ule. This matching logic considers expert specialty (for example, ensuring a medical image is
reviewed by a radiologist), current availability or workload (to balance distribution) and potential
quality scores from past contributions.

In addition to finding the appropriate expert or group of experts, the HITL gateway is also
responsible for enforcing anonymity policies by stripping identifying information before task pre-
sentation or feedback submission [46]. It also utilizes security policies for access control and
routing from the Governance Framework & Policies Store [30].
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Figure 5.4: Interaction Flow for Task Routing and Annotation via the HITL Secure Gateway &
Task Router

After the expert completes the task, this container receives the verified outputs (like annota-
tions and validation decisions), ensures their integrity and securely forwards them to the appropri-
ate upstream component within the Active Learning & Oversight Trigger Module. This process

is illustrated in Figure 5.4.

5.3.4 Alerting & Review Triggers

Alerting workflows and review triggers are fundamental HITL mechanisms that are designed to
engage human experts when an Al system encounters conditions that require critical expert review
or exhibit anomalous behavior [52]. Their main purpose is to ensure opportune human interven-
tion, thereby preventing the system from operating outside of predefined acceptable performance
parameters, ethical guidelines or fairness constraints. These conditions include, for example,
significant model performance degradation, the detection of potential biases, the exceeding of
established thresholds, evidence of data/concept drift or other system anomalies that automated
processes cannot resolve independently.

In the proposed HITL-FL architecture, this alerting capability is orchestrated by the coopera-
tion between the Continuous Ethical Validator and the Active Learning & Oversight Module
containers (more specifically its Orchestration & Trigger Component), both within the Human
Oversight & Interaction Hub.

The Continuous Ethical Validator is responsible for constantly monitoring each new aggre-
gated version of the global central model, received from the Central Server. It evaluates these
models against defined ethical guidelines, compliance rules and performance benchmarks that are

stored in the Governance Framework & Policies Store container [29]. This validation process
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Figure 5.5: Alerts & Triggering Capability in the HITL-FL System

can involve, for example, the constant checking of fairness metrics, bias indicators or significant
drops in accuracy results.

Whenever any violation or concerning trend is detected, the Continuous Ethical Validator
sends ethical/performance alerts and flags via an API call or event bus [29]. This alert is consumed
by the Orchestration & Trigger Component and, based on the degree of severity of the alert, it

initiates a response, which involves:

¢ Creating high-priority review or annotation tasks.

* Routing these urgent tasks to appropriate Human Experts, via the HITL Secure Gateway
& Task Router container.

* Sending a prominent alert banner on the AI Dashboard container to immediately draw the

attention of overseeing experts [39].

This mechanism ensures that potential issues are not overlooked and that human expertise is
leveraged to address them, thereby maintaining the system’s overall trustworthiness [36]. These
critical alert events and expert interventions are also logged to the Blockchain Logging/Audit

System for comprehensive traceability.
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5.3.5 Feedback Integration Logic

A robust feedback integration pipeline is essential for effectively incorporating validated human
input back into the FL system. Its main functions are capturing validated annotations/corrections
from human experts, processing the input (which may include format checks, data cleaning or
the application of privacy-enhancing techniques [60], if required by policy) and then routing the
feedback for immediate global model retraining or fine-tuning, for local model personalization at
the client level or for its inclusion in governance records and auditable trails of expert input.

In the proposed HITL-FL system architecture, this critical role is performed by the Feedback
Processor Component that is located within the Active Learning & Oversight Trigger Module
(as showcased in Figure 5.6). After receiving verified human annotations and feedback forwarded
by the HITL Secure Gateway & Task Router, this component updates the status of the corre-
sponding sample or task in the Internal State Store component. Subsequently, it prepares and
pushes the refined expert data to the Central Server container, where this data is then used by the
Aggregation Engine to fine-tune the current aggregated global model or is incorporated into the
representative dataset for the next federated learning round, thereby improving the global model
with expert knowledge. Furthermore, primarily for auditability purposes, the Feedback Proces-
sor Component ensures that a cryptographic hash representing the accepted annotation is logged
to the external Blockchain Logging/Audit System, via the Central Server.

This closed-loop process is crucial to the adaptive learning capability of the HITL-FL sys-
tem, as it enables it to continuously improve based on targeted human expertise and consequently

improve its reliability and accuracy.
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Figure 5.7: HITL-FL Active Learning Loop

5.4 HITL Workflows/Loops

Having presented the core HITL mechanisms, this section now focuses on showcasing how the
various containers and components interact through several key dynamic workflows. With this in

mind, three critical HITL workflows/loops will be showcased.

5.4.1 Active Learning Loop

In the proposed HITL-FL system, the Active Learning Loop, illustrated in Figure 5.7, is a core
mechanism of HITL that iteratively improves the performance and quality of the global aggregated
model’s outputs. For this, the process identifies specific data samples from a centrally held repre-
sentative proxy dataset, for which the global model could produce uncertain predictions or where
Human Expert input on these sample-prediction pairs would be most valuable. Consequently,
the expert-curated knowledge, presented in the form of validated labels or contextual feedback-
/insights for specific instances, is then integrated back into the model refinement process. With
this in mind, it is possible to state that this loop involves a precise orchestration of several key

architectural components and expert actions, as detailed below:



5.4 HITL Workflows/Loops 69

Step 1 — Global Model Inference and Uncertainty Surfacing
The first phase of this loop involves assessing the current global model’s performance and identi-

fying areas of potential weakness.

* Responsible Entity - the Central Server container, specifically its Trustworthiness Eval-

uation & Metrics Engine component.

* Action - following each federated aggregation round, the Central Server takes the newly
formed global aggregated model and runs it against a centrally held, representative proxy
dataset. However, it is essential to note that this proxy dataset is distinct from any private

client data used during the federated training process.

* Generated Output - for each sample within this proxy dataset, the Central Server gener-
ates not only the model’s predictions but also uncertainty or confidence scores (derived from
softmax probabilities in classification tasks or variance if using model ensembles) and any
relevant, anonymized contextual flags that might have been aggregated from clients during
the FL process [46].

* Purpose - the main objective of this step is to produce predictions and their associated con-
fidence/uncertainty scores, which will subsequently allow the system to identify areas where
the model is unsure and highlight where it does not understand well, or where human expert

help would be most useful for improvement.

Step 2 — Intelligent Sample Selection

Once the global model’s predictions and associated uncertainties are made available, the next
phase focuses on applying active learning algorithms to select which of these instances should be
prioritized for human expert review. This selection process is key to optimizing the use of expert

time.

* Responsible Entity - the Active Learning & Oversight Trigger Module container, specif-

ically its Sample Selector Component.

* Action - the Central Server transmits the list of predictions and data points, along with their
corresponding uncertainty/confidence scores and any relevant contextual flags to the Active
Learning & Oversight Trigger Module. Within this container, the Sample Selector Com-
ponent applies predefined active learning strategies. These strategies include algorithms,
such as uncertainty sampling, which prioritizes samples with the lowest model confidence,
diversity sampling, which selects samples that differ from those already well-understood by

the model, or edge-case detection, which identifies unusual/boundary instances.

* Generated Output - a subset of the proxy dataset samples that were identified by the active
learning strategies as being the most informative for human review, meaning they are most
likely to contribute significantly to improving the global model’s understanding and perfor-

mance if correctly labeled or validated by an expert.
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* Purpose - by prioritizing expert review efforts on the predictions/samples that offer the high-
est potential learning gain for the model, this HITL-FL system aims to maximize the impact

of limited human resources and accelerate model improvement.

Step 3 — Secure Task Creation and Dispatch
The following step involves creating annotation requests and securely dispatching them to the
human experts. This phase ensures that sensitive information is handled appropriately and that

tasks are initiated in a traceable manner.

¢ Responsible Entity - the Orchestration & Trigger Component, located in the Active
Learning & Oversight Trigger Module container)

* Action - the Orchestration & Trigger Component receives the informative prediction-
s/samples and respective metadata selected by the Sample Selector Component. Before dis-
patching them to the Human Experts, de-identification, feature masking and other anonymiza-
tion techniques are applied to ensure that the expert review process respects data confiden-

tiality and privacy regulations [1].

* Generated Output - once the most informative data samples from the proxy dataset, along
with the global model’s corresponding predictions and uncertainty scores for those sam-
ples [26], have undergone any necessary privacy-preserving transformations, the component
prepares these for expert review, publishing annotation task requests as MQTT events [7].

These event messages encapsulate:

The data sample itself.

The model’s original prediction for that sample.

The model’s confidence/uncertainty score associated with that prediction.

Any additional contextual information or specific instructions relevant to the annotation
task.

These task requests are destined for the HITL Secure Gateway & Task Router container,

which will then route them to the appropriate Human Expert’s annotation interface.

* Purpose - the goal of this step is to initiate the human review process in a secure, auditable
and event-driven manner, ensuring that the data is appropriately protected before being ex-
posed for expert review and that tasks are dispatched to the correct downstream components

for routing to human experts.

Step 4 — Task Routing and Presentation to Expert
After the secure annotation tasks are created and dispatched, the system must make sure that they
are routed to the most suitable human expert and subsequently presented in a clear manner. This

step bridges the automated system with the human cognitive process.

¢ Responsible Entity - the HITL Secure Gateway & Task Router container.
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* Action - the HITL Secure Gateway & Task Router subscribes to the annotation task request
MQTT events, published by the Active Learning & Oversight Trigger Module. Upon re-
ceiving this request, its internal expert task router component performs a sequence of critical

actions:

(a) Authenticates the source of the request (typically the Active Learning & Oversight
Trigger Module) to ensure legitimacy.

(b) Applies matching algorithms to assign the annotation task to the most appropriate avail-
able Human Expert. This match logic considers various factors, such as the expert’s
documented specialization, current workload and availability (to ensure timely comple-
tion) and any access control policies or security constraints defined in the Governance
Framework & Policies Store [25, 30] (validated via the Authorization Service).

(c) Securely presents the complete annotation task to the assigned Human Expert through a
dedicated and secure annotation interface (like a web form or specialized tool facilitated

by this gateway).

* Purpose - ensure that each review task is directed to a qualified Human Expert, who can
provide the most valuable input, and manage this process securely and efficiently, controlling

access to task data and balancing the workload across the available experts.

Step 5 — Expert Review and Annotation
This step represents the principal human contribution within the Active Learning Loop. Once the
annotation task is routed and presented, the assigned human engages with the system to provide

their own specialized knowledge or judgment.

* Responsible Entity - the Human Expert.

* Action - the assigned expert interacts with the dedicated annotation interface, where they can
analyze the complete task information, including the data sample requiring review (an im-
age, text snippet or data record), the model’s original prediction for that sample, the associ-
ated confidence/uncertainty score and any pertinent contextual details or specific instructions.
Based on this information, the human expert performs one or more of the following critical
actions [55]:

— Correcting Misclassifications/Errors - if the model’s prediction is inaccurate, the ex-
pert provides the correct label, classification or output value.

— Validating Predictions - confirm the model’s prediction, especially if it was made with
low confidence but is, in fact, correct [32].

— Provide Labels or Annotations - adding more detailed attributes, bounding boxes, seg-
mentation or nuanced contextual information.

— Identifying Ambiguity or Novel Edge Cases - flag samples that are inherently ambigu-
ous, represent novel scenarios not well-covered by the model’s current training or that

are important edge cases.
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— Flagging Data Quality Issues - identify and report any corruption, artifacts or inconsis-
tencies found in the input data itself.
— Providing Contextual Justifications - experts can give reasoning behind their annota-

tions or decisions.

* Generated Output - the primary output from this step is the expert’s input, which includes
their definitive labels, corrections, validations, richer annotations and provided justifications.
This output is then securely submitted back to the system through the HITL Secure Gateway

& Task Router container.

* Purpose - the fundamental aim of this step is to directly leverage human intelligence and

domain-specific knowledge to improve the model and include human oversight.

Step 6 — Feedback Processing and Preparation
The system must now process the feedback given by the human experts to ensure its integrity and
auditability, and prepare it for its integration into the model cycle. This step can be characterized

as the bridge between raw input data and actionable insight.

* Responsible Entity - the Feedback Processor Component, in the Active Learning &
Oversight Module.

e Action - the process begins when the HITL Secure Gateway & Task Router container
receives the expert’s submission and subsequently publishes a completed annotation event,
transmitted via MQTT, that contains the expert’s curated feedback (labels, corrections, jus-
tifications, etc.) [7]. The Feedback Processor Component subscribes to and consumes this
event. Upon receipt, it performs several key processing actions, including further sanitization
and consistency checks. It facilitates the logging of a cryptographic hash or a comprehensive
summary of the accepted annotation and expert decision to the external Blockchain Log-

ging/Audit System, via the Central Server.

* Generated Output - the primary output of this component is refined data, which is verified,
processed, structured and ready to be integrated for the improvement of the aggregated global

model.

* Purpose - to transform raw human expert input into a clean, validated and auditable dataset
for effective integration into the model improvement, ensuring that the expert’s knowledge is

reliably incorporated.

Step 7 — Global Model Refinement
The final step in the Active Learning Loop closes the cycle by incorporating the processed hu-
man expertise back into the global federated model. It is the end product of the HITL effort,

transforming expert insights into measurable model improvements.

* Responsible Entity - The Central Server container, primarily through its Aggregation En-

gine.



5.4 HITL Workflows/Loops 73

Central Server
Environment

[Hosts core federated learning
logic and global model]

Human Oversight & Interaction Hub
[Facilitates expert review, ethical validation & active learning] <<container>>
Central Server
Sends Model State, Metrics & [Application]
Predictions for Review
[API/ Data Stream]

Performs General Validation, <<container>>
Oversight & Control Actions
(implicitly authorized via Al Dashboard
Authorization Service) [Web Application / API]
[Web Interface / Secure API]

Aggregates model updates,
. performs model
Sends Expert Decisions & trustworthiness checks,

. . Control Signals
Primary interface for (API) Eelectmoceion

Human Experts. Display 9
metrics, visualizations & aggregation updates.

fin i i i Retrieves trusted model
famlltai;es E(’?I'dai'on el lézenisltlg:fcael RuleY versions from Aggregated
askinput. Model Store based on
Blockchain validation for
rollback.

Human Expert
Interacts with the HITL-FL
system to oversee the globa
model and provide expert
input.

distribution and sends

Requests Action
Authorization (for

Returns Action
model approval for ex.) ecision

Logs Aggregation Rounds, Model
States, Validation Hashes
[API / Secure Connection]

<<external_system>>
<<container>> Blockchain Logging/
Governance Framework Audit System
& Policies Store

<<container>>
Authorization
Service
[Application / Service]
Policy Decision Point.
Evaluates actions against
policies to grant or deny

An external system used by

(il e/ €T St HITL-FL to Iog immutable
Stores ethical guidelines, risk records of model versions,

events, expert decisions
and other critical audit trail
information.

rules and access policies.

permissions.

Figure 5.8: Model Oversight & Governance Loop in HITL-FL System

* Action - the Feedback Processor Component transmits the refined and processed data back
to the Central Server. The Aggregation Engine then utilizes this high-quality, expert-
validated dataset to perform a fine-tuning of the current global aggregated model. This pro-
cess allows the model to learn directly from the instances where it was previously uncertain

or incorrect, effectively internalizing the provided human knowledge.
* Generated Output - the integration of this expert feedback yields two significant benefits:

— Direct Model Improvement - the most immediate outcome is the enhancement of the
accuracy, robustness and generalization capabilities of the global aggregated model.

— Enhanced Future Active Learning - patterns found in expert corrections/annotations
can be used to refine the strategies employed by the Sample Selector Component, in

subsequent active learning cycles.

» Purpose - to finalize the active learning cycle by guaranteeing that human expertise is directly
translated into a more innovative, more reliable and accurate global central aggregated model.
Furthermore, it enables the system to adapt and improve based on a real-world understanding
that goes beyond what can be learned from raw data alone by incorporating oversight and

expertise from human users.

This detailed breakdown of the Active Learning Loop illustrates the collaborative interplay
between automated processes and targeted human expertise, orchestrated by the HITL-FL archi-

tecture to drive continuous model improvement.
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5.4.2 Model Oversight & Governance Loop

This feedback loop, showcased in Figure 5.8, empowers the Human Expert to conduct a compre-
hensive review of the global aggregated model, ensuring that the system’s quality, trustworthiness,
accountability, reliability and ethical alignment are influenced by the human experts. This loop

involves the following steps:

Step 1 — Information Aggregation & Presentation
The basis of effective oversight is access to comprehensive and understandable information con-

cerning the global model’s state.

* Responsible Entities - primarily the Central Server container and the AI Dashboard con-

tainer.

* Action - on the one hand, the Central Server, following each aggregation round and its inter-
nal trustworthiness evaluation, compiles key information about the latest global aggregated
model. This includes overall performance metrics (such as accuracy or precision), fairness
metrics across predefined subgroups, drift detection indicators, contextual summaries of con-
tributing data (if available and anonymized), and comparisons with previous model versions.
On the other hand, the AI Dashboard pulls and integrates this comprehensive data from the
server. Additionally, it also further integrates data from other containers and external systems,
such as alerts or status updates from the Continuous Ethical Validator container, summary
statistics about ongoing or recent annotation tasks from the Active Learning & Oversight
Trigger Module container (providing context on model weaknesses being addressed) and
results from periodic System Tradeoff Analysis Results system [20].

* Generated Output - the AI Dashboard presents this multifaceted information to autho-
rized Human Experts using various visualizations, trend charts and summaries. These are
designed with HCAI and eXplainable Al [60] principles in mind to enable users to make

informed decisions.

* Purpose - provide human experts with a complete, understandable and actionable overview
of the global model’s current state, performance, ethical standing and operational context,

enabling them to provide insightful oversight.

Step 2 — Expert Review & Assessment

Human Experts perform a strategic evaluation of the global model.

* Responsible Entity - the Human Expert.

* Action - using the AI Dashboard, Human Experts can review the aggregated information.
Their assessment and oversight focuses on the overall characteristics and behavior of the
global model rather than individual samples. This evaluation includes:

— Performance sufficiency.

— Fairness and bias.
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— Ethical alignment.
— Robustness and stability.
— Risk Assessment.

— Alignment with strategic goals.

* Purpose - apply human judgment, domain expertise and insights to assess the global model’s

performance and its adherence to established quality, ethical and operational standards.

Step 3 — Strategic Decision-Making & Control Actions
Based on their assessment, experts initiate actions to govern the model’s lifecycle and evolution.

* Responsible Entities - the Human Expert (acting via the Al Dashboard), with validation by

the Authorization Service container.

* Action - Human experts start strategic control actions through the AI Dashboard. However,
before commitment, the Authorization Service is consulted to ensure the expert has the

necessary permissions.

¢ Generated Output - these decisions are translated into commands sent from the AI Dash-
board to the Central Server (for model lifecycle actions) or interfaces with the Governance
Framework & Policies Store (for policy updates).

* Purpose - enable experts to interact and influence the FL process, enforce quality and ethi-
cal standards, mitigate risks and ensure that the HITL-FL system evolves in alignment with

overarching goals.

Step 4 — System Response and Auditing

The system then acts upon authorized expert decisions and records/logs them.

* Responsible Entities - the Central Server container, Governance Framework & Policies
Store and the external Blockchain Logging/Audit System.

e Action - the Central Server’s relevant components (the Trustworthiness Evaluation &
Metrics Engine, Model Selector & Rollback Logic and Aggregation Engine) implement
the authorized decisions received from the AI Dashboard. Regarding the Governance
Framework & Policies Store, it persists any updated policies, making them active for future
operations. Finally, all significant expert decisions, control actions, policy updates and result-
ing system responses are immutably logged to the Blockchain Logging/Audit System. This
log includes details such as who made the decision, when it was made and any justifications

provided.

* Intended Purpose - ensure that the system implements expert governance actions and that a
complete and verifiable audit trail of these strategic interventions is maintained, contributing

to the transparency and auditability of the system.

This loop highlights the role of Human Experts in guiding the overall direction and quality
of the FL. models developed through the HITL-FL system, complementing all refinements of the
Active Learning Loop, presented in Section 5.4.1.
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Figure 5.9: Ethical Validation Loop in HITL-FL System

5.4.3 Ethical Validation Loop

This workflow, presented in Figure 5.9, serves as a continuous safeguard for monitoring the global
aggregated model to ensure that it adheres to predefined ethical guidelines, fairness criteria and
performance benchmarks. Its goal is to detect and flag potential issues early, enabling timely
intervention by Human Experts through the Active Learning & Oversight Trigger Module to
maintain the integrity and trustworthiness of the Al. The loop is described in the following phases:

Step 1 — Model Acquisition for Validation
The loop begins with the system obtaining the latest model for inspection.

* Responsible Entity - the Continuous Ethical Validator.

* Action - following each successful federated aggregation round on the Central Server, and
after a new global aggregated model is produced, the Continuous Ethical Validator is trig-

gered/scheduled to retrieve this latest model version for assessment.

* Purpose - ensure that every newly generated global model iteration undergoes systematic

ethical and performance inspection.

Step 2 — Policy-Driven Assessment

The retrieved model is evaluated against established standards and policies.

* Responsible Entities - the Continuous Ethical Validator container that utilizes policies

from the Governance Framework & Policies Store container.

¢ Action - the Continuous Ethical Validator evaluates the global model against a set of rules,
metrics and thresholds defined within the Governance Framework & Policies Store. This

assessment includes, for example:
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Calculating fairness metrics like disparate impact and equal opportunity difference, across

defined sensitive groups.

— Running specific tests to detect potential learned biases.

— Verifying that performance indicators such as accuracy, precision and recall on specific
data slices meet minimum acceptable levels.

— Monitoring for significant concept drift or deviations in data distributions/model behav-

ior compared to baselines, which might indicate a degrading ethical stance or perfor-

mance.

Checking adherence to ethical directives or behavioral constraints.

* Input for Action - policies and benchmark criteria are read directly from the Governance
Framework & Policies Store.

* Purpose - systematically audit the model against established ethical principles and quality

standards.

Step 3 — Alert Generation & Dissemination

If issues are detected, the system generates and communicates an alert.

¢ Responsible Entity - the Continuous Ethical Validator container.

* Action - if the Continuous Ethical Validator’s assessment showcases that the model violates
a predefined policy, a fairness/performance threshold or shows a significant problematic drift,
it generates an ethical/performance alert. This alert contains details about the specific policy

violated, relevant metric values or the assessed severity.

* Generated Output - the alert is then securely forwarded to downstream components within
the Human Oversight & Interaction Hub.

e Purpose - promptly notify the appropriate Human Expert, and other system components,

when a potential ethical or performance issue is detected, initiating further action.

Step 4 — Notification & Information Surfacing to Experts
Human experts are made aware of the detected issues.

¢ Responsible Entity - the Al Dashboard container.

* Action - one of the recipients of the ethical/performance alert is the AI Dashboard. The alert
information is showcased to Human Experts, often highlighted with an indication of urgency
or severity. The dashboard may also provide access to additional contextual information or

diagnostic tools to help experts investigate the flagged issue.
* Purpose - ensure Human Experts are immediately made aware of critical ethical or perfor-

mance issues, enabling them to investigate thoroughly.

Step 5 — Triggering Automated or HITL Responses
The system initiates actions in response to the alert.
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* Responsible Entity - the Active Learning & Oversight Trigger Module container (specif-
ically, its Orchestration & Trigger Component).

* Action - the alert is also sent to the Orchestration & Trigger Component. Based on the
severity of the alert, and guided by predefined rules (informed by the Governance Frame-
work & Policies Store), this component can initiate an active learning alert to be reviewed
by the Human Experts.

* Intended Purpose - to enable rapid and automated responses to detected ethical/performance

issues.

Step 6 — Feedback, Adaptation & Auditing

The loop closes with expert intervention, system adaptation and comprehensive logging.

* Responsible Entities - Human Experts, the Central Server container and the external
Blockchain Logging/Audit System.

* Actions - the Human Experts, informed by the alerts on the AI Dashboard and potentially
assigned specific review tasks, investigate the issues and intervene, providing targeted anno-
tations for problematic data samples/predictions. The Central Server then acts upon these
authorized expert decisions, such as triggering a model rollback or start retraining with new
parameters. Furthermore, all alerts and their root causes, expert interventions and subsequent
system adaptations are immutably logged to the Blockchain Logging/Audit System for full

traceability and accountability.

* Purpose - ensure that detected issues are not only flagged but are effectively addressed
through a combination of human oversight and system adaptations, thereby making sure that

the remediation process is auditable and transparent.

This flow serves as a proactive mechanism for ensuring the responsible development of Al
models within the HITL-FL system while also guaranteeing that ethical considerations and per-
formance standards are not just one-time checks but an ongoing, integral part of the model life

cycle.

Ultimately, this chapter has demonstrated how the proposed architecture translates into a func-
tional system that supports an effective human-AlI collaboration. More specifically, the described
strategies, mechanisms, and workflows are designed not only to leverage human intelligence and
enhance model performance and trustworthiness, but also to ensure that these processes are secure,
auditable, and manageable at scale. In the subsequent chapter, the overall HITL-FL architecture
will be validated, assessing its practicality and effectiveness against the previously defined at-

tributes, as well as its mapping to the NOUS project and use case application.



Chapter 6

Architectural Validation & Discussion

6.1 Introduction

One key aspect of proposing a new architecture is to present a comprehensive validation and
critical discussion of its various components, interactions, benefits, limitations and potential im-
plications. With this in mind, the primary purpose of this chapter is to rigorously evaluate the
conceptual soundness, practical applicability, potential effectiveness and overall utility of the pro-
posed architectural framework. Therefore, this validation process aims to assess how well the
architecture meets its defined objectives and addresses the challenges inherent in integrating hu-
man oversight into FL systems.

The HITL-FL architecture, with its defined C4 model views (System Context, Containers and
Components), as well as its solutions to core design problems, as presented in Chapter 4, forms
the subject of this evaluation.

Considering this, to detail the validation process and its outcomes, this chapter unfolds like
this:

» Section 6.2: Methodology details the three strategies chosen for the validation of the pro-

posed system.

* Section 6.3: Architectural Attributes Fulfillment Analysis systematically evaluates how
the proposed architecture meets the previously defined functional and non-functional requi-

sites.

* Section 6.4: NOUS Mapping provides a detailed demonstration of the architecture’s appli-
cation to NOUS overall architecture and Use Case #2, illustrating its practical deployment

and the integration of HITL functionalities within this specific context.

* Section 6.5: Expert Review through Qualitative Interviews presents the key findings

from interviews conducted with NOUS project members.

* Section 6.6: Discussion of Validation Results synthesizes the findings from all validation

activities, highlighting the architecture’s identified strengths and limitations/trade-offs.

79
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* Section 6.7: Threats to Validity critically examines potential limitations of the validation

study itself.

6.2 Methodology

Regarding the chosen methodology for validating the HITL-FL system, it combines analytical
evaluation with practical demonstrations and expert feedback. This approach consists of three

primary pillars:

1. Architectural Requisites Fulfillment Analysis - a systematic analysis of how the proposed
architecture’s design addresses the functional and non-functional requisites established in
Section 4.2 of Chapter 4.

2. NOUS Mapping & Demonstration - the mapping of the HITL-FL architecture to the con-
crete proposed architecture (NOUS’ architecture, Section 2.6.1), alongside its application to
a real-world scenario (Use Case #2, Energy Prediction and Data Lifecycle Management) to

illustrate its practical instantiation and potential operational flows.

3. Qualitative Expert Review - the gathering and analysis of insights from external experts
who have not participated in the development of the architecture, gathered through semi-

structured interviews that were based on established qualitative research protocols.

By triangulating these three validation strands, the validation process can ensure a comprehen-
sive and robust assessment of the HITL-FL architecture’s completeness, practicality and alignment

with its stated design goals.

6.3 Architectural Attributes Fulfillment Analysis

To initiate the architecture validation process, a key method employed is the systematic evaluation
of how the proposed architectural design of the HITL-FL system addresses the defined functional
and non-functional attributes, as presented in Section 4.2.2 of Chapter 4. These attributes establish
the core capabilities and characteristics that the architecture is designed to deliver. With this
in mind, this section is dedicated to analyzing how each attribute is fulfilled by showcasing the
various architectural containers, components, interactions and design choices that contribute to

meeting each specific goal.

6.3.1 Functional Attributes Fulfillment

As it was presented previously, in Section 2.5 of Chapter 2, the functional attributes define the
capabilities that the HITL-FL system must support to integrate human oversight within FL frame-
works effectively. Taking this into consideration, the following analysis details how each func-

tional requisite is addressed in the proposed architecture and how well they are fulfilled.
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FR.001: Federated Model Training

* Requisite - clients/users shall be able to train local models on their privately owned data,

as well as fine-tune them based on the central aggregated global model.

* Fulfillment - this task is directly addressed by the FLL Compute/Training Module con-
tainer, showcased in Figure 4.5. In this container, local model training is performed by
the Shareable Model Trainer component. In addition, the Model Sync & Update Handler
updates the shareable local model with each new version of the central global model, and
the Personalized Model Engine component performs the local refinement for adaptation

to the user context and environment.
FR.002: Local Data Storage

* Requisite - training data shall be stored on a local storage system, accessible only to the

respective client.

* Fulfillment - the Local Data Store database container, showcased in Figure 4.2 as part of
the Client Environment, provides this capability. The data stored in it is accessed by var-
ious components within the FL. Compute/Training Module for model training, updating,

and personalization.
FR.003: Secure Model Update Exchange
* Requisite - clients shall securely send model updates to the central server which, subse-

quently, sends the model updates back to each client.

* Fulfillment - on the client side, this action is performed by the Secure Connection Gate-
way of the Client Environment, presented in Figure 4.2, while on the central server side,
the central model updates are sent by the Model Distributor component (presented in Fig-

ure 4.4, present in the Central Server container.
FR.004: Centralized Model Aggregation
* Requisite - the central server shall aggregate model updates from various clients to create

a newly improved global model.

* Fulfillment - the Aggregation Engine, detailed in Figure 4.4, is the one responsible for
receiving the client updates from the Incoming Model Update Handler and applying the

appropriate aggregation algorithms.
FR.005: Model Trustworthiness and Selection

* Requisite - the central server shall evaluate the aggregated global model to select the most

suitable model version to send back to the clients.

* Fulfillment - this is a combination of two components from the Central Server con-

tainer, both showcased in Figure 4.4: the Trustworthiness Evaluation & Metrics Engine,
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which performs the model evaluation against the predefined performance benchmarks and
checks its trustworthiness, and the Model Selector & Rollback Logic component that, con-
sidering the results from the analysis, selects the most appropriate version to send to the
clients (whether it is the newly aggregated version or a validated stable previously stored

version).
FR.006: Global Model Predictions and Uncertainty Outputs

* Requisite - the central server shall use the aggregated model to generate predictions on
a representative dataset, outputting a list of predictions along with their respective uncer-

tainty and confidence scores.

* Fulfillment - the Trustworthiness Evaluation & Metrics Engine, illustrated in Figure 4.4,
performs this task on a centrally-held proxy dataset. The resulting predictions and their
associated uncertainty/confidence scores are then transmitted to the Active Learning &

Oversight Trigger Module container (Figure 4.2).
FR.007: Human Expert Oversight and Control

* Requisite - human experts shall view the aggregated model state and other metrics, and

provide input on the development process (approve/reject, retrain, adjust policies, etc.).

* Fulfillment - the Al Dashboard container, within the Human Oversight & Trigger Hub
(Figure 4.2), is the main interface for the Human Experts to review and analyze the state
of the model and its metrics, since it receives and presents the information from the Cen-
tral Server, the Active Learning & Oversight Trigger Module and the Continuous Ethical
Validator. Regarding expert decisions/control actions, before they are transmitted to the

Central Server, they are validated by the Authorization Service.
FR.008: Active Learning Section and Annotation Workflow

* Requisite - the system shall identify the most informative predictions for human experts

to review and annotate.

* Fulfillment - the Active Learning & Oversight Trigger Module contains the Sample Se-
lector Component, illustrated in Figure 4.3, which applies active learning strategy algo-
rithms, like uncertainty sampling or edge-case sampling, to identify the predictions and

data samples that deserve human expert attention.
FR.009: Expert Feedback Integration

* Requisite - labeled data and high-quality feedback shall be utilized to refine the central,
aggregated, global model.

* Fulfillment - this is ensured by the Feedback Processor Component, within the Active
Learning & Oversight Trigger Module (Figure 4.3). This refined data is then sent to the
Central Server container for its Aggregation Engine to fine-tune and include the expert-

labeled data into future training rounds.
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FR.010: Ethical Validation & Alerting

* Requisite - the system shall detect deviations from ethical guidelines or performance

degradations, and send alerts.

¢ Fulfillment - the Continuous Ethical Validator, present in the Human Oversight & Inter-
action Hub (Figure 4.2), constantly monitors the models’ state and performance, against
defined policies stored in the Governance Framework & Policies Store. Whenever a
performance/ethical deviation occurs, not only are alerts generated and sent to the Al
Dashboard, for Human Experts to become aware, but also to the Orchestration & Trigger
Component of the Active Learning & Oversight Trigger Module (Figure 4.3), for task

generation and human analysis.
FR.011: Auditable Blockchain Logging

* Requisite - the system shall log cryptographic hashes and metadata records to a blockchain.

* Fulfillment - the external Blockchain Logging/Audit System (Figures 4.1 and 4.2) is
tasked with this purpose. Various containers log critical information like the model state
hashes, human expert decisions, important metadata and other key round events to this
blockchain system. For example, the Central Server makes use of its Blockchain Inter-

face (Figure 4.4) to log information, thereby ensuring a secure and immutable audit trail.
FR.012: Historical Data Query and Model Rollback

* Requisite - the central server shall query the blockchain for previous performances, vali-

date the model state and review past expert decisions to facilitate a model rollback.

* Fulfillment - the Model Selector & Rollback Logic of the Central Server, showcased in
Figure 4.4, interacts with its Blockchain Interface component to query historical trusted

model identifiers/hashes, as to enable informed rollback decisions.
FR.013: End-User Expert Local Review and Refinement
* Requisite - end-user experts shall review the outputs from the personalized model and

provide corrections and feedback to update their local data.

* Fulfillment - within the FL. Compute/Training Module container, the Local Review &
Feedback Interface (Figure 4.5) presents outputs of the personalized model to the End
User Expert. The feedback received will update the Local Data Store and influence the

Personalized Model Engine component.
FR.014: Local Label Propagation

* Requisite - client systems shall automatically propagate existing expert-annotated and

validated labels to similar unlabeled local data.
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¢ Fulfillment - the Label Propagation Service component, illustrated in Figure 4.5, per-
forms the automatic label propagation to unlabeled data that is similar to the end-user
expert annotated ones. It reads from and writes to the Local Data Store to enrich the local

datasets with minimal additional human effort.
FR.015: System Tradeoff Analysis

* Requisite - the system shall load and present to human experts on the dashboard the

results of offline or periodic quantitative tradeoff analysis.

¢ Fulfillment - in Figure 4.1, it is possible to evidence the external System Tradeoff Anal-
ysis Results system, which performs offline periodic data tradeoff analysis that are con-
sumed and displayed by the Al Dashboard container, to better inform the Human Experts
regarding system configuration and operation parameters, as well as helping them decide

with a greater understanding [20].

From these detailed descriptions, it is possible to conclude that all functional requirements that
describe the main functions and responsibilities of the HITL-FL system are being fully met by all

its interacting components.

6.3.2 Non-Functional Attributes Fulfillment

Concerning the non-functional quality attributes, as presented in Section 2.5 of Chapter 2, they
represent the behavioral characteristics of a system that determine whether it can meet its defined
needs or goals. Taking this into account, this section reviews the previously defined non-functional

attributes (Section 4.2.3) in terms of their implementation and the extent to which they are fulfilled.

NFR.001: Security

* Requisite - ensure privacy and confidentiality of sensitive data (client data and model
updates), model integrity and authorized access to system functions, and prevent data

attacks.

* Fulfillment - this attribute is one of the main foundations behind this system, and it is

addressed through multiple layers and components:

— Federated Learning Principles of Data Privacy and Confidentiality - the FL
paradigm itself, supported by the FL. Compute/Training Module and Local Data Store
(Figure 4.5), ensures that the raw client data remains decentralized.

— Mechanisms of Encryption and Anonymization in Transmitted Client Data -
when the Secure Connection Gateway sends the client model updates to the Cen-
tral Server (Figure 4.2), privacy-enhancing techniques, like differential privacy [60],
are considered to protect data contributions further. At the same time, encryption
is used for data in transit. On a related note, metadata (data source characteristics,

timestamps and other relevant data) that are sent in conjunction with the client model
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gradients/model parameter changes is also anonymized to ensure that only data that
can be shared with the Central Server is sent through. Additionally, the Secure Con-
nection Gateway utilizes TLS over MQTT [7, 60], which helps ensure confidentiality
and data integrity during transit, as well as prevent data leakage attacks.

— Secure Annotation Tasks - to initiate the active learning task, the Central Server
sends prediction-data sample pairs to the Active Learning & Oversight Module. To
guarantee security, these pairs undergo privacy-preserving transformations (like de-
identification and feature masking [1], which remove any critical private data fields
and ensure that human experts only see the essential) [46]. The transformed data
is then prepared for the expert. The human expert annotations and feedback, when
submitted back through the HITL Secure Gateway & Task Router, are also encrypted
with secure cryptographic proof/tag (ensuring integrity and non-repudiation) [60],
which will be then used by the HITL gateway to verify proof and forward the securely
verified expert oversight to the active learning module. It is also important to note that
the transmission of data between the Active Learning & Oversight Trigger Module
and the HITL Secure Gateway & Task Router occurs by TLS over MQTT [60].

— Authentication - during the active learning loop, the HITL Secure Gateway & Task
Router has many responsibilities, including handling authentication [29]. This pro-
cess enables Human Experts to participate in the annotation/labeling task of the active
learning workflow, as the secure gateway, through its internal matching component,
forwards the annotation task to the most suitable expert.

— Authorization Access - the Authorization Service (Figure 4.1), acts as Policy Deci-
sion Point, evaluating actions against defined user roles and permissions, which are
in accordance with the Governance Framework & Policies Store. This container gov-
erns access to the AI Dashboard and HITL Secure Gateway & Task Router function-
alities for Human Experts. In this context, IAM principles are assumed for identity
management.

— Secure Model Aggregation - the Aggregation Engine performs the task of model
aggregation, illustrated in Figure 4.4. For this process to be secure, a protocol like the
MPC-based ones could be used [60], as it prevents the server from seeing individual
client updates. Another way to ensure a secure aggregation is to filter malicious client
updates before the model metrics are presented to the human experts, which makes
their oversight much more trustworthy.

— Model Integrity - the external blockchain system stores cryptographic hashes of
validated model versions, allowing for integrity verification.

NFR.002: Trustworthiness & Explainability

* Requisite - users shall trust and effectively interact with a system, particularly one that
is perceived to make reliable, ethical and transparent complex decisions in sensitive envi-

ronments, fostering the confidence of all users.
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* Fulfillment - guaranteeing that Human Experts and, by extension, end-users who interact
with this particular system, have the confidence not only in its outputs, but also in inter-
acting with it, was one of the main objectives that influenced and marked the design of

the HITL-FL system. This focus is addressed in the following containers/components:

— HITL Paradigm - the overall inclusion of human oversight and judgment into the
Al life cycle already helps make the whole Al process trustworthy and easier to
understand to the users, as their own input is included.

— AI Dashboards - within the Human Oversight & Interaction Hub, there is an Al
Dashboard container (Figure 4.2) that serves as the focal point for showcasing the
overall state of the central global model to Human Experts. Through interacting with
the dashboard, which is perceived to be designed with HCAI and XAI principles,
users are exposed to the model’s performance metrics, explainability visualizations,
fairness audits and contextual information, thereby gaining a better understanding of
the current state of the Al model. Complementary to this, users also have access to
risk assessments (by critically evaluating potential impacts and safety tradeoffs pro-
vided by the external System Tradeoff Analysis Results system), client contributions,
model representations, and uncertainty clusters, allowing the dashboard to become an
active exploration tool [2]. In consequence, model behavior becomes more transpar-
ent to Human Experts.

— Ethical Validation - performed by the Continuous Ethical Validator (4.2), in con-
junction with the Governance Framework & Policies Store, the system constantly
monitors the model’s ethical alignment and performance to avoid not only ethical
and performance drifts but also to provide transparency into the decision-making cri-
teria. The policies by which the ethical validator container evaluates the model’s
performance are derived from or in accordance with the GDPR European laws, for
example.

— Expert Justifications - whenever user experts are allowed to contribute to the Al life
cycle by making decisions through the Al Dashboard or labeling data and providing
feedback through active learning processes, these actions are also accompanied by
their justifications or reason codes, thereby adding another layer of explainability to
the feedback loop.

NFR.003: Auditability

* Requisite - provide a clear, immutable record of not only all events and process steps
but also model versions, metadata, and key expert decisions so that at all times, there is
a record of what happened and who did what, enabling process debugging and building

trust.
* Fulfillment - in this system, the external Blockchain Logging/Audit System is responsible
for storing and securing an immutable log of all critical events, data artifacts and decisions

during each FL round. This blockchain system receives information from:
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— The Central Server - through its Blockchain Interface (Figure 4.4), the server logs
to the blockchain key information, such as cryptographic hashes of validated versions
of the global model and their states (that includes performance and fairness metrics,
relevant contextual summaries, triggered control actions, from the AI Dashboard,
provided justifications and aggregated model version identifiers). It also logs other
operational events, such as timestamps, aggregation rounds, errors encountered and
model parameter changes. This minute logging enables audit and traceability.

— HITL Secure Gateway & Task Router - it logs records of Human Expert decisions
and action hashes, alongside their provided justifications, and other HITL gateway
interactions.

This blockchain external system also enables containers/components, such as the Contin-
uous Ethical Validator or the Model Selector & Rollback Logic (present in Figures 4.2
and 4.4), to query for historical logs and analysis, or trusted model identifiers and hashes,

respectively.
NFR.004: Usability

* Requisite - ability for Human Experts to interact with the system and their respective allo-
cated components to understand model behavior, perform validation and provide feedback
easily.

* Fulfillment - the designed HITL-FL system integrates specific containers and modules
that perform this specific task:

— AI Dashboard - showcased in Figure 4.2, the dashboard provides a dedicated in-
terface for Human Experts to review the model’s current state through clear visual-
izations and interactive visualization tools. One of its main goals is to ensure that
expert oversight is effectively included and that their comprehension does not pose
any issues.

— Expert Task Router - as part of the HITL Secure Gateway & Task Router container
(Figure 4.2), this internal component is responsible for utilizing matching strategies
based on expert specialty, workload, and performance to allocate annotation tasks to
the most suitable human experts.

— Most Relevant Prediction/Sample Selection - the Active Learning & Oversight
Trigger Module contains the Sample Selector Component (Figure 4.3), which is
tasked with selecting the most informative and critical prediction-sample pairs to
be reviewed, annotated [52] and labeled by Human Experts, thereby enhancing the
perceived efficiency of this process.

NFR.005: Adaptability & Maintainability

* Requisite - the ease with which the system can be modified and corrected to incorpo-
rate new FL algorithms, expert tasks, ethical guidelines or integrate with other external

systems.
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* Fulfillment - one of the key concerns when designing the HITL-FL system was the clear
separation of responsibilities throughout the various modules and services that comprise
the system. Taking this into consideration, this design choice can be seen manifested in

the following architectural characteristics:

— Modular Container/Component Design - it is evident from Figures 4.2, 4.3, 4.4
and 4.5, which represent the Container and Component diagrams of the HITL-FL
system, that there is a precise distribution and distinction of responsibilities through
the various modules of the system, interconnected via well-defined interfaces (APIs
or event communication). This modularity ensures that whenever there is a need
to update or replace one of these services, it does not affect other components or
containers.

— The Governance Framework & Policies Store - as presented in Figure 4.2, allows
for the update of ethical rules, fairness thresholds, and other policies without hassle
or significant changes to the orchestration logic.

— HITL Adaptability - the mechanisms that allow the integration of human oversight,
by themselves, contribute to the system’s adaptability to evolving understanding or

changing data characteristics.
NFR.006: Scalability

* Requisite - the system’s ability to handle a growing number of clients, data volume,

complexity of models and interactions.

¢ Fulfillment - various design choices were implemented when designing the HITL-FL
system to enable the system to continue operating stably as growth occurs across multiple
dimensions, such as client numbers, data volumes, model complexity, or the scale of

human expert interactions. These choices are as follows:

— Inherent FL Scalability - one of the foundational aspects of FL is that its client
model training is decentralized (as shown in Figure 4.5 and 4.2), which enables the
system to scale with an increasing number of participating clients. The Central Server
handles and aggregates client model updates, as this container does not deal with raw
client data. Therefore, it avoids the central data ingestion bottleneck.

— Scalable and Modular Services - within the HITL-FL system, as presented in the
previous non-functional attribute, modularity is one of the key characteristics that
make it up. As a consequence, individual services can be scaled horizontally (for
example, by deploying more instances) based on their specific load if the volume of
expert interactions increases [36].

— Asynchronous Workflows - within the Human Oversight & Interaction Hub (Fig-
ure 4.1), MQTT is used for communication between the Active Learning & Oversight
Trigger Module and the HITL Secure Gateway & Task Routing [7]. The usage of this
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event-driven communication allows the central model aggregation and evaluation cy-
cles to decouple themselves from the human interaction stages. As a consequence,
the FL process is not blocked by potentially variable HITL processing times. In addi-
tion, client-server communication also utilizes MQTT, as it supports multiple clients
to connect/disconnect and asynchronously submit their model updates [7]. Conse-
quently, it also enables the central server to process these updates effectively without
requiring tightly synchronized communication, thereby supporting a large and dy-

namic client base.
NFR.007: Performance

* Requisite - the system shall demonstrate adequate responsiveness regarding the time re-
quired for an aggregation round or an expert task to be completed, as well as sufficient

throughput (like the number of clients supported).

* Fulfillment - related to Scalability (NFR.006), the system was designed to ensure that,
although HITL inherently introduces latency, the model presents timely updates, respon-
sive expert interfaces, and the avoidance of bottlenecks. With this in mind, the following

characteristics of the system are highlighted:

— Optimized Aggregation Algorithms - in the Aggregation Engine, showcased in Fig-
ure 4.4, the FedDyn algorithm can be utilized, as it is one of the most effective FL
aggregation algorithms. However, if there are bandwidth issues, other algorithms,

such as FedAvg or the Model Setup approach [51], can be used.

— Targeted Expert Involvement - the active learning module ensures that Human Ex-
perts only work on and are exposed to relevant and informative prediction-data sam-
ple pairs, thereby making the overall labeling and feedback process more effective in

terms of model improvement.

- Efficient Communication - the usage of MQTT for event-driven communication
offers various performance benefits. Due to its publish-subscribe model, the network
overhead can be reduced, and responsiveness can be improved, whether for delivering
model updates or annotation/review task notifications, especially when compared to

traditional synchronous polling for frequent API calls.

Through this detailed analysis, it is possible to verify that the proposed HITL-FL architecture
is designed to comprehensively address all defined functional requirements, as well as to exhibit
the desired non-functional quality attributes, thereby laying a strong foundation for a trustworthy,
secure and effective system. However, it is also essential to consider that there is still future
work that could be done to address these attributes further and fulfill them, especially in terms of
scalability and performance, for example, which, although relevant to the system, are not one of

the critical focuses of this work.
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6.4 NOUS Mapping

To further evaluate the practical applicability of the proposed HITL-FL reference architecture, this
section is focused on presenting its mapping to the NOUS’ architecture and its second use case
(Use Case #2 - Energy Prediction and Energy Data Lifecycle Management). Due to its ambitious
goals concerning data sovereignty, distributed Al and the need for trustworthy systems, as stated
in Chapter 2, in Section 2.6, the NOUS project serves as the main real-world context to instantiate

and explore the proposed architectural concepts.

6.4.1 HITL-FL System & NOUS

Considering the NOUS architecture presented in Section 2.6.1 of Chapter 2, this section outlines
the practical implementation of the HITL-FL system within the existing components and services
of the NOUS project infrastructure. This exercise aims to not only show how the conceptual
elements of the HITL-FL system can align with its concrete NOUS counterparts, but also highlight
the ways this proposed architecture extends the currently proposed NOUS ecosystem to allow for

the integration of human oversight, one of the project’s objectives, as stated in Section 2.6.

6.4.1.1 Mapping the Conceptual HITL-FL Architecture onto NOUS

Descriptions from A. to K. illustrate how each major logical grouping or key container/component
of the HITL-FL architecture is mapped to its NOUS counterpart.

A. FL Compute/Training Module

Model Sync & Update Handler

NOUS Counterpart - Data Agent — Applications & Data Orchestration — Federated Learning.
Details - opens a TLS channel through the Service Gateway (VPN / Firewall); sends encrypted
gradients to the central server and listens for global-model downloads.

Local Training Orchestrator

NOUS Counterpart - same FL. Component, working with Data Agent — Workflow Configuration
+ Data Bus (Streamhandler).

Details - starts either shareable-model training or personalized fine-tuning when triggers appear
(like new labels).

Shareable Model Trainer

NOUS Counterpart - same FLL Component, running on local Al-Provisioning resources (CPU,
GPU, or HPC).

Details - reads Raw Local Data; trains the shareable local model (no fine-tuning); hands the re-

sulting gradients to the Model Sync & Update Handler.

Personalized Model Engine

NOUS Counterpart - same FL. Component, invoked after expert feedback.
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Details - fine-tunes the personalized copy of the model with the expert’s decisions; writes predic-

tions + confidence scores to the Formatted Data.

Label Propagation Service

NOUS Counterpart - new microservice under Data Agent — Applications & Data Orchestration.
Details - reads expert labels from Data Store Adapter; applies domain logic to propagate labels to
similar unlabeled samples; writes propagated labels back into Formatted Data for the next training

cycle.

Local Review & Feedback Interface
NOUS Counterpart - Ul widget inside the FL. Component.
Details - displays model outputs to the end-user expert and captures corrections sent to the Per-

sonalized Model Engine.

Local Data Validator & Pre-Processor
NOUS Counterpart - data Agent — Applications & Data Orchestration.
Details - checks data quality, removes outliers, and prepares batches before any training or fine-

tuning run.

End User Expert

NOUS Counterpart - Common Administration Services — Identity & Access Management (IAM)
— Roles of “local_data_contributor” or “personalized_model_reviewer”.

Details - interacts primarily with the Local Review & Feedback Interface to provide feedback on

personalized models.

The client-side functionalities of the HITL-FL system, encapsulated within the FL. Compute/-
Training Module container, are mapped to corresponding services within the NOUS Data Space
Participant’s Data Agent. As detailed above, core federated learning operations, including local
data orchestration and end-user interactions, utilize the NOUS components, such as the Federated
Learning service, Workflow Configuration, Data Bus, and Al-Provisioning for local computing,

while ensuring that local data remains private and secure.

B. Secure Communication Layer

Secure Connection Gateway (MQTT / TLS broker)

NOUS Counterpart - Common Administration Services — Service Gateway (API Gateway ex-
poses endpoints, Policy Enforcement Point (PEP) checks every call, Network uses VPN and Fire-
wall); Identity & Access Management — Certification Authority; Infrastructure Agent — Admin
Services — Encryption Key Management.

Details - sets up the TLS channel that all FL traffic uses; both gradient uploads and model down-
loads go through the same API path, protected by the VPN + firewall and filtered by the PEP.
The Certification Authority and Key-Management supply TLS certificates and keys, and protect

cryptographic material (gradients and models).
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The HITL-FL architecture relies on a dedicated Secure Connection Gateway at each client
node to manage the channels for communicating with the central server. In the NOUS framework,
this layer is realized through its Service Gateway, VPN and key management services, which
ensure that all FL traffic between clients and the central server remains encrypted, authenticated

and policy-controlled.

C. Active Learning & Oversight Trigger Module

Sample Selector Component

NOUS Counterpart - Data Space Participant — Data Agent — Applications & Data Orchestration
— Federated Learning + Data Analytics / XAI APL.

Details - calls the XAI API to pull each sample’s prediction + confidence; ranks samples by

uncertainty and saves the chosen IDs in a small in-memory list.

Orchestration & Trigger Component

NOUS Counterpart - new microservice deployed in the Data Agent — Applications & Data Or-
chestration.

Details - reads policy rules from the Governance Policies Store; decides which samples need hu-
man expert review; publishes annotation task requests as MQTT events, consumed by the HITL
Secure Gateway & Task Router; actions are authorized via IAM and critical triggers may consult

the central Authorization Service.

Feedback Processor Component

NOUS Counterpart - Service Gateway (for secure callbacks) — Data Agent — Data Persistence
— Data Store Adapter.

Details - subscribes to MQTT events for completed annotations; processes received expert labels;

writes verified labels to Formatted Data for training components.

Internal State Store
NOUS Counterpart - deployed next to the Data Agent.
Details - tracks workflow status for each sample; avoids extra load on disk-backed storage; cleared

after every aggregation round.

The Active Learning & Oversight Trigger Module is a crucial component of the HITL-FL
architecture, responsible for intelligently selecting data for human review, orchestrating the anno-
tation workflow and processing user feedback. In this specific case, it utilizes NOUS’ analytics
and orchestration components to automate the selection process of uncertain samples for human
review and to handle user feedback. More specifically, for example, the Sample Selector leverages
NOUS’ XAI and Data Analytics APIs to rank uncertain samples for review. At the same time, the
Orchestration and Trigger logic is perceived as a new NOUS microservice that interprets gover-
nance policies to determine which samples require human annotation and triggers those annotation
tasks through IAM-controlled MQTT events. Another component to highlight is the Internal State
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Store, located within the Data Agent, which tracks the workflow status of each sample throughout

this cycle.

D. Central-Server (Global-Orchestration) Layer

Incoming Model Update Handler

NOUS Counterpart - Data Space Infrastructure Participant — Infrastructure Agent — Al Provi-
sioning — Federated Learning service.

Details - receives clients’ encrypted gradients through the Service Gateway; IAM authenticates

and authorizes the sender; FL service decrypts before aggregation.

Aggregation Engine (federated-learning algorithm)

NOUS Counterpart - Federated Learning service inside Al Provisioning.

Details - combines all client gradients (with FedDyn or FedAvg) [51] to build a new global model;
runs on the central CPU/GPU cluster managed by the Infrastructure Agent.

Trustworthiness Evaluation & Metrics Engine

NOUS Counterpart - new microservice deployed in the Infrastructure Agent that reads models
from PaaS Service — Database (aggregated-model store).

Details - tests freshly aggregated model on a held-out set; calculates accuracy and fairness scores;

stores results for audit and policy checks.

Model Selector & Rollback Logic

NOUS Counterpart - new microservice in the Infrastructure Agent, calls Common Admin Services
— Policy Enforcement Point (PEP) and PaaS Service — Blockchain.

Details - examines trust metrics, applies policy rules (from Governance Policies Store); marks

model as “approved” if policy met, else rolls back to last blockchain-approved version.

Model Distributor
NOUS Counterpart - Federated Learning service plus Service Gateway (API Gateway + VPN).
Details - pushes approved global model over TLS to every Data Agent topic (e.g., ‘/nous/model-

s/new ‘); clients pull automatically.

Model Store Interface
NOUS Counterpart - PaaS Service — Database (aggregated-model registry).
Details - stores every approved or rolled-back model binary, with metadata and version tag.

Blockchain Interface
NOUS Counterpart - PaaS Service — Blockchain (NOUS-hosted ledger).
Details - records model hashes, approval decisions, expert IDs and aggregation-round events;

queries the ledger for trusted fallback models.

This mapping illustrates the overall workflow that occurs in the Central Server. Gradients

that arrive through the Service Gateway are aggregated in the Al Provisioning service (Federated
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Learning service) and evaluated by the new trust-metrics engine. The resulting model is then either
approved or rolled back, with every decision and key metadata logged on the blockchain. Finally,
the approved model is stored in the database (Aggregated Model Store) and distributed back to all

client nodes over the same secure channel via the Service Gateway.

E. Governance Framework & Policies Store

Governance Framework & Policies Store

NOUS Counterpart - Policy Repository / Administration Point (PAP), implemented as a special-
ized PaaS Service — Database or dedicated Configuration/Policy Management Service.

Details - stores policy directives such as fairness thresholds and role-based permissions; applica-
tion components query this store for operational rules and thresholds; the HITL-FL Authorization
Service (system’s PDP) consults this store for policies and roles, enforced by PEPs in gateways or

application interceptors.

The Governance Framework & Policies Store is conceptualized within NOUS as a central Pol-
icy Administration Point (PAP). This store is critical as it holds the definitions for operational rules,
ethical guidelines, fairness thresholds and access control policies. Various components throughout
the HITL-FL architecture rely on querying this repository to guide their decision-making processes

and ensure compliant system behavior.

F. Al Dashboard & Human-Expert Interfaces

HITL Secure Gateway & Task Router

NOUS Counterpart - Common Administration Services — Service Gateway (API Gateway + VPN
/ Firewall).

Details - a new microservice behind NOUS’s standard Service Gateway; subscribes to MQTT
events for 'review-this-sample’ tasks; uses internal Task Router to assign tasks to Human Ex-
perts (via IJAM roles); presents tasks via its annotation interface; experts submit annotations back
through this Gateway, which are published as MQTT events.

Al Dashboard

NOUS Counterpart - User Dashboards & Services — Data Visualization / Config-&-Management
Dashboards.

Details - runs as a web application in the dashboard layer; allows Human Experts to oversee model
performance, fairness and monitoring; all actions travel through the Service Gateway for logging,

IAM enforcement and oversight.

Human Expert
NOUS Counterpart - Identity & Access Management — Roles ("expert_labeler”, "model_auditor",
"trust_reviewer", for example).

Details - logs in via single-sign-on; uses annotation page (served by HITL Gateway) to add or
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correct labels; uses Al Dashboard to inspect metrics, validate model quality and issue control

actions.

As detailed, the Human Expert, authenticated and role-managed by NOUS’ Identity & Access
Management, interacts with the system in two different ways, depending on the task at hand. For
detailed, sample-specific tasks like annotation, the HITL Secure Gateway & Task Router is con-
ceptualized in the NOUS framework as a new microservice that leverages NOUS’ Service Gate-
way infrastructure, providing a secure and dedicated communication channel for human oversight.
For model oversight and monitoring, the Human Experts interact with the Al Dashboard that is
integrated within NOUS’ User Dashboards & Services. This dual-interface approach ensures that
different types of expert interaction are managed efficiently and securely.

G. Local Data Store

Local Data Store (on-device repository for all training and feedback data)

NOUS Counterpart - Data Space Participant — Data Agent — Data Persistence: Raw Local Data
bucket, Formatted Data bucket, Data Store Adapter.

Details - holds all node data: raw inputs, expert labels, propagated labels, predictions, personalized
model artifacts; FL. Component reads raw files for training, writes predictions as formatted records;
Label Propagation Service updates labels; Streamhandler broadcasts new rows; only encrypted

gradients and high-level metrics ever leave the store.

As detailed above, the HITL-FL architecture’s Local Data Store maps to a structured data per-
sistence layer within the NOUS Data Agent. This includes distinct storage for raw and formatted
data, accessed via a uniform Data Store Adapter. This setup ensures that all client-side operations,
from initial training on raw data by the FL. Compute/Training Module to the storage of expert-
annotated labels and the application of the label propagation process, are underpinned by a local

and secure data repository, with strict controls on what information leaves the client environment.

H. Continuous Ethical Validator

Continuous Ethical Validator

NOUS Counterpart - new microservice that plugs into: Data Space Infrastructure Participant —
PaaS Service — Database; Common Administration Services — Policy Enforcement Point (PEP);
User Dashboards & Services — Al Dashboard.

Details - downloads fresh global model after each aggregation round; runs tests: accuracy, fair-
ness metrics, concept-drift; compares with thresholds from Governance Framework & Policies
Store; raises "ethical/performance alert" via Service Gateway to Al Dashboard and Orchestration

& Trigger Component; writes evaluation summary to database for traceability.

The mapping detailed above positions the Continuous Ethical Validator as a new, proactive
microservice within the NOUS ecosystem. It interacts with NOUS’ PaaS database to access ag-

gregated models, consults policy enforcement points for evaluation thresholds (derived from the
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Governance Framework & Policies Store) and forwards alerts through NOUS’ Service Gateway
to both the Al Dashboard, for human awareness, and the Orchestration & Trigger Component,
for automated or HITL-mediated responses. This ensures continuous, policy-driven, ethical and

performance oversight for every global model iteration.

I. Blockchain Logging / Audit System Interface

Blockchain Interface (within Central Server)
NOUS Counterpart - Data Space Infrastructure Participant — PaaS Service — Blockchain.
Details - signs each significant event, writes it as a transaction to NOUS blockchain; queried by

Model Selector & Rollback Logic for trusted model version or audit trail.

The blockchain interface component of the HITL-FL architecture directly leverages NOUS’
PaaS Blockchain service. This interface acts as a dedicated wrapper, responsible for recording crit-
ical system events, model states and expert decisions onto the NOUS ledger. It also enables func-
tionalities like trusted model rollback by the Model Selector & Rollback Logic through queries
to the blockchain, thereby ensuring a high degree of transparency and verifiability for the entire
HITL-FL process.

J. Aggregated Model Store

Aggregated Model Store

NOUS Counterpart - Data Space Infrastructure Participant — PaaS Service — Database.

Details - stores every aggregated, approved, or rolled-back global model binary with version tags
and metadata; used by Trustworthiness Evaluation & Metrics Engine and Model Distributor to

access/download models.

The HITL-FL Aggregated Model Store, as detailed in this section, is realized using NOUS’
PaaS Database services, thereby functioning as a central model registry. This store is critical for
storing all versions of the global aggregated model, including those approved or resulting from
rollbacks, complete with their associated metadata. It serves as the authoritative source for the
Trustworthiness Evaluation & Metrics Engine during its model assessment and for the Model
Distributor when disseminating models to clients, ensuring consistency and access to validated

model artifacts.

K. Authorization Service

Authorization Service

NOUS Counterpart - new microservice within the Common Administration Services; acts as Pol-
icy Decision Point (PDP); leverages IAM for identities and roles; reads policies from Governance
Framework & Policies Store.

Details - centralizes fine-grained authorization logic for HITL operations; evaluates permissions
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for critical actions (approve model, submit annotation, trigger retraining) based on policies and
roles; Al Dashboard and HITL Secure Gateway & Task Router query this service before execut-

ing sensitive operations.

The Authorization Service within the HITL-FL architecture is presented as a new microser-
vice, part of NOUS’s Common Administration Services that acts as a central Policy Decision Point
(PDP). It leverages NOUS’ existing Identity & Access Management (IAM) for user identities and

roles and consults the Governance Framework & Policies Store for specific authorization rules.

6.4.1.2 NOUS Architectural Extension

The proposed HITL-FL system, as observed in Section 6.4.1.1, leverages the various services and
modules offered by the NOUS reference architecture. However, it also significantly extends the
foundational capabilities of this data space framework.

While NOUS provides essential infrastructure, like common administration services and basic
data processing blocks (Section 2.6.1), the HITL-FL architecture introduces new microservices/-
components, specialized workflows and new applications of these offered services as to address
the unique requirements that are inherent to the development of a trustworthy, ethical and au-
ditable Al system, that integrates human oversight. The key architectural extensions are detailed

as follows:

1. Introduction of a specialized Human Oversight & Interaction Hub - the HITL-FL ar-
chitecture delineates a dedicated Human Oversight & Interaction Hub as a collection of
integrated application-layer services. This hub, comprising the Al Dashboard (for expert
oversight and XAI), the Active Learning & Oversight Trigger Module, the Continuous Eth-
ical Validator, the HITL Secure Gateway & Task Router, the Governance Framework &
Policies Store and the Authorization Service represents a substantial extension beyond the
generic user dashboard and data visualization services initially described in NOUS, as it pro-
vides specific application logic and interfaces to manage the lifecycle of HITL processes,

tailored for Al model development and governance.

2. Formalization and Operationalization of Ethical AI and Trustworthiness Mechanisms
- a core contribution of the HITL-FL architecture is the explicit integration of ethical Al
principles. The Continuous Ethical Validator, in conjunction with the Governance Frame-
work & Policies Store and the XAI techniques in the Al Dashboard, introduces concrete
mechanisms for embedding dynamic ethical assessments, fairness evaluations, and compli-

ance checks directly within the federated learning workflow.

3. Integration of Advanced Active Learning Strategies for Federated Learning - the Ac-
tive Learning & Oversight Trigger Module optimizes the utilization of expert oversight and
enhances the efficiency of the HITL process in an FL context. While NOUS may support
general "Data Analytics," this specific application of active learning techniques to guide

human intervention in a distributed learning environment is an extension to be highlighted.
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4. Purposeful Application of Blockchain Technology for Comprehensive AI Auditing and
Governance - NOUS offers Blockchain as a PaaS component. The HITL-FL architecture
explicitly applies this technology to establish an immutable and transparent audit trail (like
an "Ethical Black Box"). This ledger records critical artifacts and events, including model
version hashes, expert decisions, validation outcomes and operational metadata, which en-
hances the audibility, accountability and verifiability of the HITL processes, cementing itself

as a significant extension of NOUS’ generic blockchain service.

In conclusion, the HITL-FL architecture extends NOUS not by just replacing its core services
but by building a specialized layer upon it, where novel components and specific data flows are
able to transform NOUS into a targeted platform capable of governing Al systems that have a

strong focus on human collaboration, ethical considerations, security and auditable trust.

6.4.2 NOUS Use Case (Energy Prediction and Energy Data Lifecycle Management)

As presented in Chapter 2, the second NOUS use case is entitled Energy Prediction and Energy
Data Lifecycle Management (PPC), and has the goal of leveraging the NOUS framework to en-

hance PPC’s ! (a major energy company in Greece) capabilities in two key areas:

1. Energy Prediction Tasks - improve the accuracy and efficiency of short-term energy pro-

duction/demand forecasting.

2. Energy Data Lifecycle Management - improve the management, security, integrity and

confidentiality of PPC’s energy-related data.

This use case, due to its nature and surrounding themes, was chosen to map and validate the
HITL-FL proposed architecture within the context of a real-world scenario.

PPC’s primary goal is to improve its operations and services by becoming more data-driven,
as dealing with the available data across multiple systems, often in isolation, has been a persistent
issue. Additionally, its energy prediction tasks are too expensive and do not reach the desired
accuracy. That brings us to the NOUS project, which provides PPC the opportunity to assist with
the many challenges associated with energy predictions. The NOUS Framework can be used to

adopt new technologies, including:

* Advanced ML models, such as Quantum ML, for more accurate energy forecasting.

* A unified technological framework that integrates these advanced Al capabilities, improves

data handling and streamlines processes.
Concerning the challenges addressed by NOUS, they include:

* Limited Accuracy & Timeliness - improving the precision and speed of energy forecasts.

Uhttps://www.ppcgroup.com/en/ppc/
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* Data Management Complexity - enhancing the way data is collected, processed and uti-

lized from various sources, like PV Parks and weather stations (which can be accessed via
APIs).

* Integration of Advanced Technologies - providing access to and support for computation-

ally intensive models and distributed learning techniques.

Given the collaborative nature of the NOUS project, one of its primary defining characteristics
is its involvement with multiple European organizations and partners, each of which provides
specific services that interact with one another. In the case of Use Case #2, numerous partners

contribute to it, each performing a particular role, as highlighted below:

* PPC (Use Case Provider) - the energy company at the center of the use case, which pro-
vides the real-world problem (energy prediction and data lifecycle management), the neces-
sary data and acts as the primary beneficiary of the developed solutions. Their data scientists

and system operators are key human experts involved in the HITL processes.

e AETHON (Coordinator) - leads and coordinates this use case. AETHON also contributes

with an "auto-standardiser” tool for enhancing data consistency and quality.

* NCSRD - responsible for developing advanced ML models, including DL approaches and
exploring the potential of Quantum ML, specifically for the energy prediction task. These

models will leverage HPC resources.

e ITML - develops and implements the FL framework. This framework allows models to be
trained on data from PPC’s various sources (like stations and factories) without needing to

centralize the raw sensitive data.

* POLITO - focuses on integrating HPC and Quantum computing resources necessary for
training advanced models. Additionally, it provides Blockchain solutions for ensuring data

integrity, creating auditable trails and supporting secure data lifecycle management.

* AEGIS - provides cybersecurity solutions for the NOUS framework (specifically for data

exchange within the use case).

* UNIMORE - contributes to the data lifecycle management by focusing on developing stan-

dardized processes for managing production data.

¢ Other NOUS Partners - entities like ARCTUR (for HPC integration) and NETCOMPANY
(common data storage solutions) also contribute to providing infrastructure and services for

the considered use case.

To better understand the overall functioning and flow of this use case, a data flow diagram was

created, as showcased in Figure 6.1.
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Figure 6.1: Use Case #2 Data Flow Diagram

The end-to-end pipeline of Use Case #2 begins with the PPC and other external sensors/APIs,
such as weather stations, PV parks and market feeds, which collect historical and real-time mea-
surements (1). Every incoming record is then immediately forwarded to the Timestamp & Hashing
service, which appends an immutable timestamp and cryptographic hash (2 and 3). In parallel, the
raw data streams are persisted in a cloud data service, such as Azure, and handed to AETHON’s
Auto-Standardizer for standardization, which includes processes like schema harmonization and
basic data cleaning (4, 5, and 6). All-access logs and modifications are recorded on a Blockchain
to ensure data integrity through a tamper-proof audit (7).

Once curated, the data feeds the model-training branch, where NCSRD uses the standardized
data to train ML or quantum-enhanced models, thereby leveraging the HPC resources provided by
ARCTUR/POLITO for heavy computation (8 and 10). As a consequence, the resulting artifacts
(like the trained model) are stored back in the data storage (9). Subsequently, the training results
feed the other branch, the lifecycle-management branch, where blockchain services and ITML’s
FL framework keep sensitive data local while exchanging only model parameters (11 and 12).

The trained predictor is deployed to the Prediction module, which pulls fresh data from Azure,
the cloud data storage (15), and generates short-term forecasts of energy demand and production
(14 and 16). With these forecasts, executive-level summary reports are produced, which are then
benchmarked against PPC’s existing system (17 and 18). From these results, metrics and any
detected drifts, the Validation and Deployment stage is reached, where the loop is closed by PPC
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Figure 6.2: NOUS Use Case #2 Sequence Diagram - End-to-End Federated Learning Round with
Centralized Active Learning and Local Personalization (Scenario A)

Executives validating the deployed pipeline and results, or ordering a rollback to previous model

versions and orchestrating the CI/CD pipeline for subsequent iterations (19 and 20).

6.4.3 Application to NOUS Use Case #2

As stated in Section 6.4.2, to further validate the conceptual HITL-FL architecture in a practical
setting, this section presents its application to the NOUS Use Case #2 (Energy Prediction and Data
Lifecycle Management). This process is done through three sequence diagrams (Figures 6.2, 6.3
and 6.4), each representing distinct scenarios, to illustrate the operational flow and the integration
of HITL functionalities as thought out by the proposed architecture. It is also important to note
that, in each diagram, the components and containers of the conceptual diagram were mapped to

the partners of the use case.

6.4.3.1 Scenario A( End-to-End Federated Learning Round with Centralized Active Learn-

ing and Local Personalization)

Figure 6.2 consists of Scenario A, which illustrates a comprehensive end-to-end FL cycle. This
scenario showcases the dynamic interplay between local client operations, central server aggrega-
tion, HITL active learning process involving central experts and subsequent local model personal-
ization, which were all orchestrated by the proposed HITL-FL architecture.

The sequence begins with the PPC Local Executive initiating local model training within
a PPC FL Client Instance’s FL. Compute/Training Module. This module accesses its designated
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PPC Managed Data Segment (representing PPC’s local data preprocessed by AETHON’s Auto-
Standardiser and Databricks), trains a shareable energy prediction model and securely transmits
the encrypted model update via the client-side Secure Connection Gateway (leveraging AEGIS
security and ITML communication protocols).

Upon arrival at the Central Server environment, the update is processed by the Incoming
Model Update Handler and passed to the Aggregation Engine (reflecting ITML’s FL. frame-
work). Here, itis aggregated with other client updates to form a new global Aggregated Energy
Prediction Model, which is then stored via the Model Store Interface. The Trustworthiness
Evaluation & Metrics Engine subsequently assesses this global model, generating performance

metrics and uncertainty scores. This vital information is forwarded:

* Metrics are sent to the AI Dashboard for central expert visibility.

* Predictions/uncertainty scores are relayed to the Active Learning & Oversight Trigger
Module.

The central active learning loop is then initiated, which identifies samples for expert review.
While sample metadata is displayed on the AI Dashboard for broader context, the secure annota-
tion task itself is managed by the HITL Secure Gateway & Task Router. This gateway assigns
the task to a PPC Central Data Scientist. The expert receives the task and submits their feedback
via the gateway’s secure interface, subsequently enabling the active learning module to provide
refined data for global model improvement by the Aggregation Engine.

Following this, and after an authorized approval decision by the central expert via the AI Dash-
board, the Model Selector & Rollback Logic within the Central Server prepares the updated
global model for distribution. Key decisions and model states are logged to the Blockchain Log-
ging/Audit System (POLITO) for auditability before the Model Distributor sends the approved
model back to the PPC FL Client Instances. These instances then update their local models, with
the PPC Local Executive fine-tuning a personalized version and providing feedback that enriches

the local data for future cycles using the local label propagation.

6.4.3.2 Scenario B (Local Expert Refinement of a Personalized Energy Prediction Model)

Figure 6.3 illustrates Scenario B, which details the client-side active learning process for refine-
ment of the personalized energy prediction model within a PPC FL Client Instance. This scenario
assumes a personalized model (LM_P1) is already in place and has generated predictions. The pri-
mary focus is on leveraging local expert knowledge to enhance both the model’s local performance
and the quality of the underlying data segment, which is used to improve the performance of the
central aggregated model in further FL rounds.

The refinement cycle is initiated by the PPC Local Executive, who triggers a review of the
personalized model’s outputs. The FL. Compute/Training Module then presents these predic-
tions, highlighting instances that may be of low confidence [32], exhibit potential fairness issues

or were flagged by the local executive’s domain knowledge. Subsequently, the executive then
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Figure 6.3: NOUS Use Case #2 Sequence Diagram - Local Expert Refinement of a Personalized
Energy Prediction Model (Scenario B)
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Figure 6.4: NOUS Use Case #2 Sequence Diagram - Ethical Validator Alert and Central Expert
Intervention (Scenario C)

provides feedback, corrections or new labels for these outputs, which are then used to update the
client instance’s PPC Managed Data Segment, ensuring that the local data store reflects the most
accurate and validated understanding.

Finally, this process utilizes the newly validated labels and the current personalized model to
automatically expand the labeled dataset by propagating labels to similar, previously unlabeled
samples stored locally. With this enriched and more accurate local dataset, the FL. Compute/-
Training Module improves the predictive performance of the PPC client instance and, by exten-
sion, contributes to higher-quality updates in subsequent global FL rounds. The performance of

the newly refined LM_P1 can then be presented back to the local executive for further assessment.

6.4.3.3 Scenario C (Ethical Validator Alert and Central Expert Intervention)

Figure 6.4 depicts Scenario C, showcasing the proactive ethical and performance monitoring capa-
bilities of the HITL-FL system within the use case in question. The Continuous Ethical Validator
continually gathers data, including current model performance and state from the Central Server,
historical data from the Blockchain Logging/Audit System and predefined ethical compliance
rules from the Governance Framework and Policies Store. Upon analyzing this data, if a de-
viation from guidelines or significant performance degradation is detected, the validator issues an

alert. This alert is simultaneously sent to the Active Learning & Oversight Trigger Module to
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prepare for potential expert intervention and to the AI Dashboard for immediate display to the
PPC Central Data Scientists & System Operators.

Once alerted, the PPC Central Data Scientists & System Operators utilize the AI Dash-
board to review the deviation details and analyze the model’s performance and context. During
this investigation, they may optionally request further model details from the Central Server or
specific audit trails from the blockchain, with these data access requests being subject to approval
from the Authorization Service. After forming a judgment, the expert decides on a corrective
action (such as triggering retraining, adjusting parameters or rolling back the model). However,
before this action is executed, the AI Dashboard again consults the Authorization Service to con-
firm the expert’s authority. If authorized, the decision and corrective actions are communicated to
the Central Server for execution, and a justification for the action taken is sent for logging to the

Blockchain Logging/Audit System, ensuring a transparent and auditable intervention process.

From these three scenarios, it is clear that the proposed HITL-FL architecture can be applied
to this use case, thereby validating it. The mapping illustrates how the proposed architecture’s
structure and defined workflows fulfill the key functional and non-functional attributes by enabling
HITL functionalities, such as targeted expert feedback, local model personalization, and proactive
ethical oversight. This showcases the architecture’s capacity to address the specific demands of

the NOUS energy use case while adhering to its core design principles.

6.5 Expert Review through Qualitative Interviews

To complement the validation process and provide a better insight into the proposed HITL-FL
architecture, a qualitative expert review process was coordinated, which involved conducting semi-
structured interviews with other architects. The primary objective is to include external individuals
not directly involved in the conceptualization of this specific HITL-FL architecture to obtain an
unbiased perspective on the perceived strengths and weaknesses of the proposed system, as well
as identify potential areas for future refinement that might not be evident from a purely self-
assessment standpoint.

In the context of this thesis, two interviews were conducted, both with members of the NOUS
project who didn’t partake in the development of this architecture but were familiarized with the

overall context in which this work resides.

6.5.1 Interview Protocol

To ensure a systematic approach to the qualitative expert review, a semi-structured interview pro-
tocol was developed, guided by the principles outlined in the ACM SIGSOFT Empirical Standards
for qualitative research, particularly concerning the conduct of surveys and interviews [50].

The interview protocol was structured to cover several areas, allowing for a comprehensive
discussion of the proposed HITL-FL architecture while also exploring emergent themes and in-

depth insights from the interviewees. The main sections of the protocol included:
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1. Purpose of the Interview and Study Context - outline the research objectives and the role

of the interview in the validation process.

2. Interviewee and Interviewer Information - documenting interviewee selection rationale

and interviewer details, including a reflection on potential biases and mitigation strategies.

3. Ethical Considerations and Consent - detail aspects such as voluntary participation, con-
fidentiality, data anonymization, recording procedures and consent, data usage limitations,

and the interviewee’s right to review their transcript.

4. Pre-Interview Preparation for the Interviewee - list the architectural documents and di-
agrams provided to the interviewees in advance for them to analyze. This included a sum-
mary of the HITL-FL architecture, its C4 model diagrams, the defined Functional and Non-
Functional Requisites, the identified Core HITL-FL Design Problems and the sequence di-
agrams for the NOUS Use Case #2 mapping.

5. Interview Guide - a set of open-ended questions organized thematically to explore overall
impressions of the architecture, its effectiveness and practicality in integrating HITL mech-
anisms, its contributions to trustworthiness and ethical alignment, its ability to deal with
privacy and security, the methods to ensure scalability and efficiency, its overall application
within the NOUS use case and, finally, general feedback (perceived strengths, weaknesses,

potential trade-offs and suggestions for future work or improvement).
6. Concluding the Interview - procedures for closing the interview.

The full, detailed interview protocol employed for this study is provided in Appendix A

6.5.2 Data Collection

The expert review data was collected with semi-structured interviews that lasted between 60 to 90
minutes. All interviews were audio recorded at the participants’ request to capture their responses
and perspectives accurately. Notes were also taken to highlight some of the shared themes and
interesting points that developed during the interview.

Following each interview, the audio recordings were transcribed word for word to produce a
detailed textual record. To ensure the fidelity and accuracy of this transcribed data, a member-
checking process was employed, where each interviewee was provided with a transcript of their
respective interview and allowed to review it for any inaccuracies, misinterpretations or to offer

clarifications.

6.5.3 Key Findings

From the conducted expert interviews, various topics of discussion emerged, highlighting the over-
all strengths of the HITL-FL architecture and revealing gaps and opportunities for improvement.
The main findings from these interviews are presented in Sections 6.5.3.1 to 6.5.3.6, each repre-

senting a specific theme.
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6.5.3.1 Architectural Clarity/Readability

The overall legibility of the architectural diagrams was a key point of positive feedback throughout
the interviews. They were described as “very well designed” and “clear and easy to interpret”,
which reinforced their effectiveness in communicating the system’s structure and responsibilities.

However, even though the diagrams were perceived as being solid and easy to understand, an
effort to maintain visual consistency could enhance their comprehension, since there are instances
where the same element shifts positions across different diagrams. According to one interviewee,
“keeping this visual consistency would help (...) maybe you could rearrange the lines a bit so that
they are closer together and do not cross the diagram as much.” These small adjustments in visual

coherence could improve the experience of navigating across the different architectural views.

6.5.3.2 Modularity & Maintainability

In both interviews, modularity was also recognized as one of the strengths of the presented frame-
work, with a clear division of responsibilities among its various components/modules. As one
interviewee noted, “something you did that was very good was you actually modularized the com-
ponents, and I appreciate that because in that sense, if one of them fails, then the other one may
not fail,” which underscores the clear separation of tasks and the subsequent reduction of severe
consequences whenever a failure occurs.

From a maintainability approach, there is also no immediate red flags. As expressed by one
of the individuals “I haven’t seen anything that specifically calls the maintainability of your cur-
rent design into question.” The same interviewee added that having “different components with
different responsibilities” positions the system to adapt well to future changes.

Regarding ways to potentially improve this modular structure, two methods stood out. One
was following a microservices approach, where “each microservice must have its own database.”
The other method was creating a domain model of this system, as an exercise to identify possible
containers or components that, if they “don’t have domain entities”, could be merged with another

module.

6.5.3.3 Blockchain Integration & Auditability

This was one of the topics where, even though both interviewees acknowledged the importance of
introducing and maintaining an immutable log, they also expressed their concerns and skepticism
concerning its practical implementation costs.

One interviewee reflected on their prior experience with blockchain, stating: “I know it’s
good for auditability, but I'm wondering if it’s a bit overkill (...) it was expensive, it consumes a
lot of energy, added a lot of additional complexity.” The same individual also warned that “the
operations will certainly be slower” when practically every transaction must be logged.

Another interviewee echoed this skepticism in a more direct way: “I’m a bit skeptical on the
blockchain component in there, I must confess. If an alternative could be digitally signing all the

actions that are happening within a system and storing them somewhere (...) I see that as fulfilling
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the same goal (...) in a much cheaper way.” The suggestion to substitute a full blockchain for
lightweight cryptographic signatures highlights a potential trade-off between absolute immutabil-
ity and operational efficiency.

Putting these concerns aside, the value of the blockchain was not fully dismissed, as one
interviewee said “Knowing that trust is such an important quality attribute (...) then it does make
sense to use the blockchain, since architecture is the art of trade-offs.” Therefore, with this in
mind, since one of the project’s primary objectives is to have a demonstrable provenance, the added

complexity can be justified (considering that the performance and energy costs are mitigated).

6.5.3.4 Logging Strategy & Data Preservation

While an immutable audit trail is central to accountability, the interviews made clear that reliability
also depends on a more nuanced logging strategy. For example, one interviewee mentioned that a
single point of failure can eliminate critical evidence (“If one of them [components] fails and that
one is not connected to the blockchain to log, you lose all the logs”).

To avoid this risk, redundant local stores can be included at the container level (“these compo-
nents (...) should have their own database that they can access to dump the logs”). In parallel, a
shared facility for runtime diagnostics was also encouraged, as one interviewee stated: “I worked
in products where you have a central logging system where multiple apps logged into there, so

that could still be useful to understand what happened and why it happened.”

6.5.3.5 Authentication & Authorization

Another critical gap identified during the interview was the lack of explicit authorization com-
ponents in the design at the time of the interview. One interviewee admitted to being surprised
by its absence (“Another thing I found strange was that you didn’t have an authentication or
an authorization component (...). Authorization is connected to permissions and important for
auditability”). However, after the interview, taking into account the reasons provided by the in-
dividual, an additional component for performing authorization tasks (Authorization Service) was
added to HITL-FL’s architectural system, as showcased in Section 4.3.2.

Additionally, the same individual emphasized that, since the architecture already recognizes
two types of external actors, these users should have distinct privileges, allowing actions to be
attributed to each specific user. As a result, authentication should be the system’s primary focus in
order to determine who is authorized to do what and who did what. This latter concept, however, is
already being introduced in the system, as expert decisions are already being logged with an iden-
tification that states the respective expert, and the HITL Secure Gateway handles authentication of

the Human Experts.

6.5.3.6 Domain-Driven Design Principles

One interviewee suggested clearer component naming based on Domain-Driven Design (DDD) [63]

principles, rather than generic infrastructure labels. As they reflected: “I wondered a couple of
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times while watching your presentation of the architecture, whether we could design this archi-
tecture using principles of Domain-Driven Design, and perhaps if we did (...) it would be more
visible within the architecture, the main domain concepts.”

From this perspective, labels such as Central Server could appear too vague. The interviewee
asked directly, “Is it possible that there’s a more descriptive name than ’central server’?” Fur-
thermore, the same individual added that making concepts like "global model," "local model" or
data flowing between nodes much clearer would “help one read the architecture and the diagrams

to understand the system’s” intent and boundaries more quickly.

Overall, these findings emphasize both the strengths of the current architectural strategy and
areas that require refinement to ensure practical effectiveness, robustness and clarity. Other themes
were also discussed. In particular, the approval of the privacy and security techniques used in the
system, as well as the well-thought-out application of the architecture to the NOUS’ use case.
However, the other topics described above occupied a bigger portion of the interviews and, there-

fore, deserved to be highlighted.

6.6 Discussion of Validation Results

The previous sections have detailed the validation approaches employed to assess the proposed
HITL-FL reference architecture. This process involved a systematic analysis of its fulfillment of
predefined architectural attributes (Section 6.3), a practical demonstration through its mapping to
NOUS Use Case #2 (Section 6.4), and the collection of qualitative insights via expert interviews
(Section 6.5).

This section focuses on providing a discussion of the architecture’s overall strengths (in Sec-

tion 6.6.1) and its inherent limitations and trade-offs (in Section 6.6.2).

6.6.1 Strengths

By performing the comprehensive validation process, several key strengths of the proposed HITL-

FL reference architecture were identified.

6.6.1.1 Comprehensive HITL Integration

One of the main strengths of the proposed architecture, consistently highlighted throughout the
validation process, is its comprehensive and systematic approach to integrating HITL capabilities.
More specifically, it is how the architecture embeds human oversight at multiple levels. Centrally,
the dedicated Human Oversight & Interaction Hub (Section 4.3.2 of Chapter 4), comprising
key containers such as the Al Dashboard, the Active Learning & Oversight Trigger Module and
the HITL Secure Gateway & Task Router, provides a platform for Human Expert interaction to
influence the global model. Concurrently, the architecture also supports localized oversight within
each Client Environment through mechanisms that enable End User Experts to provide direct
feedback and label data, which enhances personalized models (Section 4.3.2.1 of Chapter 4).
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Furthermore, the architecture’s strength in this area is also reinforced. On the one hand, the ex-
plicit definition and operationalization of three distinct yet potentially interconnected HITL work-
flows (as detailed in Chapter 5): the Active Learning Loop, the Model Oversight & Governance
Loop and the Ethical Validation Loop. On the other hand, the successful mapping of three sce-
narios in the second NOUS Use case, as explained in Section 6.4, demonstrates the architecture’s
ability to mediate a range of tasks, from target data annotation to continuous monitoring and anal-
ysis of ethical performance. Finally, the fulfillment of numerous functional requisites, such as
FR.007 (Human Expert Oversight and Control), FR.008 (Active Learning Selection and Annota-
tion Workflow) and FR.010 (Ethical Validation and Alerting) (Section 6.3.1), further attests to the

architecture’s robust support for a broad spectrum of HITL functionalities.

6.6.1.2 Modularity & Separation of Concerns

During the expert reviews, one of the main strengths highlighted by both interviewees was the
effective modularization and clear separation of concerns throughout the independently function-
ing modules and components of the architecture. The feedback highlighed the practical benefit
of modularization, particularly in reducing the impact of isolated component failures. On another
note, it is also important to consider that, due to its modularity, the architecture is robust enough
to handle future system updates, thereby enabling easier management, debugging and potential

enhancements (throughout the architecture’s lifecycle).

6.6.1.3 Focus in Ethical AI & Governance

Another distinct strength of the proposed reference architecture, identified during the validation
process, is its dedicated focus on ethical Al and governance through specialized containers, such as
the Continuous Ethical Validator and the Governance Framework & Policies Store. This strength
was especially emphasized by one interviewee, who acknowledged its value and importance to the
architecture (“The ethical validator is a really important concern”). The Governance Framework
& Policies Store guarantees ethical assurance by effectively encapsulating policies and guide-
lines for ethical oversight. These components allow the architecture to align with broader human-
centered Al principles. As the interviewees stated, the inclusion of dedicated components for
providing ethical guidelines or benchmarks is vital for effectively operationalizing ethical over-
sight.

6.6.1.4 Robustness in Addressing Design Problems

Finally, the last strength that should be highlighted in this architecture is the solutions found to
address all the Design Problems presented in Section 4.3.4, which were conceptualized during the
architectural design. Each problem highlighted challenges that were fully addressed by the inte-
gration of specific components, containers and services, allowing for the effective integration of

human oversight in FL frameworks. For instance, implementing an ethical validator or integrating
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structured logging via blockchain directly addresses issues of trustworthiness and transparency.

At the same time, microservices and modular designs enhance scalability and resilience.

These identified strengths distinguish this architecture, as they highlight its unique value and
position it to effectively address the complex demands of integrating human oversight within FL

frameworks.

6.6.2 Limitations & Trade-Offs

Although the validation process highlighted significant strengths of the HITL-FL architecture, it
is also essential to acknowledge the various limitations and challenges inherent to the system, as

well as the design trade-offs made. These are listed below:

6.6.2.1 Implementation Complexity, Overhead & External Systems Dependency

From the presented HITL-FL architecture in Chapter 4, it is evident that it is composed of numer-
ous interconnected containers and components that are designed to support its various functional-
ities. However, as a consequence, it introduces additional complexity that hinders the deployment
and maintenance of such a multi-component system in a production environment like NOUS,
which could require significant effort and careful orchestration of its services.

Furthermore, the integration of specific containers or systems, like the Continuous Ethical
Validator or the Blockchain Logging/Audit System, although they can provide substantial benefits
in terms of trustworthiness and accountability, they could also introduce performance overhead,
as to support the impact that these features can have on the overall system latency and resource
consumption could lead to the necessity of carefully benchmarking and guaranteeing optimization
in a full-scale deployment.

The blockchain, since it is an external system to the proposed HITL-FL framework, it is pos-
sible to affirm that it is not under the direct control of the HITL-FL system. Therefore, the perfor-
mance, availability and reliability of this external blockchain component can significantly impact
the proposed system’s overall effectiveness and robustness. On top of that, this dependency on ex-
ternal systems also extends to the System Tradeoff Analysis Results, whose overall performance

and responsibility can directly influence the quality of decision support provided to human experts.

6.6.2.2 Real-time Constraints/Latency

The integration of human feedback, especially for tasks like model validation or active learning,
can introduce latency into the HITL-FL system, as noted in the SOTA (Section 3.3.1). Considering
this, while the proposed architecture supports asynchronous HITL workflows (via MQTT com-
munication for annotation tasks) to decouple human interaction from real-time model aggregation
where possible, scenarios requiring synchronous expert approval (such as before distributing a
critical model update) may impact the overall iteration speed of the FL process. This represents a

trade-off between the rapidness of expert intervention and the output of the learning system.
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6.6.2.3 Scalability of Human Expertise & Interaction

Finally, a fundamental challenge that should be underscored in any HITL system, including the
proposed architecture, is the scalability of human expert involvement. While mechanisms like
the Active Learning & Oversight Trigger Module and the internal expert task router of the HITL
gateway are designed to mitigate this, the system’s ability to scale effectively with an increasing
number of clients, data requiring review or the complexity of expert tasks depends on the avail-
ability/capacity of human experts.

The expert interviews (Section 6.5) also raised this as a practical concern, suggesting that
managing large teams of reviewers requires robust workflow management tools beyond what is
explicitly detailed at the architectural level. Therefore, this limitation highlights a trade-off be-

tween the depth of human oversight desired and the practical constraints of human resources.

Overall, these limitations and trade-offs do not undermine the contributions of the proposed
architecture, but rather provide a realistic assessment of the considerations for the future develop-

ment and implementation of the HITL-FL system.

6.7 Threats to Validity

While the validation process used in this research was designed to be comprehensive, includ-
ing diverse methods of validating, such as architectural requirement fulfillment analysis, use case
mapping and qualitative expert reviews, it is also essential to acknowledge the various potential
limitations that could put into question the validity of the findings and the consequential conclu-

sions drawn. These threats are considered across several dimensions:

6.7.1 Construct Validity

Construct validity refers to how accurately the concepts used in this work represent the ideas they
are meant to evaluate. In this research, construct validity threats can be expressed in the following

ways:

¢ Architectural Requirements Definition - the defined functional and non-functional at-
tributes (Section 4.2) were derived from the literature, the goals of HITL-FL integration and
the specific context of NOUS. However, there is a possibility that these requisites might not
fully capture all critical aspects or that their interpretation during the fulfillment analysis

could vary.

* Expert Interview Interpretation - the analysis of qualitative data from the expert inter-
views depends especially on the researcher’s interpretation. This, therefore, introduces a
potential for bias since the conclusions derived from interview responses could vary based

on subjective perspectives.
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* Conceptual Nature of the Artifact - the primary artifact subject to analysis is a concep-
tual architecture that is validated analytically rather than empirically through real-world
implementation. Therefore, the validation process assesses potential rather than proven op-

erational performance.

6.7.2 Internal Validity

Internal validity typically concerns causal relationships. However, possible limitations related to

the design and the rigor with which it was evaluated need to be mentioned:

* Researcher Bias in Design - since the researcher is the sole designer of the HITL-FL ar-
chitecture, its assumptions may skew how the design’s strengths are perceived, resulting in

bias.

* Consistency of Evaluation Criteria - even though predefined evaluation criteria were es-
tablished, the qualitative nature of specific assessments (such as the expert’s evaluations of

usability or adaptability) may introduce subjective interpretations.

6.7.3 External Validity

External validity is the degree to which the proposed architecture and its findings can be general-

ized beyond the specific context of this study. Relevant threats in this work include:

* Single Use Case Mapping - the architecture was only mapped to NOUS’ second use case
(Section 6.4), which focuses on one domain (energy). Therefore, its effectiveness in integra-

tion might vary, as additional mappings would enhance confidence in broader applicability.

* Limited Sample Size for Expert Interviews - the qualitative expert reviews included a
small number of NOUS project architects. Considering this, even though their insights were
contextually rich, this limited number may affect the generalizability of findings. Therefore,
to achieve saturation, additional experts who focus on other related knowledge domains may

provide alternative views.

* Context Specificity of NOUS - the proposed solution reflects a NOUS-specific technical
infrastructure, goals and constraints. However, to adapt the system to other frameworks/-

contexts, further unplanned adaptation may be necessary for deployment.

Although this research carefully validated the proposed architecture, the presented limitations
underscore the importance of cautious interpretation, as future research will help confirm the gen-

eralizability and effectiveness of the proposed solutions.

In conclusion, this chapter evaluated the proposed HITL-FL architecture through a multi-
faceted validation approach that combines architectural requisite fulfillment analysis, practical

NOUS project mapping and qualitative expert interviews. From this process, it is possible to
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affirm that the architecture addresses the previously defined design challenges since it supports
human oversight mechanisms and aligns comprehensively with its defined FRs and NFRs. Ad-
ditionally, key strengths such as its capacity for effective HITL integration and clear division of
responsibilities were consistently highlighted, underscoring its relevance and potential. At the
same time, however, issues such as the complications associated with implementing the system
in a real-world context and aspects of the current validation itself were also highlighted, thereby

laying the groundwork for future work, as discussed in Chapter 7.



Chapter 7

Conclusions & Future Work

7.1 Introduction

This chapter begins by revisiting the initial research objectives, RQs and hypothesis to assess their
fulfillment. Subsequently, it also outlines several promising directions for future investigation and
practical application, building upon the contributions and insights gained from this work.

The two main focuses of this chapter are detailed in their own dedicated sections:

* Section 7.2: Objective Satisfaction summarizes how the objectives and each RQ were

addressed and comments on the hypothesis.

* Section 7.3: Future Work proposes concrete extensions and research tasks that can strengthen
and broaden the value of the HITL-FL architecture.

7.2 Major Achievements

This thesis set out to design and validate a reference architecture that integrates HITL mechanisms
with FL in edge environments without compromising its trustworthiness, performance, ethical
compliance and privacy, using the NOUS project as a guiding context. First, table 7.1 provides a
mapping from each RQ (Section 1) to the sections and artifacts that answered it.

Having demonstrated how each research question aligns with the artifacts of this work, the

four core objectives (Section 1.6) have also been met by the end of this thesis:

* Objective 1: (Reference Architecture Design) was accomplished in Chapter 4, where
the C4-based HITL-FL architecture was presented and its components and workflows were
detailed.

* Objective 2: (Requirement Elicitation) is met in Chapter 6, Section 6.3, through the
derivation of functional and non-functional requirements that guided the design of the ar-

chitecture.
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Table 7.1: Research question coverage

RQ  Where addressed / key evidence

RQ1 The key architectural components are detailed in Chapter 4 (like the System Context,
Container and Component diagrams, Section 4.3), defining the structural elements.
Chapter 5 is entirely dedicated to detailing and showcasing not only the main types of
upstander interaction, but also the HITL mechanisms and feedback loops/workflows
where human oversight is fully integrated into the proposed system.

RQ2 The best methods and standards are reflected in the Design Principles (Section 4.2)
such as Human-Centricity, Transparency and Auditability. These are implemented
through dedicated architectural elements of the HITL-FL system (Section 4.3.2.3). In
the proposed architecture, containers and external systems like the Ethical Validator,
the Blockchain Logging/Audit System and the various related policies and guidelines
stored in the Governance Framework & Policies Store ensure that the architecture in
question follows through with the non-functional requirements related to this domain
(Section 6.3.2. Additionally, expert interviews confirmed the relevance of this ap-
proach and the methods to introduce it into the system.

RQ3 Data privacy and security are addressed as by-design attributes, guided by Design
Principles like Privacy & Security (Section 4.2). Mechanisms include client data
anonymization, encrypted communication (through the Secure Connection Gateway),
secure annotation workflows (the HITL Secure Gateway & Task Router container)
and immutable audit trails via the Blockchain Logging/Audit System. The fulfillment
of NFRs related to performance (Section 6.3.2) details and further supports these
aspects. Performance is considered through efficient HITL mechanisms (like active
learning and semi-supervised learning) and the support for asynchronous workflows
(Sections 5.3 and 5.4).

* Objective 3: (Architectural Validation) was realized in Chapter 6, via a multi-faceted

validation process (compliance analysis, use-case mapping, expert reviews).

* Objective 4: (Transferable Knowledge Contribution) is delivered throughout Chapters 4, 5
and 6, where design principles, patterns and lessons learned for future federated-HITL sys-
tems are distilled as a reference for future implementations of the integration of HITL with

FL systems.

Together, these mappings confirm that the thesis hypothesis is supported and that all planned
objectives have been achieved. Through compliance analysis, use-case mapping and expert review,
this work has established a modular, privacy-preserving architecture with built-in human oversight
mechanisms, thereby demonstrating that such a design can underpin trustworthy, adaptable Al at

the edge without compromising security, privacy or performance.

7.3 Future Work

While this work has presented many contributions to the design of FL architectures with HITL,

several avenues for future work that can further deepen its validation, broaden its applicability and
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enhance its practical utility are also important to explore, such as:

* Broader Expert Engagement - conduct additional interviews to achieve thematic satura-

tion, especially with specialists in FL, HITL and other NOUS domains.

* Architectural Refinements - incorporate expert-suggested enhancements into the architec-
ture, such as microservice decomposition with per-service logging, more explicit authenti-

cation modules and clearer domain-driven naming.

* Alternative Audit Mechanisms - evaluate lighter audit solutions, such as digitally signed
append-only logs or certificate-based ledgers, as substitutes for full blockchain. Addition-
ally, compare energy and performance costs to evaluate the possible improvement. This

topic was also discussed during the expert interviews.

* Full C4 Model of NOUS - develop a complete C4 representation of the existing NOUS
architecture to verify a better and easier-to-read mapping of the proposed architecture with
NOUS’.

* Cross-Domain Validation - map and test the architecture in additional NOUS use cases
and non-NOUS federated settings to confirm the architecture’s adaptability in real-world

scenarios.

* Automated Governance Tooling - expand the Continuous Ethical Validator into a config-
urable rules engine, enabling domain experts to author and update fairness or risk policies

without code changes.

* Prototype Implementation - transition from a conceptual reference to a deployable pro-
totype, by initiating the process of implementing the various components and modules that
comprise the HITL-FL system for a prototype that can later be used for usability studies
with target expert users, quantitative performance evaluation of HITL mechanisms, latency

measurement and more.

* Enhanced XAI Integration - explore integrating more advanced XAl techniques directly
into the HITL workflows to provide experts with deeper insights into why a model is uncer-
tain or why an ethical flag was raised, therefore leading to more informed expert interven-

tions.

Ultimately, this work presented a detailed architectural framework that bridged the gap be-
tween the advancements made in FL and the ever-growing necessity for including human over-
sight in AL. Through its design and validation, this work provided a tangible step towards realizing
Al systems that are not only efficient and privacy-preserving but also accountable and that align

with human values in complex ecosystems, such as the NOUS project.
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Appendix A

Annex

A.1 Interview Protocol

Thesis Title: Architectural Design for the Integration of Federated Learning Strategies: The
NOUS Project Use case

Interviewer: Anténio Oliveira Ferreira (Master’s Student, FEUP)

Date: [Insert Date]

Interviewee: [Name & Role]

Location: [TO BE DEFINED]

Duration: Approximately 60-90 minutes

1. Purpose of the Interview and Study Context

This interview is part of a Master’s dissertation in Informatics and Computing Engineering at
FEUP, focusing on proposing a reference architectural framework for integrating Human-in-the-
Loop (HITL) methodologies within Federated Learning (FL) systems, specifically in the context
of the NOUS project. The objective of this interview is to gather feedback and insights from
architects who did not participate in the elaboration of the architecture, so as to validate it and

identify its strengths, potential limitations, and areas for improvement.
2. Interviewee & Interviewer Information

2.1 Interviewee Selection and Description

2.1.1 Selection Interviewees are selected based on their knowledge of architectural design, thereby
ensuring that the feedback is provided by an individual who is informed and has a deep understand-

ing of the strategic objectives.

2.1.2 Description

* Role in the NOUS Project:
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* Years of experience in software architecture:

* Specific responsibilities within NOUS:

2.2 Interviewer Description and Reflection on Biases

2.2.1 Interviewer Anténio Oliveira Ferreira, a Master’s student in Informatics and Computing
Engineering at FEUP, who is currently writing a thesis that focuses on Federated Learning Archi-

tectural Solutions for integrating Human-in-the-Loop approaches.

2.2.2 Possible Biases As the designer of the proposed architecture, it is essential to consider the
natural tendency to view this design favorably. Therefore, to avoid this from happening, I commit

to:
» Actively listening to all feedback without defensiveness.
 Asking for specific examples and justifications for opinions.
* Considering alternative explanations for findings during the analysis phase.

* Following the interview, analyzing the main issues, improvements, and constraints stated to

improve the architecture.

3. Ethical Guidelines & Consent

* Voluntary Participation: Participation in this interview is voluntary and the interviewee

can withdraw at any time, without any consequences.
* Confidentiality and Anonymity: The identity of the participants will be anonymized.

* Recording: This interview will be audio-recorded to ensure accuracy in transcribing re-
sponses. Notes will also be taken and the recording will be deleted after the thesis is com-

pleted and graded.

» Data Usage: The data collected will be used only for the purpose of this Master’s thesis and
other academic articles.

» Right to Review: The interviewee will have the opportunity to review the transcript of the

interview to ensure accuracy.

* Time Commitment: The interview is expected to last approximately 60-90 minutes.

4. Pre-Interview Preparation for the Interviewee
The following materials will be provided to the interviewee prior to the interview:

* A summary of the proposed HITL-FL architecture.
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The C4 model diagrams (System Context, Container, and relevant Component diagrams).
A list of the defined Functional and Non-Functional Requisites.
A list of the identified HITL-FL Design Problems and their proposed solutions.

The data flow diagram for NOUS Use Case #2 (Energy Prediction and Data Lifecycle Man-
agement) with and without HITL elements, as well as the main sequence diagrams illustrat-

ing the architecture’s application to this use case.

5. Interview Guide

The questions below are designed to be open-ended to encourage comprehensive and nuanced

responses.

5.1 Introduction and Warm-up (5-10 minutes)

1.

2.

Thank you for agreeing to this interview. To start, could you briefly describe your current

role and main responsibilities within the NOUS project?

What is your experience with Federated Learning and Human-in-the-Loop systems in dis-

tributed or edge computing environments?

5.2 Overall Architecture Impressions (Focus on C4 Diagrams)

1.

After reviewing the provided C4 diagrams (System Context, Container, and Component
diagrams), what are your initial overall impressions of the proposed HITL-FL architecture?
Probes: Is the overall structure clear? Are there any parts that are confusing or unclear?

Does it align with your understanding of NOUS’s architectural philosophy?

How well do you think the architecture’s modularity and component organization support

its stated goal of being adaptable and maintainable for future changes or new integrations?

5.3 Human-in-the-Loop (HITL) Integration (Focus on Design Problems 1, 3, 4)

1.

The architecture proposes specific types of human intervention (e.g., Oversight, Validation,
Feedback). How effectively do you believe these HITL mechanisms are integrated into the
Federated Learning process? Probes: Do the proposed "Human Oversight & Interaction
Hub" components (Al Dashboard, Active Learning Module, Secure Gateway, Expert Task

Router) make sense in practice?

. The goal is to focus expert attention efficiently. Do you think the active learning selection

mechanism (identifying critical/informative instances for review) is a promising approach

for the NOUS context? What potential challenges do you see in its implementation?
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5.4 Trustworthiness, Ethical Alignment, and Accountability (Design Problems 2, 6)

1.

2.

Trustworthiness and ethical alignment are central to this architecture. How effectively do
you believe mechanisms like the Continuous Ethical Validator and Blockchain Logging/Au-
dit System contribute to these goals? Probes: Do you see the blockchain’s role as practical
for recording model states, validations, and expert decisions in a NOUS-like environment?

What are the implications for performance or overhead?

Do you think the architecture provides sufficient transparency and explainability for human

experts to understand Al decisions and behaviors?

5.5 Privacy and Security (Design Problem 5)

1.

Given the sensitive nature of data in FL and NOUS, how confident are you that the pro-
posed architecture adequately addresses data privacy and model confidentiality through-
out the training and HITL processes? Probes: Are the proposed mechanisms (encryption,
anonymization and secure channels) sufficient, or are there additional considerations from

a NOUS security perspective?

5.6 Use Case Mapping

1.

Reflecting on the application to NOUS Use Case #2 (Energy Prediction and Data Lifecycle
Management), how practical and beneficial do you find the integration of HITL in this spe-
cific scenario? Probes: Are there any specific steps or interactions in the sequence diagrams

that you believe would be particularly challenging or beneficial in a real-world deployment?

. Considering NOUS’s edge computing and distributed nature, how well do you believe this

architecture would scale to a growing number of clients, data volumes, or model complexi-
ties? Probes: Are there any potential bottlenecks in the proposed interactions or data flows

that might limit its performance at scale?

5.7 General Feedback and Future Work (10-15 minutes)

1.

2.

What do you see as the biggest overall strengths of this proposed HITL-FL architecture?

What are its biggest weaknesses, potential trade-offs, or areas where you think future re-

search or development should focus?

. Are there any crucial components, interactions, or considerations that you feel might be

missing from this architecture, or that could be improved upon?

6. Concluding the Interview

* Thank the interviewee for their valuable time and insights.
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* Reiterate the confidentiality and data usage policies, as well as the member checking of the

transcript.

» Offer a summary of the findings to the interviewee after it is completed.

7. Post-Interview Process
* Transcription: The audio recording will be transcribed "verbatim."

* Member Checking: The transcript will be sent to the interviewee for review and correction

to ensure accuracy and provide an opportunity for clarification.
* Qualitative Data Analysis: The validated transcripts will undergo analysis to:

— Evaluate how the architecture fulfills or fails to fulfill the Functional Requisites, Non-

Functional Requisites, Design Problems, and HITL mechanisms, among other aspects.
— Identify new, emergent themes or insights that were not initially anticipated, ensuring

the analysis is not solely constrained by the pre-defined categories.

* Chain of Evidence: Findings will be directly supported by verbatim quotations from the

interviewees.

* Discussion and Integration: The findings will be integrated and discussed in the validation
chapter of the thesis.
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