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Abstract

Through the years, document forgery and counterfeiting have increasingly been felt in
different sectors, such as education and financial institutions.

Many techniques have been used to prevent this falsification, including Barcode, Hash-
ing, Document Signatures, Watermarks, Human Analysis, AI, and Document-Sealing Solutions.
Nevertheless, these are either not efficient or centralized.

The current dissertation doesn’t aim to solve an unbreakable problem, instead, it focuses on
how the problem is being addressed. The thesis proposes an analysis of a decentralized docu-
ment management, tracker, share, and verifier system oriented to decentralization over security.
The current dissertation proposes an analysis of how security and decentralization can go hand in
hand when developing a dApp, containing import documents, over a public blockchain such as
Ethereum. It also explains the development process alongside good code and security practices.

First, a technology analysis was performed, followed by the development of a proof of con-
cept, and finally, unit tests were integrated alongside test and security tools. Multiple research
questions were defined in the literature review and answered in the conclusion. It was possible
to understand that a 100% decentralized application is not possible due to the decentraliza-
tion issues the blockchain itself has. By developing in a public blockchain, several challenges
were posed to guarantee document integrity and confidentiality. Ethereum proved not to be
user-friendly since every user’s action was translated into a high-cost transaction. Overall, the
developed solution proved its integrity and robustness by acquiring more than 90% of unit test
coverage and by not having any security problems and warnings detected by the front-end
and back-end security tools.
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Chapter 1

Introduction

Many solutions exist to solve the problem of document forgery and counterfeiting. Sec-

tion "Literature Review," further details the problem and the existing solutions. A centralized
solution partially addresses the indicated problem but has significant drawbacks. It has major
security flaws because all data resides with a single entity, making it a prime attack target. Ad-

ditionally, it suffers from severe transparency issues, as one entity has complete control over

the system. This dissertation’s proposed solution leverages blockchain technology’s character-

istics to deliver a solution that promotes document immutability and confidentiality through a

transparent and decentralized process.

To further understand what will be explained in the coming chapters, this section provides

some ground knowledge to help the reader understand the document better, navigate through

more complex topics, and have the necessary context for a complete understanding.

This section describes blockchain concepts such as gas, mining, forks, and many others.

Alongside these concepts, it details blockchain security features, vulnerabilities, and problems.

Following the same structure, a detailed explanation of dApps concepts and dApps security

and vulnerability features is provided. It further details concepts such as encryption, hash-

ing, hierarchical deterministic wallets (HD), authentication, authorization, and session timeout

mechanisms. Finally, a brief explanation of the dissertation structure is provided.

1.1 Blockchain

Blockchain is a chain of blocks, in which each block contains a group of transactions. Each

of these blocks is connected through a hash value calculated based on the previous block’s hash.

1
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Each block has a maximum number of transactions, be it because there is a block size pre-

established (Bitcoin) or because there is a gas limit (Ethereum). Therefore, blockchain can be

considered secure, transparent, immutable/tamper resilient, distributed, decentralized, traceable,

automated, and anonymous. [118]

According to [62], in Ethereum, gas is a unit that measures the amount of computational

power required to execute an operation, such as transactions or smart contracts. While smart
contracts are self-executing pieces of code that translate agreements, transactions are funda-

mental operations that move data, currency, or information from one point to another within the

network. The smart contract execution is performed through a transaction.

Actions that imply a modification in the blockchain imply gas consumption, and these are

called transactions, but actions that only read from the blockchain state are called "calls", and

these don’t require gas consumption.

The required gas is proportional to the computational power required to operate. Gas
Price is the amount of Ether a user is willing to pay per gas unit, typically measured in gwei,

1gwei=10−9ETH. Miners prefer transactions with higher fees, making transactions with high gas

fees to be quickly executed, and transactions with low gas fees will possibly never be executed.

The total fee is calculated by multiplying the total gas used with the gas price. Before operating,

a gas limit has to be defined. Gas Limit is the maximum amount of gas a user is willing to pay

on a transaction. If too low, the transaction will be aborted - changes will be rolled back, and all

gas will be spent and lost. On the other hand, if the gas limit is higher than necessary to execute

the operation, the remaining gas will be returned to the user. Nevertheless, it’s not recommended

to set a value too large for the gas limit; if any bug occurs during the transaction execution, all

gas will be lost. Factors affecting the gas consumption are:

• Type of operation. Complex smart contracts consume more gas than simple operations.

• Network Congestion. To ensure transactions are executed quicker, transaction executors

have to set up a better gas price for them to be chosen by the miners.

• Code Efficiency. Efficient smart contracts consume less gas.

As such, gas is used to calculate fees paid by the transaction executor and received by the

miner as compensation for the computation resources they provide. [62]

Blockchains, such as Bitcoin and Ethereum, are secured by a mining process, which con-

sists of adding new blocks to the blockchain. Miners, the nodes responsible for mining, group

transactions into a block, perform a consensus mechanism, and broadcast the mined block into
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the network. When a block is added to the main chain, miners receive a block reward and a

transaction inclusion fee, more detailed in [121]. [35] [118]

For nodes to agree on the legitimacy of transactions and the current state of the blockchain,

a consensus mechanism is used. Among them, the most popular are PoW, used by Bitcoin,

and PoS, used by Ethereum. [118] PoW focuses on the miners’ computational power; they

all work simultaneously to find the solution for a problem, which is solved by incrementing

a nonce several times until the current block hash reaches a certain number of leading zeros.

The miner who discovers the nonce first secures the block and earns the mining reward, while

the efforts of the other miners go unrewarded. On the other hand, PoS focuses on the miner’s

wealth. Each node should have a certain amount of value staked, and the higher the stake, and

the time in which that value is stacked, the higher the probability of the miner being chosen to

mine the block. If the user tries to deceive the network, the stake is taken out from the user. This

consensus mechanism is less energy dependent because only one miner is mining, and there is

no need for a nonce. Each consensus mechanism influences the blockchain processing ability,

scalability, and security in different ways [128]. More information can also be found in articles

[37] and [35].

Because mining is getting more costly and competitive, especially in PoW blockchains, min-

ers group themselves into mining pools. Here, miners share computational power, increasing

the probability of receiving a block reward. Once this is achieved, the value of the reward is

distributed among the participating miners. [118]

During mining, forks might happen. There can be accidental forks or intentional forks. Be-

cause PoW allows parallel mining, blocks might reference to the same predecessor, originating

Accidental Forks. This type of fork can be solved using the ’longest chain rule,’ used by the

Bitcoin blockchain, or using the ’Greedy Heaviest Observed Sub-tree (GHOST) protocol,’
used by the Ethereum blockchain. These are better detailed in [118] [121]. Furthermore, be-

cause updates in the blockchain might happen, Intentional Forks are also possible. The figures

below illustrate both of these protocols.
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Figure 1.1: Bitcoin chooses the main chain based on the longest chain rule. Blocks outside the
main chain are called stale blocks [118].

Figure 1.2: Ethereum chooses the main chain based on the GHOST protocol [118].

Lastly, these types of forks can lead to hard or soft forks. In hard forks, nodes with the most

recent protocol version can not interoperate with nodes with the old version, which can lead to a

new cryptocurrency. After the fork, the cryptocurrency owners would have the same amount in

the new cryptocurrency. Afterward, these cryptocurrencies assume different values according to

how the market adheres to each. Note that this doesn’t mean the user has more coins. The user

starts having the same amount represented by different coins. Further from this, hard forks may

also happen because of philosophical reasons; this is because the community of the blockchain

has deep, fundamental disagreements about the project’s vision. On a soft fork, there is support

for compatibility with nodes running on the old version of the protocol, but new transactions

created by the new protocol won’t be accepted by nodes running on the old version. [122]

Blockchain can be classified based on the nature of data accessibility, which defines who

can and cannot access the network. And based on the need for authorization, which defines how

nodes in a network can participate and what actions they can perform.

Based on its nature of data accessibility, blockchain can be considered public, anyone can

join and participate in the network [7], private, one entity defines who is allowed to participate
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in the network, community/consortium, where a consortium of organizations, in a closed and

controlled environment, manage who joins the network [64], and hybrid, which combines the

three previously mentioned blockchains. [100]

Based on the need for authorization, blockchain can be considered permissionless, any-

one has the same roles in the network, permissioned, where there are different levels of user

permissions/roles for different nodes, and Hybrid, which allows support to permissioned and

permissionless blockchains.[34]

The permissions over a blockchain network are not performed at the smart contract level,

where logic is deployed on the chain, but are defined at the network level. At this level, rules,

protocols, and node interactions are defined.

It’s possible to have a public permissionless blockchain but still implement roles at the

contract level. Implementing public permissioned blockchains is also possible, where every

node can join the network. Still, different nodes have different privileges defined at the network

level based on how nodes interact between themselves and how consensus is achieved. [75]

Furthermore, it’s possible to have private permissionless blockchains, where a node can be

added to the chain based on specific criteria; other nodes will acknowledge its presence but won’t

transfer any data, unlike what happened in public blockchains. In these types of blockchains,

nodes don’t operate over a single chain; instead, each smart contract has its own ad-hoc chain.

A node can request a copy of a private ad-hoc chain and start participating in the contract. [75]

While private permissioned blockchains assume advantages for regulatory reasons, public
and permissionless blockchains enhance decentralization.[129]

Based on its core functionality and smart contract support, a blockchain can be state-
less, focusing on transaction optimization and chain functionality, not providing smart contract

implementation, and stateful blockchain, providing smart contracts and transaction computing.

[100]

1.1.1 Blockchain and its decentralization issues

Even though blockchain stores data across multiple nodes (DLT), provides consensus mech-

anisms (PoW, PoS), and operates globally, it still faces decentralization issues.

• Consensus Mechanisms. Even though they provide a way to achieve agreement across

multiple nodes in the network, depending if it is a PoW or PoS consensus, they provide

vulnerabilities when it comes to decentralization. While PoW centralizes the network by
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the nodes with higher computational power or by large mining pools, PoS centralizes the

network due to unequal resource distribution - the more coins or tokens a person holds,

the more influence they have over consensus. [59]

• Centralized Governance. If decisions such as protocol changes or updates are taken

only by the blockchain developers or even foundation members, the decentralization can

be compromised.

• Centralized Infrastructure. Many blockchains rely on centralized services such as APIs

or wallets, which may become points of failure.

• Sybil Attacks. These attacks consist of creating fake identities to gain influence over the

network, putting its decentralization at risk. [59]

• Forks. While forks are a decentralization mechanism, they can also lead to fragmentation,

leading to fewer nodes in each originated blockchain, making them more susceptible to

51% attacks, for example. [122] [36]

1.1.2 Blockchain security features

It is important to consider security since the blockchain can hold sensitive data from users.

Blockchain implements diverse security features to promote secure transaction execution, data

integrity and guarantee authorized access. Everyone in the network is responsible for ensuring

this blockchain security, from nodes that validate transactions using a consensus mechanism

to developers responsible for updating and improving the blockchain security and protecting

against security threats. [68] [103] These security features include:

• Decentralization. Because blockchain is a distributed ledger that uses a peer-to-peer

network, there is no single point of failure. Each node has a copy of the blockchain,

which makes it incredibly difficult for attackers to compromise the system. Consensus

mechanisms, like PoW and PoS, ensure that all nodes agree upon a transaction’s validity,

avoiding fraud. [103]

• Cryptography and Integrity. Each block contains a cryptographic hash calculated based

on its content and the cryptographic hash of the previous block. By changing the content

of a block, its hash also changes and, consequently, the hash of the upcoming blocks.

Furthermore, transactions are signed using the users’ private keys and decrypted with the

corresponding public key, ensuring that only authorized users initiate a transaction. [131]
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• Immutability. Once a transaction is recorded in a block, it cannot be changed, as seen in

the "Cryptography" point. Furthermore, each block has a timestamp, allowing a time order

in which certain transactions were executed. These features allow tamper-proof records

of transactions. [68]

• Transparency, Traceability, and Auditability. In both public and private blockchains,

even though in different ways, transparency is enhanced. It is possible to track all trans-

actions, enhancing traceability and enabling an easy verification of authenticity and data

integrity. [103]

• Smart Contracts. Self-executing contracts containing agreements. Once deployed into

the blockchain, they cannot be changed and are executed based on predefined rules. This

removes the need for intermediaries, reduces the risk of fraud, and implies better compli-

ance with regulations. [68]

• Consensus Mechanisms. Transactions are validated and added to the blockchain based

on a consensus mechanism, like PoW and PoS, that prevents fraudulent activities like

double-spending. They are also a way to prevent Sybil attacks since it is hard for an entity

to control a network through multiple fake identities. Nevertheless, these attacks are still

susceptible to happen. [103]

• Access Control. Permissioned blockchains allow us to define who can join the network

and who can validate transactions. Advanced identity management systems can ensure

that a user is authenticated and authorized before he can interact with the blockchain.

[103]

• Fault Tolerance. Blockchains are resilient to Byzantine Fault Tolerance; they can reach

consensus even if some nodes are malicious. [103]

1.1.3 Blockchain vulnerabilities

Even though blockchain has the previously mentioned security features, this young technol-

ogy is still not immune to attacks. Various hacks have been successfully performed, as is the

famous case of "The DAO hack". It’s important to know the attack vectors that can possibly be

performed on this technology to be aware of possible vulnerabilities that any solution developed

over it can inherit.

For a better organization of the current document, in appendix A, it’s possible to see an

overview of the possible blockchain attacks. These attacks were separated into groups: ’Con-

sensus Mechanism’ attacks, ’Peer-to-Peer System’ attacks, ’Application Oriented’ attacks, and



Introduction 8

’Smart Contract’ attacks. Each group is represented in a table, and each attack is briefly ex-

plained and associated with an article that further details it. In this section, only some of these

attacks will be further analyzed.

• Majority 51% Attack. It happens when a miner or a group of miners, for example, in a

mining pool [103], own more than 50% of the network mining power, guaranteeing them

enough power to manipulate the consensus mechanism. [87] In PoW, the attacker needs

to have more than 50% of the network computational power, and in PoS the attacker needs

to have more than 50% of the committed stake, this is, more than 50% of the networks

wealth. [36] Because the attacker controls most of the network, he can overthrow the

consensus mechanisms, reject blocks, and add malicious content to the blockchain [36].

This might result in more sophisticated attacks such as double-spending [87]. This attack

is more frequent in public and permissionless blockchains, where no central authority

controls the network, than in permissioned blockchains. [60] Furthermore, the older and

the more distributed a network is, the less prone it is to this attack since the attacker has

to invest a large amount of money to succeed. [36] To prevent this attack, [36] [60]:

– Increase the mining difficulty.

– Use PoS instead of PoW since it becomes more costly for the attacker.

– Increase the network nodes.

• Double-Spending Attack. It happens when the attacker can perform two different trans-

actions using the same fund by overcoming the consensus mechanism. For this attack to

happen, two transactions must be performed before they are verified. There are 4 ways of

performing double-spending. [60]

– 51% Attack. Because the attacker controls the majority of nodes, he is capable

of manipulating transactions in his favor. In this scenario, the attacker first creates

a transaction, TX1, that uses his funds to get another coin or good. In parallel,

the attacker will mine a private malicious chain. The attacker will start mining

blocks and not broadcasting them to the network. In this malicious chain, TX1 (that

used attackers’ funds) is not added. Because the attacker owns the majority of the

computing power, his private chain will grow faster than the honest one. When

the attacker decides to broadcast his private chain to the network, if the "Longest

Chain Rule" is applied, all honest miners will drop the honest chain and will start

mining to the malicious one. Because the attacker’s transaction was not added to

the malicious chain, the network treats his transaction as if it has never happened,

allowing the attacker to spend his funds again. [36]
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– Race Attack. The attacker makes two mismatched transactions, this is, the attacker

creates two transactions with the same funds simultaneously. [131] The target in

this attack is any node that accepts transactions with no previous confirmations -

transactions that, even though visible, have not yet been included in a block. [23]

Therefore, the attacker creates a fraudulent transaction and sends it to the node, and a

legitimate transaction and sends it to the network. The node accepts the unconfirmed

transaction and sends the goods to the attacker, while the legitimate transaction suc-

ceeds, resulting in a double spending attack. [60] [23] To prevent this attack:

* Nodes should wait for a minimum number of confirmations before considering

a transaction valid.[23]

– Finnney Attack. The attacker starts by creating a transaction, TX1, that transfers

funds to one of his accounts. Afterward, he adds this transaction to a block, mined

and kept private to the attacker. In parallel, the attacker creates another transaction,

TX2, which has the same funds as TX1, but this time, it sends it to a Merchant

through the network. This second transaction was not confirmed by any other node

and was accepted by the merchant, who thinks it’s valid. As a consequence, the

Merchant sends the goods to the attacker. Once the attacker receives the goods, he

broadcasts the pre-mined block containing the transaction TX1. Because TX1 is

now confirmed, TX2 gets invalid because the attacker’s funds were already used in

the first transaction. This resulted in a double-spending attack because the attacker

could get the goods from the merchant and keep his funds. [60] This attack targets

the merchant who does not wait for transaction confirmation. To prevent this attack:

* Nodes should wait for a minimum number of confirmations before considering

a transaction valid [23].

– Vector 76 Attack. The attacker combines the Race and the Finney attacks. This

targets nodes requiring only a single confirmation. The attacker established a con-

nection to the victim, E-Wallet, and to a mining pool. The attacker creates one

transaction containing a large Bitcoin amount, sending it to a mining pool. When

the attacker finds a block, the fraudulent transaction is added, and both the block

and the transaction with a small amount of bitcoin are sent to the network simulta-

neously. The attacker withdraws many bitcoins once the E-Wallet service sees the

fraudulent transaction. Meanwhile, the rest of the network is more likely to validate

the small transaction, invalidating the large fraudulent one, leading the E-Wallet to

lose money. To prevent this attack:
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* Nodes should wait for more than one confirmation before considering a trans-

action valid. [23]

• Selfish Mining Attack. In a regular mining process, a miner immediately validates a

block and broadcasts it to the network. However, when a malicious miner uses selfish

mining, he mines blocks and keeps them to himself, creating a private chain. Once the

malicious miner has enough blocks in his private chain, he broadcasts them to the network.

If a fork is created and if the chain uses the "Longest Chain Rule", then the attacker chain

will be added to the blockchain, and the attacker will win the blocks and, consequently, its

reward. On the other side, honest miners will lose the deserved reward and computational

power [61]. This can also be called block race, where selfish and honest miners try to win

a block. Every blockchain that enables miners to create new blocks is opened to selfish

mining attacks. [73] [51] Furthermore, a fork between two selfish miners with big private

chains can delay the network, opening the possibility of further attacks. [51] To prevent

this attack:

– Implementing block random selection methods so that miners have a hard time pre-

dicting when they will have the opportunity to mine the next block [61] [12].

– In a fork situation, choose the block with the latest timestamp [61].

• Sybil Attack. Attackers create multiple false network identities to flood the network,

gaining the majority in the consensus mechanism and, consequently, being able to ma-

nipulate transactions. [59] Early networks faced this attack, but stronger and more recent

blockchains are more resistant. Furthermore, this attack is not possible in permissioned

blockchains, where, because identities are necessary to join the networks, attackers cannot

forge identities.[68] To prevent this attack[63] [86]:

– Raise the cost of creating an identity.

– Control nodes and detect which are the forwarding blocks.

• Wallet Attack. Frequently, blockchain users overvalue security, leading them to be the

weakest vulnerability point. Attackers aim to get wallet credentials, and once they get the

users’ private key, they can interact with the victim’s money by executing transactions on

the users’ behalf. To get wallet credentials, various techniques are used, in between them

dictionary attacks, vulnerable signatures, and phishing attacks. [131]

In Dictionary Attacks, a hacker tries to guess passwords using brute force by running

them through a list of popular words. The prevention of these attacks can be achieved by

using human-only solvable puzzles. [131]
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In Phishing Attacks, attackers try to get users’ credentials through fake e-mails or web-

sites. The goal can be to make victims send money, disclose sensitive information, or

download malware through techniques such as manipulation or forgery. There are So-

cial Engineering Schemes and Technical Schemes. Prevention passes to install an anti-

malware product, install a browser extension, and verify the source links and sender be-

fore interacting. Furthermore, private keys should be stored in hardware wallets or any

other offline place to avoid stealing keys.[4]

Vulnerable Signatures, refers to the fact that vulnerable hashes might be used to generate

private keys. These attacks can be prevented using an Interactive Incontestable Signature

- a signature method proven to be a reliable security mechanism. [131]

• Target DDoS Attack. It consists of flooding the network with numerous requests beyond

what it handles, making it unresponsive or temporarily inefficient. If the attack succeeds,

it might enormously impact the blockchain since users cannot perform transactions or

mining. Furthermore, it can also lead to centralized mining, where a few nodes aim to

break the blockchain principles. This attack aims to saturate the communication link

bandwidth, system RAM, CPU resources, or exhaust memory capacity. To prevent this

attack[17]:

– Implement techniques like traffic behavior-based methods, anomaly-based traffic

analysis, machine learning, and deep learning.

– The target victims must monitor their edge infrastructure or content delivery net-

work.

– Improve blockchain code, filter attack packets, make transactions more expensive,

reject if the transaction has confirmed parent transactions, and deploy network relay

nodes at the Autonomous System (AS) level.

• Length Extension Attack. Attack based on the predictability of hash functions. In this

attack, the attacker can add data to the original message by knowing its hash value and

length. The attacker doesn’t need to know the message content. Performing the Length

Extension Attack allows bypassing security checks and creating fraudulent transactions.[23]

To prevent this attack[119]:

– Use SHA-25 or Keccak-256, instead of MD5 or SHA-1, which is not vulnerable to

these attacks

• Hash Collision Attack. A hash collision happens when two different inputs have the same

hash value. This might happen because hash functions have an undefined input length and
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a predefined output length, making it inevitable for different inputs to have the same hash

value. Any program that compares hashes is suitable for this attack. [95] To prevent this

attack[23]:

– Use a strong hash algorithm such as SHA-256.

• Smart Contracts Exploitation. Attackers can manipulate smart contracts and expose

sensitive information or allow unauthorized access. The solution is to apply good security

development practices and implement monitoring tools to track contract activities and

unusual behavior. Some of these attacks:

– Reentrancy. The attacker repeatedly calls a function before the previous call has

been completed. A contract execution is put on hold when a call to an external

contract is performed. This second contract starts having control over the next se-

quence of events. As such, if contracts’ variables are only updated after the external

contract call, the validation to execute the method might continue to be true, and

consequently, the external contract can continuously keep on calling this method,

leading to a loop. If the code being executed is, for example, the withdrawal of

funds, this can be continuously done until no more money is left. A preventive mea-

sure is finishing all internal contact work (updating all contracts’ variables) before

calling the second contract.

– Timestamp Dependence Vulnerability. Each block in the blockchain has a times-

tamp. Miners are capable of manipulating the value of the timestamp. Therefore,

"block.timestamp" usage should be avoided; instead, block numbers should be used

as they are more predictable and less prone to manipulation.

– Integer Overflows and Underflows. This vulnerability results in surpassing the

fixed range of values. The integer type uint8 has an interval of values between 0 and

255. If a variable instantiates with this type surpasses 255, the value rests at 0. And

if the variable goes lower than 0, the value rests at 255. This can lead to unexpected

modifications in the state variables.

– Short Address Attacks. This attack happens when the address field is not correctly

verified. If a user inserts an address shorter than 20 bytes, the Solidity contract

will automatically pad with the right zeros to ensure the address is appropriate. A

prevention for this attack is to use bytes20 data tupe for address, which ensures the

fixed-length.

These are just a few examples of attacks that can happen on the blockchain. Besides the

ones presented, many others can be performed.
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1.1.4 Biggest Problems with Blockchain

Many problems are hindering the adoption of blockchain. They are scalability, energy con-

sumption, security, complexity, and interoperability.

• Scalability. As the number of blockchain transactions increases, the difficulty of vali-

dating them also increases, leading to transaction throughput limitations and transaction

fees. This can be considered when developing solutions requiring fast transaction pro-

cessing speeds. Solutions to overcome this issue pass by including off-chain channels.

[68]

• Energy Consumption. Some consensus protocols, like PoW, require a lot of comput-

ing power, which increases carbon emissions affecting the environment. As a solution,

blockchains like Ethereum have adopted other consensus protocols like PoS, which con-

sume less energy. [98]

• Security. As previously seen in section 1.1.3, blockchain still presents many attack vec-

tors. Security efforts need to be performed to ensure stronger security in blockchain.

These include implementing good security practices and monitoring mechanisms to track

unusual behavior.

• Complexity. Blockchain is a complex technology that implies a lot of technical knowl-

edge. This might hinder its adoption, discourage potential users and developers, and lead

to errors and inefficiencies in implementation. A solution to this passes in developing

user-friendly solutions and promoting educational resources. [98]

• Interoperability. Interoperability between networks is the ability of different blockchain

networks to communicate. Because each network has its own protocol, it’s still a chal-

lenge to make them collaborate together. This lack of interoperability leads institutions to

navigate through multiple platforms, tokens, and cryptocurrencies, leading to a bigger ef-

fort. Furthermore, this might prevent innovation and development of solutions that might

benefit the end user. [103]

• Privacy. It’s possible to discover transaction patterns and establish a relationship between

them. Imagine a user using the same address for more than one transaction. In this

case, tracing them back and discovering the users’ historical and financial activities is

possible, leading to identifying the entity. [134] Furthermore, through attacks like man-

in-the-middle and DoS/DDoS attacks, transactions with confidential content can also be

compromised [103].
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• Regulatory Compliance. Applying blockchain technology in non-Bitcoin currency’s le-

gal and financial sectors creates regulatory challenges. Blockchain lives independently of

the law, and government officials won’t change their behavior based on the presence of

this new technology. [131]

To achieve the full potential of this groundbreaking technology, the listed problems will have

to be overcome.

1.2 dApps

Decentralized Applications, dApps, are applications built on a P2P network, not depending

on a central authority to manipulate the data or actions performed on the application. The com-

munication channel is the blockchain, where each interaction in the dApp generates an entry in

the blockchain, in which data gets stored using cryptography. [45] [10]

Normally dApps are developed under the Ethereum blockchain, which provides smart con-
tracts - self-executing programs - enabling peer communication and execution when certain

conditions are met [3]. These smart contracts are responsible for storing the application logic

and can be seen as classes in centralized programming. [45] Since dApps are developed over a

blockchain and use smart contracts to execute functionality, they can be considered persistent.

By using blockchain, dApps inherit their characteristics, and users maintain absolute control

of their data at any time. Even though dApps resist censorship and provide privacy, they are

in their early stages, facing problems and challenges such as scalability. Furthermore, because

smart contracts cannot be changed once deployed, it’s important to ensure their well-functioning

before deploying them. [45] [126] [1]

1.2.1 dApps security

When developing a dApp, security must be taken into account. Not taking it seriously can

lead to severe consequences, such as loss of sensitive information, financial assets, and user

trust. Because dApps are developed over the blockchain, they inherit not only all their security

features but also all their vulnerabilities and weaknesses.

When developing a dApp, some points should be taken into consideration:

• Data Integrity and Confidentiality. Cryptographic techniques with strong encryption

algorithms should be used to protect sensitive data from tempering and unauthorized ac-

cess. Asymmetric encryption and a secure hashing mechanism can be used. More details

on them in 1.3 and 1.4. Only the necessary information should be added to the smart

contract, and its management should be carefully maneuvered.
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• Principle of Least Privilege. Users should only have access to what they need to fulfill

their tasks. This reduces the attack surface and minimizes the impact of security breaches.

• Smart Contracts Robustness. Smart contracts, once deployed, become open-sourced

and, if left vulnerable, are susceptible to hacking.

• Blockchain selection. The chosen blockchain should fulfill the dApp requirements and

present characteristics, such as a consensus mechanism that is robust and resistant to at-

tacks.

• Scalability Challenges. As people adhere to a dApp, scalability becomes a concern.

Increased usage may lead to slower transaction processing. These delays can latter be

exploited by attackers.

1.3 Encryption

Encryption is a reversible process used to ensure the security of data by encoding it. This

mechanism ensures confidentiality and controlled data access. There are several types of encryp-

tion: symmetric, asymmetric, hybrid, stream, block, homomorphic, quantum... In this section

only symmetric and asymmetric are going to be analyzed.[133]

Symmetric Encryption: uses the same key to encrypt and decrypt, and therefore, this key

should be kept secret in order to enhance security. Frequently used in circumstances where speed

and efficiency are required. It is used to encrypt large amounts of data. Furthermore, this type

of encryption uses Initialization Vectors (IVs), a pseudo-random value used to ensure unique

encryption outputs, even when the same key and plaintext are used. This IV is typically used

in block ciphers, such as Cipher Block Chaining (CBC), Counter (CTR), and others. Examples

of symmetric encryption are AES (Advanced Encryption Standard), and DES (Data Encryption

Standard).[133] [26]

Asymmetric Encryption: uses a key pair formed by a public key and a private key. While

the first key can be shared and used to encrypt data, the second key can not be shared and is used

to decrepit data. Examples of asymmetric encryption are Rivest-Shamir-Adleman (RSA), and

Elliptic Curve Cryptography (ECC). Often used to secure key exchange, digital signatures, and

encryption in Public Key Infrastructures (PKI).[133]
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1.4 Hashing

Unlike encryption, hashing is a one-way process, this is, once a plaintext has been hashed,

it’s not possible to get its value back. Hashing creates a unique, fixed-length output from an

input of any size. Changing something on the input will generate a totally different output.

It is commonly used for integrity verification, digital signatures, password storage, and other

applications where irreversible transformation is needed.[53] There can be:

• Cryptographic Hash Functions: designed for secure applications like digital signatures,

password storages, and data integrity checks. Examples of it are SHA-256, SHA-1, SHA-

3, and MD5. Where SHA-2 and SHA-3 are considered extremely secure. [133]

• Non-Cryptographic Hash Functions: used when security is not a priority, focused on

speed and simplicity. Used in data structures (hash tables databases, cache systems...).

Examples of it are MurmurHash, CityHash, FNV. [53]

• Checksum Algorithms: simple algorithm, used for error detection and correction in data

transmission. Not collision-resistant, but rather used to detect data changes. Examples of

it are CRS, Adler-32. [78]

1.5 Hierarchical Deterministic Wallets (HD)

Frequently, when we talk about wallets, we also talk about key generation because owning

a private key is the same as owning coins, and for so, a wallet and a key have similar meanings.

The MetaMask application is a wallet that uses the concept of Hierarchical Deterministic

Wallets (HD). As such, MetaMask provides a seed phrase, also called mnemonic, that enables

users to access their accounts. Because of this, it is important to keep the mnemonic secret.

This seed is represented as a mnemonic phrase following the BIP-39 standard. For the

mnemonic generation, a source of entropy (randomness) is typically generated as a 128-bit (orig-

inates a 12-word mnemonic) to 256-bit (generates a 24-word mnemonic) random number. This

is followed by a checksum calculation concatenated with the entropy to form a new binary se-

quence. This binary sequence is then divided into 11-bit segments. Each of these segments is

then mapped to a word from a wordlist of 2048 words, defined in the BIP-39 standard. The

result is a human-readable phrase.

The security of the mnemonic relies on the quality of the entropy used. If the entropy is

truly random, the resulting mnemonic will be secure and difficult to guess. Additionally, the

wordlist contains 2048 unique words, creating a vast number of possible word combinations.
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This significantly complicates attempts to guess the mnemonic through brute force.

To be able to generate the same set of keys for the same seed, this is, mnemonic, the Hier-

archical Deterministic Wallet is based on the BIP-32 standard and BIP-44 standard. This key

generation is performed using Elliptic Curve Cryptography (ECC). Furthermore, the gener-

ated private key is kept in the user’s local storage, regenerating every time the user changes the

device or cleans the local storage.

With this being said, it is possible to summarize that a seed phrase provides a simpler way

to memorize a very long number (seed) later used to generate accounts deterministically. [66]

In computer science, deterministic describes a process that will always generate the same

result. In this case, the same mnemonic will always generate the same set of keys/accounts.

[66] It’s important to refer to the difference between Deterministic Wallets and Hierarchical

Deterministic Wallets (HD):

• Deterministic Wallets: Refers to a wallet capable of generating multiple private keys

from the same seed. Frequently uses SHA-256 hash function.

• Hierarchical Deterministic Wallets: Unlike deterministic wallets that generate one pri-

vate key, in hierarchical deterministic wallets, a pair of master keys are directly generated

from the seed that was previously generated from a mnemonic phrase. From here, it’s

possible to derive a tree of cryptographic keys.[93]

As previously said, this process uses different protocols, such as BIP39 and BIP44, which

have different purposes.

• BIP39 - Bitcoin Improvement Proposal 39: widely used open-source protocol capable

of generating a seed phrase and converting this phrase into a seed, which is then used to

generate Hierarchical Deterministic Wallet (HD) keys using schemes like BIP-32 or BIP-

44. The generated seed phrase allows users access to their wallets, and they come from

a predefined dictionary of 2048 words (from multiple languages) that are then randomly

chosen (similar words are avoided), guaranteeing that each seed phrase is secure and hard

to guess. [55]

• BIP44 - Bitcoin Improvement Proposal 44: defines hierarchical deterministic paths

from different currencies, accounts, and addresses. It doesn’t provide a way to gener-

ate mnemonics or seeds (such as BIP-39), but it describes the structure of the derivation
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path and its hierarchy. The image in appendix B shows how it’s possible to use BIP-32 to

deterministically generate a sequence of Bitcoin wallets using a seed phrase.[55]

In the image presented in appendix E.4, it’s possible to see a code snippet explaining how

the account generation is performed. In this snippet, there is a "path" argument. This argument

is how multiple accounts are generated from the same mnemonic. Each "/" is considered to be

"path levels" where [93]:

• ‘m‘: root of the hierarchy.

• ‘44’‘: indicates that follows the BIP-44 standard.

• ‘60’‘: in BIP-44 each currency is assigned with a unique number. The number 60 is the

one for Ethereum.

• ‘0’‘: account index, in this case, the first account.

• ‘0’‘: change addresses, where 0 is for external addresses and 1 for internal/change ad-

dresses. Doing m/44’/60’/1’/0/0 => creates a second account.

• ‘0’‘: address index.

As for so, the "path" argument describes how to reach a specific node through the hierarchi-

cal structure, that is, to reach a specific cryptographic keypair. [93]

1.6 Authentication

Authentication is about verifying the user’s identity. While in web2, this is performed using

a username and a password, in web3, this is done using a mnemonic, as explained in the previous

subtitle (1.5). [56]

1.7 Authorization

Authorization is about giving permissions to a user who has already been authenticated with

an identity.[56] In web3, this can be done by passing the user’s Ethereum address as part of

the request payload. When the smart contract receives the request, validations are performed

to ensure that the user can execute the functionality. This can be seen in the code snippet in

appendix E.7, where to execute the "editFile()" method, the transaction executor can only be the

contract "AccessControl.sol".
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1.8 Session Timeout

Session timeout is a mechanism that disables a session after a period of inactivity, as such

preventing a session from being active indefinitely. Once the session has expired, the user has

to be re-authenticated. This ensures that only authorized users maintain access to sensitive

resources. [33]

While in web2, session timeouts are managed using session tokens or cookies, in web3,

session timeouts are handled using cryptographic keys or wallet addresses.

This session timeout helps to mitigate risks:

• Reduce exposure to unauthorized access: If a user is hijacked - attacker takes unautho-

rized control over a website - or compromised, the impact is limited to the expiration time.

The attacker would need to re-authenticate once the session expires. [33]

• Mitigates shoulder surfing: shoulder surfing refers to the act of observing someone’s

activity to get sensitive information such as passwords or account numbers. Therefore,

someone else might view or manipulate sensitive data if a user leaves a device unattended.

[114] Session timeout allows automatic logout if a period of inactivity is reached.

1.9 Dissertation Structure

This document is organized into eight sections, concluding with References and some Ap-

pendices. To enhance the clarity and structure of the document, all visual materials, including

images, schematics, flowcharts, and tables, are shown in the appendix. Each section begins with

a concise introduction outlining the topics to be discussed, followed by the main content and a

summary of the key conclusions.

This first introductory section provides essential background information. After this, the

document includes a Literature Review, which discusses the identified problem, proposed so-

lutions, relevant scientific research, and existing market solutions. A comparative analysis of

potential technologies precedes a detailed exposition of the selected technologies, specifying

the solutions’ objectives, requirements, use cases, and architecture. The following sections de-

scribe the implementation process and the results achieved. And lastly, the final chapter offers a

comprehensive summary of the conclusions drawn and the outcomes obtained.
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Literature Review

This section starts by contextualizing the reader on the problem and solution addressed in

this dissertation, followed by a market analysis and a review of scientific papers found in bibli-

ographic databases such as IEEE, Web of Science, Springer Link, and Scopus.

Furthermore, this section compares the proposed solution with existing solutions found in

scientific literature and the market, explicitly identifying the innovation proposed by this disser-

tation.

Finally, it outlines the research questions, which are previously answered in the conclusion,

chapter 8. It also proposes a validation strategy and discusses potential threats to the validity of

the findings.

2.1 Problem/Context

In recent years more and more documents, such as birth certificates, and university diplo-

mas have been stored in digital form due to technological evolution. This was seen as a way to

achieve a paperless environment and as a way of helping in spreading information. This transi-

tion enables easy access to documents, but it provides an open door to easy document forgery
or counterfeiting, allowing individuals to get credit for undeserved accomplishments. [19] [96]

Furthermore, it’s possible to perform identity document forgery and steal someone else identity.

[8]

Sectors such as financial sectors are now at their peak concerning fraud and document fal-

sification. [110] A common case might happen when the client receives a document containing

all the savings account information. Because the bank institution only stores the data and not the

signed document, the client can change information, such as the interest rate, and sue the bank

20
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for trying to deceive him. As in this case, many other sectors, such as universities and hospitals,

face this problem. As such, there is a need to have an efficient way of solving this issue.

Reference [96] describes four techniques already used to ensure/prevent document alter-

ation: going through Barcode, Hashing, Document Signatures, and Watermarks. Alongside

these techniques, industries provide solutions to detect or avoid falsified documents, such as

human analysis, AI (Inscribe [42], Nethone [72], resistant.AI [92]), and document-sealing so-
lutions (Entrust [27]). Nevertheless, they are either not efficient, in the case of human analysis,

or centralized.

Furthermore, due to forgery issues, companies/institutions have been adding complex pro-
cesses to ensure document verification [96]. An example is reflected in the recruitment process.

Because it’s possible to counterfeit diplomas, companies introduced competency tests in the

interview process since the diploma is no longer enough to ensure an individual’s knowledge.

[77]

As it will be analyzed in the sections to come, there is no solution or scientific paper
that develops a document management, tracker, share, and verifier system oriented to
decentralization over security.

With this being said, the dissertation aims to address two main problems:

• Avoid document counterfeiting and forgery in different sectors.

• Avoid long processes created as a solution for document counterfeiting and forgery.

2.2 Solution

In order to address the problems previously explained, a blockchain-based system, oriented
to decentralization is proposed. The solution is developed to be a file manager, also enabling

the tracking, sharing, and verification of files. As so, features such as file uploading, deleting,

and sharing, alongside an audit log will be provided by the decentralized application. With these

features, it’s possible to ensure a single place where documents can be edited and issued, always

guaranteeing their security and trustworthiness.

For the solution proposed by the current dissertation, the end-users are to be individuals

in a public environment. Nevertheless, in the future, the solution can evolve and be used by

companies/institutions, enabling secure document circulation inside them.

This solution aims to be a single source of truth, where citizens can verify if a document

has been changed (forged) and track every action taken against it. The main focus is to ensure

decentralization in document management, issuance, tracking, sharing, and verification.
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Furthermore, this solution will be used as a starting point to explore how can security and

decentralization be balanced to promote robustness and user trust. It also allows for a compre-

hensive examination of the challenges when developing with blockchain.

2.3 Related Work

Much work has been done concerning using blockchain to avoid document forgery and to

study the use of blockchain as a secure way to store and share files. This section aims to show-

case the scientific papers related to the problem previously explained alongside the market study.

2.3.1 Scientific Papers

Reference [7] presents a survey on decentralized applications based on Ethereum, the use

of smart contracts, IPFS (InterPlanetary File System), and other tools and techniques used to de-

velop dApps on the Ethereum network. The article stated how hard it is to maintain and develop

a dApp on a large scale and states traditional security is insufficient for blockchain-based apps.

Reference [34], addresses the need for a decentralized, distributed data storage and access
solution that is simple and doesn’t need financial incentives. To this end, VAULT, a permis-

sioned blockchain-based protocol, is developed and analyzed. It has the characteristics of not

needing financial incentives and enabling features like adding, updating, and sharing docu-

ments between users. To ensure efficiency IPFS is used and, to ensure security, a permissioned
blockchain is used alongside a quorum-based approach, which guarantees fairness through ran-

domness in quorum selection. Furthermore, the files’ content is encrypted before being stored in

IPFS. VAULT’s end users are applications that require collaboration from multiple permissioned

parties, such as project management or collaborations among researchers or developers. This ar-

ticle can conclude that VAULT is trustless and transparent, solving the problem of a single point

of failure presented in the centralized storage solutions. Additionally, they can demonstrate the

fairness and linear scalability of the employed quorum selection, enhancing the capacity to han-

dle a greater number of transactions per block.

Reference [120] addresses the need for a file-sharing system independent of a third party,

this is, a decentralized file-sharing system. A blockchain-based file-sharing framework that

leverages the advantages of IPFS and PKI systems is described as a way to solve the men-

tioned need. Features like uploading and sharing files are provided by the solution. Ethereum



2.3 Related Work 23

Blockchain is used, enabling authentication, authorization, and integrity. IPFS is used to pro-

vide availability to the system and help lower the transaction cost - heavier content is stored

in the IPFS, while lighter content is stored directly in the blockchain. Security is provided by

access control privileges (enabled using smart contracts), usage of a modified version of IPFS,

synchronous encryption, and usage of Advanced Encryption System (AES) before sending a file

to the IPFS. The solution is developed for a web environment and uses OpenPGP as a PKI.

Metamask is used for a smooth login and integration of cryptographical authentication. Further-

more, Oyente tool tests vulnerabilities in the smart contracts [76].

Reference [49] addresses the need of providing a deep analysis on developing a secure

file-sharing system based on blockchain and IPFS, in order to reduce overheads and security

threads. Using blockchain and IPFS without any other security measure becomes unreliable

since their content is accessible to anyone in the network. To get around this, the paper pro-

poses to encrypt data using the AES (Advanced Encryption Standard) before sending it to IPFS.

Furthermore, another security layer is added by using a permissioned blockchain since only

allowed nodes can interact with the network. Besides the security layer, the article discusses that

IPFS also makes the used blockchain more scalable and lightweight and helps decrease the cost

of storing data in the blockchain. As a form of analysis, it also presents the achieved results

related to the computing time when uploading and downloading a file.

Reference [5] provides an in-depth analysis of the existing file-sharing solutions and how

the existing problems can be accessed using blockchain and IPFS, always maintaining privacy

and security. The paper provides an analysis of centralized and decentralized solutions (Sia,

Storj, and FileCoin), and an analysis of the combination of IPFS and blockchain. The paper pro-

posed a system developed using the Ethereum blockchain in a private network. They proved

that, by combining IPFS and blockchain, it’s possible to have a secure, fast, and highly avail-

able platform for storing and sharing data. The proposed system improved data security and

provided faster file retrieval and a higher degree of data availability. While blockchain provides

transparency and security, IPFS provides security and efficiency of data storage and sharing.

Limitations related with scalability, security, and compatibility were encountered in the pro-

posed system.

Reference [64] addresses the need for a blockchain-based, secure file-sharing system devel-

oped for a consortium of organizations. A workflow for identity management and file-sharing

processes is developed using Hyperledger Fabric alongside IPFS and Identity and Interfac-

ing Server (IIS). It provides features of identity registration, user identity authentication, file
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sharing, and file retrieval. The proposed system provides security, confidentiality, integrity, and

availability of shared files.

Reference [46] addresses the need for a system that helps educational institutions in record

keeping/document management, decreasing problems of losing files and avoiding waste of time

and resources. A secure and public Ethereum blockchain-based file-tracking system that en-

sures data governance and privacy of college students is proposed. It uses the Chameleon Hash
Function in conjunction with the Advanced Encryption Standard (AES) algorithm. Chameleon

Hash Functions provide an additional layer of security by ensuring documents are safely deliv-

ered and protected by authorized access. AES is an algorithm to protect user data and prevent

unauthorized access. Furthermore, the developed system provides file upload, tracking, and
management features alongside access control, audit trails, and secure sharing of files. The

proposed scheme provides a secure, scalable, and transparent solution through sophisticated se-

curity features and advanced cryptographic techniques.

Reference [79] addresses the need for a decentralized private storage solution with an ef-

ficient file management system to help file sharing between organizations. A storage system

developed using Hyperledger, a consortium blockchain, is suggested, and tests are performed

to ensure the systems’ feasibility. As for features, the system enables file storage, identity au-

thentication, access control, file retrieval, inserting nodes, selecting files and nodes, deleting

files, and adding authorized organizations.

Reference [74] addresses the need for a decentralized version control where multiple par-

ties interact. A document version control and sharing Ethereum application is developed to

enable multi-user collaboration in a secure and trustworthy way. IPFS is used. The proposed

solution enables control of data sharing and version tracking. Furthermore, a vulnerability and

security analysis is performed to check for common bugs and vulnerabilities.

Reference [71] addresses the need to solve the current centralized process of tracking med-
ical records. This centralization introduces uncertainty in stored data integrity, identity theft,

lack of accessibility (medical institutions have different data-sharing policies and regulations),

and opportunities for malware, viruses, and hacking attempts. In order to solve this need, Re-
chain, a blockchain-based digital medical health record management system is proposed. This

solution provides security, availability, and integrity being easily accessible from anywhere and

stored in one single location. It uses Ethereum network, web3.storage which is related to IPFS,

and Metamask. Roles of admin, doctor, and patient are used to provide different levels of ac-
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cess, and therefore provide security to its stored content. This solution solves the bureaucratic

processes to get patient data, takes out the need for a third party, and stores all the content in just

one place. Nevertheless, this solution faces challenges of latency, costs (every transaction has a

fee), and editing records.

Reference [97] addresses the need for a secure and highly available platform that holds

the Personal Health Record (PHR) for patients and healthcare providers. A decentralized,

blockchain-based solution is proposed, providing features of login, access to patient’s health

records, view of access list, Gmail access, view patient records, and patient record creation. Us-

ing Ethereum and IPFS, it stores health records in a secure way. In order to answer the research

question: ”Is Ethereum blockchain and IPFS suitable for storing Personal Health Records?” they

performed tests, achieving success in all of them. The system was proven to provide interoper-

ability between care systems and immutability in historical medical data. The only limitation of

the system is the transaction cost.

Reference [98] addresses the problem of counterfeiting in the medicine supply chain
which can impose damage to pharmaceutical companies and a risk to public health. A blockchain

multilevel security and authentication solution is proposed. It enhances transparency, integrity,

and traceability. It’s implemented using Hyperledger Fabric, and it incorporates a blockchain-

based QR code watermarking layer for authentication and verification. Access privilege re-
strictions and multiple validations were implemented, and the system provides three levels of

verification of medicines: QR code authentication, verification, and traceability. Furthermore,

project performance metrics were measured using Caliper tool.

Reference [96] addresses the need for a platform that provides the means to store docu-

ments securely, avoiding problems like forgery and counterfeiting. A blockchain-based solu-

tion incorporated with the use of IPFS was presented. It consists of a web-based application,

programmed in Java and upon a self-developed blockchain. In order to guarantee the authentic-

ity, integrity, and nonrepudiation of a document, the solution provides features such as account

creation, document upload, document consulting, and document verification.

Reference [91] addresses the need of ensuring that forensic reports are kept private and
unchanged by malicious actors. Because public blockchains are not suitable for preserving the

privacy of an organization and since they imply the usage of cryptocurrency to execute every

transaction, the authors of the article selected a private permissioned blockchain, Hyperledger,

alongside the use of IPFS. The solution encounters three different types of users with different
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responsibilities, the end-user, the system admin, and the secondary admin. Accordingly to the

user role, it’s possible to access the register of an analytical report, build/update/remove/fetch,

and trace the updates of any forensic report. Furthermore, with the proposed solution it’s possible

to accommodate both textual and media files. To ensure security the article opts for a permis-

sioned blockchain, uses different roles with different possible actions, and different access levels

to a forensic report. The authors of the article claim that the system provides traceability and

prevents data tempering from malicious actors. It was analyzed that the encountered solution

overcomes traditional public decentralized storage systems, once that transaction processing
time achieves an average of 11.99 seconds/transaction. Therefore it has a faster transaction ex-

ecution when compared to other blockchain systems.

Reference [52] addresses the need of a blockchain architecture that provides secure trans-

mission of examination papers from the superintendents to the students, eliminating the need for

a third party. This process is currently performed physically which incurs many security issues.

The paper proposes a blockchain-based system that will eliminate the need for physical circula-

tion. This solution uses Ethereum blockchain and IPFS to achieve decentralization and secure

communication between the teachers and superintendents. Other tools such as Metamask, and

Ganache are also used.

Reference [77] addresses the need to ensure legality in documents related to education,

especially at universities in Indonesia, avoiding problems like diploma counterfeiting/forgery.

As a result of these types of fraud, bureaucratic processes in recruiting new employees are in-

troduced, implying a series of tests to ensure the individuals’ knowledge. An Ethereum-based
solution was suggested to help with document management in the field of education. The

proposed features are authentication, publishing, and document verification. The solution uses

architectural models, algorithms, tests, and implementation details that are universal and can be

used to issue and verify different types of certificates. The paper examines this solution and sees

that it reduces time spent validating authenticity.

Reference [94] analyzes how blockchain can be used in education systems, avoiding doc-

ument falsification, such as diplomas. Even though many blockchain-based solutions have been

proposed, none of them were able to be widely used, and there is no recent research that shows

their usage once the article was published. This reference analyzes blockchain in the education

sector, showcasing limitations and advantages alongside possible implementation models.

Reference [31] addresses the need for a decentralized system that prevents document forgery
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in the education sector, which also leads to lengthy document verification processes. An

Ethereum document verification decentralized web application was proposed. With the sys-

tem, it was possible to achieve scalability and latency without opening the hand of simplicity,

minimalism, and cost-effectiveness.

Reference [47] addresses the problem of fraud in real estate contracts and the scalability

issue that comes with blockchain usage. An Ethereum online real estate application was de-

veloped using a zero-knowledge proof algorithm. It enables online contract management and

discrimination of contract forgery. It ensures full reliability without the need for intermediaries.

Reference [130] addresses the problem of lack of security and anonymity in e-voting. Be-

cause encryption alone can not guarantee anonymity, trying to develop a more secure system

has become an important matter. A blockchain solution was developed to prevent the forgery

of votes, being considered public, distributed, and decentralized. An Elliptic Curve Cryptog-
raphy (ECC) was used to provide authentication and non-repudiation, and a withdrawal model

was designed to enable voters to change their minds until a deadline is achieved. The solution

enables auditing and verifying votes without voting. It was proven to be a practical and secure

e-voting system to avoid votes’ forgery.

Reference [21] addresses the problem of document forgery which, consequently, provides

strict verification and authentication procedures to guarantee documents are original. As a so-

lution, an Ethereum document verification system is proposed and analyzed, developed to be

used by multiple organizations, and used as a generic platform. It’s developed to be decen-
tralized, permissionless, and open to everybody. Each organization has its system, run by an

admin which is able to select verifiers responsible for checking documents uploaded by users.

To become an admin a money transaction has to be performed. The system also uses IPFS to

store documents. They provide document version control using IPFS and security through an

admin role and intend, in the future, to add features as document categories in order to provide

documents with their specific sector fields. As for functionalities, it enables document upload

and storage, add verifiers, and document verification.

Reference [13] addresses the problem of fake passports. An Ethereum decentralized

application for managing passport-related information is designed and implemented, enabling

the verification of a passport’s authenticity. It is fast and secure and uses IPFS to solve the

blockchain storage limitation. It enables storage of passport details, passport data retrieval, re-

port dashboard, and alert notification when a passport is forged.
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Reference [69] addresses the problem of forgery of black box image data, which helps to

determine responsibility in traffic accidents. By developing a blockchain-based solution, using

encryption, IPFS, and developing a self-validating consensus algorithm, the article aims to

solve the data privacy and storage problem of blockchain as well as the consensus algorithm

latency problem and the forgery of black box image data. The proposed solution was analyzed

in terms of performance and concluded the downloaded and uploaded don’t affect the perfor-

mance, and there is a linear increase in the delay time according to the capacity.

Reference [90] addresses the need to avoid counterfeiting of digital certificates. For so,

a Hyperledger low-cost and private blockchain is suggested. It has an admin that maintains

control over systems’ data, has access to historian records, updates and creates them, and cus-

tomizes new participants. Furthermore, it also has an end user, which has various restrictions

on document access, modification, and creation. The solution provides a feasible, secure, and

stable way of managing certificates in a private network.

2.3.2 Market Study

Besides scientific papers, this section describes some of the already existing market solu-

tions.

Decentralized Identity Providers solve the centralization problem in authentication and

verification, enabling greater control and privacy. It’s formed by DIDs, decentralized identifiers,

and VCs, verifiable credentials, which provide aspects to the user identity. [15] VCs hold in-

formation such as birth date or the degree of study of an entity. An example of a decentralized

identifier is PolygonID. [9]

File Management Systems can be centralized and decentralized. Cloud storage systems,

such as "Microsoft OneDrive," "Samsung MyFiles, "Files by Google," and "Dropbox" are cen-

tralized and enable the management of documents (store, share, delete, and more). Decentral-

ized storage systems, such as "Storj" [111], "Sia" [101], "FileCoin" [30], "Swarm" [116], and

"Blockhouse" [14], also use blockchain to provide a decentralized way of storing documents.

Cryptowerk is a platform that helps with file verification at a massive scale. It leverages the

benefits of blockchain technology to mitigate the risks of file tampering. It provides an API that

communicates with the blockchain and returns the veracity of a document. It provides endpoints

to store documents’ hash on the blockchain, get the documents’ seals, and verify seals.[107]
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CB Blockchain Seal, developed by Connecting Software in collaboration with CryptoW-

erk, is a solution designed to ensure data integrity in platforms like SharePoint and Salesforce.

CryptoWerk’s approach involves storing only the hash of the files on the blockchain, ensuring

that Connecting Software never stores any original customer data on the chain. CB Blockchain

Seal accumulates the users’ requests for a more efficient solution before sending them to the

blockchain.[22]

DocuTrack is an open-source document-sharing dApp developed on the Internet Computer

Protocol (ICP) that allows sending and receiving documents in a fully encrypted way. A user

can upload a file and generate a secret key for that file. Afterward, the user selects a recipient

to decrypt the files’ secret key and access its content. All of this without providing personal

information. It also allows the recipient to make a file-sharing request.[25] [65]

Pinata is an IPFS pinning service. It enables uploading, editing, sharing, deleting, and

renaming files. It also provides an API that enables more control over how files are used.[83]

2.3.3 Comparison With The Proposed Solution

The proposed solutions can be divided into file sharing and storage, as well as file counter-

feiting/forgery into broad and specific areas. This sub-section aims to detail each of these and

compare them with the proposed solution.

2.3.3.1 Counterfeiting/Forgery in broad areas

• Reference [96] - The solution is seen as a document verification system. It uses a permis-

sioned self-developed blockchain, and for so it abdicates decentralization to provide more

security by being able to choose who joins the network. Because it is “permissioned”, the

presented solution is developed to be used in a closed environment, inside of an institu-

tion/entity.

• Reference [90] - Also addresses the problem to be solved with a permissioned blockchain,

giving more priority to security over decentralization.

• Reference [21] - The solution is seen as a fully decentralized document verification sys-

tem. It has roles of admin, verifier, and user and enables uploading, storing, and document

verification. The main users are organizations. Specific features such as admin and verifier

are present to the final users.

• Proposed Solution - The proposed solution is a system used to manage, track, share, and

verify files, not only being used for document verification. It aims to be used in an open
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environment prioritizing decentralization and ensuring security using other mechanisms

besides the ones provided by permissioned networks. The main users are individuals.

A limitation of the solution is that every transaction will have a cost but this will be

compensated using IPFS and other processes explained in sections to come. This solution

is seen as a document verifier and manager. Furthermore, because the blockchain to be

used is public, the system to be developed sacrifices extra security provided by private

blockchains in order to get full decentralization.

Lastly, reference [96] only presents how a file can be stored in the blockchain securely,

not providing insights on best practices, tool comparison for dApp development, and efficiency

measures.

2.3.3.2 Counterfeiting/Forgery in specific areas

The problem and mitigations of counterfeiting and forgery of documents in specific knowl-

edge areas is already being addressed by the following articles:

• Reference [91] addresses the problem in forensic scenarios.

• Reference [71], [97], and [98] addresses the problem of counterfeiting and forgery in the

medicine sector.

• Reference [47] addresses the problem of forgery and counterfeiting real estate contracts.

• Reference [130] addresses the problem of counterfeiting and forgery of votes in e-voting

platforms.

• Reference [77], [46], [52], [94], [31] address the problem of document forgery and coun-

terfeiting in the education sector, developing different systems with specific features and

with a deep analysis on it.

• Reference [13] addresses the problem of forgery and counterfeiting in passport falsifica-

tion.

• Reference [69] addresses the problem of forgery and counterfeiting in-vehicle image data.

With this being said, while the presented articles developed features, transactions, and se-

curity measures focused on a specific use case/area of study, the proposed solution aims to be

broad and enable storage, management, and verification of any existing document.

Furthermore, articles [121], [35], [128], and [7] don’t aim to directly solve the counterfeiting

of documents but to show that blockchain is capable of simplifying specific processes.
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2.3.3.3 File sharing, and storage solutions

Reference [96], [64], [5], [49], [120], [34], [79], [74] are related to file-sharing, data storage,

and access solutions. Nevertheless, file-sharing is just a feature of the proposed dissertation

solution. These references don’t present the verification feature, which is fundamental to avoid

counterfeiting/forgery, and they don’t focus on the need to be addressed by the dissertation.

Lastly, the article [7] focuses only on the analysis of applications developed on Ethereum

blockchains alongside IPFS. Contrarily, the dissertation addresses the specific need of counter-

feiting, and forgery, and provides an analysis of best practices, tools, and security measures on

dApps.

2.3.3.4 Market Study - Decentralized Identity Providers

Both solutions, such as PolygonID and the one being developed in the dissertation, aim to

provide trustable information. Nevertheless, NearFile, goes further beyond, it aims to solve

the problem of information disclosure, which is not addressed in Polygon ID. Furthermore,

NearFile also works as a file manager with a document verification feature, which is not one of

the features of Polygon ID. NearFile aims to be much more than an identity provider, it aims to

ensure trustability in all types of files, not only the ones related to the user’s identity.

2.3.3.5 Market Study - File Management System

The presented solutions only serve as file providers, not ensuring the validity of documents,

nor are they used as a place to store and track authentic documentation.

2.3.3.6 Market Study - CryptoWerk

CryptoWerk primarily focuses on decentralized file verification, but the proposed solution goes

further by decentralizing verification, file storage, management, and sharing, along with provid-

ing audit logs. Unlike CryptoWerk, which is limited to an API, the proposed solution offers a

comprehensive file management platform. However, it’s worth noting that the proposed solution

can still leverage CryptoWerk for its file verification capabilities.

2.3.3.7 Market Study - CB Blockchain Seal

CB Blockchain Seal only extends the usage of Cryptowerk to SharePoint and SalesForce. As

for so, it is also focused on decentralizing file verification, not contemplating other features of

the proposed solution.
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2.3.3.8 Market Study - DocuTrack

DocuTrack, provides a platform that focuses on the decentralization of file sharing. Conse-

quently, it also doesn’t provide all the features the proposed solution aims to possess.

2.3.3.9 Market Study - Pinata

Pinata is an IPFS pinning service, so it focuses on easing the process of users storing files in the

IPFS. It doesn’t use blockchain for this file management, and it doesn’t provide audit logs and

file verification.

2.3.4 Innovation

Because the need being addressed by the dissertations’ proposed solution is already analyzed

by articles like [96], [77], and [21], it’s possible to conclude that its innovation is not about solv-

ing an unbreakable problem/necessity in the market, but it’s about how that problem/necessity

is being approached.

Even though there are applications or scientific papers that separately implement some of

the features proposed by the solution, they do not develop them all while prioritizing decentral-

ization. Furthermore, they don’t provide an analysis of good security and development practices

as well as how development, including testing, was performed.

The dissertation aims to provide a solution that can be used in a public environment, not
use case-specific (unlike articles [71] or [77]), and prioritize decentralization. The disserta-

tion aims to furthermore analyze how can decentralization and security be hand in hand and

understand possible drawbacks and benefits of developing apps in the blockchain. It also aims

to provide an analysis on good security and development practices as well as testing.

The research questions are:

• Question 1: ”Is it possible to develop a secure, 100% decentralized file manager, tracker,

share, and verifier system?”

• Question 2: "How can a dApp that aims to store important and personal files be public,

secure, and decentralized?"

• Question 3: ”What are the systems’ limitations, and how do they affect the end user?”

• Question 4: ”What are the best security measures when developing a dApp?”

• Question 5: ”What are the best tools and practices when developing a dApp?”
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The next section proposes ways in which these questions are going to be approached/answered.

2.4 Validation Strategy

This section aims to explain the process to be performed in order to achieve the needed

answers to the research questions. Accordingly, with the proposed solution, the performed tasks

were:

• Study, and compare various technologies and security measures.

• Development of a proof of concept. Where various areas of software engineering will be

taken into account: requirements management, implementation of software and architec-

tural patterns, as well as security and testing coverage analysis.

• Development of unit tests.

• Usage of security and testing tools to analyze the robustness of the developed solution.

In order to understand and extract quality measures of the proposed proof of concept.

2.5 Threats to validity

Threats to validity refer to anything that might compromise the conclusions taken from the

dissertation development, being important to identify them from the beginning. Three threats to

validity were identified:

• It’s not feasible to read all the existing articles in the scientific community. For so, some

important articles might not be considered.

• Technology evolution. Because blockchain is an early technology smart contract lan-

guages, or even other dApps tools are constantly evolving. What today might be consid-

ered the most secure or decentralized tool or language, tomorrow might not, leading also

to deprecated functionality.

• Unit tests don’t cover all critical paths, and for so, bugs can be missed.

• Human error. Misinterpretation of test results or security analysis reports could lead to

not noticing important issues.

• Dependency issues. Security vulnerabilities in libraries can lead to an impact on test

validity and security analysis.
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2.6 Analysis/Conclusions

Even though many solutions and scientific papers are presented, companies and individu-

als still face the problem of document counterfeiting/forgery, leading to them implementing,

as a workaround, complex processes. Many solutions to this problem were provided, such as

verification systems in broad and specific areas or even file-sharing and data storage solutions.

It was possible to see that no direct competitor exists and that the dissertation solution can-
not be compared with any scientific paper since, that even though they try to solve document

forgery, they address different users and for so different needs: some prefer decentralization

over security and others prefer security over decentralization, this doesn’t make one solution

better than the other. Furthermore, some solutions are developed for a specific use case, such

as medical or educational, and so they cannot be compared with each other or even with the

one being developed (aims to be broadly used). It’s also hard to compare the current solution in

terms of quantitative values since the found articles don’t provide enough information to make

this comparison.

Furthermore, none of the papers provide an in-depth analysis of the challenges, pros, and

cons, when developing in a public blockchain with the goal of maintaining a balance between

security and decentralization.



Chapter 3

Technologies

This section gives an in-depth description and justification of the chosen technologies. To

better illustrate the content of this section, a Technology Diagram is presented in appendix D.1.

3.1 Hybrid Networks vs Public Network

Because the solution has to support future developments, such as incorporating companies

as end-users, it was considered to use either a hybrid or public network.

On the one hand, a hybrid network would enable a private network to coexist with a public

one in one system. The private network could be used by companies - to manage their private

files - and a public network could be used between individuals and companies, adding centraliza-

tion only where it was needed. Nevertheless, this approach doesn’t show up as being suitable.

The overlapping of networks suggests that there would be a location storing the information of

which network stored a given information. This would introduce a single point of failure, and

for so, going against the main characteristic of this solution, which is decentralization.

On the other hand, a public network, although not as secure as private networks, promotes

more decentralization, so it was the chosen approach. Encryption, permission, and logging

mechanisms were implemented to enable document privacy and security.

3.2 Front-end Technologies

To make the dApp more accessible to a wide range of users, the solution was chosen as a

web app. To this end, JavaScript and React were used as programming languages, npm as the

package manager, Jest as the coverage testing tool, [48], and ESLint as the security analysis tool,

[28].

35
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Jest was the chosen testing tool for its ease of integration, community support, and built-in

features. Furthermore, EsLint was the chosen tool for security coverage over the front-end code.

This tool, even though not solely dedicated to security analysis, can be extended with plugins

to cover security-related rules, such as "ESLint-plugin-xss". It detects 58 possible logic errors

in the code, as well as provides suggestions for the errors encountered. This tool was chosen

because of its ease of integration and free usage.

3.3 Back-end Technologies

This section compares different backend technologies/languages used in smart contracts and

wallets, decentralized storage systems, frameworks, and tools for testing and security coverage.

The chosen technology is presented for each of these, and a justification is given for why it was

chosen.

3.3.0.1 Blockchain

The first technology decision was to choose a blockchain capable of responding to the so-

lutions’ needs. For this, some were taken into account:

• Bitcoin Blockchain - built to develop a store of value, not providing Turing complete

smart contracts and not enabling the development of dApps. [57] [3]

• Hyperledger Blockchain - private, permissioned blockchain [2], it provides a second

level of security by giving a node the power to decide who is eligible to join the net-

work [91]. By adding this security measure, Hyperledger sacrifices decentralization, be-

ing the node, now considered a central point [34]. Furthermore, because Hyperledger

doesn’t use mining, each transaction performed is not paid. Because users’ actions over

a dApp are translated into transactions, by not paying for transactions, users don’t have

to pay for every interaction they make over the dApp [34] [135]. Nevertheless, despite

these advantages, because the solution prioritizes decentralization and transparency, a pri-

vate/permissioned blockchain, such as Hyperledger, doesn’t fulfill the applications’ needs.

• Ethereum Blockchain - public, permissionless blockchain. [135] It provides smart con-

tracts that enable developing Decentralized Applications. Security is provided through

smart contracts and decentralization, and there is no single point of failure.

Considering this analysis, Ethereum was the chosen one. The solution aims to be fully

transparent and decentralized, allowing the sacrifice of security features that private, permis-

sioned blockchains provide.
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To work around these security issues and guarantee user confidentiality in their documents’

content, data is always encrypted before being sent to the blockchain or IPFS.

Whereas Hyperledger used centralization to ensure that only wanted people could access a

document, the system implements access document permission features. This way, it’s possible

to ensure document privacy without compromising decentralization.

Furthermore, to work around the payment of every action performed over the dApp, the

less possible amount of information is sent to the blockchain, and IPFS stores the file content.

Furthermore, a middleman could be implemented so that transactions could be cheaper to users.

This mechanism is further explained in section 8.1.

It is noticed that Hyperledger can handle 1000 transactions per second, whereas Ethereum

handles 15 transactions/second. Nevertheless, because the current dApp is a file manager and it’s

not a fundamental requirement for transactions to be executed rapidly, it was decided to abdicate

from fast transactions to get a more decentralized application. [88] [2]

Lastly, it was seen that, by changing from PoW to PoS, Ethereum became less vulnerable to

attacks like 51% attack or Sybill attacks since the malicious nodes incur high costs. Neverthe-

less, this blockchain remains susceptible to attacks such as ’Long-Range Attacks,’ ’Denial-of-

Services Attacks (DoS),’ and Smart Contract Vulnerabilities. Since the dApp will inherit the
blockchain vulnerabilities, these should also be considered.

3.3.0.2 Smart Contracts

As for the smart contract programming language, in between Vyper, [123], and Solidity,

[108], Solidity was chosen. Even though Vyper is a more secure language, it’s still not fully

developed, it doesn’t have as much community support, and lacks programming characteristics

like inheritance. Furthermore, Vyper also introduces its own security vulnerabilities that are not

present in Solidity. [84] [50]

It is worth noticing that Solidity still presents different characteristics when compared to

other languages. Although accepting object-oriented programming characteristics, this language

doesn’t directly enable static methods. Instead, similar behavior can be achieved using functions

that do not depend on the smart contract state, such as ’view’ or ’pure’ functions.

• View. These are functions that can’t modify the state of the blockchain but can read from

it.

• Pure. These functions can’t modify or read from the state of the blockchain.

Furthermore, similarly to other languages, Solidity provides access modifiers, a fundamental

security feature. These are [109]:
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• Public: function is accessible from outside and inside of the contract.

• External: functions can only be called externally, this is, from outside of the contract.

For a method to be external, the method cannot modify the contract’s state. A function

that can only be called by other contracts.

• Internal: functions can only be called inside the contract or contracts derived from it.

• Private: functions can only be called inside the contract that declares them.

Lastly, Solidity provides keywords for error handling and for verification purposes [109]:

• Revert(): is used to revert state changes and execution in case of error or invalid con-

ditions. Commonly used to handle conditions where the input parameters are invalid or

the execution encounters an unexpected situation. All the changes made to the state vary

within the current transaction and are reverted, and any Ether sent with the transaction is

refunded.

• Require(): is used to validate conditions and enforce pre-conditions, post-conditions, and

invariants within smart contracts.

• Assert(): used to check for internal error and should indicate a bug in the contract if it

evaluates to fake.

3.3.0.3 Wallets

For wallets, Metamask was the chosen one. Metamask provides a browser extension, not

forcing users to install additional software. It provides extra security by enabling the user to

manage multiple accounts with a single seed phrase, and it’s open source and has good tools,

documentation, and community support. [11] Metamask is also used to authenticate the user

into the dApp.

3.3.0.4 Decentralized Storage System

Several decentralized storage systems exist, including IPFS, [43], Storj, [112], Filecoin, [29],

Sia, [102], and Swarm, [117]. IPFS was chosen because of its content addressing and retrieval,

decentralization, and integration with Web3 dApps.

• Content Addressing and Retrieval. IPFS uses CID, a unique value attributed to each file

based on its content. This ensures file integrity and immutability. On the other hand, com-

plexity is introduced by Storj, Filecoin, Sia, and Swarm since they use addressing models
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based either on contracts or market-based mechanisms. This market-based mechanism

means that the availability and cost of storage vary according to the supply and demand in

the network. [85] [40] [136]

• Decentralization. IPFS provides a fully decentralized peer-to-peer network, ensuring no

single point of failure exists. It efficiently distributes the content across nodes, improving

latency and access speeds. On the other hand, Storj, Filecoin, Sia, and Swarm can intro-

duce complexity to ensure constant availability and speed since they involve market-based

storage rental models. This is, nodes in IPFS store content without financial compensa-

tion, beyond the incentives of a peer-to-peer network. [85] [40] [136]

• Integration with Web3 dApps. IPFS is designed to work seamlessly with other Web3

technologies. Storj, Filecoin, Sia, and Swarm require additional steps to integrate with

web3 technologies, complicating the development process.

With this being said, IPFS consists of a web protocol that enables the storage of heavy data

outside of the blockchain and in a decentralized, distributed, and secure way. It also allows the

system to have a good amount of storage and to increase efficiency. [96]

IPFS is a network of nodes (computers) designed to store various types of content, includ-

ing images, videos, applications, and websites. IPFS identifies files by their Content Identifier

(CID). Once a file is requested, IPFS finds the closest node storing it and retrieves the requested

document. This retrieving process is based on the content and not the location of the informa-

tion. It is important to note that not every node in the network has to store files, but every single

node is responsible for broadcasting the files’ location.[82]

Files are not permanently kept in IPFS. To ensure the permanency of a file in the network,

the file must be pinned to a node. If a file is stored temporarily or unpinned, it will eventually

be removed, making it inaccessible unless another node has a copy. [82]

Because storage is being spent, this pinning process has a cost. Monthly fees are associated,

and the value depends essentially on three main factors [81]:

• Storage: The more storage, the higher the price is. This storage is measured by the

number of files and their size.

• Bandwidth: Each content stored is downloaded using an IPFS gateway made of data.

The size of this data is the bandwidth,
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• Requests: A small fee is charged whenever a user accesses the data from the network.

This access is considered a request.

Besides pinning, it’s also possible to ensure that a file is available by hosting personal nodes,

enabling the user to determine for how long a file should exist. Nevertheless, maintaining nodes

involves high computational power and a lot of developer efforts to manage the process.

An example of a pining solution is "Pinata," enquiring monthly costs. These can be better

detailed in the links on the references: [83] [81].

A local IPFS node was used for the current solution to avoid costs. At first, the chosen

platform was Infura, intending to use the IPFS API it provides. Nevertheless, the API was in

maintenance when the solution was being developed, so this couldn’t be the chosen approach.

Consequently, the IPFS Desktop App was downloaded, and a local node was created. [44]

3.3.0.5 Frameworks

As for Ethereum frameworks, Truffle, HardHat, and Brownie were the possible choices.

Each offers a robust development environment featuring an integrated testing blockchain, which

facilitates compiling, testing, and debugging smart contracts. [127]

Because Brownie uses Python (not the chosen language), and Truffle is currently getting

deprecated, these were not chosen.

The chosen framework was HardHat, which supports solidity to write smart contracts and

JavaScript to deploy the contracts. HardHat also provides support for smart contract testing and

a local Ethereum blockchain to which smart contracts can be deployed. [127]

3.3.0.6 Testing and Security Analysis Tools

HardHat already has an integrated testing framework, so this one was the chosen tool to

perform unit testing over smart contracts. This testing tool also allows to have code coverage

analysis. Furthermore, Ether-gas-reporter was the chosen tool to provide information on the

gas consumption of functions during test execution.

Lastly, Slither [105] enabled security coverage over the solution. This tool analyses code

and outputs warnings, information, and problems the code might face. This tool was chosen

for its ease of use, customization options, and informative reports. The red lines in the output

represent big security flows that should be solved. The yellow lines can represent a vulnerability

or not, depending on its context. Lastly, the green lines represent information.
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3.4 Analysis/Conclusions

While developing the solution, Ethereum proved to be a challenging blockchain to use in

the current use case.

• Because Ethereum is a public blockchain, anyone in the network can access its infor-

mation. While this can be seen as an advantage because it promotes transparency, it can

also be a challenge when private information, such as private keys, needs to be stored. To

work around this problem, a solution similar to the one used by MetaMask was used, and

a mnemonic was generated. This implementation can be better analyzed in the section

6.5.2. Once private keys were generated and securely stored in a decentralized manner,

any other data that needed to be stored in the blockchain was first encrypted, enforcing

security, confidentiality, and decentralization.

• Ethereum also implies high costs when storing documents in the blockchain. Neverthe-

less, only the needed metadata is stored in the blockchain. The file content is then stored

in IPFS to enhance scalability.

• Every action in the dApp translates into a transaction, which, consequently, has a cost

for the user. Nevertheless, to work around this problem, a middleman could be developed.

More details can be found in section 8.1.

Even though it was possible to get around the previously listed problems, other solutions

could be taken into account, such as using Solana or ICP public blockchains instead of Ethereum

or using Polygon with Ethereum.

• Internet Computer (ICP): It has canisters, similar to smart contracts on Ethereum but

with more flexibility in data storage concerns. These contain the code of the dApp and en-

able programmers to define what information will be publicly available in the blockchain

(by declaring variables as public) and which variables will be privately available in the

blockchain (by declaring variables as private). Furthermore, canisters also enable to give

access permissions to that private information. This way, it’s possible to design a sys-

tem that contains sensitive data that is kept confidential and which can only be accessible

by authorized users, solving the problem of private keys previously described. It is no-

ticed that, even though data isn’t publicly visible, ICP still uses consensus mechanisms

to ensure consistency and reliability across network nodes, maintaining decentralization.

While ICP is public, the internal state of the canisters isn’t, ensuring privacy and decen-

tralization. The ICP official documentation can be found in [41].
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• Solana: Solana, like Ethereum, doesn’t allow the storage of confidential information in

the blockchain in a private way. Solana could solve the issue of high transaction costs

that Ethereum has. It is a high-performance blockchain known for its speed and low

transaction costs. [80]

• Polygon and Ethereum: Polygon works as a layer two that enables the integration of mul-

tiple different Ethereum blockchains. This way, each solution can choose the blockchain

that best fits their requirements while still being able to communicate with other solutions.

Polygon enhances interoperability, scalability, and flexibility. It also reduces transaction

fees and enhances performance at a lower cost. Ethereum and Polygon represent a good

combination of technologies. Ethereum provides a secure base layer, and Polygon pro-

vides a better solution adoption, allowing better interoperability, performance, and costs.

Solves Ethereum scalability and cost problems.[113]

Furthermore, Solidity proved also to have its own complexity. Because it’s such a new

language, it doesn’t provide built-in functions (ex: toLowerCase()), it doesn’t allow iterating

directly over maps (it is necessary to keep a separate list of the keys), it doesn’t have the "null"

value, keys in maps can’t be structs, it cannot receive maps as arguments, and doesn’t allow

string comparison in a simple way. Nevertheless, it was still a good choice, even though it re-

quired a little bit more effort on the developer side.

MetaMask proved to be a good tool, but it also provided some challenges while developing.

When an error was sent from the smart contracts, MetaMask caught those errors and didn’t en-

able the front-end code to understand why that error was occurring. This problem would persist

when trying to integrate into the Solidity code "require()" or "revert()" keywords, more details

on them in section 3.3.0.2. Nevertheless, MetaMask enabled a good and easy connection to the

user’s wallet, fulfilling its main goal.

To use IPFS, at first, the chosen platform was Infura. Nevertheless, its IPFS API was being

maintained and could not be used then. Consequently, the IPFS Desktop App was used, and a

local node was created. This approach and IPFS were good choices for storing files’ content

outside the dApp.

Lastly, security testing tools and coverage tools proved to work as expected. Security tools

had a good range of attacks that were susceptible to happen, taking into account code vulnera-

bilities.
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With this being said, it is possible to conclude that blockchain is a newborn technology, and

its associated tools are in constant evolution and early stages. Some challenges were faced while

using these technologies, but all were able to be solved.



Chapter 4

Requirements and Functionalities

This chapter aims to completely describe the solution regarding goals, requirements, and use

cases.

4.1 Solution

The dApp being developed is a decentralized file storage and manager system. It aims to

avoid document forgery and enable users to prove their identity by using this solution.

Transparency, security, decentralization, and confidentiality are the system’s main goals and

can be achieved through the many features the system provides. The system enables the man-

agement of files: upload, download, edit, delete, and share, as well as the registration of the users

without having to keep any of their personal information. Because the system uses blockchain

as base technology, it inherits its decentralization, transparency, and security features.

Furthermore, for a more transparent solution, an audit log over the users’ files is also a

feature. This enables the users with access to a file to control every action performed over them.

Security can be a consequence of the use of blockchain, but this is not enough. Blockchain still

has vulnerabilities that need to be addressed. Therefore, the solution provides extra security by

encrypting files, using mnemonic generation, storing the private key locally and never on the

chain, hashing the mnemonic, and using system timeouts. Lastly, confidentiality is ensured by

the file symmetric encryption and the share functionality based on permissions.

Throughout the system usage, files go through state changes. These changes are illustrated

in a state diagram presented in appendix D.2. The life cycle of a file after upload can be

described as follows: Initially, the file enters an active state. While in this state, actions such

as verification, sharing, updating permissions, and downloading maintain the file’s active status.

However, if the file is edited, it transitions to the edit state. In this state, only downloads are
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permitted. Furthermore, if a delete action is executed on an active file, the file moves to a

deactivated state, rendering all actions on the file impossible.

The sections to come will further detail the system in terms of Goals, requirements, and use

cases.

4.2 Goals

The system’s main goal is to promote trust in documents in order to solve document forgery

and counterfeiting. To achieve this, the document should be a decentralized file manager and

identity provider.

For effective decentralization, the system must operate without intermediaries and improve

efficiency in process verification. Blockchain is the ideal technology for this, offering decentral-

ization, security, transparency, and data integrity.

In order to promote security in the system, using blockchain is not enough, and other mech-

anisms, such as encryption, are used to ensure users’ data protection and good compliance with

data protection regulations. Furthermore, transparency is maintained by implementing audit logs

that track users’ activities and file-related events, with this last one also reinforcing file integrity.

Moreover, the presence of sharing and verification mechanisms further strengthens transparency.

Lastly, because the system should also work as a document manager, functionalities such

as document storage, editing, uploading, and sharing should also be considered system goals.

A goal tree was used to visually represent these goals. This diagram is presented in appendix

D.3, where each goal in this tree represents the desired outcome that the project aims to achieve.

Many of these goals were identified by reviewing the project’s description provided by the

company NearSoft, during the meetings held throughout the semester and by analyzing similar

existing systems.

4.3 Requirements

The dApp requirements are divided into business requirements, blockchain requirements,

non-functional requirements, and functional requirements. These requirements were elicited

from meetings held throughout the semester, from the information on the project description in

Sigarra, and from research of existing software in the market and scientific papers.

The tables listing these requirements are in the appendix C for better document organization.

As it is possible to see, a MoSCow method was used, where:

• M: Must-have. For requirements that are needed for the project to be completed.
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• S: Should-have. For requirements that are important but not critical for the system to

work.

• C: Could-have. For requirements corresponding to desirable features that don’t affect the

projects’ success.

• W: Won’t-have. This is for requirements with the lowest priority or that are not necessary

for the timeline.

4.4 Use Cases

The system only has one user that can represent a single entity or a complex entity such as a

company. To easily visualize the use cases, a use case diagram is presented in D.4. It is possible

to see that the system was also considered an actor since it also performs functionality instead

of the user doing it.

4.5 Systems Limitations and Dependencies

The system is dependent on IPFS, MetaMask, and the Ethereum Blockchain. If any of

these applications stop working, suffer an attack, or change anything in how they work, the

current solution will also be affected.

As for the system limitations, the solution has only been developed to interact with the

Ethereum blockchain and MetaMask wallet. Furthermore, login is only possible through a

mnemonic generated in the users’ registration. As such, if the user loses his mnemonic, he

loses access to his account forever, and if someone else gains access to it, the user’s account

might get compromised. Furthermore, every user’s action corresponds to a transaction, and as

a consequence, every user’s action has a price, which might hinder users from adhering to the

dApp. As compensation for this last limitation, IPFS is used to decrease the transaction cost,

and a middleman can be implemented (explained in section 8.1).

4.6 Analysis/Conclusions

Looking at the goal tree, all goals but "Use this app as an identity provider for other apps,"

"Manage user identity," and "Implement an audit log for users activities" were implemented.

The first two unimplemented goals were not fully achieved since the user can not use the app

to access other apps. Nevertheless, it is capable of reliably and securely storing documents that

guarantee users’ identity, such as identity cards, driving licenses, and others.
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While developing the dApp, the priority column in tables of appendix C was considered.

In terms of business requirements, all were implemented. The dependence on intermedi-

aries was reduced by using blockchain technology alongside Hierarchical Deterministic Wallet

(1.5). Furthermore, using IPFS decreased file storage costs, as only essential information was

stored on the blockchain. All file management features were fully implemented, thus enabling

secure user verification and file access. To further reduce costs for the user, the introduction of a

middleman could be considered, as detailed in section 8.1.

All blockchain requirements were also achieved. Besides the chosen blockchain, Ethereum,

being considered public and permissionless, only the needed information is stored in it: the files’

metadata, the user information, and the permissions the users have over the files.

Similarly, all non-functional requirements were also implemented. Blockchain itself lever-

ages features like authenticity, integrity, security, and decentralization. Additionally, the audit

log ensures transparency, while file verification ensures document authenticity. Because data is

encrypted before being stored in the blockchain, so no confidential data is set public, adhering

to data protection regulations.

Unlike other requirements, not all functional requirements could be implemented. The

Audit Log only records actions performed on files, not user actions. As a result, user actions

during file validation appear in the audit log only if the validation is successful, i.e., if there is a

match with a file stored on the blockchain. The functionality of sharing files via a link and Audit

Log filters was not implemented. Furthermore, the application does not yet support using this

app to log into other apps. Nevertheless, it is worth noticing that all "Must-have" requirements

were implemented, indicating overall success in achieving the desired features.

Throughout the development, continuous meetings and market solutions analyses were per-

formed to refine requirements. As such, requirements evolved over time alongside their imple-

mentation.



Chapter 5

Architecture

This chapter provides an abstract view of the system by describing its architecture and pro-

viding a component diagram for better visualization. Section D.5.1 illustrates an overview of

the system and how the different components interact.

5.1 Component Diagram

To represent the components of the system, a component diagram is used (appendix D.5.2).

There are 2 main components: NearFileWebApp and NearFileBackend.

NearFileWebApp is the component that interfaces the system being developed. While the

user interacts with the application through React Components, MetaMask, and IPFS interact

with the application using the Helper component. While the user is the one who intends to use

the system and its functionalities, Metamask is the tool that facilitates wallet connections and

transactions, and IPFS is the tool responsible for storing and retrieving the file’s content. This

component contains three more others besides the React Components:

• React Components. This is the component that makes up the user interface of the dApp.

It has React classes and enables the user to have a friendly way to execute the features the

dApp provides.

• EthContext. The context provider manages Ethereum-related states like user accounts,

connections, and smart contract instances.

• Helpers. It contains logic that supports the interaction between the front end and the smart

contracts.
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• Contracts ABI. It contains the smart contracts’ ABI, which contains the smart contracts’

structure and establishes how the front end communicates with the back end.

It is the Contracts ABI and the EthContext components that enable the communication with

the back end. This communication is performed through contract calls/transactions. While

smart contract calls are read-only interactions, smart contract transactions are state-changing

interactions(they change the blockchains’ state). This second type of interaction requires gas

consumption.

NearFileBackend, on the other hand, interacts with the Ethereum blockchain, where smart

contracts are deployed to and executed. This component has the following sub-components:

• Contracts. Contains smart contracts written in Solidity. These contracts handle on-chain

login and data storage. They are responsible for running the function requested by the

front end and returning data (if a call is requested) or sending confirmation (if a transaction

is requested).

• Deployment Script. Used to deploy smart contracts into the Ethereum network.

• Tests. It contains code that is responsible for testing the solidity smart contracts. It com-

municates with CoinMarketCap to enable eth-gas-reporter to understand how much a

transaction costs while executing the tests.

5.2 Analysis/Conclusions

Some architectural challenges were found when developing the solution. HardHat was being

used as a back-end framework. When deploying smart contracts, it was noticed the creation of

a contracts folder in the front-end component. These folders contain the smart contracts’ ABI.

Nevertheless, they did not contain the address to which these smart contracts were deployed.

As a solution, when writing the deployment script, it was manually programmed to create files

storing the smart contracts’ addresses. This way, these can be used and called by the front end.

The described architecture presents a good separation of concerns, scalability, and an in-
teractive user interface. The back end and the front end, as well as their sub-components, are

clearly separated, enabling greater maintainability, clarity, and debugging. Because React en-

ables code reuse and efficient rendering, and smart contracts provide a load distribution through

decentralization, scalability is achieved both in the front and back end. MetaMask also integrates

greater wallet security. Furthermore, blockchain interactions are hidden from the user, who only

interacts with the app using the react component, guaranteeing a greater user experience.
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Nonetheless, the architecture also poses some challenges. The system involves multiple

technologies and components, and consequently, maintaining it might require developers to be

familiar with tools and knowledge in various domains, such as IPFS, MetaMask, and Ethereum

blockchain. Furthermore, performance bottlenecks might also be felt because of gas costs and

blockchain latency. This challenge can be solved by implementing a middleman, explained in

section 8.1. The system is vulnerable to smart contract attacks, as it also depends on issues that

might happen in the Ethereum Blockchain, MetaMask, or IPFS. Lastly, using MetaMask can

pose a barrier for users to use the app since this extension must be installed in the browser, and

the user might not be familiar with this blockchain technology.



Chapter 6

Implementation

This chapter aims to detail how the development of the solution was performed, beginning

with an explanation of data management, illustrated through the entity-relationship diagram.

Furthermore, all classes of the solution and the relationship between them are further explored

using a class diagram. Lastly, a detailed explanation of feature implementation is provided,

followed by flowcharts.

6.1 Entity Relationship Diagram

The Entity Relationship Diagram is presented in appendix D.6. In this diagram, primary

keys are represented in bolt, and foreign keys are underlined. Further than this, it is possible to

see five entities:

• File. Contains the files’ attributes. The smart contract for managing this data is "FileReg-

ister.sol".

• User. Contains the the users’ attributes. The smart contract for managing this data is

"UserRegister.sol".

• FileHasUser. It contains the information needed to connect a user with a file. The smart

contract for managing this data is "AccessControl.sol".

• Audit Log. Contains the audit log attributes. The smart contract for managing this data is

"AuditLogControl.sol".

• Login State. Contains the information related to the users’ login. The smart contract for

managing this data is "LoginRegister.sol".
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Through the analysis of this diagram, it’s possible to see a time-out mechanism imple-

mented by "LoginRegister.sol", which is further explained in sections 1.8 and 6.5.1. Because

each user has only one state of whether he is logged in, there is a relationship with the user

of one-to-one. Furthermore, because the users can upload and share files, a file can belong to

multiple users, and multiple users can access the same file. Therefore, a relationship of many-

to-many is established. Because the type of access can be provided when a file is being shared,

this property belongs to the relationship "user file". Therefore, this attribute is in the table "File-

HasUser." Furthermore, each file is encrypted using a symmetric key, which is then encrypted

using the user’s public key. Therefore, this property depends on data stored in the file and user

tables. This encryption mechanism is better detailed in section 1.3 and 6.5.4. Lastly, because the

audit log shows every action executed over a file, this table establishes a one-to-many relation-

ship with the "FileHasUser" table. This way, the audit log can track which files are accessible to

which users.

6.2 System Interfaces

A flowchart on how interfaces are related and the logic behind it is presented in appendix

D.7. There are three main pages: "Connect Wallet", "Login", "Register", and the "Main Page".

It’s also worth noticing there is a timeout mechanism implemented. This mechanism is better

detailed in sections 1.8 and 6.5.1.

6.3 Front end Class Diagram

To understand how classes are related and the attributes and methods they possess, a Class
Diagram is presented in appendix D.8. The naming of each class is associated with their role

in the design pattern they are part of. Note that "BlockchainWrapper", "IpfsWrapper", and "En-

cryptionWrapper" are part of the complex system being hidden from the clients. "Wrapper" was

the name given since it encapsulates functionality related to a specific area. Three design pat-

terns were implemented: Facade Pattern, Command Pattern, and Template Method.

Facade Pattern was implemented to abstract clients (React Components) from the system’s

logic. Here, clients only communicate with the "FileManagerFacade.js" which knows which

classes must be called to execute the given functionality. This way, loose coupling between the

interface design code and the logic code is ensured. Three wrappers were developed to orga-
nize better the complex subsystem: Blockchain, IPFS, and Encryption Wrappers. Each of these

encapsulates functionality related to a specific area of concern. This structure obeys the Single
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Responsibility Principle and enables an easy refactor, if something changes in the smart con-

tract code, the only place to change is the Blockchain Wrapper. This pattern also gives space for

system evolution. For example, if another blockchain is integrated into the solution and the user

can choose which blockchain he wants to interact with, a Decorator Pattern could start to be

developed in the BlockchainWrapper.

Command pattern was implemented to organize the multiple actions possible to be ex-

ecuted over a file. This pattern goes along with the Single Responsibility Principle since it

encapsulates the logic of actions, such as delete, upload, or edit, in separate classes. Loose
coupling is also applied between the "FileManagerFacade" and the commands by passing the

needed methods as arguments instead of the FileManagerFacade instance itself. This way, if the

instance changes, commands do not get affected.

Lastly, Template Method was implemented to avoid code repetition. DropFile and Drop-

Upload classes share the same code structure but change only how the file is stored. Therefore,

the "storeFile" method is the hook method that enables each subclass to implement accordingly

to their needs.

6.4 Back end Class Diagram

To understand how classes are related, their attributes and methods, a Class Diagram is

presented in appendix D.9.

While the "AccessControl" contract is responsible for managing the "UserRegister" and

the "FileRegister", these both are responsible for managing specific data related to the user and

the file, respectively. Moreover, both "AuditLogControl" and "LoginRegister" are responsible

for managing audit logs and login mechanisms, respectively. Lastly, "Helper" is responsible for

storing methods that are independent of the contracts’ state/logic.

Each smart contract reflected in the diagram is responsible for managing and maintaining

the attributes they possess. To guarantee consistency throughout the development and a better

code understanding, it was established that all methods that return information would do it in a

standardized way, defined by structs. These structs would have a boolean success variable, a

result variable, and a message variable. This last variable contains information in case something

goes unexpected. This is done to avoid returning an empty object, which is not a good practice,

and because solidity doesn’t support the keyword "null".
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Furthermore, the "AccessControl" contract is responsible for deploying other smart con-

tracts. This is done to avoid cyclic dependency. Because some methods, for example, in the

"FileRegister" can only be called by the "AccessControl" smart contract, and because the "Ac-

cessControl" smart contract calls methods in the "FileRegister", when deploying these contracts,

a cyclic dependency was found. This deployment process can be found in appendix E.5.

6.5 Features

To understand how the solution’s features were implemented, this section details each and

accompanies them with flowcharts in appendix D.

6.5.1 Timeout

Implementing a timeout mechanism on the front end is not enough. Because smart con-

tracts are deployed to the Ethereum blockchain, its code becomes accessible to everyone in the

network to use and exploit. Therefore, this should also have its own timeout mechanism. This

section explains the chosen approaches, and the flowcharts can be found in appendix D.10 and

D.11.

In the front end, this logic is implemented in the class “SessionExpirationHandler. js”. This

class tracks all mouse movements. Every second, it checks whether the mouse has been inactive

for a certain period. If the inactivity exceeds a defined threshold, the user is logged out. Further-

more, if a page refresh is performed, the count is reset.

In the back end, this logic is implemented in the "LoginRegister.sol" smart contract. When

a user is registering, besides adding the user to the blockchain, a "logged" variable is set to true,

and the time of the registration is also set. The same approach is used when the user logs in, the

"logged" variable is set to true, and the log-in time is also set. More details about how login and

registration are implemented can be seen in section 6.5.2.

Because the variable "logged" stores the user’s state in the dApp, every time a user executes

a transaction, the transaction verifies if the user is logged in, and if so, the transaction gets

executed.

The user gets logged out if he logs out from the application or if the time the user is in the

dApp has reached a threshold. If the user logs out for these reasons, the "logged" variable is

set to false. The time the user can execute transactions is hard coded in the smart contract; this
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helps prevent a hacker from changing the timeout value.

Unlike what happens in the front end, the back end doesn’t consider the user’s last action.

In the back end, there is a time limit between login and logout, which allows the user to execute

transactions that have not been updated. On the other hand, there is a time limit for users’

inactivity on the front end. If the user moves the mouse, the time is updated. The ideal would

be for the back end to perform the same implementation as the front end. This is a future

improvement, as indicated in section 8.

6.5.2 Registration and Log in

The flowchart for this feature is in appendix D.12, and a code snippet is in appendix E.4.

Similarly to MetaMask, this solution’s registration and login process is based on the concept of

Hierarchical Deterministic (HD) Wallets. More detail on HD wallets can be found in section 1.5.

The Registration is performed when the user’s account is not stored in the system, creating

a mnemonic that the user should keep secret and safe. An account with a public and private
key is associated with this mnemonic. While the mnemonic is hashed in the blockchain along-

side the generated public key, the private key is stored in the user’s local storage. This way,

security is added by storing the private key locally, never leaving the users’ device, and hashing

the mnemonic (1.4), making it impossible to get its value back.

The Login is performed when the user’s account is already in the system, leading the user

to insert the mnemonic provided in the registration. The inserted mnemonic is hashed and com-

pared to the value stored in the blockchain. If these two are equal, the private and public keys are

regenerated. The private key is kept in local storage, and the public key is in the blockchain. The

user gets redirected to the main page. By providing the correct mnemonic, the user can prove its

identity.

This way, it is important for the user to maintain the mnemonic secret and never forget since

it is responsible for getting the private key back (when a login is asked again). The mnemonic

can be seen as a password that the user utilizes when he needs to get access to his account.

Once the user logs in or registers, the system initializes the smart contracts and other needed

variables, as shown in the flowchart in appendix D.13. In the code snippet, we use the HD to

generate an account and use its private and public keys.
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6.5.3 Log out

The flowchart for this feature is in appendix D.14. It’s possible to log out by either exceeding

the session time limit or clicking the logout button. Once this is done, the log state of the user

is set to false, and all the contract initialization, alongside other variables, is reset.

6.5.4 Upload File

The flowchart for this feature can be seen in appendix D.15. When a user uploads a file,

the file is encrypted before being stored in IPFS. Because symmetric encryption is suitable for

encrypting large amounts of data, this was the chosen approach to encrypt files. More details on

symmetric encryption are in section 1.3.

Appendix F shows a request to the local IPFS node containing a stored file. It’s possible to

see the file is effectively encrypted since a bunch of random characters are displayed. Before us-

ing Postman, the local IPFS node was used to perform this request, but the app did not recognize

these characters, so Postman was the chosen tool. When IPFS stores a file, the corresponding

CID is returned. This parameter is unique for each file and allows a way to get the file back.

For a user to be able to decrypt the encrypted file stored in IPFS, the user should have the

symmetric key associated with the file. For this reason, there is a relation between a file and a

symmetric key, which is then stored in the blockchain. Because it’s possible to see everything

stored in it, encrypting the symmetric key first is important, preventing unauthorized people

from accessing the file.

To this end, asymmetric encryption was chosen, more detail in asymmetric encryption in

section 1.3. The symmetric key is encrypted using the public key of the users who have access

to the file. Afterward, when the user wants to see the file’s content again, he only needs to use

his private key to decrypt the symmetric key and then use the symmetric key to decrypt the file.

This way, there’s only one symmetric key for every file but multiple encrypted symmetric keys -

resulting from the encryption with the users’ public key. This ensures that only users with access

to the file can see the symmetric key and, therefore, access the file.

The CID, the encrypted symmetric key, the file version (set to 0), and the file hash (used in

verification) are stored in the blockchain. If the user is logged in, the action gets executed in the

blockchain and maintained in the audit log.

6.5.5 Edit File

The flowchart for this feature can be seen in appendix D.16. This action is similar to the

Upload File. When a file is dropped, a new symmetric key for the current file is generated and
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used to encrypt it before storing it in IPFS. This symmetric key gets encrypted by the public key

of the user accessing the edited file.

Before storing this new editing in the blockchain, the version gets incremented, the file owner

is kept as the user of the file with version 0, and the state of the previous file is set to "edited",

while the current one is set to "active".

The new file is added to the blockchain if the user is logged in. Furthermore, every user who

had access to the previous file now has access to the new edited file. Lastly, this edit action is

stored in the audit log.

6.5.6 Download File

The flowchart for this feature is provided in appendix D.17. Once a file is selected, the

system checks whether the user has download permissions. If permitted, the file is retrieved

from IPFS using its IPFS CID, which is stored on the blockchain. Next, the user’s private key,

kept in local storage, decrypts the corresponding symmetric key encrypted on the blockchain.

This decrypted symmetric key is then used to decrypt the file, enabling it to be downloaded.

6.5.7 Delete File

The flowchart for this feature can be seen in appendix D.18. Once the user has selected a

file, if he has deleted permissions over it and the session time has not expired, the file state is

set to deactivate, and the action gets stored in the audit log. Nevertheless, when a file is deleted,

all its past editing is kept in the edited state. These file state transformations can be seen in

the State Diagram, appendix D.2. Because the audit log maintains even after a file has been

deleted, the relationship between a user and the file is kept after a file deletion. Lastly, the file is

not deleted from IPFS because the garbage collector does it automatically; for more detail, see

section 3.3.0.4.

6.5.8 Share File / Update Permissions

The flowchart for this feature can be seen in appendix D.19. When the user performs the

share of a file, he is asked to input a user’s name and give the permissions the user will have

over the respective file. If the user to share the file is not already associated with the file, the

system considers this action as being a file sharing. But, if the user is already associated, the

system considers it a file update permissions. To remove the access of a user over a file, all

permissions of the respective user must be removed. For a better organization, the next titles

separately describe the case where the user performs a file share and the case where the user

performs a file update permissions.
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6.5.8.1 Share File

When user A shares a file with user B, the dApp grabs from the blockchain the encrypted

symmetric key between user A and the file, alongside the encrypted symmetric key of past file

edits. Then, the decryption of these symmetric keys is performed using the private key stored in

the local storage. Afterward, the system grabs, from the blockchain, the public key of user B and

encrypts the decrypted symmetric keys with it. This way, user B starts accessing the symmetric

key responsible for decrypting the current shared file and all its past edits. This relationship is

then stored in the blockchain, and the action is stored in the audit log.

6.5.8.2 Update Permissions

If user B is already associated with a file that user A is trying to share, if user A provided user

B with permissions, then this field gets updated; otherwise, if all permissions were removed, the

association of user B with the file gets deleted. This action is also stored in the audit log.

6.5.9 Verify File

The flowchart for this feature can be seen in appendix D.20. When the user uploads or edits

a file, the file hash is first calculated and stored in the blockchain as file metadata. Then, when a

verification is requested over a dropped file, the hash is calculated and compared with the hash

of the files in the active state already in the blockchain. If a file with the same hash is found, the

dropped file is considered valid and otherwise invalid. If the dropped file has the same hash as a

deleted or edited file, state "delete" and "edited" respectively, the dropped file is not considered

valid.

File hashing was chosen because, once using a strong algorithm like SHA-256 for the same

content, the same hash is always generated, and the hash of the file is unique to its content; this

is, it’s not possible to have two different contents with the same hash. More information on this

can be seen in section 1.4.

6.5.10 File Versioning

The flowchart for this feature can be seen in appendix D.16. File versioning is performed

when the user uploads and edits a file. By increasing the version in each edit and changing the

file states to "edited" (old file) and "active" (new file), and by keeping the owner, the user who

uploaded the file in version 0.
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6.5.11 Audit Log

If a user has access to a file, they can see past actions over it from the upload, edit, and

download to its share. The audit log is only performed over the files, not the users’ actions.

Consequently, when a file verification is performed, it only shows in the audit log if the verifi-

cation was successful and if it matched with another file in the active state. On the other hand,

if the match was unsuccessful, it didn’t match with no file, so it’s impossible to audit the log. If

permissions are taken out from the user, the user stops from having access to the audit log of the

file.

6.6 Security

The described solution is developed over the blockchain, which means that even though it

inherits its security features (section 1.1), it also inherits its vulnerabilities.

Various security measures had to be considered to answer to these vulnerabilities. This

section aims to describe them by dividing the security concerns into topics. This can also be

supported by section 1.2.

• Blockchain selection. Since the dApp inherits the blockchains’ characteristics, ensuring

the chosen one has the needed security features is important. For this reason, the various

blockchains were analyzed in section 3.3.0.1. Ethereum blockchain mitigates many secu-

rity vulnerabilities by applying the PoS consensus mechanism and penalties to those with

malicious behaviors. For this reason, attacks like ’51% Attack’ or ’Sybil Attack’ are less

prone to happen in this blockchain. Nevertheless, this blockchain is still prone to attacks,

especially in smart contracts. For this reason, other security measures had to be taken.

• Timeout mechanisms. Section 1.8 details the vulnerabilities that can happen without a

session timeout. The current dApp implements this mechanism on both the front and back

end to avoid those vulnerabilities. The chosen approach in each of these is in section

6.5.1. In the backend, the time to which the user is going to be logged out is defined in

a hardcoded manner, which helps prevent hackers from being able to change the timeout

value.

• Data Confidentiality and Integrity. The current dApp must present great confidentiality

and integrity on the stored files. To this end, various encryption and hashing mechanisms

were performed. To ensure documents’ confidentiality, these are encrypted using sym-

metric encryption with a strong algorithm: AES-256 with the CBC mode. This was the

chosen algorithm since AES is recognized as robust, and CBC mode is able to ensure that
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identical plaintext blocks produce different ciphertext blocks, making it harder for attack-

ers to deduce patterns and infer information from the ciphertext. Symmetric encryption

uses a symmetric key that is then distributed to all users with access to the file. This

way, only the users with permission can get the files’ content back. Because it’s also im-

portant to ensure the symmetric key confidentiality, this one had to be encrypted using

asymmetric encryption. With this mechanism, the symmetric key is encrypted using

the respective users’ public key and then stored in the blockchain. Afterward, if the user

wants to get the files’ content back, they have to decrypt the symmetric key using their

private key and use the decrypted symmetric key to decrypt the file. This way, it’s pos-

sible to safely store the file in IPFS and the symmetric key in the blockchain. Lastly, to

ensure the users’ private key confidentiality, a Hierarchical Deterministic Wallet (HDW)

was developed. This process involves generating the same public and private key for the

same mnemonic using Ethereum’s Elliptic Curve Cryptography (ECDSA) with a 256-bit

key size (specific elliptic curve used by Ethereum). This process is better analyzed in

section 1.5. Once the private key is generated, it will be stored in the user’s local storage

(browser), never leaving his device.

This mnemonic is generated when the user performs a registration. To ensure mnemonic
integrity and confidentiality, the mnemonic gets first hashed and then stored in the

blockchain (1.4). Once it gets hashed, it’s almost impossible to get its value back. Nev-

ertheless, the algorithm used for hashing is SHA-256, which is a fast hash function, and

for so, it’s less secure when compared to slow hash functions, more detailed in section

8.1. On the next login attempts, the user inserts the given mnemonic; his input is hashed

with the same algorithm and compared with the respective one stored in the blockchain.

If these match, the private and public keys are generated based on the users’ input. This

way, it’s possible to ensure both integrity and confidentiality of the mnemonic.

Furthermore, to ensure the files’ integrity, they are hashed and stored in the blockchain.

Later, when the user tries to verify the validity of a file, the inputted file gets hashed

and compared with the ones in the blockchain (6.5.9). Furthermore, file integrity is also

ensured by storing them in IPFS. IPFS retrieves a file based on its content and not based

on its location.

File confidentiality is also ensured by attributing permissions over a file. Extra security

is added to the file and symmetric key by always encrypting them on the client side, never

leaving their device.

Lastly, as explained in section 1.1.3, any program that compares hashes is vulnerable to

"Hash Collision Attack". This, in the case of the current solution, could lead to false



6.6 Security 61

positives in case of file verification or mnemonics to match even though they are different.

Nevertheless, to avoid this attack, strong encryption algorithms were used.

These measures prevent eavesdropping and unauthorized access.

• Input Validation. Input validation is important both in the front end and back end.

Front-end input validation is important to avoid Cross-Site Scripting (XSS). This attack is

about injecting malicious scripts into web pages that other users can access. To prevent

this attack, inputs are always validated to ensure they assume the expected structure. An

example is the input name in the registration, where the user’s name should be a lower-

case unique string.

This security measure gains another level of importance in the back end since smart con-

tracts, once deployed, are visible to everyone in the network. For this reason, input vali-

dation is important to ensure the received arguments assume the expected value, avoiding

possible attack vectors. One common attack is the "Short Address" attack, better detailed

in section 1.1.3. To this end, when a function receives an address as an argument, the

argument is validated if it is a valid address. An example is provided in section E.7.

• Secure Authentication and Authorization. Authentication is performed both on the

back end and front end. In the back end, this is performed through a variable set to true

once the user logs in and false once the user logs out. In the front end, this mechanism is

ensured through a mnemonic. This mnemonic is securely generated through a mechanism

described in 1.5.

Furthermore, in authentication, a timeout mechanism is also implemented and explained

in section 6.5.1. This gives an interval to which the user can interact with the dApp,

ensuring less time for a bad-intentioned user to execute an attack vector.

In the authorization, this mechanism is implemented both on the back end and front

end. Each method in the back end has a set of validations executed before the action

itself. These validations ensure the user has the authority to execute the procedure. An

example can be seen in appendix E.1. Nevertheless, some of these methods don’t need

validation since they don’t return any relevant information. An example of this can be seen

in appendix E.2. In the back end, another feature that enhances secure authorization is the

use of access modifiers both in functions and variables. These define who has access

to execute a given function. These access modifiers can be further analyzed in section

3.3.0.2. Using them makes it possible to avoid variables and functions open to abuse and

misuse. Lastly, the use of a Share functionality also provides a secure authorization, since

it uses private and public keys to manage who has access to a file and who doesn’t.
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• Smart Contract Robustness. Smart contracts, once deployed to the blockchain, become

visible and accessible to everyone. For this reason, it’s important to ensure their correct

functioning before deploying them. To this end, unit testing and security tools were inte-

grated into the system. This helps to understand if the code is working as expected and if

any code is susceptible to vulnerability.

• Keeping up with the latest technology. Efforts have been made throughout the devel-

opment to keep the most updated technologies. At first, Truffle and Ganache were being

used, but it was possible to understand they were being sunset. For this reason, the Hard-

Hat framework was chosen since it was being maintained. Another example is using the

most recent solidity version, which avoids attacks like integer overflow and underflow.

These attacks are further explained in section 1.1.3. The first security analysis tool for the

back end was MythX, but then it was noticed that this tool was being sunset, and for so, it

was substituted by Slither.

• User Experience. By implementing an interface, the user doesn’t communicate directly

with the blockchain, abstracting him from all the communications needed. Furthermore,

validations are performed before calling a blockchain transaction to prevent the user from

losing gas because of wrong inputs or because the conditions are not met. This can be

seen in section E.10. Furthermore, information is provided to the user to educate him. An

example is the warning when the mnemonic is given to him. This promotes awareness

and prevents phishing attacks.

6.7 Analysis/Conclusion

An analysis of the Entity-Relationship Diagram reveals certain downfalls in the implemen-

tation. Notably, the attribute "encSymmetricKey" is linked to users regardless of their download

permissions, suggesting a potential design flaw. Ideally, users should only be associated with an

encrypted symmetric key if they have download permissions for a file. However, in cases where

a file is shared with a user who has only delete permissions, they still receive an encrypted sym-

metric key despite being unable to perform downloads. Similarly, if download permissions are

revoked from a user, the associated encrypted symmetric key should also be removed, but this

action is not currently being taken. One possible solution could be only to provide the user

with an encrypted symmetric key if he has download permissions and delete the key when the

permissions are removed. Nevertheless, this would originate registers with empty values in the

encrypted symmetric key, being an indication of a bad design. Another solution could be to

have a table for each permission. This way, there would be a "deletePermission" table with the
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attribute "encrypted symmetric key". When the user is given download permissions, a new reg-

ister is added, and when the permission is removed, the register is deleted.

An analysis of the Design Patterns also reveals some challenges to the current solution.

"FileManagerFacade" interfaces the entire system to the clients. Consequently, this class has

an excessive number of methods, which only increases as new functionality is added to the

system. Similarly, the "BlockchainWrapper" class also has excessive methods and tends to

expand in complexity as new smart contracts and new methods on the back end are added. With

this being analyzed, it becomes evident that even though the role of "FileManagerFacade" is to

abstract the complexity of the system, and the role of the "BlockchainWrapper" is to centralize

the blockchain functionalities, they inadvertently accumulate excessive responsibilities which

can later complicate the systems’ maintenance. A potential solution to the size of the FileM-

anagerFacade could be to create three other facades: "BlockchainFacade", "IPFSFacade", and

"EnncryptionFacade". Each of these would encapsulate the corresponding methods currently

handled by the FileManagerFacade. This architectural adjustment would enable the FileMan-

agerFacade to re-direct requests to the appropriate sub-facade based on the operation’s nature.

These sub-facades would then interact with the specific methods in their respective wrappers,

ensuring a more organized and manageable distribution of responsibilities. Similarly, another

potential solution to the size of the BlockchainWrapper could be to divide it into sub-wrappers

according to the smart contracts.

With this implementation of wrappers, it’s possible to encapsulate related operations, pro-

mote the single responsibility principle, and enable easier refactoring. Furthermore, the Facade

Pattern also promotes decoupling.

It was decided to pass the methods as arguments in the constructors of the commands as a

way to enable loose coupling. Nevertheless, the constructors started getting bigger and will tend

to get even bigger as new functionality is added.

An analysis of the Smart Contracts also reveals certain downfalls in the implementation.

The "AccessControl" smart contract became overly large and had too much responsibility, tend-

ing to worsen as new functionality was added. At a certain point, the smart contract deployment

was no longer possible due to its size. To address this issue, the parameter "allowUnlimitedCon-

tractSize" was introduced in the "hardhat.config.js", a modification detailed in the code snippet

found in appendix E.3. To mitigate this problem, the "Helper.sol" contract was developed. This

new contract contains methods that do not directly require the attributes of "AccessControl.sol",

thus reducing the burden on the primary smart contract and helping to manage its complexity



Implementation 64

more effectively.

Furthermore, some functionalities are hard coded in the smart contracts, ensuring no bad-

intentioned user can alter them. An example is how permissions are hardcoded in the method

"uploadFile()" in the "AccessControl.sol" smart contract (appendix E.6). The disadvantage is

that if the permissions are altered, the smart contract would have to be redeployed.

Challenges related to the transaction costs were also faced. Some user’s actions imply the

execution of multiple transactions. For instance, when a user uploads a file, the process involves

multiple transactions: one to store the file on the blockchain and another to record the action in

the audit log. This approach adheres to the "Single Responsibility Principle" by keeping separate

concerns distinct. However, this method results in the user incurring double charges for what

appears to be a single action—a scenario that is neither user-friendly nor cost-effective. To solve
this problem, the "Single Responsibility Principle" had to be put aside. By integrating both

tasks into a single method, the file is stored on the blockchain, and the action is logged simulta-

neously, all within one transaction (detailed in appendix E.1). Having a method with these two

responsibilities violates the principle. Nevertheless, it was necessary to ensure a better user ex-

perience. A significant advantage of this approach is that the audit log is updated directly within

the method once an action is executed, ensuring that only actual transactions are recorded on the

blockchain. Additionally, restricting the ability to call this method to the "AccessControl" smart

contract increases security by making it more difficult for unauthorized entities to manipulate

the audit log or log fictitious actions.

Further into the transaction costs, even though their number is decreased to the minimum

possible, they still have high costs to the end user. A solution for this would be to implement a

middleman between the front end and the back end. This way, the front end sends transactions

to the middleman, accumulating them, and once they reach a certain threshold, they are then

executed in the blockchain. This way, transactions get bundled, and the costs are divided among

the end users. Nevertheless, this was not possible to implement, being something to implement

in the future as described in section 8.1.

Lastly, in the transaction costs, to ensure the user doesn’t have costs over a transaction that

fails due to programming errors, validations are performed to ensure the user is eligible to exe-

cute the transaction.

For a more efficient solution, when possible, maps were the data structures chosen to store
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the systems’ data since they allow for more efficient searching. Only the "AccessControl" smart

contract has a list instead of a file since the key on the map would have to be a struct, and So-

lidity doesn’t allow keys to be structs. The keys in these maps are what would be considered the

primary keys in an Entity-Relationship Diagram.

The app doesn’t follow the "principle of least privilege," which says users should only

have access to the resources and information necessary to fulfill their roles. On the one hand,

access modifiers in each function and variable declaration ensure the principle is being followed

since users only access the methods and functions they are allowed to. On the other hand,

as previously explained, users have the symmetric key of a file even though they don’t have

download permissions over it. The user has more information than the role he performs.

It’s also worth noticing the classes don’t prevent the timestamp vulnerability (detailed in

section 1.1.3) as it is possible to see in appendix E.8. And, to reinforce hashing security, the

SHA-256 algorithm could be refactored with a slow hash algorithm like aragon2.
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Results and Analysis

This section outlines the outcomes of the implementations discussed earlier. It begins with

presenting some screenshots of the solution accompanied by descriptive commentary. Follow-

ing this, we detail and analyze the unit tests and security assessments conducted. The section

concludes with a comprehensive analysis of these results, highlighting key findings and impli-

cations.

7.1 Solution

The user is exposed to four main pages: the connect wallet page, the register page, the login

page, and the home page. These are shown in the appendix G.1.

7.1.1 Connect Wallet Page

As the image in the appendix G.1 makes it possible to see, the user connects the wallet with

the system. By doing this, he has to choose which account he wants to use during the dApp

usage. If the account address already exists in the system, the user is redirected to the Login

page; otherwise, he will go to the Registration page.

7.1.2 Registration Page

As the image in the appendix makes it possible to see (G.1), the user registers by giving a

unique username, which has to be in lowercase. Further, once the system verifies that the user

name is unique, a mnemonic is returned to the user. This popup can be seen in the appendix G.2.

This registration process implies the user accepts the transaction execution and consequently

66
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spends money. In this process, the user account is saved in the blockchain alongside the hashed

mnemonic. Once the user saves the mnemonic in a safe place, he is redirected to the Home page.

7.1.3 Login Page

As the image in the appendix makes it possible to see G.1, the user gains access to his

account if the correct mnemonic is inserted. Once this is performed, the user will be redirected

to the Home page. This login process also translates into one transaction that the user has to

accept to pay since the user’s login status in the blockchain changes.

7.1.4 Home Page

As the image in the appendix makes it possible to see (G.1), on this main page, users have an

overview of all files uploaded and an audit log of every action performed over those files. There

are multiple actions the users can perform in between them: upload, download, edit, delete,

share, verify, and look for details.

These next subsections describe the appendix referring to each of these actions. It is also

worth noting that every action in a file translates into one transaction that the user has to accept.

7.1.4.1 Upload File

The user clicks the up arrow in the options to upload a file. A file upload popup is presented,

and the user can drop whatever file he intends to. Nevertheless, the only excepted extensions

are: ".jpg", "jpeg", ".png", ".gif", ".docx", ".odt", and ".pdf". The screenshots for this can be

found in appendix G.3.1. Furthermore, this file upload is added to the Audit Log as it’s possible

to see in the appendix G.1.

7.1.4.2 Edit File

To edit a file, the user has to select one of the ones showing up in the main view. The edit

icon (pencil) will gain color if the user has permission. A popup is presented, and the user

then uploads the intended file. As a result, in the main view of the user’s files, the old file is

substituted by the new edit, and a new entry in the audit log is presented. This can be seen in

appendix G.3.2.

7.1.4.3 File Information

By selecting a file, the user can click on the information icon to see the details. This detail

includes the file name, version, owner, IPFS CID, State, and Previous Edits. If the user has
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download permission to access a file, he can also download previous versions. This is illustrated

in appendix G.3.3.

7.1.4.4 Share File / Update Permissions

By selecting a file, if the user has share permissions over it, the share icon is available for

the user to click on it. Afterwards, a popup shows up. Here, the user inserts the username of the

person to whom the file is shared and the respective permissions. The user has to exist; if the

user already has permissions over the file, then they only need to be updated. At the end, a new

entry is presented in the audit log, and the file shows (with the selected permissions) in the files

view of the user to whom the file was shared. Notice that the user who just received the file can

see all past actions performed over the file. This interaction can be seen in the appendix G.3.4.

7.1.4.5 Delete File

By selecting a file, if the user has delete permissions over it, the "trash" icon gets colored.

Consequently, deleting a file stops it from showing up in the files view, and a new entry in the

audit log is added. This can be seen in the appendix G.3.5

7.1.4.6 Download File

By selecting a file, if the user has download permissions over the file, the user can click on

the respective icon. Consequently, the file is downloaded, and a new entry is presented in the

Audit Log. This can be seen in appendix G.3.6. It’s also possible to download previous versions

of the file. This can be seen in appendix G.3.3, section ’Previous Edits’.

7.1.4.7 Verify File

To verify a file, the user only needs to click on the respective icon on the menu. Afterwards,

a popup shows up. The user drops the file he wants to ensure it’s not tempered, and if there is

a file in the system with the same hash as the dropped file, a popup ensuring the file validity is

presented, and a new entry in the Audit Log is added. Otherwise, a popup saying the file is not

valid is presented. This can be seen in the appendix G.3.7.

7.2 Unit Tests

A Test-Driven Approach was taken, and Unit tests were performed to ensure that each

component in the system was working in isolation. These tests helped in the development and
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refactoring and ensured code robustness and reliability. Tests were performed both in the back-

end and in the frontend.

7.2.1 Front end

For the front end, unit tests were only performed over the classes that have business logic:

"DeleteFileCommand", "DownloadFileCommand", "DropEdit", "DropFileCommand", "Drop-

Upload", "SessionExpirationHandler", "ShareFileCommand", "UpdatePermissionsCommand",

"UserApp", and "VerifyFileCommand".

A testing framework called Jest was used. It allows not only to develop and execute tests

but also to generate coverage reports. The appendix H.1 presents the results of running "npx
jest –coverage". Furthermore, by running the command, a folder called "Coverage" contains

the "index.html" with more details on the methods, lines, and branches being tested. With the

results, it’s possible to see that every test passes, and the coverage percentages of statements,

branches, functions, and lines go beyond 90%.

7.2.2 Back end

For the back end, because smart contracts only have business logic, all of them were tested:

"AccessControl.sol", "AuditLogControl.sol", "FileRegister.sol", "Helper.sol", "LoginRegister.sol",

and "UserRegister.sol".

For unit test development and coverage reports, HardHats’ Testing Framework was used.

The appendix H.2 presents the results of running "npx hardhat coverage". Furthermore, by

running the command, a folder called "Coverage" is created, and an HTML file is found inside.

This file details the methods, lines, and branches being tested. With these results, it’s possible to

see that every test passes, and the coverage percentages of statements, branches, functions, and

lines go beyond 90%.

7.3 Eth-Gas-Resporter

To track the gas consumption of the smart contracts, "eth-gas-reporter" was used. To en-

able real-time gas conversion to any other currency, the CoinMarketCap API was needed, [16].

This API provides real-time cryptocurrency price data. Parameters on the "hardhat.config.js"

had to be added (appendix H.3).

The output of "eth-gas-reporter" execution via the command "npx hardhat test" is detailed

in appendix H.3. The resulting table exclusively displays transactions. This is because they are
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the only ones with costs since they change the state of the blockchain. Transactions that only

consult the blockchain don’t have expenses, so they don’t show up in this table.

It is worth noting that the result presents the total cost of all calls performed in unit tests. For

this reason, to visualize better the cost of one call, the average price in euros is divided by the

number of calls and schematized in the table below.

Table 7.1: Cost in EUR of calling a method

Method Cost/Call

deactivateFile 0.57 EUR

downloadFileAudit 0.43 EUR

editFille 2.42 EUR

recordFileVerification 1.94 EUR

removeUserFileAssociation 0.52 EUR

shareFile 0.50 EUR

updateUserFilePermissions 0.52 EUR

uploadFile 0.48 EUR

recordLogFromAccessControl 0.70 EUR

deactivateFile 0.92 EUR

setAccessControlAddress 0.83 EUR

logOutUser 0.42 EUR

logInUser 0.37 EUR

registerUser 0.23 EUR

setLoginRegisterAddress 0.38 EUR

userRegustered 0.36 EUR

With this resulting table it’s possible to see the majority goes around the cents. Nevertheless,

this might impact a big company or a user that frequently uses the system. This proves that a

middle-man mechanism is needed, as pointed out in section 8.1.

7.4 Security Tests

Security testing was also performed to determine how secure the system was. This was

executed both on the front end and back end.
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7.4.1 Front end

The security coverage tool used for the front end was EsLint. When running "npx eslint

src/components," a list of errors and warnings appeared.

Appendix I shows an example and solution to a problem found by EsLint. Several rules were

added to the EsLint configuration, in between them: ’ESLint-plugin-no-unsantized’, ’ESLint-

plugin-xss’, ’ESLint-plugin-security-node’, ’ESLint-plugin-scanjs-rules’, ’ESLint-plugin-react-

hooks’, ’ESLint-plugin-prototype-pollution-security-rules’, ’ESLint-plugin-secure-compare’, and

’ESLint-plugin-no-wildcard-postmessage’. Furthermore, because some problems being detected

were not an issue, they were disabled for the specific situation, see appendix E.9. Once all prob-

lems were solved, when executing the command, no output was given, proving that, according

to EsLint, no security flaws were found.

7.4.2 Back end

The security coverage tool used for the back end was Slither. When executing "npm run
slither," it outputs a list of problems in red, warnings in yellow, and information in green. More

information on this tool can be found in section 3. For the current solution, only the problems

and warnings were tried to be solved.

On the output, the only problem showing up concerns a storage collision vulnerability [104].

This happens when multiple dynamic arguments are concatenated using "abi.encodePacked()".

The message sent by the tool and the code associated with it can be seen in section I.2.1. A more

secure "concat()" method was created to solve this problem. This code refactor can be seen in

section I.2.1.

Furthermore, there were only two warnings, one related to "strict equality" and the other re-

lated to "reentrancy attack", section 1.1.3. The first was kept the same since it didn’t represent

a true vulnerability for the pinned code. By following the link mentioned in the warning [106], it

was possible to conclude that the same would not happen with the solution. The message for this

error can be found in section I.2.2. Unlike the "strict equality" warning, the "reentrancy attack"

warning had to be solved. This possible vulnerability was found in many methods. For organiza-

tional reasons, only one case is going to be explored here. In section I.2.3 it’s possible to see the

warning message and the code that originated it. In this case, because the "fileRegister" contract

was called before performing the change in the "accessControl" contract (caller) it opens the

opportunity for a reentrancy attack. The called contract, "fileRegister", might make additional

calls back to the "accessControl" contract before the current function completes execution. In

order to solve this reentrancy issue (more details on this vulnerability in section 1.1.3), all the
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contract’s internal state modifications were performed first, and only then external calls were

performed. The solution can be found in section I.2.3.

7.5 Analysis/Conclusion

Several screenshots of the dApp are displayed in the appendix and explained in the current

section. To prove the dApps integrity, both unit testing and security coverage were applied.

Only a static analysis approach was performed for unit testing, in which tests were made

without executing code. Performing unit tests was harder because methods don’t follow the

single responsibility principle. More details in 6.6.

As it concerns the front-end coverage testing results using Jest, it’s possible to conclude

that good coverage testing was achieved, proving the code is working as expected.

On the back end, the testing results obtained using HardHat also enable us to conclude that

a good test coverage was achieved, which proves the code is executing and working as expected.

On the "Eth-gas-reporter," the last column of the output says the average price of executing

each transaction. It’s possible to see, prices are high, reaching 44.93 euros in the edit file.

Nevertheless, it is to be taken into account that this method was called 93 times. So, to better

understand the price of one transaction, a table was created to schematize it. It’s possible to see

the majority goes around the cents. Nevertheless, this might have an impact on a big company

or a user that frequently uses the system. This proves that a middle-man mechanism is needed,

as pointed in section 8.1.

Moreover, the front end proved to be secure since EsLint no longer displays any warnings

or problems.

Lastly, using Slither, it was possible to see security vulnerabilities and protect the system

against them. It detected one major problem and two warnings. The problem was solved by

creating a proper concatenation function, and the warning was solved by executing the trans-

action that changed the contracts’ state first. All problems and warnings found by Slither were

successfully solved, giving another security layer to the dApp.

Security tools proved to be important in detecting code vulnerabilities.

Since testing tools cover more than 90% of the code, and security tools no longer show prob-

lems, it’s possible to conclude the dApp’s integrity and consistency.
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Conclusions and Future Work

The present document concerns the dissertation "Identity Management Solution: Security

and Trust through Blockchain Technology," oriented by António Monteiro and Pedro Berenguer

in the context of the Master in Software Engineering.

The thesis first gives a brief introduction to some key concepts used throughout the docu-

ment, then goes into the analysis of already existing papers and market solutions. This analysis

made it possible to position the dissertation in the existing work and define its contribution and

innovation.

The main thesis innovation is developing a proof of concept file management and verifier

solution that prioritizes decentralization over security. It aims to analyze the proposed solution

and the challenges faced when developing in a public blockchain, such as Ethereum. It also

provides an in-depth analysis of how security and decentralization can go hand in hand when

developing a system that aims to store private and confidential user documentation. This aims to

provide a unique solution that avoids document forgery and counterfeiting, which usually leads

companies to implement complex processes.

The thesis distinguishes itself from the other scientific papers by delivering a non-business-

specific document manager and verifier solution that prioritizes decentralization over security

and by providing an in-depth description of the development process, from requirement elicita-

tion to unit testing and security analysis. This dissertation analyses how decentralized a system

can be in a public blockchain without compromising security.

Various meetings were held to develop the solution. In these meetings, new requirements

were elicited, and old ones refined. To ensure expectations were aligned, requirements pri-
oritization was performed. Through this prioritization, it was also possible to determine the
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needed requirements to achieve the MVP, Minimum Viable Product. The solution has some

limitations, in between them, it only interacts with the Ethereum blockchain and with wallets

associated with MetaMask, it uses a Mnemonic for user authentication, and every user action is

translated into a transaction that has a cost. As for dependencies, the system depends on the

Ethereum blockchain, MetaMask, and IPFS.

After a careful study of technologies, section 3, it was possible to define the ones used

during development. Even though the Ethereum blockchain provided a public, distributed en-

vironment to deploy smart contracts, it also offered the challenge of data confidentiality, high

costs per transaction, and enforced every user action to be a transaction. Several solutions to this

problem were also provided and described, such as the usage of a Hierarchical Deterministic

Wallet, the usage of ICP, Solana, or Polygon, and a middle-man implementation. Furthermore,

during development, it was possible to see that because blockchain is such a young technology,

tools used in developing solutions based on it are also constantly evolving. Truffle and MythX

were sunset, and the IPFS node of Infura was in maintenance. Solidity also posed challenges in

programming because of its lack of features that other languages have.

The developed solution implemented all ’Must-have’ requirements and their main goals.

A test-driven development approach was taken to make the development process more efficient

and ensure that previously implemented functionality was functioning well once a new function-

ality was added.

While developing, as described in chapter 6, design patterns, and best development prac-

tices were taken into consideration, not only to ensure greater security but also to ensure code

maintainability and easier scalability. Nevertheless, these are not perfect and still need bet-

ter refactoring. In the Entity-Relationship Diagram, it was possible to see that users still own

an encrypted symmetric key even though they don’t have download permissions. It was also

possible to see the exponential growth of the "AccessControl" contract and the "Blockchain-

Wrapper" class. Furthermore, because every user action implied one or more transactions in

the blockchain, it was necessary not to follow the ’single responsibility principle,’ as would be

expected, since it’s a good development practice. Nevertheless, with the implementation of a

"Command," "Facade," and "Template Method," it was possible to achieve loose coupling, fol-

low the Single Responsibility Principle, and reuse code, achieving greater scalability and code

organization.

Regarding security measures, section 6.6, multiple were considered to avoid attack vectors.
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These measures included blockchain security features, a timeout mechanism, data confiden-

tiality and integrity insurance, input validation, secure authentication and authorization, smart

contract robustness, keeping up with the latest technology, and always looking toward a good

user experience.

By integrating security and testing tools, it was possible to guarantee systems’ integrity and

robustness. In the front end, testing was performed over classes that had business logic, while

in the backend, testing was performed over all smart contracts. Coverage testing tools achieved

more than 90% of code coverage, and all problems detected by security tools were successfully

solved. Through the output of the Eth-Gas-Reporter, it was also possible to analyze the cost

of each transaction, concluding that this solution might become costly for users who frequently

interact with the dApp. A potential solution for this would be the implementation of a middle-

man, as referred in section 8.1. Furthermore, security analysis tools outputted warnings and

problems that were solved.

With this successful implementation of the proposed solution and the analysis carried out

through the document, it is now possible to answer the proposed research questions defined in

section 2.3.4.

• Question 1: Is it possible to develop a secure, 100% decentralized file manager,
tracker, share, and verifier system?

The developed solution prioritized decentralization over security, but because the blockchain

itself has its decentralization problems, section 1.1.1, a 100% decentralized system is not

possible. Nevertheless, at the application level, several decisions were made to avoid cen-

tralization. Because Ethereum is a public blockchain, decentralization was a challenge,

mainly concerning private key storage. These could not be kept in the blockchains since

they would be accessible to everyone in the network. A possible solution could be to inte-

grate a PKI, Public Key Infrastructure, but this solution would centralize the system. An

approach similar to the one adopted by MetaMask was implemented in section 1.5, en-

suring greater decentralization. This solution implementation can also be seen in section

6.5.2.

• Question 2: How can a dApp that aims to store important and personal files be
public, secure, and decentralized?

The content stored in a public blockchain is public and visible to everyone in the network.

This poses a problem in ensuring data confidentiality and integrity. A possible solution

could have been to use a private blockchain, but this would centralize the system, going
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against the main goal of being decentralized. Multiple encryption mechanisms had to be

used to overcome this challenge, from symmetric and asymmetric encryption to using Hi-

erarchical Deterministic Wallets (HD). This way, even though this information was stored

in a public chain, it was possible to store it securely through encryption mechanisms, en-

abling users to store important and personal files. These files are encrypted before being

stored in the blockchain and in IPFS, as seen in appendix F and explained in section 6.5.4.

Not only were files encrypted, but the mnemonic was also hashed, and the private key was

always kept safe by being kept on the client side, section 6.5.2.

• Question 3: What are the systems’ limitations, and how do they affect the end user?

The system has a few limitations, as explained in section 4.5. Limitations like the manda-

tory usage of MetaMask might hinder users who don’t use this wallet or don’t know its

existence from adhering to the dApp. Nonetheless, this wallet is easy to configure as a

browser extension and easily interacts with the application.

Furthermore, because mnemonics give the user access to his wallet if he loses it, he loses

access to the account forever. Furthermore, the user’s account gets compromised if anyone

accesses the mnemonic. This might be giving too much responsibility to the user.

Lastly, every user action translates into a transaction that has a cost. This might hinder

the user from adhering to the application since this can be costly if many actions are per-

formed, as proved in section 7.3. The requirement for the user to approve each transaction

before it proceeds might deter them from wanting to execute and spend money, as they

are continuously reminded of the cost involved.

• Question 4: What are the best security measures when developing dApp?

Security and decentralization go hand in hand, and even though decentralization is the

main priority, a final user won’t be using a system that’s not secure. So, a good balance

had to be achieved.

A good example of a decision where the balance had to be considered was ensuring data

confidentiality and integrity. A private blockchain could have been used to achieve this,

but this would have hindered decentralization, so Ethereum was the chosen blockchain.

However, because Ethereum is a public chain, all data stored in it became public and ac-

cessible to everyone in the network, hindering confidentiality and security. A workaround

was to implement symmetric and asymmetric encryption alongside a hashing mecha-

nism and a Hierarchical Deterministic Wallets (HDW). Furthermore, all encryption and

decryption were always performed on the client side, and critical information, such as the
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users’ private key, was always stored in the users’ local storage.

Multiple security measures were studied in section 1.1.3 and 1.2.1, and some were applied

and explained in section 6.6. In between these security measures, there is data confiden-

tiality and integrity ensured through data encryption, secure authentication performed us-

ing a mnemonic, secure authorization through subsequent validations before the user can

execute a function, the implementation of timeout mechanisms, and the implementation

of robust smart contracts that are not vulnerable to attacks like the reentrancy attack or

short address attack. Furthermore, integrating security analysis tools also provides greater

security since it detects possible vulnerabilities to which the code might be exposed.

• Question 5: What are the best tools when developing a dApp?

The current solution used the Ethereum blockchain to develop the current dApp. To this

end, HardHat was used as a framework in the backend. This tool enabled unit testing

and provided a local blockchain to which smart contracts could be deployed, enabling

testing smart contracts. Slither was used for security analysis and was able to detect

possible security vulnerabilities in the code. Furthermore, "eth-gas-reporter" was used to

understand the costs of each transaction and, so, have an estimate of how much the user

would pay per action. Solidity was the language used. Solidity proved to be challenging

in the sense that it enquired into a more development effort since a lot of built-in functions

didn’t exist. React, and JavaScript was used for the front end, alongside Jest for unit

testing. EsLint was used to detect possible vulnerabilities in code.

Both the front and back end security and testing tools proved to be useful by enhancing

dApps security and its integrity and robustness.

IPFS was used to store documents, providing security and efficiency.

While developing, it was possible to experience that technologies are constantly evolving.

This should be taken into consideration for future developments.

Although not all requirements were implemented, and there are still code better-ups, the

thesis was successful. The only not achieved goal, according to the ’Goal Tree’, D.3, was

using the solution as an identity provider to other apps. The validation strategy was achieved by

performing a technology analysis, developing a proof of concept solution, and integrating testing

and security tools. The developed solution proved its integrity and robustness by integrating

testing and security tools, and all research questions were answered.
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8.1 Future Work

The current solution is developed for an individual user to store their documents. Neverthe-

less, this solution can grow and be used inside companies.

A future step is to solve the transaction cost issue that may pose a problem for single users

and companies to adhere to the system. For this, the chosen Blockchain can be changed, as

explained in chapter 3, or if maintaining the Ethereum blockchain, develop a middle-man com-

ponent that accumulates users’ transactions, and once achieving a given threshold, they are sent

to the blockchain. A future study could define how much transactions’ cost would reduce their

value when implementing this solution with a middleman.

Furthermore, not all features were implemented. Features such as the audit log of the

users’ actions and the usage of the system as an identity provider could be first implemented. It

would also be interesting to explore alternative methods of implementing the Audit Log, such as

inferring the necessary data from the blocks’ timestamps or other existing on-chain data rather

than directly storing the information on the blockchain.

The design patterns and Entity-Relationship Diagram can also be improved, and since

the timeout mechanism implemented in the front end and back end are different, they can both

be refactored to be implemented the same way and guarantee greater consistency.

Security can also be improved since the timestamp dependency is not covered, as seen in

section 6.7, and the hashing mechanism can also be switched from SHA-256, a fast hashing

function, to Aragon2, a slow hashing function. This change would make brute force attacks

more difficult since the attacker would inquire into more computational costs and make brute

force attacks much more difficult. Further from this, the front end implements a timeout by

detecting the user’s mouth movement. This can be intrusive for the user, so assuming a solution

similar to the one used on the back end would be more interesting. It could also be interesting

to understand how mechanisms like ZK-SNARKS could be integrating in the current solution

to provide further security.

Lastly, to abstract the user from the payment of each action, a mechanism enabling him not

to accept each transaction could also be a good approach to improve the system.
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Only unit testing was performed. The next step could be to also integrate penetration test-
ing, allowing the discovery of new potential attacks and finding hidden vulnerabilities. While

unit testing is helpful to ensure the isolated code is working correctly, penetration testing would

help detect vulnerabilities by testing the system as a whole.

Integrating Auditing Techniques is also fundamental to ensuring system integrity and ro-

bustness and controlling attack vectors. Creating CI/CD pipelines and integrating security and

testing tools could be the next steps since they ensure that code changes are always scanned for

possible vulnerabilities or malfunctioning. Regular security audits and code reviews also help in

code maintenance and vector attack control early in development.
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Appendix A

Blockchain Attacks

Table A.1: Attacks Blockchain: Consensus Mechanism

Group Attack Description Article

Consensus
Mechanism

Majority 51% An attacker or a group of attackers (mining pools,

[103]) control more than half of the network, ma-

nipulating the consensus mechanism.

[87]

Double Spending By overcoming the consensus mechanism, an at-

tacker can perform two different transactions using

the same fund. It can be performed through 51%

attacks, race attacks, Finney attacks, and vector 76

attacks.

[60]

Alternative His-
tory

The attacker creates a private chain and sends a

transaction to an honest node. This private chain

contains the transaction sent. If the private chain is

bigger than the main one, when the attacker releases

it, the transaction accepted by the honest node can

be invalidated, leading him to lose money.

[131]

[12]

Grinding Frequent in blockchains that use PoS consensus

mechanism. The attacker tries to manipulate the

randomness of the process to make him the chosen

block validator constantly.

[24]
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Coin Age
Accumula-
tion

Frequent in PoS consensus mechanism where nodes

are chosen to mine a block based on the amount of

stake they have and for how long it is staked, what is

called ’coin age’. Given enough time, a malicious

node would be able to accumulate a lot of stake,

which would be enough for him to take over the net-

work - ’rich getting richer’.

[24]

Liveness Denial Form of DoS attack in the PoS protocol. A group

of nodes decide to stop producing blocks, leading to

the network’s failure to execute transactions.

[24]

Censorship Because validators can add transactions to a block,

they have the power to blacklist certain addresses

and decide, for personal reasons, which transactions

are going to be added and which won’t. Because

of nodes performing censorship, some transactions

might be delayed or invalidated due to time con-

straints.

[24]

Long Range Both Long-Range attacks and Selfish Mining attacks

are attacks where the malicious node mines blocks

and keeps them secret. They both fork the main

chain and add forged blocks containing different

transactions. The difference is that selfish mining

attacks don’t go back to the genesis block since the

computational power needed is too high.

[24]

Bribery An attacker tries to manipulate the consensus mech-

anism by bribing other nodes, gaining control over

the networks’ decision-making process.

[24]

Table A.2: Attacks Blockchain: Peer-to-Peer

Group Attack Description Article
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Peer-to-
Peer
System

Selfish Mining Attackers, instead of validating a block and broad-

casting right way, they keep the block to themselves,

creating a private chain. Once the malicious miner

has enough blocks in his private chain, he broad-

casts it to the network. If a fork is created and the

chain uses the "Longest Chain" rule, then the at-

tacker chain will be added to the blockchain, and

the attacker will win the block and its rewards. This

leads the honest miners to lose the reward and com-

putational power.

[132]

[51]

Fork after
withholding

An attacker joins the victim pool and executes a

FAW attack. The node submits the proof of work

to the pool manager only when another miner out-

side of the victim pool generates a block. If the

pool manager accepts the submitted proof of work

of the attacker and propagates it, a fork will be gen-

erated. Afterward, the Bitcoin nodes have to select

one branch. If the attacker’s block is selected, the

victim pool receives the rewards, and the attacker

is also rewarded from the pool. A miner that be-

longs to two different pools mines a block and only

broadcasts when both pools are available to propa-

gate a valid block. This results in a fork where, in-

dependently of which pool that’s going to succeed,

the miner always wins.

[58]

[18]

Sybil A malicious node creates multiple fake identities

controlled by him. If enough identities are created,

the attacker might be capable of performing the 51%

attack. This attack is not possible in permissioned

blockchains, where identities are needed.

[59]

[68]
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Eclipse This attack can be seen as an extension of the Sybil

attack, where the attacker controls a set of nodes

and surrounds honest nodes, preventing them from

connecting with other nodes in the network. This

way, because the victim is connected to nodes con-

trolled by the attacker, the victim gets isolated from

the network, with its inputs and outputs managed by

the attacker. At this point, the victim can’t differ-

entiate which nodes are malicious and which aren’t.

This attack can extend to a 51% attack, where par-

ticipants can be excluded by surrounding them with

the attackers’ malicious nodes.

[59]

Wallet Attackers aim to get wallet credentials, and once

they get the users’ private key, they can interact with

the victim’s money. Techniques such as dictionary

attacks, vulnerable signatures, and phishing attacks

can be used to get wallet credentials.

[132]

BGP Hijacking Is a routing protocol that connects networks on the

internet, routing data packages between networks.

This attack is about the illegitimate takeover of IP

addresses by corrupting the routing protocol. This

way, the attacker can eavesdrop on data, control

where data goes, and modify traffic in his favor.

[38]

Balance In this attack, an attacker with an allowed balance or

power tries to disrupt communication among sub-

groups of miners with similar hashing power. Con-

sequently, the attacker gets information on the vic-

tims’ communications, being able to carry out vari-

ous forms of attacks, such as double-spending. This

attack aims to delay the network communication be-

tween multiple subgroups of nodes with similar min-

ing power.

[38]

[70]



Blockchain Attacks 94

Targeted DDoS Consists of flooding the network with numerous re-

quests beyond what the network handles, making

the network unresponsive or temporarily inefficient.

This attack might have a big impact since users are

not able to perform transactions or perform mining.

[17]

Alien There is no identity recognition between nodes of

the same type of blockchain, leading the nodes of the

same type of blockchain to invade and pollute each

other. The main reason for this attack is the same

chain system doesn’t identify non-similar nodes in

the communication protocol. An attack method that

causes the address pools to pollute each other de-

grades node communication performance and even-

tually causes node blockage. Nodes from differ-

ent chains interact and push their address pool to

other blockchain nodes. The victim node eventu-

ally broadcasts its address pool to the entire network,

causing node congestion, abnormal behaviors of the

main network, and other phenomena.

[124]

Pool Hopping The attacker switches between mining pools, always

choosing the one with higher revenue for him. This

attack can affect the computing power of the min-

ing pool. This attack can lead to a long wait time

for a block to be successfully mined. This is be-

cause, when the attack occurs, the entire network’s

computing power increases considerably; this is, the

difficulty value of block mining is excessively high,

so the network cannot adjust.

[20]

Uncle Block (UBA) Extension of the BWA. The difference is that the at-

tacker withholds related blocks in the uncle-block

attack. As such, in this attack, the attacker sub-

mits all reserved blocks while other miners submit

blocks, leading the attacker to get more block re-

wards since it gets block rewards for the main block

and the uncle block.

[20]
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Eavesdropping An attacker illegally listens on the network to ob-

tain sensitive data being transmitted between two

sides. This attack can be considered a passive attack

when the attacker spies the messages without chang-

ing them or an active attack if the attacker modifies

the message content.

[99]

[6]

Table A.3: Attacks Blockchain - Application Oriented

Group Attack Description Article

Application
Oriented

Cryptojacking Attackers use cryptojacking; this is, attackers use

someone’s computer to mine cryptocurrency with-

out their knowledge. This is done through malicious

links sent through e-mail or by injecting malicious

JavaScript code into a web page or an ad. This attack

only increases CPU usage and battery drain, making

it harder for the victims to detect the attack.

[131]

Timejacking The attacker manipulates timestamps by altering the

time settings on their node or attempting to influence

the time reported by other nodes on the network. As

such, the attacker aims to manipulate the networks’

perception of time; this is, to control the timing of

blocks and transactions to be ahead or behind the

actual time.

[131]

Routing This attack modifies transactions before sending

them to other nodes. In this attack, the attacker

changes the network time using Timejacking attack

and divides the network into two areas that don’t

communicate with each other. This attack is both a

partition attack since it divides the network in two,

and a delay attack, since it interrupts the propagation

of the message and transmits it to the network.

[131]
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Repply When a hard fork happens, users who previously

owned coins now own the same amount on the newly

created chain. If an investor spends a certain amount

of coins from chain A, the attacker is able to in-

tercept the transaction and get the used digital sig-

nature. Consequently, the hacker can replicate the

transaction to the chain forked from A to chain B,

leading to the loss of assets in both chains. Nev-

ertheless, the digital signature must work with the

same wallets for this attack to work.

[60]

Length Extension This attack is based on the predictability of hash

functions. In this attack, the attacker is capable of

adding data to the original message by only know-

ing its hash value and length. With this attack, the

attacker is capable not only of bypassing security

checks but also of creating fraudulent transactions.

[20]

Transaction
Malleability

Each transaction has a unique hash used by a miner

to track and verify that a transaction has been vali-

dated and added to a block. So, this hash can be seen

as a way to track transactions within a blockchain.

Until a transaction is validated and confirmed, an

attacker can change the transaction hash without

changing the digital signature, performing a Trans-

action Malleability Attack. As such, an honest node

creates a transaction and sends bitcoins to an at-

tacker. Before this original transaction is validated

and confirmed, the attacker changes the transaction

ID, changing its hash. Afterward, this transaction is

sent to the network, and it gets validated first over

the original one, leading the honest node to believe

that this transaction was unsuccessful, even though

funds were still withdrawn from his account. Once

both transactions are validated, the attack is com-

plete.

[131]
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Hash Collision Happens when two different inputs have the same

hash value. This might happen because hash func-

tions have an undefined input length and a prede-

fined output length, making it inevitable for different

inputs to have the same hash value.

[95]

Rug Pull This attack aims to take advantage of investors, and

it is performed by DeFi developers. This attack in-

volves attracting funds into DeFi services, appar-

ently drained by developers who disappear. This

might involve activities like hacks or scams.

[54]

Table A.4: Attacks Blockchain: Smart Contracts

Group Attack Description Article

Smart
Contracts

Reentrancy The attacker repeatedly calls a function before the

previous call has been completed. A contract ex-

ecution is put on hold when a call to an external

contract is performed. This second contract starts

having control over the next sequence of events. As

such, this second contract can call back again on the

first one, leading to a loop or drain of funds. A pre-

ventive measure is finishing all internal contact work

(updating all contracts’ variables) before calling the

second contract.

[59]

[20]

Overflow Attack vulnerability that happens when there are not

enough validations to ensure that variables don’t ex-

ceed their maximum and minimum value. There are

various types of overflows: buffer overflow, integer

overflow, truncation overflow, and signed overflow.

[125]

[32]

[115]

Short Address This attack happens when the address field is not

correctly verified. If a user inserts an address shorter

than 20 bytes, the Solidity contract will automati-

cally pad with the right zeros to ensure the address

is appropriate.

[125]

[89]
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Denial of Service
(DoS)

This attack exploits vulnerabilities in the smart con-

tract to make them unavailable. These attacks can

be carried out by performing a reentrancy attack or

by exploiting the gas limit, entering an infinite loop,

and consuming all available gas. A mitigation ex-

ample can be to optimize the contract code to ensure

it does not require excessive gas.

[39]

Timestamp De-
pendence

Each block in the blockchain has a timestamp. Min-

ers are capable of manipulating the value of the

timestamp. Therefore, "block.timestamp" usage

should be avoided; instead, block numbers should

be used as they are more predictable and less prone

to manipulation.

[39]

Integer Overflows
and Underflows

This vulnerability results in surpassing the fixed

range of values. The integer type uint8 has an in-

terval of values between o and 255. If a variable

instantiates with this type surpasses 255, the value

rests at 0. And if the variable goes lower than 0,

the value rests at 255. This can lead to unexpected

modifications in the state variables.

[39]
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Hierarchical Deterministic Wallets

Figure B.1: Hierarchical Deterministic Wallets. [67]
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Appendix C

Requirements

This first appendix lists the requirements that were asked for for the current solution.

C.1 Business Requirements

Table C.1: Business Requirements

Requirement Description Source Priority

Rq1 The system should be able to reduce dependence on

intermediaries.

Sigarra M

Rq2 The system should be able to increase the efficiency
of the identity verification process.

Sigarra S

Rq4 The system should be able to use blockchain tech-

nology.

Sigarra M

Rq5 The system should be able to manage personal user
files.

Sigarra M

Rq5 The system should use mechanisms to minimize
transaction costs for the user."

Sigarra C

C.2 Blockchain Requirements

Table C.2: Blockchain Requirements

Requirement Description Source Priority
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C.3 Non-Funtional Requirements 101

Rq1 The blockchain should store user information. Sigarra M

Rq1 The blockchain should store documents’ meta-
data.

Sigarra M

Rq1 The blockchain should store documents’ access
control rules.

Sigarra M

Rq1 The blockchain should be public. Search S

Rq1 The blockchain should be permissionless. Search S

C.3 Non-Funtional Requirements

Table C.3: Non-Functional Requirements

Requirement Description Source Priority

Rq1 The system should be able to ensure the authentic-
ity and integrity of submitted documents.

Sigarra M

Rq2 The system should be transparent throughout the

users.

Sigarra M

Rq3 The system should be secure. Sigarra M

Rq4 The system should be able to protect the user data. Sigarra M

Rq5 The system should comply with data protection
regulations.

Sigarra M

Rq6 The system should be able to reduce the risk of

unauthorized data access/manipulation.

Sigarra M

Rq7 The system should minimize operational costs
while ensuring user satisfaction.

Sigarra M

Rq7 The system should be decentralized. Sigarra M

Rq8 The system should provide solid measures to ensure

users’ privacy.

Sigarra M

Rq9 The system should perform unit testing. Meetings M

Rq10 The system should perform test coverage. Meetings M

Rq11 The system should perform security coverage. Meetings M

Rq12 The system should be able to provide encryption
mechanisms.

Meetings M
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Rq13 The system should be able to be protected from web
attacks.

Meetings M

C.4 Functional Requirements

Table C.4: Functional Requirements

Requirement Description Source Priority

Rq1 The user should have a unique name. Meetings M

Rq2 The user should have a username in lowercase. Meetings S

Rq3 The system should be a web app. Meetings M

Rq4 The user should be able to register. Sigarra M

Rq5 The user should be able to log in. Sigarra M

Rq6 The user should be able to log out. Sigarra M

Rq7 The system should log the user out when the Meta-
Mask account changes.

Meetings M

Rq8 The user should be able to upload files. Sigarra M

Rq9 When the user has download permissions over a file,

the user should be able to download the file.

Sigarra M

Rq10 When the user has download permissions over a file,

the user should be able to download past file ver-

sions.

Meetings M

Rq11 When the user has delete permissions over a file, the

user should be able to delete files.

Meetings M

Rq12 The user should be able to recover deleted files. Market

Solutions

C

Rq13 When the user has edit permissions over a file, the

user should be able to edit files.

Sigarra M

Rq14 The user should be able to verify files. Sigarra M

Rq15 The system should consider a file as being valid if

the user has a file with the same content in the ’Ac-

tive’ state.

Meetings M
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Rq16 The system should consider a file as being invalid if

the user doesn’t have a file with the same content in

the ’Active’ state.

Meetings M

Rq18 The user should be able to see the details of a file he

can access.

Market solu-

tions

S

Rq19 The files’ details should include the file name,

owner, to whom it was shared with, and previous

versions.

Meetings S

Rq20 When the user has share permissions, the user

should be able to share files.

Sigarra M

Rq21 The user should be able to ask for permissions over

a file.

Meetings C

Rq22 When the user has share permissions, the user

should be able to give download, edit, delete, and
share file permissions.

Meetings M

Rq23 The system should be able to generate a share link
based on the user-defined permissions.

Meetings C

Rq24 When the user has access to the shared link of a

file, the user should be able to access it based on

the specified permissions under which the link was

generated.

Meetings C

Rq24 When a file is shared with the user, the user should

be able to see all past actions performed over it.

Meetings S

Rq25 When the user has share permissions, the user

should be able to update permissions of a user over

a file.

Market

Solutions

M

Rq26 When the user removes all permissions another

user has over a file, the association between the other

user and the file should be deleted.

Market

Solutions

M

Rq27 The user should only be able to edit the permissions

of other users over a file.

Meetings M

Rq28 The system should consider the file owner the user

who uploaded the file.

Market

Solutions

M
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Rq29 The file owner should always have all permissions
over the file.

Meetings M

Rq30 The system should have an audit log that displays
the user who acted, the file to which the action was

applied, the action executed, and the time in which

the action was executed.

Market

Solutions

M

Rq31 When a user shares or edits a file, the audit log
should also display the permissions that were given

to the user to whom the file was shared with.

Market

Solutions

M

Rq32 The system should have an Audit Log with a filter

file mechanism.

Market

Solutions

C

Rq33 The system should have an Audit Log with a filter

day mechanism.

Market

Solutions

C

Rq34 The system should have an Audit Log over users’

files.

Meetings M

Rq35 The system should have an Audit Log over users’

actions.

Meetings S

Rq36 The system should be able to perform file version-
ing.

Sigarra M

Rq37 The system should be able to ensure confidentiality
over files.

Sigarra M

Rq38 When accessing other apps, the user should be able

to verify their identity using the dApp.

Sigarra C



Appendix D

Diagrams and Flowcharts

This appendix stores the flowcharts and diagrams used in the current document.

D.1 Technology Diagram

Figure D.1: Technology Diagram
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D.2 File Life-cycle: State Diagram

Figure D.2: File Life-cycle

D.3 System Goals: Goal Tree

Figure D.3: Goal tree
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D.4 System Use Cases: Use-case Diagram

Figure D.4: Use-case diagram

D.5 System Architecture

D.5.1 Abstract Diagram

Figure D.5: Abstract Architectural Diagram
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D.5.2 Component Diagram

Figure D.6: Component diagram

D.6 Data Management: Entity-Relationship Diagram

Figure D.7: Entity Relationship diagram
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D.7 Interface Interactions: Flowchart

Figure D.8: Interface Interactions
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D.8 Front end Design: Class Diagram

Figure D.9: Front end class diagram
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D.9 Back end Design: Class Diagram

Figure D.10: Back end class diagram
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D.10 Timeout back end

Figure D.11: Timeout Backend
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D.11 Timeout front end

Figure D.12: Timeout Frontend
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D.12 Registration and Login: Flowchart

Figure D.13: Registration and Login
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D.13 System setup: Flowchart

Figure D.14: Set up of the system
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D.14 Log out: Flowchart

Figure D.15: Log out
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D.15 Upload File: Flowchart

Figure D.16: Upload File
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D.16 Edit File: Flowchart

Figure D.17: Edit File
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D.17 Download File: Flowchart

Figure D.18: Download File
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D.18 Delete File: Flowchart

Figure D.19: Delete File
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D.19 Share File / Update Permissions: Flowchart

Figure D.20: Share File and Update Users’ permissions
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D.20 Verify File: Flowchart

Figure D.21: Verify File



Appendix E

Code Snippets

This appendix stores some code snippets of the developed solution.

E.1 AccessControl.sol

Figure E.1: Upload File
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E.2 UserRegister.sol

Figure E.2: Existing Address

E.3 HardHat.config.js

Figure E.3: HardHat configuration
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E.4 Hierarchical Deterministic Wallet Generation

Figure E.4: Code for Hierarchical Deterministic Wallet
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E.5 Smart Contract Deployment

Figure E.5: Smart Contracts Deployment

Figure E.6: Smart Contracts Deployment (continuation)
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E.6 Upload File

Figure E.7: Upload File - permissions hardcoded.

E.7 Edit File

Figure E.8: Edit File - arguments validation.
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E.8 Timeout not Performed

Figure E.9: Timeout mechanism vulnerable to attacks (block.timestamp)

E.9 EsLint Rule

Figure E.10: EsLint rule being ignored for the specific case.
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E.10 Share File - Validation

Figure E.11: Share File - Validates if the user is already associated with the file, before executing
the code.



Appendix F

IPFS

This appendix stores screenshots on IPFS storage.

F.1 IPFS storage

Figure F.1: File encrypted in IPFS
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Figure F.2: File encrypted in the IPFS - Postman



Appendix G

Solution

This appendix stores some screenshots of the developed solution.

G.1 Main Pages

Figure G.1: Connect Wallet Page
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Figure G.2: Register Page

Figure G.3: Login Page
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Figure G.4: Home Page

Figure G.5: Home Page (continuation)
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G.2 Registration Page

Figure G.6: Mnemonic Popup

G.3 Home Page

G.3.1 Upload File

Figure G.7: Upload File
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Figure G.8: Upload File - Invalid Extension

G.3.2 Edit File

Figure G.9: Edit File
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Figure G.10: Edit File - Old File substituted by the new one

Figure G.11: Edit File - New entry in the audit log



Solution 138

G.3.3 File Information

Figure G.12: File Information

G.3.4 Share File

Figure G.13: Share File - name user to share the file with.
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Figure G.14: Share File - permissions

Figure G.15: Share File - user doesn’t exist
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Figure G.16: Share File - audit log

Figure G.17: Share File - jessica page
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Figure G.18: Share File - audit log jessica page

Figure G.19: Share File - audit log jessica page (cont.)
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Figure G.20: Share File - audit log jessica page (cont.)

Figure G.21: Share File - audit log jessica page (cont.)
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G.3.5 Delete File

Figure G.22: Delete File - File view

Figure G.23: Delete File - Audit Log



Solution 144

G.3.6 Download File

Figure G.24: Download File - Audit Log

G.3.7 Verify File

Figure G.25: Verify File
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Figure G.26: Verify File - Valid File

Figure G.27: Verify File - Audit Log
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Figure G.28: Verify File - Invalid File



Appendix H

Unit Testing

This appendix shows the results of the coverage testing tools both in the front end and back end.

H.1 Front end

Figure H.1: Test Coverage in Front end using Jest
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H.2 Back end

Figure H.2: Test Coverage in Backend end using HardHat Testing Environment

H.3 Eth-Gas-Reporter

Figure H.3: HardHat Configuration for eth-gas-reporter
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Figure H.4: Eth-Gas-Reporter

Figure H.5: Eth-Gas-Reporter



Appendix I

Security Coverage

This appendix shows the results of the security coverage tools on the front and back end.

I.1 Front end

Figure I.1: EsLint problem.
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Figure I.2: Solution to the EsLint problem

I.2 Back end

I.2.1 Slither Error/Solution

Figure I.3: Problem: abi.encodedPacked() with multiple dynamic arguments.
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Figure I.4: Code that lead to the problem: abi.encodedPacked() with multiple dynamic argu-
ments.

Figure I.5: Solution: abi.encodedPacked() with multiple dynamic arguments.

Figure I.6: Solution: abi.encodedPacked() with multiple dynamic arguments.
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I.2.2 Slither Strict Equality Warning

Figure I.7: Warning: Strict Equality Warning.

I.2.3 Slither Reentrancy Attack Warning

Figure I.8: Warning: Reentrancy Warning.

Figure I.9: Code that originated the warning for the Reentrancy Attack.
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Figure I.10: Solution for the Reentrancy Attack Warning.
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