FACULDADE DE ENGENHARIA DA UNIVERSIDADE DO PORTO

Conditional Diffusion Models for Visual
Anonymization of Medical Case-based
Explanations

Filipe Pinto Campos

[BPORTO

FEU FACULDADE DE ENGENHARIA
UNIVERSIDADE DO PORTO

Mestrado em Engenharia Informética e Computacao

Supervisor: Luis Filipe Teixeira

Co-Supervisor: Wilson Silva

July 23, 2024



© Filipe Campos, 2023



Conditional Diffusion Models for Visual Anonymization
of Medical Case-based Explanations

Filipe Pinto Campos

Mestrado em Engenharia Informética e Computagao

Approved in oral examination by the committee:

President: Prof. Augusto de Sousa

Referee: Prof. Jodo Neves
Referee: Prof. Luis Filipe Teixeira

July 23, 2024



Resumo

Técnicas de Deep Learning sdao capazes de melhorar a eficiéncia do diagndstico médico, de-
safiando a precisao de peritos humanos. No entanto, existe uma falta de confianca nos métodos de
tomada de decisdo baseados em DL devido a sua falta de interpretabilidade. Case-based explana-
tions, ou explicagcdes baseadas em casos auxiliam na compreensio desses métodos, apresentando,
para uma decisdo especifica, imagens semelhantes ou prototipicas que partilham o mesmo di-
agnostico ou destacam diferengas visuais entre vérios diagndsticos. No entanto, estas imagens
podem conter dados privados, sujeitos a regulamentagdes rigorosas, como o Regulamento Geral
de Prote¢do de Dados (RGPD) e a Lei de Portabilidade e Responsabilidade do Seguro de Satide
(HIPAA), limitando significativamente a sua utilidade. Esta questio € particularmente importante
em Federated Learning, onde algoritmos s@o treinados colaborativamente entre vérias institui¢des,
e onde evitar a partilha de dados identificdveis é crucial. A anonimizacao surge como uma solucao
para este problema, removendo caracteristicas pessoais dos dados e permitindo a sua partilha sem
tais restri¢oes.

Os métodos estado-da-arte, baseados em GANSs, geram explica¢des com baixa qualidade vi-
sual. Nesta dissertacdo exploramos novas abordagens baseadas em conditional diffusion models,
usando modelos inovadores ou combinando um sistema de anonimizagdo e modelos generativos
existentes. Também exploramos métodos centralizados e baseados em Federated Learning para
obter as imdgens sintéticas e anénimas geradas por estes métodos.

Validamos as nossas propostas em tarefas de radiografia torcica pois s@o uma das modali-
dades de imagem médica mais utilizadas. Especificamente, realizamos experié€ncias nos datasets
MIMIC-CXR-JPG, BRAX e CheXpert. Avaliamos os métodos de geracdo de explicacdes relati-
vamente a vdrios critérios, como o realismo das imagens, utilidade e privacidade das explicagcdes
geradas. Além disso, avaliamos os nossos métodos de recuperagdo com a ajuda de uma radiol-
ogista experiente, avaliando tanto a relevancia das explicagdes recuperadas em comparacao com
as recuperadas por um especialista como a concordancia entre as labels das imagens geradas e
os seus diagndsticos. Neste trabalho conseguimos um método capaz de criar e recuperar expli-
cacdes sintéticas baseadas em casos que sdo realistas e anonimas, e tdo relevantes na explica¢do
de decisdes médicas quanto imagens reais, com base na avaliacdo mencionada do especialista.

Esta dissertacdo esforga-se por garantir que os profissionais de saide possam partilhar expli-
cacdes baseadas em casos de maneira segura e livre, sem violar o direito essencial a privacidade do
paciente. Por sua vez, contribui para a adop¢ao mais ampla de métodos de aprendizagem profunda
(DL) no campo médico e aborda preocupacgdes criticas relacionadas com a privacidade de dados e
conformidade com os quadros regulatdrios.

Palavras-chave: Deep Learning, Interpretabilidade, Privacidade, Modelos de Difusdo, Apren-
dizagem Federada



Abstract

Deep-learning techniques can improve the efficiency of medical diagnosis while challenging hu-
man experts’ accuracy. However, there is a lack of trust in Deep Learning based decision-making
methods due to their lack of interpretability. Case-based explanations help comprehend these
methods by presenting, for a specific classification, similar or prototypical images sharing the
same diagnosis or by highlighting visual differences between various diagnoses. Yet, these may
contain private data, subject to strict regulations, such as the General Data Protection Regulation
(GDPR) and the Health Insurance Portability and Accountability Act (HIPAA), heavily limit-
ing their utility. This issue is particularly important in Federated Learning, where algorithms
are trained collaboratively between multiple institutions, but avoiding sharing identifiable data is
paramount. Anonymization serves as the solution to this problem, removing personal characteris-
tics from data and thus enabling its shareability without such constraints.

The current state-of-the-art methods, based on GANs, generate explanations with low-quality
images. In this dissertation, we explore new approaches based on conditional diffusion models,
using either novel models or by coupling an anonymization system to existing generative mod-
els. We also explore centralized and Federated-Learning approaches to retrieve the anonymous
synthetic images generated using these methods.

We validate our proposals on chest X-ray tasks because they are one of the most medical
imaging modalities. Specifically, we perform experiments on the MIMIC-CXR-JPG, BRAX and
CheXpert datasets. We evaluate the explanation generation methods regarding multiple criteria
such as image realism, utility and privacy of the generated explanations. Additionally, we evaluate
our retrieval methods with the aid of an experienced radiologist, evaluating both the relevance of
the retrieved explanations compared to the ones retrieved by an expert and the label agreement
between generated images and their diagnosis. We achieve a method capable of creating and
retrieving synthetic case-based explanations that are realistic and anonymous and as relevant in
explaining medical decisions as real images based on the aforementioned expert evaluation.

This work strives to ensure that healthcare professionals can securely and freely share case-
based explanations without violating the patient’s essential right to privacy. In turn, it contributes
to the broader adoption of DL methods in the medical field and addresses critical concerns related
to data privacy and compliance with regulatory frameworks.

Keywords: Deep Learning, Interpretability, Privacy-preserving Machine Learning, Diffusion
Models, Federated-Learning
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Chapter 1

Introduction

1.1 Context

Medical imaging stands as a cornerstone in diagnosing various diseases, employing techniques
such as X-ray or MRI to detect multiple conditions. These imaging modalities play an important
role in providing clinicians with insights into a patient’s health, facilitating accurate and timely
diagnoses.

In recent years, the integration of Deep Learning (DL) has marked a shift in medical diagnos-
tics, showcasing capabilities that can often rival or even surpass human performance. The advent
of DL algorithms in analyzing medical images has significantly enhanced the accuracy and ef-
ficiency of diagnostic processes. However, this leap in computational prowess brings with it a
profound challenge — the inherent lack of interpretability in Deep Learning models.

While these models exhibit remarkable diagnostic capabilities, their decision-making pro-
cesses remain largely opaque, posing a barrier to understanding the rationale behind their predic-
tions. This lack of interpretability raises legitimate concerns, especially in the context of critical
medical decisions where transparency is necessary for establishing trust and facilitating effective

collaboration between machine intelligence and healthcare professionals.

1.2 Motivation

To permit the integration of DL in the workflow of hospitals and respective doctors, we must first
provide methods to glean insights about the decision-making mechanisms of models. One such
way is through the use of case-based explanations, which explain by example, closely mimicking
the rationale of human professionals. Using these mechanisms, a doctor would have access to a
prediction and a set of image explanations for each machine-made diagnosis. These can be similar
cases with the same diagnosis, prototypical images, or counterfactual explanations highlighting
the differences between images that contain and do not contain the diagnosis.

These explanations ideally should be shareable between medical professionals, between doc-

tor and patient or even between hospitals, which is particularly relevant when exemplifying rare
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conditions. Yet, this is not possible since medical images contain personal identification, which
may allow for the re-identification of patients; therefore, they are protected under strict regula-
tions. These issues can be overcome by anonymizing said explanations, therefore protecting the

privacy of patients.

1.3 Objectives

This work aims to improve the explainability of Deep-learning-based medical decision systems
and, consequently, improve the efficiency and accuracy of diagnosis in medical institutions. To
do so, we propose to develop a system that generates anonymous case-based explanations using
diffusion models and retrieves them, either in a centralized or decentralized manner, as a mecha-
nism to explain a classifier’s decisions. Additionally, due to the sensitive nature of medical data,
this work endeavours to evaluate and quantify the risk of exposing the identity of patients when
sharing anonymized images.

Formally, these objectives can be condensed into the following set of research questions (RQ):

RQ1. Can anonymous case-based explanations be generated using diffusion models?
RQ2. Is it possible to retrieve the aforementioned explanations in a federated learning setting?

RQ3. Can the de-anonymization risk associated with the aforementioned anonymous explanations

be evaluated and quantified?

After answering these questions, we expect to have a system that generates, anonymizes, and
retrieves case-based explanations either in centralized or Federated-Learning settings. Addition-
ally, we should be able to measure the risk of de-anonymization so responsible entities such as
hospitals can be aware of the risks associated with the approach and make better-informed deci-

sions.

1.4 Main Contributions
The main contributions of this dissertation are the following:

1. We investigate three distinct approaches for in-model image anonymization using diffusion

models and how their utility as case-based explanations.

2. We propose an image anonymization method, post-model image anonymization, which em-
ploys a latent diffusion model in a three-step procedure: generating a catalogue of synthetic
images, removing the images that closely resemble existing patients, and using this anony-

mous catalogue during an explanation retrieval process.

3. We explore how to retrieve case-based explanations in a centralized setting and in a Federated-

Learning setting.
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4. We evaluate the proposed methods on the MIMIC-CXR-JPG [41] dataset for the centralized
experiments and additionally on BRAX [83] and CheXpert [35] datasets for the Federated-
Learning experiments. Additionally, the quality of the retrieved case-based explanations

was evaluated by an experienced radiologist.

Additionally, we published a research paper [6] for the EXPLIMED workshop within ECAI
2024 which covers the proposed post-model image anonymization approach, the centralized re-

trieval of case-based explanations and its evaluation.

1.5 Document Structure

The remainder of this document is structured as follows. In Chapter 2, we present the background
concepts which serve as the foundation for the rest of the dissertation. In Chapter 3, we analyze
studies which tackle problems adjacent to our work and help define a proposed solution for our
problem. Chapter 4 presents the datasets and tasks chosen to evaluate the methods presented in
the following chapters. In Chapter 5, we explore methods to create a model which generates
anonymized images while Chapter 6 presents a two-stage approach where a model first generates
synthetic images and; afterwards, a secondary system is used to identify images which closely
resemble existing patients and removes them. Chapter 7 follows up on the previous two chapters
by presenting methods to retrieve anonymous images and use them as case-based explanations in
a centralized setting or a federated learning setting where multiple hospitals collaboratively train
a retrieval model and share image catalogues. Finally, in Chapter 8, we draw concluding remarks

and outline future work.



Chapter 2

Background

2.1 Overview

This chapter endeavours to present the background knowledge which serves as the foundation
of this work. In Section 2.2, we introduce the concept of anonymization, which is of utmost
importance in this work. In Section 2.3, we present an overview of the existing landscape of
generative models and delve into the details of diffusion models, which will be the main focus
of this work. Section 2.4 will present the foundations of Federated Learning, which is important
to permit the sharing of case-based explanations across hospitals or institutions without leaking
sensitive data. Finally, in Section 2.5, we present a short summary and closing remarks about the

contents of this chapter.

2.2 Anonymization

Many countries are establishing and developing ever stricter data protection laws to preserve the
citizen’s fundamental right to privacy. Although important, these regulations, such as the Euro-
pean General Data Protection Regulation (GDPR) [12] or the Health Insurance Portability and
Accountability Act (HIPAA) [100] in the United States of America slow down advances in medi-
cal machine learning applications by imposing restrictions on data sharing, making data a scarce
resource. Anonymization stands as a prominent way of enabling data sharing without any of the
aforementioned restrictions because it allows for the removal of any personally identifiable infor-
mation, making de-anonymization near-impossible.

The GDPR provides definitions of two important concepts, pseudonymisation and anonymiza-
tion. The former ensures that the personal data is unidentifiable without the use of some external
data. This second clause implies it is susceptible to cross-referencing attacks, which combine in-
formation from multiple data sources. In opposition, anonymization must guarantee that the data is
irreversibly non-identifiable regardless of the circumstances. That is, a datum is only anonymized
if it is impossible to de-anonymize, considering all the reasonable methods that an attacker may

use to attempt such a feat.
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Generally, a way of analyzing the degree of anonymization of a dataset is by identifying
whether or not a data point can be narrowed down to a single individual; this is also known as
singling out. This is taken under consideration in Recital 26, Article 4 of the GDPR where The

European Parliament and Council of the European Union specify:

“The principles of data protection should apply to any information concerning an
identified or identifiable natural person. Personal data which have undergone pseudonymi-
sation, which could be attributed to a natural person by the use of additional informa-
tion should be considered to be information on an identifiable natural person. To
determine whether a natural person is identifiable, account should be taken of all the
means reasonably likely to be used, such as singling out, either by the controller or by

another person to identify the natural person directly or indirectly.”

Therefore, any proposed method of anonymization must undergo a careful study to identify all
the reasonably likely methods to de-anonymize the data it anonymizes. After this careful process,
the data is no longer susceptible to the same data protection principles identified under the GDPR,

as specified in the same Recital:

“The principles of data protection should therefore not apply to anonymous informa-
tion, namely information which does not relate to an identified or identifiable natural
person or to personal data rendered anonymous in such a manner that the data subject

is not or no longer identifiable.”

Analyzing these concepts in the domain of this work, we must consider that seemingly in-
nocuous data, such as medical exams, can be used to single out individuals, spurring the need to
anonymize every image we intend to share. In fact, different types of scans have been shown to
be capable of identifying the individuals they belong to [87, 99], including Magnetic resonance
imaging (MRI) [38], computerized tomography (CT) scans [81] or positron emission tomography
(PET) scans [88].

Guaranteeing full anonymity of data is a difficult process since it involves protecting against
multiple attack vectors which are ever evolving. Given this, Seastedt et al. [89] argues that there is
a clear trade-off between minimising the risk of identity exposure and the usefulness of the data.
Evidently, ceasing all data-sharing activities would be the most effective means to prevent privacy
issues. However, such an approach could significantly impede progress in a field where advance-
ments could directly translate to benefits to healthcare systems. Consequently, new anonymisation
methods must make compromises and require careful analysis of the risks they carry before being

deployed in sensitive scenarios.
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2.3 Generative Models

Generative models pertain to a family of ML models whose goal, as the name implies, is to gen-
erate new data points based on existing training data. This generation typically takes into consid-
eration key factors such as realism and diversity.

For this work, generative models play a key role, since the most prominent avenue to perform
anonymization by either visually modifying already existing pictures or by generating completely
new images whose identity cannot be traced back to a specific patient.

This section will introduce a set of architectures prominent in the image generation field. In

Fig. 2.1, we present an overview of the architectures we will summarise.

Generative
Adversarial Network
x

Discriminator
D(x)

Variational Encoder % Decoder /
X X

Autoencoder %(2 ‘ x) pg(x | z)
Diffusion Model Xo X X, (X z

Figure 2.1: High-level overview of architectures of commonly used generative models [105]. Gen-
erative Adversarial Networks are composed of two adversarial networks, a generator G, which
creates synthetic samples and a discriminator D, which predicts whether a sample x is real or
synthetic. Variational autoencoders capture the original data distribution and represent it using
qe(z | x). Afterwards, a latent sampled from this distribution is decoded back into the original
image space. Diffusion models follow an iterative process where stochastic noise is progressively
added to an original image x( until the image becomes pure Gaussian noise z. Then the network
reverts this by iteratively predicting and removing the noise which was added at each timestep,
therefore generating a new image.

2.3.1 Variational Autoencoders

Autoencoders are networks comprised of two neural networks: an encoder and a decoder. The
encoder performs dimensionality reduction, compressing an input image into a much denser latent
space. The decoder performs the reverse process, reconstructing this latent space into the original

image.
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A Variational Autoencoder (VAE) [51, 50, 104] maps an input x into a distribution pg, param-
eterized by 6. Afterwards, a latent encoding vector z is decoded back into the original data space
x.

The probability pg(x | z) defines a probabilistic decoder while the approximation function
qe(z | x) is the probabilistic encoder.

To optimize these models, the Kullback-Leibler divergence (KL) is used. The KL divergence
D (X || Y) measures how much information is lost if we represent distribution X using distribu-
tion Y. In an VAE the posterior gg(z | x) should be close to the real one pg(z | x), therefore we
pretend to minimize Dxy (qe(z | x) | po(z | x)). The loss function used to train these models is

illustrated in Equation 2.1.

Lyae = —E_ g, (zIx) [log po (x | 2) + Dxr (qo(z | ¥) || pe(2))] (2.1)

2.3.2 Generative Adversarial Networks

A Generative Adversarial Network (GAN) [24] consists of two models with distinct objectives
which, when combined, collaborate towards generating realistic images. A generator, G, creates
synthetic images based on the data distribution z. The discriminator, D, is presented with either
real (D(x)) or generated (D(G(z)) images and is tasked with distinguishing whether or not the
presented image is real. In this “competition” the generator must create ever-more-realistic images
to keep fooling the discriminator. This process can be formalized as a min-max problem, as shown

in equation 2.2.

mci;nmng(D,G) = Evepua 108D +E.p () [log(1 —D(G(z)))] (2.2)

This adversarial formulation makes the training process unstable when compared to other
methods, which leads to issues such as vanishing and exploding gradient [16] or mode collapse,
severely limiting the capability of the model generating samples across the entire underlying data
distribution. Regardless of these issues, this family of networks have been extensively used for a

plethora of tasks [36], proving versatile and capable of achieving remarkable results.

2.3.3 Diffusion Probabilistic Models

Diffusion models, originally inspired by non-equilibrium thermodynamics [94], are a category of
generative models which, in recent years, have been brought to the forefront of Computer Vi-
sion research for tasks such as image generation or super-resolution [13]. This large investment
in research of diffusion models was mainly stirred by Denoising Diffusion Probabilistic Models
(DDPM) [32], which showcased the capability of generating high-quality image samples. Re-
cently these models have been applied to the medical domain for multiple tasks such as image
generation, segmentation or reconstruction and for multiple modalities such as MRI, CT, PET or
X-ray [46, 47, 58].
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Diffusion models have a more stable training process and empirically have shown results more
impressive than previous state-of-the-art GAN alternatives. The major downside which encom-
passes most diffusion models is the slow image generation time because they rely on an iterative
process which is described by a Markov Chain [72] (Figure 2.2), although changes have been
proposed to dampen this issue [95, 84, 71].

Use variational lower bound

Po(X¢—1]%¢) :
@ H o HS@ % é o >
ST : - A ¥

S_———-

~

Figure 2.2: Illustration of the reverse diffusion process for generating images from Gaussian noise.
Source: [105, 32]

The diffusion process is split into two sub-tasks, the forward process and the reverse pro-
cess. During the forward process, Gaussian noise is iteratively added to an image until it becomes
pure noise. The reverse process, as the name implies, endeavours to undo these changes by it-
eratively removing noise until the original image is obtained. These processes are detailed in
Subsections 2.3.3.1 and 2.3.3.2, respectively.

2.3.3.1 Forward diffusion process

Consider a data point sampled from the real data distribution xo ~ g(x), corresponding to an image
sampled from the original training data. During the forward process, Gaussian Noise is sequen-
tially added to x;, where ¢ is the current timestep, at a pre-defined rate set by the variance schedule

{B: € (0,1)}L_,. A single forward step is defined according to expression 2.3,

qx; | x—1) =N(x /1= B -x—1,BI), Ve € {1,..,T} (2.3)

where N (x; i, o) represents a normal distribution of mean p and covariance ¢ and I is the identity
matrix.

As t increases, the original data point xg will become increasingly indistinguishable. As T —
oo, xy Will represent an isotropic Gaussian distribution. A data point composed of pure noise, xr

can be obtained according to equation 2.4 which describes a Markov Chain,

T

q(xir | x0) =[Jalx | x-1) (2.4)

t=1
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With this definition, we face an immediate problem because to sample an arbitrary x;, we are
required to compute the entire sequence x;_1,X;_7,...,x]. This issue can be solved by using a re-
parameterization trick. Let & = 1— f; and & = [['_, o, by modifying equation 2.3 we obtain
equation 2.5,

q(x; | x0) = N (%570 - x0, (1 — 0)I) 2.5)

this new formulation allows us to sample an arbitrary x; based on the original input xy. In practice,
this characteristic is crucial to enable faster training times compared to the initial formulation since
it allows us to train models at different timesteps without having to re-calculate the entire noising

chain.

2.3.3.2 Reverse diffusion process

During the reverse diffusion process, we aim to calculate g(x,—; | x;) enabling us to recreate a true
data sample from pure Gaussian Noise. Yet, this goal is intractable. Therefore we need a model pg
to approximate the conditional probability distribution, which implies estimating both the mean
Up and the variance Xg, where 0 are the model parameters. The formalization of a single step is

defined in Equation 2.6, while Equation 2.7 summarizes the entire reverse process.

po(xi—1 | x0) =N (x—1; 1o (x1,1), L0 (xs,1)), Ve € {1...T} (2.6)
T
po(xo.r) = plxr) [ po(xi—1 | x) (2.7)

t=1
In the original implementation [32], the authors decided to fix the variance at a value of
Yo(x;,t) = 61 and 67 = B,. Thus, the only model required to train is a model which estimates
the mean of the distribution tg. This choice was made since it simplifies the formulation while
empirically demonstrating the same results as the alternative, which would be approximating the
variance.
In order to train the model so that pg(xp) learns the data distribution g(x), we can optimize

the variational bound on negative log-likelihood as expressed in Equation 2.8,

Po(xo.7) ]
E|—1o x)| <B, |—log —————
[ gp@( 0)] — q I: gq(X]-T ‘X())
=E, | —logp(xr) Zlog Poxi—1 | x) (2.8)
>1 xf |xt 1)
= —Lyp

where vIb stands for variational-lower-bound.
Ho er al. [32] found that instead of parameterizing ug(x,,¢) as a neural network, training

a model €g(x;,#) which predicts €, the noise that was added during a forward-step ¢, yielded
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empirically better results.

o (xrst) = fiy <x,,\/167t = 1—@.ee(x,))> - \/107, <x,— \/ﬁiat-eg(xo,to 2.9)

Typically, &g is represented and learned using a U-Net [85] architecture. The authors empiri-

cally found that the loss function worked best when simplified to the formulation demonstrated in

equation 2.10,

Lyimpe = Ere [|16 = 0 (V& 30+ /T= & -£,1)| (2.10)

2.3.3.3 Variance Schedule

A key element which defines how samples are generated is the variance schedule, {f; € (0,1)}7_,.
It defines at which rate noise should be added along the Markov Chain. The schedule proposed
by Ho et al. [32] increases linearly from f8; = 10~* to By = 0.02 where T = 1000. Although
simple, the authors considered it an effective approach. Yet, Nichol et al. [71] highlights how each
diffusion step is not equally as important. In particular, the authors note that when ¢ — O there
are a lot of unnecessary steps which, instead of improving the image, only introduce additional
noise, which is especially noticeable in low-resolution images. To fix this, the authors propose
using a cosine-based variance schedule (Equation 2.11) which empirically improved the model’s

performance.

2
t/T+s‘7r) .11

=10 e (722 2

2.3.4 Denoising Diffusion Implicit Models

Song et al. [95] proposes a deterministic sampling process, Denoising Diffusion Implicit Models
(DDIM), which is Non-Markovian, leading to faster sample generation.

Compared to DDPM, this method requires fewer steps to generate high-quality samples and
is “consistent” since samples conditioned on the same latent variable share similar high-level fea-
tures. Since these latents are considered semantically meaningful, it is also possible to interpolate
two different latents in order to shift specific high-level features.

Based on previously proposed DDPM, a sample x;_; can be generated from a sample x; based

on Equation 2.12,

x—+/1— Oc,sg)(xt)
Ve

“predicted xo”

Xio1 = M( >+ l—a 1—c2-e)(x)+ o8 2.12)

Ve 1
“direction pointing to x;” random noise
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For DDIM the authors define g = 1 and & ~ N (0,I). When o; =0, Vr € {0..T'}, the process
becomes deterministic, which is the key advancement proposed achieved by this model. Even
though no longer Markovian, this model is still trained with the same objective as DDPM.

To further improve sampling time, the authors propose an Accelerated Generation Process.
Since the denoising objective is not dependent on the forward process, it is possible to either
propose a schedule with fewer T steps or, during the reverse process, skip steps to make the
generation more efficient. These improvements require an analysis of trade-offs between efficiency

and speed since the improvement of one tends to impact the other negatively.

2.4 Federated Learning

Training meaningful machine learning models typically requires a large amount of annotated data.
Even though there are mechanisms to make training more data-efficient, such as Data Augmen-
tation [77, 92] or Self-Supervised Learning [9, 10, 25], gathering the required data is still an
expensive and time-consuming process. This makes sharing data between organizations and insti-
tutions to build better models collaboratively an appealing approach. Yet, this sharing brings up
an onslaught of legal and privacy-related issues which make it difficult to apply in practice.

Additionally, in the medical field, there is an added challenge where individual hospitals can-
not create meaningful models for rare medical conditions due to a lack of data. Thus, combining
information from multiple data sources permits the creation of models which are both more gen-
eralized and unbiased than their counterparts [98].

Federated Learning (FL) [61] solves both issues by providing an approach to collaboratively
train ML models without sharing data across institutions. Most FL frameworks for medical appli-
cations follow the structure shown in Figure 2.3, where each individual client trains an individual
local model, whose information is then aggregated onto a global model located on a central server.

There have been multiple studies in the aforementioned domains for multiple applications
such as COVID-19 detection through CT scans [19], chest radiography classification [44], brain
tumour segmentation [90] amongst others. These works illustrate how the use of FL is viable in
the medical field, leading to well-performing models.

Although classification tasks are most commonly studied, FL can also be applied to other tasks
such as image generation using both GAN models [29, 57], diffusion models [42] and explanation
retrieval [67].

In general, the global model is built by aggregating the parameters [96], which have been

trained locally by the clients such as in Equation 2.13,
K e
wi =Y —wf (2.13)
=1 "

where there are K clients, n; the number of datum belonging to client k and » the total number of

data points, n = Y ng.
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Figure 2.3: Federated Learning Framework.

This simplest approach FedSGD [61] requires each k client to take a step of gradient descent,
after which the server will aggregate the weights. A drawback of this process is that the procedure
is heavily serialized, relying on constant communication and being bottlenecked by the slowest
client. The FedAvg [61] technique lessens this issue by permitting each client to perform multiple
steps before broadcasting back to the central server. Multiple techniques have improved upon
these original methods by promoting a more uniform distribution [56], improving the training
stability [55] or leading to faster convergence [82].

Associated with FL is the concern of whether it is possible to extract the training data or infor-
mation about it from the global model’s weights and gradients. A common solution to these issues
is the use of Differential Privacy mechanisms [1, 43, 106], which provides some guarantees that it
will be unlikely to determine the original training data solely based on weights. In Section 3.5, we
provide an in-depth analysis of attack vectors and potential risks which threaten privacy in both
FL and non-FL settings.

2.5 Summary

In conclusion, the sharing of case-based explanations necessitates a preliminary step of visual
anonymization to uphold privacy standards. Visual anonymization involves the obfuscation of
identifying features in such explanations while preserving their realistic attributes, a task distinct
from conventional methods like Differential Privacy. Notably, generative models emerge as an

important tool for achieving this objective, with diffusion-based models garnering attention for
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their recent strides in producing high-quality synthetic images when compared to more traditional
approaches such as GAN and VAE.

By adopting diffusion-based models, such as DDPM or DDIM, which excel in capturing de-
tails while maintaining realism, the resultant anonymized case-based explanations not only safe-
guard patient privacy but also uphold the integrity of the medical data. This paradigm shift opens
avenues for ethical information sharing, especially within the context of Federated Learning.

Integrating anonymized case-based explanations into Federated Learning frameworks holds
promise for improving collaborative healthcare initiatives. The combination allows hospitals and
healthcare institutions to share diverse disease cases without compromising patient privacy. This
collaborative approach facilitates a collective understanding of complex medical scenarios, foster-
ing advancements in diagnosis, treatment, and overall healthcare outcomes.

Moreover, this collaborative framework enables institutions with varying expertise and re-
sources to collectively contribute to and benefit from a shared pool of anonymized medical cases.
Consequently, the democratization of medical knowledge ensures that advancements and break-
throughs in healthcare are not confined to a select few but are accessible and beneficial to a broader
spectrum of healthcare practitioners.

In summary, the convergence of visual anonymization through generative models and Fed-
erated Learning frameworks represents a transformative leap towards ethically sound, privacy-
preserving information exchange in the domain of computer vision applied to healthcare. This
paradigm not only facilitates collaborative learning among healthcare institutions but also upholds
the sanctity of patient privacy, ultimately contributing to the advancement of medical science and

the improvement of patient care on a global scale.



Chapter 3

Literature Review

3.1 Overview

In this Chapter we build upon the foundational knowledge displayed in the previous chapter by
analyzing recent research on topics related to this work. With the goal of developing a system
to generate anonymous case-based explanations there are several factors which will be taken into

consideration:

» Image quality - the main objective of case-based explanations is to be reviewed by human
practitioners. Therefore the explanations must have a high amount of detail and be realistic.
Furthermore, the evaluation must be divided into two families of methods, quantitative and

qualitative.

 Utility - an anonymized explanation should still be classified as the desired class by deep-
learning-based methods. This is a necessity because an explanation with excellent image

quality will be useless unless it represents the desired diagnosis.

* Privacy - the solution must be resilient to attacks that attempt to de-privatize the anonymous

data. Ideally, there should the de-anonymization risk for approaches should be quantifiable.

Starting with Section 3.2, we present recent improvements and new use cases for Diffusion
Models presented in the previous chapter. In Section 3.3 we present privacy-preserving meth-
ods which aim to visually anonymize images. In Section 3.4 we define what interpretability is
and highlight key works which explore ways to achieve it, with a special focus on Case-based
interpretability. Due to the importance of understanding the risks associated with anonymization
methods in Section 3.5 we analyze different attack methods explored in Literature which aim to
break anonymization targeting different aspects of the system. Finally, in Section 3.6 we will draw

some closing remarks about the contents shown.

14
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3.2 Diffusion Models

Multiple works build upon the foundation knowledge we analyze in the previous chapter. In this
section, we will highlight the main avenues that have been explored, ranging from improving

image quality to performing semantic manipulations in images using diffusion models.

3.2.1 Classifier-Guidance in Diffusion Models

As presented in Section 2.3.3, [32] proposes learning only the mean of the distribution and setting
the variance to oy (x;,¢) = 6 in the reverse diffusion process, N'(ig, 52I). More recently, [71]
claims that, even though this choice does not affect sample quality, it does affect the log-likelihood.

Therefore, the authors propose defining the variance as shown in Equation 3.1,

o (x,1) = exp(vlog + (1 —v)logB;) 3.1)

]_at—l
T—a
Since Lgimple does not depend on Xg(x;,7) the original objective function must be redefined as:

This defines a linear interpolation between f; and ﬁt, where /§t =

Ehybrid = Esimple + AEvlb (32)

where L, is the variational lowerbound as defined in Equation 3.3,

Loy = i L; (3.3)
=0

Lo = —log pg(xo | x1) (3.4)

L :DKL(Q(XFI ’xtaxo) H Pe(xtfl |xt)) (3.5)

L1 = Dxv(q(xr | x0) || p(x1)) (3.6)

Building upon this foundation [15] proposes a classifier-guided sampling procedure for DDPM
and DDIM alongside some empirically tested architecture improvements. This work filled the gap
between GAN models, which have extensively been label-conditioned in different works in order
to generate images conditionally. Given a classifier py (y | x,7) trained on noisy images x; for any
timestep 7, the gradients V,, log ps (y | x,¢) guides the diffusion sampling process towards a class
label y.

This is incorporated into the reverse process by shifting the mean of the distribution as defined

in Equation 3.7.

X—1 ~ N (U +sZVy logpy (v ] x,1),X) G.7)
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Figure 3.1: Latent Diffusion Model architecture. An image x is initially encoded into a latent zg.
This latent goes through the diffusion process, being noised into zr and de-noised back to zg, which
can be decoded back into image space, creating a clean image x’. During the reverse diffusion
process, the latent can be conditioned on a latent obtained by encoding any set of information.

An important downside of this process is that it assumes that a classifier py is capable of
correctly classifying noisy images, which, when ¢t ~ T are nearly pure Gaussian noise. This lim-
itation is analyzed and worked around in works which build upon this foundation, such as the

method proposed by Jeanneret et al. [37].

3.2.2 Latent Diffusion Models

As image size increases, so does the cost of both training and inference of DDPMs. Latent Dif-
fusion Models (LDM) [84] employ a two-stage approach to dampen this issue. It consists of
combining an autoencoder with a diffusion model, as illustrated in Figure 3.1, and is decomposed

into the following set of steps:
1. Encode the original image into a latent variable

2. Execute the diffusion process using that latent variable as input. For every step of the de-
noising process, the authors also employ a cross-attention mechanism [101] to condition the

image generation.
3. Decode the latent variable back into pixel-space.

Steps 1 and 3 collectively form one stage, while Step 2 constitutes the other stage. The primary

advantage of this method lies in executing the diffusion process on a low-dimensionality latent
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rather than on a high-resolution image. This enables the generation of high-resolution images

without the usual computational cost of applying the diffusion process to detailed images.

3.2.2.1 Conditioning

A key aspect of this approach is the conditioning mechanism to permit the modelling of con-
ditional distributions following the form p(z | y). This occurs in the auto-encoder employed in
Step 2, which predicts noise following €g(z,7,y), allowing for some control over the synthesis
process through input y.

Since y can be in one of several modalities, it must first be encoded into an intermediate
representation. The encoder Tq projects y to the representation Tg(y) € R¥ 4. This is then mapped

to the intermediate U-Net layers via a Cross-Attention layer [101], which implements equation 3.8,

. OKT
Attention(Q,K,V) = softmax | =— | -V (3.8)

Vd

where O, K and V are defined by Equations 3.9:

0=wy  ¢i(z), Wy € R (3.92)
K=w{19(y), W) € R4 (3.9b)
V=w"19(y), W} e RI% (3.9¢)

Where Wp, Wk and Wy are learnable projection matrices. Based on this, the conditional LDM

is obtained via Equation 3.10,

Liom = Ee() yenon)s ||| € — €0(z.t, 70 () |I°] (3.10)

where Ty and &y are both jointly optimized.

3.2.3 Medical Image Generation with Diffusion Models

The advent of diffusion models has led to their application in medical image generation tasks [46].

Cheff [103] Generates realistic chest radiographs by employing a novel architecture consisting
of two main components: an LDM and a super-resolution network. Latent noise is de-noised
and decoded by the latent diffusion model on an initial phase while optionally conditioned on
information such as pathology labels or radiological reports. Afterwards, the output image is

passed to the super-resolution network, inspired by [86], which will upscale and refine the image.

Brain Imaging Generation [78] This work generates 3D brain MRI images which outperform
previous GAN-based methods. Similar to Cheff, the authors use an LDM, additionally condition-

ing the generation on covariables, such as brain structure volumes, age and sex.
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Figure 3.2: Overview of manipulation approaches for diffusion models. Source: [54]

Medfusion [68] Based on LDM, Medfusion propose a generic method which is applied to dif-
ferent medical imaging domains. The main modification is the different number of channels in
the VAE used to encode and decode latents. While the original LDM work used 4 channels, the
authors found that using 8 channels led to a lesser number of visual artefacts.

In summary, the adoption of LDM over traditional approaches like DDPM and DDIM is evi-
dent, showcasing its effectiveness in advancing the capabilities of medical image generation mod-

els.

3.2.4 Semantic Latent Manipulation in Diffusion Models

One extensively studied aspect of Generative Adversarial Networks (GANs) pertains to their se-
mantic latents. Specifically, manipulating these latent variables can yield meaningful semantic
changes in the generated images [45]. However, applying similar manipulations to diffusion mod-
els proves to be more intricate due to the sequential nature of the de-noising procedure. Regardless
of these difficulties, many authors have explored ways of bridging this gap in functionality. An
overview of these methods is illustrated in Figure 3.2.

The simplest approach consists of using classifier guidance, as presented in the previous Sub-

section 3.2.1.

Diffusion Autoencoders Preechakul er al. [79] proposes a mechanism which allows, for each
image, to obtain a “meaningful latent code” containing high-level semantic information. Firstly,
a latent variable zs is obtained from a semantic encoder, which receives the original image
as input zeem = Encs(xp). During the reverse diffusion process of a DDIM, the denoising U-
Net is conditioned on this latent variable. Therefore each reverse step is formally defined as
p(xi—1 | X¢,Zsem)- Figure 3.3 shows an overview of this process.

The critical insight behind this approach is that an image can be represented by two compo-
nents: the semantically rich vector zsenm, capable of representing the high-level details of the image,

and a stochastic variable x7 containing finer-grained details.
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Figure 3.3: Architecture of a Diffusion Autoencoder. Source: [79]

The U-Net [85] is conditioned using adaptive group normalization layers (AdaGN). Then the
AdaGN is conditioned on both ¢ and zg, as demonstrated in Equation 3.11:

AdaGN(h,t,zsem) = z5(t;GroupNorm(h) +1,) (3.11)

Where z; € R¢ = Affine(zsem) and (t;,1,) € R?*¢ = MLP(y(¢)) is the output of a multilayer
perceptron with a sinusoidal encoding function y.

Additionally, the authors have a process, which they denote as a stochastic encoder, to obtain
a subcode x7 from an input image xo. This is shown in Equation 3.12, where x; is indirectly

encouraged to encode information not already present in Zgem.

X1 = /1 fo (X, 1, Zem) + /1 — O 1€0 (X, 1, Zsem) (3.12)

This method allows for two types of image manipulations. Firstly, by varying the stochastic
variable x7 for a constant semantic variable zgm, the method can generate images with a simi-
lar structure compared to the original image while changing small details. Secondly, by directly
changing the semantic variable zsnm, the authors showcase how specific characteristics of an image
can be altered, for example, by modifying the smile of a person present in the picture. These mod-
ifications require moving the semantic variable in directions depending on the desired outcome.
These directions are extracted from the weight vectors from classifiers trained to identify positive
and negative instances of a specific attribute.

This also allows the interpolation of two images by interpolating their latent variables.

These models have in fact already been adapted to use-cases involving medical data. For
instance Keicher et al. [48] models fracture grading as a continuous regression in the latent space

of the DAE and shows its interpretability by visualizing different grades of a given vertebra. This
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regression is calibrated to match the Genant scale, commonly used by medical professionals. The
authors obtain an hyperplane P = n-w + b, where n is the semantic direction, w an image and
b a bias term, extracted from a binary classifier and manipulate the semantic latent z along the

semantic direction 7 to shift the vertebra grade.

Asyrp Proposed by Kwon et al. [54], the asymmetric reverse process (Asyrp) discovers the
semantic latent space, named h-space, in frozen pre-trained diffusion models. The authors claim
that this semantic space has the following set of characteristics, which are desirable for semantic

image manipulation tasks:
1. Homogeneity - The same Ah has the same effect across multiple samples.
2. Linearity - Scaling Ak linearly controls the magnitude of the change.
3. Robustness - The Ak should preserve the original image quality without degradation.
4. Consistency across timesteps - For different timesteps ¢, Ak, is roughly consistent.

Recalling Equation 2.12 from the previous chapter, the authors first re-write and abbreviate

that same equation as shown in Equation 3.13,

X1 =0 1P (2 (%)) + Dy (2 (x)) + 0.2, (3.13)

with P, (€ (x;)) denoting the predicted xo and D;(g?(x;)) the direction pointing towards x;. The
intuition behind this method lies in understanding that the objective is to modify the predicted
image while maintaining the same “direction”. For this purpose, the authors modify the equation

so that a sample, shifted by A/, is obtained according to Equation 3.14.

.xt_l = 1/ OC,_l P[(gte(.xt ‘ Aht)) + Dt(gte(xt)) +G[Z[ (314)
—_——

direction pointing to x;

where €7 (x; | Ah,) adds Ah, to the original feature maps .

3.3 Visual Anonymization

One key aspect of anonymizing case-based explanations is that many techniques typically used to
assure data privacy are not applicable since the explanations must be exposed to humans to be use-
ful. These techniques include Federated-Learning, Encryption or Differential Privacy, which, indi-
vidually, do not fulfil the requirements for our problem. Taking that into consideration, throughout
the years, different techniques have been proposed. They can be organised into two categories:
the classic methods, which use simple techniques to obfuscate images and more recent strategies

empowered by deep learning.
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3.3.1 Classic Methods

Classic methods of performing visual anonymization include applying blurring techniques [22],
such as Gaussian blur, to the images, reducing the detail level, or overlapping several images k
(K-Same [69], K-Same-Select [26]) to guarantee K-Anonymity, ensuring that any attacker only
has a % probability of identifying a subject. With a large enough k, this guarantees anonymity.
However, the definition of “large enough” is not adequately defined in laws and regulations.

The problem with these methods is that the visual quality degrades, making the images hard
to use for tasks which require visual examination, such as case-based explanations, especially on
applications where fine details are essential, such as MRI scans. This degradation can be visualized
in Figure 3.4.

Original k=2 k=3 k=5 k=10 k=20
(a) K-Same

Original k=2 k=3 k=5 k=10 k=20
(b) K-Same-Select

Figure 3.4: Examples of applying K-Same and K-Same-Select. Source: [27]

3.3.2 Deep Learning Based Methods

The lack of classical approaches that do not hinder image quality motivated a shift toward ap-
proaches based on Deep Learning methods. This anonymization powered by the use of generative

models can be separated into two major groups:

* Post-model methods - First, a sample is generated using a generic generative model. Af-
terwards, the sample is verified to check if it closely resembles a known identity and, based

on that check, is either kept or removed from the dataset.

* In-model methods - In this approach, the generative model is aware of the goal of anonymiza-

tion. Therefore, the generated samples should be anonymous.

Both approaches have their respective advantages and disadvantages. Post-model methods can
be model-agnostic, making them easier to implement and apply to specific use cases. Meanwhile,
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the other approach has the advantage of being more time-efficient because there will not be any
time “wasted” generating images which might be scraped because they are not anonymous.

In the particular application scenario of FL, the method choice also has a significant impact
on the framework’s architecture. With post-model methods, all clients can synthesize their own
anonymous dataset from which the central server will retrieve explanations. This puts both the
computational expense and responsibility for the anonymization quality on each client. In contrast,
with a post-hoc approach, the central server will be the one paying the generation toll and bearing

the most responsibility in case of de-anonymization.

3.3.2.1 Diffusion-Based Methods

The use of diffusion models for visual anonymization is a relatively new field, having a limited
number of works. Of these, many are not concerned with the anonymization quality, assuming
that a completely synthetic image is, by definition, anonymous. These include the one proposed
by Klempt et al. [52] which focuses on anonymizing pedestrian in car driving footage for self-
driving applications or the one proposed by Luzi ef al. [59] which provides a technique useful for
many applications and attempts to extend it for anonymization purposes.

Another set of methods are the Differential Privacy-based methods [11, 17, 23]. Differential
privacy provides stronger statistical guarantees that the training data cannot be reproduced when
generating new samples. Yet, the current methods are unable to generate highly detailed images,
which are extremely important for medical applications where details matter.

Packhiuser et al. [75] proposes a procedure to create anonymous chest radiographs using
a post-model approach. This procedure demonstrated in Figure 3.5, consists of generating an
entirely synthetic dataset, followed by the removal of synthetic images which closely resemble a

patient’s identity. This method consists of three main steps:

1. Train a generative model with the training data and use it to generate a large set of images.
While any model can be selected for this purpose, the authors utilised an LDM for this step

and compared it to a GAN baseline model.

2. For each generated radiograph, the method retrieves its top-1 image in terms of patient
similarity from the training set. For this, the authors develop a network capable of converting
the input radiographs into a meaningful embedding in such a way that embeddings from the
same patient are closer together in the embedding space than ones from different patients.
The network is a siamese neural network with two input branches, a ResNet-50 [30] with
shared weights. It is trained using a contrastive loss to achieve a meaningful mapping from

the high-dimensional image space to the low-dimensional latent space.

3. For each pair of original and generated images obtained in the previous step, a siamese net-
work calculates the probability of both belonging to the same patient. If said value exceeds
a threshold of r = 0.5, then that generated image is deemed to contain personal biometric

patterns belonging to the patient and is removed from the dataset.
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Figure 3.5: Architecture proposed by Packhiuser et al. [75] for the generation of anonymous chest
radiographs. Source: [75]

3.4 Interpretability

Interpretability is an ill-defined concept, having multiple different definitions in the literature.
Miller [62] describes it as “the degree to which a human can consistently predict the model’s
result”. More recently, Doshi-Velez and Kim [18] define interpretability as the “ability to explain
or to present in understandable terms to a human”.

Interpretability refers to the capability of understanding the rationale behind decision-making
processes. Deep Learning models commonly lack interpretability and are frequently character-
ized as “black boxes” owing to their large amount of nodes. This lack of interpretability poses
a challenge, as these models can inadvertently magnify biases inherent in the initial dataset [28].
Additionally, these models can be susceptible to altered decisions by incorporating subtle varia-
tions that may not be discernible to humans [97], falling under the category of adversarial attacks.
This can be especially damaging for medical applications.

Only a small set of existing models are deemed interpretable in literature. These include deci-
sion trees, rule-based models and linear classifiers. Unfortunately, for image classification tasks,
these models are either unusable or lack performance compared to state-of-the-art approaches,
which mostly focus on Deep Neural Network-based approaches. These models are classified un-
der the broader category of black-box models since, by default, it is near-impossible to understand
how they function.

Furthermore, interpretability approaches can be sub-divided into the following categories:

* Pre-model approaches - Focus on the understanding of underlying characteristics and dis-
tribution of the data.

* In-model approaches - These are built into the model. Compared to other approaches,

these have more restrictions on their adoption, often requiring choosing and training specific
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models from a limited set of options.

* Post-model approaches - These approaches provide a mechanism to explain decisions after

receiving a classifier’s prediction.

3.4.1 Case-Based Interpretability

Case-based explanations are a post hoc mechanism which justifies a model’s decisions by retriev-
ing cases or examples from the training data. This method is analogue to human reasoning, making

them easy to interpret. These can be further refined into the following categories:

» Typical examples - A set of prototypical examples for a specific diagnostic will be retrieved.

This is akin to consulting a reference document which documents different diagnoses.

» Similar examples - For this approach, a set of similar images with the same diagnosis will
be retrieved. This is helpful since the same disease may manifest in many visually distinct

ways.

* Counterfactual examples - A counterfactual explanation demonstrates what changes must
be made to an image to alter a classifier’s diagnosis. This approach can also show iterative
changes, highlighting what aspects of the image are being altered, making them more easily

interpretable.

* Semi-factual examples - This approach attempts to make the largest possible changes to an
image while maintaining the same classifier prediction. This moves the image closer to the

decision boundary, in a manner similar to counter-factual explanations.

3.4.1.1 Explanation Retrieval

While counterfactual explanations can be generated based on a single reference image, similar
examples need to be retrieved from existing datasets. Logically, the quality of the explanations
can be highly dependent on the method with which these are retrieved.

Typical image retrieval systems only need to rely on simple similarity metrics, such as the
Euclidean distance between images, since the target is to obtain an image that, as a whole, looks
similar to a reference input image.

Yet, this approach is not generally desirable in medical imaging data since the details that
differentiate different diagnoses are typically spatially small, making them overlooked by distance
metrics that value the entire image equally. This stimulated the need to develop new retrieval
systems specifically designed for specific tasks.

Most approaches [14, 74] revolve around using image labels under a supervised setting. Com-
monly, the similarity measure is obtained through a disease-specific classifier. IG-CBIR (Interpretability-
Guided Content-Based Medical Image Retrieval) [93] is a retrieval method that tries to shift the

retrieval system focus to the image sections, which are most important for typical classification
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Figure 3.6: Pipeline for the DP-FL model. Source: [67]

Hospital n

tasks. To do so, for an input image, the method will first process it through a classifier network
in order to retrieve its Deep Taylor saliency map [63]. In the second stage, this map is then pro-
cessed through another disease classifier from which the feature vector present in the penultimate
model layer will be extracted. Finally, images are compared and retrieved based on the Euclidean
distance of their features. The authors concluded that this approach led to an improved retrieval
quality compared to previously existing approaches.

Explanation retrieval has also been applied under FL setting by Laura et al. [67], with a novel
model, DP-FL (Figure 3.6), which is based on the FedAvg approach. This work studies the use
of case-based explanations to explain the presence or absence of Pleural Effusion which can be
diagnosed based on chest X-ray images. In this work, the DP-FL model, which is trained collabo-
ratively between hospitals, retrieves images from a synthetic dataset, which has also been created
by multiple institutions. The key limitation of this approach is the lack of anonymization, which

may lead to the leakage of private and sensitive medical data.

3.4.1.2 Anonymous Case-Based Explanations

Montenegro et al. [64] identify several gaps in existing privacy-preserving methods. In addi-
tion to the previously discussed classic methods, the authors critically analyze the PPRL-VGAN
model [8], which anonymizes images through the use of a replacement identity. This approach has

the shortcoming of exposing the replacement’s identity.



Literature Review 26

Wasserstein Loss +
No replacement Identity Discriminator Gradient Penalty

Training
Generator Images

Real / Fake
classifier

Realism Loss,
Eq (2)

Approximating

Privacy Loss, uniform identity
Eq (4) distribution

(with noise)

Original

Pre-trained
Image

identity
classifier

Privatized
Image

Mask
Image

Pre-trained

task-related Utility Loss,
ask-relate Eq (5)

classifier

Approximating original image’s
task-related distribution rather

Pre-trained than ground truth

recognition models

Figure 3.7: Overview of the privacy-preserving model proposed by Montenegro et al. [65]
Source: [65]

The authors improve upon PPRL-VGAN by proposing a privacy-preserving model composed
of three modules [65]: a privacy module, an explanatory module and a generative module. This
architecture is shown in Figure 3.7.

The generative module, responsible for generating realistic images, employs a GAN, which
uses a VAE as its Generator. The discriminator, D, is trained using a Wasserstein loss function [2]
with an additional gradient penalty, demonstrated in Equation 3.15.

Lp = Eppyn[D(G() = D] + B, [A(|| VD)2~ 1)%] (3.15)
Wasser;gein loss gradier:trpenalty

where [ is an image.
The generator comprises two terms: a realness term, in Equation 3.16, and a regularization
term in the VAE, shown in Equation 3.17.

Lrealness = E1~pd(1) [_D(G(I))] (3.16)

Lrew =Eppn) [P (a(£ DI 1 p(£D)) )] (3.17)

Two interchangeable privacy modules have been proposed, each with unique advantages and
disadvantages.

The first employs promotes a uniform distribution in a pre-trained multi-class identity recog-
nition network D;;. This means that, for any generated explanation, any patient identity is equally
probable, providing similar privacy guarantees compared to the classic K-Same [69] methods.

These considerations are taken into consideration in the loss term represented in Equation 3.18,

»Cprivacy = Elwpd(l) [_Did(G(I)) log(U)] (3- 1 8)

where U represents a uniform distribution with noise.

The second approach employs a Siamese identity recognition network instead of the multiclass
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classification method. This network determines whether two input images belong to the same

patient or not, and is trained using the Contrastive Loss shown in Equation 3.19

1
ContrastiveLoss = (Y x ED? + (1 —Y) x [max(0,m — ED)]Z) 3 (3.19)

where ED is the Euclidean distance between the image pair embeddings and Y a label for the
image pair, 1 if they share the patient identity and O otherwise.
A privatized image should have a large identity distance from every patient present in the

dataset. This is taken into consideration by Equation 3.20.

2

ﬁprivacy = IE(I,N)di(LN) |:12 [maX(O,m - ED(Iv G(I)))}
. (3.20)

1 2
+),6Nl;)(max(O,m—ED(G(I),IN))) ]

The explanatory module applies a task-related classifier Deyp, to obtain Deep Taylor saliency
maps [63], M. Additionally, this module also approximates the classification score of the priva-

tized image to the original. These considerations are depicted in Equation 3.21.

2
Loxp =B ayopyiany | 43 Dexp(I) log (Dexp(G(I))> IwH (1 x M — G(I) M) (3.21)

approximate classification score reconstruct saliency map

The final loss term for the generator is shown in Equation 3.22,
£G = ll Erealness + l2£privacy + Eexp + A5 £reg (322)

where Ay is a weight associated with each term.
The major downside of this approach is the limited visual quality of the explanations it pro-

duces. Ideally, these should be as realistic as possible while maintaining anonymity.

3.5 De-Anonymization Methods

De-anonymization consists in uncovering the real identity of an individual based on the data which
was previously anonymized. As explained in Chapter 2, within the GDPR [12] regulation, this can
usually be attributed to singling out an individual in the dataset, even if its real identity is still
unknown.

To assess the anonymization quality attained by the proposed solution, it is important to un-

dergo a paradigm shift. Rather than analyzing the issue from the defender’s standpoint, examining
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Figure 3.8: BPMN diagram [73] of the proposed workflow for a practical application of the method
under study.

potential attackers’ perspectives is required. This analysis must take into consideration different

levels of access to data:

» Explanation Access - The attacker can access a set of anonymized explanations, and the
attack vectors can be focused on de-anonymizing individual explanations. This is the most

common access method, given a regular workflow, shown in Figure 3.8.

* Black-box Access - The attacker has access to a server API, which is the equivalent of
having access to both the input and output of the model. This is also known as a black-
box [91].

* White-box Access - Compared to the previous item, this considers access to the model
weights themselves. This is a valid concern, especially when employing a Federated-
Learning framework where one or more of the multiple centres involved in the training

process is malicious.

We analyze different threat models under which our methodology may be at risk, studying
what access level they require to be executed. The following threats are the ones considered most

relevant.

Membership Inference Membership Inference Attacks (MIA) are commonly studied attacks
in literature [91] and consist of verifying if a given data point was present in the training data
of a model, in other words, inferring whether that datum was a member of the dataset. In the
medical domain, the awareness of a patient’s presence within the dataset could enable entities
such as insurance companies to assess the likelihood of the patient being afflicted with a particular
ailment.

Formally, considering D = {(x1,y1), (x2,¥2), ..., (Xu,¥n) }, a training dataset composed of paired
sets of images (x;) and their respective labels (y;). Given a model f we want to discover whether a

new sample k € D.
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Duan et al. [20] analyses existing MIA which have been proposed for GAN models and stud-
ies their adaptability to diffusion models. Furthermore, the authors propose a novel approach to
perform a MIA under a black-box setting. Expanding upon this earlier work, Kong et al. [53]
propose an attack target at DDIM by predicting the denoising trajectory of a sample, which is only
possible due to the deterministic nature of the models. Matsumoto et al. [60] explores both white-
box and black-box settings and demonstrates that, for both, the membership inference accuracy
decreases with the increase of the number of training samples. Hu et al. [33] proposes two differ-
ent approaches: first, a loss-based attack targeted at models in a white-box setting and, secondly,
an attack where the attackers have access to the likelihood values of samples from the diffusion

model.

Data Extraction A privacy concern in Generative Models is the question of whether or not they
can generate new samples which are identical to the training data used, therefore compromising
the identity of the original patients. Considering a training dataset D = {x;,x2,...,x,} this family
of attacks focus on extracting an image £ which fulfils the condition 3x € D : £ ~ x. This can
be done either under a black-box or white-box setting and, in fact, Carlini et al. [7] study both
approaches. These attacks are commonly combined with MIA to verify that, in fact, the generated
sample X is similar to an existing training sample. It is an exemplary method of studying whether

a generative model is capable of leaking the data used to train it.

Data Reconstruction Considering a subset of a training image, k C x,x € D, this attack aims to
reconstruct the original image x based solely on this subset k. This is a weaker formulation of the

previous attack and is also applied to diffusion models by Carlini et al. [7].

Target Model

,,,,,,,,,,,,,,,,,,, _predict(data)
' (data record, class label)

,,,,,,,,, T

label

Attack Model

data € training set ?

prediction

Figure 3.9: Diagram of membership inference attack in a black-box setting. Source: [91]

Multiclass Identity Recognition Network This type of network would receive an image and,
based on its features, determine which patient (or class) the image belongs to. This requires
knowing a priori a set of patients from which to predict and having enough data to train the
network. These conditions make it not as practical as other approaches as a means of attacking.
Yet, it is used in literature to analyze privacy-preserving models, making it, at the very least, an
interesting benchmark.

Formally, considering an image x, the model f will predict the likelihood of the image belong-

ing to patient k from a set of patients K = {ko,k1,...,k,} Formally, a identity § will be predicted
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Table 3.1: Overview of attack methods proposed in Literature.

Method Paper Year Explanation Black-Box White-Box
Access Setting Setting
Membership Duan et al. [20] 2023 - - v
Inference Kong et al. [53] 2023 - - v
Matsumoto et al. [60] 2023 - v v
Hu et al. [33] 2023 - - ve
Extract Data Carlini et al. [7] 2023 - v v
Reconstruct Data Carlini et al. [7] 2023 - v v
Multiclass Montenegro et al. [66] 2022 - -
Identity Recognition
Siamese Montenegro et al. [66] 2022 - -

Identity Recognition Packhéduser et al. [76] 2022 - -

based on expression 3.23,
¥ = argmax f(x) (3.23)
keK

Siamese Identity Recognition Network Another approach involves training a Siamese net-
work, a network which takes as inputs two images and predicts whether they belong to the same
patient or not. This network has two branches, typically with shared weights and trained with a
contrastive loss.

Formally, considering two images x( and xi, the model f will predict § = f(xo,x;), whether
they belong to the same patient or not.

This approach has the advantage over the multiclass classification approach by being more
easily extensible to patients which were not contained in the original training data, which is the
most common scenario. It is common because we can consider that an attacker can access any

dataset except the one from the specific centre it is trying to target.

3.6 Summary

In conclusion, this chapter has delved into important considerations for the development of
a system aimed at generating anonymous case-based explanations in the context of Computer
Vision. The analysis began with a focus on image generation, emphasizing the necessity for
detailed and realistic explanations, which is commonly achieved through the use of LDM. We also
explore the commonly used approaches to perform semantic manipulations in diffusion models
which is a task closely related to counterfactual explanations.

In terms of visual anonymization, we overviewed some common approaches to anonymize
images used in literature and then narrowed it down to the under-explored area of anonymization

using diffusion models.
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We also underscore the importance of interpretability in DNN with a great focus on case-based
explanations, providing examples of methods for obtaining both counter-factual explanations and
similar/typical example explanations.

However, the chapter also underscored the significance of acknowledging and addressing po-
tential risks associated with anonymization methods. Section 2.5 critically examined different
attack methods documented in the literature, each targeting distinct aspects of the system.

Finally, we close this chapter by analyzing methods which have been used to re-identify or

compromise the privacy of patients present in the medical training data used by various models.



Chapter 4

Preliminary Data Choices

4.1 Overview

The problem we are tackling and the solutions to solve it, which we propose in the following
chapters, are task-agnostic. That is, the method should be applicable to any two-dimensional
medical imaging classification task. For this reason, for our experiments, we elected to focus on
chest X-ray classification since it is one of the most common types of medical imaging tasks and
due to access to certified radiologists to quantitatively and qualitatively evaluate the quality of the
generated images. This evaluation is an important step since the solution must be approved and
aligned with the interests of its end users.

Additionally, there is an abundance of large chest X-ray datasets that can be used to perform
experiments. A comparison of five of the most used datasets for these tasks is shown in Table 4.1.
From this set, the only dataset that is unusable is VinDr-CXR [70] since it does not aggregate
images by patient, therefore making it impossible to evaluate re-identification risks properly. To
simulate a FL setting, we employ multiple datasets from the aforementioned list to emulate differ-

ent hospitals.

4.2 Datasets

We focus this work on 3 specific datasets: MIMIC-CXR-JPG [41], BRAX [83] and CheXpert [35].
All three datasets have labels obtained using the CheXpert labelling tool, which guarantees label

Table 4.1: Chest X-ray dataset comparison.

Dataset Image Count Patient Count File Format Size (GB)
CheXPert [35] 224,316 65,240 TImages 471.12
BRAX [83] 40,967 19,351 Image/DICOM 432.1
MIMIC-CXR-JPG [41] 377,110 65,379 Image 557.6
NIH ChestXRay [102] 112,120 30,805 Image 45.08
VinDr-CXR [70] 18,000 - DICOM 205.96

32
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uniformity and makes combining them easier. The CheXpert labelling tool automatically extracts
observations for 14 different conditions from free-text radiology reports, labelling them as blank
(if unmentioned), -1 (if uncertain), O (if negative), and 1 (if positive). For simplicity, we only use
images clearly identified as 0 or 1 (U-Ignore) for all experiments. While the authors of the dataset
report that their best-performing model for Cardiomegaly classification uses a multiclass approach
(U-MultiClass) in which uncertain labels are their own class, for simplicity for all the experiments,
we only use images whose label is clearly identified, either 0 or 1 (U-Ignore). Each dataset has its

own distinct characteristics:

* MIMIC-CXR-JPG [41] - It is a large-scale Chest-Xray dataset derived from the MIMIC-
CXR [40] dataset by obtaining JPG images from the original DICOM files and structured

labels from free-text reports.

* BRAX [83] - The Brasilian labelled chest x-ray dataset (BRAX) is an automatically labelled
dataset containing a large number of studies performed in a general Brazilian hospital. All
images have been verified by radiologists, and the labels were extracted from free-text radi-

ology reports, originally written in Brazilian Portuguese, using NLP techniques.

* CheXpert [35] - CheXpert is a large dataset composed of radiology studies collected from
Stanford Hospital from October 2002 to July 2017. The test set used by CheXpert was
manually labelled by 5 radiologists. This dataset is notable for its size and the high quality
of its labels, which have been validated by multiple experts.

From these three, we decided to use MIMIC-CXR-JPG to perform most experiments in a cen-
tralized setting and include the remaining datasets to emulate multiple hospitals for experiments
which employ Federated Learning. The combination of these datasets provides an accurate sim-
ulation of a real federated learning scenario since they span multiple geographical regions and

sensor types.

4.3 Task choice

We elected to focus on the Cardiomegaly disease since it is common, visually identifiable and
available in all the aforementioned datasets. Cardiomegaly is a common heart disease character-
ized by an enlarged heart. The most common analysis method is through the analysis of pos-
teroanterior (PA) chest X-rays since the anteroposterior (AP) view tends to magnify the heart [80]
hindering the diagnosis. More specifically, a patient is diagnosed with Cardiomegaly if its PA
chest X-ray shows a cardiac silhouette that is greater or equal to 50% of the diameter of the chest.
Figure 4.1 showcases the visual difference between a healthy X-ray and one which presents a

Cardiomegaly diagnosis.
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(a) No Cardiomegaly. (b) Cardiomegaly.

Figure 4.1: Comparison between a healthy X-ray and one that presents Cardiomegaly. The key
difference that a radiologist must look out for is the enlarged heart area. Both images were obtained
from the MIMIC-CXR-JPG dataset.

4.4 Summary

In this chapter, we discussed the selection process for datasets and the specific focus of our exper-
iments. We selected chest X-ray classification as our primary task due to its prevalence and the
availability of large, high-quality datasets. The datasets chosen — MIMIC-CXR-JPG, BRAX, and
CheXpert — provide a solid foundation for both centralized and federated learning experiments.
By focusing on Cardiomegaly, we ensure that our experiments are relevant and aligned with real-
world clinical needs. The following chapters will delve into the methodology and experimental

results, demonstrating the efficacy and privacy-preserving nature of our proposed solution.



Chapter 5

In-model Anonymization

5.1 Overview

In-model anonymization is a family of methods for anonymous image generation, where the gener-
ative model is tasked with creating realistic images while being distinct from the training samples.
This method can then be used to create an anonymous dataset, which will serve as a case-based ex-
planation catalogue, as shown in Figure 5.1. This approach is appealing since it is more computa-
tionally efficient than the alternative post-model anonymization approach, which will be presented
in Chapter 6. In literature, the task of generating anonymous images has been largely unexplored.

Therefore, in this chapter we propose three distinct methods which attempt to solve this task.

T

Generate Anonymous Retrieve Images
Synthetic Dataset

Using
Federated Learning

Figure 5.1: In-model approach: generate anonymous synthetic images and retrieve them.

5.2 Differentially Private Diffusion Model

Differential privacy, a robust privacy-preserving technique, has been effectively implemented in
diffusion models through the DPDM [17] model. While this method offers strict privacy guaran-
tees for generated images, it is often associated with a trade-off in image quality. Although this
limitation is known, we intend to explore the viability of using this method to generate case-based
explanations.

To formally define differential privacy [39], consider two datasets D and D,, that differ by

only one element. These datasets are called neighbouring datasets. An algorithm M satisfies

35
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(g,0) — differential-privacy if and only if for all neighbouring datasets and for all subset S of M’s

range, the condition shown in Equation 5.1 holds:

Pr[M(D;) € ] < e®Pr[M(D,) € S|+ 6 (5.1

Both a lower privacy budget,e, and a lower & correspond to stronger privacy, typically at the
cost of performance. The number § can be interpreted as “the probability that a mechanism’s
output varies by more than a factor of e® when applied to a dataset and any of its neighbors”.
Typical values for € are usually between 0.1 and 10 while & can be determined using the heuristic
0= % where N is the number of samples in the dataset.

5.2.1 Experiments

A key limitation of the DPDM methods is that, as the image resolution of the output images
increases, so does the expected training time due to increased complexity. This limitation occurs
since networks which generate higher-resolution images require more parameters, making them
problematic to train under differential privacy due to the amount of noise introduced, which makes
it difficult for the model to converge. Therefore, we limit the resolution of each image to 64 x 64
pixels, the maximum resolution explored by the authors of the original work. For this experiment,
we employ the MIMIC-CXR-JPG dataset.

We train the model, based on the UNet architecture [85], for 300 epochs using the Adam
optimizer with a learning rate of 3e~* and no weight decay. We chose to use (€ = 10, § = le ) as
the privacy settings for this experiment. While using 0 < € <1 is ideal to assure patient privacy,
we elected to use € = 10 to obtain baseline results that help preserve data privacy while trying to
obtain acceptable image quality. We use the MIMIC-CXR-JPG to train this model.

Another limitation of DPDM is that it considers per-image privacy guarantees. Yet, in all
datasets, each patient may contain multiple images, turning this into a Group Privacy problem.
Instead of guarantees for (g, 8)-DP instead for a patient with k images we have (ke, ke*—1)£§)-
DP. Considering the MIMIC-CXR-JPG dataset, the upper bound for k£ would be 158 since that
is the maximum number of studies available for a single patient. One way of improving privacy
concerns and decreasing k is by limiting the amount of training data to N studies per patient.

We generate example samples using DDIM with 7' = 50 steps during the inference process for
qualitative examination. While we can generate anonymous images, it is difficult to employ them
as case-based explanations due to their low quality. They simultaneously have low resolution and
present large visual artefacts that hinder their analysis, as shown in Figure 5.2. For this reason, we

are required to propose different anonymisation methods that can achieve more realistic images.

5.3 Decoder-level Anonymization

Decoder-level anonymization employs an LDM and removes the generated images’ personally

identifiable information during the decoding step, in which a decoder D maps a latent variable
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Figure 5.2: Samples generated using the DPDM model.

back into the image space. Figure 5.3 shows an overview of this method.
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Figure 5.3: Overview of the training process for the decoder-level anonymization method. The
VAE is trained so that the input and output images have a large identity-wise distance. The identity
embeddings of the images are obtained using a patient retrieval network, L.
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5.3.1 Method

We modify the VAE training procedure proposed by Miiller-Franzes et al. [68] by adding a new
loss function that promotes anonymity. This loss function, Lpyiyacy is similar to the one proposed
by Montenegro ef al. [66]. Formally, the VAE used in the LDM is trained according to the loss

function shown in Equation 5.2,

Lvag = Lmsg + Lrpips + LssiM +Lembedding (5.2)

Lreconstruction

Which consists of a reconstruction loss based on Mean Squared Error (MSE), the Learned
Perceptual Image Patch Similarity (LPIPS) and the Structural similarity index measure (SSIM)
and an embedding loss which optimizes the KL. divergence between the embedding space and
white Gaussian noise.

Recalling the privacy loss proposed by Montenegro et al. [66], to promote the privacy of
patients, we use the loss function proposed in Equation 5.3.

2
Eprivacy = E(X,N)di(x,N) |:A,1 [max(O,m — ID(X,XA)):|
N (5.3)

1 2
+A— (max 0,m—ID(Xy, x )
2y l;) ( (£n, X))
where m is a margin parameter, ID(x,y) is an identity distance function which computes the dis-
tance between identity embeddings of two images. In practice, we want a generated image, X, to
have a high identity distance from the original image x. Additionally, this generated image should
also be distant identity-wise from the remaining training images, {xy : VN € D}.

Finally, the final objective of our privacy-preserving VAE is given by Equation 5.4.

LVAE = »CMSE + £LPIPS + LSSH\@ + Eembedding + »Cprivacy (5.4)

Ereconslmclion

With this procedure, we aim to remove the personally identifiable details of images during
the decoding step of the generation process. Effectively, this approach has two competing goals:
recreate the input image as accurately as possible and increase the identity distance of the input
and output as much as possible.

As a stepping stone towards the defined goal, we first develop a baseline approach which uses a
simplified privacy loss function. Equation 5.5 defines this loss function, which attempts to increase

the identity distance between the original and the reconstructed image.

2
Esimpliﬁed_privacy = IE(x,N)Npﬂy(x.,N) |:)“1 [maX(Ovm - ID(xaﬁ))} :| (5.5)
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Table 5.1: Results of training VAE with privacy loss function. Reported on the validation set.

M m  SSIM(1) MSE ()

0.001 5.0 091328 0.00140
0.001 10.0 0.91572  0.00141
001 50 091222 0.00136
0.01 10.0 091536 0.00143
0.1 50 091110 0.00146
0.1 10.0 0.91439  0.00136
1.0 5.0 091515 0.00135
1.0 10.0 0.91462  0.00135
5.0 5.0 091163  0.00145
5.0 10.0 0.91420 0.00138

5.3.2 Experiments

We start by modifying the Medfusion architecture by adding the newly proposed Lsimplified_privacy
loss function. This function includes two hyperparameters which must be defined, A and m, which
are a weight constant and a margin value, respectively. To determine which values work best,
we perform a grid search and train the architecture for (4;,m) € {0.001,0.01,0.1,1,5} x {5,10}.
While the order of magnitude of m could be determined by analyzing identity embeddings obtained
from the training set, it was harder to determine which order of magnitude worked best for the
weight, which explains why the search space is larger. We also define the ID(x,y) as being the
Euclidean distance between the embeddings /(x) and /(y) obtained using a retrieval network, 7,
proposed by Packhéuser et al. [75] trained for 30 epochs in the first phase, during which the model
backbone is frozen, and 50 epochs during the second phase where all parameters are unfrozen.
We use the learning rate suggested by the paper’s authors, 0.158489, with weight decay of 1e™>
and batch size 32. This retrieval mechanism is further analyzed in Chapter 6. Finally, our VAE
model is tasked with recreating 512 x 512 pixel images and was optimized using Adam [49] using
a learning rate of le™*.

The result of this method is, effectively, an adversarial attack which introduces noise to the
output image in the form of blur without structurally altering the input image. While the change of
hyperparameters impacts the reconstructed images, this impact is limited to a change in blurring
strength; this limited impact is also corroborated by the results shown in Table 5.1. Even though
this approach may lead to images capable of fooling a patient retrieval model, they are not ideal
as case-based explanations for two reasons: the images may still be de-anonymized by a different

model, and their visual quality is not ideal for visual examination.
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(b) Output images.

Figure 5.4: Comparison between input and output images using VAE trained using the loss func-
tion proposed in Equation 5.4. The output images are structurally identical to the originals, varying
only in subtle colouration of blur changes, which adversarially confuses the retrieval model.

5.4 Classifier-free Identity Guidance for Privacy-Preserving Image

Generation

To avoid the adversarial nature of the previously proposed decoder-level approach, we instead
turn our focus towards the diffusion process of the LDM. In Chapter 3 we discussed multiple
approaches which steer the diffusion model in such a way that the generated images exhibit de-
sired semantic characteristics. During this section, we experimented with modifying one such

mechanism, classifier-free guidance, for the purpose of image anonymization.

54.1 Method

To build up towards creating an identity-guided classifier-free guidance mechanism, we first overview
the original formalization of said technique and expand it to create a simpler task.

5.4.1.1 Classifier-free Guidance

The classifier-free guidance mechanism, as defined in Equation 5.6, is commonly used to guide
the denoising process of a diffusion model. The model is commonly conditioned on a class label

encoded as a label vector with 1024 values.

59(2,1,0) :EQ(Z)L)—I-W(EQ(Z;L,C)—EQ(Z;L)) (5.6)

class guidance

where &g is the modified noise prediction, €g(z; ) the unconditional prediction, €g(z;,c) the pre-

diction conditioned on a label ¢ and w a weight which controls the amount of guidance.
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5.4.1.2 Multiple conditions Classifier-free guidance

As a stepping stone towards a privacy-preserving classifier-free guidance mechanism, we first
explore modifying this mechanism for multiple conditions. This modification is formally defined

in Equation 5.7.

€o(za,c1,¢2) = €g(z1) + w1 (€9(z2,¢1) — €0(22)) +w2 (€0 (2za52) — €0(21)) (5.7)

class 1 guidance class 2 guidance

Regularly, a diffusion model is trained both conditionally and unconditionally by randomly
dropping the condition label during the training steps. We extend this behaviour so either condition

can be removed randomly.

5.4.1.3 Classifier-free guidance with identity removal

Let I be a retrieval network that converts an image, x, to an identity embedding. Instead of con-
ditioning the denoising process exclusively on a class label, we can instead condition on the com-
bination of class label and an identity embedding which represents the identity of a real image,
I(x). This allows us to have an additional degree of freedom during sampling by controlling the

guidance class-wise and identity-wise, as shown in Equation 5.8.

€o(z2,¢,x) = €o(za) + w1 (€0(z1,¢) — €a(22)) +w2 (€0 (2a,1(x)) — €0(2n)) (5.8)

class guidance identity guidance

Taking into consideration the new sampling process, shown in Figure 5.5, there are multiple

ways to potentially anonymize generated images:

1. Set wy < 0, and for each generated sample, choose an identity from the training set to steer

away from. This is useful for the use case where we want to anonymize a single image.

2. Set wp < 0, and choose a random identity from the training set for each denoising step.
While the previous situation is useful for a single image, by steering away from all identities
in the training set, we can attempt to generate an image that is unlikely to belong to any

existing patient.

3. Set wy > 0 and use a fixed identity embedding. Finally, this approach conditions all gen-
erated images on a single identity embedding, which may be obtained from a consenting
patient. The largest downside of this approach is the possibility of losing some diversity in

the synthetic dataset.
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Figure 5.5: Overview of the sampling process for the classifier-free identity guidance mechanism.
Starting from pure noise, z, a latent vector zg is generated conditioned on two conditions: the class
¢ and an identity embedding.

5.4.2 Experiments

Conditioning on two conditions To evaluate this technique’s viability, we perform experiments
using Cardiomegaly as the first condition and Pleural Effusion as the second condition, as shown
in Figure 5.6. We notice that it is possible to influence the generation of images by adjusting the
secondary condition’s weight up to some extent. One issue that we can immediately notice is the
lack of granularity in changes: the generated images do not exhibit a smooth transformation as the
value of w changes, instead suffering an abrupt change at an arbitrary w value. Despite this, it may

still be possible to use this method for identity guidance, motivating the next experiment.

Conditioning on identity For this approach to work, we first need to decide on how to combine
the time-step embedding, which encodes the current denoising time-step, the condition embed-
ding, and the identity embedding. In the base case shown in Equation 5.6, we simply add both the
time-step embedding and the condition embedding.

The condition embedding has size 1024, time-step embedding has size 1024 and the identity
embedding has size 128. In our experiment, we concatenate both the condition embedding and
identity embedding before adding both of them to the time-step embedding. In Figure 5.7, we can
see an image showcasing how the use of an identity embedding, obtained from a test image on
the left, impacts the generation of new images (on the right) given different w, weights. For the
most part, the change in weight does not appear to have an important impact on the resemblance
with the original image, leading us to believe that the generated images are merely arbitrary and
are not being affected by the identity guidance system. We hypothesize that this experiment may
have failed due to the amount of variance in the identity embeddings: while a class only takes two
possible values for which we have a large number of examples, ideally, there are as many clusters
of identity embeddings as there are patients and each of these patients only has a limited amount

of available studies.
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Figure 5.6: Generation of images using the classifier-free guidance mechanism for two conditions,
Cardiomegaly and Pleural Effusion. The image on the left is the original image, and we use both
condition labels to condition the generation. On the right, the images should exhibit the same
Cardiomegaly label with varying strengths of Pleural Effusion, increasing from left to right.

Figure 5.7: Generation of images using the classifier-free guidance mechanism for two conditions,
Cardiomegaly and an identity embedding. The image on the left is the original image from which
we use both condition’s labels to condition the generation. On the right, the images should exhibit
the same Cardiomegaly label with varying strengths of identity conditioning, increasing from left
to right where the left should be the least similar and right most similar.
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5.5 Summary

In this chapter, we have analyzed three approaches towards creating a privacy-preserving diffusion
model. Yet, they achieved limited success when it comes to generating realistic and anonymous
catalogues which could be used for case-based explanations. Both the DPDM and the Decoder-
level anonymization can decrease the anonymization risk given an automated identity classifier.
Their limited visual quality is still sub-par compared to real samples. In the following chapter, we

analyze another anonymization technique that solves the aforementioned issue.



Chapter 6

Post-model Anonymization

6.1 Overview

The post-model anonymization procedure consists of multiple steps: image generation, patient
retrieval and patient verification, which generate an anonymous synthetic dataset from which ex-
planations can be retrieved, as shown in Figure 6.1.

This approach exhibits favourable characteristics, notably modularity, wherein each of its three
distinct components can be substituted with an equivalent method. Additionally, it is firmly rooted
in well-established methodologies documented in the existing literature. However, it is less effi-
cient regarding computational power, as only a fraction of the synthetic images generated will be
deemed anonymous. In contrast, the remaining non-anonymous images will effectively have been
a waste of computing time.

Using
Federated Learning

Generate Synthetic Remove Retrieve Images
Dataset non-anonymous images
from the Dataset

Figure 6.1: Post-model approach: first, generate synthetic images, then, anonymize them and
retrieve them.

6.2 Method

Our methodology, summarized in Figure 6.2, follows the anonymization protocol defined by Pack-
hiuser et al. [75]. Initially, we train a latent diffusion model and synthesize a dataset. Afterwards,
a retrieval model for each image within this dataset will be used to identify which images in the
training set closely resemble the synthetic image. Then, we employ an identity verification net-

work to compare the anonymous image with its closest match and determine whether it likely

45
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belongs to the same patient. This information allows us to remove non-anonymous images and,

consequently, create an anonymous catalogue from which we can retrieve case-based explanations.

Training Set . Top-1 training
— Patient X-Ray scan

— . S
retrieval .
t xt

Anonymous
Generative training Set

modeling

Synthetic Patient
chest X-Ray verification {

scan

Figure 6.2: Anonymization Pipeline. A generative model generates synthetic samples based on
the real training data. From these samples, we remove those closely resembling patients in the
training set based on a patient retrieval and a patient verification model. This anonymous dataset
serves as our knowledge base from which to retrieve explanations.

keep if xg # x4

exclude if zg = x4

6.2.1 Image Generation using Latent Diffusion Models

We train a latent diffusion model which uses the Medfusion [68] architecture for image generation.

Using it, we sample synthetic images to build a synthetic dataset that will be anonymized.

6.2.2 Retrieval and Verification Network

We need to identify if each synthetic image closely resembles any real patient in the training set.
To do so, first, a patient retrieval network consists of a Siamese Neural Network [5] based on
the ResNet-50 [30] architecture, which takes as input two images and, using a contrastive loss
function, approximates embeddings so that the embeddings from the same patients are grouped
together.

The verification model follows the same architecture but with a different task; instead of using
a contrastive loss, this network compares both input images and classifies whether or not they
belong to the same patient. For both models, the training data consists of positive training pairs

obtained based on the patient identity information of a dataset and randomized negative pairs.
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6.2.3 Anonymization Pipeline

Considering the synthetic dataset, the verification model, and the retrieval network, we have all the
components required to obtain an anonymous dataset. The anonymization procedure we employ

can be broken down into three separate steps:

1. Compute training identity embeddings: We calculate an identity embedding using the
identity retrieval network for each training set image. These embeddings are stored in a
KD-tree [3] to allow for a more efficient lookup step using a nearest-neighbour strategy

later.

2. Search nearest training image: For each synthetic sample, we retrieve the top-1 most
similar training sample. In this step, we compute the identity embedding of each image and
perform a lookup of the previously mentioned KD-tree (Algorithm 1). Each real-synthetic

image pair is stored in a list used in the next step.

Algorithm 1 Computing closest identity

Input: vector x, vector y;, size m
Output: data closestVector
Initialize closestDistance = oo.
Initialize closestVector = None.
fori=0tom—1do
if ||x —yi|| < closestDistance then
closestDistance = ||x — ;|
closestVector = y;
end if
end for

3. Remove non-anonymous image pairs: For each real-synthetic image pair, we use the
identity verification network to obtain a prediction of whether or not both images belong to
the same patient. If this likelihood exceeds a predefined threshold, the synthetic image is

deemed non-anonymous and removed from the synthetic dataset (Algorithm 2).

Algorithm 2 Filter dataset

Input: data x;, data y;, size m, model v, float ¢
fori=0tom—1do
if v(x;,y;) > t then
Delete x;.
end if
end for
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Table 6.1: Quantitative evaluation of the images generated using the Medfusion model.

FID(}) P() R
6225 68.00 22.17

6.3 Experiments

Data We perform experiments on the MIMIC-CXR-JPG dataset [41]. We chose to predict car-
diomegaly as our classification task. From the available images, we select the ones from the
posteroanterior (PA) view (96,161) and use the recommended data splits provided alongside the

dataset.

Image Generation We generate MIMIC-CXR-JPG images using the Medfusion [68] architec-
ture, the latent embeddings are encoded using a VAE, which accepts 3 x 512 x 512 pixel images
and has 8 embedding channels. The diffusion model uses DDIM [95], has label embedding and
time embeddings of size 1024 and employs a scaled linear noise scheduler with 7" = 1000, which
varies from By = 0.002, By = 0.02. Using a U-Net [85] architecture, we train the model for a max-
imum of 1001 epochs with early stopping with patience of 30 epochs. We generate 1000 synthetic
images for both datasets, with a balanced split between positive and negative cases.

Retrieval and Verification For the retrieval phase, similarly to Packhéuser et al. [75], we train
our models for 30 epochs in the first phase, during which the model backbone is frozen, and 50
epochs during the second phase where all parameters are unfrozen. We use a learning rate of
0.158489 with weight decay of 1e~>, as suggested by the aper’s authors and batch size 32. Our
verification model was trained using the Adam optimizer [49] with 3 x 256 x 256 images and a
learning rate of 0.0001. We used a batch size of 32 and limited training to a maximum of 100
epochs with an early stopping criteria with 5 epoch patient. During the anonymization step, we
considered images non-anonymous if the verification model prediction of a synthetic image and a

real image belonging to the same patient was above a threshold of 0.5.

6.4 Results and discussion

Table 6.1 shows a quantitative image quality evaluation of the synthetic images generated by the
Medfusion architecture. We report precision (P), recall (R), and the Fréchet inception distance
(FID) [31]. To evaluate the image utility for classification tasks, we compare a classifier trained on
synthetic data with a classifier trained on real data in Table 6.2. The classifier trained on synthetic
data still achieves acceptable performance even though it has been trained on a comparatively
small dataset. This indicates that the signal required to diagnose Cardiomegaly is still present in

the new images.
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Table 6.2: Classification performance reported for both the MIMIX-CXR-JPG and a synthetic
dataset.

Dataset F1 (1) ACC (1) Image Count
MIMIC-CXR-JPG 91.67 87.33 96,161
Synthetic 75.97 69.00 1,000

Both the verification and retrieval models showcase the ability to re-identify patients, as demon-
strated by the metrics highlighted in Tables 6.3 and 6.4, respectively. For the verification model,
we report the Area under the Receiver operating characteristic (AUC), precision (P), recall (R) and
Fl1-score. For the retrieval task, we track the R-precision, a common information retrieval metric
which is calculated as shown in Equation 6.1 using the number of relevant images retrieved (r)
within the first R images, where R is the total number of relevant images existing in the dataset.
Finally, the mAP@R, shown in Equation 6.2, is the mean of the average precision at R (AP@R)
for each query.

R-Precision = % (6.1)

12
mAP@R = o Y Ap.@Rr (6.2)
i=1

During the anonymization procedure, we removed all real-synthetic image pairs that likely
belonged to a patient in the training set. This is determined by the verification model prediction,
and some examples of image pairs at different prediction ranges are shown in Figure 6.3. As
expected, the higher-value pairs look more similar than those within the lower ranges. During this
process, we removed 161 images from the original synthetic dataset of 1,000 images leading to a
final anonymized dataset featuring 839 images.

Finally, this method still presents some limitations. There is no upper bound on the number
of synthetic images that will be removed, leading to a waste of computing power on generating
images that will effectively be deleted. In future work, the anonymization mechanism could be
integrated into the generative model to combat this issue. Another key issue is the empirical nature

of this anonymization procedure, making it unproven. Unfortunately, the current best method to

Table 6.3: Quantitative evaluation of patient verification model.

AUC () ACC() FI(M) PO R
93.72 95.32 9092 90.77 91.07

Table 6.4: Quantitative evaluation of patient retrieval model.

mAP@R (1) P@1 (1) R_prec ()
79.32 94.27 80.87
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Figure 6.3: Different image pairs of anonymous images and their closest real counterpart in the
training set, sorted by the predicted likelihood of belonging to the same patient. The images on the
left are less likely to contain identifiable patient data, while images on the right are highly likely.

Real

Synthetic

provide anonymization, with strong guarantees, is through Differential Privacy, which struggles
to scale beyond low-resolution images, making it ineffective in generating explanations which are

interpretable by humans.

6.5 Summary

We proposed a method to generate visually anonymous case-based explanations that retain their
utility and realism by levering latent diffusion models. This solution demonstrates that the gen-
erated images are empirically unlikely to be traced back to the original patients, allowing for the
visual explanation of classifier decisions without exposing patient data. This is a step towards in-
tegrating trustworthy and interpretable classifiers in the medical domain while preserving patient

privacy.



Chapter 7

Case-based Explanation Retrieval

7.1 Overview

In previous chapters, we have analyzed different ways of generating anonymous images, which
will serve as our explanation catalogues. This chapter presents methods for retrieving closely
related anonymous images from said catalogues for a given test image. In Section 7.2, we describe
how to do this in a centralized setting, while in Section 7.3, we extend this behaviour towards a
de-centralized setting where multiple centres collaborate in both training the model and sharing
synthetic explanations. Finally, in Section 7.4.2, we look over some safety considerations we must
take when using the proposed solutions, and in Section 7.5, we draw some closing remarks about

the chapter.

7.2 Retrieval in a Centralized setting

The simplest scenario for case-based explanation retrieval occurs when we consider a single cen-
tre. Here, for a test image, we need only classify it using a DL. model and find, from the internal

dataset, a set of training images which are closely related to the presented test image.

7.2.1 Method

As previously highlighted, the retrieval system should be based not on image similarity but on
task-related features. For this purpose, we train a task classifier and use the features obtained by
the said model as the basis for image comparison under the assumption that similar images will

also have similar features.

7.2.2 Experiments

We employ a DenseNet121 [34] network trained using the Adam optimizer [49] with a learning
rate of 1e=> for up to 10 epochs with early stopping criteria and patience of 3 epochs. This model

is tasked with a binary classification problem, determining whether a patient has or does not have

51



Case-based Explanation Retrieval 52

Table 7.1: Architecture of the DenseNet-121 [34] model. The features used for explanation re-
trieval obtained after the global average pool are highlighted in bold.

Layers Output size DenseNet-121
Convolution 64 x 128 x 128 7 x 7 conv, stride 2
Pooling 64 x 64 x64 3 x 3 max pool, stride 2
Dense Block (1) 256 x64x 64 | Leonvl

|3 x 3 conv]|

Transition Layer (1) 128 x64 x64 1x 1 conv
128 x 32 x 32 2 x 2 average pool, stride 2
Dense Block (2) s12x32x32  |Lxleomvi gy
|3 x 3 conv|
Transition Layer (2) 256 x32x32 1x1conv
256 x 16 x 16 2 x 2 average pool, stride 2
Dense Block (3) 1024 x 16 16 |1 < 1eOMl oy
|3 X 3 conv|
Transition Layer (3) 512x16x16 1x 1 conv
512 x 8% 8 2 x 2 average pool, stride 2
1 x 1 conv
3x3 conv] x 16
Classification layer 1024 x1x1 7 x 7 global average pool

Softmax layer

Dense Block (4) 1024 x 8 x 8 [

Cardiomegaly based on a chest X-ray image from MIMIC-CXR. To train it, we employ a Binary

Cross Entropy loss function as defined in Equation 7.1.

1

N
Locr(x,y) = 5 ) = bn-1ogan+ (1= yn) -log(1 —%,)] (7.1)

where x, y are the predicted and ground-truth labels, respectively, and N is the batch size.
To search for similar images, we use the last feature vector of the model, located before the
dense classification layer and sized 1 x 1024 as shown in Table 7.1. To create our explanation

catalogues, we used the set of 839 synthetic images generated in the previous chapter.

7.2.3 Results and discussion

Similar to previous studies [93], the explanation ranking is evaluated with the help of a radiologist.
For this purpose, we perform two different experiments. For the first experiment, we used 5 test
cases, each case containing a test image that we aim to diagnose and 10 synthetic catalogue images
from which we will retrieve explanations. The second experiment differs by using a catalogue of
5 synthetic images and 5 real images to compare the utility of both image types. All the images

were randomly sampled from the test set to ensure the classes were balanced. The catalogue size
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is limited to 10 images due to the time-consuming nature of evaluating the images. Both the test
sets | and the evaluation results > have been made openly available.

To evaluate ranking performance, we use a metric commonly used in ranking tasks, the nor-
malized Discounted Cumulative Gain (nDCG,,) [21] metric (Equation 7.2) where p is the number
of retrieved images. The relevance values for each image (rel;) vary from 5.5, the most similar
image, to 1.0, the least similar example, with a 0.5 step between each relevance value. And IDCG,
is the ideal DCG, value.

DCG
nDCG,, = e G’; (7.2)
)4 2rel,v -1
DCG, =) —F— (7.3)
P zl: log,(i+1)

We also compare our CNN-based method against an approach which retrieves images with the
highest Structural Similarity Index (SSIM), which compares the structure of two images as defined
in Equation 7.4. This serves as a baseline to assess whether the proposed approach is necessary or

not.

(2pelty +c1)(20xy +2)

SSIM(x,y) =
() (MF +ui +c1)(0f + 07 +c2)

(7.4)

The results of the ranking evaluation are shown in Figure 7.1. We can notice that our CNN-
based method, on average, outperforms its SSIM counterpart, retrieving more relevant explana-
tions. An example of the retrieval test we used to evaluate the solution is shown in Figure 7.2. In
this example, the CNN-based retrieval mechanism obtained the same Top-3 images as the expert-

based choices, although in a different order.
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Figure 7.1: Boxplots regarding nDCG for two retrieval approaches, CNN and SSIM for the Top-4,
Top-7 and Top-10 retrieved images.
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Figure 7.2: Example test image and corresponding Top-4 catalogue images retrieved by each
corresponding method. The colour outline around each retrieved image indicates whether the test
and catalogue images share the same class (green) or not (red). The ranking annotated on the
top-right corner of each image indicates the ground truth based on expert rating.

Additionally, a radiologist assessed each image belonging to the test cases. In Table 7.2, we
see that the generative model can conditionally generate images with a specific diagnosis while
maintaining a similar class agreement compared to real images. We can also note that synthetic
and real images are similarly relevant, supporting the hypothesis that the generated images can be

used as alternatives to real ones.

7.3 Retrieval in a Federated-Learning setting

The main purpose of anonymization of medical case-based explanations is to enable their sharing
for multiple purposes without disclosing personal patient information. One of the most useful
applications for these explanations is sharing an anonymous catalogue across different medical

institutions. Instead of using an explanation retrieval model trained in a centralized setting, we

Table 7.2: Label agreement between expert evaluation and the ground-truth label. A classifica-
tion is correct if the image label and the radiologist agree on the diagnosis (Cardiomegaly or No
Cardiomegaly). Cases where it is impossible to diagnose a sample confidently are deemed non-
conclusive. We also report the average relevance of each type of image for the test cases with
mixed image types.

Type Correct Incorrect Non-conclusive ‘ Average Relevance

Synthetic  70.67%  20.00% 9.33% 16.00£4.30
Real 76.00%  20.00% 4.00% 16.50+4.30
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Figure 7.3: Overview of the Federated-learning architecture used. We simulate a Federated-
Learning setting by introducing three distinct clients, each using a separate dataset. The training
process is divided into rounds where, in each round, a client trains a single epoch locally and sub-
mits the updated local weights to the central server. At the end of each round the server aggregates
all the weights using the FedAvg strategy and relays back the updated weights to the local clients.

can use a model in a federated learning setting where multiple clients (hospitals or institutions)

collaboratively contribute towards the training. Figure 7.3 shows an overview of this method.

7.3.1 Method

To perform federated learning, we require multiple clients to train a model on their own data and
a server that aggregates the results obtained by the clients and relays the new model parameters
back. For this work, we used the FedAvg [61], presented in Chapter 2 as the aggregation technique.

More specifically, we use the implementation provided by the Flower [4] package.

7.3.2 Experiments

To simulate an FL scenario we utilize three datasets, one for each of 3 centres, MIMIC-CXR-
JPG [41], CheXpert [35] and BRAX [83]. To obtain a baseline performance on how our model
would perform in a centralized setting, we first re-trained the architecture proposed in Section 7.2
and tested each model across the three datasets.

Similarly to the centralized setting, we employ a DenseNet121 [34] network trained using the
Adam optimizer [49] with a learning rate of 1e~*. We perform 10 rounds of FL using the FedAvg
strategy, sample from all clients for both fit and evaluation and test the results on each individual

dataset.
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7.3.3 Results and discussion

The results of the centralized performance can be seen in Table 7.3; as we are dealing with a
regular classification problem, we report the Area under the ROC Curve (AUC), F1-Score (F1) and
accuracy (ACQ). In particular, we focus on the AUC, using it to evaluate the model’s performance.
In Table 7.4, compare our FL solution against the centrally trained models and notice that this
proposed model outperforms the centralized solutions for both the MIMIC and CheXpert dataset
while being very competitive with the BRAX model.

Table 7.3: Performance of the DenseNet121 model on a centralized setting.

Dataset AUC (1) F1(t) ACC(H)
MIMIC-CXR-JPG  88.60 89.63 84.62
CheXpert 68.52 27.50 75.21
BRAX 92.00 49.32 91.72

Table 7.4: Comparison in performance, measured using AUC, of models trained on different
datasets and a Federated-Learning approach.

Test Dataset
Train Dataset MIMIC-CXR-JPG CheXpert BRAX
MIMIC-CXR-JPG 88.60 71.63 86.34
CheXpert 79.03 68.52 75.18
BRAX 87.40 64.68 92.00
All (FL) 89.48 78.64 91.09

Recalling the evaluation procedure used in Section 7.3.3, we want to ensure that the retrieval
model trained under FL is capable of matching the performance of the previously studied central-
ized approach. For this, for each of the 10 test cases we simply ranked all the catalogue images
and compared the performance against the existing models. In Figure 7.4 we can see that the new
model has a comparable performance to the centralized CNN for the presented test scenarios while
achieving a unified feature representation for multiple datasets.

Figure 7.5 showcases some test examples for which we retrieved case-based explanations us-
ing the proposed FL model. These explanations were retrieved from the combination of the Syn-
thetic MIMIC-CXR-JPG, CheXpert and BRAX datasets.

7.4 Practical Considerations

In implementing retrieval methods for anonymized case-based explanations, some practical con-
siderations must be addressed to ensure the methods’ effectiveness and safety in real-world med-
ical settings. This section discusses these considerations, namely a possible method for model
deployment and an overview of safety considerations, taking different usage scenarios into con-

sideration.
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Figure 7.4: Boxplots regarding nDCG for three retrieval approaches, CNN, CNN trained using FL
and SSIM for the Top-4, Top-7 and Top-10 retrieved images.

7.4.1 Model Usage

At this point, we have a usable FL retrieval model to obtain feature-related embeddings for any
centre or client input images. An important step towards its use in a real scenario would be defining
how it can be used in practice. Even though the catalogue images have been anonymized, it is
still ideal to minimize unnecessary data sharing, allowing each centre closer control of its data.
For this, we propose creating a centralized database of embeddings, which any client can later
query. To do so, each centre should compute an image embedding for each of their anonymized
images and submit it, alongside a randomized identifier, to the centralized server as demonstrated
in Figure 7.6.

After the database has been created, each client can query the server by submitting a retrieval
embedding to obtain the location of the closest explanations and request them. This procedure is
shown in Figure 7.7. This mechanism allows each centre to only share the explanations immedi-

ately required by another centre without needing to trust the central server.
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Figure 7.5: Example of images retrieved using our FL retrieval model as explanations for multiple
test images. The images are ordered from most to least similar and were retrieved from the com-
bination of three datasets: MIMIC-CXR-JPG, CheXpert and BRAX.
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Figure 7.6: Aggregation mechanism to build a centralized embedding database. Each client com-
putes an embedding E, for each anonymous image x,, using the retrieval model E. Each of these
embeddings is then submitted to the server alongside a randomly generated identifier, ID,,.
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Figure 7.7: Example of a retrieval mechanism under a federated learning setting. Centre 1 uses the
retrieval model to obtain an embedding, E| representing the test image x;. Afterwards, it queries
the server, which looks up its vector database, to find the location of the closest explanation, owned
by C, and identified by ID,. Finally, the client retrieves the explanation from the second centre.
This mechanism can easily be expanded to retrieve multiple explanations per test image.
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7.4.2 Safety

Returning to the topic of safety, discussed in Chapter 3.5, this solution can be analyzed under dif-
ferent scenarios. Each scenario can have different types of attack vectors such as access to samples
of the case-based explanations, black-box access to a model where an adversary only has access
to an API or white-box access where someone can analyze the model weights. Table 7.5 shows

an overview of each setting’s attack vectors.

Table 7.5: Overview of possible attack methods for different usage settings for the Case-based
explanation retrieval system.

Method Explanation Black-Box White-Box
Access Setting Setting

Centralized (Internal use) Vv - -
Centralized (External use) v/ v -
Federated-Learning v v v

7.4.2.1 Centralized

In a centralized setting, the only component that can be shared is the explanation catalogue. Con-
sidering this, the risk of re-identification can be estimated based on the performance of the chosen
anonymization method. For instance, we can employ the post-model anonymization technique
analyzed during Chapter 6, whose re-identification risk is determined by the performance of both
the identity retrieval and identity verification models. Suppose the model is an openly available
API whose input is a test image and output is a set of explanations. In that case, the risk of per-
forming a black-box attack such as membership inference to determine whether a certain sample
belongs to its training data is limited since potential attackers would not have direct access to

model predictions.

7.4.2.2 Federated-Learning

A Federated-Learning model will present the same attack vectors as the centralized model and the
risk of sharing model weights amongst centres. This weight sharing makes the retrieval model sus-
ceptible to membership inference white-box attacks unless all the involved centres are trustworthy.
This risk can be negated by introducing instance-level differential privacy techniques [67]. Since
this issue has been previously explored [67] it should be easily integrated into the existing work-
flow. There is the additional risk of a centre purposefully interfering with the training of the
shared model, yet this would not have an important impact on patient privacy; instead, the model’s
training capabilities would be limited until said centre is removed from the cluster. In practice, the
system could still be used for inference, assuming each centre uses a frozen version of the retrieval

model and only updates its weights at large yet regular intervals.
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7.5 Summary

This chapter focused on the methods for retrieving anonymized case-based explanations for med-
ical images. In a centralized setting, the retrieval process involved using a deep learning (DL)
model to classify a test image and then identifying closely related training images from an internal
dataset. This method effectively generated relevant and accurate case-based explanations based on
task-related features extracted by the model. The DenseNet121 architecture, used for feature ex-
traction, facilitated the retrieval of highly relevant images to the given test image, as demonstrated
by the improved nDCG scores compared to a baseline technique, which employed a SSIM metric.

Extending the retrieval method to a federated learning (FL) setting allowed multiple institu-
tions to collaborate in training the model while maintaining data privacy. Each institution con-
tributes to a shared model without directly exposing its local data. The federated approach main-
tained the performance benefits observed in the centralized setting, as indicated by comparable
nDCG scores. Additionally, the federated model enabled the retrieval of explanations from a more
diverse group of datasets, enhancing the robustness and generalizability of the retrieved expla-
nations. Finally, we addressed some practical considerations for deploying the retrieval models,
which are crucial for ensuring that the retrieval methods can be safely implemented in real-world
medical environments.

Using centralised and federated learning approaches, we established effective retrieval meth-
ods for anonymized case-based explanations. These methods provide a robust framework for gen-
erating and sharing medical image explanations while adhering to stringent privacy requirements,

thus facilitating the broader adoption of deep learning techniques in the medical field.



Chapter 8

Conclusion

Over the years, deep learning classifiers have been applied with great success in medical diag-
nosis tasks, with the aim of improving the efficiency of medical workflows. Yet, due to the lim-
ited understanding of the rationale behind automated diagnosis, these systems are not trustworthy
enough to truly integrate the medical professional’s toolsets. This dissertation explored a method
of solving this issue by enhancing the interpretability of DL models through the use of anonymous
case-based explanations that explain decisions using visual examples.

Given the sensitive nature of medical images, the images used for case-based explanations
must first be anonymized to ensure compliance with regulations such as the GDPR and HIPAA
and upkeeping the patient’s essential right to privacy. After this anonymization procedure, these
images can be shared between professionals or even amongst different hospitals in a Federated
Learning setting.

To perform anonymization, this work focused on the use of diffusion models, which, in recent
years, have excelled in image generation tasks, a task strongly related to visual anonymization. We
also explored how these models can be applied to medical use cases to generate synthetic medical
images.

This dissertation unifies multiple research areas, such as diffusion models, anonymization, and
explanation retrieval, into a single system which can explain a classifier’s decisions through the use
of anonymous case-based explanations. For this purpose, we propose two different approaches,
which have been thoroughly explored during the course of this work: post-model anonymization
and in-model anonymization. Additionally, we evaluate the effectiveness of the proposed methods
with the aid of an experienced radiologist.

This work allowed us to answer the research questions proposed in Chapter 1.3:

RQ.1 Can anonymous case-based explanations be generated using diffusion models? Yes.
During this work, we have explored multiple methods capable of generating anonymous
medical images. These images have undergone thorough evaluation by an experienced ra-

diologist to ensure their effectiveness and reliability.
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RQ.2 Is it possible to retrieve the aforementioned explanations in a federated learning set-
ting? Yes. We have successfully created a retrieval model that operates under a Federated
Learning setting, demonstrating its feasibility and effectiveness in this distributed frame-
work. This model performs competitively against a single-centre solution while achieving a

unified feature representation which can be used to retrieve images from multiple centres.

RQ.3 Can the de-anonymization risk associated with the aforementioned anonymous expla-
nations be evaluated and quantified? Yes. In the anonymization proposed, post-model
anonymization, the risk of de-anonymization is determined based on the performance of

both the patient verification network and the patient retrieval network.

Even though this dissertation has met its objectives, moving forward there are many avenues

to further explore this topic and build upon the existing work:

* Differentially Private Federated-Learning Retrieval Model - Currently, the retrieval model
trained under FL is susceptible to malicious clients which have access to the weights of the
shared model, which has been trained using real data from multiple centres. Future work

should focus on integrating differential privacy techniques to mitigate this risk.

 Different Modalities - The proposed solution is task-agnostic. Therefore, it should be di-
rectly applicable to different medical modalities, such as CT scans and MRI. Future work
should take the opportunity to evaluate how well the proposed solution works across multi-

ple of these modalities, therefore evaluating how adaptable the methods are.

* Improved retrieval methods - As shown in Chapter 3.4, multiple works improve upon the
retrieval method we suggested as a baseline. Future research could focus on evaluating the
performance of different methods, such as Interpretability-Guided Content-Based Medical
Image Retrieval (IG-CBIR) [93], in retrieving synthetic medical images.

* Counterfactual explanations - Exploring counterfactual explanations could provide addi-
tional insights and improve the interpretability of DL models in medical diagnosis tasks.
Future work should investigate the integration of counterfactual explanations into the pro-

posed system to further enhance its explanatory power.

This dissertation has laid a robust foundation for generating and utilizing anonymous case-
based explanations in medical diagnostics. By effectively addressing privacy concerns and main-
taining high interpretability, the proposed methods facilitate the broader adoption of deep learning
techniques in the medical field. Moreover, the exploration of federated learning frameworks opens
up new possibilities for collaborative, privacy-preserving medical research and diagnostics.

In conclusion, this work not only advances the field of medical image analysis but also paves
the way towards practical solutions for real-world implementation. By ensuring both privacy and
interpretability, these contributions lead to a more trustworthy and widespread use of deep learning

in healthcare.
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