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Resumo

A análise de imagens médicas é crucial para o diagnóstico eficiente de muitas doenças. Os hospi-
tais geralmente mantêm vastos repositórios de imagens, que podem ser aproveitados para diversos
fins, incluindo pesquisa. No entanto, o acesso a essas coleções de imagens é amplamente restrito
para proteger a privacidade das pessoas cujas imagens estão sendo armazenadas, pois surgem pre-
ocupações com a proteção de dados. Recentemente, o desenvolvimento da Análise Automatizada
de Imagens Médicas tem ganhado significativa atenção, com o Deep learning sendo uma solução
que tem alcançado resultados notáveis na análise de imagens médicas.

Uma abordagem promissora para análise de imagens médicas é o Federated learning (FL),
que permite o uso de um conjunto de repositórios de dados fisicamente distribuídos (os nós) para
análise, satisfazendo a restrição de que os dados não saem do repositório. Sob essas condições, o
FL pode construir modelos precisos de alta qualidade usando muitos dados disponíveis onde quer
que estejam. Essa abordagem pode ajudar pesquisadores e clínicos a diagnosticar doenças e tomar
decisões médicas de forma mais eficiente e robusta.

A detecção de pneumonia em imagens de radiografia de tórax (raio-X) é proposta em um
ambiente de FL usando Flower como framework e Federated Averaging (FedAvg) como estratégia.
Essa abordagem de aprendizado supervisionado faz uso de modelos pré-treinados em redes neurais
convolucionais para alavancar a transferência de aprendizado: VGG-16, Resnet-18 e Resnet-50, e
também técnicas de data augmentation foram aplicadas para ajustar os modelos. Simulando um
ambiente de FL com 8 hospitais compartilhando suas próprias imagens, o Resnet-18 apresenta o
melhor resultado com acurácia de 98,46%, seguido por Resnet-50 com 78,46% e VGG-16 também
com 78,46%, todos avaliados no lado do servidor após 5 rodadas de treinamento.

Os experimentos sugeridos no trabalho de pesquisa apresentaram um alto custo computa-
cional devido a um conjunto de dados não balanceado, uma restrição prevalente encontrada no
estudo (27), que utiliza o mesmo conjunto de dados desta investigação aplicado em uma solução
de FL.

Portanto, a pesquisa discute aplicações, contribuições, limitações e desafios, sendo adequada
para aqueles que desejam entender como o FL pode contribuir para o domínio das imagens médi-
cas.

Além disso, essa solução é aplicável como uma base para resolver outros problemas de clas-
sificação binária usando imagens médicas, como imagens de Ressonância Magnética (IRM), To-
mografia Computadorizada (TC), Radiografia de Tórax (raio-X) e imagens histológicas.

Keywords: Pneumonia, Imagens de Radiografia de Tórax, Federated Learning (FL), Análise de
Imagens Médicas, Inteligência artificial (IA)
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Abstract

Medical image analysis is crucial for the efficient diagnosis of many diseases. Hospitals typically
maintain vast repositories of images, which can be leveraged for various purposes, including re-
search. However, access to such image collections is largely restricted to safeguard the privacy of
the individuals whose images are being stored, as data protection concerns come into play. Re-
cently, the development of Automated Medical Image Analysis has gained significant attention,
with Deep Learning being one solution that has achieved remarkable results in medical image
analysis.

One promising approach for medical image analysis is Federated Learning (FL), which en-
ables using a set of physically distributed data repositories (the nodes) for analysis, satisfying the
restriction that data does not leave the repository. Under these conditions, FL can build high-
quality accurate models using a lot of available data wherever it is. This approach can help re-
searchers and clinicians to diagnose diseases and support medical decisions more efficiently and
robustly.

Detection of pneumonia on chest X-radiography (X-ray) images is proposed in a FL environ-
ment using Flower as framework, and FedAvg as strategy. This supervised learning approach uses
pre-trained Convolutional Neural Network (CNN) models to leverage transfer learning: VGG-
16, Resnet-18 and Resnet-50, and also data augmentation techniques are applied to fine-tune the
models. Simulated a FL environment having 8 hospitals sharing their own images, Resnet-18
shows the best result with 98.46% of accuracy, followed by Resnet-50 with 78.46% of accuracy,
then VGG-16 with 78.46% of accuracy as well, all evaluated on the server-side after 5 rounds of
training.

The experiments suggested in the research work exhibited significant computational expense
owing to an uneven dataset, a prevalent constraint encountered in the study (27), presented in the
current state-of-the-art, which utilizes the identical dataset as this inquiry applied in a FL solution
as well.

Hence, it discusses applications, contributions, limitations, and challenges, and is suitable for
those who want to understand how FL can contribute to the medical imaging domain.

Furthermore, this solution is applicable as a baseline to solve other binary classification prob-
lems using medical images, such as Magnetic resonance imaging (MRI), Computed tomography
(CT), X-radiography (X-ray), and histology images.

Keywords: Pneumonia, Chest X-ray Images, Federated Learning (FL), Medical Image Analysis,
Artificial Intelligence (AI)
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Chapter 1

Introduction

In this chapter, firstly, Section 1.1 gives an overview about main subjects of this study, followed

by the motivation. Secondly, Section 1.2 describes the main objectives of this research work.

Thirdly, in Section 1.3 is presented the work plan to accomplish all contributions in this research

work. Finally, Section 1.4 presents the document structure so the readers know what to expect

next.

1.1 Overview and motivation

Nowadays produced data, both in industry and public research centers, is huge and growing ev-

eryday. Some data may be of sensitive or personal nature and must be therefore protected from

public access. This scenario is no different in the medical environment, where Health Information

Systems and Electronic Health Records can collect and store patient data on a large scale.

Analyzing medical images is a daunting task for radiologists, due to the heavy workload, the

need to analyze a large number of images, the intricate nature of cases, and the resemblance to

other diseases, which often requires additional studies within a constrained timeframe. Despite

the extensive training that healthcare experts undergo, they are prone to commit errors given the

absence of information or insufficient time spent analyzing images, which may impact identifying

the right treatment to prevent the growth and spread of the disease under analysis.

Different types of image modalities such as MRI, CT, X-ray, or histology images are demanded

to establish a correct diagnosis. Therefore, a comprehensive study of the use of those modalities

across several image repositories is crucial to develop accurate image analysis software.

Artificial Intelligence (AI) is nowadays in a development stage that can use medical images to

detect and diagnose pathological conditions successfully (1). In this way, hospitals make use of

technology by building models to discover new patterns of diseases and treatments from a given

image dataset, mainly through data mining. However, institutions should be careful about the data

privacy of their patients, since health data is sensitive and legally protected, and therefore, personal

data cannot be exposed outside them (2).

1
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Building very high-quality models for image analysis requires diversity and a lot of images,

i.e., examples used for training them, especially for complex problems. One way to access such

a large amount of medical images is to directly access or obtain the images in a set of hospital

image repositories. Nevertheless, several problems may then occur. For example, acquiring the

necessary permissions to access the images may entail lengthy bureaucratic procedures. Moreover,

the images must be duly anonymized, and restrictions may prohibit their removal from the hospital

repository.

Privacy-preserving is a subject that brings concern and awareness to various institutions once

personal data cannot be shared without the person’s consent. This subject is so important that

the General Data Protection Regulation (GDPR) ensures that the European Union data protection

rules are applied to guarantee the protection of your personal data.

In order to prioritize the privacy of patients’ data and legal issues related to ethics, rises the

approach called Federated learning (FL), which enables building better machine learning models

focusing on privacy-preserving (3), (4), (5).

FL has been helping healthcare professionals to extract meaningful information from images

by applying machine learning models, such as for detecting a disease based on the analysis of med-

ical imaging, resulting in a quicker time for disease identification and maintaining a knowledge

base to be applied in other new cases.

Furthermore, healthcare delivery can be improved by automating radiology procedures in hos-

pitals where access to radiologists is minimal.

Therefore, this study aims to develop an FL solution to discuss how it contributes to medical

systems in image analysis.

1.2 Objectives

The project aimed to develop a solution based on federated learning to detect pneumonia using

chest X-ray images. It seeks to achieve the most accurate result for the proposed problem without

sharing patient data.

The use of FL aims to support medical decisions by bringing more robustness and efficiency

to disease diagnosis, and the following objectives are intended to be achieved during this project:

1. Data preparation: Select and extract collections of data into an FL environment, which

represents various hospitals providing different images;

2. Data understanding: Identify metadata, visualize attributes, explore heterogeneity, and iden-

tify the need for data transformations, such as the applicability of data augmentation tech-

niques;

3. Feature selection and extraction: Extract features that enable the identification of pneumonia

and perform feature selection to identify the most relevant patterns of pneumonia behavior;
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4. Evaluate ML architecture: Choose ML architectures that utilize pre-trained models and

CNNs for the classification task;

5. Build, train, test, and tune hyperparameters of the ML models: Split the data into train and

test sets, select an ML classifier model suitable for FL, and optimize hyperparameters;

6. Evaluate FL architecture: Choose a FL architecture, framework, and strategy for training

the models and sharing the learning with the central server;

7. Evaluate privacy: Assess the solution based on GDPR to ensure no personal data is shared

among the distributed system;

8. Evaluation of pneumonia detection: Measure the performance of the classification algo-

rithms using metrics such as accuracy, f1-score, and loss. Additionally, re-examine previous

steps if the results are unsatisfactory.

1.3 Work Plan

To accomplish the objectives stated by the research objectives, a timeline was created, which is

composed of five macro tasks: 1. Literature review, 2. Data Sourcing, 3. Implementation, 4.

Discussion & Validation, and 5. Dissertation writing.

The tasks are organized and prioritized according to their importance to facilitate project man-

agement. Figure 1.1 shows a macro timetable for the planned tasks, and Figure 1.2 details sub-

tasks for each macro task, categorized as planned or done until the current calendar week. Con-

sidering the unpredicted delays or advanced progress faced in specific tasks, it was deemed that if

a task was finished before the proposed time, the next one was picked up immediately. Although,

if a task exceeded the proposed timeline, the next one had a shorter completion period. Because

the tasks are all interconnected, the timetable was mostly pursued in order to conclude this work

successfully in time.

Figure 1.1: Macro Timetable for planned tasks.
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Figure 1.2: Micro Timetable for planned and performed tasks.

1.4 Document structure

In addition to the introduction, this report contains five more chapters. Chapter 2 describes the

literature review. It includes several articles using different approaches to solve various problems

using FL. Chapter 3 presents the problem with an overview of pneumonia, symptoms, survival rate,

and diagnosis exam performed on patients for pneumonia identification. Chapter 4 presents the

dataset and framework used in this research work. Chapter 5 describes the process of execution,

methodology, and results of pneumonia detection through chest X-ray in an FL environment. In

Chapter 6, conclusions are summarized and suggested the future work.



Chapter 2

Literature review

In this chapter, the literature review is presented. Section 2.1 presents a brief overview of FL.

Searching Method is described in Section 2.2 containing selected and reviewed articles as a base-

line for the research work. Frameworks that use FL in collaborative research are discussed in

Section 2.3; and to finalize, Section 2.4 presents a summary of this chapter.

2.1 Federated learning

Federated learning is a term used for collaborative machine learning without centralized training

data, which was introduced in a paper first published by Google in 2016 (6).

Data is distributed in different sites, locations and devices. In federated building, the process

of training data happens locally, where the data is located, which is called decentralized learning.

A device, i.e., an edge device, trains its model and stores its data locally. The server aggregates

the result of updated models from each device and updates the centralized, i.e., global, model.

The global model is enriched by multiple trained models, once each local device provides

feedback to the server based on its individually trained model, and the central server maintains a

global shared model and disseminates it to all institutions. This is a typical FL workflow, called

FL aggregation server.

The data exchanged is encrypted to ensure no other devices accesses private information. With

that, personal information is never sent to a central server, but the weights, biases, and other

parameters are learned by the local model trained in each device.

When new hospitals participate in this distributed learning environment, they bring more

data and computational resources to the consortium. Nonetheless, some hospitals may gener-

ate a greater number of images than others, with minimal image heterogeneity. Consequently,

the consortium may possess a substantial dataset in terms of capacity. Still, the models will not

acquire fresh features because of deficient image variety, which causes models to produce inaccu-

rate data. On the other hand, hospitals that possess a substantial quantity and diversity of images

will contribute positively to developing better learning models and consequently producing more

dependable results.

5
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Figures 2.1 and 2.2 depict how federated learning works.

Figure 2.1: Example of a Federated learning approach.

Figure 2.2: Steps of a common Federated learning approach.

Figure 2.2 shows that, in the first step, the server model selects the data sources and the ma-

chine learning model that will be used. The diverse data is stored locally on each client and are

collected from those different sources. The second step involves sending an initial version of the

machine learning model to each data source, which are also known as edge device or client, so the

server and edge device models are synchronized. In the third step of the process, the edge devices

use their respective datasets to train the model locally. The locally trained models have similar

parameters (represented by ellipses), but differ in their weights (represented by dots) due to their

locally collected dataset. In step four, each edge device sends the updated weights of its model
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back to the central server. The central server aggregates the received information by averaging the

updated model weights from each data source to create a new version of its model. In the fifth

step, the updated server model is synchronized with the edge devices without accessing any data,

then an individual model will have its model updated and ready to be evaluated on new and unseen

data.

Federated learning is valuable when the data is sensitive or difficult to share due to regulatory

or privacy concerns. Therefore, FL is being applied in diverse industries, especially in the health

field, where there is a high demand for collaborative analysis of sensitive data.

2.2 Searching Method

This systematic literature review was carried out in the SCOPUS database. In order to find articles,

the following queries were combined using the AND logical operator: (a) "federated learning" OR

"federated machine learning"; (b) "medical image" OR "medical imaging". Table 2.1 presents the

query and the total number of gathered articles.

Table 2.1: Total number of articles retrieved from the used electronic repository.

Repository Query performed No. of gathered articles

Scopus

TITLE-ABS-KEY ((federated learning)
OR (federated machine learning)
AND (medical image) OR (medical imaging))
AND (LIMIT-TO ( DOCTYPE, "ar" ))

84

The current research topic is relatively new and, therefore, it could be noticeable the growing

number of researches being done on the topic every year, Figure 2.3. Actually, even though the

conducted search was relatively the last 10 years, no articles published before 2019 were found.
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Figure 2.3: Articles published in the last 10 years retrieved from the SCOPUS database, using the
keywords "federated learning","federated machine learning", "medical image", "medical imag-
ing".

Based on an analysis of the gathered articles’ title and abstract, a total of 84 articles were

initially selected. Then, 42 articles were removed for not meeting the criteria: medical images

acquired by Magnetic Resonance Imaging (MRI), Computed Tomography (CT) imaging, X-ray

imaging or histology imaging, bringing the total to 42 articles. Then, 20 articles were excluded

once they were focused on topics not related to this study. In the end, 22 original articles were

selected for the review.

The Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) dia-

gram (7) shown in Figure 2.4, represents the performed systematic search.

Figure 2.5 indicates the types of the medical images addressed by the selected articles per

year, and provides a better understanding of what types of images have been recently studied

particularly related to FL. In 2022, for example, MRI leads the number of research in this field,

with 9 articles, followed by X-ray, with 4 articles, 1 (one) article involving histology images, and

lastly CT, with 1 (one) article.
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Figure 2.4: PRISMA study flow diagram of the performed systematic literature review.

Figure 2.5: Types of Medical images addressed by the selected articles per year.

A summary of the selected and studied articles, as to the used models, datasets, architectures,

input dimension and imaging modality, research goal, main purpose propose, contributions and

benefits, limitations, and reported accuracy, is presented along Tables 2.2 to 2.13 according to
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the used imaging type(s): Tables 2.2, 2.3, 2.4 and 2.5 are related to Magnetic Resonance (MR)

images and include 10 articles, Tables 2.6 and 2.7 detail 3 articles related to CT images, Table 2.8

is related to CT and MR images with 1 (one) article, Tables 2.9 includes 1 (one) article addressing

CT and X-ray images. Tables 2.10, 2.11 and 2.12 present 6 articles as X-ray images, and lastly,

Table 2.13 concerns 1 (one) article related to histology images.
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Table 2.2: Summary of the studied articles related to MR images (1 of 4).
Ref means Reference, IDM means Input Dimension and Modalities, Arch means Architecture, and RG means Research Goals
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Table 2.3: Summary of the studied articles related to MR images (2 of 4).
Ref means Reference, IDM means Input Dimension and Modalities, Arch means Architecture, and RG means Research Goals
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Table 2.4: Summary of the studied articles related to MR images (3 of 4).
Ref means Reference, IDM means Input Dimension and Modalities, Arch means Architecture and RG means Research Goals
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Table 2.5: Summary of the studied articles related to MR images (4 of 4).
Ref means Reference, IDM means Input Dimension and Modalities, Arch means Architecture and RG means Research Goals
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Table 2.6: Summary of the studied articles related to CT images (1 of 2).
Ref means Reference, IDM means Input Dimension and Modalities, Arch means Architecture, and RG means Research Goals
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Table 2.7: Summary of the studied articles related to CT images (2 of 2).
Ref means Reference, IDM means Input Dimension and Modalities, Arch means Architecture, and RG means Research Goals
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Table 2.8: Summary of studied article related to CT and MR images.
Ref means Reference, IDM means Input Dimension and Modalities, Arch means Architecture, and RG means Research Goals
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Table 2.9: Summary of studied article related to CT and X-ray images.
Ref means Reference, IDM means Input Dimension and Modalities, Arch means Architecture, and RG means Research Goals
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Table 2.10: Summary of studied articles related to X-ray images (1 of 3).
Ref means Reference, IDM means Input Dimension and Modalities, Arch means Architecture, and RG means Research Goals
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Table 2.11: Summary of studied articles related to X-ray images (2 of 3).
Ref means Reference, IDM means Input Dimension and Modalities, Arch means Architecture, and RG means Research Goals
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Table 2.12: Summary of studied articles related to X-ray images (3 of 3).
Ref means Reference, IDM means Input Dimension and Modalities, Arch means Architecture, and RG means Research Goals
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Table 2.13: Summary of studied articles related to histology images.
Ref means Reference, IDM means Input Dimension and Modalities, Arch means Architecture, and RG means Research Goals
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2.2.1 Magnetic resonance imaging

Among the 10 selected articles related to MRI, half (5) proposed Convolutional Neural Networks

(CNNs) containing several deep layers to extract features from the images. Of those 5 articles,

2 used pre-trained models: one used ResNet34 and U-Net (12), and the other article used 6 pre-

trained models (15), and applied a CNN ensemble combining the 3 best models based on the aver-

age accuracy (InceptionV3, VGG16, DenseNet) for the Voting Ensemble model. From the group

of CNNs, only 1 (one) article used convolutional auto-encoders (13), and 2 articles developed end-

to-end CNNs (8), (13). The remaining articles did not make use of CNNs, and applied different

architectures, including: one article used Single Task Model(STM), Shared-bottom Model (SBM),

and Multi- gate Mixture-of-Experts (MMoE) (14), another Graph Convolutional Neural Networks

(GCNs) (16), other Multi-layer perceptron(MLP) (17), another DAG’s (10) and a last one MoCo

(11).

In terms of used datasets, in (14), (16) and (17), the experiments were conducted on the same

dataset, called Autism Brain Imaging Data Exchange (ABIDE). With small datasets, common

techniques were applied in the pre-processing step, mainly of data augmentation (8), (9), (14).

2.2.2 Computed tomography

Among the 5 reviewed articles related CT imaging, in all of them, private large datasets were used

and the research goal was related to COVID-19. They also made use of pre-trained models to

train their CNN based models, such as VGG-16 (18), an improved version of RetinaNet18 (19).

GhostNet, ResNet50, and ResNet101 were used as pre-trained models using 3D U-shape fully

convolution networks (FCN) as baseline model (20). Those researches deal with a common topic,

and the applied FL framework suffers from high computational cost and communication efficiency

issues.

The authors of (22) proposed an architecture for a Dynamic-Fusion-Based Federated by con-

ducting experiments in 2 types of images: CT and X-ray images. They used 3 public datasets and

applied CNN based models: pre-trained GhostNet, ResNet50, and ResNet101 models.

Knolle et al. (21) used CT images for pancreatic segmentation and MR images for brain tumor

segmentation, both on private datasets, and also applied a CNN in a pre-trained model called

MoNet, a shallow U-Netlike architecture, giving the possibility to extract more robust features,

which generalize better to out-of-sample data.

2.2.3 X-ray

Among the 7 selected articles about X-ray images, all of them use CNNs, 6 used pre-trained

models, and almost half of them applied more than 1 (one) pre-trained model to compare results

(23), (24), (28). They used ResNet18 and ResNet34, DenseNet121 and ResNet50, VGG-16 and

ResNet50, respectively, and share some common models.
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Nguyen et al. (25) used a generative adversarial network (GAN) that generates realistic

COVID-19 images, in order to facilitate privacy-enhanced COVID-19 detection with GANs in

edge cloud computing, and applied them on a FL scheme called FedGAN.

The authors in (26) and (27) used chest X-ray images for COVID-19 and Pneumonia detec-

tion, respectively, and both of them applied ResNet-18 as a pre-trained model. In article (26), it is

proposed an architecture for a Dynamic Fusion FL Framework, and compared two strategies: Fe-

dAvg and FedFocus, where both had achieved similar results. In article (27), the authors proposed

an open-source software framework called Privacy-preserving Medical Image Analysis (PriMIA),

but the proposed solution had a high computational cost due to the used imbalanced dataset.

As shown in Tables 2.10, 2.11 and 2.12, all the selected articles had indicated high accuracy

(if reported) on the proposed FL approach. Feki et al. (28), for example, had achieved a high

accuracy after applying data augmentation to the training data.

2.2.4 Histology

The single article found in the performed literature search that is related to histology images used

different private datasets with the goal to predict and solve two different diagnostic problems:

classification of breast and renal cell cancers. It used thousands of histology whole-slide images

with only slide-level labels, and a pre-trained ResNet50 CNN encoder.

There is a lack of annotations in the majority of real-world whole slide histopathology datasets,

and as explained in (29), the proposed FL solution can be linked to weakly-supervised multiple

instance learning in order to solve binary and multi-class classification problems. In addition, it

presented accurate results without direct data exchange and its related intricacies, while likewise

maintaining differential privacy through randomized noise generation.

2.3 Frameworks

FL strategies help AI solutions on enriching data on the training dataset, generating more accurate

results by allowing multiple collaborators to build a robust machine learning model using a large

dataset. That is possible because there is no direct data sharing, as federated learning prioritizes

the privacy of patients’ data.

In the health field, for example, when new hospitals participate in this collaborative environ-

ment, they bring more data and more computational resources. Although, individual hospitals

which do not have a large dataset can benefit from the rich datasets without providing much data,

but at the same time, it can be a concern to big hospitals. There can be another challenge of eq-

uitable allocation, where a hospital may produce considerably more images than another, but the

diversity of its images may be low. Differences in images in terms of acquisition protocols and

labeling methodologies, coming from different devices, may contribute poorly or even negatively

to the central model as well.

Some open-source software solutions are available for secure bioscience collaboration based

on FL, as the ones presented in the following sections.
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2.3.1 OBiBa

According to the OBiBa website, OBiBa is an international project that offers an open source

software for epidemiological studies (30), and suites applications for studies built on a federated

database infrastructure. The software includes five main tools, which are:

• Collect with Onyx: web application to collect data in clinics or assessment centers and

manage interviews;

• Store and Document with Opal: central data repository for epidemiological studies;

• Analyze with R and DataSHIELD: uses Rock server application (Rest API) to provide sta-

tistical analysis services without accessing individual-level data;

• Publish with Mica: Mica is a web application which can be used to create web data portals

for epidemiological studies (30). This tool provides accessibility to query datasets stored in

Opal databases, search variable dictionaries and create study catalogs;

• Manage Users with Agate: central authentication server, which can be used for email noti-

fication services. This might help notify researchers of new data available for studies.

OBiBa infrastructure enables researchers to have access to patients’ medical information re-

lated to epidemiology, but does not allow access to personal data, such as patients’ address or

phone number. This infrastructure helps researchers to create studies or collect more data by re-

specting data privacy, and the process of enriching data improves the quality of the study, once

there is data diversity for models to learn from.

2.3.2 DataSHIELD

DataSHIELD is a free and open-source software developed for biomedicine, social science and

public health, which uses the OBiBa infrastructure. This analytical tool has been used to develop

projects in collaboration with health by impacting social effects, lifestyle and healthcare (31).

A large dataset contains images suitable for analyzing "remotely", but transferring them has

a high computational cost and also a risk for leakage once shared throughout the network. In

addition, as already mentioned, privacy data is crucial in the health sector because institutions deal

with ethical issues when dealing with patients’ data, where security and data confidentiality are

important factors to consider.

DataSHIELD is helpful for co-analysis of individual-level data from multiple studies or sources,

but not physically sharing them.

2.3.3 Virtual Pooling and Analysis of Research data

Virtual Pooling and Analysis of Research data (ViPAR), is a software platform that implements

database federation techniques. Researchers can analyze datasets located in different locations

across the globe remotely with a web-based environment. ViPAR is an open source technology,
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simple, powerful framework for centralized data management, and facilitates the sharing of re-

search data respecting the ethical and privacy issue (32). The tool facilitates the standard analyses

without accessing individual-level data, which is pre-configured for R, SAS and Stata program-

ming languages, and can be shared with other researchers.

Regarding comparison, Vipar pools site-specific raw data, while DataShield pools site-specific

statistics. In this way, DataShield can be considered a better tool in terms of collaborations since no

data leaves a particular site on any occasion, while ViPAR analysis data leave a data-contributing

site momentarily (32).

2.3.4 Data Safe Havens

According to Burton et al. (33), Data Safe Havens (DSHs) is a secure database for sensitive data

related to biomedicine, health and healthcare systems, accessible only by authorized users with

appropriate informatics systems and governance, who are working on projects and investigations

that enhance these fields.

In a secure and reliable environment for performing medical studies, DSHs provides access

to medical records, financial data, and other sensitive information. It follows compliance regu-

lations, respects data protection policies, and helps reduce the risk of data breaches and cyber-

attacks, which facilitates collaboration among researchers by accessing sensitive data in a secure

environment.

However, maintaining DSHs can be expensive once it often requires significant financial and

technical resources. DSHs can also restrict or limit access to specific types of data, resulting in

difficulties for researchers to have access to it. Researchers may also face difficulties regarding

inconsistent policies, where each environment may be under data protection policies that are dif-

ferent from others.

The concept of DSHs in AI is becoming increasingly important as AI systems become more

complex and integrated into everyday life.

2.4 Summary

There are several studies proposing different federated learning approaches for disease identifica-

tion and classification, going from small to higher complexity.

Most of the reviewed articles were published last year, which proves that researchers are inter-

ested in this field, and FL in medical imaging AI based solutions has the potential to inspire and

attract them to advance in this field. In addition, most authors use CNNs to extract features from

the input images and use pre-trained models which enables neural networks models to learn faster.

The authors have used different approaches, datasets, and architectures in building their FL

frameworks, but overall, MR images have led to better accuracy than CT and X-ray images, and

might be the reason for MR images have had more attention in the studied articles, once MR
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images are a better option than X-ray or CT images when specialists need to visualize soft tissues.

Likewise, there are several publicly available datasets of MR and X-ray images, but just a few with

CT images, and this difficulty of research should be addressed.

Histology images are another important type of medical imaging modality that affects clinical

decision-making, but there is a lack of FL solutions using this type of image, as demonstrated in

the presented literature search. In this way, there are opportunities and demands for those images

to be explored in a FL environment for the purpose of solving different problems.

The direct quantitative comparisons between models applied on different datasets are not suit-

able because each research has a different context and goal, e.g., detecting lung abnormalities in

COVID-19 patients, or binary classification to diagnose a brain tumor disease.

This chapter also presented a summary of free open sources for bioscience collaboration,

which aims to improve human health through science. OBiBa, DataSHIELD and Vipar encourage

collaborative learning by using federation principles and facilitating the research relationships. In

addition, Data Safe Havens can support researchers to store, analyze and work on confidential in-

dividuals’ data. These environments protect sensitive personal data, establish strict data protection

policies, and are accessible only by authorized personnel.

Data Safe Havens provide a secure and controlled environment for collecting and storing sen-

sitive data such as medical records, financial details, and personal information. It adheres to strict

ethical and legal guidelines, ensuring that AI systems do not violate user privacy, consent, or dis-

crimination; and facilitates such collaboration while maintaining data confidentiality and integrity.

From the current review, it can be realized that in the near future researchers, clinicians, and

hospitals might use more frequent applications that utilize FL to predict mortality, propose treat-

ments to start earlier improvement of patients’ care, and maintain the security of patients’ data.

Through its comprehensive review, this survey can be used as a reference for future explo-

rations in FL medical domain.



Chapter 3

Pneumonia

This chapter describes an overview of pneumonia, symptoms, and the global survival rate are

described in Section 3.1. The diagnosis exams applied to identify this disease are detailed in

Section 3.2. A summary of this chapter is presented in Section 3.3.

3.1 Overview

Pneumonia is a respiratory infection commonly caused by viruses, bacteria, fungi, or parasites af-

fecting millions of people worldwide. Considered a significant global contributor to mortality, this

aggressive disease, if not adequately treated, can result in illness and severe health complications.

The air sacs in one or both lungs get infected and inflamed. They are filled with fluid or pus

(purulent material), as shown in Figure 3.1, resulting in difficulty breathing by limiting oxygen

intake, chills, cough with phlegm or pus, and fever. The infections are generally spread by direct

contact with infected people, being more vulnerable in children and older people.

Figure 3.2 exemplifies chest X-rays from people diagnosed with bacterial and viral pneumonia,

in which it is possible to see the infected parts of the lungs and compare them to healthy lungs.

Figure 3.2: Example of chest X-ray images of (a) healthy lungs, (b) pneumonia bacterial, and (c)
pneumonia viral.

28
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Figure 3.1: Healthy air sacs versus air sacs inflamed in the lungs.

Bronchial pneumonia (known as bronchopneumonia or focal pneumonia) involves patches

throughout both lungs. It typically affects smaller areas of the lungs, such as one or more bronchi-

oles (the small airways that lead to the alveoli or air sacs in the lungs). Lobar pneumonia involves

larger sections of the lungs, usually one or more areas (lobes) of the lungs, and four different

phases pursue them:

• Congestion: occurs around 24 hours after developing lung infection and lasts about 24

hours. At this first stage, the common symptoms are fever, tiredness, chest pain, and con-

gestion (34).

• Red hepatization: happens around two to three days after the infection develops and usually

lasts between two to four days. At this second stage, it is common to have difficulties

breathing, the lungs are firm, and they may appear red because more red blood cells are

fighting against the disease (34).

• Grey Hepatization: occurs on days four to six of infection and endures for four to eight

days. The lungs appear grayish-brown or yellow because of the decomposition of red cells,

leading to a more fluid-like exudate (34).

• Resolution: this is the final recovery stage and occurs for 8 to 10 days when the immune

cells and enzymes fight the infection permitting air sacs to return to normal lung function.

More coughing and sputum production are expected as the lungs operate to release the

accumulated fluid and debris (34).

Additionally, pneumonia can be classified into various types, which are:
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• Atypical or Walking Pneumonia: considered as a mild form of pneumonia, Gereige and

Laufer (35) state that this type of pneumonia affects school-aged children and young adults,

caused by a bacteria called Mycoplasma pneumoniae, delivers minor symptoms that do not

disrupt regular activity.

• Community-Acquired Pneumonia (CAP): Brown (36) explains that it is an acute infection

that frequently requires hospitalization, and can also be referred to as a community-acquired

lung infection. The principal pathogens that cause CAP include influenza A, Streptococcus

pneumoniae, Chlamydophila pneumoniae, and Mycoplasma pneumoniae. The primary risk

factors associated with CAP are age, smoking and comorbidities. The incidence of CAP and

its typical complications, including the need for intensive care and complex parapneumonic

effusions, is on the rise.

• Nosocomial pneumonia or hospital-acquired pneumonia (HAP): Gereige and Laufer (35)

explain that it occurs 48 hours or more after hospital admission. People who live in chronic

care facilities, for example, are also vulnerable to acquiring this type of pneumonia due to

pre-existing or long-term illness.

Cases of pneumonia are present throughout the year, but they are more common during the

colder months in moderate climates without a specific cause. It is believed that the higher inci-

dence is due to the transmission of respiratory droplets from person to person, increased indoor

crowding, weakened mucociliary clearance, and the peak of viral infections, which can lead to

viral pneumonia with secondary bacterial pneumonia (35).

According to Unicef (37), pneumonia globally kills more newborns and children than any

other infectious disease. In 2019, pneumonia accounted for 14% of all deaths of children under 5

years old worldwide.

Unicef also states that lack of proper nutrition, indoor and outdoor air pollution, polluted drink-

ing water, and lack of sanitation and healthcare are the main reasons that contribute to mortality

due to childhood pneumonia. These factors are strongly associated with poverty (37).

Additionally, the WHO’s Global Health Estimates (38) report that lower respiratory infections

ranked 4th as a communicable disease causing death globally in 2019, and pneumonia falls within

this category, as shown in Figure 3.3.

The survival rate of pneumonia varies depending on several factors such as age, health condi-

tion, type of pneumonia, and promptness of treatment. According to the World Health Organiza-

tion (39), the average mortality rate for CAP is between 3-6%, while the mortality rate for HAP

is higher at 20-50%. In general, younger individuals with no underlying health conditions have a

better chance of survival compared to elderly individuals with pre-existing health issues.

Proper treatment and supportive care, which depend on the underlying cause, severity, and in-

dividual factors, can significantly improve the chances of recovery and survival. Antibiotics may

be prescribed for bacterial pneumonia, antiviral medicine for viral pneumonia, antifungal medi-

cation for fungal pneumonia, and specific medications to kill parasites for parasitic pneumonia.
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Figure 3.3: Leading causes of death globally (adapted from WHO’s Global Health Estimates,
2020), (38).

Additionally, recovery requires plenty of rest, avoiding smoking, staying hydrated by drinking

fluids, and controlling fever with prescribed medication.

3.2 Diagnosis exams

Several tests are usually performed to diagnose pneumonia, including blood tests, chest X-rays,

pulse oximetry, and sputum tests. Further detailed testing, such as CT scans and pleural fluid

culture, may be necessary for patients older than 65 years or those with serious symptoms or

health conditions.

Considered one of the best methods for pneumonia detection, chest X-ray images are the

primary test used for diagnosing this disease (40) because they can help doctors and radiologists

to understand the extension and location of the infection by promoting the view of the lungs, heart,

and blood vessels.

X-rays use electromagnetic waves to create images of the inside of the human body. In a chest

X-ray of a healthy person, the radiation cannot pass through dense tissue and bone, resulting in

white areas on the image. Softer tissues, like the lungs, can be seen as darker areas in the image.

To diagnose pneumonia, the infected tissue shows denser areas appearing as white spots in the

darker background of the lungs. Depending on how big these spots are, radiologists and doctors

can determine how severe the infection is.

Although, analyzing chest X-rays images is a challenge for radiologists due to the workload,

pressure on analyzing higher volumes of images, the complexity of cases, and similarity to other

pulmonary diseases, which requires them to do more studies in a short period. Even though
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professionals in the health area are well trained, they are prone to making mistakes, and the lack

of information or spending much time examining images is crucial to define a proper treatment to

avoid the growth and spread of pneumonia.

In complex cases when chest X-rays are not sufficient to ensure the pneumonia diagnosis, a

CT scan, for example, is a powerful test used to obtain a detailed image of the lungs and airway

(trachea and bronchi), once it takes pictures from different angles and puts them together in a three

dimensional (3D) image.

To facilitate and improve the disease diagnosis process, AI solutions have been continuously

more popular lately (41), (42).

3.3 Summary

Pneumonia is a dangerous lung infection, and determining whether a patient has this condition is

critical in making treatment decisions. It can range in severity from mild to life-threatening, but

early diagnosis can prevent complications and help for a faster recovery.

Several diagnostic exams can be used to diagnose pneumonia, including physical examination,

chest X-rays, blood tests, sputum tests, and pulse oximetry. Although, chest X-rays are the most

frequently used method in diagnosing pneumonia.

The treatment may vary depending on the severity and underlying causes of the disease, but it

often involves antibiotics, antivirals, and supportive care such as oxygen therapy and fluids.

There are different types of pneumonia, including community-acquired pneumonia (CAP),

hospital-acquired pneumonia (HAP), and walking pneumonia. CAP is the most common type

acquired outside of the hospital setting. In contrast, HAP is received during a hospital stay or in a

healthcare facility, and walking pneumonia (or atypical pneumonia) is a milder form of the disease

caused by certain bacteria, such as Mycoplasma pneumoniae.

Preventive measures, such as vaccines and good hygiene practices, can help reduce the risk of

acquiring and spreading pneumonia. It is essential to seek prompt medical attention if experiencing

symptoms such as fever, cough, chest pain, difficulty breathing, or fatigue, as untreated pneumonia

can lead to severe complications or death.

In the context of infectious diseases, pneumonia is the top causing death in newborns and

children. Exposure to certain environmental factors, such as pollution, toxic fumes, and chemicals,

can increase the risk of developing pneumonia. Additionally, weakened immune systems (aged

adults and young children are more vulnerable), chronic lung diseases, and smoking are also the

main reasons why pneumonia can be developed.

Early detection and accurate diagnosis of pneumonia are crucial for effective treatment and

management of the disease. To address it, machine learning-based approaches have emerged as

powerful tools for improving pneumonia diagnosis with high accuracy and speed.
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Dataset and Framework

In this chapter, Section 4.1 provides an introduction to the problem that needs to be addressed and

the specific type of medical imaging that will be utilized in a FL framework to facilitate problem-

solving. Section 4.2 details the selected dataset. Section 4.3 presents CNN architectures used for

chest X-ray imaging classification. Finally, Section 4.4 describes the framework applied in this

research work.

4.1 Introduction

A computerized AI-assisted program was developed to identify pneumonia using chest X-ray im-

ages, which is expected to improve patient care through early disease detection and consequently

limit the spread of the disease. In order to enhance the diagnosis, the solution aims to support

radiologists and doctors in their decision-making process by extracting faster and more accurate

results.

In this context, a chest X-ray imaging dataset was used in the proposed solution. The FL

environment utilizes Flower as a framework for the development of a comprehensive classification

model to identify patients as having pneumonia or not.

4.2 Dataset

As introduced, this research aims to build a federated learning approach over a supervised classi-

fication task to predict pneumonia based on chest X-ray images. Therefore, it was used a dataset

(43) composed of chest X-ray images from pediatric patients from one to five years of age at the

Guangzhou Women and Children’s Medical Center.

The chest X-ray images were taken from routine clinical care, and according to Kermany et al.

(44), all images went through a quality control process. Firstly, low-quality or unreadable scans

were discarded. Secondly, two expert physicians analyzed and classified them for training in an

AI system. Lastly, a third expert evaluated the images to look for any classifying errors.

33
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As shown in Table 4.1, the dataset is divided into sets of training and testing, and each one is

organized by two subsets of chest X-ray images: NORMAL and PNEUMONIA, where pneumonia

images consist of both bacterial and viral pneumonia. In addition, all images are .jpeg format and

there is no standardization in their sizes.

Table 4.1: Description of the selected dataset.

Training Testing
PNEUMONIA 3.875 390
NORMAL 1.341 234
Total 5.216 624

Having two categories in the dataset, normal and pneumonia, is the basic requirement for a

binary classification problem. The machine learning model is trained on such labeled data to

understand and distinguish the common features that those categories have. Then, the testing

images are used to test the model, meaning that the model has never seen those new images before

but should be able to comprehend if they contain features that classify them as having pneumonia

or not based on what was learned.

Figure 4.1 shows samples of normal and pneumonia chest X-ray images from the selected

dataset.

Figure 4.1: Samples of the selected dataset.

4.2.1 Data Augmentation

Data Augmentation is a technique used to create synthetic images based on original ones by ap-

plying modifications to them, for instance, geometric or color modifications.

This technique is used to increase the number of images in the dataset, especially when the

dataset is small, which is the case of the selected dataset. In this way, the dataset gets enriched

randomly by new images similar to the original ones, and the model is able to learn and extract

new features, improving the model’s performance and preventing overfitting.
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The chest X-ray imaging dataset is considered small and not balanced (training represents

89.3% and testing represents 10.7% of the entire dataset). As a consequence, the applied model

would not learn different and complex features with a few images, especially in a FL environment

where the learned model is disseminated to the edge models. In order to have a larger dataset,

it was applied data augmentation techniques in the entire dataset, as described in Table 4.2. The

output images keep three channels of colors since they need to match the number of channels of

the images used in the pre-trained models.

Table 4.2: Performed data augmentation techniques.

Technique Setting

Resize 224x224x3
Normalization mean and std of 0.5 for each RGB channel

Horizontal shift 0.15
Rotation 20

Figure 4.2: Resulting images from various data augmentation techniques.

It was considered the whole image as the region of interest (ROI), once the images do not have

a standard picture frame and applying cropping might lose the most significant information from

them.

After the raw chest X-ray images are processed in data augmentation procedures, the dataset

is prepared and ready to be used in CNNs.

4.3 CNNs

A Convolutional Neural Network (CNN) is a type of deep neural network that is commonly used

for image recognition and computer vision tasks. It is designed to analyze and process visual data

in the form of images or videos. The network consists of a series of convolutional layers and pool-

ing layers that extract features from the input images. These extracted features are passed through

one or more fully connected layers to classify the input image. The trainable parameters of the

network are tuned using a backpropagation algorithm to minimize the error between predicted and

actual output. CNNs have been successful in a wide range of tasks including image classification,

object detection, facial recognition, and natural language processing (45).
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Pre-trained algorithms in CNNs, or Convolutional Neural Networks, encompass pre-trained

models that have already learned from vast datasets, primarily for image classification tasks. These

models significantly facilitate the recognition and classification of images. As a starting point, they

possess meaningful features acquired from popular image datasets such as ImageNet, CIFAR-10,

COCO, or Pascal VOC. In terms of architecture, pre-trained CNNs consist of a series of convolu-

tional and pooling layers that extract relevant features and subsequent fully connected layers that

contribute to efficient image recognition and classification. Apart from image classification, pre-

trained CNNs find applications in transfer learning, object detection, and even in natural language

processing tasks like sentiment analysis.

Pre-trained algorithms enable developers to use transfer learning, a technique where the pre-

trained model is used as the initialization for the new task. Transfer learning allows for much

faster training, as the network has already learned many features for image classification, reducing

the need to start from scratch. Pre-trained models can be fine-tuned on the target dataset to further

improve classification accuracy and performance.

Common pre-trained CNN models include VGG, ResNet, DenseNet, Inception, and Mo-

bileNet. These models can be imported and used in popular deep-learning frameworks like Tensor-

Flow and PyTorch. Overall, pre-trained CNN models are a crucial component of the deep learning

toolkit, allowing developers to accelerate their machine learning projects and produce accurate

results.

Three different pre-trained algorithms were applied in this work for transfer learning: VGG-

16, ResNet-18 and Resnet-50, which load weights and biases from a dataset of over 14 million

images belonging to 1000 classes, called ImageNet dataset (46). Based on the state-of-art of this

research work, as seen in Tables 2.10, 2.11 and 2.12, most studies on chest X-ray images apply

those three architectures, which is a motivation for using them in the proposed methodology.

These pre-trained models are considered simple and applicable for solving deep learning prob-

lems, such as the classification of pneumonia or not through chest X-ray images.

The concepts of Visual Geometry Group-16 (VGG-16) (47) from the CNN are comprised of a

network that features 16 layers. It uses only 3×3 convolutional layers stacked on top of each other

in increasing depth, reduces volume size with max pooling, and uses two fully-connected layers.

Two ResNet models using both 18 and 50 layers were applied in this work since it skips

connections to avoid vanishing and exploding gradients. It also holds 3 channels as input and

makes use of global average pooling to help optimize the model (48).

Figure 4.3 details how a CNN architecture can be organized.
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Figure 4.3: Example of a CNN architecture.

Certain parameter adjustments must be established to train the network in order to achieve

the best or desired performance for pneumonia diagnosis. Table 4.3 details the hyper-parameters

used for fine-tuning, where each architecture used the same fine-tuning settings for performance

comparison purposes.

The neural network was compiled on top of the optimizer Stochastic Gradient Descent (SGD).

As explained by Wilson et al. (49), SGD has a higher abstraction compared to adaptive optimizers,

which are for example Adagrad, Adadelta, and Adam. Furthermore, BCEWithLogitsLoss was

used as a loss function, combining a Sigmoid layer and the BCELoss in one single prediction

class.

Table 4.3: Hyper-parameters used for fine-tuning.

Architecture Image Size Epochs Optimizer Learning Rate

VGG-16
ResNet-18 224 x 224 10 Stochastic Gradient Descent 0.001
ResNet-50

4.4 Frameworks

Implementing federated learning using Python language is possible through frameworks. Accord-

ing to Braungardt (50), a recent survey from January of 2023, stated that the most used open-source

software for federated learning are the following:

• NVIDIA Federated Learning Application Runtime Environment (NVFlare): it is a FL frame-

work developed by NVIDIA that supports efficient communication and coordination among

participating devices. It enables privacy-preserving machine learning by allowing data to

remain on local devices while training models on a central server. This framework is fast

and scalable for large-scale federated learning, and supports various deep learning frame-

works including TensorFlow and PyTorch. The cons of NVFlare framework are the limited

documentation and lack of community support and requires expertise in GPU programming

(51).
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• Federated AI Technology Encapsulation (FATE): it is an open-source federated learning

framework developed by WeBank that provides a secure computing environment for cross-

institutional collaborative machine learning tasks. It includes several privacy-preserving

technologies, such as homomorphic encryption and differential privacy. The pros con-

sist of providing a complete end-to-end solution for federated learning, including privacy-

preserving techniques, and supporting multiple machine learning algorithms and frame-

works. The cons include a steep learning curve due to its complexity, limited documenta-

tion, and lack of community support (52).

• Flower: it is a lightweight Python library for building federated learning models. It provides

a simple API for writing federated algorithms and integrating them with popular machine-

learning libraries such as TensorFlow, PyTorch, and Keras. It is a great framework to get

started with if developers are new to federated learning, as detailed in Section 4.4.1. The

pros include simple and flexible API for federated learning, provides privacy-preserving

techniques such as differential privacy. The Flower community is growing quickly and

contains good documentation for beginners. It supports PyTorch, TensorFlow, Pandas, and

Scikitlearn, among other libraries in Python (53). Although, FL is challenging to implement

realistically, both in terms of magnitude and diversity of systems.

• PySyft: it is a Python library that allows you to write federated learning algorithms for

distributed machine learning. It is an open-source project developed by OpenMined and

is gaining popularity in the federated learning community. The pros consist of providing

a high-level API for federated learning, and it supports different privacy-preserving tech-

niques such as differential privacy and homomorphic encryption. The cons are composed of

limited scalability for large-scale federated learning, plus, it requires expertise in PyTorch

or TensorFlow (54).

• IBM FL Community Edition: it is a FL platform developed by IBM that enables privacy-

preserving training of AI models across multiple devices and data centers. It includes a

toolkit for developing and deploying distributed machine learning models using Tensor-

Flow and PyTorch. As an advantage, it provides a good balance between ease of use and

sophisticated features and supports multiple machine learning frameworks. As a disadvan-

tage, it has limited scalability for large-scale federated learning, and limited documentation

and lack of community support (55).

• OpenFL: it is an open-source federated learning framework developed by LF AI & Data that

aims to simplify the deployment and management of federated learning systems. It includes

tools for data partitioning, model aggregation, and client selection. OpenFL supports var-

ious machine learning frameworks, and provides privacy-preserving techniques including

differential privacy. On the other side, it presents limited scalability for large-scale feder-

ated learning, limited documentation and lack of community support (56).
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• TensorFlow Federated (TFF): it is an open-source framework developed by Google that

allows running machine learning models using federated learning. It is mainly used for

scalable and privacy-preserving collaborative machine learning. Tensorflow Federated can

be used to build customized federated learning models in Python. Because it was developed

by Google, there is strong community support and supports both TensorFlow and Keras

packages in Python. Although, it presents limited scalability for very large-scale federated

learning, and limited support for privacy-preserving techniques (57).

• Federated Learning Library (FedML): it is an open-source federated learning toolkit devel-

oped by Tencent that provides a set of reusable modules for building and evaluating feder-

ated learning systems. It includes algorithms for federated learning, as well as evaluation

metrics and visualization tools. Also, it supports various machine learning frameworks and

algorithms, and provides privacy-preserving techniques including differential privacy and

secure aggregation. Although, it presents limited scalability for very large-scale federated

learning, limited documentation and lack of community support as well (58).

Considering the main functionalities of a FL framework, such as client-side training, server-

side aggregation and communication, the FL framework chosen for this work is called Flower, a

Friendly Federated Learning Framework (53) that facilities the execution of large-scale FL exper-

iments and contemplates heterogeneous edge devices.

Another motivation for using Flower is that it provides good documentation for beginners (59),

which contains beneficial working examples as a starting point for creating a federated learning

system.

4.4.1 Friendly Federated Learning Framework

Flower has the ability to run experiments between simulation and real-world devices by shift-

ing or mixing those scenarios, which is handy for exploring each individual area, facilitating the

simulation of a realistic federated learning environment using those elements.

Another strength of Flower is its capacity to use different ML frameworks. Multi-framework

workloads accommodate updates from multiple clients with various ML frameworks, having an

updated and integrated environment.

Beutel et al. (53) developed the Flower framework architecture organized in three main goals,

which are:

• Core Framework Architecture: the global computations happen on the global server, then

the learning is distributed over the available clients. The local computations happen on the

client’s side once they have access to the actual data, which is used to train or evaluate model

parameters.

The core framework architecture is composed of Edge Client Engine and Virtual Client

Engine. Edge clients carry out the real edge devices and communicate with the server over

Remote Procedure Call (RPC).
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Virtual clients load models and data into memory only if the client is selected for training

or evaluation; thus, inactive clients make the consumption of resources reduce dramatically

close to zero. On one hand, Edge clients operate on tangible edge devices and utilize RPC

to communicate with the server. On the other hand, Virtual clients are extremely resource-

efficient while inactive, only loading data and models into memory when it is needed for

training or evaluation.

RPC is a widely used technology in distributed computing and is commonly used in client-

server systems, where clients request a server to execute a particular task or process. In

simple terms, it is a process by which a computer program can execute code on a remote

computer or server as if it were running on the local machine without having to know the

details of its underlying network or communication technology.

Figure 4.4 exemplifies the Flower core framework architecture with both Edge Client Engine

and Virtual Client Engine.

Figure 4.4: Flower core framework architecture with both Edge Client Engine and Virtual Client
Engine (adapted from Beutel et al., 2020), (53).

Once the local models are trained, the global model takes the average of the local model

parameters by applying FL algorithms such as FedAvg (6), so the global model gets up-

dated. Besides the FedAvg, Flower also provides implementation of both SecAgg (60) and

SecAgg+ (61) protocols.

Three components build the Server side: The server ClientManager, the Strategy that can be

user-customizable, and the FL loop.
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The ClientManager provides sample clients to the server components and manages a set of

ClientProxy objects. Each object represents a single client connected to the server. The

actual client communicates with the server by sending and receiving Flower Protocol mes-

sages through those components.

The FL loop coordinates the entire learning process, but the Strategy is the component that

decides how to proceed. In addition, the connections, errors, and client life cycle are all

managed by the framework.

• Virtual Client Engine

The Virtual Client Enginee (VCE) is a tool for virtualizing Flower Clients, which maximizes

the utilization of the available hardware.

This component is responsible for scheduling jobs, initializing and running services of

Flower Clients and Flower Server, avoiding unnecessary resource hardware, and re-configuring

setups, such as GPU (single or multi-node) or desktop machine.

VCE enables the Flower framework to use computational resources more robustly, improv-

ing the usage of computational resources to run FL workloads on a large scale.

• Edge Client Engine

Flower is an open-source framework, and it was designed to be device agnostic, which

means that it can have new connected computing components without requiring any specific

adaptations. With that, this framework provides a low-level integration, offering the Flower

Protocol to exchange messages on the client side.

Flower provides a customizable, understandable, extendable, and framework-agnostic for build-

ing federated learning systems. Besides the federated learning approach, Flower also presents fed-

erated evaluation and federated analytics unified in this framework, assisting the data analysis and

evaluation of the model on the data.

Section 5.4 details how the Flower framework was used in the research.

4.5 Tools

The implementation of a federated learning system for this research work used Flower and Py-

Torch as Frameworks, coded in Python as programming languages.

The execution was carried out on Google Colaboratory (Google Colab) (62), which is a web-

based environment for creating, storing, and accessing scripts coded in Python in a cloud-based

storage service called Google Drive, which was also utilized for storing the acquired chest X-ray

images.

Google Colab is commonly used for data science, machine learning, and deep learning tasks

because it offers free access to computing resources such as CPUs, GPUs, and TPUs and facilitates

easy collaboration and sharing with others.
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To simulate a FL environment, the free version of Google Colab did not have the required

computational resources to run the code. To solve this limitation, it was used a paid upgrade

version of Google Colab, called Google Colab Pro, that offers faster GPUs and additional RAM

to save computing time while computing the code.

Python is an interpreted high-level programming language used widely in data science, ma-

chine learning, and other scientific computing tasks due to its simplicity, readability, and many

libraries and tools. It is commonly used for tasks such as data cleaning, data manipulation, model

training and evaluation; plus, it has a large community of developers and users contributing to its

open-source libraries and tools.

Pytorch is a framework based on Python and provides a simple and intuitive interface for build-

ing and training neural networks. It includes a series of powerful libraries for handling complex

data structures and creating efficient data pipelines. PyTorch also supports distributed computing,

which allows developers to train their models on multiple GPUs or across multiple nodes in a

cluster.

The experimental results have been implemented using Python 3.10.0, Flower 1.4, PyTorch

2.0, and CUDA used to build PyTorch: 11.8. The specifications of the computer are Core i5 10th

generation, Intel(R) UHD Graphics and 8GB Ram.

4.6 Summary

The supervised learning approach built in a FL environment used the Guangzhou Women and

Children’s Medical Center pneumonia dataset. It had its images transformed by the data augmen-

tation technique, which is used in machine learning to increase the amount of data by generating

new, slightly different versions of existing data.

In addition, the imaging dataset had its features extracted through pre-trained CNN models:

VGG-16, Resnet-18, and Resnet-50, where CNNs are deep learning algorithms commonly used

for image recognition tasks due to their ability to extract features from images and build complex

models.

Currently, several free and open-source frameworks can be embedded in Python language to

develop FL solutions, but the proposed research selected Flower as a federated learning frame-

work, which is an open-source platform for building and running distributed machine learning

systems. It enables individuals and organizations to collaborate on training machine learning

models without sharing the underlying data, thereby preserving user privacy.

Tools such as Google Colab and Python are commonly used to run codes for implementations

of data science and machine learning solutions. Although, it is significant to highlight that train-

ing models and sharing them among clients in a FL environment using Google Colab might be

computationally expensive.

To facilitate the system development using Python, the Pytorch framework was used together

for supporting distributed computing. Once this framework was designed to be flexible, it is

suitable for researchers and scientists who need to rapidly prototype new neural network models.
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Defining the dataset, data augmentation techniques (if required), frameworks, programming

language, and additional tools are essential components to support the development of computer-

aided diagnosis solutions. In this way, they can provide the necessary elements and infrastructure

for the developer or data science engineer to build a FL solution.



Chapter 5

Implementation and Results

In this chapter, firstly, Section 5.1 introduces the content presented in this chapter. Secondly,

Section 5.2 explains the methodology used to create a federated learning environment to iden-

tify pneumonia in chest X-ray images. Thirdly, Section 5.3 details the metrics used to evaluate

the models’ performance. Then, Section 5.4 explains the framework used in this research work.

Section 5.5 describes the results obtained from the experiments in this work. Lastly, Section 5.6

discusses the results and a chapter summary.

5.1 Introduction

Developing and implementing a solution based on federated learning to support medical diagnosis

requires defining the techniques, restrictions, and procedures for conducting the defined experi-

ments. Based on that, it is possible to explore how the solution behaves, understand its outcomes

and perform adjustments.

Having that in mind, this chapter provides meticulous details of each step involved during the

project development. Moreover, the analysis of the results obtained from the developed solution

is comprehensively examined to achieve effective and reliable diagnosis resolution to enhance

clinical decision-making for the proposed use case.

5.2 Methodology

5.2.1 Cross-silo

To build a federated learning system, the experiments performed in this work include simulating

different data coming from various institutions working together to train the classification models.

As only one dataset was utilized in this experiment, a specific setting in federated learning

called "cross-silo" (63) was employed. This setting entailed dividing the primary dataset into

multiple partitions to mimic diverse datasets from various organizations. Therefore, each parti-

tion contained information from a distinct entity. The federated learning environment would be

connected to various organizations with their own data in the real world.

44
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The FL environment was simulated as having eight clients, where each client is represented

by an institution connected to the federated learning server. Thus the central model is trained over

these eight organizations.

Each client has its own training (90%) and validation (10%) data, meaning that the original

5.216 training images were split into eight clients containing 586 images for training and 66 im-

ages for validation.

A single test set (not split) containing the original 624 images was used to evaluate each

organization’s network with its own data.

5.2.2 Batch size

DataLoader in PyTorch is a data loading utility used to load data from a dataset and create mini-

batches for training. It is used to simplify the data loading process and allows for efficient and

effective training of machine learning models.

This data loading utility was used to create the training, validation, and testing DataLoaders.

For that, it was required to specify the number of samples in each minibatch for the neural network.

The batch size is a significant hyperparameter that affects how the model is trained and the

computation resources required to train a neural network. It determines how many samples are

processed at one time in a single forward and backward pass through the network.

The larger the batch size, the faster the training process, but it also requires more memory. On

the other hand, by using a smaller batch size, the network is updated more frequently with smaller

gradient steps, which can lead to a more accurate model. However, smaller batch sizes can also

result in slower convergence and noisy updates, especially if the data has a high variance.

In this particular case, a batch size of 16 was chosen because it strikes a balance between

efficiency and model performance by allowing a reasonable number of iterations in each epoch,

which helps reduce the variance in estimating the gradients.

Ultimately, the data shuffling feature was applied to the training DataLoader to reduce bias

during training, in which the data is randomly shuffled after each epoch.

5.2.3 Server-side evaluation

The method used to evaluate federated learning for a chest X-ray classification scenario is server-

side evaluation. In server-side evaluation, the model is trained on data from multiple clients in

a distributed manner, and the aggregated model is evaluated on a held-out test set. This method

ensures that the model is evaluated on a representative sample of data from all clients, rather than

just the data from a single client in a client-side evaluation.

This approach is often used when there are privacy concerns and the clients want to keep their

data locally. Although, server-side evaluation requires significant computational resources on the

central server, which can cause performance issues.

In terms of data privacy and security, evaluation on the server-side means that sensitive data

is not exposed or transmitted to the client side, reducing the risk of data breaches and theft. With
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server-side evaluation, only the necessary results or information are sent to the client side, reduc-

ing the amount of data that needs to be transmitted and eliminating the need to store sensitive

information on the client side. Additionally, security features such as encryption and authenti-

cation can be implemented on the server side to ensure that data is protected from unauthorized

access.

Overall, server-side evaluation provides a more secure and privacy-conscious way of handling

data, making it a preferred solution for applications dealing with sensitive information, such as

chest X-ray images.

5.3 Metrics

All the experiments were assessed using the test dataset once the model was trained. Their efficacy

was evaluated using metrics such as accuracy and F1-score.

In the following definitions and equations, when distinguishing between healthy and pneumo-

nia patients, T P represents the number of normal images properly recognized as normal (healthy),

T N means the number of pneumonia images correctly identified as pneumonia, FP stands for the

number of pneumonia images inaccurately recognized as normal, and FN refers to the number of

normal images wrongly recognized as pneumonia.

• Accuracy: It represents how the ML model is classified correctly.

Accuracy =
T P+T N

T P+T N +FP+FN
(5.1)

• F1: It is defined as the harmonic mean of precision and recall. Precision represents how

accurate the model is respecting to which were predicted positive. The recall represents the

number of actual positives the model was capable of capturing by labeling it as positive (true

positive).

F1 =
2∗Precision∗Recall

Precision+Recall
=

2∗T P
2∗T P+FP+FN

(5.2)

In pneumonia detection, it is essential to reduce the occurrence of False Negatives, as it can

lead to various medical implications when the forecast suggests a healthy lung, but in reality,

it is pneumonia. Those medical implications may hinder the initiation of proper treatment and

protocols in a timely manner.

5.4 Federated Learning with Flower

In federated learning, the central server transmits the global model parameters to individual clients,

which then modify their local models accordingly. These local models are trained using the client’s

own data, resulting in local adjustments to the model parameters. The client then transmits the

updated model parameters back to the server, or, in an alternate approach, only the gradients are

sent back rather than the complete set of parameters (64).
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The experiment replicated a federated learning system with eight clients on a single machine,

applying the virtual client engine. It implies that the resources such as CPU, GPU, and memory

need to be shared among the server and all eight clients. However, running eight instances of

FlowerClient in memory on a single machine can quickly exhaust the available memory resources,

even if only a subset of these clients participate in a single round of federated learning. Therefore,

Flower provides unique simulation features that create instances of FlowerClient only when the

need arises for either training or evaluations, allowing Flower to create clients when required. That

facilitates the creation of a FlowerClient instance that performs fit or evaluation roles for a given

client ID, where each client ID loads distinct local data partitions for diverse clients.

5.4.1 Strategy

The strategy applied in this research work is a built-in strategy of Flower called Federated Aver-

aging (FedAvg).

FedAvg is a basic algorithm for federated learning that uses simple averaging of the local client

models to update the global model. In FedAvg, each client trains a local model on its own data,

then sends the local model weights to the server, where they are averaged to obtain a global model.

In addition, FedAvg works well when the datasets of the clients are similar in distribution

because it assumes that the clients’ datasets are independent and identically distributed. On the

other hand, if the datasets are not similar in distribution, the model may become overfit to certain

clients’ data, resulting in poor generalization performance.

The strategy had the following parameters customized on the initialization:

• Sample 30% of available clients for training;

• Sample 30% of available clients for evaluation;

• Minimum of 3 clients available for training;

• Minimum of 3 clients available for evaluation;

• Minimum of all 8 clients available in the system.

The simulation starts by retrieving the pre-trained model parameters, either VGG-16, Restnet-

18, or Restnet-50, and using them to create an instance of the model, which are the initial parame-

ters for the global model. Therefore, Flower ensures that customized parameters for global model

initialization are valid by randomly selecting two clients (30% of available clients) to train the

model.

The server obtains the updated model parameters from the clients and delivers them to the

FedAvg strategy for consolidation. The strategy combines the updates to produce the new global

model, which is then utilized in the next round of federated training.
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5.5 Results

5.5.1 Training the model before FL

Firstly, in order to evaluate the network performance before implementing FL, the model was

trained on the dataset of one of our organizations, selected randomly and not in a distributed

learning.

Conducting a 10-epoch training of the CNN model using our pneumonia split has led to a test

set accuracy of roughly between 73% and 77% in all architectures, but the VGG-16 has shown

the best result, as presented in Table 5.1. Even though those accuracies are high, they may be

examined carefully, once the dataset is not class-balanced, meaning that each class of the dataset

does not have the same number of samples. Nevertheless, real-world datasets are heavily class-

imbalanced, and the purpose of this research work is to preserve the unbalanced dataset to mimic

a dataset used in the real world.

The main objective of training those models before applying FL is establishing a rudimentary

centralized training process laying the foundation for the upcoming federated learning process.

Table 5.1: Testing Accuracy, Loss, and F1-score of different architectures.

Architecture Accuracy F1-Score Loss

VGG-16 77.24% 0.842 0.593
ResNet-18 75.96% 0.835 0.504
ResNet-50 73.23% 0.821 0.486

To evaluate the scores, confusion matrices were generated for all architectures represented in

Figure 5.1, allowing the assessment of model efficacy through the calculation of true positives, true

negatives, false positives, and false negatives. Precision and recall have an inverse relationship,

where increasing recall results in decreasing precision, and vice versa.

The confusion matrices show false negatives greater than false positives, which means that

the model is more prone to incorrectly detecting positive cases as negative (false negatives) than

incorrectly detecting negative cases as positive (false positives).

By analyzing Figure 5.1, it is possible to see that all three models have classified mostly cor-

rectly the pneumonia images, but mostly wrongly the normal images, resulting from an imbalanced

dataset with more pneumonia images than normal images.

In medical contexts, it is critical to identify all patients with a given condition requiring maxi-

mized recall; however, a low recall may be acceptable if the cost of follow-up medical examination

is not high. Hence, the F1-score provides an optimal balance between precision and recall.

In Figure 5.2, it is possible to see the training and validation curves obtained while training the

models along 10 ten epochs. The training accuracy for all the models exceeded 90%, the training

loss for all the models is below 0.58, and the training f1-score for all the models is below 0.96.

Having in mind that the tested epochs are from 0 (zero) to 10, the accuracy graphs show that

for all models the training plot is increasing mostly until epoch number 8, then it starts having
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Figure 5.1: Classification matrix for (a) VGG-16, (b) Resnet-18 and (c) Resnet-50.

a constant trend until epoch number 10. Although, in Resnet-50 the training accuracy starts de-

creasing in epoch 8. For the validation accuracy, for all models, the metric reaches above 95%

increasing from the start until epoch 7, then starts decreasing. In this way, training and validation

accuracy follows a similar trend. Once the training and validation accuracy increase along the

epochs, it indicates that the model is learning from the data and improving its performance.

In the F1-score graphs, the training plot increases until epoch 6 for VGG-16 and Resnet-18,

but for Resnet-50 it increases until epoch 8. For the validation, all of them start decreasing when

they reach epoch 7. The training and validation F1-score increase along the epochs, meaning that

the model finds relevant patterns in the data and generalizes well to unseen data.

In the loss graphs, all models reach a validation loss close to 0.1 at the end of the training,

starting to decrease since epoch zero. The train losses have a similar trend and stay below 0.2 for

Resnet-18 and Resnet-50 after epoch 8. Although, for VGG-16, the training loss stays between

0.1 and 0.2 starting on epoch 6.

A sign that the model is acquiring knowledge is evident in the loss graphs, where the training

and validation losses are diminishing.

Once the train loss and validation loss decrease along the epochs, it means that the model is

improving and becoming more accurate. The training loss represents the error between the pre-

dicted output and the actual output during the training of the model. The validation loss represents

the error between the predicted output and the actual output on validation data that the model has

not seen before. If both losses decrease, it means that the model is generalizing well and is not

overfitting to the training data. This is a desirable outcome for any machine learning model as it

means that it can accurately predict new data that the model has not seen before.

However, it is important to note that increasing the accuracy and F1-score on the training

and validation sets does not guarantee good performance on the test set or in the real world. It

is necessary to evaluate the model on new, unseen data to ensure that it can generalize well and
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perform accurately in real-world scenarios.

Figure 5.2: Training and validation curves for different architectures over one randomly organiza-
tion for 10 epochs, (a) Accuracy, (b) F1-score and (c) Loss.

The experiments proposed in the research presented high computational cost due to an imbal-

anced dataset, a common limitation experimented in study (27) as well, detailed in Table 2.12,

which makes use of the same dataset as this study.

The run experiments took around 3-4 hours to train each model on 5 epochs in the simulated

FL system, which is considered an elevated time if this solution would be considered to be used

in the real world. With that, various factors can cause the high computational costs of running a

federated learning environment, including:

• Communication: Federated learning requires frequent communication between the client

devices and the central server. This communication involves sending updates and receiving

the updated model parameters. The transmission of these parameters and data requires

significant computational power and bandwidth.
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• Data Heterogeneity: In a federated learning environment, the data used for training comes

from different sources. This diversity makes it difficult to harmonize the data and construct

an efficient model.

• Security: Federated learning requires that client devices upload their updates to a central

server, which may raise privacy and security concerns. Federated learning algorithms must

therefore take measures to secure the data and protect the privacy of the clients. In terms of

impartiality, certain circumstances in federated learning might promote prejudice towards a

few parties, for example, the devices carrying the most regular model patterns.

Another security challenge is that becoming distributed in federated learning enhances the

probability of facing various attacks (e.g. model poisoning). Regular defense systems are

hardly adequate in federated learning and additionally require specialized approaches to be

made and tried.

• Resource Constraints: Federated learning models are often trained on mobile or IoT devices

with limited resources. These limited computational resources can make it challenging to

train complex models or process large amounts of data.

• Federated Learning Architecture: The architecture of federated learning systems can also

contribute to high computational costs. The central server must process and transmit data

from multiple client devices, which requires significant computational power and band-

width.

• Model Complexity: Federated learning must manage the trade-off between model complex-

ity and communication efficiency. Complex models require more computation power to

train and more data to process, which increases the computational costs of the entire system

Overall, high computational costs are a tradeoff for the benefits of federated learning, which

include improved privacy and scalability.

5.5.2 Training the model with FL

In the run experiments, the FedAvg strategy is applied, meaning that in each training round, the

average of the clients’ weights is transferred to the global model, as detailed in Section 5.4.1.

For that, it is simulated 5 rounds of training in the FL system using the FedAvg strategy. Once

the evaluation of the aggregated model parameters happens on the server side, it is possible to see

how the global model behaves in each CNN architecture, as shown in Tables 5.2, 5.3 and 5.4.

Applying the VGG-16 architecture, Table 5.2 shows that the first accuracy was 55.38%, then

it increased and remained at 78.46% for the next 4 rounds. Even though the accuracy remains the

same, the metrics F1-score has an oscillation from rounds 2 to 5.

The loss metrics illustrate how poorly the model performs. In the run experiments, this metric

remains at 0.87 from rounds 2 to 5 as well, meaning that the model had a bad classification and

had not gotten worse or better.
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Table 5.2: Server-side evaluation using FedAvg with VGG-16 architecture.

VGG-16
Round Accuracy (%) F1-score Loss

1 55.38 0.70 0.68
2 78.46 0.66 0.87
3 78.46 0.53 0.87
4 78.46 0.50 0.87
5 78.46 0.49 0.87

The harmonic mean, F1-score, starts at 0.70 and keeps decreasing until the last round achieving

0.49. The F1-score is an evaluation metric being used in conjunction with accuracy once it is

based on the performance of all classes rather than overall performance, as it is accomplished by

accuracy. The F1-score metric is low because it implies that the precision (exactness of correct

predictions) is the main factor in the overall accuracy measure - almost all of the instances in the

dataset are identified as positive, thus the accuracy among predicted positives is nearly the same

as the accuracy among all instances, which is well known in datasets with imbalanced classes.

Table 5.3: Server-side evaluation using FedAvg with Resnet-18 architecture.

Resnet-18
Round Accuracy (%) F1-score Loss

1 21.53 0.0 1.01
2 78.46 0.87 0.54
3 78.46 0.87 0.41
4 96.92 0.98 0.06
5 98.46 0.99 0.04

The Resnet-18 architecture, shown in Table 5.3, has a great improvement on the accuracy met-

ric starting on round 2. The first round has only 21.53% accuracy, 0 (zero) as F1-score, and 1.01 as

a loss. Overall, the first round gathered an average of all client’s models and they performed actu-

ally harmful. Although, starting in the second round, the global model metrics started improving,

showing 78.46% of accuracy for rounds 2 and 3, and F1-score and loss really similar, with 0.87 for

F1-score and loss between 0.41 and 0.54. This model has presented an interesting result because,

at rounds 4 and 5, it is possible to see that the accuracy is really high above 95%, F1-score above

0.97, and the loss is lower than 0.07. It is assumed that the model classified mostly chest X-ray

images correctly.

Analyzing the results of Resnet-50 presented in Table 5.4, the server-side evaluation has the

same accuracy of 78.46% and a loss of 0.87 in all five rounds. The F1-score starts at round 1

(one) with 0.57 and decreases throughout other rounds, reaching the minimum of 0.33 in the fifth

round. Even though this experiment had the same accuracy and loss for the first four rounds, the

F1-score shows that the model has been classifying better in each round, once the new updated

global model is returned to get used in the next round of federated learning.
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Table 5.4: Server-side evaluation using FedAvg with Resnet-50 architecture.

Resnet-50
Round Accuracy (%) Loss F1-score

1 78.46 0.87 0.57
2 78.46 0.87 0.48
3 78.46 0.87 0.44
4 78.46 0.87 0.49
5 78.46 0.87 0.33

5.6 Discussion and Conclusion

Comparing the proposed architectures after implementing the FL solution, it is possible to ob-

serve that the Resnet-18 architecture yields the best results, followed by Resnet-50 and VGG-16.

Resnet-18 and Resnet-50 utilize skip connections, which enable the network to avoid the "van-

ishing gradient" problem and enhance the information flow between layers. In contrast, VGG-16

does not employ skip connections.

Resnet-18 features only one type of shortcut connection, whereas Resnet-50 incorporates mul-

tiple types of shortcut connections. These connections enable the network to learn more intricate

patterns by combining information from various layers.

Currently, VGG-16 is primarily used for image classification purposes, while Resnet-18 and

Resnet-50 are employed for a wider range of tasks, such as object detection, segmentation, and

image captioning. Resnet-50, particularly, is well-suited for tasks requiring high accuracy, such as

medical image analysis.

The number of training epochs applied in this study is relatively small compared to existing

machine learning models in the literature. Despite this, it is evident that the global model achieved

superior performance after finishing training compared to the initial training. Additionally, com-

paring the results of the training models before and with FL, we can notice that the training rounds

have concluded with better results in the FL. This demonstrates that applying only five training

rounds in the FL environment allows the models to learn swiftly without significant improvements

over subsequent epochs. This results in a qualified model for utilization within the healthcare

community.

Overall, applying the FedAvg strategy on the server side effectively improves the robustness

and performance of the global model for pneumonia detection with each round of training. How-

ever, the model may exhibit overfitting as the server achieves remarkable results in just five rounds.

Hence, all three models demonstrated improved results after the final round of training the FL

model compared to their initial performances before FL implementation.

By distributing the model training across multiple devices, FL preserves the data privacy of

each user while enhancing model accuracy. These promising results reinforce the potential bene-

fits of federated learning, particularly in scenarios involving distributed or sensitive data. By con-

tinuously improving and advancing federated learning, we can contribute to developing smarter
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and more reliable machine learning models while ensuring privacy and security remain of utmost

importance.

In conclusion, with its strong performance, the FL-trained model has proven to be a practical

and innovative approach to overcoming some challenges associated with traditional machine learn-

ing techniques. However, the limited computational resources, specifically the GPUs provided by

Google, posed significant performance challenges in this research work.



Chapter 6

Conclusion and Future work

This chapter presents the findings of the proposed research work, including the obtained knowl-

edge and insights. Section 6.1 contains the final conclusion of the presented research work, and

Section 6.2 proposes future work.

6.1 Final Conclusion

Technological advancements have greatly enhanced the medical field’s ability to detect and pre-

dict illnesses by combining artificial intelligence with human expertise. Federated learning is an

emerging area in machine learning that enables multi-institutional collaborations in healthcare,

improving the accuracy of disease diagnosis. FL also addresses essential considerations such as

privacy, large-scale machine learning, and distributed optimization.

This study proposes a FL system that utilizes the Flower framework and effectively solves

binary classification problems. Specifically, the system can accurately classify new images as

either pneumonia or normal using a supervised learning algorithm. This system can also be applied

to collaborative learning for other binary classification tasks, such as cancer detection or organ

anomalies.

While existing literature has focused on FL applications in diagnosing brain tumors and lung

abnormalities, there is a clear need to explore FL’s potential in pneumonia detection, as it is a

prevalent disease. To support the diagnosis of pneumonia, this study develops, analyzes, and de-

signs a FL solution using a chest X-ray dataset. The methodology involves selecting appropriate

algorithms and architectures for FL, evaluating the solution’s ability to prevent data leakage, and

assessing performance using metrics such as accuracy, loss, and F1-score. To promote project

management, macro and micro timetables were also created to supply a visualization of task real-

ization and time based on its complexity.

Developing a computer-aided diagnostics system using FL requires significant computational

complexity, especially when simulating multiple organizations connected to a single machine.

However, this approach optimally utilizes computational resources to simulate multiple institu-

tions.
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Health data, including chest X-rays, contain sensitive personal information and are subject to

regulatory requirements such as the General Data Protection Regulation (GDPR). Organizations

processing such data must implement appropriate measures to ensure confidentiality, integrity,

and availability and respect individuals’ rights. Protecting sensitive personal data is crucial in

maintaining trust and confidence in healthcare providers. Individuals must consent to process

chest X-rays, and the data must be processed only for specific and legitimate purposes, ensuring

accuracy and up-to-dateness. GDPR also grants individuals the right to access, rectify, and erasure

of personal health information.

FL has gained significant interest as a privacy-preserving collaborative learning system that

complies with GDPR. FL can support disease diagnosis in the medical domain, particularly in

resource-constrained environments or cases of high misdiagnosis rates. Also, FL is a powerful

tool for diagnosing rare diseases, where a single establishment may lack the diversity of instances

necessary to train a competent model.

The proposed FL solution provides three model results, representing different doctors’ per-

spectives, to generate a shared diagnosis and treatment decision. This FL approach is a solid strat-

egy that should be further refined in the future. The best-performing model, using the Resnet-18

architecture, achieved an accuracy of 98.46% and an F1-score of 0.99. However, it is possible that

the datasets used for training, validation, and testing contained similar images, indicating model

overfitting despite the application of data augmentation techniques. This possibility is supported

by the successful results obtained from the server side, which only required five rounds to obtain

the aggregated average model from the clients.

6.2 Future work

In the literature search presented in Section 2.2, only 1 (one) article studied histology images in

FL. This type of medical image heavily impacts clinical decision-making. Consequently, it is

proposed to test the FL system on histology images to increase the number of researchers in this

field and determine if this system performs better using this type of image or other ones.

Additionally, it is suggested to conduct new experiments using the presented pneumonia dataset,

e.g., using other pre-trained CNNs and simulating different numbers of edges in the FL system.

Another suggestion is to run experiments with different batch sizes in the data loaders and select

the one that yields the best performance on the validation data, such as 32 or 64. This will help

understand the effect of adjusting these parameters in the collaborative learning system.

Zech et al. (65) have stated that models trained with a single institutional dataset are more

prone to data bias. Having that in mind, it is proposed to use the FL system with other datasets to

avoid bias and obtain more accurate results.

Moreover, depending on the structure of the new dataset, data augmentation, and pre-processing

techniques may be necessary. Therefore, deeper analysis and adjustment of procedures are re-

quired. Other strategies on the server side can be implemented using Flower in order to understand
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which strategy solves the problem better, such as Adaptive Federated Optimization using Adagrad

(FedAdagrad),

Furthermore, evaluating the models on the client side can prevent "weak" models from being

incorporated into the system, thus avoiding negative contributions to the FL.

Simulating an FL environment with multiple physical machines can address computational

limitations. In this way, each organization can share its computational resources, facilitating col-

laborative learning and simulating real-case FL scenarios.

For better metric results, it is concluded that improvements should be applied in future exper-

iments. This includes selecting the best client nodes to participate in the next training round and

ensuring that the best models are sent to the central model.
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