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Abstract

Agile Methods are a reaction to traditional ways of developing software and acknowledge the
need for an alternative to documentation-driven, heavyweight software development processes
[50]. Technology moves too fast, and as a result, there is the constant search for new and different
techniques that can cover the values and principles of software development and are established
with agile methodologies.

Critical software systems, such as those for aerospace, can be described as systems whose
functional failures can lead to death, injury, occupational illness, damage to or loss of equipmen-
t/property, or environmental damage [11]. Therefore, the systems are usually highly costly since
they need to ensure uninterrupted reliability, conformity to standards, and respective certification.

The currently applied methodologies are mainly plan-driven which within critical systems
documentation management impose a challenge to the process as a whole. Documentation is
essential for providing the safety quality, i. e., specifications, analyses, reviews, and testing carried
out during the development of a system provide evidence of safety in the development of safety-
critical software [43]. Additionally, it should follow specific standards and is vital in stakeholder
communication, usually based on formalized processes, entailing the need for traceability and
flexibility.

Despite the use of documentation being considered the primary challenge to Agile Methods
application in critical software systems [17], its usage would be of particular interest to improve
changeability while providing efficiency and effectiveness to all the phases of software develop-
ment.

In this work, we aim to create mechanisms for automating document processing and manage-
ment, improving the efficiency and effectiveness of the whole software development process of
critical software systems, most concretely in the aerospace domain. The implemented tools are
co-designed and validated iteratively in the concrete context of Critical Software [39] projects,
within the spectrum of the PhD research from J. Eduardo Ferreira Ribeiro [33]. These produced
tools are not qualified in compliance with DO-330 standard (Tools Qualification). Nevertheless,
DO-330 standard is out of the scope of this research.

Given the aforementioned objective, we classify the procedure checklist of the DO-178C stan-
dard, Appendix A, pointing the types of automation possible in these checklist procedures. Given
this classification, a Software Configuration Index Report Generation Tool and a Document Trace-
ability Automation Tool were designed and implemented to fulfill our goal.

To validate our solution, an interview process was conducted with Critical Software’s profes-
sionals, collecting feedback on the implemented tools and insights on future work. The tools were
also target of synthetic tests, that allow us to conclude that document automation is possible in the
critical-safety software development industry and carries several benefits with it.

Keywords: Agile, Critical Software, DocOps, Documentation, Certification



Resumo

As metodologias Agile constituem uma reacao as formas tradicionais de desenolver software e re-
conhecem a necessidade de alternativas aos complexos processos de desenvolvimento de software
orientados a documentacdo [50]. A tecnologia evolui rapidamente e, por conseguinte, existe uma
constante procura de novas e diferentes técnicas que cubram valores e principios do desenvolvi-
mento de software, estabelecidas com metodologias Agile.

Sistemas de software critico, como 0s aerospaciais, podem ser descritos como sistemas cujas
falhas funcionais podem levar a morte, les@o, doenga ocupacional, dano ou perda de equipamen-
to/propriedade, ou dano ambiental [11]. Deste modo, estes sistemas sdo geralmente de alto custo
dada a necessidade de garantir fiabilidade ininterrupta e conformidade com as normas e respetiva
certificacao.

As metodologias aplicadas atualmente sdo maioritariamente orientadas ao plano, o que consti-
tui um desafio ao processo no contexto da gestdo de documentagado de sistemas criticos. A docu-
mentacgdo é essencial para fornecer a qualidade de segurancga, por exemplo especificacdes, andlises,
revisdes e testes realizados durante o desenvolvimento de um sistema de software fornecem as
provas de seguranca no desenvolvimento de software critico [43]. Adicionalmente, a documen-
tacdo deve seguir normas especificas e é pivotal na comunicacio entre stakeholders, geralmente
baseada em processos formais, implicando a necessidade de rastreabilidade e flexibilidade.

Apesar do uso e gestdo da documentacdo ser considerado um desafio primadrio a aplicacio de
metodologias Agile em sistemas de software critico [17], a sua inclusdo seria de interesse partic-
ular para melhorar a mutabilidade, simultaneamente com o incremento de eficiéncia e eficicia em
todas as fases de desenvolvimento de software.

Neste trabalho, apontamos a criagdo de mecanismos para automatizar o processamento e
gestdo de documentos, melhorando a eficiéncia e eficdcia de todo o processo de desenvolvimento
de software de sistemas de software criticos, mais concretamente no dominio aeroespacial. As
ferramentas implementadas sdo co-projetadas e validadas iterativamente no contexto de projetos
da Critical Software [39], no espectro da investigacdo de PhD do J. Eduardo Ferreira Ribeiro [33].
Estas ferramentes ndo sdo qualificadas em conformidade com a norma DO-330 (Qualificacdo de
Ferramentas). No entanto, a norma DO-330 esté fora do escopo desta investigacdo.

Dado o objetivo supramencionado, procedemos a classificac@o da lista de processos da norma
DO-178C, Anexo A, indicando os tipos de automagdo possiveis nestes procedimentos. Com esta
classificacdo, uma Ferramenta de Geracdo do Software Configuration Index Report e uma Ferra-
menta de Automacao da Rastreabilidade de Documentos foram projetadas e implementadas para
alcangar o nosso objetivo.

Para validar esta solu¢do, foi conduzido um processo de entrevistas com profissionais da Crit-
ical Software, recolhendo feedback acerca das ferramentas implementadas e percecdes acerca do
trabalho futuro. As ferramentas foram, também, alvo de testes sintéticos que permitiram concluir
que a automacdo da documentacio € possivel na indistria do desenvolvimento de software critico
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e acarreta diversos beneficios com a sua adogao.

Palavras-chave: Agile, Software Critico, DocOps, Documentagdo, Certificagdo
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Chapter 1

Introduction

This chapter describes the context and the problem at hand and the goals this work aims to ac-
complish. Section 1.1 presents the context of this work, while Section 1.2 explains the motivation.
Section 1.3 describes the problem under study and its details and is followed by Section 1.4, de-

tailing the expected goals of this work. Finally, Section 1.5 describes the document’s structure.

1.1 Context

Agile and its methods have continuously spread in different industries [13] since the Agile Man-
ifesto [8] in 2001. Agile methods are adaptive, iterative and incremental, and people-oriented,
providing an adaptive process to control software development’s unpredictability [46]. These
methods are classified as a reaction to the traditional approaches to software development and
its associated bureaucracies. Agile methods provide multiple benefits to the software develop-
ment process [24, 44] (detailed and specified in Sections 2.1 and 3.2), including better flexibility,
requirements changeability, and improved project efficiency.

Critical software systems are generally classified as highly costly since they need to ensure un-
interrupted reliability, conformity to standards, and respective certification. Given Agile’s benefits,
its usage is of particular interest in critical software systems development to improve changeability
while providing proficiency and efficacy to all the phases of software development [46].

Critical Software (CSW) ! develops and validates critical software systems for major organi-
zations and uses agile software development methods for their projects, influencing their clients’
adoption [33]. Furthermore, it is of the company’s particular interest to broaden the Agile prac-

tices usage, given the results obtained so far.

Uhttps://criticalsoftware.com/
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1.2 Motivation

The adoption of Agile practices has been growing since the Agile Manifesto was published, espe-
cially in the software development industry, due to the increasing efficiency and effectiveness of
the team and delivered results.

While large software development companies such as Spotify” and Netflix? were born Agile
[34] and thrived in their respective areas, critical software development teams still incline towards
plan-driven development strategies, such as Waterfall, considering them as standards [44].

Given the excellent result of Agile adoption in the IT and software development industries,
there seems to be potential for its inclusion within the critical systems software development con-
text. Bearing that in mind, this work intends to contribute for that purpose, concretely in the
documentation management and, consequently, in the verification and validation (V&V), and cer-
tification phase of the critical software development.

This dissertation is also inserted in the line of investigation between Faculdade de Engenharia
da Universidade do Porto and CSW, being conducted in collaboration with J. Eduardo Ferreira
Ribeiro’s PhD thesis [33].

1.3 Problem

Although Agile software development has gained enormous success in all kinds of product and
system development, the development of critical software still needs a lot of work to implement
Agile methods [45]. One of the obstacles to this adoption (as we elaborate in Section 4.1) is the
certification phase [38], where the software is tested, and the produced documentation during the
development process is validated and certified by responsible authorities.

Taking this into account, our problem can be divided into four different questions:

* How can agile practices help to improve the efficiency and effectiveness of the document

management and processing required in critical software systems development?

» Can the automation of the documentation-related processes benefit the software certification

procedure?

* How can we optimise a Document Management Tool (DMT) in order to make it quasi-

autonomous?

* Can a DMT output certifiable documentation independently?

In this work, we will try to answer these questions while generating valuable insights into
what Agile methodologies and practices best suit critical software systems and providing tools to

automate these software systems’ development processes.

Zhttps://www.spotify.com/
3https://www.netflix.com/
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1.4 Objectives

This work aims to contribute to the application of Agile Methodologies in critical software sys-
tems by adopting practices and respective supporting tools to reduce time in the development of
certifiable products in critical software systems development. The main focus of this work is the
automation of document management and processing by creating a mechanism that streamlines
the production of certifiable documentation.

The produced DMT - visible in Figure 1.1 - allows the management of the documentation
through a DocOps approach. DocOps (further detailed in Section 2.4) allows the automation and
the integration of the documentation development process, supporting each stage of this process,
such as planning, writing, publishing, and obtaining feedback. Thus, this DMT allows the automa-
tion of the document-related processes, allowing the production of certifiable documentation that
will be validated and certified afterward.

LA

PBI

=

Artifacts

Document
Management
Tool
Requirements \ “——%
X ..—J Gertifiable Documentation

Git

Standards

[

Templates

Figure 1.1: Expected DMT

In order to validate the proposed solutions, during each phase of the DMT creation (ideation,
design, prototype, and implementation), there is a thorough analysis, testing, and V&YV following
the V-Model from CSW’s professionals. The tool can also be put to practice in concrete case

studies from the company.

1.5 Document Structure

This dissertation report contains eight chapters, being organized as follows:

* Chapter 1, Introduction, introduces the context and motivation for this work, the problem

under study, and the general goals of the dissertation’s project.

* Chapter 2, Background, scrutinizes the key concepts of this work, required to its compre-

hension.
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Chapter 3, State of the Art, describes the current state of the art of agility in critical software

systems development.

Chapter 4, Problem Statement, systematizes the work’s problem and elaborates on the

methodology and work plan to the proposed solution.

Chapter 5, Software Development Process Automation, outlines the methodology and
thought process behind the implementation details, based on the characterization of a DO-
178C standard [36] checklist;

Chapter 6, Solution Proposal, provides the tools’ implementation details, as well as its
limitations;

Chapter 7, Evaluation, analyzes the results of the proposed tools against the original pro-
posed implementation with a set of synthetic tests and deriving the answers to the research

questions and hypothesis analysis;

Chapter 8, Conclusion, summarises the developed work, discussing the contributions and

the future work.



Chapter 2

Background

In this chapter, we introduce the key concepts to fully understand the work. Section 2.1 introduces
the concept of Agile and its practices and methodologies, as well as some of its identified benefits.
Section 2.2 describes the fundamentals of safety-critical software systems as well as their inherent
characteristics and certification. The DO-178C standard is stated in Section 2.3. Lastly, Section

2.4 reviews DocOps practices.

2.1 Agile

Agile is an umbrella term that refers to a family of best-of-class iterative software development
practices, methods, and techniques [44]. This concept was first introduced with the publication of
the Agile manifesto [8]. It originated contrast to plan-driven models, such as Waterfall, V-model,
et cetera, which emphasize thorough and detailed planning, design upfront, and compliance to
consecutive phases of the plan [30]. The key values of the Agile manifesto are present in Figure
2.1.

Individuals and Interactions Je%=1d Processes and Tools

Comprehensive

Working Product over Documentation

Customer Collaboration over Contract Negotiation

Responding to Change over Following a Plan

That is, while there is value in the items on the
right, we value the items on the left more.

Figure 2.1: Agile manifesto values

Since Agile’s introduction, its adoption has spread in different industries. According to the

1382 answers to the 2021’s 15" State of Agile Survey [13] - yearly questionnaire whose main
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objective is to enquire organizations and explore the agile adoption, trends, best practices, and
challenges faced during the process - there was a percentage increase of 86% in Agile adoption
among software development, following 2020’s 37% growth.

97% of the organizations that answered the 2021’s State of Agile Survey responded that they
adopt Agile practices. Figure 2.2 shows how long this 97% have been using agile methods in their
organizations.

4% Don’t know

(o)
<1year 7% 2% Not practicing agile

5+ years

3-5 years

Figure 2.2: For how long Agile has been adopted, extracted from [13]

According to 2020’s The State of Agile Survey [12], visible in Figure 2.3, there is a low
inclusion of Agile practices in what can be considered a critical software system, assuming that
transportation, healthcare, and pharmaceuticals only represent a total of 7% of the areas where
Agile is adopted.

TECHNOLOGY 27«

17

2

7

6

5 ’“
5

4. -
4. \,

]

RETAIL 4
MEDIA/ENTERTAINMENT

3%
3. -
2. - °
2. |
e

Figure 2.3: Types of industries using agile methods, extracted from [12]
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It is essential to mention that Agile includes different methods and techniques, such as XP

(Xtreme Programming), Scrum, ef cetera, that can fit into each team and industry’s needs.

2.2 Critical Software Systems

Critical software systems are systems whose failure may lead to significant negative consequences,
such as injury or loss of life, damage to the environment, unauthorized disclose of information
or serious financial losses [20, 40]. Due to the risk involved within these software systems,
some of its inherent characteristics are the fact of being extremely costly, fault-tolerant, secure,
maintainable and standard compliant.

There are four types of critical software systems, as we can observe in Figure 2.4, depending
on the implications caused by its failures. Given the context of this work, with the collaboration

of CSW, there is one type that will be focused on this work: safety-critical software systems.

Type of Critical | Implication for Failure
Safety-Ciritical May lead to loss of life, serious per-
sonal injury, or damage to the natu-
ral environment.

Mission-Critical | May lead to an inability to complete
the overall system or project objec-
tives; e.g., loss of critical infrastruc-
ture or data.

Business-Critical | May lead to significant tangible or
intangible economic costs; e.g., loss
of business or damage to reputation.
Security-Critical | May lead to loss of sensitive data
through theft or accidental loss.

Figure 2.4: Types of Critical Software Systems, extracted from [20]

As we can observe in Figure 2.4, safety-critical systems can be considered as a type of critical

software systems. A safety-critical software system can be classified as:

"A software system whose failure could result in loss of life, significant property

damage, or damage to the environment." [25]

Due to the involvement of physical risks, development of safety-critical software system is
typically undertaken within respect to particular generic or domain specific standards or domain
specific standards or other regulatory constraints [17], imposed by the certification authorities.

Given authorities recommendations (and still not recognizing Agile methodologies as valu-
able), there is the settlement of plan-driven methodologies in safety-critical software development.
Islam, G. et al. [21] states that there is pressure to use Waterfall (and other plan-driven method-

ologies) in this area’s teams and companies.
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2.3 DO-178C Standard

Entering more in detail about the aerospace domain, since this is an important safety-critical soft-
ware system in the context of CSW, the DO-178C standard provide guidelines for the production
of software for airborne software systems and equipment that performs its intended function with
a level of confidence in safety that complies with airworthiness requirements [49].

To ensure this standard’s safety and modularity, RTCA/EUROCAE joint committee has pro-
duced four complementary development technology supplements, published as stand-alone doc-
uments. Figure 2.5 shows the relationship between DO-178C standard and those supplementary

documents.

DO-330
(Tool Qualification)

<

_aul
DO-331

it B
(Model-Based
Development

DO-333
(Formal Methods)
& Verification)
.

/ _____________ .~ \\_ _-//

*s. il .

(Object-Oriented 4 N
Technology) /[ DO-248C ‘ri

| (Supporting Informatio

- \, forDO-178C) /

| DO-248B |

Figure 2.5: DO-178C standard and its supplementary documents, extracted from [49]

Furthermore, DO-178C standard also provides a software system safety assessment process,
based on the failure conditions associated with the software component [14]. Below we have de-
tailed each criticality level caused by software’s anomalous behaviour determining or contributing

to a failure of a software system function [19].

* Level A: Catastrophic. Failure condition resulting in multiple fatalities and loss of the

aeroplane;
* Level B: Hazardous. May not kill everybody, but there is potential for that hazard;
* Level C: Major. Can cause people to become injured and the aircraft uncontrollable;

* Level D: Minor. May have some effect but it can be overcome by the aircraft, and pilots

can maintain control;
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* Level E: No Effect. Has no effect. While this error does not affect the functioning of the

aircraft, justifications about this issue need to be provided to the competent authorities.

2.4 DocOps

DocOps is an emerging theme in software development that derives from DevOps. Atlassian
[4] classifies DevOps as "a set of practices, tools, and a cultural philosophy that automate and
integrate the processes between software development and IT teams". Thus, the definition of

DocOps, can also derive from DevOps’ definition [41]:

"A set of practices that works to automate and integrate the process of developing
documentation across engineering, product, support, and, of course, technical writing
teams."

Figure 2.6 graphically represents the life cycle of the DocOps practices from the first phase, plan-
ning, until the analysis/feedback, that in the context of critical software systems development

represents the V&V and certification process.

Analysis/
Feedback

Figure 2.6: DocOps life cycle



Chapter 3

State of the Art

This chapter details the state of the art for the topics of interest to this work: (1) the adoption of
Agile methods in critical software systems development, (2) document automation and manage-
ment in the software development industry, and (3) DO-178C standard and documentation. The
methodology is presented in Section 3.1. Section 3.2 studies the benefits and obstacles of Agile
adoption in critical software systems. The current applied document management and automation
practices are introduced and described in Section 3.3. As for Section 3.4, there is the presen-
tation of the relation between DO-178C standard and documentation, including pros, cons, and

requirements. Finally, Section 3.5 summarises the main findings on the aforementioned topics.

3.1 Methodology

An ad hoc methodology was used for the literature review. Different research questions were de-
fined (Subsection 3.1.1) and its relevant terms were used to query different databases (Subsection

3.1.3). The results selection and its analysis iterative process is specified in Subsection 3.1.2.

3.1.1 Literature Research Questions

The following literature research questions (LRQs) were developed to guide the literature review
process:

LRQI1: What are the benefits of introducing Agile methodologies to critical software
development?

This work proposes the adoption of Agile methodologies within the context of critical software
development. As such, a deep understanding of the benefits of these methodologies and practices

is needed.

LRQ2: What are the obstacles impeding the adoption of Agile Methodologies? Can they

be surpassed?

10
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As we are adopting Agile methods, there is the need to recognize the concerns and obstacles

regarding this fact. We aim to understand what these challenges are and how to mitigate them.

LRQ3: What are the current documentation automation tools and practices? Did they con-
tribute positively for the certification of documentation?

Existing work on documentation automation is essential to this research. Analyzing the work
on this subject is key to seeing where it falls short and what can be considered and reused for the

context of critical software systems.

LRQ4: What are the implications of DO-178C standard in the documentation processes?
As the aviation area is relevant within CSW’s context, it is necessary to recognize the impact

of compliance with the DO-178C standard in document creation and management processes.

3.1.2 Process

1. Given a literature research question, design a query to fulfill its requirements;
2. Submit query into different databases;

3. Identify and select the relevant results based on title, abstract, methodology (if applicable),

and conclusions;

4. Read and analyze the articles and then look up the references to identify missing concepts

and topics;

5. Go back to step 2, refining the query based on previous results.

3.1.3 Databases

The search process included using digital libraries such as ACM Digital Library, IEEE Xplore,
Science Direct, Scopus, and Research Gate.

3.2 Agile in Critical Software Systems

As explained before, with the increasing demand for the aerospace sector to obtain agile trans-
formation to respond faster to the customer’s needs and requirements changes, many companies
and researchers started to investigate this field. Since this is a complex and challenging environ-
ment, researchers want to understand the adjacent benefits and concerns that Agile methodologies
adoption would bring to the critical software development industry.

The following subsections (Subsections 3.2.1 and 3.2.2) analyze the benefits and concerns
of the implementation of Agile methods in the critical software development industry, focusing

mainly on the documentation and certification processes, given the goal of the work.
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3.2.1 Benefits (LRQ1)

Vanderleest, Steven et al. conducted different pilot tests with the implementation of some Agile

techniques in a critical software system development [44]. Those techniques were:

* Test Driven Development (TDD): A programming practice that instructs developers to
write new code only if an automated test has failed and to eliminate duplication. The goal
of TDD is ’clean code that works.” [22];

* Pair Programming: The code production is written by pairs of programmers working to-

gether at the same workstation [9];

* Continuous Integration: Programmers always work on the latest version of the software.

Therefore they check in their code and integrate several times per day [9];

* Iterative Approach: Procedure to building software in which the overall life cycle is com-
posed of several iterations in sequence. Each iteration is a self-contained mini-project com-
posed of activities such as requirements analysis, design, programming, and test. The goal
for the end of an iteration is an iteration release, a stable, integrated, and tested partially

complete software system [27];

* Fixed Length Iterations: Short iterations with a fixed length, providing increments of

shippable and usable products, which usually allow customer feedback.

* Client-Driven, Adaptive Planning: Agile process that requires a more consistent involve-
ment from the client during all phases of the program, ensuring that the client is aware of
and approves all of the decisions and changes of direction in the program, allowing a more

direct impact in the development process.

The authors mention that these techniques helped the aerospace software development teams
to deal with some difficulties, despite the specificity of the DO-178B standard. However, the
authors don’t go into detail on what was the concrete approach to the inclusion of these techniques
and what were the produced results and even conclude that "larger-scale demonstrations are now
needed".

Kasauli, R. ef al. conducted a systematic literature review that resulted in the discovery of
several benefits associated with the utilization of Agile practices in the critical software systems
development [24]. The authors elaborated a list with the key benefits that were most discussed in
the literature as presented in Table 3.1.

Aiming towards the creation of a process for the adoption of Agile methodologies, A. Sidky

and J. Arthur proposed a three-phased procedure [38]:
* Go-NoGo Phase: Looking for the success factors of each practice and checking their utility;

* Discarding Inappropriate Practices Phase: Identify conflicts between the chosen Agile

practices and the system;
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Table 3.1: Key benefits of Agile practices adoption, adapted from [24]

Benefit Number of Article References
Improved stakeholder involvement 5

Reduced costs

Improved quality

Efficient Use of available information

Improved safety culture

Improved opportunities for reuse

Improved management of changing requirements
Improved prioritisation

Mapping of functional and safety requirements
Better test cases

DD W[ W W] W KW

* Determining Practices to Adopt Phase: Identify organizational objectives and dependence

between Agile practices.

This method allows organizations that develop critical software systems to take advantage of
the benefits of Agile practices, ensuring that these are suitable for the organization, achieve its
objectives and do not conflict with the software system’s characteristics or impact the system’s
qualities. The authors also pointed some of the observable Agile benefits such as early return on
investment, improved quality, better team morale, and enhanced client relationships.

Vuori M. also states that Agile methods have been expected to provide more control for the
development process and to be able to deliver value to customers and developers earlier. The
author also considers Agile methods to allow meeting challenges in changing requirements more

efficiently than previous process life cycle models [45].

3.2.2 Concerns (LRQ2)

Tordrup L. and Nielsen P., conducting interviews with critical software development teams, pointed

four different challenges to the implementation of Agile practices within this context [43]:

* Use of documentation: Keeping documentation to a minimum was problematic since it

had to be standard-compliant;

* Requirements engineering: Dealing with uncertainty in requirements had a negative im-

pact on the developers;

 Life cycle: Given the fact that critical software development needs coordination with the
produced hardware [35], due to its embedded development, the software development
team’s sprints were often interrupted by hardware fabricating teams, prejudicing the de-

velopment process;

» Testing: Adopting an iterative testing strategy requires significant changes in the work prac-
tice, which constituted a challenge to developers. The need to learn new Agile testing skills

was also problematic.
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Islam, G. and Storer, T. conducted an interview process and posterior V&V by executing pilot
tests collaborating with a company. As a result, the authors were able to create a list of fifteen

concerns, grouped into four topics [21]:

* Pressure for the Waterfall: — There is a complex network of cus-

tomers that obstructs agile cere-

— Agile software development advo- monies such as the Sprint Review;

cates incremental design, but safety

. . — Software, hardware, firmware, and
standards require upfront design as

. other teams in critical software
a necessary input for hazard analy-

sis: systems work function indepen-
’ dently according to their own sched-

— Regulatory standards are perceived ule causing plans to become mis-

as mandating Waterfall and not per- matched

mitting agile methods;

. * Documentation and Communication:
— The prevalence of fixed-price con-

tracts for pre-agreed requirements — Face-to-face  informal contacts

in critical software systems projects
is not readily compatible with agile

software development;

The actual time taken to complete
the tasks always turns out to be
more than it is estimated in the be-
ginning, particularly due to integra-
tion complexity in critical software

systems projects;

Requirements are difficult to mod-
ularise in critical software projects
because the functionalities are so in-
terdependent that it is very hard to
separate them.

* Coordination amongst Stakeholders:

— Software teams lose visibility dur-

ing the integration phase. Agile
methods lack guidance on integra-

tion with hardware;

dominate communication, causing
project related information to be

lost;

— Frequent releases increase over-

heads and costs because they must
be accompanied by supplemental
documentation to achieve certifica-

tion.

¢ Cultural Challenges:

— The Software team has no practical

example to follow for applying ag-
ile methods, and they lack the re-

sources to experiment;

The teams need guidance on how
to scale agile methods for use in a

large multi-team context;

The organizational mindset require
convincing about the benefits of ag-

ile software development.

When considering the documentation-related obstacle, "frequent releases increase over-heads
and costs, because they must be accompanied by supplemental documentation to achieve certifi-

cation”, the authors suggest the automation of the documentation writing and processing.
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Wils, A. et al. divide the development of critical software in three different phases: software
phase, embedded phase, and certification phase. The first of the three phases, as it indicates, com-
prises independent software development. According to the authors, this is where Agile methods
can be applied. During the embedded phase, the software must be deployed and tested on the tar-
get hardware. As for the last stage, certification phase, there is the reviewing of the documentation
and the software, including its V&V, and posterior certification by regulatory entities [47].

Despite recognizing some Agile practices as functional and applicable, mainly in the software
phase, and likely to be implemented in this context, the authors consider that the full adoption of
Agile methods is difficult, mainly because of the certification phase, documentation management,
and the regulatory authorities that do not recognize Agile practices as useful.

Conducting a pilot study in a high-integrity software system development, Paige, R. et al.
encountered six major challenges to overcome: communication, documentation, customer partic-
ipation, multiple-domain engineering, testing and incrementality [31].

Vuori, M. claims that the documentation might be left out when adopting Agile methodolo-
gies in critical software development given the complexity of the writing process and posterior
certification [45].

In his systematic literature review, Kasauli, R. ef al. pointed out several concerns associated
with the utilization of Agile practices in the critical software systems development [24]. The au-
thors elaborated a list with the key concerns that were most discussed in the literature as presented
in Table 3.2.

Table 3.2: Key concerns of Agile practices adoption, adapted from [24]

Concern Number of Article References
Strong focus on documentation 9
Upfront planning 9
Safety standards to facilitate a waterfall mindset 6
Lack of trust in agile methods 5
Flexibility vs Safety 4
Difficult to manage knowledge flow between stakeholders 4

The above-mentioned gathered information is summarized in Table 3.3.

Table 3.3: Concerns to Agile implementation in critical software systems software development

Number of Concerns Certification as a Concern Obtained By
Tordrup, L. et al. 4 Yes Interviews
Islam, G. et al. 13 Yes Interviews and pilot tests
Wils, A. et al. N/A Yes Literature review
Vuori, M. 4 Yes Literature review
Paige, R. et al. 6 Yes Pilot study
Kasauli, R. et al. 6 No Literature review
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Despite the lack of empirical evidence that support all of the obstacles pointed in these works,
there is a clear notion that, apart from other concerns, the document management and, conse-
quently, the certification process of critical software generate preoccupation for the Agile method-

ologies’ adoption.

3.3 Documentation Automation (LRQ3)

Achachlouei, M. et al. [3] points Jupyter Notebook' as a potential candidate as a documentation
system. The authors consider that due to its programmatic nature, there is the offer of different

advantages in a Document Automation workflow such as:

* Ability to retrieve information from ex- * Support for a wide variety of program-

ternal databases; matic languages that can work with note-
book’s underlying standard format, i.e.
JSON. Working with this format in the
notebook-based Document Automation

 Ability to add more automation features
using Python libraries which offer graph-
ical user interface control so the users can

. . systems is more convenient than work-
decide how their documents should be y

. . i ith XML, which i i
composed or modified, making the doc- g wi WAICAHIS common il many

. . Document Automation systems;
umentation process easier;

¢ Ability to offer advanced features, such as . .
Y . o  Text can be added uniformly in Mark-

collaboration and authentication;
down and converted to the final document

 Support for enterprise scalability; format (Latex/PDF/HTML/DOCX).

The authors consider, as the greatest advantage, Jupyter’s open-source nature and its use of
JSON as the notebook document format.

Furthermore, the authors provide an architecture for model-based systems engineering docu-
mentation workflows, visible in Figure 3.1. It is important to mention that, despite the vast majority
of critical software systems fitting in this type of system, not all of them follow this standard.

Comoretto, G. ef al. followed a model-based systems engineering approach to verify and
validate Rubin Observatory’s software and utilized Jira> and "DocSteady", a tool developed to
generate LaTeX test documents [10], that would extract information from Jira. This allowed a
reduced time to produce V&V documents, better integration with the project’s software system
engineering model, and full traceability of system requirements.

When it comes to the automatic generation of documents to flight software, Lee, Jae-Seung et
al. state Doxygen® as a useful tool [28]. Given that this tool allows the generation of documents
from source code, the authors consider that it significantly reduces the time and complexity of the

development process.

Uhttps://jupyter.org/
Zhttps://www.atlassian.com/software/jira
3https://www.doxygen.nl/
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Figure 3.1: Architecture for model-based systems engineering documentation workflows, ex-
tracted from [3]
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Aguiar, A. mentions a set of tools to support the documentation process named XSDoc. This
infrastructure supports source code written in Java and C++ programming languages, models de-
scribed in UML, and simple integration with Eclipse IDE* [2]. According to the author, this
combination of technologies helps reduce the effort required to document frameworks, making
documentation easier to integrate into the software development environment. The edition, revi-
sion, and evolution of the documentation contents are also facilitated in a controlled and structured
way.

Forward, A. and Lethbridge, T. conducted a set of interviews with developers, where partici-
pants support the idea of improving document automation, although more research is required to
determine what data is required and should be extracted and by what means [15]. The author also

gathered a list of what documentation processes and tools should focus on:
* Focus on content and allow the author to easily create and maintain content-rich documents;
* Focus on availability and allow for comprehensive publishing capabilities;

* Focus on examples and allow for better integration of examples within a document.

“https://www.eclipse.org/
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Lankester, R. states that document automation "can be of significant value to the client and can
be used to generate income, build stronger relationships and win future work."” [26]. Furthermore,

the author provides a list of benefits adjacent to document automation:

* Efficiency;

* Reducing risk;

* Improving document quality;

* Reducing turn-around times for clients;

* Knowledge management and development benefits.

3.4 DO-178C Standard and Documentation (LRQ4)

As mentioned in Section 2.3, DO-178C standard provides guidelines for the production of software
for airborne system, including the certification process.

Youn, W.K., et al. stated that DO-178C standard requires rigorously iterative processes and
extensive documentation throughout the entire software life cycle, a fact that contributes to the
high expense of commercial aviation systems [49].

Hilderman, V. describes the most commonly obtained benefits from DO-178C standard based

on his 25 years of experience [18]. Documentation has an impact in two of them:

* The precise documentation of Parameter Data Items, unused software structures, and high
and low-level requirements provides more thorough testing through the verifying under the
DO-178C standard;

* There is improved reusability via the rigorous and consistent documentation, modular-
ization, enforcement of documented modern engineering principles, and reviews required
by DO-178C standard. By ensuring all the above-mentioned techniques and processes,

reusability - stated by the author as a Holy Grail in software - is greatly improved.

Linling, S. et al. gathered a list of the required documents for the certification process of a
DO-178C standard compliant software system [29]. This list, visible in Figure 3.2, demonstrates
the significant amount of documentation produced during the safety-critical software system de-

velopment that will be certified by regulatory authorities.

3.5 Summary

Section 3.1 describes the methodology used to perform the literature review on the topics of this
work. In this section, literature research questions are presented, the databases used are enumer-

ated, and the iterative process to filter relevant literature documents and to answer the research
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Certification Data

Certification Plan Preliminary Aircraft / System Safety Assessment
Development Plan Aircraft / System Safety Assessment

Design Description Common Cause Analysis

Validation Plan Validation Data

Verification Plan Verification Data

Configuration Management Plan Evidence of Configuration Management

Process Assurance Plan Evidence of Process Assurance

Configuration Index Certification Summary / Compliance Report

Functional Hazard Assessment

Figure 3.2: DO-178C standard required certification data, extracted from [29]

questions are presented. Section 3.2 is divided in two different subsections and focuses in LRQ1
and LRQ2. Subsection 3.2.1 focuses on the presentation of the numerous benefits that Agile adop-
tion brings to the development of critical software. As for Subsection 3.2.2, there is a listing of
different concerns about the inclusion of Agile in this industry, focusing particularly on the doc-
umentation and certification processes. There is a clear idea that documentation and certification
raise preoccupation for Agile adoption. Despite these concerns and obstacles, there is still a lack
of empirical proof that sustains all of them, creating a sense of opportunity for Agile inclusion.

Section 3.3, which focuses on LRQ3, demonstrates the state of the art of document automation
in the software development industry. There is the presentation of different benefits and advantages
of document automation, as well as the tools that currently focus on that purpose and contribute
with valuable insights to the work of this dissertation.

Despite the existing automation tools in different industries, there is a lack of a DMT that
comprises all the critical standards and requisites for certification documentation. Nevertheless,
the actual contributions in document automation are relevant and provide a constructive contribu-
tion to our work.

Section 3.4, focusing on LRQ4, describes the benefits, concerns, and the imposed needs by the
aviation DO-178C standard within the documentation and certification processes in safety-critical
software development. This information is of greater importance, given our work’s proposed DMT
and its goal of automating document-related processes. Nevertheless, the certification process,
which includes documentation V&YV, is lightly discussed in the publications. The research papers
discuss the complexity, but there is little information about what is needed.

Based on the information found in this literature review, in the following chapter, we describe
the problem under study in depth.



Chapter 4

Problem Statement

This chapter describes the problems related to this work. Specifically, Section 4.1 states the current
issues found during our research that will be tackled in this dissertation. Section 4.2 identifies
the scope and focus of this work. Then, Section 4.3 defines the set of requirements we intend
to address in this work. Section 4.4 elaborates on the hypothesis and research questions of the

dissertation.

4.1 Current Issues

In Chapter 3 we present the current state of the art on a variety of topics related to Agile adoption
in critical software systems and document automation in the software industry and concretely
in aviation software development. Despite the benefits and successful cases, there are still open
challenges and issues within these topics.

Firstly, the critical software industry doesn’t yet consider Agile methodologies and techniques
as valuable and fruitful when compared to plan-driven development. This leads to cultural chal-
lenges since these methodologies are too implanted in the industry. Furthermore, Agile practices
lead to light documentation, which is the opposite of what this industry needs: documentation
is pivotal for the V&V and certification processes. Documentation is also a big concern when
referring to Agile. There is a strong focus on documentation, divergent from Agile.

When it comes to document automation, despite the existence of several tools, none of them
automates the process with the output of certifiable documents. Furthermore, those tools don’t
comprise all document-related processes, unlike our proposed DMT. In addition, the needs of the
aviation industry, with special emphasis on the DO-178C standard, are not included in the current
documentation automation tools.

In addition to the previously mentioned issues, there is also a lack of research on Agile inclu-

sion in critical software development and documentation automation within this context.

20
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4.2 Scope

Based on the literature shortcomings and current issues identified in the previous subsection, this
dissertation aims to study different Agile practices and methodologies that can be adopted within
the development of critical software systems, making the process more efficient and flexible to
requirements change.

Additionally, the scope and main objective of this work is to design, prototype and implement
a DMT that allows the automation of documentation management in critical software systems.
This is to be developed following DocOps and Agile practices that still have few adoption in the

industry.

4.3 Requirements

As discussed in the previous section, this work includes the implementation of a DMT that is
responsible for the document-related processes within the critical software development context.

Such implementation should satisfy the following requirements:

* R1: Manage the initial documentation requirements, so that the DMT output documen-

tation follows the standards applied to the critical software system.

* R2: Provide easiness in document modification, allowing the needed changeability of

documentation through all phases of the software development.

* R3: Make the document creation and modification processes quasi-autonomous, reduc-
ing the intervention of developers in the documentation process. This allows a diminished

risk of human-flaw, improved version control and less time spent with an auxiliary process.

* R4: Deployment of certifiable documentation, that is, automatically generate the needed

documents for certification from regulatory entities.

4.4 Hypothesis & Research Questions

Following the requirements, we claim the following hypothesis:

"Document automation through a DMT within the context of critical software systems
can improve the software development process, achieving greater efficiency, quality,

and effectiveness of the document and certification-related processes."

To validate this hypothesis and to achieve the proposed goals, the following research questions
(RQs) were identified to guide this work:

RQ1: How can Agile practices help to improve the efficiency and effectiveness of docu-
ment management and processing required in critical software systems development?

Critical software systems’ teams remain reticent in adopting Agile practices to its software

development processes. Given its proven value in different industries, it is vital to understand
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the impact of Agile practices in this context, concretely in document management and processing

procedures.

RQ2: Can the automation of the documentation-related processes benefit the software certi-
fication procedure?

The automation of document-related processes has improved the efficiency of the software de-
velopment operations in different areas and industries. Can this automation be applied to critical

software documentation?

RQ3: How can we optimize a DMT to make it quasi-autonomous?
Reducing the workload from critical software developers in document-related processes is not
a trivial task. Thus, it is essential to identify to what level of extent a DMT can be autonomous in

dealing with these processes.

RQ4: Can a DMT output certifiable documentation independently?
Regulatory authorities verify and certificate, according to thorough standards, critical software
before it being accepted. Therefore, there is the need to know how independent can a DMT be in

the process of providing faultless outputs.

4.5 Methodology

CSW collaboration is pivotal for accomplishing the objective of a DMT for documentation man-
agement and processing automation. The examination of the DO-178C standard checklist allows a
better understanding of the needs of the safety-critical software industry, as well as the co- design
and iterative V&YV in the concrete context of projects from the company. Given this collaboration,
professionals thoroughly analyze the produced results and put them into practice in concrete case
studies, validating whether the proposed software system fulfills the requirements. Furthermore,
the goal is also to interview different critical software development companies to get a broader

V&V and testing of the generated mechanisms and tools to automate the development process.



Chapter 5

Software Development Process

Automation

In this chapter, we explore the process behind the ideation of the software to be implemented in
this work. Given the context specified in Section 5.1, focusing on aviation software development,
there is the need to analyze every requirement to create certifiable documentation. Section 5.2
presents the methodology used to characterize each above-mentioned requirement, determining
the automation type (if possible) that can be used, with the results being presented in Section 5.3.

Finally, Section 5.4 summarises the information of the aforementioned topics.

5.1 Context

The development of critical software, as mentioned before, complies with multiple standards and
regulations defined by certification authorities. These requirements are delivered to the software
development company before the implementation and will be checked upon each software delivery
and corresponding documentation [48].

Given the aviation-related projects of CSW [39], the set of verification processes that the
regulatory authority will make needs to be ensured during the development and upon delivery of
both software and documentation. This list, according to the DO-178C standard, can be verified
in Appendix A.

According to Appendix A, there is a total of 393 verifiable aspects within the software devel-
opment process. To better understand the automation of this process, a thorough classification of
each of these aspects needed to be made. This classification procedure allows the ideation and
prototyping of executable scripts to reduce software developers’ workload and automate the V&V

processes, contributing to the most accurate releases and deliveries approach.

23
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5.2 Approach

To organize the requirements checklist into its automation type, we needed to define criteria, given
the requirements type, phase of the development, and needed developer contribution. The follow-

ing list of automation types was defined:

e Manual;
¢ Software;
* Pipeline/Tests;

* Scripting.

5.2.1 Manual Automation

The development of a critical software system follows a Software Development Life Cycle (SDLC)
according to the project management model/methodology implemented. Predominantly, these

software systems follow a Waterfall approach, whose SDLC is depicted in Figure 5.1.
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Figure 5.1: Waterfall Software Development Life Cycle, extracted from [7]

The first two phases of the Waterfall SDLC, Analysis and Design, comprise the planning, qual-
ity assurance, product feasibility, risk management, requirements engineering, architecture, and
product design [42]. These operations undoubtedly require manual interaction, from requirements
negotiation, understanding, and negotiation to the product’s ideation, design, and prototyping.

Concretely, in the aviation documentation context of CSW, manual contact is needed with a
big part of the information that will be present in the documents, i.e., naming convention, low-level

and high-level requirements, standards to be followed, et cetera.
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Thus, this automation type defines all of the human processes that can be automated with-
out the implementation of any software by improving stakeholder communication and decision-
making, standardizing naming conventions, plan, design, software, and testing practices, among

other automatable processes.

5.2.2 Software Automation

The following phase of the SDLC concerns the implementation of the software. Therefore, some
certifiable aspects of critical software development can be automated.

Given the DO-178C standard checklist, software development needs particular concern with
standards and methodologies, tools, parameter management, compiling, planning, inputs, avail-
ability, robustness, et cetera. These software aspects can be automated through human decisions
(part of Subsection 5.2.1 automation type) or software mechanisms.

The leading observable software automation that could be performed in the critical software
development concerns the tools considered in the development, the reusability of the developed
software, and the introduction of good design patterns and Machine Learning (ML) algorithms,

able to reinvent themselves and computerize the software development process [37].

5.2.3 Pipeline/Tests Automation

Test Automation is one of the best ways to increase the effectiveness, test coverage, and execution
speed in software testing. The major perceived benefits of testing automation include quality
improvement through better test coverage and that more testing can be done in less time [23].
Despite the good results of test automation, human involvement is still needed in the selection of
test cases.

Paleska [32] considers that the main effort should be invested in functional testing, having
structural tests designed and executed to cover the remaining system structure not reached by

preceding tests. This consideration is based on the following factors:

* The most severe design and implementation errors are caused by erroneous specifications
or their incorrect interpretation. Therefore tests comparing the implementation behavior to

the specification are likely to detect the most critical errors.

* While structural tests cannot be created before the completion of the design phase, func-
tional tests can be derived as soon as the specification is ready. They can also be used to

validate the specification and test the design before entering the implementation phase.

» The specification contains all the requirements relevant for the user and - in case of depend-
ability requirements for a critical software system - the certification authorities. Therefore

the acceptance test was based on the specification

Pipeline optimization and automation can also have a great contribution to the certification,
V&V of the critical software documentation. A DocOps approach of a CI/CD pipeline, as rep-
resented in Figure 5.2 allows a better testing environment, version control of both code files and
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documents, allowing traceability and an easier mechanism to deploy the software, documentation

patch, and relevant logs created during testing.
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Figure 5.2: CI/CD Pipeline, extracted from [6]

5.2.4 Scripting Automation

Scripting Automation can save the costs for the overall software testing automation process, im-
prove the speed of testing, shorten the product’s launch cycle, and it can achieve an amount of
work that manual tests are impossible to finish [16].

Although this categorization could be included in Subsection 5.2.3, its separation is relevant
for the purpose of this work. Given the secrecy and confidentiality of a critical software project,
the work produced during this dissertation should first be a part of an independent environment,
acting as unattached scripts that later can be included in the Pipeline or Testing Phase of the

software development project, as depicted in Figure 5.3.

Standalone Reusable Test Scripts Test Scripts
scripts functions + +

Test Data File Test File

Figure 5.3: Scripting Automation evolution into Pipeline/Tests Automation, adapted from [16]

The overall purpose of Scripting Automation in this project is to create different scripts that re-
ceive various inputs (such as source code, requirements, standards, et cetera) and act in pre-created
or to-create files composing the certifiable documentation patch, providing vital information to the

software developer through logging or checklist creation.
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Figure 5.4: Software Automation in this dissertation’s context, adapted from [16]

5.3 Automation Analysis

As mentioned in Section 5.2, the classification of each automation type was done following the
aforementioned automation types. Given the list of certifiable requirements and aspects, the results

of the classification are displayed in Table 5.1.
Table 5.1: Characterization of the DO-178C standard checklist automation types

Automation Type Number of Automatable Processes

Manual 318
Software 108
Pipeline/Tests 45
Scripting 89

As observable, the total number of Automatable Processes in Table 5.1 is greater than the total
number of certifiable processes in the DO-178C standard checklist. This is due to the fact that,
depending on the analyzed requirement, there might be different automation types that can be
applied.

Subsequent to this classification process, there was the need of CSW’s V&V in order to begin
the ideation and prototyping of tools with a positive contribution to the automation of the software
development process. Considering the purpose of this dissertation’s work, there was a special
emphasis and focus on the Scripting automation type, specifically addressed to documentation-

related processes automation.

5.4 Summary

This chapter describes the process of classification of the DO-178C standard checklist items that
precede the procedures of discussion, ideation, and prototyping of document automation tools that
will form the DMT.

In Section 5.1, both context behind the certifiable requirements classification is described, and
the importance of this process are described. Section 5.2 reports the methodology used for the

classification process, as well as the different categories that can be allocated to each requirement.
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Subsection 5.2.1 focuses on the definition and exemplification of Manual Automation techniques
that can be applied to software development. As for Subsection 5.2.2, there is the description of
Software Automation in the development of a critical software system. Subsection 5.2.3 character-
izes Pipeline/Tests Automation, describing its contribution to software development projects and,
most concretely, in the context of document automation. This Subsection is also co-related with
Subsection 5.2.4 since the first can be considered as a progressive and more structured phase of
the latter. This Subsection introduces Scripting Automation, the main focus of this dissertation’s
software implementation.

Section 5.3 presents an overview of the results of the classification process that are pivotal for

the Solution Proposal approach in the following chapter.



Chapter 6

Solution Proposal

In this chapter, we thoroughly describe the problem’s proposed solution. Section 6.1 outlines the
methodology followed to find which executable scripts to implement.

The details of the SCIR Generation Tool are presented in-depth in Section 6.2 scrutinizing
CSW’s Process Overview in Subsection 6.1. As for Subsection 6.2.2, the implementation details
are dissected.

Section 6.3 analyzes the implementation of the Document Traceability Automation Tool, in-
cluding its pseudocode and flowchart.

The limitations of the produced work are described in Section 6.4, while the comparison be-
tween the results and the initially proposed DMT is made in Section 6.5.

Finally, Section 6.6 summarises the aforementioned topics.

6.1 Introduction

Given the results obtained in the last Chapter (more concretely in Section 5.3), we observe that
scripting development and execution can be a valuable asset to achieve 89 certifiable requirements
of the DO1-178C standard. Together with Critical Software, there was a discussion of possible
tools that could be implemented and their overall contribution to the software and product docu-
mentation process.

To better fit the current needs of CSW critical software projects, the analysis of the classifica-
tion results led to the ideation of a SCIR creation executable script. Posterior executable scripts
that could lead to the automation of the documentation-related processes were assigned a low

priority, depending on the length of the above-mentioned SCIR creation script.
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6.2 Software Configuration Index Report Automation

The Software Configuration Index (SCI) identifies the configuration of the software product, con-
taining one configuration item or a set of configuration items [1]. Its report is, therefore, a valuable
artifact for the software development guidelines and posterior certification process.

The SCIR can be created through files and logs in a version/revision control tool. This re-
port will encapsulate the artifacts produced during the different software development process
overview stages, as described in the following Subsection (6.2.1), providing information about

each document’s stage, version, location, ID, and responsible developer.

6.2.1 Critical Software Process Overview

The current software development process adopted in projects by CSW contains four different

stages (each one explained in Sub-subsections 6.2.1, 6.2.1, 6.2.1 and 6.2.1):
* Specification Stage;
» Software Implementation Stage;

* Software Testing Stage;

HSI & System Testing Stage.

Prior to the beginning of these above-mentioned stages, there is the planning of the Product
Backlog Items (PBI) to be included during each iteration of the software development process.
The Work Management Tool used, Jira [5], contains all of the PBI, requirements, and tasks related
to each feature to be implemented.

Each of the stages starts when all the artifacts from the previous stage are prepared, following
a similar set of activities. After the final event of the last stage, the artifacts should be generated,
creating a certifiable package that will be released into certification by competent authorities.

Figure 6.1 helps understand the above-explained process overview adopted by CSW.

Product Backlog ltems Incremental Certifiable
ideated after Sprint Planning Release Package

| . | | Software | | HSI & System Testing
O | n Stage | | jon Stage | |Smtware Testing Stage H Stage

Figure 6.1: The software development process under development within a PhD research [33]

Specification Stage

During the Specification Stage, the software system specification and design are described and
reviewed.
At the end of this stage, a new documentation package can be built with all the artifacts pro-

duced, but the package is not certifiable.
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Software Implementation Stage

The Software Implementation Stage marks the start of the software development, starting by spec-
ifying High and Low Level Requirements, Review and Software Implementation.
After this stage’s end, a new documentation package is built with the joint artifacts of both this

phase and the Specification Stage, but the package is not certifiable yet.

Software Testing Stage

During the Software Testing Stage, one important stage of the process, Unit Tests and Integration
Tests are enhanced and worked on. This stage marks the phase of testing and integration of the
software in the main branch of the Version Control System.

Posterior to this stage, the produced data package is not certifiable and comprises the artifacts

of the prior finished stages.

HSI & System Testing Stage

The last stage, HSI (Hardware & Software Integration) and System Testing, deal with the testing
made in emulators (simulating, in this context, an airship), reproducing a real-life scenario and
environment. This is the last stage ahead of the delivery of certifiable software and document, and
therefore, upon its end, there is a certifiable data package containing artifacts produced in all of

the stages. This data package is subsequently sent to certification identities.

6.2.2 Implementation

In order to fulfill CSW’s technological requirements (following the implemented tech stack), there

was the need to incorporate in the produced software the following technologies:

o Jira!;

 Confluence %;

* BitBucket °.

Given current automation projects being already studied, in the context of a PhD research
[33] within collaboration with CSW, any implementation of a SCIR Generation Tool would create
conflict - this topic is approached in Section 6.4 - creating the necessity of a more broad software,
capable of being introduced on the critical software development industry. This fact led to a

different chosen tech stack, including:

o Github *;

Thttps://www.atlassian.com/software/jira
Zhttps://www.atlassian.com/software/confluence
3https://www.bitbucket.org/
“https://github.com/
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* Python.

To fully automate the process of the SCIR document generation, without developer interaction,

we can divide the process into different stages:
» Data Fetching Stage;
» Data Parsing Stage;
* Document Generation Stage.

The designed architecture of the executable script is visible in Figure 6.2.

Data Fetching Stage Data Parsing Stage Data Generation Stage

3

«Certifiable Document»

SCIR
a a

«Version Control Systems API Calls «Content Filters Fetched Data «Seripts
Github Proxy Document Generator

Creates

«Log File»
Log

Figure 6.2: SCIR Generator architecture

The first stage, Data Fetching Stage, concerns the connection and authentication in the Github
API, requesting important information from its endpoints. In order to achieve this goal, the work
can be divided into two different steps. Firstly, an authentication mechanism with the Github API
was implemented. This method used a Github Personal Access Token, previously configured and
generated in Github Personal Area. The configuration of this Token, to allow a faultless operation
of the SCIR Generation Tool, needs allowance to interact within the repositories scope. Failing
this requirement will lead to the impossibility of fetching the relevant information and artifacts
from Github.

A proxy-like architecture was afterward implemented to serve as an intermediary between
Github API and the Document Generator script. This content filter was responsible for connecting

with the required Github API endpoints. These endpoints include:

* Pull Requests; * Actions;

 Pull Request Files; * Actions Artifacts;
¢ Issues; e Artifacts;

e Commits; e Users;

* Events; * Repositories.

After fetching the data and before sending it to the Document Generation Stage begins the
Data Parsing Stage. This phase consists of the processing of the fetched data from the Github API.

After each request is made to the API, a JSON response is received and processed.
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Taking into account the variety of endpoints and different information inherent to each one,
data received from each request needs different processing. Firstly, if the response has an erro-
neous status code, information about the error is appended to a log file that, at the end of the script
execution, will provide valuable information about the SCIR generation process. Otherwise, if the
response is empty, meaning that the request was successful despite not containing any information,
there is also appended a warning message to the same log file. Apart from these situations, when
valuable data is fetched, processing occurs, selecting the needed data for the SCIR generation, as

shown in Table 6.1.

Table 6.1: Gathered data from each endpoint after parsing process

Endpoint JSON Data After Parsing

Pull Requests [’id”,"number”title”,url”,”author”,”commit_sha”,”state”,”labels”
Issues [’id”,”state”, " number”,title”,”author”,” pull_request”)
Commits ["sha”,”author”,”message”,”date”]

Events ["id”, type”,”author”,”head”,”be fore”

Actions

Actions Artifacts yrs 139 3 v 5> 193

Artifacts ["id”, " name”,”url”

Pull Request Files

Users ["username”,”name””email”’]

Repositories ["name”,”url”]

The last stage, Document Generation Stage, begins after the processing of the received in-
formation from Github API. The proxy sends this information to a document generation script
responsible for building the SCIR. The SCIR is divided into six different sections:

¢ General Information;

* Warnings & Errors;

 Specification Stage Artifacts;

* Software Implementation Stage Artifacts;

» Software Testing Stage Artifacts;

HSI & System Testing Stage Artifacts;

¢ Miscellaneous Artifacts.

The document’s general information contains the id of the report, its creation date, the number
of errors and warnings. The warnings and errors section specifies these errors and warnings. The
main difference between these and the ones added to the log file is the stage in which they occur
and the causes. While the log file deals with warnings and errors in the data fetching and parsing
stages, the errors and warnings displayed in the SCIR deal with flaws produced during this last

stage (i.e., artifacts that do not belong to any process overview stage, erroneous naming).
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The following sections of the SCIR contain the relevant information about the artifacts present
in the repository. Each of the sections contains the information on the correspondent process
overview stage. The last one, Miscellaneous Artifacts, includes the relevant artifacts that are not
classified with any of the other stages.

The pseudocode in Algorithm 1 shows the first two stages, Data Fetching and Parsing. The
algorithm takes as input the Github Personal Access Token, token, the repository repo chosen
to fetch the data and artifacts, and the endpoints whose connection with Github API was imple-
mented. The outputs are the artifacts and relevant information that will be present in the SCIR, as

well as a log file containing relevant information about the errors and warnings during the process.

Algorithm 1 SCIR Generation Pseudocode - Data Fetching and Parsing

Inputs:
Github Personal Access Token: token
Github Repository: repo
Github API Endpoints: endpoints
Outputs:
Artifacts: artifacts
Log File: log_file
Fetching and Parsing Github Data
GITHUBAUTHENTICATION(token)
data <0
log_file < NEWFILE()
for endpoint in endpoints do
end pointyata <— FETCHDATA (endpoint)
if endpoint_data
data += endpoint_data
else if endpoint_data is not valid
log_file.add(EndpointError)
else if endpoint_data =0
log_file.add(EndpointWarning)
end if
end for
artifacts < 0
for information in data do
information < PARSEDATA (information)
artifact < FETCHARTIFACTS(information)
artifacts += artifact
end for

The pseudocode in Algorithm 2 displays the process of the last stage, Document Genera-
tion. The algorithm takes as input the artifacts and information produced in the first two stages,

artifacts, and it outputs the SCIR report fully completed.
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Algorithm 2 SCIR Generation Pseudocode - Document Generation

Inputs:
Artifacts: artifacts
Outputs:
SCIR Report: scir_report
Constructing the SCIR document
scir_report <— NEWFILE()
for artifact in artifacts do
if artifact AND artifact.stage
ADDARTIFACTTOREPORTS TAGE(artifact)
else if artifact is not valid
scir_report.add(ArtifactError)
else if artifact =0
scir_report.add(ArtifactWarning)
else
ADDARTIFACTTOREPORTMISCELLANEOUS(artifact)
end if
end for
return scir_report

6.3 Document Traceability Automation

After implementing the main executable script, there were still remaining DO-178C standard re-
quirements whose automation could be automated. In order to automate this requirements verifi-
cation, prior to the delivery of the certifiable documentation, one valuable executable script to be
implemented would be a Document Traceability Script.

In order to meet the highest standards of safety and quality, the critical software certification
process requires a set of documents that shall be delivered prior to this process. These documents
contain different information about the software development activities conducted by the critical
software development company. Due to the high cost and responsibility involved in a V&V and
certification process, each delivery must be thoroughly inspected to confirm its faultlessness.

The purpose of the purposed executable script is to reduce to zero the possibility of delivery
without the totality of the certifiable documentation. This objective is reached by iterating through
the produced certifiable data package, looking for the files with mandatory presence while log-
ging the missing files, and providing output to the developers. This script can also be used to
standards other than the DO-178C standard, providing a good tool for the safety-critical software
development industry.

Figure 6.3 represents the flowchart of the Document Traceability Tool.

To achieve this flowchart, there were three steps to be considered:
* Documentation fetching;
* Script execution;

* Logging;
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Figure 6.3: Document Traceability Automation Flowchart

The first of these steps is achieved by reusing the SCIR Generation endpoints and commu-
nication with the Github API by fetching all of the documents present in the critical system’s
software repository. By doing so, we retrieve both source code files and the software system’s
documentation. If any issue occurs during this phase, logging of the errors or warnings happens.

After this first step, there is the script execution. While the script executes, and similarly to
the first step, there is the logging of warnings and errors into a log file. After the execution of
the script, there are two possible scenarios: 1) If the execution of the script had no inherent issues
and the documents are all present in the data package, the log file is not generated, meaning that
the certifiable documentation is complete and the script execution occurred without any issue or
2) there were issues during the script execution, whether in the documentation fetching or the
verification of the present document files, creating a log file containing information about the

issues.
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The pseudocode in Algorithm 3 shows the functioning of the Document Traceability Automa-

tion Tool.

Algorithm 3 Document Traceability Automation

Inputs:
Github Personal Access Token: token
Github Repository: repo
Repository File Endpoint: end point
Outputs:
Log File: log_file
Document Traceability Script
GITHUBAUTHENTICATION(token)
data + 0
log_file <~ NEWFILE()
data <— FETCHDATA (repo,endpoint)
if data is not valid
log_file.add(Error)
return log_file
else if artifact =0
log_file.add(Warning)
else
[warnings,errors| <~ DOCUMENTTRACEABILITY SCRIPT(data)
end if
for warning in warnings do
log_file.add(warning)
end for
for error in errors do
log_file.add(error)
end for
return log_file

The algorithm takes as input the Github Personal Access Token, foken, that will allow the
authentication with the Github API, the repository from where the data is fetched, repo, and the
endpoint, end point, that will allow the connection with the Github API. The output is the log file,

log_file, containing the detailed issues during the process of the execution of the script.

6.4 Known Limitations

Both of these scripts were designed and implemented within the scope of CSW’s critical software
development. The tech stack used for its implementation is an alternative to the one currently used
by the company (Jira, Confluence, and BitBucket), to produce more generic executable scripts
that can improve automation and agility in wider contexts, simply using Github. This was done in
collaboration with the PhD research [33].
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When focusing on the implementation itself, despite the broad features of Github and conse-
quently its API, there are still some points that could be implemented that would enrich the already

implemented scripts, namely:

* Issues with tags and files;

* Commits with labels;

* Specific files with labels/tags;

* Actions artifacts with labels/tags;

* More specific endpoints;

These features would allow, specifically in the SCIR Generation Script, a better specificity on
the endpoints used and better artifact collection points (not only in pull requests and commits, as
implemented in this stage) that could benefit the implemented tool.

Furthermore, some guidelines need to be followed for the flawless functioning of the SCIR
Generation Tool. There needs to be a label associated to pull requests in order to fetch the re-
quired artifacts to fill in the SCIR. The fetched files also need to comply with some documented
extensions, i.e., docx, pdf, zip, ef cetera.

The fact of merging all of the specific aspects of a process overview, i.e., requirements, PBI,
source code, etc., on a single version control system can also be a limitation since tools such as
Jira and Confluence provide greater value due to their separated API from Github or BitBucket,

meaning that data can be fetched with more precision depending on the required information.

6.5 Implemented Work and the DMT

As stated in Section 1.4, with a visual representation in Figure 1.1, this work proposed the imple-
mentation of a DMT, contributing to the improvement of agility and automation of documentation-
related. As a consequence of the lack of time to implement such a complex tool, a fully imple-
mented DMT was unreachable. The implemented executable scripts constitute small tools that can
later be implemented in a DMT.

Figure 6.4 shows the current state of the DMT, with the currently implemented and possible
future tools that would allow the completeness of this software system. Each script is depicted
as a gear of a multi-phased and complex system, requiring each of the gears to work to have
a fully automated DMT. The black gears are the implemented scripts, while the grey gears are
the automation scripts that still can be implemented (with some examples envisioned during this

dissertation).
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Figure 6.4: Current state of the DMT

6.6 Summary

This chapter describes the implementation of a SCIR Generation Tool and a Document Traceabil-
ity Automation Tool which allow documentation automation within the critical software develop-
ment industry.

In Section 6.1, the methodology that led to the implementation of the executable scripts is
presented.

The SCIR Generation tool is presented in Section 6.2, outlining the details of the process
overview being case studied as part of the PhD research in collaboration with CSW [33] and the
implementation details, presenting the overview of the script, detailing the tech stack, architecture,
and pseudocode.

Section 6.3 focuses on the Document Traceability Automation Tool and, similarly to the pre-
vious detailed Section, an overview of the script is detailed, containing its flowchart and imple-
mentation characteristics.

As for Section 6.4, we describe the limitations of the developed scripts, such as the restrictions
imposed by the Github API.

Finally, in Section 6.5, there is the exhibition of the actual state of the proposed DMT with the

implemented executable scripts and with possible scripts to be implemented in the future.
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Evaluation

This chapter outlines the experimental process used to evaluate our proposed solution. Section 7.1
presents the experimental setup used for the experiments. Section 7.2 describes the experiments
conducted and the discussion of its results, while Section 7.3 includes the hypothesis evaluation

and research question answers.

7.1 Experimental Setup

To evaluate the proposed solution, different tests were made on both implementation scripts.

The experiments and tests were performed in a Macbook Pro 2021, with an M1 8 core CPU
and 16GB of RAM, running macOS Monterrey 12.0.1. The Python version used to implement the
scripts was 3.10.2.

Given the confidentiality associated with CSW'’s projects, no access was granted to actual or
post-mortem projects. To find an alternative to thorough testing, unit tests were implemented on
top of different methods:

¢ Authentication with Github API;

Github API Endpoints Data Fetching;

* Data Parsing;

SCIR Generation;
¢ Data Download;

* Document Traceability Script;

These tests were conducted having as data repositories, since CSW’s archives were confiden-

tial, we used Github private repositories created and configured for testing purposes. The account

40
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used had access and privileges on the repository, and the respective Github Personal Access Token

was configured with the needed permission for accessing the repository’s data.

7.2 Results & Discussion

Given the type of the implemented work, executable scripts, its long-term utility is to be imple-
mented in a version control system’s pipeline of a critical software system. To validate our tools,
there was the focus on assuring three main characteristics inherent to software and tests present in

a pipeline:
¢ Correctness;
* Maintainability;

¢ Performance.

7.2.1 Correctness

The first characteristic inherent to the produced executable scripts is correctness. Correctness
evaluates the software’s accuracy, i.e., the quality of being free from error. To assess this vital
aspect, there is the need to compare the expected results and the results produced from the script
executions.

When concerning SCIR generation, given that the document will be reviewed and certified
by formal authorities, there are rules to be followed. SCIR must follow a standard provided by
CSW for this work, which allows the correctness evaluation of the tests’ results. According to a
SCIR standard, the template file is shown in Appendix B. To achieve a similar result, unit tests
were made for each generation process stage. In case of a severe flaw, the script aborts. In case of
defects during the process, there is problem logging to attain more information for the developers,
despite the creation of the SCIR. Otherwise, when no warnings/errors are observed, there is a
standard SCIR generation. One of the tests is depicted in Appendix C.

The Document Traceability Automation Tool was also the target of unit testing, separated by
the three modules of the tool: document fetching and script execution and logging. This tool can
be configured to have more control over which files it will search. Appendix D shows a log file of
a test validating the presence of seven files with two of those missing.

These tests allow us to verify that both tools are fault-tolerant, producing the expected outputs

and thus granting correctness.

7.2.2 Maintainability

One other characteristic that must be intrinsic to the implemented tools is maintainability. This
characteristic refers to the easiness, precision, safety, and economy of changing the software sys-

tem, regardless of the objective. Concretely, in the critical software systems development industry,



Evaluation 42

new requirements or a change in the standard used require ductility from both software and tools
used.

Aiming towards this goal, both the SCIR Generation Tool and the Document Traceability Tool
was implemented following a modular architecture, encapsulating each of the developed features
and thus, making each task-independent. An example of this practice is the reusability of the
Github API communication module in each of the scripts.

SCIR Generation Tool’s architecture, as depicted in Figure 6.2 and above-mentioned, being
modular allows this executable script’s inclusion within a pipeline of a critical software system
given the easiness of correcting errors/bugs, implementing new features or even changing the
context of the standard followed to the development.

As for the Document Traceability Automation Tool, beyond the modular architecture, there is
also the implementation of a structure that allows the utilization of other standards. Currently, only
the DO-178C and EN50128 standards are appliable (depending on which files the tool will look
for) however, maintainability is assured with the easiness of adding new standards and features.

7.2.3 Performance

Lastly, the performance of both of the tools has a great impact on whether their usage can be viable.
To introduce both of these tools in a pipeline, the performance, mainly in terms of time spent
on each script, needed to be measured, evaluated, and compared to the currently implemented
techniques and methodologies used within CSW.

An interview process was conducted with CSW’s professionals in order to compare the pro-
duced executable scripts and the currently applied methods in the company. In order to do so, the
time spent for each approach was calculated/gathered since this is an important indicator, espe-
cially for a pipeline. The guide used for the interview process is displayed in Appendix E

Firstly, synthetic tests were made to the SCIR Generation Tool. Each of these executions was
made with 5, 15, 45, and 100 files composing the SCIR. Figure 7.1 shows the performance of the
executions.

The estimated period to manually build a SCIR, according to the interviews conducted with
CSW professionals, varies between 8 and 40 hours for 500 1000 files, so we can conclude, de-
spite the tests not covering this large number of files, that the SCIR Generation Tool outperforms
the currently applied methods considering the different orders of magnitude, providing a reliable
result.

The Document Traceability Tool was also the target of synthetic tests without data download-
ing to compare the performance of its execution as opposed to the estimated time spent by CSW’s
professionals. Similar to the SCIR Generation Tool’s tests, 5, 15, 45, and 100 files were used for
this purpose. These tests have the particularity of not including the download phase prior to the
certification of the data package integrity. Figure 7.2 shows the performance comparison.

According to the interviews conducted with CSW’S professionals, the V&V of the data pack-

age wholeness process takes between 1 hour and 4 hours, meaning that the usage of the Document
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Figure 7.1: SCIR Generation Tool synthetic tests performance

Traceability Automation can benefit the performance of the software certification and release pro-

cedures.

7.3 Hypothesis and Research Questions Evaluation

The evaluation process was intended to provide answers to the research questions and the hypoth-
esis defined in Section 4.4. Therefore, we re-visit them, summarizing our findings and providing
a clear answer:

RQ2: Can the automation of the documentation-related processes benefit the software certifi-
cation procedure?

The developed work during this dissertation proved that it is possible to automate document-
related processes in a critical software development context, diverging from the current Waterfall
methodologies applied. As shown in Figures 7.1 and 7.2 there are inherent benefits to the au-
tomation of document-related processes, especially in terms of developers’ workload reduction
and time-saving.

The software certification procedures conducted by the company prior to the delivery of the
software and documentation to the regulatory entity are positively impacted by the usage of a
DMT since it deals with document V&V and certification. Using the implemented Document
Traceability Automation Tool, for instance, there is partial automation of these procedures, which
contributes to a safer and more meticulous release of the certifiable data package.

RQ3: How can we optimize a DMT to make it quasi-autonomous?

The implementation of executable scripts and, consecutively, a DMT aims for the automation
of the documentation-related processes, reducing the workload from software developers. In order

to fully reach this goal, an autonomous tool would be necessary. Given the already implemented
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Figure 7.2: Document Traceability Automation Tool synthetic tests performance

tools, we can ensure that full autonomy is beyond reach. However, a quasi-autonomous state is
possible.

Given the implemented work, there is always the need for human contribution for a faultless
DMT, whether by analyzing the logs, containing information about issues during the procedures,
maintaining the scripts, including them in the pipeline, or providing the needed data/information
for the scripts functioning, i.e., repository, requirements, ef cetera.

RQ4: Can a DMT output certifiable documentation independently?

With the production of the SCIR Generation Tool, we can prove that a DMT can produce
certifiable documentation independently. Despite being just one of the composing executable
scripts of the DMT, it leads the way into new possible executable scripts that can generate the
different documents composing the certifiable data package.

The interviews conducted with CSW’s professionals also mentioned, in light of the produced
results, the need for the generation of more certifiable documents and release notes.

When included in a pipeline of a repository, a DMT can unassistedly produce documentation,
analyze it, validate and certificate it.

RQ1 was not fully targeted since the focus of this dissertation work was the implementation
of a DMT, making the documentation-related processes more agile, instead of studying Agile
methodologies thoroughly.

Finally, after answering the pivotal research questions, we can evaluate the hypothesis claimed

by this work:

"Document automation through a DMT within the context of critical software systems
can improve the software development process, achieving greater efficiency, quality,

and effectiveness of the document and certification-related processes."
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Taking into consideration the answers to this dissertation’s research questions, we can reach
the conclusion that including a DMT responsible for document automation within the critical soft-
ware projects development can help achieve greater efficiency, quality, and effectiveness of the
document and certification-related processes by (1) relieving workload from the developers, au-
tomating the documentation-related processes and reducing human interaction to a bare minimum,
(2) increasing the performance, specifically in terms of increasing accuracy and time reduction,
of the document production and certification of document-related processes, and (3) there is the
possibility to adapt a DMT or any of the independent executable scripts to any standard that needs

to be followed in the critical software development industry.

7.4 Summary

In this chapter, the results drawn from the evaluation process are presented. Section 7.1 defines
the system in which the experiments occured, then Section 7.2 describes the testing objectives and
its analysis, focusing on the inherent characteristics of executable scripts present in a software and
documentation development pipeline (Subsections 7.2.1, 7.2.2, 7.2.3).

Section 7.3 re-visits the research questions and hypothesis that driven this dissertation, sum-

ming up the conclusions taken from this work.
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Conclusion

This chapter demonstrates an overview of this dissertation and contours future research and work.
Section 8.1, the key conclusions and observations are presented, as well as the main contributions

of this work. Finally, in Section 8.2, possible future features and research directions are presented.

8.1 Conclusions

Critical software systems impact millions of lives every day and depend on the reliability and
defectless processes and activities. Thus, there is the need to improve the agility of these systems,
targeting the automation of its development, testing, V&YV, and certification.

Documentation has proven to be one of the obstacles to the implementation of Agile method-
ologies, as opposed to the Waterfall and plan-driven methods currently applied, and to better effi-
ciency of the V&V and certification processes performed by regulatory bodies.

After the analysis of state of the art, providing an insight on the document-related processes
automation barriers and the DO-178C standard, the examination and classification of this stan-
dard’s procedure checklist in terms of automation types provided enlightenment on the tools that
needed to be designed and implemented. Accordingly with CSW’s professionals, the priority fo-
cused on the implementation of a SCIR Generation Tool and a Document Traceability Automation
Tool.

The implementation of these tools focused on the principles of (1) automating its process,
making it quasi-autonomous and, thus, reducing the professionals’ workload, and (2) making the
tools as adaptable as possible in order to reuse them in different contexts and standards on the
critical software development industry. These tools compose the first checkpoint to the implemen-
tation of a complete DMT, whose objective is to deal with all of the documentation of a project,

making it automatically verifiable and certifiable.
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Considering the overall results and analysis of the experiments, we can conclude that a DMT
implementation can provide a better experience to the critical software industry professionals,
providing better accuracy, efficiency, and performance of document-related processes.

The work produced during this dissertation resulted in the following contributions:

DO-178C standard Development Processes Automation Checklist The characterization
of the different processes of the DO-178C standard according to the type of automation that

can be applied in order to enhance its efficiency.

SCIR Generation Tool An executable script capable of building a SCIR given a repository

with the documents from the different stages of a company’s process overview.

Document Traceability Automation Tool A tool responsible for the V&V of the integrity

of the deliverable data package to critical software regulatory entities.

8.2 Future Work

The implemented tools contain limitations, described in Section 6.4 that can be addressed in the
future. Additionally, there are also some aspects that can be analyzed in the future.

Firstly, and most importantly, given CSW’s cooperation during this dissertation’s work, there
is the need to satisfy the needs of its project overview. In the interviews conducted with CSW
professionals, there were some insights about what could possibly be the next checkpoints for the
DMT:

* Different documents generation (i.e., software design, requirements, software coding pro-

cess, et cetera,
* Release Notes automated generation;
¢ Traceability tools;
» Impact analysis script in graph databases;

* Configuration Management Check-Up Tool (validating functional and physical attributes

and its cohesion with requirements, design and operational information).

Secondly, an additional thorough analysis of Appendix A is needed to perceive what are the
next components of the DMT to be implemented, according to the importance of each of the tasks.
Some scripts may include the automation of multiple points of the checklist, so their priority
should be greater than the ones that don’t. This will allow the conclusion of a fully functional

DMT, the main goal of this dissertation’s work.



Conclusion 48

Finally, the ideation, prototyping, and implementation of different executable scripts, tests,
software, et cetera in order to conclude the DMT and integrate it into a pipeline of a critical

software project, accomplishing the main objective of this dissertation’s work.
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Appendix A

DO-178C Standard Classified Checklist

The following tables reflect the classification of the DO-178C standard checklist.
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24

25

For each question respond with:
- N/A: ion not i to this fi
-Y: positive answer
: negative answer
For N/A a ratic shall be pi

Software Planning Process
Plan for Software Aspects of Certification (baseline and release)?
Software Development Plan (baseline and release)?
Software Development Standards Document (baseline and release)?

The software plans and standards have been approved, put under configuration control, and agreed with
the certification authority ?

Planning Process Review (PPR) has been completed (meeting minutes and PPR were produced and
under configuration control)?

Software Requirements Data (baseline and release)?
Software Requirements Data has been approved and put under configuration control?
System requirements, safety-related requirements and software requirements are all traceable?

Software Requirements Process Review (SRPR) has been completed (meeting minutes and SRPR were
produced and under configuration control)?

Software Verification Results have been produced, analysed and put under configuration control, and the
open problems were captured in Problem Reports?
SRR checklist completed and under configuration control
Software Design Description (baseline and release)?
Software Reviews (SDR) has been completed (meeting minutes and SDPR were produced and under
configuration control)?
SDR checklist has been completed and configured?
Source Code has been approved and put under configuration control?

Source Code files, used to produce the Executable Object Code and Parameter Data Item files is baseline
and released?

Source Code conforms to the standards?

Software Build Log File for compilation/linking of the source code units (baseline and release)?

Software Coding Process Review (SCPR) has been completed (meeting minutes and SCPR were
produced and under configuration control)?

SQA Records have been produced, analysed and put under configuration control?
Software Environment Life Cycle Configuration Index (baseline and release)?
Software Configuration Index (baseline and release)?
Software Analysis Report with the resulting logs from the compilation, linking and loading of the
Executable Object Code and Parameter Data Item files into the target computer (baseline and release)?
Software Executable Object Code and Parameter Data Item files have been produced, integrated with the
target hardware and under configuration control?
Software build and link log files has been produced checked for error/warning free compilation/linking of
the source code units, and under configuration control?

Automation Type

Scripting and Manual
Scripting and Manual
Scripting and Manual

Manual and Pipeline/Tests

Scripiting and Pipeline/Tests

Scripting and Manual
Manual and Pipeline/Tests
Scripting and Pipeline/Tests

Scripting and Pipeline/Tests

Scripting, Manual and Pipeline/Tests

Scripting, Pipeline/Tests
Scripting and Manual

Scripting and Manual

Scripting and Manual
Manual and Pipeline/Tests

Scripting and Manual

Manual and Pipeline/Tests
Scripting and Manual

Scripting and Pipeline/Tests

Scripting, Manual and Pipeline/Tests
Scripting and Manual
Scripting and Manual

Scripting and Manual
Manual and Pipeline/Tests

Pipeline/Tests



26

27

28
29
30
31
32

33

34
35
36

37

38

39

40

41
42
43

45
46
47

48

49
50
51
52
53

54

Software Integration Process Review (SIPR) has been completed (meeting minutes and SIPR were
produced and under configuration control)?

The Executable Object Code and Parameter Data Item files can be regenerated from the archived Source
Code?

Plans and standards are baselined and released?

High-level requirements (including PDI requirements) are baselined and released?
Low-level requirements and software architecture are baselined and released?
Software Verification Cases and Procedures (baseline and release)

Software Verification Results (includes review and analysis reports) (baseline and release)

Full bidirectional traceability between system requirements and high-level requirements are baselined and
released?

Full bidirectional traceability between high-level requirements and low-level requirements are baselined
and released?

Full bidirectional traceability between low-level requirements and source code is baselined and released?

Full bidirectional traceability between high/low-level requirements and high-level requirements-based
software verification cases is baselined and released?

Full bidirectional traceability between high/low-level requirements-based software verification cases and
corresponding software verification procedures are baselined and released?

Full bidirectional traceability between high/low-level requirements-based software verification procedures
and corresponding software verification results are baselined and released?

All high/low-level requirements-based software verification test results are successful (pass or deviations
justified)?

Integration activities results (part of the Software Verification Results) are baselined and released
(Executable Object Code and Parameter Data Items are systematically and successfully generated)?
Source Code is baselined and released?

Are all the test cases, test procedures, test results and coverage analysis results reviewed?
Software Configuration Management Records are available?

Configuration items identification is completed and SCI and/or SECI are updated?

Work products were baseline before each review activity?

Work products were baseline after each review activity?

Were all change request procedures completed, with notification provided?

Were all problem reports completed and with notification provided with the evidence that they have been
evaluated and their status recorded?

The approved software can be loaded successfully through the use of release instrutions?
Quality Assurance Reports (including corrective actions and audit reports) is baselined and released?
Software Accomplishment Summary (baselined and released)?

Software Configuration Index is baselined and released?

Plan for Software Aspects of Certification (baselined and released)?

Software development processes and integral processes comply with approved software plans and
standards?

Scripting and Pipeline/Tests

Pipeline/Tests

Scripting and Manual
Scripting and Manual
Scripting and Manual
Scripting and Manual
Scripting and Manual

Scripting and Manual

Scripting and Manual
Scripting and Manual

Scripting and Manual

Scripting and Manual

Scripting and Manual
Pipeline/Tests

Scripting and Manual

Scripting, Manual and Pipeline/Tests
Pipeline/Tests
Scripting
Manual
Manual
Manual
Manual, Pipeline/Tests

Manual, Pipeline/Tests

Manual, Pipeline/Tests
Scripting and Manual
Scripting and Manual
Scripting and Manual
Scripting and Manual

Manual and Pipeline/Tests
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10
1"
12
13

14

15

16
17
18

19

20
21

22

23
24

25

The transition criteria for the software life cycle processes are satisfied?

Are all plans (i.e. PMP, SDP - containing the SCMP and the SQAP, SVP, PSAC, TQP) and standards up
to date to accommodate any changes and are they being followed?

Has the software schedule and resource plan been updated to incorporate any changes?

Are data items and documentation at an acceptable state, and in accordance with the project processes,
project schedule, and the requirements of this review?

Have all test cases and procedures been completed, reviewed, and placed under configuration in the
developmental configuration management system.

Has completeness of traceability between software High-Level Requirements and software Low-Level
Requirements been verified?
Note: some design review activities are N/A for Level C

Are all of the software High-Level Requirement reviews complete with all of the artifacts under change
control?

Are all of the design reviews (software architecture and software Low-Level Requirements) complete with
all of the artifacts under change control?
Note: some design review activities are N/A for Level C

Is the hardware unit under test production hardware, or demonstrated to be equivalent to production
hardware in all ways that affect the testing that will be performed?

Is the hardware unit under test sufficiently controlled for formal test execution?
Is the hardware unit under test the right configuration for the software that will be tested?
Will the test environment be available in the timeframe needed?
Is all the test equipment software clearly and uniquely identified and under change control?
The candidate software is controlled as required by the project SCMP section of the SDP?

For any testing that will not be performed on the candidate software, the differences do not affect the
testing that will be performed

Is the source to object code analysis complete, reviewed and under change control?
Note: some analysis activities are N/A for Level C

Has a dry run of all tests been performed?
Are all tests debugged?
Have preliminary verification (test, analysis) results been analysed and reconciled?

The test procedures for the specified formal test have been approved, reviewed and are under change
control (issued or controlled pending issue)?

Is the traceability of tests to HLRs and LLRs (if applicable) complete?
Have low-level tests (if applicable) been written, reviewed and approved?

Is the High-Level Requirements coverage and Low-Level Requirements coverage 100% complete or are
the deficiencies justified?

Is the code structural coverage 100% complete or are the deficiencies justified?
Is the data and control coupling coverage 100% complete or are the deficiencies justified?

Where code instrumentation is used, such as to measure coverage, are tests re-executed without the
instrumentation to ensure the instrumentation does not affect functionality?

Manual and Pipeline/Tests

Manual
Manual and Pipeline/Tests

Manual and Pipeline/Tests

Manual

Manual

Manual

Manual

Manual

Manual
Manual
Manual
Manual
Manual and Pipeline/Tests

Manual and Pipeline/Tests

Pipeline/Tests

Pipeline/Tests
Pipeline/Tests
Pipeline/Tests

Pipeline/Tests

Manual
Pipeline/Tests

Pipeline/Tests

Pipeline/Tests
Pipeline/Tests

Pipeline/Tests
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27
28

29

30

31
32
33
34

35

36
37
38

39

40
M
42

Are all the code reviews complete with all of the artefacts under change control?
Have all process issues affecting test activities been resolved?
Test schedule has been established and is acceptable to all involved?

All open or deferred Change Requests/Problem Reports against the candidate software have been
reviewed and dispositioned?

Are plans in place for handling problems with tests found during or after test execution?
Note: some LLR testing activities are NA for Level C

Is the current measured resource usage acceptable?
Have tools been qualified as planned?
Are all tools under change control as per the applicable SCMP section of the SDP?
Was the PDI verification procedure completed and verification report produced?
Are the test environment(s) conformed as specified in the software verification plan, software test plans,

and/or software test procedures?
Is the test environment controlled?

Is the test environment capable of performing the tests?

Will the test environment produce repeatable results?

Is all the test equipment hardware clearly identified with part numbers, serial numbers and properly
documented?

Specialized software load procedures are documented, reviewed, and under change control (if any)?
Are artifacts from Technical Data Reviews identified and under change control?
Do software team lead and SQA agree formal test execution can proceed?

Pipeline/Tests
Manual and Pipeline/Tests
Manual

Manual

Manual

Manual

Manual
Scripting and Pipeline/Tests
Manual and Pipeline/Tests

Manual and Pipeline/Tests

Manual and Pipeline/Tests
Pipeline/Tests
Manual

Scripting

Manual and Pipeline/Tests
Manual
Manual
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SW Verification Process

SW Verification Process

‘SW Verification Results

‘SW Verification Results

SW Verification Results

‘SW Verification Results

SW Verification Results

‘SW Verification Results

‘SW Verification Results

SW Verification Results

SW Verification Results

SW Verification Results

‘SW Verification Results

SW Verification Results

Chapter

11.14 Software Verification Results

11.14 Software Verification Results

11.14 Software Verification Results

Chapter

Requirements Automation Type
The Software Verification Results are produced by the software verification process activities. Software
Verification Results should:

a. For each review, analysis, and test, indicate each procedure that passed or failed during the activities and
the final pass/fail results.

Manual and Pipeline/Tests

The Software Verification Results are produced by the software verification process activities. Software
Verification Results should:
b. Identify the configuration item or software version reviewed, analyzed, or tested.

Manual and Pipeline/Tests

The Software Verification Results are produced by the software verification process activities. Software
Verification Results should:
<. Include the results of tests, reviews, and analyses, including coverage analyses and traceability analyses.

Manual and Pipeline/Tests

Requirements
Activities include:

7.2.1 Configuration Identification Manual
9 a.c should be for the software lfe cycle data.
Activities include:
721 i should be established for each configuration item, for each separately Manus!
- controlled ofa ion item, and for combis of items that comprise a
software product.
Activities include:
7.24 c.C ion items should be identified prior to the implementation of change control and Manual
traceability analysis.
Activities include:
7 iguration item should be identified before that item is used by other software life Manus!
- cycle processes, referenced by other software life cycle data, or used for software manufacture or software
loading.
Activities include:
e. If the software product identification cannot be ined by physical (for example, part
7.2.1 Configuration Identification number plate examination), then the Executable Object Code and Parameter Data Item Files, if any, should Manual
contain configuration identification that can be accessed by other parts of the system or equipment. This
may be applicable to field-loadable software.
Activities include:
7.2.2 Baselines and Traceability a. Baselines should be established for items used for credit. Manual

7.2.2 Baselines and Traceability

7.2.2 Baselines and Traceability

7.2.2 Baselines and Traceabi

7.2.2 Baselines and Traceability

7.2.2 Baselines and Traceability

7.2.2 Baselines and Traceability

baselines may be established to aid in controlling software life cycle process activities.

Activities include:

b. A software product baseline should be established for the software product and defined in the Software
Configuration Index (see 11.16).

Scripting and Manual

Activities include:
c. Baselines should be established in controlled software libraries, whether physical, electronic, or other, to
ensure their integrity. Once a baseline is established, it should be protected from change. : User-modifiable

Software
software is not included in the software product baseline, except for its associated protection and boundary
components. Therefore, modifications may be made to user-modifiable software without affecting the
configuration identification of the software product baseline.
Activities include:
d. Change control activities should be followed to develop a derivative baseline from an established Software

baseline.

Activities include:

e. A baseline should be traceable to the baseline from which it was derived, if certification credit is sought Pipeline/Test
for software life cycle process activities or data associated with the development of the previous baseline.
Activities include:

f. A configuration item should be traceable to the configuration item from which it was derived, if
certification credit is sought for software life cycle process activities or data associated with the
development of the previous configuration item.

Manual and Pipeline/Test

Activities include:
g. A baseline or configuration item should be traceable either to the output it identifies or to the process Pipeline/Test
with which it is associated.
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SW Veri

ication Results
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ication Results
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20

21

22

23

25

26

27

28

7.2.3 Problem Reporting, Tracking, and
Corrective Action

7.2.3 Problem Reporting, Tracking, and
Corrective Action

7.2.3 Problem Reporting, Tracking, and
Corrective Action

7.2.4 Change Control

7.2.4 Change Control

7.2.4 Change Control

7.2.4 Change Control

7.2.4 Change Control
7.2.5 Change Review

7.2.5 Change Review

7.2.5 Change Review

7.2.5 Change Review
7.2.6 Configuration Status Accounting
7.2.6 Configuration Status Accounting

7.2.7 Archive, Retrieval, and Release

7.2.7 Archive, Retrieval, and Release

7.2.7 Archive, Retrieval, and Release

Activities include:
a. A Problem Report should be prepared that describes the process non-compliance with plans, output
deficiency, or software anomalous behavior, and the corrective action taken, as defined in section 11.17.

ies include:
b. Problem reporting should provide for ion i of affected item(s) or
definition of affected process activities, status reporting of Problem Reports, and approval and closure of
Problem Reports.

Activities include:

c. Problem Reports that require corrective action of the software product or outputs of software life cycle
processes should invoke the change control activity.

Activities include:

a. Change control should preserve the integrity of the configuration items and baselines by providing
protection against their change.

Activities include:

b. Change control should ensure that any change to a configuration item requires a change to its
configuration identification.

Activities include:

. Changes to baselines and to configuration items under change control to produce derivative baselines
should be recorded, approved, and tracked. Problem reporting is related to change control, since resolution
of a reported problem may result in changes to configuration items o baselines.

Activities include:
d. Software changes should be traced to their origin and the software life cycle processes repeated from the
point at which the change affects their outputs. For example, an error discovered at hardware/software
integration, that is shown to result from an incorrect design, should result in design correction, code
correction, and repetition of the associated integral process activities. : It is generally recognized that early
implementation of change control assists the control and management of software life cycle process
activities.

Activities include:

e. Throughout the change activity, software life cycle data affected by the change should be updated and
records should be maintained for the change control activity.

Activities include:

a. Assessment of the impact of the problem or proposed change on system requirements. Feedback should
be provided to the system processes, including the system safety assessment process, and any responses
from the system processes should be assessed.

Activities include:

b. Assessment of the impact of the problem or proposed change on software life cycle data identifying
changes to be made and actions to be taken.

Activities include:

c.C that affected ion items identified.

Activities include:

d. Feedback of Problem Report or change impact and decisions to affected processes.

Activities include:

a. Reporting on configuration item identification, baseline identification, Problem Report status, change
history, and release status.

Activities include:
b. Definition of the data to be maintained and the means of recording and reporting status of this data.
Activities include:

a. Software life cycle data associated with the software product should be retrievable from the approved
source (for example, an archive at the developing organization or company)

Activities include:

b. Procedures should be established to ensure the integrity of the stored data, regardless of medium of
storage, by:

1. Ensuring that no unauthorized changes can be made.

Activities include:

b. Procedures should be established to ensure the integrity of the stored data, regardless of medium of
storage, by:

2. Selecting storage media that minimize regeneration errors or deterioration.
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7.5 Software Life Cycle Environment Control

7.5 Software Life Cycle Environment Control

Chapter

11.13 Software Verification Cases and
Procedures

11.13 Software Verification Cases and
Procedures
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Activities include:

b. Procedures should be established to ensure the integrity of the stored data, regardless of medium of
storage, by:

3. Preventing loss or corruption of data over time. Depending on the storage media used, this may include
periodically exercising the media or refreshing the archived data.

Activities include:
b. Procedures should be established to ensure the integrity of the stored data, regardless of medium of
storage, by:

4. Storing duplicate copies in physically separate archives that minimize the risk of loss in the event of a
disaster.

Activities include:

c. The duplication process should be verified to produce accurate copies, and procedures should exist that
ensure error-free copying of the Executable Object Code and Parameter Data Item Files, if any

Activities include:

d. Configuration items should be identified and released prior to use for software manufacture and the
authority for their release should be established. As a minimum, the components of the software product
loaded into the airborne system or equipment should be released. This includes the Executable Object Code
and Parameter Data Item Files, i any, and may also include associated media for software loading.
Activities include:

e. Data retention should be established to satisfy d enable
software modifications.

Whichever method is used, software load control should include:
a. Procedures for part numbering and media identification that identify igurations that are
intended to be approved for loading into the airborne system or equipment.

Whichever method is used, software load control should include:
b. Whether the software is delivered as an end item or is delivered installed in the airborne system or
equipment, records should be kept that confirm software compatibility with the airborne system or
equipment hardware.

The software life cycle environment tools are defined by the software planning process and identified in the
Software Life Cycle Environment Configuration Index (see 11.15). Activities include:

a.C should be established for the ble Object Code, or equivalent, of the
tools used to develop, control, build, verify, and load the software.

The software life cycle environment tools are defined by the software planning process and identified in the
Software Life Cycle Environment Configuration Index (see 11.15). Activities include:

b. The SCM process for controlling qualified tools should comply with the objectives associated with Control
Category 1 or Control Category 2 data (see 7.3), according to the guidance provided by section 12.2.3.

The software life cycle environment tools are defined by the software planning process and identified in the
Software Life Cycle Environment Configuration Index (see 11.15). Activities include:

<. Unless section 7.5b applies, the SCM process for controlling the Executable Object Code, or equivalent, for
tools used to build and load the software (for example, compilers, assemblers, and linkage editors) should
comply with the objectives associated with Control Category 2 data, as a minimum.

Requirements
Software Verification Cases and Procedures detail how the software verification process activities are
implemented. This data should include descriptions of the:
a. Review and analysis procedures: The scope and depth of the review or analysis methods to be used, in
addition to the description in the Software Verification Plan.
Software Verification Cases and Procedures detail how the software verification process activities are
implemented. This data should include descriptions of the:
b. Test cases: The purpose of each test case, set of inputs, conditions, expected results to achieve the
required coverage criteria, and the pass/fail criteria.
Software Verification Cases and Procedures detail how the software verification process activities are
implemented. This data should include descriptions of the:
<. Test procedures: The step-by-step instructions for how each test case is to be set up and executed, how
the test results are evaluated, and the test environment to be used.

Requirements
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This plan should include:
o ion. Organizati within the software verification process and interfaces with the

11.3 Software Verification Plan

11.3 Software Verification Plan

11.3 Software Verification Plan

11.3 Software Verification Plan

11.3 Software Verification Plan

11.3 Software Verification Plan

other software life cycle processes.
This plan should include:

Independence. A description of the methods for establishing verification independence, when required.
This plan should include:

Verification methods: A description of the verification methods to be used for each activity of the software
verification process:

1. Review methods, including checklists o other aids.

This plan should include:

Verification methods: A description of the verification methods to be used for each activity of the software
verification process:

2. Analysis methods, including traceability and coverage analysis.

This plan should include:

Verification methods: A description of the verification methods to be used for each activity of the software
verification process:

3. Testing methods, including the method for selecting test cases, the test procedures to be used, and the
test data to be produced.

This plan should include:

Verification environment. A description of the equipment for testing, the testing and analysis tools, and how
to apply these tools and hardware test equipment. Section 4.4.3b provides guidance on indicating target
computer and simulator or emulator differences.

This plan should include:

Transition criteria: The transition criteria for entering the software verification process.

This plan should include:

11.3 Software Plan

11.3 Software Verification Plan

11.3 Software Verification Plan

11.3 Software Verification Plan

11.3 Software Plan

g If partitioning is used, the methods used to verify the integrity of the
partitioning.

This plan should include:
Compiler assumptions: A description of the assumptions made by the applicant about the correctness of the
compiler, linkage editor, or loader (see 4.4.2).

This plan should include:

Reverification method: For software modification, a description of the methods for identifying, analyzing,
and verifying the affected areas of the software and the changed parts of the Executable Object Code.

This plan should include:

Previously developed software: For previously developed software, if the initial compliance baseline for the
verification process does not comply with this document, a description of the methods to satisfy the
objectives of this document.

This plan should include:

Itipl ion dissimilar software: If multiple-version dissimilar software is used, a description of the
software verification process activities (see 12.3.2)
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7.2.1 Configuration Identification

Requirements

Activities include:
a.C should be

Actlvllles include:
uld be

for the software lfe cycle data.

7241C b. C: sho for each item, for
- each separately controlled ofa item, and for of
configuration items that comprise a software product.
Activities include:
721 c.C items should be lentified prior to the implementation of
change control and traceability analysis.
Activities include:
721 d.A ion item should be identified before that item is used by

7.2.1 Configuration Identification

7.2.2 Baselines and Traceability

7.2.2 Baselines and Traceability

7.2.2 Baselines and Traceability

7.2.2 Baselines and Traceability

7.2.2 Baselines and Traceability

7.2.2 Baselines and Traceability

7.2.2 Baselines and Traceability

7.2.3 Problem Reporting, Tracking,
and Corrective Action

7.2.3 Problem Reporting, Tracking,
and Corrective Action

7.2.3 Problem Reporting, Tracking,
and Corrective Action

7.2.4 Change Control

other software life cycle processes, referenced by other software life cycle data, or
used for software manufacture or software loading.
Acllvlhes include:

e. If the software product i by ph 7
(for example, part number plate examlnallon) then the Executable Object Code and
Parameter Data Item Files, if any, should contain configuration identification that can be.
accessed by other parts of the system or equipment. This may be applicable to field-
loadable software.

Acllvllles include:
a. Baselines should be items used for redit.
baselines may be to aid in controlling software life cycle
process activities.
Activities include:
b. Asoftware product baseline should be established for the software product and
defined in the Software Configuration Index (see 11.16).
Activities include:
c. Baselines should be established in controlled software libraries, whether physical,
electronic, or other, to ensure their integrity. Once a baseline is established, it should
be protected from change. : User-modifiable software is not included in the software
product baseline, except for its associated protection and boundary components.
Therefore, modifications may be made to user-modifiable software without affecting the
configuration identification of the software product baseline.

Activities include:
d. Change control activities should be followed to develop a derivative baseline from an
established baseline.
Activities include:

e. Abaseline should be traceable to the baseline from which it was derived, if
certification credit is sought for software life cycle process activities or data associated
with the development of the previous baseline.

Activities include:
. A configuration item should be traceable to the configuration item from which it was
derived, i certification credll is sought for software life cycle process actvities or data
with th of the previous item.
Activities include:
9. Abaseline or configuration item should be traceable either to the output it identifies
or to the process with which it is associated.

Activities include:
a. AProblem Report should be prepared that describes the process non-compliance
with plans, output deficiency, or software anomalous behavior, and the corrective action
taken, as defined in section 11.17.
Activities include:

b. Problem reporting should provide for configuration identification of affected
configuration item(s) or definition of affected process activities, status reporting of
Problem Reports, and approval and closure of Problem Reports.

Activities include:

c. Problem Reports that require corrective action of the software product or outputs of
software life cycle processes should invoke the change control activity.
Activities include:

a. Change control should preserve the integrity of the configuration items and baselines
by providing protection against their change.
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Activities include:
b. Change control should ensure that any change to a configuration item requires a
change to its configuration identification.
Activities include:

c. Changes to baselines and to configuration items under change control to produce
derivative baselines should be recorded, approved, and tracked. Problem reporting is
related to change control, since resolution of a reported problem may result in changes
to configuration items or baselines.

Activities include:

d. Software changes should be traced to their origin and the software life cycle
processes repeated from the point at which the change affects their outputs. For
example, an error di at i jon, that is shown to result
from an incorrect design, should result in design correction, code correction, and
repetition of the associated integral process activities. : Itis generally recognized that
early implementation of change control assists the control and management of software
life cycle process activities.

Activities include:

&. Throughout the change activity, software life cycle data affected by the change
should be updated and records should be maintained for the change control activity.
Activities include:

a. Assessment of the impact of the problem or proposed change on system
requirements. Feedback should be provided to the system processes, including the
system safety assessment process, and any responses from the system processes
should be assessed.

Activities include:

b. Assessment of the impact of the problem or proposed change on software life cycle
data identifying changes to be made and actions to be taken.

Activities include:

c.C on that affected ion items are on identified.
Activities include:

d. Feedback of Problem Report or change impact and decisions to affected processes.
Activities include:

a. Reporting on

on item baseline identi Problem Report
status, change history, and release status.
Activities include:
b. Definition of the data to be maintained and the means of recording and reporting
status of this data
Activities include:
a. Software life cycle data associated with the software product should be retrievable
from the approved source (for example, an archive at the developing organization or
company).

Activities include:
b. Procedures should be established to ensure the integrity of the stored data,
regardless of medium of storage, by:
1. Ensuring that no unauthorized changes can be made.
Activities include:
b. Procedures should be established to ensure the integrity of the stored data,
regardless of medium of storage, by:
2. Selecting storage media that minimize regeneration errors or deterioration.
Activities include:
b. Procedures should be established to ensure the integrity of the stored data,
regardless of medium of storage, by:
3. Preventing loss or corruption of data over time. Depending on the storage media
used, this may include periodically exercising the media or refreshing the archived data.
Activities include:
b. Procedures should be established to ensure the integrity of the stored data,
regardless of medium of storage, by:
4. Storing duplicate copies in physically separate archives that minimize the risk of loss
in the event of a disaster.
Activities include:
c. The duplication process should be verified to produce accurate copies, and
procedures should exist that ensure error-free copying of the Executable Object Code
and Parameter Data Item Files, if any
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Activities include:

d. Configuration items should be identified and released prior to use for software
manufacture and the authority for their release should be established. As a minimum,
the components of the software product loaded into the airbone system or equipment

should be released. This includes the Executable Object Code and Parameter Data
Item Files, if any, and may also include associated media for software loading.
Activities include:
e. Data retention should be ished to satisfy ai
requirements and enable software modifications.
Whichever method is used, software load control should include:

a. for part ing and media identification that identify software
configurations that are intended to be approved for loading into the airbore system or

ment.

Whichever method is used, software load control should include:

b. Whether the software is delivered as an end item or is delivered installed in the
airborne system or equipment, records should be kept that confirm software
compatibility with the airborne system or equipment hardware.

The software life cycle environment tools are defined by the software planning process
and identified in the Software Life Cycle Environment Configuration Index (see 11.15).
Activities include:

a.C ion identification should be ished for the Obiject Code, or
equivalent, of the tools used to develop, control, build, verify, and load the software.
The software life cycle environment tools are defined by the software planning process
and identified in the Software Life Cycle Environment Configuration Index (see 11.15).
Activities include:

b. The SCM process for controlling qualified tools should comply with the objectives
associated with Control Category 1 or Control Category 2 data (see 7.3), according to
the guidance provided by section 12.2.3.

The software life cycle environment tools are defined by the software planning process
and identified in the Software Life Cycle Environment Configuration Index (see 11.15).
Activities include:

c. Unless section 7.5b applies, the SCM process for controlling the Executable Object
Code, or equivalent, for tools used to build and load the software (for example,
compilers, assemblers, and linkage editors) should comply with the objectives
associated with Control Category 2 data, as a minimum.

Requirements
The Software Configuration Index (SCI) identifies the configuration of the software
product. Specific configuration identifiers and version identifiers should be provided.
The SCI should identify.
a. The software product,

The Software Configuration Index (SCI) identifies the configuration of the software
product. Specific configuration identifiers and version identifiers should be provided.
The SCI should identify:

b. Executable Object Code and Parameter Data ltem Files, if any.

The Software Configuration Index (SCI) identifies the configuration of the software
product. Specific configuration identifiers and version identifiers should be provided.
The SCI should identify:

c. Each Source Code component
The Software Configuration Index (SCI) identifies the configuration of the software
product. Specific configuration identifiers and version identifiers should be provided.
The SCI should identify:

d. Previously developed software in the software product, if used.

The Software Configuration Index (SCI) identifies the configuration of the software
product. Specific configuration identifiers and version identifiers should be provided.
The SCI should identify:

e. Software life cycle data.

The Software Configuration Index (SCI) identifies the configuration of the software
product. Specific configuration identifiers and version identifiers should be provided.
The SCI should identify:

. Archive and release media.
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The Software Configuration Index (SCI) identifies the configuration of the software
product. Specific configuration identifiers and version identifiers should be provided.
The SCI should identify.
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11.4 Software

g for building the Object Code and Parameter Data Item Files,
if any, including, for example, instructions and data for compiling and linking; and the
procedures used to recover the software for regeneration, testing, or modification.
The Software Configuration Index (SCI) identifies the configuration of the software
product. Specific configuration identifiers and version identifiers should be provided.
The SCI should identify:

h. Reference to the Software Life Cycle Environment Configuration Index (see 11.15), if
itis packaged separately.

The Software Configuration Index (SCI) identifies the configuration of the software
product. Specific configuration identifiers and version identifiers should be provided.

e SCI should identify:
i. Data integrity checks for the Executable Object Code, if used.

The Software Configuration Index (SCI) identifies the configuration of the software
product. Specific configuration identifiers and version identifiers should be provided.
The SCI should identify:

. Procedures, methods, and tools for making modifications to the user-modifiable
software, if any.

The Software Configuration Index (SCI) identifies the configuration of the software
product. Specific configuration identifiers and version identifiers should be provided.
The SCI should identify:

k. Procedures and methods for loading the software into the target hardware.

Requirements
 This plan should include:

Management Plan

11.4 Software

of the SCM 0 be used, including
procedures tools, methods, standards organizational responsibiltes, and intoraces.
his plan should include:
b. Actis: A description of the SCM process activities in the software life cycle:
1.

Management Plan

11.4 Software Configuration
Management Plan

11.4 Software Configuration
Management Plan

11.4 Software Configuration
Management Plan

11.4 Software Configuration
Management Plan

11.4 Software

Items to be identified, when they will be identified, the
|dennrcanon methods for software life cycle data (for example, part numbering), and
the relationship of software identification and the system or equipment identification.

This plan should include:
b. Activities: A description of the SCM process activities in the software life cycle:

2. Baselines and traceability: The means of establishing baselines, what baselines wil
be established, when these baselines will be established, the software library controls,
and the configuration item and baseline traceabilty.

This plan should include:

b. Activities: A description of the SCM process activities in the software life cycle:

3. Problem reporting: The content and identification of Problem Reports for the software
product and software life cycle processes, when they will be witten, the method of
closing Problem Reports, and the relationship to the change control activity.

This plan should include:

b. Activities: A description of the SCM process activities in the software life cycle:

4. Change control: Configuration items and baselines to be controlled, when they will
be controlled, the problem/change control activities that control them, pre-certification
controls, post-certification controls, and the means of preserving the integrity of
baselines and configuration items.

This plan should include:

b. Activities: A description of the SCM process activities in the software life cycle:

5. Change review: The method of handiing feedback from and to the software life cycle
processes; the methods of assessing and prioritizing problems, approving changes,
and handiing their resolution or change implementation; and the relationship of these
methods to the problem reporting and change control activities.

This plan should include:

b Acties: A descnpnon of the SCM process activities in the software life cycle:

Management Plan

The data to be recorded to enable reporting
canfgurallon managemenl status, definition of where that data will be kept, how it will
be retrieved for reporting, and when it will be available.
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11.15 Software Life Cycle

This plan should include:

b. Activities: A description of the SCM process activities in the software life cycle:
7. Archive, retrieval and release: The integrity controls, the release method and
authority, and data retention
This plan should include:

b. Activities: A description of the SCM process activities in the software life cycle:
8. Software load control: A description of the software load control safeguards and
records
This plan should include:

b. Activities: A description of the SCM process activities in the software life cycle:
9. Software life cycle environment controls: Controls for the tools used to develop,
build, verify, and load the software, addressing sections 11.4.b.1 through 11.4.b.7. This
includes control of tools to be qualified.

This plan should include:

b. Activities: A description of the SCM process activities in the software life cycle:
10. Software life cycle data controls: Controls associated with CC1 and CC2 data.

c. Transition criteria: The transition criteria for entering the SCM process.

d. SCM data: A definition of the software life cycle data produced by the SCM process,
including SCM Records, the Software Configuration Index, and the Software Life Cycle
Environment Configuration Index

e. Supplier control: The means of applying SCM process requirements to suppliers.

Requirements
This index is written to aid reproduction of the hardware and software life cycle
i for software i ification, or software modification, and
should:
a. Identify the software life cycle environment hardware and its operating system
software.
This index is written to aid reproduction of the hardware and software life cycle
i for software i ification, or software modification, and
should:

b. Identify the tools to be used during the development of the software. Examples
include compilers, linkage editors, loaders, data integrity tools such as tools that
calculate and embed checksums or cyclical redundancy checks, and any autocode
generator with its associated options.

This index is written to aid reproduction of the hardware and software life cycle

for software or software and

should:
c. Identify the test environment used to verify the software product, for example, the
software testing and analysis tools.
This index is written to aid reproduction of the hardware and software life cycle
i i ification, or software modification, and

Configuration Index

should:
d. Identify qualified tools and their associated tool qualification data.
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8.2 Software Quallty

Requirements

This plan should include:
a. Envi A description of the SQA

including scope, organizational

and interfaces,

, tools, and methods.

This plan should include:

b. Authority: A statement of the SQA authority, responsibi
the SQA approval of software pi

lity, and independence, including
roducts.

This plan should include:
c. Activities: The SQA activities that are to be performed for each software life cycle
cess and throughout the software life cycle including:

1. 5QA methods, for example, reviews, audits, reporting,

inspections, and monitoring of

the software life cycle processes.
This plan should include:
c. Activities: The SQA activities that are to be performed for each software life cycle
process and throughout the software life cycle including:

2. Activities related to the problem reporting, tracking,

and corrective action system.

This plan should include:
c. Activities: The SQA activities that are to be performed for each software life cycle
process and throughout the software life cycle including:
3. Adescription of the software conformity review activity.
This plan should include:
d. Transition criteria: The transition criteria for entering the SQA process.
This plan should include:

e. Timing: The timing of the SQA process activities in

software life cycle processe:

relation to the activities of the
S.

This plan should include:
f. SQA Records: A definition of the records to be produced by the SQA process.

This plan should include:

g. Supplier oversight: A description of the means of ensuring that suppliers’ processes and

outputs will comply with the plans and standards.

Requirements

Activities for satisfying the SQA process objectives include:
a. The SQA process should take an active role in the activities of the software life cycle

Process A

8.2 Software Quality
Assurance Process Activities

8.2 Software Quality
Assurance Process Activities

8.2 Software Quality
Assurance Process Activities

8.2 Software Quality
Assurance Process Activities

8.2 Software Quality
Assurance Process Activities

, and have those performing the SQA process enabled with the authority,

responsibility, and independence to ensure that the SQA process objectives are satisfied.
Activities for satisfying the SQA process objectives include:
b. The SQA process should provide assurance that software plans and slandards are

developed and reviewed for i with this

and for

Activities for satisfying the SQA process objectives include:
c. The SQA process should provide assurance that the software life cycle processes
comply with the approved software plans and standards.

Activities for satisfying the SQA process objectives include:

d. The SQA process should include audits of the software

e life cycle processes during the

software life cycle to obtain assurance that:

1. Software plans are available as specifi

ied in section 4.2.

Activities for satisfying the SQA process objectives include:

d. The SQA process should include audits of the softwar:

e life cycle processes during the

software life cycle to obtain assurance that:
2. Deviations from the software plans and standards are detected, recorded, evaluated,

tracked, and resolved

Activities for satisfying the SQA process objectives include:

d. The SQA process should include audits of the softwart

e life cycle processes during the

software life cycle to obtain assurance thaf
3. Approved deviations are recorded. : It s generally accepted that early detection of

process assists efficient

of software life cycle process objectives.

Automation Type

Manual

Manual

Manual and Software

Manual and Software

Manual

Scripting and Manual

Manual

Manual

Manual

Manual and Software

Scripting, Manual and Software

Scripting, Manual and Software

Scripting, Manual and Software

Scripting, Manual, Software and
Pipeline/Tests

Manual and Software



Software Quality Assurance Process

Software Quality Assurance Process

Software Quality Assurance Process

Software Quality Assurance Process

Software Quality Assurance Process

Software Quality Assurance Process

Software Quality Assurance Process

Software Quality Assurance Process

Software Quality Assurance Process

Software Quality Assurance Process

Software Quality Assurance Process

Software Quality Assurance Process

Software Quality Assurance Process

Software Quality Assurance Process

Software Quality Assurance Process

Software Quality Assurance Process
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Assurance Process Activities

8.2 Software Quality
Assurance Process Activities

8.2 Software Quality
Assurance Process Acti
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8.2 Software Quality
Assurance Process Activities

8.2 Software Quality
Assurance Process Activities

8.2 Software Quality
Assurance Process Activities

8.2 Software Quality
Assurance Process Acti

8.2 Software Quality
Assurance Process Activities

8.3 Software Conformity
Review

8.3 Software Conformity
eview

8.3 Software Conformity
Review

8.3 Software Conformity
Review

8.3 Software Conformity
Review

8.3 Software Conformity
Review

8.3 Software Conformity
Review

8.3 Software Conformity
Review

Activities for satisfying the SQA process objectives include:
d. The SQA process should include audits of the software life cycle processes during the
software life cycle to obtain assurance that:
4. The software development environment has been provided as specified in the software
plans.
Activities for satisfying the SQA process objectives include:
d. The SQA process should include audits of the software life cycle processes during the
software life cycle to obtain assurance that:
5. The problem reporting, tracking, and corrective action process activities comply with the
Software Configuration Management Plan.
Activities for satisfying the SQA process objectives include:
d. The SQA process should include audits of the software life cycle processes during the
software life cycle to obtain assurance that:
6. Inputs provided to the software life cycle processes by the system processes, including
the system safety assessment process, have been addressed.
Activities for satisfying the SQA process objectives include:

e. The SQA process should provide assurance that the transition criteria for the software
life cycle processes have been satisfied in compliance with the approved software plans. :
Monitoring of the activities of software life cycle processes may be performed to provide
assurance that the activities are under control.

Activities for satisfying the SQA process objectives include:

f. The SQA process should provide assurance that software life cycle data is controlled in

accordance with the control categories as defined in section 7.3 and the tables of Annex A.

Activities for satisfying the SQA process objectives include:
g. Prior to the delivery of software products submitted as part of a certification application,
a software conformity review should be conducted.

Activities for satisfying the SQA process objectives include:
h. The SQA process should produce records of the SQA process activities (see 11.19),
including audit results and evidence of completion of the software conformity review for

each software product i as part of q i licatic
Activities for satisfying the SQA process objectives include:
i. The SQA process should provide assurance that supplier processes and outputs comply
with approved software plans and standards.
This review should determine that:

a. Planned software life cycle process activities for certification credit, including the
generation of software life cycle data, have been completed and records of their
completion are retained.

This review should determine that:

b. Software life cycle data developed from specific system requirements, safety-related
or software are traceable to those requirements.

This review should determine that:

c. Evidence exists that software life cycle data have been produced in accordance with
software plans and , and is lled in with the SCM Plan.
This review should determine that:

d. Evidence exists that Problem Reports have been evaluated and have their status
recorded.

This review should determine that:

e. Software requirement deviations are recorded and approved.

This review should determine that:

f. The Executable Object Code and Parameter Data Item Files, if any, can be regenerated
from the archived Source Code.

This review should determine that:
g. The approved software can be loaded successfully through the use of released
instructions.
This review should determine that:
h. Problem Reports deferred from a previous software conformity review are re-evaluated
to determine their status.

Manual and Software

Scripting, Manual and Software

Scripting, Manual and Software

Manual, Software and Pipeline/Tests

Manual and Software

Manual, Software and Pipeline/Tests

Scripting, Software and Pipeline/Tests

Manual and Software

Scripting, Manual and Software

Software and Pipeline/Tests

Scripting and Manual

Scripting and Manual

Manual

Software and Pipeline/Tests

Software

Manual



This review should determine that:
2 8.3 Software Conformity i If certification credit is sought for the use of previously developed software, the current
Review software product baseline is traceable to the previous baseline and the approved changes
to that baseline.

Software Quality Assurance Process Manual and Pipeline/Tests



Software Requirements Standards

Software Requirements Standards

Software Requirements Standards

Software Requirements Standards

Software Requirements Process

Software Requirements Process

Software Requirements Process

Software Requirements Process

Software Requirements Process

Software Requirements Process

Chapter
11.6 Software Requirements
Standards

11.6 Software Requirements
Standards

11.6 Software Requirements
Standards

11.6 Software Requirements
Standards

Chapter

5.1.2 Software Requirements
Process Activities

5.1.2 Software Requirements
Process Activities

5.1.2 Software Requirements
Process Activities

5.1.2 Software Requirements
Process Activities

5.1.2 Software

Requirements
These standards should include:
a. The methods to be used for developing software requirements, such as structured methods.
These standards should include:
b. Notations to be used to express requirements, such as data flow diagrams and formal
specification languages.
These standards should include:
c. Constraints on the use of the tools used for requirements development.
These standards should include:
d. The method to be used to provide derived requirements to the system processes.

Requirements

The software requirements process is complete when its objectives and the objectives of the
integral processes associated with it are satisfied. Activities for this process include:
a. The system functional and interface requirements that are allocated to software should be
analyzed for ambiguities, inconsistencies, and undefined conditions.

The software requirements process is complete when its objectives and the objectives of the
integral processes associated with it are satisfied. Activities for this process include:
b. Inputs to the software requirements process detected as inadequate or incorrect should be
reported as feedback to the input source processes for clarification or correction

The software requirements process is complete when its objectives and the objectives of the
integral processes associated with it are satisfied. Activities for this process include:
c. Each system requirement that s allocated to software should be specified in the high-level
requirements.

The software requirements process is complete when its objectives and the objectives of the
integral processes associated with it are satisfied. Activities for this process include:
d. High-level requirements that address system requirements allocated to software to preclude
system hazards should be defined.

The software requirements process is complete when its objectives and the objectives of the
integral jated with it are satisfied. Activities for this process include:

Process Activities

5.1.2 Software Requirements
Process Activities

e. The high-level requirements should conform to the Software Requirements Standards, and
be verifiable and consistent.

The software requirements process is complete when its objectives and the objectives of the
integral processes associated with it are satisfied. Activities for this process include:
. The high-level requirements should be stated in quantitative terms with tolerances where
applicable.

Automation Type

Manual and Software

Manual

Manual

Manual

Scripting and Manual

Scripting and Manual

Manual

Manual

Scripting and Manual

Scripting and Manual



Software Requirements Process

Software Requirements Process

Software Requirements Process

Software Requirements Process

Software Requirements Data

Software Requirements Data

Software Requirements Data

‘Software Requirements Data

Software Requirements Data

Software Requirements Data

Software Requirements Data

Software Requirements Data

5.1.2 Software Requirements
Process Activities

2 Software Requirements
Process Activities

5.1.2 Software Requirements
Process Activities

2 Software Requirements
Process Activities
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11.9 Software Requirements Data

11.9 Software Requirements Data

11.9 Software Requirements Data

11.9 Software Requirements Data

11.9 Software Requirements Data

11.9 Software Requirements Data

11.9 Software Requirements Data

11.9 Software i Data

The software requirements process is complete when its objectives and the objectives of the
integral processes associated with it are satisfied. Activities for this process include:
g. The high-level requirements should not describe design or verification detail except for
specified and justified design constraints.

The software requirements process is complete when its objectives and the objectives of the
integral processes associated with it are satisfied. Activities for this process include:
h. Derived high-level requirements and the reason for their existence should be defined.

The software requirements process is complete when its objectives and the objectives of the
integral processes associated with it are satisfied. Activities for this process include:
i Derived high-level requirements should be provided to the system processes, including the
system safety assessment process.
The software requirements process is complete when its objectives and the objectives of the
integral processes associated with it are satisfied. Activities for this process include:

J- If parameter data items are planned, the high-level requirements should describe how any
parameter data item is used by the software. The high-level requirements should also specify
their structure, the attributes for each of their data elements, and, when applicable, the value of
each element. The values of the parameter data item elements should be consistent with the
structure of the parameter data item and the attributes of its data elements.

Requirements

Software Requirements Data is a definition of the high-level requirements including the derived

requirements. This data should include:
a. Description of the allocation of system requirements to software, with attention to safety-
related requirements and potential failure conditions.

Software Requirements Data is a definition of the high-level requirements including the derived

requlremenls Thls data should include:
b.F tional and under each mode of operation.

Software Requirements Data is a definition of the high-level requirements including the derived

requirements. This data should include:
c. Performance criteria, for example, precision and accuracy.

Software Requirements Data is a definition of the high-level requirements including the derived
requirements. This data should include:
d. Timing requirements and constraints.

Software Requirements Data is a definition of the high-level requirements including the derived
requiremems. This data should include:

lemory size constraints.

Software Requirements Data is a definition of the high-level requlremenls including the derived
requirements. This data should includ

f. Hardware and software interfaces, for example, protocols, lormals frequency of inputs, and

frequency of outputs.

Software Requirements Data is a definition of the high-level requirements including the derived

requirements. This data should include:
g. Failure detection and safety monitoring requirements.
Software Requirements Data is a definition of the high-level requirements including the derived
requirements. This data should include:

h. Partitioni allocated to software, how the partitioned software components
|nterac| with each other, and the software level(s) of each partition.

Manual

Manual

Manual

Scripting and Manual

Scripting (File)

Manual

Manual

Manual

Manual

Manual

Manual

Manual and Software

Manual and Software



Software Design Standards

Software Design Standards

Software Design Standards

Software Design Standards

Software Design Standards

Software Design Standards

Software Design Process

Software Design Process

Software Design Process

Software Design Process

Software Design Process

Software Design Process

Software Design Process

Software Design Process

Chapter
11.7 Software Design Standards

11.7 Software Design Standards

11.7 Software Design Standards

11.7 Software Design Standards

11.7 Software Design Standards

Requirements
These Standards should include:
a. Design description method(s) to be used.
These Standards should include:
b. Naming conventions to be used.
These Standards should include:

c. Conditions imposed on permitted design methods, for example, scheduling, and the use of
interrupts and event-driven architectures, dynamic tasking, re-entry, global data, and
exception handling, and rationale for their use.

These Standards should include:

d. Constraints on the use of the design tools.

These Standards should include:

e. Constraints on design, for example, exclusion of recursion, dynamic objects, data aliases,
and compacted expressions.

These Standards should include:

11.7 Software Design

f. C lexity icti for example, maximum level of nested calls or conditional structures,

Chapter

5.2.2 Software Design Process
Activities

5.2.2 Software Design Process
it

5.2.2 Software Design Process
Activities

5.2.2 Software Design Process
Activi

5.2.2 Software Design Process
Activities

5.2.2 Software Design Process

5.2.2 Software Design Process
Activities

5.2.3 Designing for User-Modifiable
Software

use of unconditional branches, and number of entrylexit points of code components.

Requirements
The software design process is complete when its objectives and the objectives of the integral
processes associated with it are sansf ied. Activities for this process include:
w-level and software during the software design
process should conform to the Software Design Standards and be traceable, verifiable, and
consistent.

The software design process is complete when its objectives and the objectives of the integral
processes associated with it are satisfied. Activities for this process include:
b. Derived low-level requirements and the reason for their existence should be defined and
analyzed to ensure that the higher level requirements are not compromised.
The software design process is complete when its objectives and the objectives of the integral
processes associated with it are satisfied. Activities for this process include:
c. Software design process activities could introduce possible modes of failure into the
software or, conversely, preclude others. The use of partitioning or other architectural means
in the software design may alter the software level assignment for some components of the
software. In such cases, additional data should be defined as derived requirements and
provided to the system processes, including the system safety assessment process.
The software design process is complete when its objectives and the objectives of the integral
processes associated with it are satisfied. Activities for this process include:
d. Interfaces between software components, in the form of data flow and control flow, should
be defined to be consistent between the components.
The software design process is complete when its objectives and the objectives of the integral
rocesses associated with it are satisfied. Activities for this pmcess include:
e. Control flow and data flow should be when safety-related dictate,
for example, watchdog timers, hecks, and hannel
The software design process is complete when its objectives and the objectives of the integral
processes associated with it are satisfied. Activities for this process include:
to failure it should be with the safety-related
The software design process is complete when its objectives and the objectives of the integral
processes associated with it are satisfied. Activities for this process include:

g. Inadequate or incorrect inputs detected during the software design process should be
provided to the system life cycle processes, the software requirements process, or the
software planning process as feedback for clarification or correction.

The activities for user-modifiable software include:

a. The non-modifiable component should be protected from the modifiable component to

prevent interference in the safe operation of the This protecti
can be enforced by hardware, by software, by the tools used to make the change, or by a
ccombination of the three. If the protection is provlded by software, it should be designed and
verified at the same software level as the software. If the ion is provided
by a tool, the tool should be categorized and qualified as defined in section 12.2.

Automation Type

Manual

Manual

Manual and Software

Software

Software

Software

Manual, Pipeline/Tests

Manual, Pipeline/Tests

Manual and Software

Software

Manual and Software

Software

Scripting and Software

Software



The activities for user-modifiable software include:
b. The means provided to change the modifiable component should be shown to be the only Software
eans by which the modifiable component can be changed
The activities for deactivated code include:
Software Design Process 10 5.2.4 Designing for Deactivated Code a. A mechanism should be designed and implemented to assure that deactivated functions or Scripting and Software
components have no adverse impact on active functions or components.
The activities for deactivated code include:
b. Evidence should be available that the deactivated code is disabled for the environments
where s use is not intended. Unintended execution of deactivated code due to abnormal Manual and Software
system conditions is the same as unintended execution of activated code.
The activities for deactivated code include:
Software Design Process 12 5.2.4 Designing for Deactivated Code c. The development of deactivated code, like the development of the active code, should Software
comply with the objectives of this document.

Software Design Process 9 523 Designinsg for User-Modifiable
oftware

Software Design Process 1 5.2.4 Designing for Deactivated Code

Chapter Requirements
The Design Description is a definition of the software architecture and the low-level
requirements that will satisfy the high-level requirements. This data should include:
a. A detailed description of how the software satisfies the specified high-level requirements, Manual
including algorithms, data structures, and how software requirements are allocated to
processors and tasks.
The Design Description is a definition of the software architecture and the low-level
requirements that will satisfy the high-level requirements. This data should include: Manual
b. The description of the software architecture defining the software structure to implement the
requirements.
The Design Description is a definition of the software architecture and the low-level
requirements that will satisfy the high-level requirements. This data should include: Manual
c. The input/output description, for example, a data dictionary, both internally and externally
throughout the software architecture.
The Deslgn Description is a definition of the software architecture and the low-level
Design Description 4 11.10 Design ipti that will satisfy the high-level requirements. This data should include: Manual
d. The data flow and control flow of the design.
The Design Description is a definition of the software architecture and the low-level
requirements that will satisfy the high-level requirements. This data should include: Manual
e. Resource limitations, the strategy for managing each resource and its limitations, the
margins, and the method for measuring those margins, for example, timing and memory.
The Design Description is a definition of the software architecture and the low-level
Design Description 6 11.10 Design Description e requlremenls that will Zahsfy the high-| Ievel requlremenls ThIS data should Induﬂ\iludmg Manual
time-rigid i iy ing, Ada , and interrupts.
The Design Description is a definition of the software architecture and the low-level
requirements that will satisfy the high-level requirements. This data should include:
g. Design methods and details for their implementation, for example, software loading, user- Manual and Software
modifiable software, or multiple-version dissimilar software.
The Deslgn Description is a definition of the software architecture and the low-level
Design Description 8 11.10 Design ipti that will satisfy the high-level requirements. This data should include: Manual
h. Partitioning methods and means of preventing partition breaches.
The Design Description is a definition of the software architecture and the low-level
requirements that will satisfy the high-level requirements. This data should include: Manual
i. De of the software whether they are new or previously developed,
and, if previously developed, reference to the baseline from which they were taken.
The Deslgn Description is a definition of the software architecture and the low-level
Design Description 10 11.10 Design that will satisfy the high-level requirements. This data should include: Manual
j. Derived requirements resulting from the software design process.
The Design Description is a definition of the software architecture and the low-level
requirements that will satisfy the high-level requirements. This data should include: Manual
k. If the system contains deactivated code, a description of the means to ensure that the code
cannot be enabled in the target computer.

Design Description 1 11.10 Design Description

Design Description 2 11.10 Design Description

Design Description 3 11.10 Design Description

Design Description 5 11.10 Design Description

Design Description 7 11.10 Design Description

Design Description 9 11.10 Design Description

Design Description 1 11.10 Design Description



The Design Description is a definition of the software architecture and the low-level
requirements that will satisfy the high-level requirements. This data should include:
1. Rationale for those design decisions that are traceable to safety-related system

requirements.

Design Description 12 11.10 Design Description Scripting
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Trace Data

Trace Data

Trace Data

Trace Data
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Problem Reports

Problem Reports

Problem Reports
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11.21 Trace Data

11.21 Trace Data

11.21 Trace Data

11.21 Trace Data

11.21 Trace Data

11.21 Trace Data

Chapter

11.17 Problem Reports

11.17 Problem Reports

11.17 Problem Reports

11.17 Problem Reports

Requirements
Trace Data establishes the associations between life cycle data items contents. Trace
Data should be provided that demonstrates bi-directional associations between:

a. System requirements allocated to software and high-level requirements.
Trace Data establishes the associations between life cycle data items contents. Trace
Data should be provided that demonstrates bi-directional associations between:

b. High-level requi and low-level i 3
Trace Data establishes the associations between life cycle data items contents. Trace
Data should be provided that demonstrates bi-directional associations between:

c. Low-level requirements and Source Code.

Trace Data establishes the associations between life cycle data items contents. Trace
Data should be provided that demonstrates bi-directional associations between:

d. Software Requirements and test cases.

Trace Data establishes the associations between life cycle data items contents. Trace
Data should be provided that demonstrates bi-directional associations between:

e. Test cases and test procedures.

Trace Data establishes the associations between life cycle data items contents. Trace
Data should be provided that demonstrates bi-directional associations between:

f. Test procedures and test results.

Requirements
Problem Reports should include:
a. |dentification of the configuration item and/or the software life cycle process activity
in which the problem was observed.
Problem Reports should include:
b. Identification of the configuration item(s) to be modified or a description of the
process to be changed.

Problem Reports should include:

c. A problem description that enables the problem to be understood and resolved. The
problem description should contain sufficient detail to facilitate the assessment of the
potential safety or functional effects of the problem.

Problem Reports should include:

d. A description of the corrective action taken to resolve the reported problem.

Automation Type

Manual

Manual

Manual and Software

Manual and Pipeline/Tests

Pipeline/Tests

Pipeline/Tests

Scripting and Manual

Scripting and Manual

Scripting and Manual

Manual



Certification Liaison Process

Certification Liaison Process

Certification Liaison Process

Certification Liaison Process

Certification Liaison Process

Certification Liaison Process

Chapter

9.1 Means of Compliance and
Planning

9.1 Means of Compliance and
Planning

9.1 Means of Compliance and
Planning

9.2C

Requirements
Activities include:
a. Submitting the Plan for Software Aspects of Certification and other
requested data to the certification authority for review.
Activities include:
b. Resolving issues identified by the certification authority concerning the
planning for the software aspects of certification.
Activities include:
c. Obtaining agreement with the certification authority on the Plan for
Software Aspects of Certification.
Activities include:

9.2 Compliance Substantiation

9.2C

a. ing issues raised by the certification authority as a result of its
reviews.
Activities include:
b. Submitting the Software Accomplishment Summary (see 11.20) and
Software Configuration Index (see 11.16) to the certification authority.
Activities include:

c. itting or making available other data or evidence of compliance
requested by the certification authority.

Automation Type
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Manual

Manual

Manual and Software

Scripting and Manual

Scripting and Manual



Software Planning Process

Software Planning Process

Software Planning Process

Software Planning Process

Software Planning Process

Software Planning Process

Software Planning Process

Software Planning Process

Software Planning Process

Software Planning Process

Software Planning Process

Software Planning Process
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4.3 Software Plans

4.3 Software Plans

4.3 Software Plans

4.3 Software Plans

4.4.1 Software Development
Environment

Requirements
Activities for the software planning process include:
a. The software plans should be developed that provide direction to the personnel performing the software
Iife cycle processes. See also 9.1.
Activities for the software planning process include:
b. The software development standards to be used for the project should be defined or selected
Activities for the software planning process include:
. Methods and tools should be chosen that aid error prevention and provide defect detection in the software
development processes.
Activities for the software planning process include:
d. The software planning process should provide coordination between the software development and
integral processes to provide consistency among strategies in the software plans.
Activities for the software planning process include:
&. The means should be specified to revise the software plans as a project progresses.
Activities for the software planning process include:

1. When multiple-version dissimilar software is used in a system, the software planning process should
choose the methods and tools to achieve the dissimilarity necessary to satisfy the system safety objectives.
Activities for the software planning process include:

g. For the software planning process to be complete, the software plans and software development
standards should be under change control and reviews of them completed (see 4.6).

Activities for the software planning process include:

h. If deactivated code is planned, the software planning process should describe how the deactivation
mechanism and deactivated code will be defined and verified to satisfy system safety objectives.
Activities for the software planning process include:

i. If user-modifiable Software is planned, related processes, tools, and data items.
the design (see 5.2.3) should be specified in the software plans and standards.
Activities for the software planning process include:
j. When parameter data items are planned, the following should be addressed:
1. The way that parameter data items are used.
Activities for the software planning process include:
j. When parameter data items are planned, the following should be addressed:
2. The software level of the parameter data items.
Activities for the software planning process include:
j. When parameter data items are planned, the following should be addressed:
3. The processes to develop, verify, and modify parameter data items, and any associated tool qualification.
Activities for the software planning process include:
j. When parameter data items are planned, the following should be addressed:
Software load control and compatibilty.
Activities for the software planning process include:
k. The software planning process should address any additional considerations that are applicable.
Activities for the software planning process include:
1 sotware development actvies will be performe by a supplier, planring shotld adcess suppler
oversig
Activities for the software plans include:
a. The software plans should comply with this document. (RTCA DO178C)
Activities for the software plans include:
b. The software plans should define the transition criteria for software life cycle processes by specifying:
1. The inputs to the process, including feedback from other processes.
Activities for the software plans include:
b. The software plans should define the transition criteria for software life cycle processes by specifying:
2. Any integral process activities that may be required to act on these inputs.
Activities for the software plans include:
b. The software plans should define the ransion rilri or software lfe cyce pocesses by specifing:
3. Availability of tools, methods, plans, and procedures.
Activities for the software plans include:
c. The software plans should state the procedures to be used to implement software changes prior to use on
a certified product. Such changes may be as a result of feedback from other processes and may cause a
change to the software plans.
Activities for the selection of software development environment methods and tools include:
a. During the software planning process, the software development environment should be chosen to reduce
its potential risk to the software being developed.
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Activities for the selection of software development environment methods and tools include:

b. The use of tools or combinations of tools and parts of the software development environment should be
chosen to achieve the necessary level of confidence that an error introduced by one part would be detected
by another. An acceptable environment is produced when both parts are consistently used together. This
selection includes the assessment of the need for tool qualification.

Activities for the selection of software development environment methods and tools include:

c. The software verification process activities or software development standards, which include

consideration of the software level, should be defined to reduce potential software development environment-

related errors.
Activities for the selection of software development environment methods and tools include:
d. If certification credit is sought for use of the tools in combination, the sequence of operation of the tools
should be specified in the appropriate plan.
Activities for the selection of software development environment methods and tools include:

e. If optional features of software tools are chosen for use in a project, the effects of the options should be
examined and specified in the appropriate plan. This is especially important for compilers and autocode
generators.

Activities for the selection of software development environment methods and tools include:

f. Known tool problems and limitations should be assessed and those issues which can adversely affect
airbone software should be addressed.

The software planning process considers these features when choosing a programming language and
planning for verification. Activities include:

a. Some compilers have features intended to optimize performance of the object code. If the test cases give
coverage consistent with the software level, the correctness of the optimization need not be verified
Otherwise, the impact of these features on structural coverage analysis should be determined. Additional
information can be found in section 6.4.4.2.

The software planning process considers these features when choosing a programming language and
planning for verification. Activities include:

b. To implement certain features, compilers for some languages may produce object code that is not directly
traceable to the Source Code, for example, initialization, built-in error detection, o exception handiing (see
6.4.4.2.b). The software planning process should provide a means to detect this object code and to ensure
Verification coverage, and should define the means in the appropriate plan.

The software planning process considers these features when choosing a programming language and
planning for verification. Activities include:

c. If a new compiler, linkage editor, o loader version is introduced, or compiler options are changed during
the software life cycle, previous tests and coverage analyses may no longer be valid. The verification
planning should provide a means of reverification that is consistent with sections 6 and 12.1.3.
Activities include:

a. The emulator or simulator may need to be qualified as described in section 12.2.

Activities include:

b. The differences between the target computer and the emulator or simulator, and the effects of these
differences on the ability to detect errors and verify functionality, should be considered. Detection of those

errors should be provided by the software verification process and specified in the Software Verification Plan.

Activities for development of the software standards include:
a. The software development standards should comply with section 11.
Activities for development of the software standards include:
b. The software development standards should enable software components of a given software product or
related set of products to be uniformly designed and implemented.
Activities for development of the software standards include:

c. The software development standards should disallow the use of constructs or methods that produce
outputs that cannot be verified or that are not compatible with safety-related requirements.
Activities for development of the software standards include:

d. Robustness should be considered in the software development standards.

Activities include:

a. Methods are chosen that enable the objectives of this document to be satisfied.

Activities include:

b. Software life cycle processes can be applied consistently.

Activities include:

c. Each process produces evidence that ts outputs can be traced to their activity and inputs, showing the
degree of independence of the activity, the environment, and the methods to be used.

Activities include:

d. The outputs of the software planning process are consistent and comply with section 11.
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11.1 Plan for software Aspects of
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This plan should include:
Standards. Identification of the Software Requirements Standards, Software Design Standards, and Software
Code Standards for the project. Also, references to the standards for previously developed software,
including COTS software, if those standards are different.
This plan should include:

Software life cycle. A description of the software life cycle processes to be used to form the specific software
life cycle(s) to be used on the project, including the transition criteria for the software development
processes. This description is distinct from the summary provided in the Plan for Software Aspects of
Certification, in that it provides the detail necessary to ensure proper implementation of the software life cycle
processes.

This plan should include:

Software development environment. A statement of the chosen software development environment in terms
of hardware and software, including:

1. The requirements development method(s) and tools to be used.

This plan should include:

Software development environment. A statement of the chosen software development environment in terms
of hardware and software, including:

2. The design method(s) and tools to be used.

This plan should include:

Software development environment. A statement of the chosen software development environment in terms
of hardware and software, including:

3. The coding method(s), programming language(s), coding tool(s) to be used, and when applicable, options
and constraints of autocode generators.

This plan should include:

Software development environment. A statement of the chosen software development environment in terms
of hardware and software, including:

4. The compilers, linkage editors, and loaders to be used.

This plan should include:

Software development environment. A statement of the chosen software development environment in terms

hardware and software, including:
5. The hardware platforms for the tools to be used.

Requirements
This plan should include:
System overview. This section provides an overview of the system, including a description of s functions
and their allocation to the hardware and software, the used,
interfaces, and safety features.
This plan should include:

Software overview. This section briefly describes the software functions with emphasis on the proposed
safety and partitioning concepts. Examples include resource sharing, redundancy, fault tolerance, mitigation
of single event upset, and timing and scheduling strategies.

This plan should include:

Certification considerations. This section provides a summary of the certification basis, including the means
of compliance, as relating to the software aspects of certification. This section also states the proposed
software level(s) and summarizes the justification provided by the system safety assessment process,
including potential software contributions to failure conditions.

This plan should include:

Software life cycle. This section defines the software life cycle to be used and includes a summary of each of
the software life cycle processes for which detailed information is defined in their respective software plans.
The summary explains how the objectives of each software life cycle process will be satisfied, and specifies
0 be involved, the and the system life cycle processes and

liaison process.
This plan should include:

Software life cycle data. This section specifies the software life cycle data that will be produced and
controlled by the software life cycle processes. This section also describes the relationship of the data to
each other or to other data defining the system, the software life cycle data to be submitted to the certification
authority, the form of the data, and the means by which the data will be made available to the certification

authority.
This plan should include:
his section describes the means the applicant will use to provide the certification au(honry with
visibility of the activities of the software life cycle processes so reviews can be planned.

Schedule.
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This plan should include:

Addlllonal considerations: This section describes specific

that may affect the
cess. Examples include auemauve methods of compliance, tool qualification, previously developed
difiable softwa code, COTS software, field-

Software, op
loadiable Softwaro, parameter data toms, muliple.version dissimir Software, and product sevice hisory.
This plan should include:
Supplier oversight. This section describes the means of ensuring that supplier processes and outputs will
comply with approved software plans and standards.
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Requirements

These Standards should include:
to be used and/or defined subset(s). For a programming language,

11.8 Software Code
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5.3.2 Software Coding Process
Activities

5.3.2 Software Coding Process
Activities

532 Soﬁware c dlng Process

5.3.2 Software Coding Process
Activities

reference the data tnat unambiguously defines the syntax, the control behavior, the data behavior, and
side-effects of the language. This may require limiting the use of some features of a language.
These Standards should include:

b. Source Code presentation standards, for example, line length restriction, indentation, and blank line
usage and Source Code documentation standards, for example, name of author, revision history, inputs
and outputs, and affected global data.

These Standards should include:

c. Naming i variables, and constants.

These Standards should include:

d. Conditions and constraints imposed on permitted coding conventions, such as the degree of coupling
between software components and the complexity of logical or numerical expressions and rationale for
heir use.

These Standards should include:

e. Constraints on the use of the coding tools.

Requirements
The software coding process is complete when its objectives and the objectives of the integral processes
associated with it are satisfied. Activities for this process include:
a. The Source Code should implement the low-level requirements and conform to the software
architecture.
The software coding process is complete when its objectives and the objectives of the integral processes
associated with it are satisfied. Activities for this process include:
b. The Source Code should conform to the Software Code Standards.
The software coding process is complete when its objectives and the objectives of the integral processes
associated with it are satisfied. Activities for this process include:
¢. Inadequate or incorrect inputs detected during the software coding process should be provided to the
software requirements process, software design process, and/or software planning process as feedback
for clarification or correction.
The software coding process is complete when its objectives and the objectives of the integral processes
associated with it are satisfied. Activities for this process include:
d. Use of autocode generators should conform to the constraints defined in the planning process.
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5.4.2 Integration Process
Activities

5.4.2 Integration Process
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Requirements

The integration process is complete when its objectives and the objectives of the integral
associated with it are satisfied. Activities for this process include:
a. The object code and Executable Object Code should be generated from the Source Code and
compiling, linking, and loading data. Any Parameter Data ltem File should be generated.

The integration process is complete when its objecti and the objecti of the integral

associated with it are satisfied. Activities for this process include:

b. Software integration should be performed on a host computer, a target computer emulator, or the
target computer.

The integration process is complete when its ives and the objectives of the integral

associated with it are satisfied. Activities for this process include:
c. The software should be loaded into the target computer for hardware/software integration.

The integration process is complete when its objectit and the objecti of the integral
associated with it are satisfied. Activities for this process include:
d. Inadequate or incorrect inputs detected during the integration process should be provided to the
software requirements process, the software design process, the software coding process, or the
software planning process as feedback for clarification or correction.

The integration process is complete when its objecti and the objecti of the integral

associated with it are satisfied. Activities for this process include:

e. Patches should not be used in software submitted for use in a certified product to implement
changes in requirements or architecture, or changes found necessary as a result of the software
verification process activities. Patches may be used on a limited, case-by-case basis, for example,
to resolve known ies in the software i such as a known compiler
problem

The integration process is complete when its of the integral
associated with it are satisfied. Activities for this process include:
f. When a patch is used, these should be available:

1. Confirmation that the software process can ly track the patch.

The integration process is complete when its objectives and the objectives of the integral

associated with it are satisfied. Activities for this process include:
f. When a patch is used, these should be available:
2. An analysis to provide evidence that the patched software satisfies all the applicable objectives.

The integration process is complete when its objecti and the objecti of the integral
associated with it are satisfied. Activities for this process include:
. When a patch is used, these should be available:
3. i tion in the Software It Summary for use of a patch.
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Appendix B

SCIR Template

Software Configuration Index

Reference ID:

Package-Name

Generation Date:

dd/mm/yyyy - hh:mm:ss

#nb of errors

XX

#nb of Warnings

XX

SClI Errors

Error description..
Error descriptio
Error description...

SCl Warnings

Warning description..
Warning description..

SCI Data
Specification Stream
Filename VCS Commit / Version VCS Location JiraIlD Lifecycle Responsible
ITEM-NAME_SYS-DESC.docx | https://../projects/ https://../ ABC-XXX | SYS-DESC John John
DOCOPS/repos/fake-csw/commits/ projects/DOCOPS/repos/fake- | (open/ (username)
e406e9eb2409bd4bd9c305e6a395415e41451973 | csw/browse/moduleX done/
in prog)
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ITEM-NAME_SYS-SPEC.docx | https://../projects/ https://../ ABC-XXX | SYS-SPEC John John
DOCOPS/repos/fake-csw/commits/ projects/DOCOPS/repos/fake- | (open/ (username)
e406e9eb2409bd4bd9c305e6a395415e41451973 | csw/browse/moduleX done/

in prog)

ITEM-NAME_SYS-SPEC- https://../projects/ https://../ ABC-XXX | SYS-SPEC Andy Peter

RVW.docx DOCOPS/repos/fake-csw/commits/ projects/DOCOPS/repos/fake- | (open/ (username)
e406e9eb2409bd4bd9c305e6a395415e41451973 | csw/browse/moduleX done/

in prog)

Software Implementation Stream

Filename VCS Commit / Version VCS Location JiralD Lifecycle Responsible

ITEM-NAME_CODE.c https://../ projects/ https://../ ABC-XXX | SYS-DESC Andy Peter
DOCOPS/repos/fake-csw/commits/ projects/DOCOPS/repos/fake- | (open/ (username)
e406e9eb2409bd4bd9c305e6a395415e41451973 | csw/browse/moduleX done/

in prog)

ITEM-NAME_CODE- https://../projects/ https://../ ABC-XXX | SYS-DESC John John

RVW.docs DOCOPS/repos/fake-csw/commits/ projects/DOCOPS/repos/fake- | (open/ (username)
e406e9eb2409bd4bd9c305e6a395415e41451973 | csw/browse/moduleX done/

in prog)

ITEM-NAME_HLR-SPEC.docx | https://../projects/ https://../ ABC-XXX | SYS-DESC Andy Peter
DOCOPS/repos/fake-csw/commits/ projects/DOCOPS/repos/fake- | (open/ (username)
e406e9eb2409bd4bd9c305e6a395415e41451973 | csw/browse/moduleX done/

in prog)
Software Testing Stream
Filename VCS Commit / Version VCS Location Jira ID Lifecycle Responsible




HIS & System Testing Stream

Filename VCS Commit / Version VCS Location Jira ID Lifecycle Responsible

Miscellaneous Artefacts

Filename VCS Commit / Version VCS Location Jira ID Lifecycle Responsible
Misc

Misc




Appendix C

Generated SCIR

The following file was generated using a mock repository with the following files (1) Spec-
Stagel.docx, (2) SpecStage2.pdf, (3) ImplStagel.zip, (4) ImplStage2.docx, (5) TestStagel.pdf,
and (6) RandomFile.docx.
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Generated SCIR
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Software Configuration Index Report

Generation Date:

23/06/2022 14:57:37

#nb of errors: 1
#nb of Warnings: 0
SCI Errors

SCIl Warnings

Software Testing Stage has no associated artifacts

Specification Stage

Filenam VCS PR / Version VCS Location Lifecy | Respo
e cle nsible
SpecStag SpecS | Joaqui
el.docx | https://api.github.com/repos/jmscr | https://github.com/jmscrodrigues/ | tagel |m
odrigues/fake csw/pulls/1 fake csw/SpecStagel.docx Rodrig
ues
SpecStag SpecS | Joaqui
e2.pdf https://api.github.com/repos/jmscr | https://github.com/jmscrodrigues/ | tage2 | m
odrigues/fake csw/pulls/1 fake csw/SpecStagel.docx Rodrig
ues
Implementation Stage
Filenam VCS PR / Version VCS Location Lifecy | Respo
e cle nsible
ImplStag ImplS | Joaqui
el.zip https://api.github.com/repos/jmscr | https://github.com/jmscrodrigues/ | tagel | m
odrigues/fake csw/pulls/2 fake csw/ImplStagel.zip Rodrig
ues
ImplStag ImplS | Joaqui
e2.docx https://api.github.com/repos/jmscr | https://github.com/jmscrodrigues/ | tage2 | m
odrigues/fake csw/pulls/2 fake csw/ImplStage2.docx Rodrig
ues
Testing Stage
Filenam VCS PR / Version VCS Location Lifecy | Respo
e cle nsible

HSI and System Testing Stage




Filenam VCS PR / Version VCS Location Lifecy | Respo
e cle nsible
TestStag TestSt | Joaqui
el.pdf https://api.github.com/repos/jmscro | https://github.com/jmscrodrigues/ | agel m
drigues/fake csw/pulls/3 fake csw/TestStagel.pdf Rodrig
ues
Miscellaneous Artifacts
Filename VCS PR / Version VCS Location Lifecy | Respo
cle nsible
RandomF Rando | Joaqui
ile.docx https://api.github.com/repos/jmscr | https://github.com/jmscrodrigues | mFile | m
odrigues/fake csw/pulls/4 /fake csw/TestStagel.pdf Rodrig
ues




Appendix D

Document Traceability Tool - Log File

The following figure reflects a log file when executing the Document Traceability Automation
Tool when missing (1) PPR file and (2) D0O0007300 file.
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Document Traceability Tool - Log File

[2022-06-23 16:05:07.502649]
[2022-06-23 16:05:07.503611]

¢ Warning: File PPR not present in the bundle
: Warning: File D0O000O7300 not present in the bundle
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CSW Interview Guide

Appendix E

CSW Interview Guide

Improving Agility in Critical Software Systems
Development

Este questionario tem o intuito de avaliar o contributo, importancia e performance de duas
ferramentas (SCIR Generator e Document Verifier) desenvolvidas no trabalho de uma
dissertagao assim como a sua aplicabilidade para o contexto do desenvolvimento de

sistemas criticos.

*Qbrigatério

1. Tempo de experiéncia (em anos) *

2. Duracéo (estimada) para o preenchimento manual de um Software
Configuration Index Report (SCIR), em horas

3. Opiniao acerca da inclusao de um SCIR Generator na pipeline *

Marcar apenas uma oval.

Pouco interessante/benéfico Muito interessante/benéfico

*

4. Duracéo (estimada) para a verificagcdo da presenca de todos os ficheiros no
data package a ser entregue a autoridade certificadora, em horas
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5. Opiniao acerca da inclusao de um verificador de ficheiros automatico na *
pipeline

Marcar apenas uma oval.

Pouco interessante/benéfico Muito interessante/benéfico

6. Sugestdes de processos a automatizar no que toca a producdo e gestéode  *
documentacéo certificavel

Este conteldo néo foi criado nem aprovado pela Google.

Google Formularios



	Front Page
	Table of Contents
	List of Figures
	List of Tables
	List of Listings
	1 Introduction
	1.1 Context
	1.2 Motivation
	1.3 Problem
	1.4 Objectives
	1.5 Document Structure

	2 Background
	2.1 Agile
	2.2 Critical Software Systems
	2.3 DO-178C Standard
	2.4 DocOps

	3 State of the Art
	3.1 Methodology
	3.1.1 Literature Research Questions
	3.1.2 Process
	3.1.3 Databases

	3.2 Agile in Critical Software Systems
	3.2.1 Benefits (LRQ1)
	3.2.2 Concerns (LRQ2)

	3.3 Documentation Automation (LRQ3)
	3.4 DO-178C Standard and Documentation (LRQ4)
	3.5 Summary

	4 Problem Statement
	4.1 Current Issues
	4.2 Scope
	4.3 Requirements
	4.4 Hypothesis & Research Questions
	4.5 Methodology

	5 Software Development Process Automation
	5.1 Context
	5.2 Approach
	5.2.1 Manual Automation
	5.2.2 Software Automation
	5.2.3 Pipeline/Tests Automation
	5.2.4 Scripting Automation

	5.3 Automation Analysis
	5.4 Summary

	6 Solution Proposal
	6.1 Introduction
	6.2 Software Configuration Index Report Automation
	6.2.1 Critical Software Process Overview
	6.2.2 Implementation

	6.3 Document Traceability Automation
	6.4 Known Limitations
	6.5 Implemented Work and the DMT
	6.6 Summary

	7 Evaluation
	7.1 Experimental Setup
	7.2 Results & Discussion
	7.2.1 Correctness
	7.2.2 Maintainability
	7.2.3 Performance

	7.3 Hypothesis and Research Questions Evaluation
	7.4 Summary

	8 Conclusion
	8.1 Conclusions
	8.2 Future Work

	References
	A DO-178C Standard Classified Checklist
	B SCIR Template
	C Generated SCIR
	D Document Traceability Tool - Log File
	E CSW Interview Guide

