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Abstract

The researchers of the group of Visual Computing and Machine Intelligence (VCMI) of the Centre
for Telecommunications and Multimedia (CTM) from INESC TEC are from the fields of artificial
intelligence and computer vision and focus on the development of pattern recognition algorithms.
In 2019, they built a website to publish the team member’s scientific publications, projects, news,
and events.

As time passed, the team grew, and so did the information stored on the application’s database.
This natural growth introduced severe performance problems and inconsistencies that negatively
impacted the visitor’s experience and the application’s usability. Furthermore, preliminary meet-
ings with the group revealed that the application was still missing some fundamental functionali-
ties, such as a way to publish and let the users interact with the algorithms developed by the team.
On the other hand, the team members reported that the website’s database management system
was inadequate. Hence, the main objectives of this dissertation project consisted of implementing
solutions for such issues.

In this project’s initial phase, we compared the properties and performance of multiple compat-
ible database management systems and switched to the more adequate and performant one. In the
second phase, we improved the application’s usability (with a focus on efficiency), as proved by
the different usability evaluations. The third phase consisted of incorporating interactive demon-
strations in the application, supporting the most common types of algorithm inputs and outputs
appointed, and allowing team members to create them easily. Finally, in the last development
phase, we concretised some of the suggested enhancements from the requirements and imple-
mented other features to support all the solutions from previous stages.

We successfully concluded all the objectives of this dissertation by delivering a new applica-
tion version with better usability and responsiveness, interactive demonstrations publishable in a
dedicated section for the team’s software, and a new database management system. Furthermore,
we addressed several security issues and created automated pipelines for some frequent adminis-
tration tasks. All these changes brought advantages, not only to the visitors, who now have a better
experience but also to the team members, who have an appealing way to advertise their work.

Keywords: database management systems, web development, usability, performance, interactive
demonstrations



Resumo

Os investigadores do grupo de Visual Computing and Machine Intelligence (VCMI) do Centro de
Telecomunicagdes e Multimédia (CTM) do INESC TEC sdo das dreas de inteligéncia artificial e
visdo de computador e focam-se no desenvolvimento de algoritmos de reconhecimento de padrdes.
Em 2019, um website foi desenvolvido para publicar as publicagdes cientificas, projetos, noticias
e eventos da equipa.

Com o passar do tempo, a equipa cresceu, bem como a informacdo armazenada na base de
dados da aplicacdo. Este crescimento natural trouxe problemas severos de performance e incon-
sisténcias que afetaram negativamente a experiéncia dos visitantes e a usabilidade da aplicagao.
Além do mais, reunides preliminares com a equipa revelaram que algumas funcionalidades indis-
pensdveis ainda estavam em falta na aplicacdo, nomeadamente uma forma de publicar e permitir
que os utilizadores interajam com os algoritmos por eles desenvolvidos. Por outro lado, os mem-
bros da equipa apontaram que o sistema de gestdo de base de dados que estava a ser utilizado
ndo era adequado. Por isso, os objetivos principais deste trabalho consistem em solucionar estes
problemas.

Na fase inicial deste projeto, comparamos as propriedades e performance de multiplos sis-
temas de gestdo de base de dados compativeis, e trocamos para o mais adequado e com melhor
performance. Na segunda fase, melhoramos a usabilidade da aplicacdo (focando-nos na eficién-
cia), como é comprovado pelas avaliagdes de usabilidade conduzidas. A terceira fase consistiu em
incorporar demonstragdes interativas na aplicacio, suportando os tipos mais comuns de entradas
e saidas dos algoritmos apontados, e permitir que os membros da equipa as criem facilmente. Fi-
nalmente, na dltima fase do desenvolvimento, implementamos umas funcionalidades de modo a
melhorar solu¢des anteriores, e mais alguns dos requisitos previamente recolhidos em fases ante-
riores.

Concluimos com sucesso os objetivos desta dissertacdo, tendo produzido uma nova versao da
aplicacdo com melhor usabilidade e responsividade, a possibilidade de publicar demonstragdes
interativas numa sec¢do dedicada ao software da equipa, e um novo sistema de gestdo de bases
de dados. Além do mais, resolvemos alguns problemas de seguranca e automatizamos tarefas
comuns da administracdo. Todas estas alteragdes trouxeram vantagens, ndo sé para os visitantes,
que terdo uma melhor experiéncia ao utilizar a aplicacdo, mas também para os membros da equipa,
que passaram a ter uma forma apelativa de publicitar o seu trabalho.

Palavras-chave: sistemas de gestdo de bases de dados, desenvolvimento web, usabilidade, per-
formance, demonstragdes interativas
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Chapter 1

Introduction

1.1 Context

The Visual Computing and Machine Intelligence (VCMI) research group is part of the Centre
for Telecommunications and Multimedia (CTM) from the Institute for Systems and Computer
Engineering, Technology and Science (INESC TEC). Although its members may have different
backgrounds, the team’s main work areas are computer vision and artificial intelligence, and they
devote their work towards developing pattern recognition algorithms.

The desire to share more than just their scientific publications led the team members to create
a simple web application!. This website is where the team advertises their work to everyone on
the Internet. It is used to publish research-related documents and share news and events the group
is involved in. Information about its members and partners is also available.

The application used Vue.js? as its front-end framework, Django® as its back-end framework,
and a SQLite* database to store information. All these components were running inside Docker’

containers, in an INESC TEC server.

1.2 Motivation

Although the VCMI research group already had a web application, it had some shortcomings: on
the one hand, it had usability problems, and on the other hand, some important functionalities
were missing.

Preliminary meetings with the team members revealed that the application was missing a way

of publishing the algorithms developed. An interactive solution for this problem would give the

! Available at: https://vemi.inesctec.pt/
2Vue.js: https://vueis.org/

3Django: https://www.djangoproject.com/
4SQLite: https://www.sqlite.org/index.html
SDocker: https://www.docker.com/
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https://www.docker.com/
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visitors a reason to spend time on the application and possibly awaken their interest in the team’s
work.

The issues that harmed the application’s usability were more diverse. The most prominent
were the high page loading times and lack of responsiveness accompanied by very little visual
feedback upon interacting with the page’s components. Since keeping the visitors captivated is in

the group members’ best interests, such issues must be solved.

1.3 Objectives

This dissertation project aimed to improve the VCMI group’s application according to their needs
by implementing features and enhancements to both the back-end and front-end that they deemed

necessary. More precisely, these were its main goals:
1. Gather requirements that correspond to the team’s expectations.
2. Switching the application’s database management system to a more appropriate one.

3. Improving usability by identifying the most impactful issues and their cause, and fixing
them. Once concluded, the visitors should be able to effectively, efficiently and satisfactorily

use the applications’ functionalities.

4. To make the group members’ work more visible and exciting to the visitors by incorporating

a way of publishing software and interactive demos of the algorithms developed.

By fulfilling these goals, we expect the number and frequency of visits and the number of

interactions with the website to grow.

1.4 Document structure

This dissertation project is composed by six more chapters, organised in the following way:

Chapter 2 defines the fundamental topics to understand this dissertation project.

Chapter 3 presents state-of-the-art technologies and methodologies relevant to this project.

Chapter 4 explains the application’s architecture, its main problems, and the methodology
followed for each.

Chapter 5 presents the results of all the tasks conducted to gather requirements for this disser-
tation project.

Chapter 6 details the implementation of the requirements, as well as the reasoning behind most
of the decisions made and their limitations.

Chapter 7 concludes this dissertation project by summarising the main contribution to the
team’s application and pointing out tasks that should be considered in a future continuation of this

work.



Chapter 2

Background

This chapter starts by explaining concepts related to web development, such as web-based ap-
plications, web services and protocols. Then, it describes the concepts of database management
systems and databases. In the same section, topics such as database models and types of data are

covered. Finally, a definition of usability and methods to evaluate it are presented.

2.1 Web-based applications and services

2.1.1 The World Wide Web

The World Wide Web (or “web”) is “an information space in which the items of interest, referred to
as resources, are identified by global identifiers called Uniform Resource Identifiers (URI)”!. This
system was proposed in 1989 by Tim Berners-Lee” at CERN (research organisation near Geneva,
Switzerland), and in 1990, he had already created the first web server, web browser and web
page’. In 1991, the web became public®, and shortly after, it started being adopted by educational
institutions, research laboratories and businesses [40].

The World Wide Web uses the Internet and some of its core protocols, such as the Transmission
Control Protocol (TCP), which existed for many years before its invention [40]. It also relies on the
URI to make resources referenceable and retrievable [7], the Hypertext Transfer Protocol (HTTP)
to transfer data between client and server?, and the HyperText Markup Language (HTML), which
is understood by the client (web browser) and is used to display content [7]. The first specifications

of these pillars of the web were also written by Tim Berners-Lee'.

"'World Wide Web (W3C): https://www.w3.0rg/TR/webarch/#intro

2Tim Berners-Lee’s proposal: https://www.w3.org/History/1989/proposal.html

3World Wide Web (Mozilla):
https://developer.mozilla.org/en-US/docs/Glossary/World Wide_Web
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2.1.2 HTTP and HTTPS

The Hypertext Transfer Protocol (HTTP) is the foundation protocol of the World Wide Web [40].
It is a stateless client/server protocol and the basis of any data exchange on the web. It uses a
request/response paradigm, where requests are messages sent by the client (in most cases, a web
browser), and the responses are the messages sent by the web server as a reply to such requests.
Due to its stateless nature, each request-response pair is independent of the previous ones for the
web server [3,40].

Figure 2.1 illustrates an example of the interactions between a client and a web server, where

the client opens a new connection with the server and reuses it for several requests.

Client Server

Establish TCP Connection
gl | .

4
A

Request
|-
Response } Process request
4l
e o o
Request >
Response } Process request

A

End TCP Connection

4
Y

Figure 2.1: HTTP protocol: client-server interactions.

As we can see in the illustration, HTTP relies on a Transmission Control Protocol (TCP)
connection to send and receive messages [3]. In websites where sensitive data such as passwords
and personal information is transferred, it is common to encrypt this type of connection using the
Transport Layer Security (TLS) protocol.

The Transmission Control Protocol (TCP) is a network protocol that operates in the transport
layer and is used to ensure reliable delivery of packets over the Internet. If the connection between
the client and the web server is encrypted using the TLS protocol (or its predecessor, Secure
Sockets Layer (SSL) protocol), we are in the presence of the Hypertext Transfer Protocol Secure
(HTTPS) protocol rather than HTTP.

HTTPS is an extension of the standard HTTP protocol that, by using TLS, provides server

authentication, confidentiality and integrity to the connection. This means that it guarantees that
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the connection is established with the server (and not an attacker) and that none of the data sent

can be read nor modified by third parties in the event of packet interception®.

2.1.3 Web pages, websites, and web applications

Web pages, websites, and web applications are terms that often get confused and are incorrectly
used as synonyms. In the context of this dissertation, it is relevant to distinguish them.

A web page (or “page”) is an hypertext document provided by a website that can be displayed
by a web browser [46] (e.g. Google Chrome, Firefox, Chromium, Brave and Safari).

A website (or “site”) is a collection of web pages that are connected to each other through
hypertext links [46]. Although this definition may seem simple, it has underlying concerns: a
website should maintain a thematic consistency of content and a similar look and feel (i.e., layout,
design and elements) across all of its pages to create and define its identity. When these concerns
are addressed, the visitors should quickly identify a particular website just by looking at one of its
pages [40].

A web application (or “web app”) consists of a client part that is executed on a user’s web
browser and a server part that runs on a web server [23]. These parts are often called front-end
and back-end, respectively. In a server-side rendering configuration, the web server dynamically
builds the HTML documents and delivers them to the client®. On the other hand, in a single-page
client-side application, the web server serves a base HTML document, and the rest of the rendering
is done through JavaScript (on the web browser). In both cases, the client requests information,
and upon receiving it, the web browser interprets and displays the page. Unlike a website whose
content is static, a web application presents content that may be adapted based on multiple sources,

such as the request parameters and user session information [23,40].

2.1.4 Web services

Web services are modular networked applications that expose their business logic as services over
the Internet and use standard web protocols over well-defined interfaces, also known as application
programming interfaces (APIs) [10, 18]. An API is a set of methods and rules by which applica-
tions exchange messages and transfer data. Furthermore, it helps organise interactions between
them [26]. Although the type of API may affect the way the service is used, generally, other appli-
cations may leverage these services by invoking the desired method in the provided API through
the Internet Protocol (IP) of the server where the service was deployed [10, 18]. There are no
operating system or programming language requirements to use these services, thus promoting
interoperability among devices. Depending on the type of service, data transfer may be done in
the Extensible Markup Language (XML) or JavaScript Object Notation (JSON) formats.

4TLS assurances: https://developer.mozilla.org/en-US/docs/Glossary/TLS
5Server-side rendering with Vue: https://vuejs.org/guide/scaling—up/ssr.html
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2.1.5 Virtualisation and Docker

Server virtualisation is a technological innovation that facilitates building multiple virtual ma-
chines (VM) on a single physical machine in the form of containers or hypervisors [35]. Most
cloud computing systems rely on container-based or hypervisor-based virtualisation [8].

One of the key differences between hypervisor-based virtualisation and container-based vir-
tualisation is that the first provides isolation at the hardware abstraction layer. In contrast, the
second offers operating system level abstraction and isolation. Another distinction factor among
them is that container-based virtualisation is much lighter on the system resources (due to shar-
ing them and the operating system among containers), outperforming hypervisor-based VMs in
performance and scalability [44]. Although these also provide some degree of isolation, if, for se-
curity reasons, a higher degree of isolation is needed, a hypervisor-based VM is a requirement [8].

Figure 2.2 compares the architectures of these virtualisation technologies.

Hypervisor based architecture Container based architecture (Docker)
ﬂirtual N Virtual N ( Virtuh ( \
Machine 1 Machine 2 Machine 3
{ App 1 ] [ App 2 ] App 3 App 1 App 2 App 3
Guest Guest Guest \_ Y,
OS1 0S 2 OS3
\_ ) U ) U ) Docker
L Hypervisor ) Host Operating System
| Host Operating System | K Hardware /

\ Hardware /

Figure 2.2: Hypervisor-based virtualisation and container-based virtualisation (Docker) architec-
tures [35].

2.1.5.1 Docker

Docker is an open-source container-based virtualisation technology [4,44]. It was developed to
be a lightweight computing technology and make the containerised applications portable, that is,
behave the same regardless of the machine it is running on (as long as Docker supports the host

system) [4]. In order to build a container, Docker requires an image.

Docker images
Docker images contain application code, libraries and binaries required to run it, and some sup-

porting packages [4]. Images may be based on other images, and every command executed (i.e.
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for installing dependencies, moving files or other operations) is layered on top of it [8], thus mak-
ing image building a multi-step process. The automatic way of building an image involves using

a Dockerfile, a script where every step required for building the image is specified [8].

Docker containers

A Docker container is an instance of a Docker image, where the application code is run in a con-
fined way [35]. Docker’s implementation depends on the Linux kernel namespaces and cgroups.
The namespaces are used to give containers access to system components such as the CPU, mem-
ory and network and to provide isolation from the other processes. In contrast, cgroups are used

to manage the resources available to the container [4].

2.2 Database Management Systems and databases

A database is a collection of interrelated data and information that is stored and organised to
promote its access and management. Data can be added to a database, removed or updated [19,39].

A Database Management System (DBMS) a is software for creating and managing databases.
It acts as an interface between the users (or other programs) and the database to facilitate data
organisation and manipulation. Besides managing data, the DBMS also manages the logical struc-
ture of the database (schema) and the database engine, whose function is to manipulate data (re-

trieve, update or lock) [19].

2.2.1 Why use a database?

The usage of a database, as opposed to merely files in the file-system, can be very beneficial,
especially for large scale systems. These are some of the advantages that a database may bring
[39]:

* Reduced data redundancy: Data redundancy is the storage of duplicate data. This not
only uses more disk space but also may be the cause of data inconsistencies when updates

happen. By reducing (or removing) redundancy, these problems are mitigated.

» Data searching: Data stored in a database may easily be accessed and searched based on a

given property.

* Data integrity: The DBMS guarantees that processes such as insertion, deletion, and up-
dating of records keep the data integrity, that is, that the data follows the imposed constraints

over its life-cycle.

* Atomic updates: Atomic updates guarantee that no changes are committed in case of fail-

ure.

* Concurrent access by multiple users.
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2.2.2 Database models

Since data is a dynamic entity, the way it is stored varies. The logical structure that describes how
a database is structured and used is called the database model [19]. We describe some of these

models below.

Hierarchical

The hierarchical data model was introduced in the 1960s by IBM [39]. In this database model,
data is arranged in a tree structure, with data at each level of the hierarchy dependent upon the data
at the higher level of the hierarchy [1]. Being structured as a tree implies that each child record
(data from a lower hierarchy level) only has one parent record (data from a higher hierarchy level).
Parent records may have multiple children. In order to get data from such a structure, the whole

tree needs to be transversed from the root [39].

Network

The network data model was developed to replace the hierarchical data model, and although sim-
ilar, it allowed for children records to have multiple parents, thus forming a network. It was the
first data model to introduce many-to-many relations. Due to its flexibility when compared to the
hierarchical data model, DBMS that supported this type of data model became very popular in the
early 1970s [39].

Object-oriented

In an object-oriented database, information and data are represented by complex data objects, that
is, objects that mirror those used in object-oriented programming languages [31,39]. Objects
are instances of classes and may contain attributes and methods. An object-oriented data model
also supports object-oriented design patterns such as inheritance, polymorphism, overriding, and

association [31].

Relational

Due to the high adoption of relational databases, this data model is the most common [39]. In the
relational data model, information is structured and stored in tables. Tables are composed of rows
and columns - or tuples and attributes, respectively [2, 19]. Every row contains a unique primary
key that is used to identify it. Relations between tables are also supported and are achieved through
the use of foreign keys, which are columns in a row that contain a unique identifier for a given row
of the other table [19].

Non-relational
Non-relational (or NoSQL) databases are the most recent from the list and are named as opposed
to the relational ones. There are many non-relational databases, however, their data model usually

falls within one of the following four categories [2]:
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* Key-value: In this model, information may have any structure and is saved like in a hash

table, that is, in a map that given a key, returns the corresponding data [2, 36].

* Column-oriented: This model is a composite approach between the relational and key-
value models. The data is stored in column families. Every column family may have multi-
ple rows, each identifiable with a row-key. Furthermore, a row may have multiple columns

of different sizes, each containing information [36].

* Document-based: This model is the most used amongst the non-relational database models.
It can store structured, semi-structured and unstructured data [36] by saving it in documents
[29]. A document is a flexible way of storing data that uses field-value pairs, where the field
is a string, and the value may be any other data type. Documents can be stored in formats
like JSON and XML [29].

* Graph-based: The graph-based data model, as the name suggests, stores data in the form
of a graph, which is a collection of nodes and edges. Nodes act as entities, while edges

represent relationships between them [36].

2.2.3 Types of data

The type of data that needs to be stored is also a relevant consideration. Some DBMS (and respec-
tive supported data models) are better suited for storing a given type of data than others.

Data may be classified as structured or unstructured based on its structural nature. Structured
data is highly specific and consistently follows a predefined structure, type and formatting. This
type of data is organised and may easily be analysed and searched due to its fixed structure [19].
Some examples of this kind of data are ticket reservations and inventory systems. On the other
hand, unstructured data is the broader kind among the two because it does not have a consis-
tent structure. Its unorganised nature hinders its processing, thus making it more difficult to be

searched. Some examples of this kind of data are emails, video and audio [19].

2.2.4 Relational and non-relational databases comparison

Non-relational databases were introduced as a solution for storing large amounts of unstructured
data, a task that is impossible for relational databases due to their strict structured nature [36].
For this reason, non-relational databases have been gaining popularity [28], however, they do not
replace relational ones, as both have advantages and disadvantages [36], depending on the use-

case. Some of their distinguishing factors are:

Flexibility

Relational databases have a static schema (data structure) that should be predefined before data in-
jection. Posterior modifications to the schema may be complex. On the other hand, non-relational
databases have a dynamic schema that, although possible, does not need to be predefined and

can easily accommodate posterior changes [19, 36]. Furthermore, relational databases can only
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store structured data, as opposed to non-relational databases, which can store all types of data

(structured, semi-structured and unstructured) [39].

Disk space
The data stored in a relational database is highly normalised [36], which avoids data redundancy
and therefore occupies less disk space. On the other hand, non-relational databases rely on redun-

dancy to improve other aspects and thus may occupy more disk space [30].

Query performance

Non-relational databases queries (data retrievals) are usually faster than relational ones. One of the
reasons behind this is that in relational databases, due to its high normalisation, it is likely needed
to perform table joins, and as its tables grow in size, these operations can become computationally
expensive. On the other hand, non-relational databases typically do not require joins, and due to

data redundancy, queries can be finished faster [2, 30].

Scalability

Relational databases are vertically scalable. This means that when the system’s maximum capacity
(imposed by the hardware) is reached, either the system’s hardware is updated, or the database is
migrated to a more capable and powerful system [2,30,36]. Non-relational databases, by contrast,
are horizontally scalable, which means that when the system’s maximum capacity is reached, more
systems may be added to distribute the load [19, 30, 36].

ACID and BASE transaction models

Relational databases meet the ACID (Atomicity, Consistency, Isolation and Durability) proper-
ties [36]. “Atomicity” means that a transaction (a group of database read and write operations)
only succeeds if all its operations succeed, otherwise, it is rolled back [37]. “Consistency” guar-
antees that changes made within a transaction are consistent with database constraints [30]. “Iso-
lation” guarantees that concurrent transactions do not affect each other’s outcomes [30]. Finally,
“Durability” guarantees that the results of the transaction are permanent, even in the presence of
failures [37].

On the other hand, although not all [30, 36, 37], most of the non-relational databases meet
the BASE (Basically Available, Soft State, Eventually Consistent) properties instead. “Basically
Available” means that data are available most of the time. A failure could cause a part of the data
not to be available, but only catastrophic failures could cause a global failure [17]. “Soft State”
means that databases provide a relaxed view of data in terms of consistency [17]. Due to the lack
of immediate consistency, its values may change over time. “Eventually Consistent” means that
data will become consistent, eventually. Until it happens, data reads are possible, although the

returned values might not reflect the reality.
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BASE models tend to prioritise availability over consistency® and its properties are much
looser than ACID ones. Still, there is no direct one-for-one mapping between the two transac-

tion models, and none of them is perfect for every situation [37].

2.3 Usability

Depending on the context, usability may have different implications and definitions. For this
project, the most relevant definitions are those in the fields of human-computer interaction and
software engineering.

In the field of human-computer interaction, it is widely accepted the definition proposed by
the International Organization for Standardization (ISO), in its standard ISO 9241-11:2018 [6,21].
This standard defines usability as the “extent to which a system, product or service can be used
by specified users to achieve specified goals with effectiveness, efficiency and satisfaction in a
specified context of use” [21]. On the other hand, in the standard ISO/EIC 25010:2011, which
proposed a product quality model for software and computer systems, usability is considered a
quality characteristic of a software product [20]. In this document, usability is defined as the
“degree to which a product or system can be used by specified users to achieve specified goals
with effectiveness, efficiency and satisfaction in a specified context of use” [20]. Even though the
fields differ, possibly due to their correlation, both definitions are identical. Three attributes can

be identified from these definitions:

 Effectiveness: Refers to the level of accuracy and perfection performed by a user in com-

pleting a task for a specific objective [21,42].

« Efficiency: Refers to the relation between the resources used and the results achieved. Typ-

ical resources include time, human effort, costs and materials [21].

* Satisfaction: Refers to the extent to which the user’s emotional response that results from

interacting with the system meets their expectations and needs [21].

2.3.1 Usability measurement models

A usability measurement model (or usability evaluation method) is a procedure composed of well-
defined activities for collecting usage data and identifying specific properties of the target software
that contribute to achieving usability. If its methodology relies on collecting and analysing usage
data from users, it is considered empirical. On the other hand, if it relies on the analysis of expert

evaluators or designers, it uses an inspection method [13].

2.3.1.1 System Usability Scale

The System Usability Scale (SUS) is an evaluation tool that proved to be robust and reliable. It

was created due to the necessity of a fast and cheap system usability evaluation method within an

5ACID and BASE transactions: https://phoenixnap.com/kb/acid-vs-base
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industrial context. It is a Likert scale (a five-point agreement scale) composed of ten questions that
give a global view of subjective assessments of usability [22]. According to [5,22], the suggested

statements are:

1. I think that I would like to use this system frequently;
I found the system unnecessarily complex;

I thought the system was easy to use;

el

I think that I would need the support of a technical person to be able to use this
system,;

I found the various functions in this system were well integrated;

I thought there was too much inconsistency in this system;

I would imagine that most people would learn to use this system very quickly;

I found the system very cumbersome to use;

A S S

I felt very confident using the system;

10. I needed to learn a lot of things before I could get going with this system.

Each item contains a statement and the respective agreement scale, and should be presented to

the user as Figure 2.3 shows.

1-St I 5-St |
. rongly 2 - Disagree 3 - Neutral 4 - Agree rongly
disagree agree

| think that |
would like to

use this O O O O O

system
frequently

Figure 2.3: System Usability Scale - Example item with question and Likert scale.

The SUS is designed to be applied after the user has had the opportunity to utilise the target
system, but before any discussion occurs. The user is supposed to give their prompt response to
each of the ten items, and in the case of not being able to answer, the centre point of the scale
should be selected [22].

From the application of this method results a number (between 0 and 100) representing a

composite measure of the overall usability of the system being studied [22].

2.3.1.2 Other usability measurement models

Evaluation methods may be based on different definitions and interpretations of usability, thus,
proposing different usability attributes to be measured. These are some examples of usability

models proposed by other authors:
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* Nielsen’s model [33]: According to this model, usability is considered a property of a user
interface and may be decomposed into the attributes of learnability (how easy the system
is to learn), efficiency, memorability (the system should be easy to remember), errors (the

system should have low error rate) and satisfaction [5,6,33].

* Quality in Use Integrated Measurement (QUIM): This model consolidates several other
standards and conceptual models. According to this model, the ten usability factors are
efficiency, effectiveness, productivity, satisfaction, learnability, safety, trustfulness, acces-
sibility, universality and usefulness. These may be further decomposed into a total of 127

measurable, specific metrics [38].

* Oztekin, Nikov and Zaim’s model [34]: Usability Website Information System (UWIS)
is a methodology for usability assessment and design of web-based information systems
through a checklist. In its assessment model, efficiency, effectiveness, and satisfaction are
considered high-level “mostly objective” [34] measures that cannot be directly changed by
the designer, but rather as a consequence of changing low-level measures. The considered
low-level measures are reliability, integration of communication, navigation, controllability,

assurance, responsiveness, and quality of information.



Chapter 3

State of the Art

This chapter presents some state-of-the-art frameworks and practices relevant for developing web-

based applications/services and state-of-the-art database management systems.

3.1 Web development and web-based applications

Web development and web applications have been topics of high interest worldwide, and specifi-
cally in the last five years, there has been an increase in interest in such topics'. Furthermore, the
number of applications that were previously released for the desktop (as dedicated applications and
targeting a given operating system) and later converted to web-based versions is also growing [11].
These changes originated an overall increase in the requirements of this kind of applications, thus
creating new challenges and problems to overcome. Nowadays, the main requirements of a web-
based application are the ability for it to scale, to handle not only large amounts of data, but also a
large number of concurrent requests (from multiple users) [27], and do all of the above while still
being secure. In order to fulfil these requirements in a reasonable amount time, web frameworks

are often used in the development process [23, 24].

3.1.1 Web frameworks

A web framework is a high-level solution framework that aims to support the development of web
applications and decrease their development time by providing the developer tools and libraries
that simplify common web development tasks such as accessing databases, managing sessions and
page construction. These often promote the reuse of code and/or software pieces [24].

There are many examples of this type of web technology, each one of them with its advantages
and shortcomings when compared to one another [23]. This means that, depending on the context

and target requirements of the project, a given framework might be better than the other, thus

! According to Google Trends: https:
//trends.google.pt/trends/explore?date=today%205-y&g=web%20development, web%20app
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making the process of choosing a framework requires some research, in order to make a well
informed decision. A poor choice in this phase may lead to problems such as failing to meet the
project deadlines and in more extreme cases, its requirements [24]. Some common distinction
factors amongst them are: the state of development (active/inactive), the effort required to learn
it (and possibly its language), performance benchmarks, the quality of the documentation, its
popularity in support forums (such as Stack Overflow?), the availability of plugins and packages to
extend its functionalities and support for testing. Another good indicator in favour of a framework
is its popularity and adoption worldwide, as it is usually related to software maturity and support.

Web frameworks are often classified as front-end or back-end frameworks based on whether
their primary use is in the client-side or the server-side of the web application.

Figure 3.1 shows the results of a survey® made by Stack Overflow, in March 2021, with 49941
responses, and it lists the 18 most used frameworks by professional web developers.

Professional Developers

React.js

iQuery

Angular

Express

ASP-NET Core

Vue.js

ASPNET

Spring

Flask

Django

Angularjs

Laravel

Ruby on Rails

Gatsby

Symfony

FastAPI

Svelte

Drupal

Figure 3.1: Most commonly used web frameworks, according to a survey made by Stack Overflow
in March 2021.

As the popularity of the web grew, many technologies emerged. JavaScript was and still is

one of the most impactful ones [11]. Many of the previously mentioned frameworks, as well

2Stack Overflow: https://stackoverflow.com/
3More information about the survey can be found here: https://insights.stackoverflow.com/survey/
2021#section-most-popular-technologies-web-frameworks
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as the web applications we use nowadays, depend on JavaScript and its features to operate. Its
importance mainly derives from allowing web pages to be more dynamic and making page reloads
less frequent [26], or in some cases, even non-existent (these used to be required every time a user
had to submit data to the web server).

These changes allowed both the client-side and the server-side to evolve. In a modern web
application built with, for example, React.js as the front-end framework, the client-side can gener-
ate HTML markup in real-time [26] and populate it using data requested from the server-side, all
without reloading the page. On the other hand, the server-side has evolved into web services, pro-
moting interoperability. It handles requests, interacts with the database and other services (if any).
Although the physical architecture of web applications did not change, the way its components

interact is now commonly done through a web API provided by the application’s back-end.

3.1.2 Web services and their APIs

Web services depend on their APIs to receive requests, trigger the execution of a given task, and
return its result. Technologies such as RMI (Remote Method Invocation), CORBA (Common Ob-
ject Request Broker Architecture) or DCOM (Distributed Component Object Model) can make
this communication possible, however, these often create security and compatibility issues [18].
Nowadays, the four main architectural styles of a web service’s API are the remote procedure call
(RPC), simple object access protocol (SOAP), graph query language (GraphQL) and REpresenta-
tional State Transfer (REST) [26].

RPC allows remote function calling over an HTTP API. It is primarily used in the development
of high-performance micro-services and in the field of Internet Of Things (IoT) [26].

SOAP is a lightweight, platform-independent protocol for a decentralised, distributed environ-
ment. It is a World Wide Web Consortium (W3C) standard that uses XML to define the commu-
nication and HTTP to transmit the messages [18].

The graph query language (GraphQL)* uses JSON format and was introduced by Facebook
developers. Its main use cases are in complex systems where logic encapsulation is beneficial and
mobile devices with limited data transfer [26].

As REST is the most common type of API nowadays [26] and the one used in team’s applica-

tion, it will be explained in greater detail in the next section.

3.1.2.1 REST and RESTful web services

REST is a style of API architecture for creating web services. It was introduced in 2000 by Roy
Fielding, and it supports both JSON and XML [18]. A web service that meets all the requirements
and conditions of the REST architecture is called a RESTful web service [26]. Nowadays, these
have become the most common type of web service for new projects at a professional level [18].

Some of their characteristics are:

4GraphQL: https://graphql.org/
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Statelessness: Each request contains all of the information necessary for the server to un-
derstand and process the request and is independent of any other requests that may have
preceded it [14]. It removes the need to store state information, thus reducing the con-
sumption of physical resources and improving scalability. Furthermore, it allows parallel

processing of requests [14]. Listing 3.1 is an example of a request to a REST APL

Addressability: All resources must be identifiable by a unique Uniform Resource Identifier
(URI) [18]. A resource translates to anything that can be named. A document, an image,
a temporal service (e.g., weather forecasting) are only a few examples of valid resources,
according to [14]. Resources may be static or change over time. Regardless, their identifier

must be static since it distinguishes one resource from another.

Uniform interface: The API should be uniform and use standard HTTP methods to provide
access to the resources [18]. In REST, all communications are based on the use of HTTP
methods, and they define the type of request that is sent to the web server. The four main
methods available are: GET - Used to request data; PUT - Used to perform data editing;
POST - Used to add new information; DELETE - Used to delete data [45]. In the Listing
3.1 request example, the method GET was used.

This characteristic allows for a consistent, application-independent interaction with the web
server [18] and promotes substitutability, that is, as long as the interface does not change,
the implementation of the service can be replaced or improved without impacting its clients
[14].

Listings 3.1, 3.2 and 3.3 exemplify a simple interaction with free web service, through a REST
APL

vV V V

\2

GET

/api/activity HTTP/1.1

Host: www.boredapi.com

User—Agent: insomnia/2021.7.1

Accept: /%

Listing 3.1: Example REST API request.

AN AN A

A

HTTP/1.1 200 OK

Server: Cowboy

Connection: keep-alive

X-Powered-By: Express

Access—-Control-Allow-Origin: =

Access—-Control-Allow-Headers: Origin, X-Requested-With, Content-Type, Accept

Content-Type: application/json; charset=utf-8
Content-Length: 113

Etag: W/"71-cSDCHznnjtYpCyTJu+F685xIFmw"
Date: Wed, 26 Jan 2022 17:16:55 GMT

Via:

1.1 vegur

Listing 3.2: Example REST API response.
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{
"activity": "Write a song",
"type": "music",
"participants": 1,
"price": 0,
"link": "",

"key": "5188388",

"accessibility": O

Listing 3.3: Example JSON returned as response to a GET API request.

3.2 Database Management Systems

For many years, Relational Database Management Systems (RDBMS) have been the most com-
mon DBMS, however, due to the information growth in organisations and the need for increased
scalability and performance, alternatives to these systems evolved [19]. Non-relational database
management systems emerged as a possible solution to achieve such requirements and are thus
increasingly being used, especially in Big Data and real-time web applications [2]. Nowadays,

DBMSs are, in most cases, either relational or non-relational.

3.2.1 Examples and classification

Table 3.1 contains some of the most used relational and non-relational database management sys-
tems by professional developers nowadays>, as well as their classification according to supported
data models and properties. Neo4j does not belong to the list of most used and was only added to
include a DMBS with a graph-based data model.

5 Available at: https:
//insights.stackoverflow.com/survey/2021#most-popular-technologies-database-prof


https://insights.stackoverflow.com/survey/2021#most-popular-technologies-database-prof
https://insights.stackoverflow.com/survey/2021#most-popular-technologies-database-prof

3.2 Database Management Systems 19

Table 3.1: DBMS and their respective classification based on the data model and transaction
properties [39].

DBMS Name Data Model Transaction Properties
Cassandra® Non-relational: Column-oriented BASE compliant
DynamoDB’ Non-relational: Key-value ACID compliant®
MariaDB® Relational ACID compliant
Microsoft SQL Server!'? Relational ACID compliant
MongoDB!! Non-relational: Document-based ACID compliant'?
MySQL!3 Relational ACID compliant
Neo4j' Non-relational: Graph-based ACID compliant'?
Oracle'¢ Multi model ACID compliant!”
PostgreSQL'8 Object-relational ACID compliant
Redis!® Non-relational: Key-value®” ACID achievable?!
SQLite?? Relational ACID compliant

Although most DBMS only support one data model, some of the technologies included in the

list (such as Oracle and Redis) support multiple.

3.2.2 How to choose?

The choice of the DBMS affects the entire lifecycle of the product and therefore is a challenging
decision [25]. In order to perform a well-informed decision about which DBMS to use, it is essen-
tial to take into consideration the purpose of the application and what its requirements are. More
precisely, these are some of the technical factors that should be carefully weighed and matched

against each DBMS’s characteristics while making a decision [19,25]:

1. Type and amount of data that needs to be stored;

6Cassandra: https://cassandra.apache.org/_/index.html

7DynamoDB: https://aws.amazon.com/dynamodb/

8Propertif:s: https://aws.amazon.com/blogs/aws/new-amazon-dynamodb-transactions/

9MariaDB: https://mariadb.org/

10Microsoft SQL Server:https://www.microsoft .com/pt—pt/sql-server/

11MongoDB:https ://www.mongodb.com/

1Zproperties: https://www.mongodb.com/basics/acid-transactions

13MySQL: https://www.mysql.com/

14Neo4j: https://neod4j.com/

15Properties: https://neo4j.com/product/neodj-graph-database/

160racle: https://www.oracle.com/pt/database/

7properties:
https://docs.oracle.com/cd/E11882_01/server.112/e40540/transact . .htm#CNCPT117

18PostgreSQL: https://www.postgresqgl.org/

9Redis: https://redis.io/

20Note: Redis may support other data models when using modules.

21 ACID is achievable with performance penalties; Not recommended:
https://redis.com/blog/your-cloud-cant-do-that-0-5m-ops—acid-1lmsec—-latency/

228QLite: https://www.sqlite.org/index.html


https://cassandra.apache.org/_/index.html
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/blogs/aws/new-amazon-dynamodb-transactions/
https://mariadb.org/
https://www.microsoft.com/pt-pt/sql-server/
https://www.mongodb.com/
https://www.mongodb.com/basics/acid-transactions
https://www.mysql.com/
https://neo4j.com/
https://neo4j.com/product/neo4j-graph-database/
https://www.oracle.com/pt/database/
https://docs.oracle.com/cd/E11882_01/server.112/e40540/transact.htm#CNCPT117
https://www.postgresql.org/
https://redis.io/
https://redis.com/blog/your-cloud-cant-do-that-0-5m-ops-acid-1msec-latency/
https://www.sqlite.org/index.html
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2. Schema characteristics;

3. Transaction amount and frequency;
4. Desired performance;

5. Cost limitations;

6. Hardware limitations.

20



Chapter 4

Problem and Methodology

This chapter starts by briefly explaining the architecture of the team’s web application at the be-
ginning of this project, then presents the two main problems that this dissertation aims to solve, as

well as the methodology followed for each.

4.1 Application architecture

The team’s web application comprises two front-end applications and a back-end one, each run-
ning inside a Docker container, deployed to a VM inside an INESC TEC server. Figure 4.1 is a

diagram of the components of the team’s application.

- «Component»
VCMI Frontend

«Component» &j

o «Component»

Web Browser /J API| Backend

«Component»
oO— P

Breast Frontend

Figure 4.1: Application component diagram.

As we can see from the diagram, we have two front-end applications. The “VCMI” one is the
default, while the “Breast” was created for a team’s sub-group. These are very similar code-wise,
the main difference being the content they fetch and display. For this reason, in some sections of

this document, they are treated as one.

21
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The team’s application uses Vue.js' as its front-end framework and Django? as its back-end
framework. Files (such as images) are stored in the file system, and other data, such as session
information, pages, projects and news, are stored in an SQLite® database. Both of the described
data storages occur in the back-end. The client-side uses Axios* to leverage server-side services
through a REST API, and the server-side uses the library Django REST framework® to provide
them.

All the components (or services) that run inside their Docker containers are independent, thus
allowing each one to use its specific libraries, frameworks, and technologies. Moreover, this ap-
proach allows each service to be independently changed and redeployed without requiring the
entire application to be restarted [16,44]. Another advantage of this architecture approach is that
each component may be independently scaled as needed [44]. Even though independent and tech-
nologically different, these containers communicate with each other through a REST API. Based
on these factors, we can conclude that the team’s application follows a microservice architec-
ture [16].

In a typical interaction, after the client-side sends a request and the server-side receives it,
Django executes the requested service, which might involve interacting with the database or even
other external services, and responds. Upon reception, the data is used to populate Vue.js’s com-

ponents and, thus, the web page. Figure 4.2 is a diagram of the described interaction.

: Request Django WSQLHC
o : >  Rest Controller Model .

Router Components p i H ' |Framework
" : ' H File system

__A

Response

Client-side (Front-End) Server-side (Back-End)
Figure 4.2: Interaction between the front-end and the back-end.
It is important to note that although the term “back-end” may refer to anything that runs on

the server-side, throughout this dissertation project, when we use it, we are referring specifically

to the container where Django is running.

que.js: https://vueijs.org/

szangot https://www.djangoproject.com/

3SQLite: https://www.sqlite.org/index.html

4Axios: https://axios-http.com/

5Django REST framework: https://www.django-rest-framework.org/


https://vuejs.org/
https://www.djangoproject.com/
https://www.sqlite.org/index.html
https://axios-http.com/
https://www.django-rest-framework.org/
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4.2 Problems

This dissertation’s problem is twofold: on the one hand, the study and improvement of the team’s
web application usability, and on the other, the addition of interactive web-based algorithm demon-

strations.

4.2.1 Usability improvements and study

Mainly motivated by the high page loading times and other inconsistencies, the first problem
consisted of identifying the most impactful issues currently affecting the usability of the team’s
web application and fixing them. In order to both guide and evaluate the impact of such changes,
this process was accompanied by a usability study, based on methods previously mentioned in

section 2.3.1.

4.2.1.1 Methodology

The methodology we followed to solve this problem is composed of the following steps:

1. First usability evaluation: In order to evaluate the usability of the team’s web application,
an approach based on [5] was followed, where the tester was given a set of tasks to complete
using the application. Effectiveness was measured by the completion rate of such tasks and
efficiency based on the time taken to complete them. The user satisfaction was measured
using the SUS method [5, 22].

The first step objectively evaluated the application’s usability before any changes were made
so that it could be later compared with the new version. It also allowed us to identify the
usability attributes that need improvement, thus helping to identify the most impactful issues

to solve.

2. Implementation: Consisted in selecting both the issues that harm the application’s usability
and the feature suggestions that contribute to improving the most lacking usability charac-
teristics identified in the previous step, and solving/implementing them. This step was the

most time-consuming of this problem.

3. Second usability evaluation: The second usability evaluation was performed in the same
conditions as the first one so that both results would be comparable. The purpose of this
evaluation is to give an insight into how much each usability characteristic has improved (if

at all) after the changes were implemented.

4.2.2 Interactive algorithm demonstrations

The second problem consisted of developing a solution that allows the team members to reliably
and securely publish interactive demonstrations of their algorithms in their web application so that

its visitors may effortlessly try them.
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4.2.2.1 Methodology

The methodology followed to solve this problem was composed of the following steps:

1. Approach study: In order to explore multiple implementation possibilities and make an
informed decision, the first step consisted of finding possible solutions for the problem,
previewing the architectural changes that these imply, as well as their advantages, disadvan-

tages, and implications.

2. Software publishing: In this step, a dedicated “Software” section on the application was

created to allow the publishing of software and interactive demonstrations.

3. Example demonstration: This step consisted of following the approach decided in the first

phase and implementing an interactive demonstration to validate the approach.



Chapter 5

Requirements Gathering

This chapter describes the requirements and feature suggestions extrapolated from the multiple

tasks done throughout the requirement gathering phase of this dissertation project.

5.1 Application analysis

This section presents the results of three examinations of the team’s initial web application. These
were conducted with the intent of identifying issues and gathering requirements. The first consists
of personal observations from using the web application (i.e., subjective analysis), the second of
analysing the results generated by an automatic audit tool, and the third is an overview of the
technologies used to build the application, as well as considerations about their adequateness to

this dissertation’s objectives.

5.1.1 Subjective analysis

This analysis consisted of using the web application and noting the most evident negative aspects

in a non-exhaustive manner. From this analysis, three issues were identified:
* High page loading times: Some pages took around 7 seconds to load.

* Visual artefacts in mobile phone view: Some pages displayed overlapping components
such as buttons and text when visited through a mobile phone (especially with a small

screen).

* Lack of HTTPS: The connection uses HTTP instead of HTTPS. This represents a security
issue, as a potential attacker can monitor and simply read requests and responses containing

sensitive information [9].

25
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5.1.2 Audit reports

This analysis consisted of using Lighthouse! (version 9.1.0), an open-source audit tool, to analyse
the team’s application. It strives to improve the quality of web pages by auditing, among others,
its performance, accessibility, and best practices.

The audits were executed in the Chromium? web browser (version 98.0.4758.80) and using
private browsing to avoid interference due to cached data or browser extensions. Each audit is
relative to a single web page and was run twice, one for desktop and the other for mobile views.
The reports produced a score for each parameter, ranging from 1 (worst) to 100 (best). Figures 5.1

and 5.2 contain the results obtained in every page, and Table 5.1 summarises the scores.

Performance, Accessibility and Best Practices (Desktop)

B Performance [ Accessibility Eest Practices

100

75
50
25

0

Events Home Members Mews Fartners Projects Fublications

Page

Figure 5.1: Lighthouse audit results (desktop view).

1Lighthouse: https://developers.google.com/web/tools/lighthouse
2Chromium: https://www.chromium.org/chromium-projects/


https://developers.google.com/web/tools/lighthouse
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5.1 Application analysis

Performance, Accessibility and Best Practices (Mobile)
B Performance [ Accessibility Eest Practices
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Events Home Members Mews Fartners Projects Fublications
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Figure 5.2: Lighthouse audit results (mobile view).

Table 5.1: Summarised audit reports.

View | Aggregation | Performance | Accessibility | Best Practices
Min 57 81 92
Desktop Max 75 92 92
Average 67.43 88.86 92
Min 22 88 92
Mobile Max 49 97 92
Average 38.14 94.43 92
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As we can see by these results, ‘“Performance” is the parameter with the lowest score in both

views. This parameter’s score is especially low in the mobile view because Lighthouse emulates

a mobile network connection?, thus aggravating the already low-performance score. Regarding

“Accessibility” and “Best Practices”, both views scored a high score (around 90 points), which is

very good. The analysis of these results allowed us to conclude that we should focus on improving

the website’s performance.

Other helpful features from this tool are recommendations to improve the scores obtained. In

this case, to improve the performance score, some of the suggestions were:

1. To serve images in formats such as WebP and AVIF, as these provide better compression.

3According to: https://developers.google.com/speed/docs/insights/v5/about
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2. Reduce network payload sizes, as high payload sizes are correlated with long load times.

3. Use HTTP/2, as header compression reduces the size of HTTP packets, thus decreasing load

times®.

4. Increase cache lifetime, to speed up page loads after the first time.

5.1.3 Technology analysis

This section contains a very brief overview of each of the technologies being used on the team’s
web application and our opinion on whether it should be replaced or not, considering the objectives

of this dissertation project and the team’s needs.

* NGINX: It is open-source software that offers solutions for, among others, web serving,
reverse proxying, caching and load balancing. Specifically as a web server, it aims to be the
most performant amongst its competitors [32]. Since these are its use cases in the team’s
application, we considered this technology choice adequate for the future. Furthermore, it

supports WebSockets [32], which are used in the interactive demonstrations.

* Django: It is an open-source Python web framework that provides solutions for common
web development tasks, such as user authentication and content administration. It aims to
shorten the development time of web applications while still providing various security mea-
sures against common vulnerabilities [12]. An alternative to this technology, also written in
Python but with a different vision, is Flask®. It aims to be simple by default but extensible
(with extensions) [15]. Since the team’s application was already built using Django and its

characteristics are adequate for this dissertation project, we did not consider changing it.

* Vue.js: It is a JavaScript framework for building user interfaces. Its two core features are
reactivity (tracks JavaScript state changes and efficiently updates the page) and declara-
tive rendering (supports dynamic HTML template output based on JavaScript state) [43].
Although currently we do not believe that there is any compelling reason to change this
technology, based on its current use case, other front-end frameworks such as React.js® and

Angular’ are possible alternatives.

* SQLite: It is an embedded SQL database engine that, unlike other SQL databases, reads and
writes directly to ordinary disk files. A complete SQLite database and its tables, indices,
triggers and views are stored in a single file. SQLite is not directly comparable to other
DBMS such as MySQL or PostgreSQL because its focus is not scalability, concurrency,
centralisation, or control. Instead, it provides a solution to store data locally for individual

4HTTPI1.1 and HTTP2.0 comparison:
https://www.cloudflare.com/learning/performance/http2-vs-httpl.1l/

SFlask: https://flask.palletsprojects.com/en/2.0.x/

6React.js: https://reactjs.org/

7Angular: https://angular.io/
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applications and devices [41]. Based on these factors, we believe there are more adequate
technologies (e.g. MongoDB, PostgreSQL) for the team’s application and, thus, we decided

to change it.

5.2 Interviews with team members

Interviews with the team members were conducted to gather requirements and feature suggestions.
The interview had three main sections: an evaluation of their perception of each of the usability
properties (efficiency, effectiveness and satisfaction), problem enumeration and feature sugges-
tions. Since the first section was a preliminary evaluation of the application’s usability that relied
entirely on the participants’ opinion, it is very subjective and, therefore, will not be considered in
this phase.

There were a total of 8 responses, 5 of which were filled in along the respective individual
interview and 3 of which were posteriorly answered through a form link. The full interview can

be conferred in appendix A.1.

5.2.1 Problem enumeration

In the problem section, interviewees were asked to enumerate factors that negatively affect the
visitors’ experience and other user interface issues. It was also requested for page administrators
to point out back-end-related problems.

Regarding the first question, five out of six answers stated that “slowness”, that is, the high
page loading times was the most impactful issue to the visitors’ experience. Other problems were
also pointed out, such as the lack of visual feedback while loading and the home page layout.

As for the second question, the answers were more diverse. The most common issue brought
up by multiple administrators was the necessity to reboot the application in order to fetch the
new team members’ publications from Authenticus®, as opposed to periodically updating them,
as it was initially intended. Another aspect pointed out was that the database was simply a file
(SQLite database), whose limitations make it inadequate for the team’s use case. Yet another
negative characteristic appointed was the need to recur to the administration panel in order for
team members to change their personal information and credentials. Finally, it was also appointed
some difficulties that the administration panel poses to the usual page administration workflow.

The whole problem enumeration section, as well as its results, can be consulted in appendix
A.1.2.2.

5.2.2 Feature suggestions

In the feature suggestion section, interviewees were asked to suggest new functionalities they

deemed relevant to the application. Among the many answers were ordering and filtering in the

8 Authenticus: https://www.authenticus.pt/pt
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news page, publication searching, implementing a personal area for the team members, and refor-

mulating the team’s newsletter. The complete list can be conferred in appendix A.15.

5.3 Interactive demonstrations

Since computer vision and pattern recognition algorithms tend to be computationally intensive,
and not every visitor’s device may be able to run them properly, the execution should occur on the
server-side, and its output(s) should be transmitted to the client-side with low delay. Finally, the
user should also be able to interact with the algorithm parameters through a user interface in order
to be able to play and test the algorithm as they may desire.

In order to better understand the types of inputs and outputs the team’s application should
support, we developed a small questionnaire for the team members to answer (see appendix A.2.1).
The questionnaire asked the respondent to answer based on experience from previously developed
projects. There were a total of ten responses.

The obtained results (see appendix A.2.2) show that images are the most important types
of files to support, followed by text and videos, both for inputs and outputs. One of the ten
respondents also revealed some interest in supporting audio and structured data (e.g. CSV files).

Finally, 90% of the respondents considered it relevant to display the execution time in the interface.

5.4 Summary

Throughout this chapter, many problems and suggestions were appointed. Due to the large variety
of results from the various requirement gathering moments previously described, we had to select
the most pertinent ones, considering both the duration of this dissertation project and the purpose
of the team’s web application. The following enumeration contains the requirements we deemed

to be the most relevant, organised by their respective objective:

Switch to an adequate DBMS

1. Change the DBMS to a more adequate one, capable of serving multiple concurrent website

Visitors.

Improve usability

1. Reduce page loading times so that the visitors’ experience and efficiency while performing

a given action are not impaired.

2. Add visual feedback to the website’s pages so visitors can undoubtedly perceive that their

interaction with the interface had an effect.
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3. Enhance the homepage layout so that this section’s initial space gets better employed with

the most recent news about the team members.

4. Add a way to search by publications so that a visitor may quickly find a publication by a

given team member.

5. Allow the filtering and ordering of news.

Interactive algorithm demonstrations

1. Execute algorithms on the server-side so that the algorithm’s execution does not depend on

the visitor’s device.
2. Transmit execution to the client-side.

3. Support images, text, and videos both as inputs and outputs to properly showcase most of

the algorithms developed by the team members.
4. List all available algorithm demonstrations in the team’s application.

5. Allow visitors to tweak the algorithm’s execution parameters through the user interface so

that they can test it as they may desire.

6. Display the algorithm’s execution time so visitors may have a rough estimation of its per-

formance.



Chapter 6

Development and Implementation

This chapter describes the process of implementation of the requirements of this dissertation.
It includes not only the implementation results, but also the reasoning behind the most critical

decisions taken, as well as critical reflections about the solutions applied.

6.1 Switching DBMS

This section illustrates how the DBMS used in the team’s web application was changed (see sub-
section 5.1.3). It starts by detailing how the new DBMS was chosen, then explains how it was
implemented and how the data from the previous database was transferred into the new one. Fi-

nally, it concludes with considerations of this process and the resulting system architecture.

6.1.1 Choice process

In order to make an informed decision about the most appropriate DBMS to switch to, we took
into consideration a variety of factors, some described in subsection 3.2.2, and others that were

raised during the implementation:

Type and amount of data

The team’s application data was composed of 4.3 MB of structured data (total size of the SQLite
database) and 64.9 MB of images (and a few documents). Because images are stored in the server’s
filesystem, only the database size may affect our choice. Since the amount of data in the database
is small, it currently imposes no restrictions on the type of database to use [19]. Even considering
an overestimated annual growth ten times greater than the one observed since the first release in

August 2019 (10 24."53%11; =17.2 MB / per year) would not represent a significant amount of data

enough to affect our decision, for many years. On the other hand, when we consider the entire
database schema (see appendix A.3), we can see that it has a considerable amount of relationships

among the various tables, which is undesirable for some non-relational DBMS [19]. Choosing a
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non-relational DBMS would still be possible, but in that case, it would be advisable to refactor the

database schema.

Transaction amount and frequency

A grand majority of the application’s use cases consist of consulting information and, therefore,
most of the database operations are read operations. Furthermore, database updates and insertions
are not frequent (only when an administrator member wants to add content) and are usually done
sequentially. Another factor we considered was that, unlike a bank’s database, whose data must be
consistent all the time and operations should be atomic to avoid partial executions on failure, our
data is non-critical. Therefore, we concluded that a DBMS with ACID transaction support could

be helpful, but it is not an absolute necessity.

Cost and hardware limitations
While meeting with the application administrators, it was decided that we should keep the team’s
application costs as low as possible.

Since the new version of the application is supposed to replace the current one, we already had
a place to deploy it to. The application runs on a server, inside a virtual machine, whose allocated

hardware is specified in Table 6.1.

Table 6.1: Virtual machine characteristics.

CPU Intel(R) Xeon(R) CPU E5-2643 v4 @3.40GHz (4 cores available)
Disk Space 64 GB
RAM 4GB

Considering these hardware characteristics, we recognise that 64 GB is not much space, es-
pecially considering the number of images the application uses (that will only increase over time
due to the expository nature of the application). However, since we are working with a virtual
machine, we can simply allocate more space (provided that the server has available disk space) for
the application, so we did not weight this space limitation in our decision.

Another implication of that decision is that the chosen DBMS should be free of charge, thus
excluding Oracle and other paid proprietary DBMS that require payment to be used.

Other restrictions
Some of the software that composes the team’s application, namely Django and Wagtail!, only

support some DBMS, thus restricting our possibilities. Django has official support for SQLite,

1V\’agtail: https://wagtail.org/
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MySQL, PostgreSQL and Oracle?, and, through the use of third-party backends, may also work
with other DBMS such as MongoDB? and Microsoft SQL Server*, among others.

On the other hand, Wagtail, the content management system used by the team members to
manage their application’s database, is more restrictive and only supports PostgreSQL, MySQL
and SQLite’.

Since changing any of these components is not practicable due to requiring a significant code
refactor and being out of scope for this dissertation project, we had to cope with these imposed

constraints.

Performance

The last and, in this case, the most relevant distinction factor amongst the DBMS is its perfor-
mance. The term “performance” is rather vague in the sense that it might refer to different mea-
sures such as average throughput (operations per second) or average time taken in a given operation
(Read, Write, Update, Delete), however, since one of the objectives of this dissertation project is
to improve page loading times, we decided to measure “performance” as the average time taken
to complete the queries required to load the main website’s pages.

Initially, we considered using a benchmarking tool such as benchbase® or YCSB’ to evaluate
each of the possible DBMS. By choosing a workload that relies mostly on Read operations (sim-
ilar to the normal usage of the website), we could estimate the capabilities of said DBMS for our
use case. However, thanks to the level of abstraction that Django provides when working with
databases, we were able to easily try every DBMS not excluded up to this point (PostgreSQL,
MySQL) and therefore measure the time taken to complete the pages’ queries. Since MySQL had
two supported versions (v5.7 and v8.0), considered interesting to include a comparison of the per-
formance of both. The application was running locally, and the measurements were carried out in
triplicate for each of the team’s main pages, using django-silk® (profiling tool for Django). Tables
6.2 and 6.3 show, respectively, the average time used querying the database and the average overall
time to fulfil a request (back-end processing time included), for the PostgreSQL, MySQL5.7 and
MySQLS8.0 DBMS. Some values on the MySQLS.7 column are missing because django-silk did

not measure the request times on some pages.

ZDjango officially supported databases: https://docs.djangoproject.com/en/2.1/ref/databases/

3Djongo: https://github.com/doableware/djongo

4Qther third-party database backends: https :
//docs.djangoproject.com/en/2.1/ref/databases/#using-a-3rd-party-database-backend

5\Vagtail compatibility: https://github.com/wagtail/wagtail#compatibility

5BenchBase: https://github.com/cmu-db/benchbase

7YCSB: https://ycsb.site

8Django-silk: https://github.com/jazzband/django-silk


https://docs.djangoproject.com/en/2.1/ref/databases/
https://github.com/doableware/djongo
https://docs.djangoproject.com/en/2.1/ref/databases/#using-a-3rd-party-database-backend
https://docs.djangoproject.com/en/2.1/ref/databases/#using-a-3rd-party-database-backend
https://github.com/wagtail/wagtail#compatibility
https://github.com/cmu-db/benchbase
https://ycsb.site
https://github.com/jazzband/django-silk

6.1 Switching DBMS

Table 6.2: DBMS comparison - Query time (best result in bold).

Query Time (ms) | DBMS | MySQL 8.0 MySQL 5.7 PostgreSQL
Page
VCMI Home 77.67 95.00 85.67
Members 741.67 - 711.00
Projects 21.67 17.67 17.67
Publications 1,752.33 - 1,702.33
Partners 24.67 23.33 20.67
News 676.33 - 664.67
Events 10.33 9.00 9.00
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Regarding the time used on queries, we can observe that MySQLS.0 was the fastest on the
Home page, MySQLS5.7 and PostgreSQL on the Projects and Events pages and PostgreSQL on
the rest of the pages’ queries, thus making it the best performant DBMS, in our use case. In most
requests, the query times did not significantly deviate from the other DBMS, except on the Pub-
lications and Members pages, where PostgreSQL is approximately 50ms and 30ms, respectively,
faster than the second-best DBMS. One factor that impacted these results is the fact that Django
(or its database adapter package) would generate slightly fewer queries for the same page requests,

when compared to MySQL.

Table 6.3: DBMS comparison - Overall time (best result in bold).

Overall Time (ms) | DBMS | MySQL 8.0 MySQL 5.7 PostgreSQL
Page

VCMI Home 300.00 339.67 241.33

Members 2,396.33 - 1,917.33
Projects 131.33 102.00 59.00

Publications 5,488.00 - 4,618.33
Partners 141.67 83.67 65.00

News 2,087.67 - 1,797.00
Events 49.67 37.33 34.33

Regarding the overall time used to fulfil the page requests, which includes both the database
queries and the data processing on the back-end, we can see that the team’s application using
PostgreSQL as its DBMS presents the lowest average overall time, regardless of the page. Here
we see a more significant difference among implementations that, in some cases, reached approx-
imately 870ms. Since, in every implementation, the schema, data and indexes were kept the same,
the only reason we found for these deviations is how Django uses the required database adapters
(“psycopg2” for PostgreSQL and “mysqlclient” for MySQL.).

Based on these results, we concluded that PostgreSQL’s implementation is the one that offers

the best performance while using Django and for our use case.
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Once we analysed all of the described factors and considerations, we concluded that Post-
greSQL is the most appropriate DBMS for our use case. Although it will increase the cost of
running the application slightly (due to being a separate server process constantly running, as op-
posed to a file), any other DBMS running on the server would have the same implication. Another
downside of our solution is that the whole database (not just the application’s data) now occupies
108.1 MB (SQLite database was 4.3 MB), thus increasing the disk space use. On the other hand,
choosing this DBMS brought us some advantages: storing all the structured data while not requir-
ing changes to the original data structure, Django and Wagtail support and the best performance
compared to the other possible DBMS.

6.1.2 Implementation and data transfer

The first step of this conversion process was to export all the original database’s data. Django
provides a command to export data as a JSON file. Listing 6.1 contains a simplification of the

command used to export the database’s data and Listing 6.2 a portion of the resulting file.

django-admin.py dumpdata —--natural-foreign --indent 6 > data.json

Listing 6.1: Export data command.

"model": "pages.partnerpage",

"pk": 208,

"fields": {
"name": "Faculdade de Engenharia da Universidade do Porto",
"external_url": "https://sigarra.up.pt/feup/en/WEB_PAGE.INICIAL",

"partner_type": 205,
"vcmi": true,

"breast": false

Listing 6.2: Exported data portion.

Once the data was exported, we proceeded to create the PostgreSQL database. Like other
services of the application (front-ends and webserver), we created a Dockerfile based on the official
PostgreSQL image® and configured a service using it. Listing 6.3 shows the service configuration

added to the docker-compose file.

Postgres on docker hub: https://hub.docker.com/_/postgres


https://hub.docker.com/_/postgres
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db:
build:
context: ./postgresql
dockerfile: Dockerfile
args:
ROOT_USER_PASSWORD: S$ROOT_USER_PASSWORD
VCMIDB_USER_PASSWORD: S$VCMIDB_USER_PASSWORD
container_name: vcmi_postgres_db
networks:
- network-dev
ports:
- ’5432:5432’
environment:
POSTGRES_PASSWORD: S$POSTGRES_PASSWORD
POSTGRES_USER: S$POSTGRES_USER
POSTGRES_DB: S$POSTGRES_DB
PGPASSWORD: S$PGPASSWORD
volumes:
- ./postgresqgl/data:/var/lib/postgresqgl/data
- ./postgresqgl/vcmibreast-initdb.sqgl:/docker-entrypoint-initdb.d/vcmibreast-
initdb.sqgl

Listing 6.3: PostgreSQL service (db) added to docker-compose.yml.

As we can see by the above listing, the “db” service image is built using the Dockerfile in the
“/postgresql” directory, with two arguments whose values come from an environment file. Once
the image is instanced, the resulting container is named “vcmi_postgres_db”. This container’s
“/var/lib/postgresql/data” directory is mounted to the “./postgresql/data” directory of the host ma-
chine, and changes made to any of these reflect in the other. This configuration is used so that
all the databases’ data (written from inside the container) persists in the host filesystem and there-
fore is preserved, even when the container is removed. The four environment variables described
above, which are used to configure PostgreSQL, are set inside the container, and their values come
from the same environment file as the arguments. The container is part of the network “network-
dev”, like the rest of the application’s services, so that they can communicate with each other, and
the port 5432 inside the container is mapped to the port 5432 on the host machine. This mapping
is required in order for the container’s application to be accessible to the host machine through
this port.

The next step consisted of installing the database adapter package “psycopg2” and changing
Django’s default database from SQLite to Postgres, as shown in Listing 6.4.
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DATABASES = {
"default’: {
"ENGINE’ : "django.db.backends.postgresqgl’,

"NAME’ : 'vcmibreast’,
"USER’ : ’'<User>’,
"PASSWORD’ : ’'<Password>’,
"HOST’: 'db’,

"PORT’ : ’'5432’,

Listing 6.4: Django’s default database configuration.

After both of these requirements were met, we started the application. Django automatically
created the database tables according to the models defined in the various Python files. At the
same time, Wagtail generated some page data, which proved problematic for loading the original
database’s data. After clearing the data from the “page” table, we loaded the previously exported
JSON file using the command in Listing 6.5.

django-admin.py loaddata data.json

Listing 6.5: Load data command.

After the loading process was finished, the team’s application was fully functional, and thus

our implementation was complete.

6.1.3 Database benchmark

To estimate the performance of our DBMS with the current hardware, we used pgbench!?, a pro-
gram for running benchmark tests on PostgreSQL. It runs multiple concurrent SQL commands
and calculates the average transaction rate (average number of transactions executed per second).
The commands executed depend on the script used. Pgbench has three built-in scripts: “tpcb-like”,
“simple-update” and “select-only”. The first consists of three “Update” operations, one “Select”
operation and one “Insert” operation. The second executes one of each operation, and the last one
only executes “Select” statements.

Before running the scripts, pgbench requires initialisation of the database, i.e., creating the
required tables and populating them with data. We created a new, dedicated database named
“benchmark” to preserve the other data. We used a scale of 64, which leads to a total database size

of around 1GB. Listing 6.6 shows the command executed for this purpose.

pgbench -U test -i -s 64 benchmark

Listing 6.6: Pgbench initialisation command.

10Pgbench:https://www.postgresql.org/docs/current/pgbench.html
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We chose to run the “tpcb-like” script because it is the default and it has the most diverse set
of operations among the available ones, and the “select-only” script, as it is the most similar to the
predominant use-case of the team’s application (consulting information). Listing 6.7 displays the

issued commands to run the benchmarks.

pgbench -U test -c <N_Clients> -j <N_Threads> -b select-only -C -T 60 benchmark
pgbench -U test -c <N_Clients> -j <N_Threads> -b tpcb-like -C -T 60 benchmark

Listing 6.7: Pgbench benchmark commands.

The “c” flag we can see in the previous commands is the number of simulated clients, i.e., the
number o concurrent database sessions, and the *j” flag refers to the number of worker threads used
by pgbench to split the clients. We ran these commands for multiple client and thread values. It is
also worth noting that the “C” makes it so that a connection is not reused, i.e., it is re-established
for each transaction executed rather than once per client. Since this dramatically impacts the
results (high connection overhead), we ran both commands with and without it. Table 6.4 contains
the best scores obtained for each script, with and without connection reuse, in transactions per
second (TPS).

Table 6.4: Database benchmark results (TPS).

Script With connection reuse Without connection reuse

select-only 27522.28 811.51
tpcb-like 3519.47 581.01

These results represent an estimation of our implementation’s capabilities. More specifically
for our most common use case, we can expect our DBMS, with the hardware described in Table
6.1 to be able to resolve up to 27522 “Select” operations per second across multiple database

sessions.

6.1.4 Conclusions and considerations

This transition concludes the second objective of this dissertation project. We studied both the
requirements and restrictions of our project, successfully switched the DBMS to PostgreSQL, and
proved it can handle multiple concurrent requests.

We believe that one of the advantages of keeping Django as the back-end framework of the
application was shown during this phase, as it not only allowed us to quickly try multiple DBMS
and test them, but also facilitated the migration of all the application data to the new database.

One factor to keep in mind about our implementation is the fact that PostgreSQL is an object-
relational DBMS, thus, vertically scalable. In our case, this implies that in the event of a suffi-

ciently high and consistent load increase (which could be due to a significant popularity increase
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of the team’s application), the virtual machine’s allocated hardware (or even the servers’) must be
upgraded.
The structural relationship amongst the components of the application after this phase is de-

scribed in the component diagram (see Figure 6.1).

«Component»

C VCMI Frontend
«Component» x": «Component» e «Component»
Web Browser 7, API Backend = Database

% «Component»

Breast Frontend

Figure 6.1: Application’s component diagram after database implementation.

6.2 Usability study

This section follows the methodology described in subsection 4.2.1. It starts by analysing the
results of the first usability evaluation and then proceeds to describe the implemented solutions for
the gathered usability-related requirements. Finally, it compares the results of the second usability
evaluation to the first one, analysing the impact of the implemented changes on the website’s

usability.

6.2.1 First usability evaluation

The usability evaluation performed consisted of two phases. In the first phase, eight simple tasks
were given to the tester for them to complete. Both their success (or lack of) in completing a given
task, and the time taken to do it were noted to assess the effectiveness and efficiency. The tasks
given to the testers were chosen to be diverse and cover the most common use-cases of the team’s

website. The complete list of tasks was the following:

1. View the list of partners;

2. Read the most recent news;

3. Learn more about the event “MICCAI Hackathon 2021";

4. Find out how to contact the team;

5. View the team’s concluded projects and read more about one of them;

6. Go to one of the team members’ personal web page and view their publications in the year
2020;
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7. Read the conference article “Automatic Augmentation by Hill Climbing”, published in
2019, using the “Publications” tab;

8. Open the page you would go to in order to log in.

In order to assess the usability’s remaining and most subjective attribute - user satisfaction - the
SUS method was followed: After finishing the first phase’s tasks, the testers were asked to classify
each of the ten SUS’s items (see subsection 2.3.1) in a five-point agreement scale (similarly to a
Likert scale) according to what they felt while using the team’s application. The outcome of this
method is a score (a number between 0 and 100) calculated by adding the individual scores of the
ten questionnaire items and multiplying the obtained value by 2.5. The corresponding score of the
odd-numbered items is the scale position (from 1 to 5) minus 1. As for the even-numbered items,
their score is 5 minus the selected scale position [22].

There were a total of six participants: three interns, who did never visit the team’s website, and
three team members. Although these last three knew about the existence of the VCMI’s website,
they stated that they had only used it very punctually and thus were still considered valid testers.
It is also worth noting that all of the participants in this first evaluation were either young students
or young graduated researchers and therefore are used to navigating through websites daily. The

results obtained are summarised in Tables 6.5, 6.6 and 6.7.

Effectiveness

Table 6.5 shows whether or not a tester was able to complete each of the evaluation tasks they
were given. A value of 1 means the tester successfully finished the task, and a value of 0 means

the tester could not complete it and gave up.

Table 6.5: Task completion, by tester.

Task Completion | Task | 1 2 3 4 5 6 7 8
Tester
1 1 1 1 1 1 1 1 0
2 1 1 1 1 1 1 1 0
3 1 1 1 1 1 1 1 0
4 1 1 1 1 1 1 1 0
5 1 1 1 1 1 1 1 0
6 1 1 1 1 1 1 1 0
Success Rate (%) 100 100 100 100 100 100 100 O

By analysing these results, we can verify that the testers successfully concluded all but the

eighth task, thus making the overall effectiveness 87.5%.
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The eighth task consisted of opening the login page. Once logged in, a team member may,
amongst others, request changes to the website’s content. However, at the time of this evaluation,
there was no way to access that page through the user interface, except by changing the Uniform
Resource Locator (URL). We knew that this task would be difficult to complete without prior
knowledge, however, since it is a crucial step to make use of some important functionalities of the
team’s application, we kept it. From the lack of success in its completion, we decided to add the

following usability requirement: “Add a way to access the login page through the user interface”.

Efficiency

Table 6.6 exhibits the time taken, in seconds, by every tester in each task. The timer was started
right after the tester finished reading the task and stopped either once the task was completed or

after they gave up. In case of withdrawal, the time taken is displayed inside parenthesis.

Table 6.6: Time taken in each usability task, by tester.

Time taken (s) | Task 1 2 3 4 5 6 7 8
Tester
1 290 6.07 925 324 11.37 17.83 41.08 (46.34)
2 4.69 7.72 28.09 425 1236 5691 2922 (25.46)
3 2,50 1397 1291 259 1090 21.56 37.69 (50.86)
4 525 882 10.81 83.17 19.31 45.04 3793 (98.99)
5 3.12 570 2048 3045 898 23.51 41.12 (124.85)
6 401 979 8.80 6589 9.56 23.77 50.22 (36.23)

Average 375 868 15.06 31.60 12.08 31.44 3954 (63.79)

As we can see by the results obtained, Task 1 had an average completion time of 3.75 sec-
onds, Task 2 of 8.68 seconds, Task 3 of 15.06 seconds, Task 4 of 31.60 seconds, Task 5 of 12.08
seconds, Task 6 of 31.44 seconds and Task 7 of 39.54 seconds. Task 8 was not considered for the
efficiency evaluation because none of the testers could complete it. Thus, we observe an average
task completion time of approximately 20 seconds.

Most of the completion times are similar across testers in a given task, except for the dis-
crepancy in Task 4, in which half of the testers took much longer than the rest. Faced with this
observation, we decided to add the following usability requirement: ‘“Highlight the contacts sec-

tion so that a visitor can easily find how to contact the VCMI team”.

User satisfaction

The summary of all the answers from the SUS’s questionnaire can be consulted in appendix

A.4. By analysing the testers’ perspective on the system, we concluded that, overall, they found
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the system simple and easy to use and understand. The answers were mostly favourable, however,
one of the six testers pointed out that they found the system inconsistent. We considered that in
the next phase’s improvements.

Through the usage of the SUS method, we could more objectively analyse the user satisfaction.

Table 6.7 summarises the scores calculated from the questionnaire answers.

Table 6.7: User satisfaction evaluation - SUS scores.

Scores [Item |1 2 3 4 5 6 7 8 9 10 Total SUS Score
Tester

1 2 2 3 3 2 3 3 3 2 4 27 67.5

2 33 3 4 3 4 3 3 3 3 32 80

3 33 3 3 2 3 3 3 3 3 29 72.5

4 2 3 3 4 3 4 3 4 3 3 32 80

5 3 4 4 4 3 4 3 3 3 4 35 87.5

6 3 4 3 4 2 1 4 4 3 4 32 80

Final Score (Average)
77.92

As we can observe, the overall SUS score in the first evaluation is 77.92 (out of 100). Even
though this is already a good score, we expected to observe an improvement in user satisfaction in

the second evaluation.

6.2.2 Usability improvement

In this phase of the usability study, many tasks were conducted in order to fulfil the usability

requirements. Their implementation is briefly described below.

6.2.2.1 Reduce page loading times

Improving queries and serializers

One of the most noticeable issues while using the team’s application used to be the high page
loading times. This issue has been present since the application was first built, but it was not
evident for a long time. However, as time went by and the amount of data grew, it became gradually
worse until it became apparent that something was wrong.

Utilizing the browser’s DevTools (in this case, Firefox’s) allowed us to verify that the GET
request for the page data often would take a very long time to be fulfilled (in some cases, almost
8 seconds). Furthermore, on pages whose content has images (e.g. “News”, “Members”, and
“Projects”), once the page data was retrieved, multiple subsequent requests would be sent (one
for each image on the page) to fetch the image URL in the database (used to display the image to

the user). Another observation was the excessive amount of data being returned as response, i.e.,
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a part of the data obtained was not being used by the front-end and, therefore, was making this
process slower without any reason. All these issues negatively impacted the efficiency of every
task that involved these pages.

In order to understand the cause of our first realization, we analysed these requests using
django-silk®. With this tool, we could view the number of queries that the API request originated
and the SQL code executed in each one. Table 6.8 contains the number of queries that were being

executed as a consequence of a single GET request to retrieve the page data for each of the main

pages.

Table 6.8: Number queries executed to fetch page data (before changes).

Home | Members | Projects | Publications | Partners | News | Events

Number queries 94 991 31 2314 31 840 12

Based on these results, and considering the simple nature of these requests, we can see that
an excessive number of queries were being executed. By analysing the queries’ SQL code, we
observed that many were identical, with the difference being the id of the page being selected, i.e.,
the page’s items (or sub-pages) were being retrieved one by one. Furthermore, if these items were
related to other tables (such as the image table), they would generate even more queries and thus
flood the DBMS with requests. The cause of this undesirable behaviour was in the way that said
data was being fetched.

Django’s object-relational mapper (ORM) maps its model classes to the database and mediates
queries'!. A model contains the essential fields and behaviours of the data we want to store in our

database!2.

Once a model is created, Django allows us to treat database tables (and rows) as
objects by providing a database-abstraction API that lets us perform insert, read, update and delete
operations. In order to retrieve (read) data from the database, a QuerySet must be constructed 3.
A QuerySet represents a collection of objects from the database, and operations such as filtering
and slicing may be applied to it. One crucial detail about this structure is that it aims to reduce the
number of queries executed by only requesting and retrieving the information from the database
once the QuerySet is evaluated (e.g. once it is iterated, sliced, converted to a list)!*. The improper
creation and use of QuerySets led us to experience the exact opposite effect and therefore was the
root of most of our performance problems. Listing 6.8 shows the QuerySet that was being used to
fetch all the team members (required to load the “Members” page), and Listing 6.9 is the member

serializer whose function is to prepare the members’ data to be returned as a JSON.

1leango ORM: https://docs.djangoproject.com/en/2.1/releases/1.0/#an-improved-orm

12Model:
https://docs.djangoproject.com/en/2.1/topics/db/models/#module-django.db.models

13Making queries with Django:
https://docs.djangoproject.com/en/2.1/topics/db/queries/#making-queries

14QuerySet evaluation: https:
//docs.djangoproject.com/en/2.1/ref/models/querysets/#when-querysets—-are—-evaluated
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MemberPage.objects.live () .child_of (self)

Listing 6.8: Members QuerySet.

class MemberSerializedField (Field) :

"""A custom serializer used in Wagtails v2 API."""

def to_representation(self, members) :

"""Return member data"""

data = []

for member in members:

data.append (
{

"id": member.slug,
"name": member.name,
"photo": member.photo.id,
"type": member.member_type.description,
"years": member.filter_years,
"position": member.position,
"vemi": member.vcmi,

"breast": member.breast,

)

return data

Listing 6.9: Members serializer.

As we can see in this code section, a group of members is iterated. Even though every member
is fetched in a single query, this code also accesses the “photo”, “member_type”, and “filter_years”
properties (lines 12 to 14), whose values depend on other tables, thus triggering three other queries
for every member iterated. Furthermore, since members and publications have a many-to-many
relationship (through an intermediate relationship table), even more queries are issued to build the
“years” list.

The solution we found for this issue consisted of improving the QuerySets so that they select

the related data when they are executed (see Listing 6.10).

MemberPage.objects.live () .child_of (self) .select_related("member_type", "photo")

Listing 6.10: Members QuerySet (optimised).

By calling “select_related”!” in a QuerySet, we get a single, more complex query that will pre-

populate all the member’s data and related fields (“photo” and “member_type”), thus eliminating

158elect related:

https://docs.djangoproject.com/en/2.1/ref/models/querysets/f#select-related
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the need for more queries to follow the foreign keys. Particularly in the case of the “Members”
page, this performance booster brought the number of queries from 991 down to 12. Although
very useful, this method has the limitation of not working for many-to-many relationships, there-
fore, for these cases, we found another solution: the “prefetch_related”16 method. This method,
just like the previous one, aims to reduce the number o queries that reach the database, however,
instead of joining the SQL queries, this one does a separate lookup for each relationship and per-
forms the joins in Python. Once the data is prefetched, it gets cached, thus eliminating the need to
perform more queries to access related-object data.

By carefully analysing each of the page’s QuerySets, applying the most appropriate of these
methods, and some other small logic changes, we reduced the number of queries being executed
significantly. Table 6.9 shows the number of queries required to load each of the main pages after

these changes.

Table 6.9: Number queries executed to fetch page data (after changes).

Home | Members | Projects | Publications | Partners | News | Events

Number queries 19 12 12 14 12 14 12

As we can see, these QuerySet optimisations had a massive impact on the number of queries
hitting the database (in the case of the “Publications” page, 2300 fewer queries). After these
changes, the team’s application became noticeably faster and more responsive.

The next step in our process of improving the database queries was related to images. As pre-
viously stated, after a page’s data was retrieved, multiple independent queries to fetch its images
by their id were being spawned by each of the front-end’s components. This behaviour is espe-
cially wasteful because the query executed to fetch the page’s data already performed a join with
the image table to return the image id.

Our solution consisted of updating the page serializers so that they return not only the image’s
id but also their URL. This way, we eliminated the subsequent requests simply by passing the
returned URLs to the image components (on the front-end), thus allowing them to display the
images without extra overhead.

Finally, regarding the issue of the unused data, we analysed every serializer (back-end) and
the data used by the respective page components (front-end) and, with these, we determined what
fields were not being used and removed them from the serializer. Since some serializers were
being shared amongst multiple pages, we had to create new dedicated ones for specific pages.

Once all of these issues were addressed, every page request became more efficient and returned
only the required data to display it.

Serving images in the WebP format

WebP is a method of compression released by Google that can be used on images. This modern

16prefetch related:
https://docs.djangoproject.com/en/2.1/ref/models/querysets/#prefetch-related
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open-source image format aims to make the web faster by being smaller and better-looking than
other standard image formats, such as Portable Network Graphics (PNG) and Joint Photographic
Experts Group (JPEG)'”.

As most of the application’s images were either PNG or JPEG files, we saw an opportunity
to reduce the disk space occupied by them and make some pages (those that have images) load
slightly faster (due to less data being transferred). This change would also be beneficial for visitors
with a poor internet connection.

To make this transition, we used Converseen'®, a free batch image processor to convert all the
application’s images (served by the back-end) to the WebP format. Although we converted all the
images in the filesystem, the image paths stored in the database were still relative to previous ones
and had to be updated accordingly. Since the new images’ paths simply have a different extension,
we created and used the SQL script in Listing 6.11 to perform the path update on all the image
rows. We ran it once for JPEG files and another for PNG ones. After this step, the application was

fully functional and served all images in the WebP format.

UPDATE
wagtailimages_image
SET
file = oldfiles.filename
FROM
(
SELECT
id,
file,
concat (
substring(file, 0, position(’.JPEG’ in file)),
" .webp’
) filename
FROM
wagtailimages_image
where
file LIKE ’'%.JPEG’
) AS oldfiles
WHERE

wagtailimages_image.id = oldfiles.id;

Listing 6.11: Script used to rename the images.

Text compression and image caching
Compressing text responses reduces the size of the transmitted data and, therefore, may make

transmitting the necessary data quicker. Although compressing occurs at runtime, thus adding

17WebP format:

https://developers.google.com/speed/webp/fag#what_is_webp_why_should_i_use_it

18Converseen: https://converseen. fasterland.net/
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some extra processing overhead, it may still be advantageous'®, especially for visitors with a poor
internet connection or using mobile data.
In order to start compressing text, we simply had to modify NGINX’s configuration file so that

it compresses the types of files we specify. Listing 6.12 contains the configuration we used.

1 gzip on;
2 gzip_comp_level 5;
3 gzip_min_length 1000;
4 gzip_types
5 text/css
6 text/javascript
7 application/javascript
8 application/json
9 text/xml
10 text/plain;
Listing 6.12: NGINX text compression configuration.

As we can see, we enabled Gzip?® compression for Cascading Style Sheets (CSS), JavaScript,
JSON, XML and plain text files whose length is more than 1000 bytes. The compression level was
set to 5 (levels range from 1 to 9) as it is a middle ground between compression and processing
power (a higher compression level leads to more overhead).

Another minor tweak for improving the performance of our application was serving static
assets with an efficient cache policy. It simply consists of informing the browser, through a header,
to keep a given resource cached for a given amount of time?!'. This way, subsequent requests use
the locally stored copy, thus reducing overhead and loading faster.

To implement such a change, we only had to add the line 10 in Listing 6.13 to NGINX’s
configuration file, more specifically, add it to the “/media” location block as it defines the rules for
accessing every image stored in the “media” folder, on the back-end. This line makes it so that
cached images are valid for up to 1 year.

1 location /media {

2 proxy_pass http://backend:8000/media;

3 proxy_http_version 1.1;

4 proxy_set_header Upgrade S$http_upgrade;
5 proxy_set_header Connection ’upgrade’;
6 proxy_set_header Host S$host;

7 proxy_cache_bypass S$http_upgrade;

8

9 # Cache media files

10 expires ly;

=
=

Listing 6.13: NGINX image caching configuration.

19Text compression:
https://docs.nginx.com/nginx/admin-guide/web-server/compression/#introduction

20GZip:https://www.gnu.org/software/gzip/

2lCaching policy https://web.dev/uses-long-cache—ttl/
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Publication and article pagination

A majority of the team’s application main pages have the function of listing content. This content
may be members, projects, publications, partners, articles (i.e., the “News” page) or even events.
Although some have only a few items, others have more content, such as the “News” and “Publi-
cations” pages. Since these pages would always load and display every entry, they would become
vertically extensive, thus making it cumbersome to reach the end. Although still not noticeable at
this scale, this behaviour is also problematic because as the number of articles and publications
grows, their respective pages would require progressively more time to load and consume more
resources on the visitors’ machine. To solve these problems, we decided to paginate the “News”
and “Publications” pages.

We believe that visitors rarely want to view all of the articles ever published on the application,
but rather the most recent ones, therefore, only loading some of the most recent ones by default
seemed fitting. As for the “Publications” page, we realised that it is more common for a visitor
to access older publications than to access older news. However, we still think that loading 500+
publications (as of the time of writing) by default would be wasteful, especially if the visitor
simply wants to check if there are new publications. Since publication searching was planned, we
still decided to paginate by default, and if the visitor were to search or apply a filter, the complete
list of results would be shown (not paginated).

Initially, we tried to implement this item organisation method by using Wagtail’s API?? to
fetch content in a paginated way. However, these requests would, once again, spawn several
unoptimised database queries, thus taking a considerable amount of time to be completed. Faced
with this limitation, we opted to create a new dedicated API route to fetch content and paginate it
using Django REST framework (DRF). This approach allowed us to define the queries executed
and choose the pagination method and size for each case.

DRF supports three types of pagination”’: “PageNumberPagination”, “LimitOffsetPagina-
tion”, and “CursorPagination”. The first takes a page number from the request’s query parameters
and returns the requested page of items (of predefined size). The second requires a “limit” value
that defines the number of items requested (or page size) and an “offset” value that determines the
number of items to be skipped. The last one uses a “cursor” indicator (sequence of characters) that
may be used to page through the result set. It only allows moving forward or back on the results
list (no page skipping). On the other hand, the two first ones tend to slow down as the size of the
dataset (number of rows in the table) increases.

Since the “News” and “Publications” tables are the ones with the most number of rows and
the ones that grow the most in the team’s application, we decided to use the third pagination type,
cursor-based pagination®*. This pagination type is the most future-proof of the three because its

performance does not decline as the dataset grows. Although advantageous from a long term

22Fetch content using Wagtail’s API:
https://docs.wagtail.org/en/v2.7.1/advanced_topics/api/v2/usage.htmlf#pagination

23DRF Pagination: https://www.django-rest-framework.org/api-guide/pagination/

24Cursor-based pagination:
https://www.django-rest-framework.org/api-guide/pagination/#cursorpagination
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performance standpoint, this pagination method also requires items to be ordered by a unique,
unchanging field.
The first step of our implementation consisted of setting the default type of pagination and

pagination size for DRF inside our Django configuration file, as Listing 6.14 shows.

REST_FRAMEWORK = {
"DEFAULT_PAGINATION_CLASS’: ’'rest_framework.pagination.CursorPagination’,
"PAGE_SIZE’: 20,

Listing 6.14: DRF default pagination configuration.

Next, we started creating our API endpoints (APIViews and routes). First, we created classes
inheriting from “CursorPagination” to better configure pagination for each case (one for articles
and the other for publications). Listing 6.15 shows the configuration we used for the “News”

page’s items.

class NewsIndexPagination (CursorPagination) :
cursor_guery_param = ’'c’

ordering = (’-news_date’, ’'-first_published_at’, ’-id’)

Listing 6.15: Individual pagination configuration.

As we can see, in this configuration, we are setting the cursor name to “c” and setting the pagi-
nation’s ordering to be descendant and prioritise the “news_date” field, followed by the “first_published_at”
field, and finally, the article “id” field. In order to implement the APIView (in charge of processing
and handling the API requests), we created classes inheriting from the class “ListAPIView”. We
specified the class serializer and the pagination class and overrode the “get” method inside these
classes. By overriding the “get” method, we can define which code is executed upon receiving a

GET request. Listing 6.16 contains a simplified version of the ‘“PaginatedNews” APIView.
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class PaginatedNews (ListAPIView) :
serializer_class = ArticlelistSerializedField()

pagination_class = NewsIndexPagination

def get (self, request):
# Request Validation (...)

# There is only one NewsIndexPage

index_page = NewsIndexPage.objects.first ()

NewsPage.objects.child_of (index_page) .live () \
.filter (vcmi=request.query_params.get (‘vcmi’)) \
.prefetch_related(

"news_image", "associated_project", "

article_member_relationship__member"

page = self.paginate_queryset (queryset)
serialized_data = self.get_serializer_class().to_representation (page)

return self.get_paginated_response (serialized_data)

Listing 6.16: Simplified “PaginatedNews” APIView.

Once these were concluded, we assigned a unique URI to the created APIViews, so that once
a request is issued to the corresponding URI, it is routed to the right APIView. In this case, only
GET requests are available because we only overrode the “get" method. If it passes the validation,

the response obtained should be similarly structured to Listing 6.17.

"next": "http://localhost/api/v2/paginations/news/?c=bz0xIJnAIMIAYyMiOwNCOxXMQ%$3D%3D
&vemi=1",
"previous": null,

"results": [(20 results...)]

Listing 6.17: Example paginated data API response.

As we can see, the response contains the most recent 20 articles (omitted to save space),
accessible through the “results” property. Furthermore, property “next” contains the URI to access
the following page. Note that this contains the “cursor” value of the following page specified next
to the query parameter “c”. Finally, the “previous” value is null because we requested the first
page, however, it follows the same logic as the “next” property and is used to view the previous
page of articles.

Since the back-end implementation was complete, we only had to apply this pagination logic

to the respective front-end pages. We changed the API calls so that requests used the newly created
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endpoints and updated the page construction logic to use the new response structure. At this point,
the “News” page would display the 20 newest articles. To allow visitors to view more articles, we
added a button that requests the next page using the URI provided by the “next” property. Upon
receiving the response, the new items are appended to the page. This process may be repeated

until there are no more articles.

6.2.2.2 Team’s suggestions

Searching, sorting and filtering

When visitors of the team’s application wanted to read a given publication, they would need to
open the “Publications” page, and either use the browser’s “find in page” functionality or scroll
through it until they found the one they wanted to consult. This process would sometimes be
lengthy, thus leading us to implement publication searching to improve efficiency.

Our first approach to implementing this feature used PostgreSQL’s Full Text Search function-
ality. This searching method provides the capability of identifying documents containing a given
search term and sorting them by similarity or relevance®. A document can be one or multiple
concatenated text fields. In our implementation, publications were the documents, and their “title”
field represented them for search purposes (although more fields could be added). We did not
commit to this implementation due to two significant drawbacks we observed: worse performance
and lack of partial matches. When we compared this implementation’s performance to the one in
an implementation using a regular text search, we observed that the last was significantly better.

We even tried to create indexes to improve the full text search?®

process, however, due to the page
title being a field defined in the parent “Page” model (predefined by Wagtail), we could not do it
through Django. The second drawback was due to the lack of Django’s support for partial full text
search matches. No partial matches would mean that a visitor would have to write a whole word
of the publication’s title to get it as a result of the search.

Based on these results, we decided to proceed using the regular text search. Our implementa-
tion started, in the back-end, by creating a new dedicated API endpoint for publication searching.
Inside the respective APIView, we validate the user’s input, and if it is valid, we build the search
QuerySet with those inputs in the “get_queryset” method. Listing 6.18 is a simplified version the

QuerySet we used.

25Full Text Search: https://www.postgresqgl.org/docs/current/textsearch-intro.html
261ndexes for full text search:
https://docs.djangoproject.com/en/2.1/ref/contrib/postgres/search/#performance
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def get_queryset (self, search_text, desired_year, desired_type):

index_page = PublicationIndexPage.objects.first() # There is only one

query = PublicationPage.objects.child_of (index_page) .live ()

if search_text !'= None:

query = query.filter(title_ _icontains=search_text)

if desired_year != None:

query = query.filter (year=desired_year)

if desired_type != None:

query = query.filter (pubtype=desired_type)

return query

Listing 6.18: Publication searching QuerySet.

This QuerySet starts by representing all the publication pages and gets progressively filtered
according to the request’s values (if set). Line 7 is the statement that will originate the query to
search by the publication’s title (it is case-insensitive due to “icontains”). In the following lines,
we can also observe two more filter statements: one for years and the other for publication type. In
addition to searching, we also added publication filtering, which can considerably facilitate finding
a publication in a long list. Once we assigned a URI to the APIView, our back-end implementation
was completed.

We had to make a few adjustments to the display logic in the front-end. At this point, pub-
lications were paginated, so we added a search bar, two dropdowns to apply both the year and
publication type filter, and a “search” button. Upon entering some text or filtering any of the
fields, the search button unlocks, thus allowing the visitors to perform the search request. Once
received, all the results are displayed, and the paginated structure is ignored. Figure 6.2 shows the

“Publications” page after this implementation was complete.
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Figure 6.2: Publications page after changes.

As a way to improve efficiency on tasks using the “News” page, we also implemented sorting
and filtering articles by date. This required us to modify the “PaginatedNews” class (see Listing
6.16) to accept a “year” parameter and build the QuerySet using a filter for that year. When a
visitor selects a year in the filter dropdown on the front-end, unlike the “Publications” page, an API
request is immediately sent to fetch the new parameters. Once received, the page’s content gets
updated. As for our sorting implementation, it happens on the client-side only, therefore, changing
the article order will only change the order of the already-loaded articles instead of generating a

new request. Figure 6.3 shows the “News” page after this implementation was complete.
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Figure 6.3: News page after changes.

Visual feedback

Most of the application’s web pages use a subset of the database’s data and, therefore, before
the page can be fully displayed, said data has to be requested, fetched, and sent back as a re-
sponse. This process may be time-consuming, depending on the amount of data requested and the
complexity of the queries executed. Concretely when opening the ‘“Publications”, “News”, and
“Members” pages, which took a long time (especially before the performance improvements), the
lack of a visual indicator would very often confuse the visitors, making them doubt whether or not
they had clicked on a given component.

In order to solve this issue, we added a custom loading animation of the VCMI’s icon (see
Figure 6.4) that appears every time a visitor switches between pages while the next loads. We also
added this loading indicator in search fields and other components that load more data into the page
and whose operations tend to be lengthy. Furthermore, we added field state indicators that show
whether a field is valid or invalid (see Figure 6.5) and floating error and success messages (see

Figure 6.6). We expected these changes to improve effectiveness, efficiency and user satisfaction.
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Figure 6.4: Loading animation (frames).
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Figure 6.5: Validated field example.
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Figure 6.6: Floating message example.

Homepage layout change

The application’s homepage contains some of the team’s projects, some news, a description of
the team and its purpose, and contact information. However, it also had an image banner at the
top that occupied the whole screen, thus making it necessary to scroll down in order to access the
other components. As this banner was simply an image with a phrase and therefore had no use,
we decided to reorganise this page.

We figured that the component that would be more interesting and relevant to promote on the
application’s homepage would be the most recent news. Until this point, the news displayed on this
page were being manually selected through the admin’s interface and, therefore, sometimes were
not on par with the most recent ones. This factor led us to create a new dedicated API endpoint
to fetch the most recent news. Once this step was concluded, we created a carousel to display and
automatically cycle through the five most recent news (or articles) and moved it to the beginning
of the page so that it gets highlighted. Some other minor adjustments were made to the rest of the
page components to maintain consistency. Figure 6.7 shows the home page layout before and after

the changes (note that in the first one some news were omitted to shorten the image height).
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Figure 6.7: Homepage layout before and after the changes.

6.2.2.3 Requirements from the first usability evaluation

Login button

For a team member to make changes to their personal information (e.g. its picture or description),
they must use their credentials to log in to the administration page, make the desired change,
submit it, and wait for an administrator’s approval. However, the page is not accessible through
the user interface, i.e. it requires appending “/admin” to the website’s URL. Furthermore, since
these types of operations are rare, most of the team members end up forgetting how to access
the administration page and, therefore, do not know how to submit changes to the application
administrators.

We implemented a simple solution for this problem: a button on the “Members” tab that
redirects the visitor to the administration page, where they can log in. Usually, such a button is
placed in the header to be accessible throughout the entire application, however, since it is only
relevant to the team members, we decided to put it inside the “Members” tab only. We expected

this solution to improve the application’s effectiveness.

Dedicated tab for the team’s description and contacts
As shown by the results of the first usability evaluation, 50% of the participants had some difficulty
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finding how to contact the team. Based on this observation, we decided to highlight that informa-
tion by creating a new, dedicated tab on the application’s navigation bar for it. Upon clicking on
this button, a page with both the team’s presentation and contacts is displayed.

In order to add the new header-bar link, we added the components in Listing 6.19 to our

“Header” component, and made the displaying text “About us”.

<b-nav-item>
<router-link class="nav-route" to="/about-us"> About Us </router-link>

</b-nav-item>

Listing 6.19: Adding a new header bar link.

Due to the application’s database schema (heavily influenced by Wagtail’s requirements), we
had to create a new “AboutPage” model, which extends Wagtail’s “Page” model so that we could
add a new page. This model, in which we specified the data fields we wanted to store, is then
interpreted by Django and originates a new Database table. The data fields are converted to the
most appropriate types supported by the database. Listing 6.20 contains the model creation and
one of the fields added.

class AboutPage (Page) :
about_us_text = models.TextField/(
"About us extended text",
max_length=600,
blank=False,

help_text="This should be a descriptive description of the team"

Listing 6.20: Adding a new page model.

In this case, the “about_us_text” text field, which can not be null and has a maximum length
of 600 characters, was converted to a “text” data type on PostgreSQL. The resulting table Django

generated from the full model can be verified in Listing 6.21.

CREATE TABLE public.pages_aboutpage (
page_ptr_id integer NOT NULL,
about_us_text text NOT NULL,
phone_number character varying (20) NOT NULL,
email character varying(50) NOT NULL,
address text NOT NULL,

logo_id integer

Listing 6.21: Resulting SQL table generated from Django’s model.
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The only missing step was to specify which field should be returned by the API once a specific
“About us” page was requested. The way to achieve this is by adding an “APIField” object to a
list called “api_fields”, as Listing 6.22 shows.

api_fields = [
APIField ("about_us_text"),
APIField("logo", serializer=IndividuallImageSerializedField()),

APIField
APIField

(
(
APIField ("phone_number"),
("email"),
(

"address", serializer=RichTextSerializedField),

Listing 6.22: Fields of “AboutPage” to be returned by APL.

As we can see, some of the fields have a “serializer” argument being passed. It is used to
control how a given field is outputted?®’.

After this step was concluded, we created a row in the “pages_aboutpage” table and filled its
fields with the required information through the administration panel.

Finally, we built a page (for both the VCMI and breast front-ends) that requests the page’s data
and displays it. After this step, our implementation was concluded. Visitors were now able to visit

the new “About us” page.

6.2.2.4 Others

These small tasks are not part of the previously defined usability requirements but were still ac-
complished, as we believe these improve the visitors’ experience and, therefore, may also improve
user satisfaction. Some were selected from the administration’s improvements list, and some came
as a consequence of using the application.

In order to improve the consistency while navigating through the various web pages, we forced
the opening of external links in a new tab. Unfortunately, some inline links (primarily present in
an event’s description) could not be changed. Even considering this limitation, we believe that
visitors will have a more consistent experience using the application with this modification.

While visiting a member’s page, all the publications they were involved in were displayed.
This design decision was posing a problem, especially in the pages of the oldest members of the
team, which have more publications, as it would make the page unnecessarily long, thus increas-
ingly difficult for a visitor to reach its end. Faced with this, we decided to show by default only
the latest five publications, and if the visitor desired to view more, they would click on a “View
all” button or filter the member’s publications by a given year.

On the “Partners” page, while using a small view (visiting with a mobile phone or small

browser window), all the partner names that would take more than one line would overlap, thus

2TSerializers: https://www.django-rest—framework.org/api-qguide/serializers/
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making it unreadable. This issue got fixed by adjusting the “overflow” and “padding” properties
of the partner list.

Finally, motivated by Lighthouse’s improvement suggestions, we decided to enhance the ac-
cessibility of the various application pages. In the recently modified pages, we added an “alt”
attribute to all the “img” tags so that every image has an adequate description if it is not possible
to display it. Another step towards this objective was adding the “aria-label” attribute to the ele-
ments with no visible text on the screen (in this case, that relied on icons to denote its purpose) so
that screen readers (mainly used by people with impaired vision capabilities) may provide a text

alternative to them?.

6.2.3 Second Lighthouse audit

After all the improvements were finished, we reran Lighthouse’s audit for each of the main pages
in order to quantify the improvements observed according to its evaluation parameters. Figures
6.8 and 6.9 contain the results obtained for the desktop and mobile views, respectively. Table 6.10
summarises these results.

Performance, Accessibility and Best Practices (Desktop)

B Performance [ Accessibility Best Practices
100
75
A0
25
0
Events Home Members Mews Parners Projects Publications
Fage

Figure 6.8: Second Lighthouse audit results (desktop view).

28 Aria-label: https://www.aditus.io/aria/aria-label/
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Performance, Accessibility and Best Practices (Mobile)
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Figure 6.9: Second Lighthouse audit results (mobile view).

Table 6.10: Summarized audit reports.

View | Aggregation | Performance | Accessibility | Best Practices
Min 82 93 92
Desktop Max 90 97 92
Average 85.57 95.14 92
Min 56 93 92
Mobile Max 66 97 92
Average 62.71 95.14 92

When we compare these audit results with the values of the first (see Table 5.1), we verify
improvements in performance and accessibility and a constant “Best Practices” score. Particularly
in the desktop view, we observe an average performance increase of 18.14 points (from 67.43 to
85.57) and an average accessibility score increase of 6.28 points (from 88.86 to 95.14).

In the mobile view, we observe a slight increase in the average accessibility score of 0.71 points
(from 94.43 to 95.14). On the other hand, comparing the performance score, we see a significant
increase of 24.57 points (from 38.14 to 62.71). This is both the most significant increase and the
lowest overall score value. The scores are lower in the mobile view because Lighthouse emulates a
mobile device and throttles its CPU. Furthermore, it also simulates a slow (significantly throttled)

4G mobile connection, with a throughput of 1638.4 Kb per second. Another factor that affected
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the mobile view’s score is that we are not serving smaller images in this view, which would reduce

the total data required to load the page and, therefore, the page loading time.

6.2.4 Second usability evaluation

This second usability evaluation used the same methodology described in the first one (see sub-
section 6.2.1). The tester’s tasks were kept unchanged in order to be comparable. Since one of the
implemented changes moved the most recent news to the home page, and the second task consisted
of reading them, we required participants to open the “News” page (as in the first evaluation) to
consider it completed.

In this second round of tests, there were five different participants: four interns and one team
member. Neither of the testers ever used the team’s application, but everyone is used to navigating

through websites daily. The results obtained are summarised in tables 6.11, 6.12 and 6.13.

Effectiveness

Table 6.11: Task completion, by tester (second evaluation).

Task Completion | Task | 1 2 3 4 5 6 7 8
Tester
1 1 1 1 1 1 1 1 1
2 1 1 1 1 1 1 1 1
3 1 1 1 1 1 1 1 1
4 1 1 1 1 1 1 1 1
5 1 1 1 1 1 1 1 1
Success Rate (%) 100 100 100 100 100 100 100 100

From the analysis of this table, we see that every tester successfully completed every task.
Compared to the first evaluation, we can verify an improvement in the effectiveness of the
testers performing the eighth task. This fact is an indication that the addition of the “Login” button

on the “Members” page was an appropriate solution to the problem raised in the first evaluation.
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Efficiency
Table 6.12: Time taken in each usability task, by tester (second evaluation).
Time taken (s) | Task 1 2 3 4 5 6 7 8
Tester
1 784 386 735 449 592 9.84 8.09 12.20
2 353 4.02 1062 341 8.10 8.53 20.31 20.09
3 11.18 2.08 3593 352 844 14.66 10.63 10.46
4 422 344 954 4.16 1528 1291 19.71 17.97
5 265 280 873 396 847 1745 21.68 14.88
Average 588 324 1443 391 924 1268 16.08 15.12

In this second evaluation, we observed an average task completion time of approximately
10 seconds, with the minimum being 3.24 seconds (second task) and the maximum being 16.08
seconds (seventh task).

When we compare these results with those of the first evaluation, we verify a reduction of
around 10 seconds of the overall average task completion time (half of the time). This improve-
ment shows us that our efforts to improve efficiency were successful. On the other hand, when we
analyse the tasks individually, results suggest that: in the first task, unlike the rest, we observe an
increase in the mean task completion time of 2.13 seconds. We believe that the observed deviation
is mainly due to testers 1 and 3, whose times are significantly higher than the rest and would be
less influential if we had more than five participants. Since the first task consisted of viewing the
list of partners, and we did not make any changes that affected its process, we cannot verify any
improvement or regression regarding this task. In the second, fifth and sixth tasks, there was a
reduction in the average task completion time of 5.44, 2.84 and 18.76 seconds, respectively, which
we think are primarily due to the page loading time improvements. Like the first task, the third was
not significantly impacted by our optimisations. In this task, a slight time reduction of 0.63 sec-
onds was verified, which we believe is not meaningful. In the fourth task, where the testers had to
find the team’s contacts, we observed our most significant improvement of 27.69 seconds. Faced
with this fact, we concluded that highlighting the team’s information by moving it to a dedicated
section of the header bar was an effective solution. Regarding the seventh task, which required
testers to find and read a specific publication, we verified a completion time reduction of 23.46
seconds. Furthermore, since most participants used the newly implemented search functionality,
we concluded that our solution was appropriate. Finally, in the eighth task, we cannot make com-
parisons regarding efficiency because, in the first evaluation, it was not completed by any of the

testers.
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User satisfaction

Table 6.13: User satisfaction evaluation - SUS scores (second evaluation).

Scores [ Item |1 2 3 4 5 6 7 8 9 10 Total SUS Score
Tester

1 2 3 3 4 4 4 2 3 2 4 31 77.5

2 3 3 3 4 3 3 3 3 2 3 30 75

3 3 4 4 4 4 3 4 4 4 4 38 95

4 4 4 4 4 4 4 4 4 4 4 40 100

5 4 4 4 4 4 4 4 4 4 4 40 100

Final Score (Average)
89.5

The overall SUS score obtained in this second usability evaluation was 89.5, representing
a considerable increase compared to the first. Although there were no modifications explicitly
dedicated to improving user satisfaction, we consider that some of them (e.g. the addition of visual
feedback and the overall increased responsiveness) ended up indirectly affecting this evaluation

component positively.

6.2.5 Conclusion, considerations and limitations

The second usability test confirms the accomplishment of the third objective of this dissertation
project. By relying on user feedback and analysing the results of the first usability evaluation,
we were able to identify the most relevant issues, and by solving them, we were able to enhance
effectiveness, efficiency and user satisfaction, therefore improving the application’s usability.

We believe the implementation phase of this usability study is a prime example of the advan-
tages and disadvantages of functionality abstraction: On the one hand, thanks to Django’s ORM,
querying the database for the required data was quick and highly simplified. On the other hand, not
fully comprehending how QuerySets work made the developers of the application’s initial version
introduce an unintended behaviour that would constitute a severe performance and usability issue
a few years later.

One limitation we identified of our implementation, specifically introduced by the conversion
of the served image format to WebP, was that some out-of-date browsers could not display them.
Although this image format is supported by most web browsers>’, there will be rare cases where
the visitors will not be able to view the application’s images. In the future, we could also serve an
alternative image format (such as PNG or JPEG) so that these rare cases still display the images

(by using the fallback format), even if it takes slightly longer to load.

29WebP global support: https://caniuse.com/?search=webp


https://caniuse.com/?search=webp

6.3 Interactive demonstrations 65

6.3 Interactive demonstrations

This section starts by describing two alternative solutions to add interactive demonstrations to
the team’s application and then proceeds to compare them, culminating with our decision. After
that, the implementation of a new software tab is described, followed by the implementation of an
example demo. Finally, we introduce and explain the demo creation helper, a form to help team

members build new demonstrations.

6.3.1 Implementation approaches

Producer/consumer custom solution

Our first plan to implement interactive demonstrations on the team’s application consisted of a
producer/consumer container-based approach where demo requests would be placed in a queue
(produced once a visitor loads a given demo’s page) and consumed by (one of) the respective
demonstration container(s) running. Upon consuming a request, a container would establish a
connection to the client’s web browser through a WebSocket and send all the demonstration data
that would be displayed on the demo’s page (e.g. video, images, text) and receive the visitor’s
input. In Figure 6.10, we can see a preliminary version of the application’s component diagram

with most of the required components for this approach.

«Component»

VCMI Frontend «Component»

O—
/ / Demo 1
«Component» Xﬁ «Component» «Component»
o—

Web Browser 74 API Backend Demo Waiting Queue \\
{l «Component»
«Component» Demo N
Breast Frontend T

«Component»
Database

Figure 6.10: Preliminary component diagram, assuming producer/consumer-based solution.

Using this approach, a team member would use a template Dockerfile as a base and build a
Docker image of their algorithm by adding their code and respective dependencies. Furthermore,
they would have to adapt their code to make it not only constantly consume requests from the
queue and send its outputs through a WebSocket but also update the execution parameters accord-
ing to the inputs forms in the demo’s page. Although this last step may be attenuated by providing
a dedicated library for such processes, considerable code adaptations would still be required.

This kind of solution is scalable because it allows us to increase the number of consumers by
replicating a given demonstration container, thus increasing the system’s capacity to handle that
specific demonstration (useful in situations where a high load is predicted). It also is interoperable
because it is independent of what each demonstration container is running, as long as it follows

the same communication protocol (through WebSockets). This last property would allow us to
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incorporate demonstrations using different programming languages and environments. Another
positive aspect is that we would have complete control of the communication protocol, input, and
output details, thus allowing us to optimise them for our specific use cases.

Assuming that the Docker image creation process can be simplified, this approach’s main
downside is that a considerable amount of code would have to be adapted to follow the demon-

stration’s communication protocol.

Streamlit-based solution
Streamlit*® is an open-source Python library that aims to make the process of creating web apps
to showcase machine learning and data science applications as easy as possible3!. It was cre-
ated in January 2018 and has been in active development ever since?. This library is also well
documented??, and has community forums that may be used to troubleshoot issues>*.

Our second plan consisted of incorporating containerised Streamlit applications into our sys-
tem. Since Streamlit applications are served by their own web server, we would simply have to
redirect the visitors to the URL of the requested demonstration. Figure 6.11 displays the applica-

tion’s component diagram that this approach would lead to.

0 «Component»
VCMI Frontend
X\C Component» : «Component»
« .
7/ API Backend Database
o——o «Component»
Breast Frontend
«Component»
Web Browser
O «Component»
Demo 1
e o o
O «Component»
Demo N

Figure 6.11: Component diagram, assuming Streamlit-based solution.

Using this approach, a team member would need to make a few adaptations to their code to

use Streamlit’s components. Then, they would need to build a Docker image based on a template

30Streamlit: https://streamlit.io/

3ntroduction to Streamlit: https://docs.streamlit.io/

32Streamlit’s GitHub commit history:
https://github.com/streamlit/streamlit/graphs/commit—-activity

3Streamlit’s documentation:https: //docs.streamlit.io/

34Streamlit’s community forums:https://discuss.streamlit.io/
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Dockerfile by adding their code and respective dependencies. Once the new demonstration was
functioning as intended, it would be deployed and accessible through a URL.

Applications using Streamlit are written just like a regular Python script®. Considering that
most of the team’s algorithms are written in Python, most members are familiar with it, which
would also be a favourable characteristic. Another positive characteristic, besides simplicity, that
would favour a solution using this library is the wide variety of input widgets (elements that the
visitor may interact with) and display elements (elements that display content to the visitor) it
supports. Regarding display elements, Streamlit supports, among others, text fields, images, image
streams, tables, charts, audio and video. Moreover, when it comes to input widgets, checkboxes,
sliders, text inputs, date pickers, and file uploaders are supported®®. As we can see, these would
cover not only all of the input and output requirements suggested by the team members but would
also add many other useful ones.

On the other hand, a possible complication with a solution using Streamlit is its unique data
flow: when something must be updated on the screen (e.g. due to a visitor updating an input

widget’s value), Streamlit reruns its entire script®

, which may be challenging to understand cor-
rectly. Another possible difficulty of this approach is the step of building a Dockerfile, which can
sometimes be challenging, even using a template Dockerfile.

This solution also has a few limitations: when compared to a custom one, we end up losing
customizability and control in favour of functionality abstraction, i.e., even though Streamlit has
a wide variety of functionalities for multiple purposes, by implementing a custom solution, we
could develop more specific and optimised ones, for our use cases. Another downside is that it

would also be limited to Python algorithms and environments.

Final decision

After pondering these two approaches, we decided to proceed with the second one. We believe
that the Streamlit-based solution is the one that will better fit the team members’ needs due to its
simplicity, good documentation and the large variety of functionalities and input/output compo-
nents it provides. Although a custom solution would indeed allow the development of components
dedicated to the team’s needs, we could never match all the functionalities that this library supports
and the documentation it has, especially in the amount of time we had left. Furthermore, consid-
ering that most of the team’s algorithms are written in Python, the fact that Streamlit only works
with this language does not represent a significant drawback to us. This decision also implies that

we must cope with Streamlit’s potential bugs and limitations.

35Streamlit data flow:
https://docs.streamlit.io/library/get-started/main-concepts#data-flow

36Streamlit supported input widgets and display elements:
https://docs.streamlit.io/library/api-reference
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6.3.2 Software publishing implementation

Software section
Team members showed interest in having a dedicated section of the application for publishing
some of the software they developed. In this section, a visitor would be presented with a list of
software entries and their respective short description, from which they would be able to read more
about it. Furthermore, every software entry would optionally have a download link that leads the
visitor to the software’s repository and a link to try it live (interactive demonstration). Since not
every software published will be downloadable or have an interactive demonstration associated.
Our implementation process started by creating Django’s models for the individual “Software”
page and then for the software index page. The last one only has the fields of the class it inherits
from (the default Wagtail “Page” model) and is parent to every other individual “Software” page.

The software page model’s fields are displayed in Table 6.14.

Table 6.14: Software page model fields.

Field name Field type
software_image | ForeignKey (wagtailimages)
summary TextField
description RichTextField
vemi BooleanField
breast BooleanField
repo_url URLField
interactive_demo ForeignKey (Demo)

Since there may be many software entries in the future, we decided to paginate the “Software”
index page. Once the models were built, we created a new route and API endpoint to get the
paginated software list, ordered by the first publication date, just like the “News” page (see section
6.2.2.1). The QuerySet used to fetch these items can be verified in Listing 6.23.

def get_queryset (self, is_breast):

index_page = SoftwareIndexPage.objects.first() # There is only one
query = SoftwarePage.objects.child_of (index_page) .live () .select_related ("
software_image", "interactive_demo")

if is_breast:
query = query.filter (breast=True)
else:

query = query.filter (vcmi=True)

return query

Listing 6.23: Software pages QuerySet.
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Once the back-end expansions were complete, we moved to the front-end, where we created
the software index page (that lists all the software in a paginated way) by requesting them to the
API route we created. On this page, each software entry contains its title, summary and a button to
read more about it. Optionally, it may also contain an image, a link to download it, and a link to a
demonstration. The second page we created was the individual software page, where a visitor may
read the full description and access all related links of that particular software. Figures 6.12 and

6.13 show the aspect of the software index page and the individual software page, respectively.
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Figure 6.12: Software index page.
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Figure 6.13: Software page.
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Containerising example demo

As proof of the concept of our solution, we created an example demonstration. Since team
members may use this demo as a reference for implementing their own in the future, we decided
to make ours out of an algorithm that outputs a sequence of images (image stream). We think
this type of output is the most complex one (out of the ones suggested by the team members) to
implement using Streamlit, as there is no specific component for it, therefore, making it a valuable
example.

This process started by developing the base algorithm of our demonstration, which can be seen

in Listing 6.24.

def convert_video (video_file_path):
if video_file_path:

video_capture = cv2.VideoCapture (video_file_path)

while video_capture.isOpened() :

succeeded, frame = video_capture.read()

if not succeeded:
print ("Error reading... Ending")

break

grey = cv2.cvtColor (frame, cv2.COLOR_BGR2GRAY)

cv2.imshow ("Grey video", grey)

Listing 6.24: Example demo - initial algorithm.

This simple algorithm uses the OpenCV?’ library, and, simply put, it reads a video file, frame
by frame, converting it [the frame] to greyscale, and displaying it on the screen (on a new window).
Since a video contains multiple frames, this generates a sequence of images (image stream).

With the algorithm finalised, we began creating the demo by making a basic Streamlit appli-
cation with a title. For this purpose, we created a new Python script in which we imported the

“streamlit” package and set the application’s page title, icon and layout as Listing 6.25 shows.

streamlit.set_page_config(
page_title="Video Example Demo",
page_icon="/app/favicon.ico",

layout= "centered",

Listing 6.25: Example demo - page configuration.

We then proceeded to put the team’s logo and a header on our page, as Listing 6.26 displays.

37OpenCV:https://opencv.org/
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coll, col2 = streamlit.columns([1l, 5])

with coll:

streamlit.image ("/app/favicon.ico")

with col2:

streamlit.title ("Video Example Demo")

Listing 6.26: Example demo - page header.

This code creates a two-column container where the second column’s width is five times
greater than the first’s and puts an “image” component in the first column and the title in the
last.

At this point, our application simply had a header and the team’s icon and was still missing the
input and output components. Because our base algorithm requires a video as input, we decided
to add a file upload component. Moreover, to display its output, we added another component: a
single element empty container. This placeholder may be filled by any other component®® and will

only display something when it is. Listing 6.27 illustrates how these components were created.

# Inputs
uploaded_video = streamlit.file_uploader (' Choose a Video’, type=['mp4’])

# Outputs

stframe = streamlit.empty ()

Listing 6.27: Example demo - input and output components.

These few lines allowed us to cover both the inputs and outputs of our algorithm. It is worth
noting that components are added from the top to the bottom of the page by order of creation,
therefore, the file uploader would appear below the header and icon we previously added, and the
image stream would be below the file uploader (once written). Another note is that once an input
component is updated (like the file uploader), the whole application script is rerun.

Finally, and although not required, we added a button that appears once a file is uploaded.
This button starts the demonstration by calling our algorithm and passing the uploaded file and
our placeholder component, “stframe”. Its creation code is displayed in Listing 6.28. Note that it

only is created once the variable “uploaded_video” is set (once a video has been loaded).

def run():

convert_video (uploaded_video, stframe)

if uploaded_video:

streamlit.button ("Run!", on_click=run)

Listing 6.28: Example demo - run button.

38 Streamlit’s empty component:

https://docs.streamlit.io/library/api-reference/layout/st.empty
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This concluded the development of our page, however, at this point, our demonstration still
was not finished, as we still needed to adapt our algorithm to make it use our video file and write

the result to our placeholder component. Listing 6.29 shows the adapted code.

def convert_video (uploaded_video, stframe):
if uploaded_video:
tfile = tempfile.NamedTemporaryFile (delete=False)
tfile.write (uploaded_video.read())

video_capture = cv2.VideoCapture (tfile.name)

last_frame_timestamp = time.time ()

while video_capture.isOpened() :

ret, frame = video_capture.read()

if not ret:
print ("Error reading... Ending")
break

gray = cv2.cvtColor (frame, cv2.COLOR_BGR2GRAY)

stframe.image (gray)

last_frame_timestamp = time.time ()
time_left_sleep = (last_frame_timestamp +

(1/FRAME_RATE)) - last_frame_timestamp
time.sleep (time_left_sleep if time_left_sleep > 0 else 0)

Listing 6.29: Example demo - adapted algorithm.

Compared to the initial version, we find the main differences at the start (lines 3 and 4),
where we create a temporary file (from the “uploaded_video” bytes) in the filesystem in order
for OpenCV to be able to read it. Moreover, in line 17, instead of displaying the frames in a win-
dow, we write them to our “stframe” placeholder, using the “image” function. Note that lines 7,
19, 20, 21 and 22 were added only to limit how fast the frames were being displayed.

With the demonstration working as intended, we generated the list of dependencies (require-
ments.txt) using “pipreqs”?” tool and then proceeded to create a Docker image. The first step to
creating a Docker image is making a Dockerfile. The one we developed can be verified in Listing
6.30.

9piprf:qs package: https://pypi.org/project/pipregs/
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FROM python:3.10

COPY . /app

WORKDIR /app

RUN pip install -r requirements.txt

EXPOSE 8502

CMD ["streamlit", "run", "main.py"]

Listing 6.30: Example demo - Dockerfile.

We chose to use “python:3.10” as a base image because it is an image that contains a recent
version of python preinstalled (3.10). As we can also see, we are copying every file in the directory
of the Dockerfile (application script, our algorithm and its dependency list) to the “/app” directory
inside the container. Then, we change the working directory to “/app”, install the dependencies
with pip, and make the container listen to port 8502. Finally, once the image is instantiated and
the resulting container is started, our application will be initiated with the command “streamlit run
main.py”, thus concluding our implementation. Figure 6.14 illustrates the resulting application

page while running.

“ Video Test Demo

Drag and drop file here
4 P Browse files

Sample-MP4-Video-File-for Testing.mp4 17 x

Figure 6.14: Example demo page.

It is worth noting that Streamlit supports multipage applications*, which we could leverage

to put multiple demos in the same application, however, we decided to create a container for each

4OSHemnhtnuﬂﬁpageapphaﬁkms:https://bloq.streamlit.io/introducingfmultipaqefapps/
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demonstration, as it avoids dependency conflicts.

6.3.3 Demo creation helper

For a new demonstration to be deployed into the team’s application, it first must be tested by the
administrators. This strategy would require the team member who created the demonstration first
to send its project folder to the administrators somehow. In order to ease this process as well as
to speed up the demo creation and containerisation process, we decided to create a page (on the
front-end) to walk team members through the steps required to create an interactive demonstration.

This demo creation helper is a four-step form that aims to simplify the demo creation process,
specifically the creation of the Streamlit application, by allowing the download of a template
project whose code already has the correct demonstration page layout, as well as the input and
output components the team member specified in the form. Furthermore, this also removes the
need for them to create a Dockerfile for their project, as it is created automatically. It also has the
advantage of allowing project submissions on the last page, thus eliminating the need to send them

to the page administrators.

Implementation

Our implementation started by finding a way to generate and return the template project from
an API endpoint. In order to make the template project with the user’s form data, we used a
template-based code generation approach. We used the chevron*! library, which is a Python im-
plementation of the mustache*? templating language. For each template project file, we made a
template based on the example demonstration (see section 6.3.2). Listing 6.31 shows the template
for the Dockerfile used.

FROM {{docker.python_base_image}}

COPY . /app

ADD ./config.toml /root/.streamlit/config.toml

WORKDIR /app

RUN pip install -r requirements.txt

EXPOSE 8502

CMD ["streamlit", "run", "main.py"]

Listing 6.31: Dockerfile mustache template.

Ichevron: https://pypi.org/project/chevron/
Zmustache: https://mustache.github.io/
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By providing a dictionary with the value “docker.python_base_image” set, we can generate a
Dockerfile whose content is just like the template’s, but with the section between curly brackets
replaced by the value of “docker.python_base_image”.

Once every template was assembled, we made a new API endpoint to return a zip file contain-
ing a “main.py” script (generated with a template), the team’s icon, and a “Code” sub-directory.
The “main.py” script is based on the example demo’s application (see subsection 6.3.2), only re-
quiring the team member to adjust and call their algorithm. This API endpoint starts by validating
the user’s input and, if everything is valid, proceeds to build the template project. Listing 6.32

contains a simplified version of the function used to build the template project.

def buildMain (self, data):
with open (’demo_templates/main.mustache’, ’'r’) as f:

generated_main = chevron.render (f, data)
with tempfile.TemporaryFile() as tempFile:
with zipfile.ZipFile (tempFile, mode=’'w’, compression=zipfile.ZIP_DEFLATED)

as zipedFile:

# Code folder

zipedFile.writestr ("Code/", "")

# main.py

zipedFile.writestr ('main.py’, generated_main)

# favicon.ico

zipedFile.write (' demo_templates/favicon.ico’, ’favicon.ico’)

return True, tempFile.read()

Listing 6.32: Template project build function.

In lines 2 and 3, we are opening the “main.mustache” template and generating the code for
“main.py” with the user input stored in “data”. In lines 5 to 15, we create a temporary zip file and
add the “Code” sub-directory, the team’s icon and “main.py”. Finally, in line 17, we return the
zip file’s bytes. Since we are returning a file instead of a JSON response, we had to specify the
content type (application/x-zip-compressed) and the file’s name (TemplateProject.zip), as Listing
6.33 shows.

response = HttpResponse (proj_bytes, content_type=’application/x-zip-compressed’)

response [’ Content-Disposition’] = ’attachment; filename=TemplateProject.zip’

return response

Listing 6.33: Template project API response.
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Before we started the second API endpoint, we decided to create a new model to store an
interactive demonstration’s state and unique service name. Table 6.15 contains the fields we used.
We also added a new “Demos" tab on the administration panel so that page administrators may

easily verify how many demonstrations were submitted and are waiting to be tested.

Table 6.15: Demo model fields.

Field name Field type
title CharField

service_name CharField

waiting_review | BooleanField

The second API endpoint we developed was to submit and store the demonstration project.
Firstly, we made the corresponding APIView validate the submitted form data and project struc-
ture. Secondly, we made it generate the rest of the files (Dockerfile and Streamlit configuration),
write the dependency list (requirements.txt) with the submitted form data and save the resulting
project inside a folder on the back-end. Finally, if all the previous steps were successful, a new
demonstration is added to the “Demo” table, with the state of “waiting for review”.

Since this route accepts files and stores them, it also creates a way for people to fill up the
server’s disk. A hypothetical attacker may exploit this route to submit multiple folders to fill up
the VM'’s disk space or even to submit malicious code that, without being previously analysed
by the administrators, may end up being executed in the VM. As a measure to prevent these
situations, we made both of the API endpoints use session authentication. This implies that for
any API endpoints to be used, a valid session cookie must be sent, meaning a team member must
log in before using this helper.

With our back-end work completed, we proceeded to the front-end, where we began making
the page and the form fields: On the form’s first page (Figure 6.15), we explained how the helper

works and nut a (reauired) text field for the demonstration title.

G M WEMBERS  PRODECTS  PUBLCATIONS PARTNERS NEWS EVENTS  SOFTWARE  ABOUTUS
R

Demonstration Builder Do you have a demonstration ready? m

This is a process to help with the creation of interactive demonstrations.

It guides users through a sequence of steps that should culminate in a functional demonstration project using the Steamiit library.

Notes

Read the text below each field. It explains the purpose of the field and its impact on the demonstration.
Some fields have validation. In order to submit, all fields must be valid.

In order to submit a demonstration, you must also be logged in. If you aren't logged in, click here.

Although this helper generates some source code to expedite the creation and deployment of a new demo, it may be changed entirely as long as the template project structure is followed.

1. Demonstration Title

emonstration Title v

Figure 6.15: Demo helper’s first page.
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On the second page (Figure 6.16), we added a way for team members to (optionally) add input
widgets and display elements to its demonstration. Depending on the type of element selected,
a different sub-form appears with the fields required to generate its code, along with some use-
ful configuration options, in some cases. The input widgets supported by the helper are the file
uploader, text input (small text field), text area (large text field), slider, checkbox, radio and multi-
select. Since, in our approach, display elements only generate an empty component (to be later

written), these do not require any extra fields.

VISUAL COMPUTING &
Y@MIEE@?Z??LE‘E'S&C; MEMBERS ~ PROJECTS  PUBLICATIONS ~ PARTNERS ~ NEWS  EVENTS  SOFTWARE  ABOUTUS
Demonstration Builder Do you have a demonstration ready? [EVSEPY]
2. Inputs (Input Widgets) 3. Outputs (Placeholders for Display Elements)
T jdget . These \ \ "
red. The u i I
Slider Display Element Placeholder
Variable Name Variable Name
\umberReplicas v esText v
tr
Label
This slider defines the number of concurrent executions of the algorithms will be spawned v ‘

nort el
Value Display Element Placeholder

3 Variable Name

esFile v
Step o

1
Minimum value
X ADD DISPLAY ELEMENT

Maximum value

.
Checkbox
File Uploader
He
Multi Select
Radio

Slider (numbers)

I Text Area (multiple lines)

(®  TextInput (single line)

ADD INPUT WIDGET ~

Figure 6.16: Demo helper’s second page.

On the third form’s page (Figure 6.17), we added a button that sends the form information (of
the first two pages) to the first API endpoint we created, where a template project is built and sent
back to the client. Still on this page, we added a way to upload the demonstration project (once

ready).
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VISUAL COMPUTING &
ey HACARETELLIGENCE MEMBERS ~ PROJECTS  PUBLICATIONS  PARTNERS ~ NEWS  EVENTS  SOFTWARE  ABOUTUS

Demonstration Builder

4. Download template project 5. Integration 6. Upload project

Once the title is filled and valid (inputs and outputs are not required) Once the template project is downloaded and extracted, you may When the demonstration is working as intended, compress it into a
you may click the download button. in order to generate and copy your code to the "Code" directory. Zip file, and upload it.

download a template project. The file is a Zip folder containing a file

(e T Gl (Esel8) In order to run the project, first you need to install the "streamlit" TestDemo.zip Browse

package (we recommend using pip). After that, call "streamlit run
main.py" (from the project's root folder), and a server should start

P ——— Open the link, and you should see the page. with the title you wrote.
and the input components you chose.

Both of the files included in the template project are required for The next step is to open main.py and call your algorithm while
a valid demonstration submission. Their names and structure passing the input widgets and display elements variables inside the
must also be kept the same. run function. Do not forget to import it first!

You should adapt your algorithm to read the values from the input
widgets and write their result(s) to the display elements’
placeholders. All variables from the input widgets contain their
selected value. As for the placeholders, they become display
elements when called with the desired display element's method
The main.py file contains examples of these elements, and
Streamlit's documentation the full list of supported display
elements.

Note

If your algorithm relies on windows to display its output, you should
find alternatives to it. In the particular case of OpenCV's imshow
method, you should just send the frames, instead of displaying
them,

Figure 6.17: Demo helper’s third page.

The final form’s page (Figure 6.18) is related to the containerisation process. On this page,
we added a (required) field for the demonstration’s service name, which will define the Docker
service name and the URL to access it once deployed. We also added a text area field for the
demonstration requirements and a dropdown to select the desired Python version to run inside the
container (which defines the version of the “Python” Docker image used). Once the form is valid,
it may be submitted, thus sending its fields along with the uploaded project for administration

approval (second API endpoint).

VISUAL COMPUTING &
ey HACANENTELLIGENCE MEMBERS ~ PROJECTS  PUBLICATIONS ~ PARTNERS ~ NEWS  EVENTS  SOFTWARE  ABOUTUS

Demonstration Builder

7. Python base image 9. Project Requirements
Pyt B v
T
8. Service name
unique-service-name v
T
Suggestion
If your project uses "opencv-python’, we suggest you try to use "opencv-python-headless” instead. as it

does not have as many dependencies and. therefore, is less problematic to run inside a container. Note
that this is a trimmed-down version of OpenCV and may not support every method your algorithm uses

Submit

Figure 6.18: Demo helper’s fourth page.
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6.3.4 Conclusions, considerations and criticisms

We consider that both the new software section and the example demo prove the accomplishment
of the fourth objective of this dissertation project, allowing visitors to find more about the team’s
software as well as interactively try some of it.

An aspect to consider is that as the number of interactive demonstrations deployed in the
team’s VM grows, so will the resource usage. Depending on the scale and load, the memory, disk
space, and even CPU may require an upgrade.

Another consideration, more specifically regarding the demo creation helper, is that while
releasing the need for a team member to create a Dockerfile is positive, we also end up losing
the assurance that the submitted project will work inside the Docker container, as there was no
previous testing in that environment. This may lead to situations where the administrators need to
tweak the automatically-generated Dockerfile to make the submitted demo work as intended.

We think that the addition of the creation helper aggravated the security issue that the lack
of HTTPS represents. Considering that, while using the creation helper, entire projects will be
transferred and that these projects may contain sensitive data and/or not publicly available code,

the possibility of an attacker intercepting and reading this data is concerning.

6.4 HTTPS, production environment, automatic publication fetch-

ing, and other helpful periodic jobs

This section is composed of other varied improvements made to the team’s application throughout
the development phase that do not fit the previous sections’ subject. In some cases, these changes
were introduced to solve some of the limitations of the previous implementations. We start by
explaining the process of activating HTTPS and its implications, and then we proceed to describe

some periodic jobs that automate several of the administrators’ tasks.

6.4.1 HTTPS

The lack of encryption on the team’s application represented a security issue, especially since user
credentials (including the admin’s) could be intercepted and used maliciously. Furthermore, with
the addition of the demo creation helper (which increases the frequency of sensitive data transfer),
we think the severity of this issue was aggravated. For these reasons, we decided to prioritise
HTTP encryption with TLS over other improvements.

In order to upgrade from HTTP to HTTPS, we needed an SSL/TLS certificate, obtainable from
a certificate authority. A certificate authority is a trusted third party (an outside organisation) that
can issue and digitally sign a certificate (with its private key). These certificates contain the domain
name and organisation it was issued to, which certificate authority issued it and its signature, issue

and expiration dates, and the application’s public key*?. We started by creating a certificate signing

43SSL certificate: https://www.cloudflare.com/learning/ssl/what-is—an-ssl-certificate/
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request file using the command from Listing 6.34. From this progress, we also obtained a private

key.

openssl reqg -out vcmi_inesctec_pt.csr —-new —-newkey rsa:4096 -—-keyout

vemi_inesctec_pt.key

Listing 6.34: Openssl certificate signing request and private key creation.

After we received the signed certificate (.pem file) for the application’s domain (vcmi.inesctec.pt),
we proceeded to upgrade our connection by configuring our reverse proxy, NGINX.

In our NGINX production configuration file, we changed the port NGINX listens to from 80
(default HTTP port) to 443 (default HTTPS port), we enabled the SSL mode for every connection
on that port, and we allowed the acceptance of HTTP/2 connections**. Finally, we specified the
path of both the signed certificate and private key (we got when generating the certificate), as
Listing 6.35 shows.

# listen 80 default_server; # 0ld port
listen 443 ssl http2 default_server;
ssl_certificate /etc/ssl/vcmi_inesctec_pt.pem;

ssl_certificate_key /etc/ssl/vcmi_inesctec_pt.key;

Listing 6.35: NGINX default server configuration changes to allow HTTPS.

Furthermore, we made it so that NGINX also listens to port 80 so that, in case someone tries to
access the application through HTTP, they get redirected to use HTTPS. Listing 6.36 shows how

it was achieved.

server {
listen 80 default_server;

return 301 https://S$hostSrequest_uri;

Listing 6.36: NGINX redirect to HTTPS configuration.

6.4.2 Production webserver and environment

When we were deploying the new application’s version to its VM (with the implementation of
HTTPS), we verified that up to that point, the application’s backend had been served on Django’s
development server, which is not the recommended way to deploy a Django application. Further-
more, some configuration options were set for a development environment, not production. This
was especially impactful because Django’s development server does not support HTTPS, thus,

requiring us to find a solution.

44NCHNXJBwn:https://nginx.org/en/docs/http/ngx_http_core_module.html#listen
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Django’s primary deployment platform is the Web Server Gateway Interface (WSGI)*, a spec-
ification that describes how a web server communicates with web applications*®, and it is the
Python standard for web servers and applications. The compliant webserver we chose to fill this
role was Gunicorn*’. This pure-Python WSGI server has no dependencies, is easy to install and
use, and is also suggested by Django’s documentation*®.

In order to use Gunicorn, we simply had to add it to the list of dependencies and modify the
back-end start script, making it call Gunicorn instead of Django’s development server when in
production (defined by a given environment variable). Listing 6.37 demonstrates the command we

used.

gunicorn —--bind 0.0.0.0:8000 wagtail_vue.wsgi

Listing 6.37: Start back-end with Gunicorn.

After this change, we could initialise the application, however, static resources such as images
and the admin’s page were not being served. We solved this issue by serving them with NGINX.

Finally, we also refactored Django’s configuration files so that we could set specific settings
for development and production environments. Specifically, in the production configuration file,
we started by enabling “SECURE_SSL,_REDIRECT”, which redirects all non-HTTPS requests to
HTTPS*. Then, we disabled the “DEBUG” mode, which displays a detailed log in case of errors,
thus, possibly exposing too much information’. Lastly, we enabled cross-origin requests but only

allowed those originating from our application’s domain (vcmi.inesctec.pt) to improve security.

6.4.3 Periodic publication fetching

The team member’s publications shown and stored in the application are fetched from Authenti-
cus’!, a national repository of publications metadata. These were being fetched when the back-end
container was started by calling a custom Django command>? that requests the team’s publications
through Authenticus” API.

To avoid manual back-end restarts to get the most recent publications, we decided to periodi-

cally call this command so that, from time to time, the publication list gets automatically updated.

4SHow to deploy a Django application with WSGI:
https://docs.djangoproject.com/en/2.1/howto/deployment /wsgi/

40WSGI: https://wsgi.readthedocs.io/en/latest/what.html

47Gunicorn: https://gunicorn.org/

*Django with Gunicorn:

https://docs.djangoproject.com/en/2.1/howto/deployment /wsgi/gunicorn/
49Secure SSL redirect:
https://docs.djangoproject.com/en/2.1/ref/settings/#secure-ssl-redirect
5ODebug mode: https://docs.djangoproject.com/en/2.1/ref/settings/#debug

51 Authenticus: https://www.authenticus.pt/

52django-admin commands:
https://docs.djangoproject.com/en/2.1/howto/custom-management—commands/


https://docs.djangoproject.com/en/2.1/howto/deployment/wsgi/
https://wsgi.readthedocs.io/en/latest/what.html
https://gunicorn.org/
https://docs.djangoproject.com/en/2.1/howto/deployment/wsgi/gunicorn/
https://docs.djangoproject.com/en/2.1/ref/settings/#secure-ssl-redirect
https://docs.djangoproject.com/en/2.1/ref/settings/#debug
https://www.authenticus.pt/
https://docs.djangoproject.com/en/2.1/howto/custom-management-commands/

53

54

55

Development and Implementation 82

53 a daemon to execute scheduled commands, inside the

We started by initialising the “cron
back-end container. Since we already had a script that is executed when the container is started,

we simply had to add the line is Listing 6.38 to achieve this.

/etc/init.d/cron start

Listing 6.38: Start “cron” daemon command.

A scheduled command, or job, is specified in a crontab file, where we may also dictate, besides
the command, how often it is executed and the user executing it. The “cron” daemon searches for
these files in the “/etc/cron.d/” directory (among others), so we placed our crontab file inside this

directory (inside the container). The job we defined in it is shown in Listing 6.39.

20 2 * % x root python3 /app/website/wagtail_vue/manage.py fetch_authenticus_api >/
proc/1/£fd/1 2>/proc/1/£d/2

Listing 6.39: Cron-job definition.

Our job executes the “fetch_authenticus_api” Django custom command as the root user. The
“20 2 * * *” gection of the job definition means that we want it to be executed every day at 02:20,
and the “>/proc/1/fd/1 2>/proc/1/fd/2” portion is used to redirect the job’s output messages to

Docker’s.

6.4.4 Periodic database backups

The application’s database data was being stored in the INESC TEC GitLab. The repository
is private; therefore, only a limited number of people can access it. Since these backups were
manual and only used to happen from time to time, there is a possibility of losing data when the
latest backup is dated and the server’s hardware fails. To circumvent this problem, we developed
a method to periodically back up the database’s data.

Our solution consists of two periodic jobs (in the database container): one to create a database
dump (script to rebuild the database) and one to send it, using rsync>*. It also included the devel-
opment of a Docker container whose purpose is to keep stored a given number of files and remove
the most dated ones if that number is exceeded. In an ideal situation, this container would be
deployed to another server with redundancy so that no data would be lost in the event of a disk
failure or a disaster on the application’s server.

We started by creating a Docker image that, once instantiated, will store the database backups.

We used “alpine:3.15” as the base image and installed OpenSSH> and rsync. Once the container

cron: https://man7.o0rg/linux/man-pages/man8/cron.8.html
rsync: https://rsync.samba.org/
OpenSSH: https://www.openssh.com/
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is started, we initialise the ssh service, “sshd” (required to use rsync), and “cron”, the daemon to
execute scheduled commands.
With our container almost complete, we generated an ssh key pair for our database container

using OpenSSH, through the command in Listing 6.40.

ssh-keygen -b 4096

Listing 6.40: Generate ssh key pair.

The SSH protocol uses public-key cryptography for authentication®®, therefore, this command
generates a 4096-bit RSA key pair (public and private keys). With these keys created and added to
the database container, we started the ssh service and added the private key to the ssh-agent, thus
concluding the required configuration in this container.

Back in the “backups” image, we had to modify its creation Dockerfile. In order to allow the
database container to connect through ssh to this container, we had to add its public key to the
“authorized_keys” file in the “.ssh” directory. We also force the execution of rrsync®’ (a script to
restrict how rsync is used via ssh) by prepending the public key with the command, as Listing 6.41

shows.

command="/usr/bin/rrsync /home/vcmi/vcmi-database/ -wo —-no-del" <public key>

Listing 6.41: Authorized-keys file configuration.

As we can see, we only allow writing to the directory “/home/vcmi/vemi-database/” and block
deletions. Because the “backups” container only accepts file writes from the database container
(no reads), even when an attacker compromises the application’s VM, they should not be able to
read the saved backups.

Finally, we made the scripts to dump the database’s data, send files with rsync, and remove ex-
cessive backups. The first two were used on the database container, and the last, on the “backups”
container. Jobs were also created for each one of these scripts. Listing 6.42 shows the command

used to dump the database data, while Listing 6.43 demonstrates how they were sent.

pg_dump <Postgres DB Name> -U <Postgres User> —--file=/backups/backup.sqgl

Listing 6.42: The database dump command.

rsync -r —--remove-source-files /backups/ root@<Backups container IP>:

Listing 6.43: The rsync command.

56SSH authentication:
https://www.ssh.com/academy/ssh/keygen#ssh-keys—and-public-key-authentication
57m$ync:https://download.samba.org/pub/rsync/rrsync.l
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6.4.5 Automatic image conversion

Shortly after we converted all the application images to WebP and deployed this change, it became
apparent to us that it would be hard to maintain all images in this format, mainly because there are
multiple administrators, and they may not know how to convert an image to this not so common
format.

In order to solve this problem, we decided to implement a cron-job that automatically tries to
convert all non-WebP images into this format and updates the database if it succeeds.

We started by creating a custom Django command based on the one we used to fetch publica-
tions. This command receives a “filename” argument, which is the path of a non-WebP image, and
uses it to find the corresponding row in the “Image” table of the database. Once found, it updates
its extension to “.webp” and saves the changes to the database. Listing 6.44 is a simplified version

of our implementation (does not have error handling).

class Command (BaseCommand) :
def add_arguments(self, parser):
parser.add_argument (' filename’, nargs=1l, type=str)
def handle(self, xargs, xxoptions):
image_by_filename = Image.objects.get (file="original_images/" + options|[’
filename’ ] [0])
format_index = image_by_filename.file.name.find(".")
image_by_filename.file.name = image_by_filename.file.name[0:format_index] +
" .webp’
image_by_filename.save (update_fields=['file’])

Listing 6.44: Django-admin command to rename image path.

In order to convert images to WebP, we installed libwebp>® in the back-end (since it is where

images are stored). Once installed, we could convert images using the command in Listing 6.45.

cwebp image.png -o image.webp

Listing 6.45: Convert image to WebP.

With both of these steps complete, we made a script that iterates through all non-WebP images
and tries to convert them to this format. If the image gets converted successfully, it calls the custom
django-admin command we created to rename it in the database and then removes the old image.
In case of failure, it proceeds to the next image on the directory.

Finally, to make this script execute every Sunday at 4:30, we defined the cron-job in Listing
6.46 and added it to our “crontab” file.

58libwebp:https://developers.google.com/speed/webp/download
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30 4 x » 0 root /app/scripts/ConvertAllWebp.sh /app/website/wagtail_vue/media/
original_images/ >/proc/1/£fd/1 2>/proc/1/£d/2

Listing 6.46: Image conversion cron-job definition.



Chapter 7

Conclusion and Future Work

7.1 Conclusion and main contributions

In this dissertation project, we studied and successfully improved the already-existing team’s web
application, guided by the objectives described in chapter 1 and the requirements in chapter 5.
While keeping future growth, performance and user feedback in mind, we built and deployed a
functional new application version. The most pertinent contributions of this dissertation project to

the team’s application were:

* New DBMS We changed the application’s DBMS from SQLite to the more capable and
adequate PostgreSQL.

» Usability study and improvement We improved the application’s usability by identifying,

studying and fixing its problems, emphasising efficiency significantly.

* Interactive demonstrations We developed a solution that allows adding interactive demon-

strations to the team’s application.

* Software publishing We added a section for team members to publish the software they
developed and their respective demonstrations.

* Demo creation helper We implemented a helper guide to facilitate and walk team members

through the creation of an interactive demonstration.

* Improved security in production HTTPS is now being used by default in production.

Some other important settings were set for this environment.

* Administration tasks automated Common administration tasks such as publication fetch-

ing, image conversion and database backups were automated.

We think these modifications brought advantages for every user involved: On the one hand,
visitors will have a more satisfactory and responsive experience navigating through the applica-

tion and may even interactively try some of the team’s work without installing or downloading
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anything. On the other hand, team members now have a safer and more usable application, where

they can interactively share their software and possibly arouse the visitors’ interest in their work.

7.2 Future work

Despite the successful completion of this dissertation’s objectives, we recognise that improve-
ments could still be made to the team’s application to enhance the solutions applied and make it
better fit the members’ needs and increase its usage. With these objectives in mind, we think that

the most pertinent improvements to be considered in a future continuation of this work are:

Improve image serving Serving appropriate-sized images dependent on the screen size of the
visitors’ device and fallback images of different formats should be considered in a future
continuation of this work. The first would reduce image sizes on smaller devices, thus
making pages that have several images lighter and load faster. The second would solve
the incorrect rendering of images in outdated browsers that lack support for some image

formats, such as WebP.

Update application frameworks and libraries Many of the libraries that the application is built
upon are outdated, and several have known vulnerabilities. A complete update may be a
very time-consuming process, however, it will patch such vulnerabilities, thus making the

application more secure, and it also will bring new features.

Deploy container to store backups Due to the lack of availability of another server with redun-
dant storage, the container developed to store the database dumps was never deployed, thus
leaving them stored in the application’s VM. In a future continuation of this work, it would
be favourable to deploy it, so that database backups get stored in a separate machine, thus

reducing the chance of data loss in case of a hardware failure.

Feature suggestions that were not implemented Some of the features suggested by the team
members described in chapter 5 and appendix A.15 that were not implemented, such as the
incorporation of the team’s newsletter or the implementation of a personal area for each team
member with the nearest incoming events, are functionalities that would have a significant
impact in making the team’s application more used by team members and therefore should

be considered in a future continuation of this work.
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Appendix A

A.1 Interview with team members

A.1.1 Questions

Usabilidade & Requisitos para web app
VCMI

Este questiondrio é anénimo, e tem o objetivo de recolher requisitos e identificar problemas
na web app da equipa VCMI (http://vcmi.inesctec.pt/), questionando os membros da
mesma. Estd a ser feito no ambito da dissertacdo de mestrado do aluno José Pedro Moreira
de Almeida Baptista (up201705255).

@ up201705255@g.uporto.pt (ndo partilhado) Mudar de conta (&)

*QObrigatoério

Figure A.1: Interview questions - Introduction.
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Avaliacao usabilidade (opiniao individual)
Segundo o standard ISO 9241-11(2018), usabilidade pode ser decomposta em 3 fatores diferentes:

eficacia (effectiveness) - o quao eficaz o utilizador consegue ser ao realizar uma dada agao. Fatores
como erros e bugs afetam negativamente este topico.

eficiéncia (efficiency) - o quao eficiente o utilizador consegue ser ao realizar uma dada acao. Fatores
como tempos de carregamento longos e disposicac nao favoravel das varias paginas afetam
negativamente este topico.

satifacao (user satisfaction) - satisfacdo do utilizador ao utilizar o web site.

Figure A.2: Interview questions - Usability Introduction.

Com que frequéncia visita/utiliza a pagina da equipa? *

O Aproximadamente 0 vezes
O 1 a 2 vezes por semana
O 3 a 5 vezes por semana

O 6 a 7 vezes por semana

Figure A.3: Interview questions - Web application usage.
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Como avalia a web app em cada um dos seguintes parametros? *

1 - Muito
mau

Eficacia O O O O O

2 -Mau 3 - Razoavel 4-Bom 5 - Excelente

Eficiéncia O O O O O
Satisfacdo O O O O O

Figure A.4: Interview questions - Usability evaluation.

Ul / UX (front-end related)

Quais sao os fatores que, na sua opinido, prejudicam mais a experiéncia dos
utilizadores do web site?

A sua resposta

Figure A.5: Interview questions - Issues affecting users’ experience.

Considera o aspeto das web pages pouco intuitivas? Antiquadas? Que outros
problemas pode apontar a interface?

A sua resposta

Figure A.6: Interview questions - User interface issues.



A.1 Interview with team members

Adminitration (back-end related)

Qual a sua opiniao relativamente ao atual painel de administracao? Que
problemas encontra no mesmo?

A sua resposta

Figure A.7: Interview questions - Admin panel issues.

Que problemas pode mais apontar relativamente ao back-end? (API, Web server,
deployment, etc.)

A sua resposta

Figure A.8: Interview questions - Back-end issues.

Features em Falta (front-end and back-end)

Esta atualmente planeada a implementacao de um sistema que permite publicar demonstragoes
interativas na web app na equipa, bem como a substituicao da base de dados. Tendo isto em conta,

Que outras funcionalidades (front-end / back-end) considera relevante serem
acrescentadas? Porqué?

A sua resposta

Figure A.9: Interview questions - Missing features.
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A.1.2 Results

A.1.2.1 Usability related

Avaliacéo usabilidade (opinido individual)

Com que frequéncia visita/utiliza a pagina da equipa?

respostas

@ Aproximadamente 0 vezes
@ 1 a2 vezes por semana
@ 3 a5 wvezes por semana
@ 6 a7 vezes por semana

Como avalia a web app em cada um dos seguintes parametros?

B 1-Muitomau Bl 2-Mau B0 3-Razoavel [l 4-Bom [ 5 - Excelentz

1k
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Eficacia Eficiéncia Satisfagao

Figure A.10: Usability interview section.
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A.1.2.2 Issue enumeration

Ul / UX (front-end related)

Quais sao os fatores que, na sua opiniao, prejudicam mais a experiéncia dos utilizadores do web
site?

7 respostas
Lentidao

Tempo de carregamento das paginas

Atualmente:

1) Considero que os tempos de carregamento s&o muito demorados.

2) Os contelidos sdo apresentados de forma dindmica e torna-se, por vezes, dificil de gerar links para uma
determinada pagina sem dar origem a erros (e.g, eu quero gerar o link do perfil do "Tiago" mas esse link
poderé ndo existir porque o site gera o conteddo de forma dindmica e néo através de links diferentes).

Aas noticias importantes nao aparecem logo no principio, & necessario fazer scroll down. Uma tab paletar
gue lista-se esses topicos, e na pagina central para os exibir. Algo que o proprio inesc ja tem

Lentiddo
Falta de feedback visual (loading / a carregar)

Tempo de carregamento

Figure A.11: Front-end issue enumeration 1.
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Considera o aspeto das web pages pouco intuitivas? Antiquadas? Que outros problemas pode
apontar & interface?

7 respostas

Adequado
Adequado.

Considero as web pages bastante intuitivas e creio que a interface € muito amigavel, do ponto de vista da
UI/UX.

0 foco na primeira pagina deveria ser sempre as noticias que envelvem o centro. tipo um rss com as coisas
relevantes,

N&o, acho que estd bem

Figure A.12: Front-end issue enumeration 2.

Adminitration (back-end related)

Qual a sua opiniao relativamente ac atual painel de administracao? Que problemas encontra no
mesmo?

7 respostas

M&o se aplica

1) Os utilizadores ndo se conseguem inscrever e fazer reset das suas credenciais de forma automdtica.

2) As categorias de paginas sdo limitadas e pouco flexiveis, em termos de edigéo.

3) As publicagGes/artigos ndo sdo atualizados de forma dindmica (a equipa de administragdo tem de correr
um script pontualmente);

4) N&o conseguimos adicionar varios "Projects” a uma "New".

5) Ndo existe uma categoria de pagina relacionada com software/demonstradores desenvolvidos pelo grupo.

Sem opiniao
Acrescentar publicagtes aos projetos € dificil
Preview das paginas nao funciona

Mao uso

Figure A.13: Back-end issue enumeration 1.
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Que problemas pode mais apontar relativamente ao back-end? (API, Web server, deployment, etc.)

5 respostas

N&o se aplica
1) Base de dados: E um ficheiro sqlite e deveria ser feita uma transic&o para um modelo mais robusto.
E necessario reiniciar os containers para carregar novas publicactes

Para ir buscar novas publicagoes, € necessario reiniciar os containers

Figure A.14: Back-end issue enumeration 2.

A.1.2.3 Feature suggestions

Features em Falta (front-end and back-end)

Que outras funcionalidades (front-end / back-end) considera relevante serem acrescentadas?
Porqué?

6 respostas

1) Na zona de back-end, deveria ser possivel pré-visualizar o contetdo da pagina sem publicar a pagina.

2) Criar um forma de os utilizadores fazerem a sua prépria inscrigdo no website e receberem credenciais
(neste caso a password) de forma automatica, apds a validacdo por uma pessoa da administracéo.

3) Interligar a mailing list (newsletter) do VCMI & base de dados dos utilizadores do website (para ser mais
facil a atualizag8o das mesmas).

Mais links na pagina pessoal dos membros

Tornar as paginas mais flexiveis para facilitar acrescentar mais secgtes

Area reservada aos varios utilizadores, através do log in, e com forma de alterar informagéo pessoal
Calendario e Lista com conferéncias (ordenadas pelas deadlines) e forma de acrescentar conferéncias.
Email periédico com noticias recentes e conferéncias proximas.

Férum publico para discutir e partilhar videos sobre atividades do grupo / workshops.

Opgédo para mostrar as X noticias mais recentes (acrescentar ordenagéo)
Ir buscar novas publicagdes periodicamente (sem ser necessdrio reiniciar o server)

Pesquisa de publicag@es (por titulo e autor)
Ir buscar automaticamente publicagdes das pessoas e filtrar com base no ano de entrada

Figure A.15: Feature suggestion section.
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A.2 Interactive demonstration questionnaire

A.2.1 Questions
A
Demonstracdes interativas - recolha requisitos

Este questionario é andnimo, e tem por objetivo recolher requisitos para uma nova funcionalidade da web app
da equipa VCMI (http://vemi.inesctec.pt/).

A funcionalidade consiste em permitir que os visitantes experimentem alguns dos algoritmos desenvolvidos
pela equipa. Ao fornecer os inputs necessarios ao algoritmo e iniciar a sua execugao, o visitante deverd ver o

resultado.

Figure A.16: Interactive demo questionnaire - Introduction.

Com base nos algoritmos anteriormente desenvolvidos por si ou em projetos de que fez parte, que
tipo de inputs considera relevante que sejam suportados pela aplicagao? (para além dos parametros
de ajuste do algoritmo)

Video
Imagem
Texto
Audio

Qutra opgao...

Figure A.17: Interactive demo questionnaire - Question 1.
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Com base nos algoritmos anteriormente desenvolvidos por si ou em projetos de que fez parte, que
tipo de outputs considera relevante que sejam suportados pela aplicagao?

Video
Imagem
Texto
Audio

Outra opgéo...

Figure A.18: Interactive demo questionnaire - Question 2.

Considera relevante mostrar o tempo de execugao do algoritmo? *
Sim

Nao

Figure A.19: Interactive demo questionnaire - Question 3.

Outras sugestoes

Texto de resposta longa

Figure A.20: Interactive demo questionnaire - Question 4.
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A.2.2 Results

Com base nos algoritmos anteriormente desenvolvidos por si ou em projetos de que |_|:] Copiar
fez parte, que tipo de inputs considera relevante que sejam suportados pela
aplicacao? (para além dos parametros de ajuste do algoritmo)

10 respostas

Video
Imagem 10 (100%)
Texto
Audio 1 (10%)
dados estruturados 1 (10%)
0 2 4 6 8 10

Figure A.21: Interactive demo questionnaire - Question 1 results.

Com base nos algoritmos anteriormente desenvolvidos por si ou em projetos de que |_|:] Copiar
fez parte, que tipo de outputs considera relevante que sejam suportados pela
aplicacao?

10 respostas

Video
Imagem 10 (100%)
Texto 9 (90%)
Audio 1 (10%)
Sinal (e.qg., sinais biomédicos) 1 (10%)
0 2 4 6 8 10

Figure A.22: Interactive demo questionnaire - Question 2 results.
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Considera relevante mostrar o tempo de execucao do algoritmo?

10 respostas

® Sim
@ nNao

Figure A.23: Interactive demo questionnaire - Question 3 results.

Qutras sugestoes

0 respostas

Ainda ndo existem respostas a esta pergunta.

Figure A.24: Interactive demo questionnaire - Question 4 results.

|_|:] Copiar
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A.3 Initial database diagram
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Figure A.25: Database diagram - part 1.
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A.4 First usability evaluation: SUS

1. | think that | would like to use this system frequently

3 - Neutral
33.3%
4 - Agree
66.7%
Figure A.28: Usability evaluation 1 - SUS - item 1.
2. | found the system unnecessarily complex
3 - Neutral
16.7%
1 - Strongly disagree
33.3%
2 -Disagree
50.0%

Figure A.29: Usability evaluation 1 - SUS - item 2.



108

3. I thought the system was easy to use

5 - Strongly agree
16.7%

4 - Agree
83.3%

Figure A.30: Usability evaluation 1 - SUS - item 3.

4. | think that | would need the support of a technical person to be able to
use this system

2 -Disagree
33.3%

1 - Strongly disagree
66.7%

Figure A.31: Usability evaluation 1 - SUS - item 4.
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5. | found the various functions in this system were well integrated

4 - Agree 3 - Neutral
50.0% 50.0%
Figure A.32: Usability evaluation 1 - SUS - item 5.

6. | thought there was too much inconsistency in this system
4 - Agree
16.7%
2 -Disagree
33.3%

1 - Strongly disagree
50.0%

Figure A.33: Usability evaluation 1 - SUS - item 6.
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7. 1 would imagine that most people would learn to use this system very
quickly

5 - Strongly agree
16.7%

4 -Agree
83.3%
Figure A.34: Usability evaluation 1 - SUS - item 7.
8. | found the system very cumbersome to use
1 - Strongly disagree
33.3%
2 -Disagree
66.7%

Figure A.35: Usability evaluation 1 - SUS - item 8.
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9. | felt very confident using the system

3 - Neutral
16.7%

4 - Agree
83.3%

Figure A.36: Usability evaluation 1 - SUS - item 9.

10. | needed to learn a lot of things before | could get going with this system

2 -Disagree 1 - Strongly disagree

50.0% 50.0%

Figure A.37: Usability evaluation 1 - SUS - item 10.
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A.5 Second usability evaluation: SUS

1. | think that | would like to use this system frequently

3 - Neutral
20.0%
5 - Strongly agree
40.0%
4 - Agree
40.0%
Figure A.38: Usability evaluation 2 - SUS - item 1.
2. | found the system unnecessarily complex
2 -Disagree
40.0%

1 - Strongly disagree
60.0%

Figure A.39: Usability evaluation 2 - SUS - item 2.
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3. I thought the system was easy to use

4 - Agree
40.0%

5 - Strongly agree
60.0%

Figure A.40: Usability evaluation 2 - SUS - item 3.

4. | think that | would need the support of a technical person to be able to
use this system

1 - Strongly disagree
100.0%

Figure A.41: Usability evaluation 2 - SUS - item 4.
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5. | found the various functions in this system were well integrated

4 -Agree
20.0%

5 - Strongly agree
80.0%

Figure A.42: Usability evaluation 2 - SUS - item 5.

6. | thought there was too much inconsistency in this system

2 -Disagree
40.0%

1 - Strongly disagree
60.0%

Figure A.43: Usability evaluation 2 - SUS - item 6.
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7. 1 would imagine that most people would learn to use this system very
quickly

3 - Neutral
20.0%
5 - Strongly agree 4 - Agree
60.0% 20.0%
Figure A.44: Usability evaluation 2 - SUS - item 7.

8. | found the system very cumbersome to use
2 -Disagree
40.0%

1 -Strongly disagree
60.0%

Figure A.45: Usability evaluation 2 - SUS - item 8.
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9. | felt very confident using the system

3 - Neutral
40.0%

5 - Strongly agree
60.0%

Figure A.46: Usability evaluation 2 - SUS - item 9.

10. | needed to learn a lot of things before | could get going with this system

2 -Disagree
20.0%

1 - Strongly disagree
80.0%

Figure A.47: Usability evaluation 2 - SUS - item 10.
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