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Abstract

The implementation of the General Data Protection Regulation (GDPR) established a standard

of data protection laws across all the members of the European Union (EU), introducing new

requirements and obligations to data controllers and data processors. Even though the rights of

the data subjects regarding the protection of their personal data have been strengthened, when

compared to the previous legislation, organisations face a new challenge, as the high cost of non

compliance is unsupportable for companies.

Data Privacy Impact Assessment (DPIA) is an instrument of the GDPR for assessing the risks to

the privacy of individuals. Since the implementation of DPIA became mandatory, for compliance

with the regulation, organisations have faced difficulties in creating a process capable of assessing

risks to data protection.

At a time marked by the completion of two years since the application of the GDPR, we analysed

the current state of contributions to the development of DPIA. Our work shows the absence of a

privacy framework that fully covers the requirements of the regulation. Through the present

work, we demonstrate that the available methodologies lead to an improper definition of privacy

risk, which is caused by an incorrect definition of the criteria that guarantees the protection of

personal data. In this regard, we observe the necessity of a standardisation of processes as a

solution to the incorrect definition of risk.

In this sense, we propose a risk-based framework that assesses the risks to the protection of

personal data, in agreement with the GDPR, and having in consideration the privacy and

information security frameworks currently existing in the market. Thus, we adopted an approach

of improvement of the existent frameworks, by evaluating their effectiveness in terms of GDPR

compliance, and proposing new privacy controls for the identified shortcomings.

keywords: GDPR; DPIA; risk assessment; data protection
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Resumo

A implementação do Regulamento Geral de Proteção de Dados (RGPD) estabeleceu um standard

de legislação de proteção de dados transversais todos os países da União Europeia (UE),

introduzindo um novo conjunto de requisitos e obrigações para os controladores e processadores

de dados. Apesar de os direitos dos titulares dos dados em relação à proteção dos seus dados

pessoais terem sido fortalecidos, as organizações enfrentam um novo desafio, uma vez que o alto

custo de não conformidade é insuportável para as empresas.

Avaliação de Impacto sobre a Proteção de Dados (AIPD) é um instrumento do RGPD para

avaliação dos riscos para a privacidade dos indivíduos. Desde que a implementação de AIPD se

tornou obrigatória, para atingir conformidade com o regulamento, as organizações enfrentam

dificuldades na criação de um processo capaz de avaliar os riscos para a proteção de dados.

Numa altura marcada pelos dois anos de aplicação do RGPD, analisamos o estado atual de

contribuições para o desenvolvimento do processo de AIPD. O nosso trabalho revela a inexistência

de uma estrutura de privacidade que responda a todos os requisitos do regulamento. Com este

trabalho demonstramos que as metodologias disponíveis levam a uma incorreta definição dos

critérios que garantem a proteção de dados pessoais. Neste sentido, observamos a necessidade de

criação de standards de processos, como uma solução para a incorreta definição do risco.

Deste modo, propomos uma estrutura baseada em risco que avalia os riscos para a proteção

de dados pessoais, em concordância com o RGPD, tendo em consideração as estruturas de

privacidade e de segurança de informação atualmente existentes no mercado. Desta forma,

adotamos uma abordagem de melhoria das estruturas existentes, avaliando a sua efetividade

em termos de conformidade com o RGPD, e propondo novos controlos de privacidade para as

deficiências encontradas.

palavras-chave: RGPD; AIPD; gestão de risco; proteção de dados
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Chapter 1

Introduction

The General Data Protection Regulation (GDPR) [14] has been in effect since May 25, 2018,

beginning the period of "A new era for data protection in the EU", according to the European

Commission [11].

Emphasis is placed by the European Union (EU) on the changes implemented by the GDPR to

the management of personal data. Since, with GDPR, citizens have greater control over their

data, and a clearer notion of the data processing. Moreover increased transparency is required,

using concise language that is easy to understand in the information provided to data subjects,

notifying new processing activities and purposes to data subjects, as well as data transfers outside

the EU [Articles 12-22; Article 34; Articles 44-50] [14].

Additionally, it also requires that the purposes and legitimacy for new treatments are clearly

defined. Furthermore, when data processing involves decisions made by algorithms, the data

subject is informed of this and has the ability to reject or question the decision made [Article 22,

paragraph 1] [14].

On the other side, companies have to make sure that an affirmative consent is provided by data

subjects before their data can be processed, "Silence is no consent" [11]. New guidelines on

Consent have been released by the European Data Protection Board (EDPB) on 4 May 2020 [13],

replacing the previous Article 29 Working Party’s Guidelines on Consent under Regulation

2016/679 (’the WP29 Guidelines’) [2]. With the new guidelines the EDPB aims to provide

clarification on whether consent is valid in case of an interaction with "cookie walls" (cookies

banners in which the data subject must accept the activation of all cookies in order to access a

given website [9]).

15



16 Chapter 1. Introduction

Thus, a data subject cannot be prevented from accessing a service if they do not give consent to

the collection of their data. In addition, "Cookie walls" are not allowed, the access to a certain

service or functionality cannot be decided based on the acceptance or denial of the consent to

the storage of cookies, or other equivalent technologies, on their devices. As an example, the

guidelines refer the blocking of visibility of the content of a website, except for a banner that

requests the acceptance of cookies to access the desired content. The only choice the data subject

is able to do is to accept the usage of cookies which invalidates the choice he made. In short,

consent is not provided freely, and is therefore considered invalid, as the data subject is not able

to access the website without his agreement to the use of cookies [32].

In this manner, the rights of data subjects are strengthened. The EU stated that prior to the

GDPR, companies did not inform data subjects when their data was stolen, as a result of a data

breach. In contrast, with the new regulation, data controllers hold the responsibility to notify,

without undue delay, the data subjects when "...the personal data breach is likely to result in a

high risk to the rights and freedoms of natural persons" [11].

Furthermore, data subjects are now able to move their data between systems, if they so desire.

This is particularly relevant if a competitor, of a service that hey hold, offers an improvement

over the current service. In the event that a data subject desires to have access to all data that

a certain business possesses of him/her, he owns the right to request this data. In addition,

the "right to be forgotten" enables the data subject to request a company to delete his/her

data [Articles 12-22] [14].

Similarly, the new regulation is revolutionary in joining all the data protection authorities and

providing the needed means for cooperation. Empowerment is provided to authorities to fine

companies at a maximum of 20 million euros or 4% of their total global turnover, whichever

is higher. On top of that, the EDPB is responsible for giving assistance in understanding the

regulation and clarifying its content to all the EU countries [11].

1.1 Motivation

Although 2 years have passed since the application of the GDPR, and 4 years since its publication,

organisations still face difficulties to be compliant.

This is particularly challenging for Small and Medium Enterprises (SMEs). According to a study
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performed by GDPR.eu, at the first anniversary of the GDPR implementation, "millions of

small businesses still don’t fully comply with the GDPR" [16]. In another study, by the Data &

Marketing Association, only 10% of the SMEs in the UK were found to be fully compliant with

the GDPR [17].

Due to less capabilities in terms of resources and expertise, these companies generally do not

follow a standard for processing personal data [3]. Moreover, the GDPR imposes high fines if

the companies are not in compliance, which a small business cannot afford [16].

Besides, in the report "two years of application of the General Data Protection Regulation", [22]

the European Commission acknowledges these challenges, stating that the development of tools

that facilitate the implementation of the GDPR by SMEs "should be intensified and widespread".

Therefore, a standardization of processes and a definition of data protection policies is needed, in

order to minimize the risk of an incorrect definition of the criteria that guarantees the protection

of personal data, which in turn leads to an inadequate definition of risk. Notwithstanding, this

uncertainty in the definition of risk is even more serious to the data protection impact assessment

process, taking into account that the processes that need such analyses, as a rule, are already

higher risk treatments.

In summary, with this work we aim to contribute to the standardization of data protection

processes.

1.2 Proposed Solution

The aim of the presented dissertation is to contribute with a model for standardization of data

protection risk analysis, in agreement with the GDPR.

At first, the adoption of the GDPR has driven new obligations to the controllers and processors.

For instance, the Data Privacy Impact Assessment (DPIA) is mandatory for processing operations

"likely to result in a high risk to the rights and freedoms of natural persons". Moreover, "the

outcome of the assessment should be taken into account when determining the appropriate

measures to be taken in order to demonstrate that the processing of personal data complies"

with the regulation (GDPR, Recital 84) [14].

In this manner, it is important to design a process that is able to guide organisations in the
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development of a DPIA, towards compliance with the regulation and the protection of the rights

and freedoms of individuals.

With this purpose, a survey of the privacy and information security frameworks available in

the market was carried out. Risk models were collected and overviewed, including information

security risk models, such as the International Organization for Standardization (ISO) 27005

(Information technology — Security techniques — Information security risk management), and

privacy risk models, like the ISO 27701 (Security techniques — Extension to ISO/IEC 27001

and ISO/IEC 27002 for privacy information management — Requirements and guidelines),

the National Institute of Standards and Technology (NIST) Privacy Framework (A Tool for

Improving Privacy through Enterprise Risk Management) and the NIST Special Publication

800-53 (Security and Privacy Controls for Information Systems and Organizations).

The results of the survey revealed that the existing models are not oriented towards the requisites

of the GDPR. In that manner, the current risk methodologies are insufficient to assess data

protection risks, which implicates an inadequate risk definition by the organisations.

This study shows the importance of improving the DPIA processes. Thus, the solution proposed

is the definition of a DPIA framework that covers the identified gaps, by proposing a set of new

privacy controls.

1.3 Knowledge Transfer

The theme of this thesis was proposed in partnership with TekPrivacy, a company that focuses

on the development of technological solutions that support the Data Protection Officer (DPO)

activity, to which the privacy assessment constitutes an important goal of the platform, and a

work in progress.

In this way, the result of the proposed solution will later be implemented in the TekPrivacy

platform, to complement the assessment already carried out with data processing activities.



Chapter 2

State of the Art

In this chapter, we start by analysing the information security and privacy risk models available

in the market. Afterwards, the concept of a DPIA is explained. Additionally, we analyse the

Smart Grids Template as our DPIA use case. At the end, and with the objective of understanding

the main contributions to the development of DPIA tools, A4Cloud and CNIL DPIA tool

implementations are presented.

2.1 Risk Models

2.1.1 ISO 27005

The International Organization for Standardization (ISO) 27005 standard is part of the Information

Security Management System (ISMS) family of standards. While the ISO 27001 standard sets

the requirements of an ISMS, the objective of the ISO 27005 standard is to provide guidelines

for information security risk management. The implementation of the risk management process

described in the ISO 27005 supports the fulfilling of the information security risk management

requirements of the ISO 27001 [19].

In accordance with other ISO Standards, such as the ISO 9001 standard, a process of continuous

improvement of the ISMS is adopted in the ISO 27005. According to this standard, Information

Security risks should be addressed every time there is the necessity [20].

In comparison to alternative risk models, the ISO 27005 provides a high-level perspective of the

risk management process. For instance, other frameworks provide criteria, scoring and decision

19



20 Chapter 2. State of the Art

Figure 2.1: ISMS family of standards [ISO/IEC 27000, 27001 and 27002 for Information Security

Management] [19]

matrices. In contrast, this standard is focused in providing guidance and exploring the concepts

related to management of information security risks.

The ISO 27005’s risk management process contains 6 main activities:

• Context Establishment

• Information Security Risk Assessment

• Information Security Risk Treatment

• Information Security Risk Acceptance

• Information Security Risk Communication

• Information Security Risk Monitoring and Review [20]

The risk management process follows an iterative approach, due to two main reasons. The

first being that the assessment is improved at each iteration, continuously adding more detail.

The other is to decrease the time and effort applied in the task of identifying controls, without

affecting the overall assessment of high risks [20].

Context establishment is the first activity of the standard. The criteria for information security risk

management is defined, specifically the risk evaluation criteria, for evaluating the organization’s

information security risk, the impact criteria which indicates the damage that an information
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Figure 2.2: ISO 27005 - Information Security Risk Management Process [20]

security event would cause to the organization and the risk acceptance criteria in which scales

for levels of risk acceptance are defined [20].

Posterior to the establishment of the internal and external context, the information security

risk assessment activity starts. Risk assessment comprises an important activity of the overall

process, being the most detailed section of the ISO 27005 standard, considering the fact that it is

at this phase that risks are identified and evaluated against the defined criteria. In this sense, risk

assessment activity is composed of three smaller activities. Over the course of risk identification,

Information Security risks are identified together with assets, threats, vulnerabilities, consequences

and security controls already in place, if any. The risk analysis activity defines qualitative and

quantitative risk analysis methodologies, assesses the business impact of information security

incidents, estimates the level of risk for relevant incident scenarios and, finally, prioritizes the

identified risks taking into account the risk evaluation criteria [20].

At this stage, the process may either continue to the risk treatment activity, or another iteration

of the risk assessment may occur. In the event that all the information required to modify the

risks to an acceptable level is available, the risk treatment activity will be initiated. Otherwise,
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another iteration of the risk assessment will be performed [20].

Regarding the risk treatment activity, four options are available: risk modification, risk retention,

risk avoidance and risk sharing, as depicted in figure [2.3].

Figure 2.3: ISO 27005 - Risk treatment activity [20]

The first step within risk treatment is the risk modification. At this step, the existing controls

to mitigate the identified information security risks are added, removed or changed. In the risk

retention activity, the risk is retained and no action to mitigate it is performed. This option is

applicable if, for a certain risk, its level of risk is in accordance with the risk acceptance criteria.

Another option is to change the source of the risk so that it is avoided, as described in the risk

avoidance activity. Finally, risk sharing consists in sharing a risk with another party, for example

an insurance company or an external partner that will be responsible for monitoring the IT

infrastructure of the organization [20].

At the end of the risk management process, the risk acceptance activity ensures residual risks

are accepted by the managers of the organization.



2.1. Risk Models 23

2.1.2 ISO 27701

The ISO/IEC 27701 standard is an extension to the ISO/IEC 27001 and ISO/IEC 27002 for

privacy information management. ISO 27701 defines the requirements and establishes guidelines

for implementing and maintaining Privacy Information Management System (PIMS). Personally

Identifiable Information (PII) controllers and processors can adopt the ISO 27701 to support the

management of data privacy and the process of compliance with legislation such as the General

Data Protection Regulation (GDPR) [21].

The requirements of the standard are divided into 4 clauses. Clause 5 refers the requirements

specific to the ISO 27701 that are related to ISO 27001. With regard to clause 6, it details the

requirements specific to the ISO 27701 that are related to ISO 27002. Both clauses 5 and 6

are applicable to PII controllers and PII processors. Clause 7 is specific to PII controllers and

provides additional guidance to the 27002 standard. In the end, clause 8 provides additional

guidance to PII processors [21].

In the annex section, annex A provides a list of all controls that are specific to PII controllers.

Controls relevant to an organisation acting as a PII processor are listed in annex B. Within

annex C, a mapping of the ISO 27701 to the ISO 29100 is provided. Annex D maps the controls

of the ISO 27701 to the GDPR. In addition, annex E is the mapping between ISO 27018 and

ISO 29151. Finally, in annex F, the manner to which requirements set on the ISO 27001 and

ISO 27002 are extended to the ISO 27701 is detailed [21].

Moreover, compliance with the requirements in the standard generates evidence of how the

organisation handles the processing of PII. Thus, this evidence can be used to demonstrate

compliance of GDPR and other legislation to interested parties [21, 27].

In order to be compliant with the ISO 27701, it is a requisite that organisations adhere to the

requirements listed in the ISO 27001 standard, in addition to the specific requisites of the ISO

27701. Organisations already implementing the ISO 27001 may refer to annex F to facilitate the

adaptation of their existing ISMS to the PIMS [28].

2.1.3 NIST SP 800-53

National Institute of Standards and Technology (NIST) Special Publication 800-53 (NIST SP

800-53) [24] was built with the objective of providing security and privacy controls for the
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protection of assets, individuals and organisations, primarily United States federal information

systems and organisations, not only from cyber security attacks, but also considering natural

disasters, structural failures, human originated errors and privacy risks.

Revision 5 of the standard features a full integration of the privacy controls in the main

catalog whereas in the previous version the privacy controls were listed in an appendix. The

revision provides better alignment with other frameworks developed by NIST, such as the NIST

Cybersecurity and NIST Privacy Frameworks [30].

Additionally, two new sets of controls have been added, the "Personally Identifiable Information

Processing and Transparency" section which covers privacy risk management plus another section

related to the management of supply chain risk. In order to fully cover privacy and security

based risks, the relationship between these two types of risks has been clarified [30].

2.1.4 NIST Privacy Framework

In an effort to "enable better privacy engineering practices that support privacy by design concepts

and help organizations protect individuals’ privacy", NIST released the Privacy Framework. With

its foundations in the NIST Cybersecurity Framework, a relationship between Cybersecurity risks

and privacy risks is established. Privacy risks are defined as all actions that have an impact on

individuals through the use of data, either in its digital or non digital format, from its collection

until its deletion[26].

In addition, this framework also establishes a relation between the privacy risks and the

organisational risks. The impact of data processing in the individuals leads to an impact

to the organisation, the result being noncompliance associated costs, loss of clients of their

products or services which leads to loss of profit, while, at the same time, causing damage to the

reputation of the organisation [26].

The NIST Privacy Framework has been appointed in the last years, even in its early stages

and before the first release in 2020, as an effective approach to mitigate risks associated with

cybersecurity and privacy issues [6, 31, 38].

One such example that can express this impact and that demonstrates the necessity of a

methodical approach to the protection of assets is the emergence of the Internet of Things (IoT).

In fact, this has an even higher importance to the Industrial Internet of Things (IIoT), which
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involves the application of IoT technologies in manufacturing. This is currently considered as

the revolution of manufacturing. Due to the rise of concerns, not only regarding their level of

protection against attack-vectors but also on the collection, usage and storage of personal data,

it has been a barrier to the massification of smart devices in factories [29, 37]. In conclusion, the

incorporation of NIST Frameworks such as the NIST Privacy Framework can support shaping

the path to improving security and privacy in the smart manufacturing context [34].

Dealing with cybersecurity and privacy issues is not a straightforward and easily achievable

task. Organisations should accept that responsibility for cybersecurity has to lay within the

top management level and be understood by everyone. In this sense, NIST Privacy Framework

facilitates communication across all layers, helping financing the essential cybersecurity programs.

Furthermore, the Implementation Tiers proposed by the framework is a tool that can leverage

this objective [26].

Additionally, organisations need to be compliant with regulations. To this aim, they should spend

their money on effective cybersecurity approaches, such as the NIST Privacy Framework [39].

An important characteristic to point regarding this framework is that it is "agnostic to any

particular technology, sector, law or jurisdiction". In this manner, it is up to each organisation

to select, between the provided activities and results, those that will better support the process

of compliance with a given jurisdiction. Also, it may be applied to any organisation, regardless

of its size or function within the data processing ecosystem [25].

In relation to the methods applied for treatment of privacy risks, these are in line with other

standards, e.g. the ISO 27001. Thus, the considered methods are mitigation of the risk,

transferring or sharing the risk, avoiding the risks and acceptance of the risks [26].

Structure of the framework

Following a structure similar to the CyberSecurity Framework, the Privacy Framework is

composed by three components: Core, Profiles and Implementation Tiers.

The Core is designed to enable privacy awareness within the company, across all levels, so that it

is understood by everyone. It is composed of a set of functions, categories and subcategories

which describe activities and results, that can be used in the management of privacy risks [26].

Identify-P
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This is the function that supports the identification of the circumstances in which the data is

processed, is applied to understand how the activities of the organization affect the privacy of

the individuals and is a tool to execute risk assessments [26].

Govern-P

Organizational governance is part of the Govern-P function. It is helpful for establishing

organizational values and policies, identifying legal and regulatory requisites as well as determining

the organizational risk tolerance - "level of risk or degree of uncertainty that is acceptable to

organizations" [26].

Control-P

Control-P is used to develop activities that allow an adequate granularity in the management

of privacy risks. Communication and comprehension within the organization of how data is

managed and the associated privacy risks is described in the Communicate-P function [26].

Protect-P

At last, Protect-P contains security mechanisms to protect the data processing.

Profiles are applied by an organisation to prioritize privacy outcomes and activities. These are a

subset of the functions, categories and subcategories of the core that the organisation selected as

its priority in the management of privacy risks [26].

Current Profile

Describes the results that the company is reaching at the moment in terms of privacy-related

objectives [26].

Target Profile

This profile represents the results that need to be achieved in order to reach the established

privacy goals [26].

Through profiles, an organisation is able to measure its progress towards the defined objectives.

The difference between the current profile and the target profile indicates the functions, categories

and subcategories of the core that still need to be fulfilled. Considering the adoption of the NIST

privacy framework across multiple companies, the application of the profiles provides a useful

mechanism to communicate risk through comparison of the achieved objectives [25].
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The Implementation Tiers provides the means to measure if the resources of the organisation are

sufficient for managing its risks. In addition, its application can be used to escalate the required

resource allocation within the company [25].

Data Privacy Impact Assessment (DPIA) in the context of the NIST Privacy

Framework

As the framework is designed to be agnostic to any type of policy or regulation, certain common

designations have been excluded from the document, in favor of the more generic term "data".

In this sense, it enables a broader set of organisations to apply the Privacy Framework, in a

risk-based approach [23].

In fact, despite being a privacy-oriented framework, a methodology for conducting Privacy Impact

Assessments (PIAs) or DPIAs is not provided. Nevertheless, NIST has provided activities in the

Core that can support a PIA or a DPIA, namely category ID.RA-P and subcategory CM.AW-P1.

The former contains activities for conducting privacy risk assessments while the latter is related

to public reporting:

• ID.RA-P: The organization understands the privacy risks to individuals and how such

privacy risks may create follow-on impacts on organizational operations, including mission,

functions, other risk management priorities (e.g., compliance, financial), reputation,

workforce, and culture.

• CM.AW-P1: Mechanisms (e.g., notices, internal or public reports) for communicating data

processing purposes, practices, associated privacy risks, and options for enabling individuals’

data processing preferences and requests are established and in place. [25]

In spite the fact that the framework does not define a particular methodology to conduct privacy

risk assessments, the Privacy Risk Assessment Methodology (PRAM) developed by NIST is

mentioned as a suggestion. An organisation that selects the PRAM risk model should consider

the following risk factors:

• Problematic Data Action - Any action a system executes for data processing and that can

affect individuals.

• Likelihood - Contextual analysis of the probability that a data action will affect a set of
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individuals, considering organisational factors, system factors and individual factors as the

context.

• Impact - Analysis of the costs in case a problem occurs. [25]

2.2 Data Protection Impact Assessments (DPIA)

“In order to enhance compliance with this Regulation where processing operations are likely

to result in a high risk to the rights and freedoms of natural persons, the controller should be

responsible for the carrying-out of a data protection impact assessment to evaluate, in particular,

the origin, nature, particularity and severity of that risk. The outcome of the assessment should be

taken into account when determining the appropriate measures to be taken in order to demonstrate

that the processing of personal data complies with this Regulation" (GDPR, Recital 84) [14].

Therefore, conducting a DPIA improves the awareness of the risks related with data protection

within a project, across the organization:

• "Ensuring and demonstrating that your organisation complies with the GDPR and avoids

sanctions.

• Inspiring confidence in the public by improving communications about data protection

issues.

• Ensuring your users are not at risk of their data protection rights being violated.

• Enabling your organisation to incorporate “data protection by design” into new projects.

• Reducing operation costs by optimising information flows within a project and eliminating

unnecessary data collection and processing.

• Reducing data protection related risks to your organisation.

• Reducing the cost and disruption of data protection safeguards by integrating them into

project design at an early stage" [10].

Even if the reason and relevance of the DPIAs relationship is defined in the Recital mentioned

above, its structure and content is not explicitly defined in the General Data Protection Regulation.

Despite this, Article 35 (7) states that this instrument must include at least the following:
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• “a systematic description of the envisaged processing operations and the purposes of the

processing, including, where applicable, the legitimate interest pursued by the controller;

• an assessment of the necessity and proportionality of the processing operations in relation

to the purposes;

• an assessment of the risks to the rights and freedoms of data subjects referred to in

paragraph 1; and

• the measures envisaged to address the risks, including safeguards, security measures and

mechanisms to ensure the protection of personal data and to demonstrate compliance with

this Regulation taking into account the rights and legitimate interests of data subjects and

other persons concerned” [14].

In addition, and although the regulation allows each member state to determine which personal

data processing needs a DPIA, the regulation itself determines some situations in which its

elaboration is mandatory, being these, in accordance to Article 35 (3) of the GDPR:

• "a systematic and extensive evaluation of personal aspects relating to natural persons which

is based on automated processing, including profiling, and on which decisions are based

that produce legal effects concerning the natural person or similarly significantly affect the

natural person;

• processing on a large scale of special categories of data referred to in Article 9(1), or of

personal data relating to criminal convictions and offences referred to in Article 10; or

• a systematic monitoring of a publicly accessible area on a large scale" [14].

Although risk assessments were a requisite before the GDPR, within the Data Protection Directive,

with the General Data Protection Regulation the concept of risk gains a new relevance, as the

regulation is built on a risk-based approach. The "risk", "high risk" and "risk assessment" terms

are established, bringing new obligations that controllers and processors must follow.

Thereby, controllers must consider the risk to the rights and freedoms of natural persons. The

"likelihood and severity of risk" of the operations that process personal data to the rights and

freedoms of the individuals must be assessed. In conclusion, GDPR brought a new perspective

in terms of a risk-based approach to data protection [5].
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2.2.1 Structures

A DPIA is composed of 6 main steps (Figure 2.4). All actors and interactions should be clearly

Identify the need for a PIA

Describe the information flows

Identify & evaluate privacy risks

Identify risk mitigation methods 

Residual risks and resolution

Document and report

Figure 2.4: The DPIA Process [36]

described, so that the Data Protection Officer (DPO) of the institution is able to identify clearly

the sensitivity of the exchanged information, as well as all concerns related to privacy [36].

A DPIA process should be started at the beginning of a project, as soon as the organisation

considers that the project will have an impact on privacy. Nevertheless, the DPIA process should

continue during the project development [18].

The proposed DPIA methodology is based in the following methodology:

Identify the need of a DPIA

The first step is to identify the need of a DPIA. This can be based on the project management

process or with screening questions [18]. During this step, the expected objectives and results

are defined and there is a complete characterization of the system and infrastructure support.

Describe the information flows

The objective in this step is to have the detail of what is the type of personal data used, how is

it used, who is the owner, if it is disclosed to third parties and who will be able to access [18].

The inventory and characterisation of the treatment support this step.

Identify & evaluate privacy risks

The main activities are identification of privacy goals, tools and methodologies for managing

risk, other standards and recommendations, identification of threats and the associated risk to
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the established goals and, the definition of controls to face each threat [36].

Identify risk mitigation methods

In this phase, the fulfilment of the privacy goals is evaluated (to accept, reduce or eliminate

risks) [36].

Residual risks and resolution

This step corresponds to the evaluation of residual risks (to accept, reduce, or eliminate risks) [36].

Document and report

In the last step, recommendations are integrated in the project plan and the final report is

elaborated [36].

2.2.2 Use Case: Smart Grids

After the launch of GDPR, the European Commission released an update to its DPIA template

for smart grid operators [35]. Due to the fact that their core business involves the collection and

use of personal data, there is a high probability that they are considered data controllers and as

such need to be compliant with the applicable GDPR requirements [12].

In order to be able to apply the template, it is foremost important to understand the definitions

used across the document. The first definition is that of an "Actor". An Actor is considered an

entity that is able to communicate and interact, such as people, software systems or field devices.

To the set of parts of Personal Data that belongs to a specific actor, the designation given is

"Primary Asset". In addition, a "Supporting Asset" is a "physical" component that is used by an

Actor, e.g. computers, usb drives, sensors, smart meters. At last, Supporting Assets are the base

layer that contains the Primary Assets (Personal Data) [35].

It is relevant to point, to the objectives of our work, that, in accordance to the ENISA (The

European Union Agency for Cybersecurity) Threat Taxonomy, Smart Grids presents threats

grouped into threat categories and assets into Primary Assets and Supporting Assets [35].

Within figure 2.5, the complete DPIA workflow is represented. Steps 3.3, 4.2 and 5.2 are not

mandatory and their necessity is based upon the result of the previous steps.

The first step in the workflow is the "Pre-assessment", in which there is a decision on whether a
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Figure 2.5: Smart Grid DPIA Workflow [35]

DPIA is going to be performed. If negative, the DPIA process is ended.

The following step of the process is named the "Initiation". In this step, the team responsible for

the assessment is defined, as well as any partner that will be supporting the process. Likewise,

at this stage the sources of information are documented [35].

The "Analysis of Use Case" matches the third step in the workflow, and is composed of 4 main

activities. The first activity is determining the scope of the assessment, describing the use cases

and selecting from those the ones that involve Personal Data. As a second activity, for each use

case, the actors are identified, the use cases are mapped into diagrams and the scenarios (flows
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of execution) are identified and described. In the third activity, a list of Primary Assets is built.

This list will describe the Actors and characterise the related Personal Data. The last activity,

while optional, is the characterisation of the supporting assets [35].

Furthermore, step number four is "Threat Identification". Threats affect Primary and Support

Assets and result in risks to the rights and freedoms of individuals. Through the identification of

relevant Primary Assets, Supporting Assets and Risk Sources, the outcome is a prioritized list of

Threat Categories that represent a risk of affecting Primary Assets and Supporting Assets [35].

It is at step 5 "Risk Valuation", that the level of risk corresponding to each Threat Category is

calculated. In this manner, the level of risk takes into consideration the following two metrics:

• the severity of impact that a threat category can have on the rights and freedoms of the

individuals, if the associated threats become real.

• the likelihood of the associated threats to become real [35].

In what concerns the classification of the severity and the impact, a model is proposed based on ISO

31000, Expression des Besoins et Identification des Objectifs de Sécurité (EBIOS) methodology

and the Commission Nationale de l’Informatique et des Libertés (CNIL) methodology. However,

it is stated that a different model can be applied to this framework [35].

To determine the level of risk, the first step is to assess the severity, which takes into consideration

two factors, the difficulty of identifying an individual based on the individual’s history data and

the potential impact on the rights and freedoms of natural persons if threats would materialize.

In the second step, the likelihood is assessed. In this sense, likelihood is calculated based on the

difficulty of the threats to exploit vulnerabilities on the "Supporting Assets" and the capability

of a source, that originates threats, to make it happen. Therefore, risks are prioritized according

to their severity and likelihood [35]. Afterwards, the risks are represented in a "Risk Quadrant,

(figure 2.6).

In terms of ordering risks according to their priority, the following criteria is applied to the

calculation:

• risks with maximum or significant Severity and Likelihood must be completely avoided or,

controls must be implemented that reduce both the Severity and Likelihood;

• risks with maximum, significant or moderate Severity although with negligible, limited or
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Figure 2.6: The Smart Grid Risk Level Quadrant [35]

moderate Likelihood must be avoided or, controls must be implemented that reduce both

the Severity and Likelihood;

• risks with a negligible or limited Severity but with maximum, significant or moderate

Likelihood must be reduced through controls that reduce their Likelihood;

• risks with a negligible, limited or moderate Severity and maximum or significant Likelihood

must be reduced through controls that reduce their Likelihood;

• risks with a negligible or limited Severity and Likelihood can be taken [35].

The following step of the workflow is step 6, which includes the risk treatment activity. It is

in this activity that the risks identified previously at step 5 are treated. The proposed risk

treatment techniques are in accordance with the defined ISO 27005 standard: risk modification,

risk retention, risk avoidance and risk sharing. Following the risk treatment, residual risks have

to be identified and a decision has to be made regarding their acceptance. At the end, a list of

threat categories that affect the Primary Assets with Residual Risk Level is completed [35].

The next activity is validating that the risk assessment is compliant with the GDPR requirements.

To achieve this purpose, a table containing all the use cases and the associated GDPR requirements

must be filled, by providing an Yes/No answer on whether the given requirement is fulfilled. It

is important to note that a given requirement is considered fulfilled if it is fulfilled for every
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Primary Asset [35].

In step 7, a final report is built. The report contains the results obtained at each step of the

workflow. In the end, step 8 corresponds to the periodic review of the risk treatment plan. In this

sense, the risk treatment plan must be followed and updated in case of a change of the risk [35].

2.2.3 Tools

Despite the fact that several tools for DPIAs have been released, most of them are either

proprietary or offered as a service. In addition, this tools are not publicly available, as is the case

with TekPrivacy, DPO Organizer and OneTrust. Even so, A4Cloud and Commission Nationale

de l’Informatique et des Libertés (CNIL) have made their tools available online, which are briefly

outlined in this section.

A4Cloud Privacy Impact Assessment Tool

With the purpose of evaluating risks associated to the migration of data to the cloud, and to

support organisations in the selection of a cloud service, A4Cloud, with the "Cloud Accountability

Project", proposes a model for risk assessment.

A prototype tool, "A4Cloud Privacy Impact Assessment tool" implements the risk assessment

model to perform PIAs. The tool makes use of information, aggregated from multiple sources,

regarding the risks associated to personal data in the cloud as well as possible countermeasures [33].

Since at the date of the development, the Data Protection Derivative (DPD) was in place, in

order to assure the future-proof of this tool, drafts of the GDPR have been considered. As so, it

covers the guidelines provided by the GDPR and the Article 29 Working Party (WP29) [1].

In this sense, the developed PIA approach is based on a questionnaire (as shown in figure [2.7]),

divided into two parts, the first with pre-screening questions that assess if a complete PIA is

required or recommended. Therefore, the complete PIA is performed at the second part of

the questionnaire. The final objective is the selection of a cloud service provider, based on the

provided information regarding the project and on the enterprise’s characteristics [33].

In the pre-assessment stage, the first part of the questionnaire, the objective is to assess if a DPIA

is required. These questions determine, in a first instance, if personal data is being handled by

the controller and, if so, evaluate if the processing operations constitute a risk to the protection
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Figure 2.7: A4Cloud Questionnaires [33]

of the concerned personal data [33].

The assessment stage constitutes the complete DPIA. At this stage, questions are asked to

assess how the data subjects’ rights to data privacy and data protection are affected by the data

processing. Based on the given answers, the results of the assessment are calculated. Associated

to every answer, is an impact value and a weight of importance in comparison to the other

questions [33].

In the end, a final impact score is obtained considering all the provided answers. This score is

then converted to a qualitative scale, composed by the values Low, Medium and High [33].

The questionnaire has been developed to be understood by any user, regardless of its legal

background and, as so, does not require a comprehensive knowledge on privacy, the DPD or the

GDPR. In addition, it considers the most harmful and the most likely to happen privacy related

incidents in the assessment of the impact of the activities performed by the organisation to the

privacy and data protection rights of the data subjects [1].

In order to develop the questionnaire, a study has been carried out to compile the most common

incidents in cloud systems. This information built the basis of the risk assessment, in particular

to determine the threats to the user’s privacy, likelihood and expected impact. Thus, risk in this

context has been defined as the interaction between the likelihood of an event and the impact

that event could have. Furthermore, the most likely situations to threaten individuals in the
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cloud and the most harmful, if they happen, "provided a useful list of risks" [1].

Notwithstanding, the major difficulty of the process was determining the likelihood. Due to the

fact that metrics were not available, the likelihood of an event had to be inferred based on public

documents. Therefore, the impact of privacy and data protection related incidents was hard

to define. Furthermore, the harms resulting from privacy and data protection incidents were

difficult to be quantified as they were related to other rights [1].

Multiple categories compose the questionnaire. A single category contains the cloud specific

questions. By removing this set of questions, the questionnaire can be applied to non-cloud

environments. [1]

For future developments, the authors refer a mechanism to regularly update the questionnaire.

As the applicable laws will eventually change in the future, in order to guarantee that the DPIA

assessment does not become obsolete, regular updates are required [1].

Commission Nationale de l’Informatique et des Libertés (CNIL) DPIA Software

“The PIA software aims to help data controllers build and demonstrate compliance to the GDPR.

The tool is available in French and in English. It facilitates carrying out a data protection impact

assessment, which will become mandatory for some processing operations as of 25 May 2018.

This tool also intends to ease the use of the PIA guides published by the Commission Nationale

de l’Informatique et des Libertés (CNIL)" [8].

The DPIA Software by Commission Nationale de l’Informatique et des Libertés (CNIL) supports

data controllers in the process of data protection impact assessment. The tool helps performing

risk assessments to privacy risks while also being valuable to demonstrate compliance with the

GDPR. It is intended to data controllers with a slight knowledge of the DPIA process [8].

In terms of scope, the DPIA software covers the Article 35 (paragraph 7) of the GDPR:

• "The type, purpose and context of the personal data processing, including the responsibilities

and the data processed;

• Information about compliance with the fundamental principles, i.e., proportionality,

necessity and data subjects’ rights; and

• The potential privacy risks arising from the particular processing context and the measures
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intended to mitigate privacy risks." [7]

Three principles oriented the design of the DPIA tool. At first, the objective was to provide a

user-friendly interface, simplifying the management of DPIA by guiding the user step by step

in the privacy impact assessment methodology. In addition, it offers a knowledge base of legal

points along all the steps of the DPIA, through data collected from the GDPR and the PIA

guides from Security Guide and Commission Nationale de l’Informatique et des Libertés (CNIL).

At last, it was designed to be customizable to the needs of the organisation, by adapting the

processing operations of the PIA model to those specific to the particular business sector [8].

Moreover, the software is capable of mapping risks to potential impacts, threats, sources and

measures. Based on the "gravity" and probability of each risk, it provides a score to the risk,

either "undefined", "negligible", "limited", "important" or "maximum". Afterwards, a "risk map"

is built, in which each risk is mapped, with the seriousness of the risk corresponding to the y-axis

and the likelihood of the risk the x-axis. For each section of the DPIA, the reviewer is able to

provide an evaluation, being the possible values "to correct", "improvable" or "acceptable" [7].
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DPIA Framework Proposal

In the previous chapter, the existing privacy-oriented risk models in the market were reviewed.

We concluded that the existent frameworks do not provide a complete path for development

of a Data Privacy Impact Assessment (DPIA), as required by the General Data Protection

Regulation (GDPR).

Thus, we adopted an approach of improvement of the existing frameworks, building upon the

progress existent within the "Secure Controls Framework - Privacy Management Principles" [15].

Our goal was to analyse if the regulation was fully covered by the framework, therefore the first

step was to compile a list of the entire GDPR articles and paragraphs.

As the next step, we compared the list of GDPR articles and paragraphs with the articles and

paragraphs adopted within the framework. The results obtained of the comparison showed

gaps in the fulfilment of the requirements of the GDPR, in the form of paragraphs without

an associated measure for risk treatment, which in practice results in obligations to the data

controllers and data processors that the framework does not contemplate.

In this sense, it became clear that improvements to the framework are required and should be

suggested. Thus, an organisation that wishes to be compliant with the regulation is able to take

advantage of a standard process of compliance.

Thereby, we made the decision of proposing a set of privacy controls to fulfill the identified

shortcomings. The strategy adopted was to suggest a new DPIA framework, that would

complement the missing GDPR requirements and respective controls.

We started by matching the security and privacy controls from the International Organization for

39
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Standardization (ISO) 277001 and the National Institute of Standards and Technology (NIST)

SP-800-53 rev5 to each requirement. From this point, every requirement was validated against

the mapped control, in order to verify if the controls totally satisfied the stated conditions. For

each set of controls that did not complete a specific requisite, an additional control was proposed.

In the next sections, the identified shortcomings of the current approaches are identified. Moreover,

we present our framework, explaining the decisions adopted.

3.1 Current Flaws

In this segment, we analyse the current state of the Privacy Framework established by NIST [26],

along with the "Secure Controls Framework - Privacy Management Principles" [15], describing

the applicability of each framework in terms of achieving compliance with the GDPR.

The Privacy Framework developed by NIST provides a holistic approach to privacy. The

methodology incorporated into the framework considers that privacy needs to be addressed across

the entire organisation. Every employee takes a part in the process of risk management and

needs to be aware of the adopted strategy for the organisation.

Nevertheless, the framework from NIST is agnostic to any type of law or regulation. In this

sense, the framework is not suitable for compliance with General Data Protection Regulation, as

the requirements are not covered in the framework.

Moreover, even tough it recognises the importance of performing a risk assessment of privacy risks,

by including reference to activities in which the organisation assesses privacy risks to individuals,

the impact to the organisation as well as giving to data subjects a process for expressing their

preferences regarding the processing of their personal data, it does not offer support to the

implementation of a Privacy Impact Assessment or a Data Protection Impact Assessment.

Additionally, although NIST provides mappings from the Privacy Framework to other standards,

this is not the case of legislation, for instance the GDPR.

On the other hand, Secure Controls Framework (SCF) is a set of cybersecurity and privacy

controls. Through the analysis of multiple legislation and standards, the security controls and

requirements originated from regulations, such as the GDPR, have been matched and grouped

into domains.
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Based on the SCF, a new framework, the "Secure Controls Framework - Privacy Management

Principles", was produced. In a process similar to the parent framework, a group of privacy

related legislation and standards have been grouped into categories, and subcategories. Each set

of categories and subcategories represents "Privacy Principles", such as "Rights of Data Subject:

Request Management", "Rights of Data Subject: Updated Consent" and "Transparency: Notice

& Purpose Specification".

Upon the analysis of the Privacy Management Principles framework, we verified that 52

paragraphs and 75 articles were not contemplated. However, in our proposal, the articles

have been excluded as they do not portray obligations to a data controller or data processor.

In addition, out of the initial 52 paragraphs, 12 paragraphs have been selected, as listed in table

[3.1]. The rationality, in this regard, was to consider those with an associated high priority, taking

in consideration the fact that these translate, once more, to obligations which must be assured

by processors and controllers of personal data. Contrariwise, paragraphs that imply a privacy

risk that is already covered in the Privacy Management Principles framework, through another

requisite however with a similar approach for mitigation, such as the obligation of carrying out a

DPIA, have not been included in the proposal.

Table 3.1: Overview of the GDPR requirements in the framework
Article Description Paragraph

12 Transparent information, communication and modalities for the

exercise of the rights of the data subject

12.5

14 Information to be provided where personal data have not been obtained

from the data subject

14.4

21 Right to object 21.5

36 Prior consultation 36.5

40 Codes of conduct 40.3

40 Codes of conduct 40.9

41 Monitoring of approved codes of conduct 41.6

42 Certification 42.6

45 Transfers on the basis of an adequacy decision 45.3

45 Transfers on the basis of an adequacy decision 45.5

47 Binding corporate rules 47.3

49 Derogations for specific situations 49.3
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3.2 Proposal & Implementation

The DPIA framework developed in this dissertation contains 12 proposed privacy controls. The

main contributions are listed in table [3.2] and described in the next sections. The complete

framework is included in the appendix [A].

Table 3.2: Main privacy controls of the proposed framework

Principle GDPR Proposal

Rights of Data

Subject:

Request

Management

12.5: " Information ... shall be provided

free of charge. Where requests from a

data subject are manifestly unfounded

or excessive ... the controller may either:

charge a reasonable fee ... or refuse

to act on the request. The controller

shall bear the burden of demonstrating

the manifestly unfounded or excessive

character of the request."

Define and document policies and pro-

cedures for handling and responding to

legitimate requests from data subjects.

Define and document the criteria for

classification of requests (e.g. un-

founded, excessive). Requests from data

subjects shall be provided free of charge,

unless a request is manifestly unfounded

or excessive and if the controller is

capable of demonstrating the manifestly

unfounded or excessive character of the

request.

Inform data subjects of their rights and

how to exercise them.

Rights of Data

Subject:

Notice and Pur-

pose Specifica-

tion

14.4: "Where the controller intends to

further process the personal data for

a purpose other than that for which

the personal data were obtained, the

controller shall provide the data subject

prior to that further processing with

information on that other purpose ..."

Provide updated information if the

purpose for processing is changed or

extended.

The information to be provided is listed

in Article 14, paragraphs 1 and 2.

Continued on next page
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Table 3.2 – continued from previous page

Principle GDPR Proposal

Privacy by De-

sign:

Accountability

36.5: "... Member State law may

require controllers to consult with ...

the supervisory authority in relation

to processing by a controller for the

performance of a task carried out by

the controller in the public interest ..."

If the basis of lawfulness for processing

is the legitimate interest, such as the

public interest, check if the Member

State law requires a consult with the

supervisory authority prior to the pro-

cessing. If applicable, create policies

and procedures for submitting to a pre-

vious consult the processing for which

the basis of lawfulness is the legitimate

interest.

Compliance 40.3: "... codes of conduct ... may

also be adhered to by controllers or

processors that are not subject to this

Regulation ... in order to provide

appropriate safeguards within the frame-

work of personal data transfers to third

countries or international organisations

... Such controllers or processors shall

make binding and enforceable commit-

ments, via contractual or other legally

binding instruments, to apply those

appropriate safeguards including with

regard to the rights of data subjects."

Determine external and internal factors

relevant to the context of the organiza-

tion (see ISO/IEC 27701:2019, 5.2.1)

Based on the external and internal

factors relevant to its context:

- Identify, and follow, the applicable

codes of conduct.

- Determine which appropriate safe-

guards should be implemented, includ-

ing in relation to the rights of the data

subjects, and the transfer of data to a

third country or organisation (see NIST

SP 800-53 REV. 5, PA-4).

- Commit to the implementation of the

defined safeguards, via a legally binding

instrument.

Data Lifecyle

Management:

Records

42.6: "The controller or processor ...

shall provide the certification body ... or

... the competent supervisory authority,

with all information and access to its

processing activities which are necessary

to conduct the certification procedure."

Have a record of the processing activ-

ities in an accessible and appropriate

format for transmission, as it may be

required by an entity, such as a certifi-

cation body or a supervisory authority.

Continued on next page
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Table 3.2 – continued from previous page

Principle GDPR Proposal

Third-Party

Management:

Secure

Disclosure To

Third-Parties

45.3: "The Commission ... may decide ...

that a third country, a territory or one

or more specified sectors within a third

country, or an international organisation

ensures an adequate level of protection

... The implementing act shall provide

for a mechanism for a periodic review ...

The implementing act shall be adopted

..."

Identify and adopt the applicable im-

plementing acts, regarding transfer of

data to third countries and international

organisations.

Implement a plan for reviewing the

transfer of data to external parties and

the respective lawfulness.

Third-Party

Management:

Secure

Disclosure To

Third-Parties

45.5: "The Commission shall ..." (decide)

"... that a third country, a territory or

one or more specified sectors within a

third country, or an international organ-

isation no longer ensures an adequate

level of protection ... by means of

implementing acts without retro-active

effect. Those implementing acts shall

be adopted ..."

Identify and adopt the applicable im-

plementing acts, regarding transfer of

data to third countries and international

organisations.

Implement a plan for reviewing the

transfer of data to external parties and

the respective lawfulness.

Over the course of the following sections, the privacy controls proposed in the framework are

described. In addition the rational applied to each decision is outlined, specifying the related

GDPR reference. The title of each section corresponds to the privacy principle linked to each set

of requirements.

3.2.1 Data Subject Rights

The data subject, also known as Personally Identifiable Information (PII) principal, has essential

rights to the management of his personal data. It is crucial that individuals have the means to

request an update of their data, to request its deletion (the right to be forgotten) or to object at

any time to the processing.

Request Management
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Article 12, of the General Data Protection Regulation, is described as "Transparent information,

communication and modalities for the exercise of the rights of the data subject" and is part of

Chapter III - "Rights of the data subject".

Paragraph 5, of the mentioned article, refers the right of the data subject to have free access

to any information stated in Articles 13 to 22, as well as 34: "1- Information provided under

Articles 13 and 14 and any communication and any actions taken under Articles 15 to 22 and 34

shall be provided free of charge. 2- Where requests from a data subject are manifestly unfounded

or excessive, in particular because of their repetitive character, the controller may either: charge

a reasonable fee taking into account the administrative costs of providing the information or

communication or taking the action requested; or refuse to act on the request. 3- The controller

shall bear the burden of demonstrating the manifestly unfounded or excessive character of the

request." [Article 12 , paragraph 5] [14]

A controller should define the internal policies and procedures regarding the handling of requests

from data subjects, as part of the rights of the data subject - right to be informed, right of

access, right to rectification, right to erasure, right to restrict processing, right to data portability,

right to object to processing and the rights related to automated decision making and profiling.

Policies will regulate the treatment of the requests and of the required responses inside the

company, within the boundaries of the regulation. Procedures define the steps that must be

followed to accomplish the objective of enabling individuals to express their rights. The definition

of criteria for classification of requests - e.g. unfounded, excessive - and its documentation, should

be considered to set the standard of the organisation. The definition of a standard assists the

controller in the demonstration of the unfounded or excessive character of a request. At last, it

is important to inform data subjects of their rights and how to exercise them, so that the data

subjects are aware of the procedures that the organisation has implemented, in this case with

regard to the request of information from the controller.

3.2.2 Transparency

Notice & Purpose Specification

If the purpose for processing is changed, the controller shall provide the data subject with

information on the new purpose: "Where the controller intends to further process the personal

data for a purpose other than that for which the personal data were obtained, the controller shall
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provide the data subject prior to that further processing with information on that other purpose

and with any relevant further information as referred to in paragraph 2." [Article 14 , paragraph

4] [14]

Therefore, we propose that the controller provides the data subject with the relevant information,

as required by the GDPR [Article 14 , paragraphs 1 and 2] [14]:

• "the identity and the contact details of the controller and, where applicable, of the controller’s

representative;

• the contact details of the data protection officer, where applicable;

• the purposes of the processing for which the personal data are intended as well as the legal

basis for the processing;

• the categories of personal data concerned;

• the recipients or categories of recipients of the personal data, if any;

• where applicable, that the controller intends to transfer personal data to a recipient in a

third country or international organisation and the existence or absence of an adequacy

decision by the Commission, or in the case of transfers referred to in Article 46 or 47, or the

second subparagraph of Article 49(1), reference to the appropriate or suitable safeguards

and the means to obtain a copy of them or where they have been made available;

• the period for which the personal data will be stored, or if that is not possible, the criteria

used to determine that period;

• where the processing is based on point (f) of Article 6(1), the legitimate interests pursued

by the controller or by a third party;

• the existence of the right to request from the controller access to and rectification or erasure

of personal data or restriction of processing concerning the data subject and to object to

processing as well as the right to data portability;

• where processing is based on point (a) of Article 6(1) or point (a) of Article 9(2), the

existence of the right to withdraw consent at any time, without affecting the lawfulness of

processing based on consent before its withdrawal;

• the right to lodge a complaint with a supervisory authority;
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• from which source the personal data originate, and if applicable, whether it came from

publicly accessible sources;

• the existence of automated decision-making, including profiling, referred to in Article 22(1)

and (4) and, at least in those cases, meaningful information about the logic involved, as

well as the significance and the envisaged consequences of such processing for the data

subject." [Article 14 , paragraphs 1 and 2] [14]

Moreover, the controller must provide updated information to the data subject, if the purpose for

processing his personal data is changed or extended. In this sense, the data subject is informed

of the new purpose and of the means applied to process his data. Furthermore, he is able to

object to the processing of his personal data for the new purpose.

3.2.3 Privacy by Design

The principle of "Privacy by Design" is fundamental for privacy safeguard of personal data. The

goal is to ensure that privacy is considered in the development of services, processes, projects

and third party contracts. Privacy must be, by default, part of all systems and technologies.

Furthermore, the organizational priorities, objectives, processes and operations must consider

privacy from the beginning [4].

Accountability

Article 36, paragraph 5 is related to the consultation of a supervisory authority prior to processing

by a controller, in the public interest. In this manner, the responsible entity must be consulted,

if defined by the applicable Member State law: "Notwithstanding paragraph 1, Member State

law may require controllers to consult with, and obtain prior authorisation from, the supervisory

authority in relation to processing by a controller for the performance of a task carried out by the

controller in the public interest, including processing in relation to social protection and public

health." [Article 36 , paragraph 5] [14]

Our proposal, in this sense, is, if the basis of lawfulness for processing is the legitimate interest, such

as the public interest, the controller should check if the Member State law requires a consultation

with the supervisory authority prior to the processing. In the case that this requirement is

applicable to the given controller, we suggest the creation of policies and procedures for submitting
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to a previous consult, the processing to which the basis of lawfulness is the legitimate interest.

In short, the mentioned control will ensure compliance with the requirements of the particular

Member State legislation.

3.2.4 Business Environment: Compliance

"Oversee the execution of privacy controls to create appropriate evidence of due care and due

diligence, demonstrating compliance with all applicable statutory, regulatory and contractual

obligations, including age-based restrictions."[15]

Within Article 40, paragraph 3, the adoption of codes of conduct by international organisations

or organisations that belong to third countries, is stated:

"In addition to adherence by controllers or processors subject to this Regulation, codes of conduct

approved pursuant to paragraph 5 of this Article and having general validity pursuant to paragraph

9 of this Article may also be adhered to by controllers or processors that are not subject to this

Regulation pursuant to Article 3 in order to provide appropriate safeguards within the framework

of personal data transfers to third countries or international organisations under the terms

referred to in point (e) of Article 46(2). Such controllers or processors shall make binding and

enforceable commitments, via contractual or other legally binding instruments, to apply those

appropriate safeguards including with regard to the rights of data subjects." [Article 40 , paragraph

3] [14]

The organisation should start by determining the external and internal factors that are applicable

to its context. Hence, the following are important factors to consider [ISO/IEC 27701:2019,

5.2.1][21]:

• applicable privacy legislation;

• applicable regulations;

• applicable judicial decisions;

• applicable organizational context, governance, policies and procedures;

• applicable administrative decisions;

• applicable contractual requirements.
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The determination of the external and internal factors applicable to the specific context of

the organisation builds the basis for compliance with the requisites of article 40, paragraph 3.

Posterior to the definition of external and internal factors, the organisation should identify, and

follow, the applicable codes of conduct.

The next item in the proposed control is to determine the appropriate safeguards, including

in relation to the rights of the data subjects, and the transfer of data to a third country or

organisation. SP 800-53 supports the latter with the following control: "a. Develop, document,

and disseminate guidelines to [Assignment: organization-defined personnel or roles] for the sharing

of personally identifiable information externally, only for the authorized purposes identified in

the Privacy Act and/or described in its notices, or for a purpose that is compatible with those

purposes; b. Evaluate proposed new instances of sharing personally identifiable information with

external parties to assess whether: 1. The sharing is authorized; and 2. Additional or new

public notice is required; c. Enter into information sharing agreements with external parties

that specifically: 1. Describe the personally identifiable information covered; 2. Enumerate

the purpose(s) for which the personally identifiable information may be used; and 3. Include

security requirements consistent with the information being shared; and d. Monitor and audit the

authorized sharing of personally identifiable information with external parties." [NIST SP 800-53

REV. 5, PA-4] [24]

At last, the controller must commit, via a legally binding instrument, to the implementation of

the defined safeguards, assuring compliance with the following GDPR requirement: "controllers

or processors shall make binding and enforceable commitments, via contractual or other legally

binding instruments, to apply those appropriate safeguards" [Article 40 , paragraph 3] [14]

3.2.5 Data Lifecycle Management: Processing Records

Paragraph 6 of article 42 states: "The controller or processor which submits its processing to the

certification mechanism shall provide the certification body referred to in Article 43, or where

applicable, the competent supervisory authority, with all information and access to its processing

activities which are necessary to conduct the certification procedure." [Article 42 , paragraph

6] [14].

The proposed control is to maintain a record of processing activities. Subsequently, the record of

the processing activities should be stored in an accessible and appropriate format for transmission,
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as it may be required by an entity, such as a certification body or a supervisory authority -

"shall provide the certification body referred to in Article 43, or where applicable, the competent

supervisory authority, with all information and access to its processing activities"[Article 42 ,

paragraph 6] [14].

3.2.6 Third-Party Management

The objective of the principle is to have oversight in relation to third-parties, with access to

personal data [15].

Secure Disclosure to Third-Parties

In our analysis, two paragraphs related to the principle of "Secure Disclosure to Third-Parties",

that are not covered in "SCF - Privacy Management", were identified. The aforementioned are

transcribed as follows: "The Commission, after assessing the adequacy of the level of protection,

may decide, by means of implementing act, that a third country, a territory or one or more

specified sectors within a third country, or an international organisation ensures an adequate

level of protection within the meaning of paragraph 2 of this Article. 2The implementing act

shall provide for a mechanism for a periodic review, at least every four years, which shall take

into account all relevant developments in the third country or international organisation. 3The

implementing act shall specify its territorial and sectoral application and, where applicable, identify

the supervisory authority or authorities referred to in point (b) of paragraph 2 of this Article.

4The implementing act shall be adopted in accordance with the examination procedure referred to

in Article 93(2)." [Article 45 , paragraph 3]; "The Commission shall, where available information

reveals, in particular following the review referred to in paragraph 3 of this Article, that a third

country, a territory or one or more specified sectors within a third country, or an international

organisation no longer ensures an adequate level of protection within the meaning of paragraph

2 of this Article, to the extent necessary, repeal, amend or suspend the decision referred to in

paragraph 3 of this Article by means of implementing acts without retro-active effect. 2Those

implementing acts shall be adopted in accordance with the examination procedure referred to in

Article 93(2). 3On duly justified imperative grounds of urgency, the Commission shall adopt

immediately applicable implementing acts in accordance with the procedure referred to in Article

93(3)." [Article 45 , paragraph 5] [14].

To support compliance with the stated requisites of the GDPR, within Article 45 paragraphs 3
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and 5, a set of two controls are proposed. The first is the identification, and adoption, of the

implemented acts, regarding transfer of data to third countries and international organisations,

as required by the regulation. Taking in consideration the periodic review performed by the

European Commission, in relation to the measures adopted by third countries and international

organisation. The second proposed item is the implementation of a plan for reviewing the transfer

of data to third countries and international organisations, as well as the associated lawfulness.

By implementing the proposed set of controls, an organisation will assure that transfers of data

occur only with approved, and deemed secure, third countries and international organisations,

while following the applicable implementing acts.
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Evaluation

As presented in this dissertation, at an initial phase of the elaboration, the existent frameworks

related with privacy were reviewed. The outcome of the review revealed the demand of further

investigation, as the available contributions did not embody the requirements of the General Data

Protection Regulation (GDPR) in its entirety. The motivation to develop a Data Privacy Impact

Assessment (DPIA) framework became, in this manner, to bring solutions to the exceptions

found in the current approaches.

The implemented framework contains a set of new controls, each of them distinct in providing

measures to explicit conditions of the regulation, that were omitted in the previous structures.

To evaluate our framework, the decision was to compare it against a selection of mitigation

controls, available in the market, and to it apply to a particular use case. For this effect, we

selected the Smart Grids use case. The stated use case has the characteristic of being highly

studied. At the same time it is considered a reference to the implementation of Data Privacy

Impact Assessments, since it was proposed by the European Commission.

For each GDPR requirement included in our framework, a compatible solution was searched within

the Smart Grid Threat Taxonomy, which is delivered as an annex to the "Data Protection Impact

Assessment Template for Smart Grid and Smart Metering systems" [12]. To the cases found that

both the approaches presented a solution to a specific requirement, the proposed solution for

each of the use cases was evaluated. Afterwards, a comparison was made of both controls, in

order to validate the effectiveness and overall proportion of the framework recommendations.

The next segment represents the exposition of the assessment of our framework, evaluating the
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approaches suggested by the proposed framework in comparison to Smart Grid.

Framework Assessment

Table [4.1] summarises the results of the evaluation. To each set of requirement - framework, a

symbol denoting the accomplishment, partial accomplishment or failure to accomplish the given

requirement was assigned.

Table 4.1: Summary of the framework evaluation
Principle GDPR Smart Grid Proposal

Inquiry Management 12.5 7 3

Notice and Purpose Specification 14.4 37 3

Clear Choices 21.5 3 3

Privacy by Design: Assigned responsibilities 36.5 7 3

Compliance 40.3 37 3

Compliance 40.9 7 3

Privacy Protections Context 41.6 7 3

Data Lifecyle Management: Records 42.6 7 3

Secure Disclosure To Third-Parties 45.3 7 3

Secure Disclosure To Third-Parties 45.5 7 3

Secure Disclosure To Third-Parties 47.3 7 3

Privacy Protections Context 49.3 7 3

3- Accomplishment; 37- Partial accomplishment; 7- Not accomplished

The assessment of the framework proposal shows several improvements over the Smarts Grid

Threat Taxonomy. For instance, out of the 12 GDPR requirements covered in our framework,

the Smarts Grid Threat Taxonomy does not propose a control for a substantial majority (9). In

reality, only 1 is fully covered, while 2 are covered only partially.

In terms of handling requests from data subjects, in particular the requirements stated in Article

12, Paragraph 5, Smarts Grid does not present any recommendation in this sense. Similar threats

identified are the "Inability to execute individual rights", "Incomplete information" and "Inability

to respond to requests for subject access, correction or deletion of data in a timely and satisfying

manner". The solutions proposed by Smarts Grid are to inform data subjects, obtain consent,
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giving control over the data to the data subject, communicating purpose and goals clearly and

consistently, allowing the exercise of the right to correct and the design of responsive complaints-

handling systems. Although the proposed mitigation solutions are fundamental to assure the

rights of the data subjects, specially in being able to provide them with the means to express

their rights, the requirements of providing free information to data subjects, handling manifestly

unfounded or excessive requests and the demonstration of the character of the request require

a specific solution. On the other side, our framework proposes, for the mentioned requisites,

the definition and documentation of policies and procedures for handling and responding to

legitimate requests from individuals, the definition and documentation of criteria for classifying

requests and informing data subjects of their rights and how to exercise them, the latter being

an equivalent solution proposed by Smarts Grid.

Whenever the initial purpose for processing personal data is no longer the purpose that the

controller pretends to give, the regulation imposes the communication of the new purpose to

the data subject, as well as the relevant information, as per Article 14. Smarts Grid does not

provide for specific measures to comply with the cited requisites. Even though, "Collection

exceeding purpose" and "Incomplete information provided to the data subject on the purpose

and use of data" being the related threats. In this case, Smart Grid contemplates partially the

requirements. While suggestions are made on how to collect only the required information for

the given purpose and communicating clearly the purpose and goals of the processing to data

subjects, our framework goes a step forward by clearly instructing to update the information

provided if the purpose is changed or extended, and stating which type of information is required

by the regulation.

In addition, the requirement of controllers consulting with a supervisory authority to obtain

authorisation prior to processing of personal data, for the performance of a task with a public

interest, is not contemplated in its entirety within Smart Grid. On one side, an indication on the

need to consult with the supervisory authorities is not provided, on the other side there isn’t an

indication on how to proceed in case of public interest. Thus, the only reference is that a legal

basis must be defined, and the data controller must have a legitimate interest. In opposition, our

framework states that if there is a legitimate interest, the applicable law should be reviewed to

validate if a consult with the supervisory authority must occur. Furthermore, we propose the

creation of policies and procedures for submitting to a previous consult the processing for which

the basis of lawfulness is the legitimate interest.
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With regards to the implementation of approved codes of conduct, in the scope of "providing

appropriate safeguards within the framework of transfers to third countries or international

organisations" [Article 40, paragraph 3] [14], a similar threat referred in Smart Grid is the

"Missing or incorrect contractual Data Protection clause". Therefore, the suggestion from

Smart Grid is the "Implementation of Data Protection clauses for Data Processing on behalf

together with the procurement department". The stated recommendation only solves partially

the requirement. Contrariwise, in our framework we suggest to, at the beginning, determine

external and internal factors relevant to the context of the organisation, the identification and

following of the applicable codes of conduct, the determination of the appropriate safeguards,

and the commitment to the implementation of the safeguards, via a legal instrument.

Over paragraphs 3 and 5 of Article 45, associated with secure disclosure to external parties, an

approach is not defined regarding the approved implementing acts. Furthermore, the requirement

of a periodic review is not covered. Regarding transfers to external parties, there is the reference

of protecting data that is transferred to outside the European Economic Area (EEA). Thus,

there is no guidance to the adoption of implementing acts. The suggestions presented are related

to mechanisms that can be applied to safeguard the rights of the data subjects when data leaves

the EEA. While being important, and relevant to data protection, these recommendations are

not sufficient for satisfying the mentioned requisites of the GDPR. On our side, we propose the

identification and adoption of the applicable implementation acts (regarding transfer of data to

third countries and international organisations) and the implementation of a plan for reviewing

transfer of data to external parties together with the respective lawfulness.

In addition to the aforementioned contributions of the proposed framework, when compared to

the "Data Protection Impact Assessment Template for Smart Grid and Smart Metering systems"

[12], we propose within our framework 6 other controls for risk assessment, to which the related

requirements do not have guidance in the DPIA template.

In the end, the analysis of the framework proposal demonstrates a valuable improvement to the

state of the art, when it comes to the development of Data Protection Impact Assessments, and

in particular to the assessment of risks to the privacy of personal data.
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Conclusions

Our study methodology started with the collection and review of Information Security and

Privacy Risk Models, as well as the evaluation of the existent Privacy and information security

frameworks available in the market.

Afterwards, we revisited the definition of the Data Privacy Impact Assessment (DPIA), as defined

in the General Data Protection Regulation (GDPR), the requirements that it must incorporate,

and when it should be applied. To this we concluded that a DPIA process improves the awareness

of the risks related with data protection within an organisation and that it is an instrument to

assess the "likelihood and severity of risk" of the operations that process personal data to the

rights and freedoms of the individuals.

In addition, the DPIA template for smart grid operators proposed by the European Commission

was analysed. In this template, the main steps of the DPIA process applied for smart grid

were identified, as well as the expected outcomes. Considering the relevance to the objective

of development of a framework for the assessment of privacy risks, the study of the smart grid

approach was focused in the strategy adopted for risk assessment, identifying the factors that

account for the risk evaluation. In the course of our investigation, we came to the conclusion

that the Smart Grid use case, given the fact that it was a heavily studied use case and a point of

reference when it comes to the development of DPIA, would represent an adequate measure to

evaluate our final results, the DPIA framework proposal.

As the final objective of our work was the implementation of the proposed framework in a

DPIA tool, in particular the tool developed by TekPrivacy, the existent DPIA Tools in the

market were also reviewed, namely the public DPIA tools A4Cloud and Commission Nationale
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de l’Informatique et des Libertés (CNIL), in order to acquire the relevant knowledge to develop

a framework capable of being applied, in a future implementation, at the mentioned DPIA tool.

At this phase, we identified the main issues with the approaches adopted by the current privacy

risk models. Our results showed the absence of an orientation of the current approaches towards

the GDPR. As a consequence, the existing risk methodologies revealed to be insufficient to assess

data protection risks, leading to an inaccurate risk definition by the organisations.

In this sense, we devised a DPIA framework that would fill the identified shortcomings in the

preceding privacy frameworks. Subsequently, we evaluated our proposal against the DPIA

Template for Smart Grid Operators use case, considered a market reference when it comes to

the implementation of Data Protection Impact Assessments. The outcome of the evaluation

has proved that our proposal offers a broader approach to data protection risk assessment, by

considering GDPR requirements not addressed by the current market references.

Our concept is in conformity with the General Data Protection Regulation, providing a set of

controls to the mitigation of the risks to the protection of privacy risks while also eliminating

the identified gaps. It aims to contribute to the standardization of processes in terms of data

protection risk assessment and, to assist companies in the definition of risk and in the design of

their risk assessment. At last, it supports the achievement of the primary goal of the GDPR -

the safeguard of the right of persons to the protection of their personal data.

Future Work

Since our approach focused in complementing the existing methods, within the areas identified

as comprising the major weaknesses, we intend to evaluate and suggest enhancements to the

already addressed categories of the risk models. In addition, this proposal will be incorporated

into the complete DPIA process and applied at an enterprise scenario. Finally, the framework

will be implemented in the DPIA tool developed by TekPrivacy, in which the knowledge attained

over the current dissertation will be used to improve the risk assessment processes.
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DPIA Framework

Principle GDPR Proposal

Data Subject

Rights:

Inquiry

Management

12.5: 1- Information provided under Articles 13 and 14

and any communication and any actions taken under

Articles 15 to 22 and 34 shall be provided free of charge.

2- Where requests from a data subject are manifestly

unfounded or excessive, in particular because of their

repetitive character, the controller may either:

charge a reasonable fee taking into account the admin-

istrative costs of providing the information or commu-

nication or taking the action requested; or

refuse to act on the request.

3- The controller shall bear the burden of demonstrat-

ing the manifestly unfounded or excessive character of

the request.

Define and document policies and procedures for handling

and responding to legitimate requests from PII Principals.

Define and document the criteria for classification of

requests (e.g. unfounded, excessive). Requests from data

subjects shall be provided free of charge, unless a request

is manifestly unfounded or excessive and if the controller

is capable of demonstrating the manifestly unfounded or

excessive character of the request.

Inform data subjects of their rights and how to exercise

them.

Continued on next page
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Table A.1 – continued from previous page

Principle GDPR Proposal

Data Subject

Participation:

Updated

Consent

Transparency:

Notice &

Purpose

Specification

14.4: Where the controller intends to further process

the personal data for a purpose other than that for

which the personal data were obtained, the controller

shall provide the data subject prior to that further

processing with information on that other purpose and

with any relevant further information as referred to in

paragraph 2

Provide updated information if the purpose for processing

is changed or extended.

The following information must be provided, as required

by the GDPR:

- the identity and the contact details of the controller

and, where applicable, of the controller’s representative;

- the contact details of the data protection officer, where

applicable;

- the purposes of the processing for which the personal

data are intended as well as the legal basis for the

processing;

- the categories of personal data concerned;

- the recipients or categories of recipients of the personal

data, if any;

- where applicable, that the controller intends to transfer

personal data to a recipient in a third country or

international organisation and the existence or absence

of an adequacy decision by the Commission, or in the

case of transfers referred to in Article 46 or 47, or the

second subparagraph of Article 49(1), reference to the

appropriate or suitable safeguards and the means to

obtain a copy of them or where they have been made

available;

- the period for which the personal data will be stored,

or if that is not possible, the criteria used to determine

that period;

- where the processing is based on point (f) of Article

6(1), the legitimate interests pursued by the controller or

by a third party;

- the existence of the right to request from the controller

access to and rectification or erasure of personal data

or restriction of processing concerning the data subject

and to object to processing as well as the right to data

portability;

- where processing is based on point (a) of Article 6(1)

or point (a) of Article 9(2), the existence of the right

to withdraw consent at any time, without affecting the

lawfulness of processing based on consent before its

withdrawal;

- the right to lodge a complaint with a supervisory

authority;

- from which source the personal data originate, and

if applicable, whether it came from publicly accessible

sources;

- the existence of automated decision-making, including

profiling, referred to in Article 22(1) and (4) and, at least

in those cases, meaningful information about the logic

involved, as well as the significance and the envisaged

consequences of such processing for the data subject.

Continued on next page
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Table A.1 – continued from previous page

Principle GDPR Proposal

Data Subject

Participation:

Clear Choices

21.5: In the context of the use of information society

services, and notwithstanding Directive 2002/58/EC,

the data subject may exercise his or her right to object

by automated means using technical specifications.

The organization should provide a mechanism for PII

principals to object to the processing of their PII.

Some jurisdictions provide PII principals with a right

to object to the processing of their PII. Organizations

subject to the legislation and/or regulation of such juris-

dictions should ensure that they implement appropriate

measures to enable PII principals to exercise this right.

The organization should document the legal and reg-

ulatory requirements related to objections by the PII

principals to processing (e.g. objection relating to the

processing of PII for direct marketing purposes). The

organization should provide information to principals

regarding the ability to object in these situations. Mech-

anisms to object can vary, but should be consistent with

the type of service provided (e.g. online services should

provide this capability online). [ISO/IEC 27701:2019,

7.3.5]

Privacy by

Design:

Assigned

responsibilities

36.5: Notwithstanding paragraph 1, Member State law

may require controllers to consult with, and obtain

prior authorisation from, the supervisory authority

in relation to processing by a controller for the

performance of a task carried out by the controller in

the public interest, including processing in relation to

social protection and public health.

36.1:

The controller shall consult the supervisory authority

prior to processing where a data protection impact

assessment under Article 35 indicates that the

processing would result in a high risk in the absence of

measures taken by the controller to mitigate the risk.

If the basis of lawfulness for processing is the legitimate

interest, such as the public interest, check if the Mem-

ber State law requires a consult with the supervisory

authority prior to the processing. If applicable, create

policies and procedures for submitting to a previous

consult the processing for which the basis of lawfulness

is the legitimate interest.

Business

Environment:

Compliance

40.3: In addition to adherence by controllers or pro-

cessors subject to this Regulation, codes of conduct

approved pursuant to paragraph 5 of this Article and

having general validity pursuant to paragraph 9 of

this Article may also be adhered to by controllers

or processors that are not subject to this Regulation

pursuant to Article 3 in order to provide appropriate

safeguards within the framework of personal data trans-

fers to third countries or international organisations

under the terms referred to in point (e) of Article 46(2).

2Such controllers or processors shall make binding

and enforceable commitments, via contractual or other

legally binding instruments, to apply those appropriate

safeguards including with regard to the rights of data

subjects.

Determine external and internal factors relevant to the

context of the organization (see ISO/IEC 27701:2019,

5.2.1)

Based on the external and internal factors relevant to its

context:

- Identify, and follow, the applicable codes of conduct.

- Determine which appropriate safeguards should be im-

plemented, including in relation to the rights of the data

subjects, and the transfer of data to a third country or

organisation (see NIST SP 800-53 REV. 5, PA-4).

- Commit to the implementation of the defined safeguards,

via a legally binding instrument.

Business

Environment:

Compliance

40.9: The Commission may, by way of implement-

ing acts, decide that the approved code of conduct,

amendment or extension submitted to it pursuant to

paragraph 8 of this Article have general validity within

the Union. 2Those implementing acts shall be adopted

in accordance with the examination procedure set out

in Article 93(2).

Determine external and internal factors relevant to the

context of the organization (see ISO/IEC 27701:2019,

5.2.1)

Based on the external and internal factors relevant to its

context:

- Identify, and follow, the applicable codes of conduct.

Continued on next page
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Table A.1 – continued from previous page

Principle GDPR Proposal

Business

Environment:

Privacy

Protections

Context

41.6: This Article shall not apply to processing carried

out by public authorities and bodies.

The organization shall determine its role as a PII con-

troller (including as a joint PII controller) and/or a PII

processor.

The organization shall determine external and internal

factors that are relevant to its context and that affect its

ability to achieve the intended outcome(s) of its PIMS.

For example, these can include:

— applicable privacy legislation;

— applicable regulations;

— applicable judicial decisions;

— applicable organizational context, governance, policies

and procedures;

— applicable administrative decisions;

— applicable contractual requirements.

Where the organization acts in both roles (e.g. a PII

controller and a PII processor), separate roles shall be

determined, each of which is the subject of a separate set

of controls.

NOTE The role of the organization can be different for

each instance of the processing of PII, since it depends

on who determines the purposes and means of the pro-

cessing. [ISO/IEC 27701:2019, 5.2.1]

Data Lifecyle

Management:

Records

Business

Environment:

Compliance

42.6: The controller or processor which submits its

processing to the certification mechanism shall provide

the certification body referred to in Article 43, or where

applicable, the competent supervisory authority, with

all information and access to its processing activities

which are necessary to conduct the certification proce-

dure.

Maintain a record of the processing activities. The record

should be kept in an accessible and appropriate format for

transmission as it may be requested by an entity, such as

a certification body or a supervisory authority.

Third-Party

Management:

Secure

Disclosure To

Third-Parties

Business

Environment:

Compliance

45.3: The Commission, after assessing the adequacy

of the level of protection, may decide, by means of

implementing act, that a third country, a territory or

one or more specified sectors within a third country,

or an international organisation ensures an adequate

level of protection within the meaning of paragraph 2

of this Article. 2The implementing act shall provide

for a mechanism for a periodic review, at least every

four years, which shall take into account all relevant

developments in the third country or international

organisation. 3The implementing act shall specify its

territorial and sectoral application and, where applica-

ble, identify the supervisory authority or authorities

referred to in point (b) of paragraph 2 of this Article.

4The implementing act shall be adopted in accordance

with the examination procedure referred to in Article

93(2).

Identify and adopt the applicable implementing acts,

regarding transfer of data to third countries and inter-

national organisations.

Implement a plan for reviewing the transfer of data to

external parties and the respective lawfulness.

Continued on next page
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Table A.1 – continued from previous page

Principle GDPR Proposal

Third-Party

Management:

Secure

Disclosure To

Third-Parties

Business

Environment:

Compliance

45.5: The Commission shall, where available informa-

tion reveals, in particular following the review referred

to in paragraph 3 of this Article, that a third country,

a territory or one or more specified sectors within

a third country, or an international organisation no

longer ensures an adequate level of protection within

the meaning of paragraph 2 of this Article, to the

extent necessary, repeal, amend or suspend the decision

referred to in paragraph 3 of this Article by means of

implementing acts without retro-active effect. 2Those

implementing acts shall be adopted in accordance with

the examination procedure referred to in Article 93(2).

3On duly justified imperative grounds of urgency, the

Commission shall adopt immediately applicable imple-

menting acts in accordance with the procedure referred

to in Article 93(3).

Identify and adopt the applicable implementing acts,

regarding transfer of data to third countries and inter-

national organisations.

Implement a plan for reviewing the transfer of data to

external parties and the respective lawfulness.

Third-Party

Management:

Secure

Disclosure To

Third-Parties

47.3: The Commission may specify the format and

procedures for the exchange of information between

controllers, processors and supervisory authorities for

binding corporate rules within the meaning of this

Article. 2Those implementing acts shall be adopted in

accordance with the examination procedure set out in

Article 93(2).

The organization should identify and document the rele-

vant basis for transfers of PII between jurisdictions.

Implementation guidance

PII transfer can be subject to legislation and/or reg-

ulation depending on the jurisdiction or international

organization to which data is to be transferred (and from

where it originates). The organization should document

compliance to such requirements as the basis for transfer.

Some jurisdictions can require that information trans-

fer agreements be reviewed by a designated supervisory

authority. Organizations operating in such jurisdictions

should be aware of any such requirements.

NOTE Where transfers take place within a specific juris-

diction, the applicable legislation and/or regulation

are the same for the sender and recipient. [ISO/IEC

27701:2019, 7.5.1]

Business

Environment:

Privacy

Protections

Context

49.3: Points (a), (b) and (c) of the first subparagraph of

paragraph 1 and the second subparagraph thereof shall

not apply to activities carried out by public authorities

in the exercise of their public powers.

The organization shall determine its role as a PII

controller (including as a joint PII controller) and/or a

PII processor.

The organization shall determine external and internal

factors that are relevant to its context and that affect its

ability to achieve the intended outcome(s) of its PIMS.

For example, these can include:

— applicable privacy legislation;

— applicable regulations;

— applicable judicial decisions;

— applicable organizational context, governance, policies

and procedures;

— applicable administrative decisions;

— applicable contractual requirements.

Where the organization acts in both roles (e.g. a

PII controller and a PII processor), separate roles shall

be determined, each of which is the subject of a separate

set of controls.

NOTE The role of the organization can be different for

each instance of the processing of PII, since it depends on

who determines the purposes and means of the processing.

[ISO/IEC 27701:2019, 5.2.1]
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