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The Social Impact of the use of Cyber-Physical Systems in Manufacturing 

Abstract 

 

The 21st century is presenting the society with a new Industrial Revolution. The 4th Industrial 

Revolution assumes that each physical object is equipped with an integrated technology that 

allows its connection with other objects. This way, Cyber-Physical Systems (CPS) are 

becoming essential elements to be introduced in the companies’ workspace in order to improve 

their production efficiency and flexibility by bringing digitalisation to the factories. The 

implementation of these CPSs will provoke several changes within the companies’ functioning 

that will have a deep impact in the human workers. The lack of studies on the social impact of 

the use of CPSs was identified and through a meticulous literature review, this work aims at 

contributing for this discussion by defining a questionnaire on the theme. In the future, this 

questionnaire is intended to be sent to the companies to collect data from their administrations 

on the use of CPSs applied to manufacturing. 

 

Keywords: Cyber-Physical System; Technology; Social Impact; Industry 4.0; Manufacturing; 

Companies; Digitalisation. 
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1. Introduction 

 

The presented work comes up after an identification in the scientific community of the lack of 

studies on the social impact of the use of Cyber-Physical Systems (CPSs) in manufacturing. 

The resolution of the existing gap over this theme is extremely important for the companies as 

it permits the validation of some predictions on the social impact that the introduction of CPSs 

will cause in the manufacturing sector. These predictions prepare the companies for the future 

as they remind the administrators of what it is necessary to do before the concrete 

implementation of CPSs. The human workers have been both the central decision-makers and 

the manufacturers which means that the introduction of CPSs will certainly cause some 

repercussions. This demands a deep study on the theme, which is the objective of the present 

work. Through a literature review analysis, a questionnaire will be elaborated to be sent to the 

companies’ administrators to collect data on how the introduction of CPSs affected the 

workforce. 

  

 

1.1. Methodology 

 

The following dissertation is the result of a meticulous meta-analysis process, the purpose of 

which is the study of the social impact of the use of CPSs in manufacturing processes. 

At first, it is absolutely important to analyse how the current production system is defined, what 

kind of relation between humans and machines is established and what it is necessary to change 

in order to adjust the production system to the advance of technology. This way, some scientific 

papers were analysed to input this first statement. 

Furthermore, an extensive research was done, searching scientific papers since 2008 and written 

in English. The database “Scopus” was the chosen one and on 4th October 2018, the search was 

performed with the following words: 

• Cyberphysical OR Cyber-Physical 

• Produc* OR industr* OR manufact* 

• Influenc* OR impact* 
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Those words were chosen after reading some papers on the theme and were considered to be 

the best way to make the research in order to get the best results to enable a good literature 

review. 

After analysing titles, abstracts and keywords of the 439 papers retrieved from the search, as 

suggested in Figure 1, 27 papers were selected to be included in this work. This analysis was 

made having in consideration how these three characteristics of the papers described the social 

impact of the use of CPSs in manufacturing. The papers that did not consider any kind of social 

impact were excluded. Furthermore, many papers included some studies on the cybersecurity 

topic. In fact, that is a really recent and important subject and nowadays it is almost impossible 

to talk about the development of technology without considering some cybersecurity methods. 

If the technology is helping most things to be improved, as well as the way humans interact 

with machines, it is also very important that the possible bad side effect is considered to be 

studied. However, the cybersecurity topic was not included in the topics of interest because it 

was found to have a different focus than that required, as the social impact that cybersecurity 

may have in humans is very different from the impact that the development of technology has 

in humans, which is the main focus of this work. Finally, the other essential factor for the 

selection of papers was whether the systems described in the papers were CPSs or not. In fact, 

the development of technology in manufacturing can be described as the way the relation 

between humans and machines will be in the future and there is no better way to establish this 

relation than through a new configuration of the machines’ function, which can be achieved 

with a good implementation of CPSs. 

 

Figure 1 - Research in the Scopus database 
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After this selection, eleven of the selected papers could not be full text downloaded as they 

were published in the scope of conferences and from the 16 papers left, one of them was written 

in Dutch. As so, this literature review included the analysis of 15 papers. This first analysis of 

the selected papers contributed to the creation of a conceptual framework in order to allow the 

rise of a clear definition of what it is important to focus on a posterior analysis. 

The review of the 15 papers was performed having in consideration the way the papers 

answered three different questions according to Figure 2: What will the future methods of the 

use of CPSs be?; Who will the human workers of the future be like?; How will we evolve from 

the actual production models to the future ones? The papers were then grouped according to 

the questions each one of them answered and some conclusions about: 

- What the future methods of production influenced by the development of technology 

will be; 

- What kind of relation between human workers and machines will be established in the 

future; 

- How the transition from the actual production models to the future ones will be. 

 

Figure 2 - Orientation questions for the papers’ analyses 

These conclusions from this work will be the basis for the definition of a questionnaire to be 

sent to companies in order to understand in what way the human workers are affected by the 

introduction of CPSs in the companies’ workspace. This questionnaire will open the possibility 

for future studies to be performed based on the database of answers collected from that 

questionnaire. Therefore, the objective of this work is to be a first step for future work on the 

impact of the development of technology in manufacturing processes. Despite being a recent 

subject, it is not a theme with concrete forecasts for the future. This work, in particular the 

questionnaire, aims at helping to define detailed predictions on the impact of the use of CPSs 

in manufacturing. 
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2. State of the Art 

 

Industrial processes and technologies continuously evolve, along with human civilization, as 

the work methods are constantly changing to best align with and respond to the habits that 

technology brings to people’s daily routine. In fact, the development of technology can be 

associated to each of the past Industrial Revolutions, focusing on the current situation, 

specifying the actual relation between humans and machines. For Sakhapov & Absalyamova, 

2018, the educational methods also changed according to the technological level of each period 

of the history and a comment on the educational changes that occurred per Industrial Revolution 

will be included, allowing a correct analysis of each one of the revolutions.  

Starting in the 18th century, the invention of the steam engine together with the exploitation of 

the power of water and steam to mechanise production were essential to the transition from 

manual to machine-based labour leading to the emergence of new working professions. This 1st 

Industrial Revolution was the basis for the existence of work specialisations since every 

machine needed a human to work on it. 

At the end of the 19th century, the 2nd Industrial Revolution dictated the beginning of mass 

production through the increasingly widespread use of electricity, the arrival of the internal 

combustion engine and the increase in the use of oil as a new source of energy. These 

advancements strongly contributed to the progress of transports and communications along 

with the rapid expansion of high-tech industries, demanding the development of multi-level 

training systems for industry (in which the employers became actively involved in the 

educational process), the standardization of education and the growing prestige of engineering 

education, as the most talented young workers were sent to higher schools. The industrial mass 

production systems were lacking workers and for this reason, the educational system developed 

educational standards in order to qualify a large number of standardized specialists with default 

qualifications, ensuring that the advances brought by this Industrial Revolution were really 

efficient for the productive processes. 

The 3rd Industrial Revolution marks the 20th century as the period where the information 

technology was born with the arise of the digital era. This revolution introduced some structural 

changes in Industry, promoting the transition to the use of telecommunication technologies, the 

increase of automation in production (using electronic systems) and consequently the rapid 

development of services. It increased productivity and reduced demand for workers directly 

involved in production. Nevertheless, the development of education started to be based on the 
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ideas of integration and globalization, with the promotion of the academic mobility in the search 

for the guarantee of international educational standards (Nagy et al., 2018). 

The 21st century is presenting society with a new Industrial Revolution. A dramatic change in 

the manufacturing sector is occurring, such that today the synonym for Industry 4.0 is “smart 

manufacturing”, associating this way the existence of an integrated management of information 

with the use of digital technology. The 4th Industrial Revolution assumes that each physical 

object is equipped with an integrated technology that allows its connection with other objects. 

This concept, i.e., the concept of CPS is the key for this revolution as it enables the success of 

the Internet-of-Things (IoT), creating a network full of information for a proper management 

of industrial processes. The social impact of the implementation of CPS in the manufacturing 

sector will be analysed in this work with the intention of achieving predictions about the 

educational changes that may occur due to this 4th Industrial Revolution shall be pointed out. 

The report “The Future of education: a global agenda” tries to answer this question claiming 

that “the new education” has to support the educational needs of a person throughout life, in 

contrast to the so-called “Industrial Education” which follows linearity and uniformity 

principles. The current system of school and University education is highly efficient in 

preparing people with standard skills but having difficulties with the formation of non-standard 

skills and support of personal development (Sakhapov & Absalyamova, 2018). Figure 3 

summarises this Industrial Revolutions’ evolution. 

 

Figure 3 - Progress of the Industrial Revolutions 
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Some societal challenges have been emerging following the advance of technology and as a 

consequence, some national initiatives and large consortia efforts have also emerged in order 

to develop frameworks expected to enable a fast and effective change of peoples’ mentality, 

concerning mainly both “Smart Factory” and “Digital Manufacturing” concepts. “Innovation 

25” is a long-term strategy initiative issued by the Cabinet Office of Japan that proposed an 

initiative called Society 5.0. According to Fujii et al., 2018, this initiative was expected to create 

a “Super Smart Society” as a sustainable society that is connected by digital technologies that 

attend in detail to the various needs of that society by providing necessary items or services to 

the people who require them, anytime, anywhere, independently of the age, sex, region or 

language. This human-centred society is capable of offering finely differentiated customized 

services integrating CPS with the IoT, big data technologies and Artificial Intelligence (AI) into 

every industry and all aspects of society to address societal challenges. The applications of the 

initiative include healthcare, transportation and mobility, infrastructure maintenance and the 

financial sector. 

In the United States of America, the Industrial Internet of Things (IIoT) focuses on the 

application of IoT to the industrial sector, including not only the industrial production processes 

but other processes such as asset management and maintenance. The main principle for IoT is 

the networking of devices, the existence of sensors in devices capable of networking enabling 

the communication and the sharing of data among themselves (Nagy et al., 2018). This initiative 

addresses efficient and effective operations and interoperability, taking into account emerging 

and future services. 

While the American term “Internet of Things” enhances on individual products, Industry 4.0 

focuses on the ecosystem of industrial production. According to Garcia-Muina et al., 2018, the 

Industry 4.0 is a strategic initiative presented in April of 2013 during the Hanover fair for the 

digitalisation of the traditional factories, aiming the modernisation of the German industry to 

achieve more productive, efficient, flexible, adaptive and reliable factories, since Germany has 

the main goal of maintaining a leading role in manufacturing. It is expected that organisations 

benefit from this initiative through increasing their competitiveness, facing pressures imposed 

by global markets and demanding customers that will require high-quality products at low cost. 

Industry 4.0 is not focused on bringing new technological solutions or the evolution of the old 

ones. Rather, it offers a new vision about how the company should operate according to its main 

principles: the interoperability of all its components, the virtualisation of the physical world, 

the decentralisation of control and decision-making, real-time capability and the use of service-

oriented architectures (Terziyan et al., 2018). As reported by Pires et al., 2018, the Industry 4.0 
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promotes the application of AI and Information and Communication Technologies (ICT) to 

achieve smart systems, devices and products, covering two different forms of integration: 

• Vertical integration: integration of ICT systems into different hierarchical levels, from 

the basic ones (such as sensors and actuators) to the highest levels of production 

management, execution, planning and scheduling. This level of integration is intended 

to make manufacturing processes more flexible; 

• Horizontal Integration: integration of ICT technologies into mechanisms and agents 

involved in the different stages of the manufacturing processes and business planning 

(Diez-Olivan et al., 2019). 

The increasing amount of information available in industrial plants motivates the adoption of 

data fusion and machine learning methods for addressing specific industrial requirements and 

needs (Diez-Olivan et al., 2019). 

Although the term “Industry 4.0” comes from a German initiative, it is the widely term used to 

refer to the Fourth Industrial Revolution and it is changing the way the manufacturing sector 

operates all over the world. A race for the adoption of the Industry 4.0 principles has been 

taking place, but industries and countries will embrace the digitization revolution on its own 

rhythm. According to Pires et al., 2018, to achieve the Industry 4.0 goals, the companies will 

have to implement some different working methods and machines. Such machines will have to 

be much more connected with humans and with other machines than they currently are, to create 

the so-called Cyber-Physical Systems.  

In its essence, CPSs are physical production components that are represented in a cyber-

counterpart, a logical layer that processes pre-specified information and that, depending on its 

capabilities, can communicate, negotiate and interact with other actors in the information 

network. For Waschull et al., 2017, CPS are used as the backbone platform to implement the 

Industry 4.0 vision, supporting the decentralised and autonomous decision-making of a network 

of manufacturing components comprising cyber and physical counterparts. That is why CPS 

are considered to be key technologies to achieve the digitalisation goal of the Fourth Industrial 

Revolution and realise the networking of production processes (Pires et al., 2018). These CPSs 

monitor the physical processes, make decentralised decisions and trigger actions, 

communicating and cooperating with each other and with humans in real time. This can be a 

disaster for the lots of specialisations and professions created so far and can cause a fundamental 

change in the nature of education and the organisation of the educational process. 
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The efficiency of the introduction of CPSs within companies’ workspaces will only be 

guaranteed if the whole manufacturing sector is composed by components affected by the 

impact of digitalisation. Today, digitalisation is seen as a step toward enabling, improving, and 

transforming operations, functions, models, processes or activities by leveraging digital 

technologies. It converges the real and virtual worlds by using information and communication 

technologies. When combined with automation, big data and analytics, and the IoT, 

digitalisation creates opportunities for substantial gains along the entire industry value chain 

(Gurdur et al., 2019). Thanks to the digitalisation of businesses, the modern industrial scenario 

must be understood as a place in which people and machines coexist in the same environment 

and guarantee efficient production (Garcia-Muina et al., 2018). 

CPSs combined with Digitalisation is not enough for a concrete implementation of the Industry 

4.0. Although it has already been referenced, the IoT is a key concept that enables the existence 

of the Fourth Industrial Revolution. The digitalisation may facilitate the existence of lots of 

data but if the data is not properly processed, the Industry 4.0 principles will all fail for sure. 

That is why the IoT concept is so important as through the connection of any device to the 

internet it is allowed a two-way communication across or between plants. This makes new data 

available also across operations and supports more horizontal applications with decentralised 

decision-making. At this point, it is important to determine the benefits from this eventual 

collaboration between humans and machines, between machines, between plants or even inside 

companies. It is important that the engineering and information technology research 

communities collaborate on this to enable maximum flexibility, as it can result in a paradigm 

change within the process automation and its functional components (Isaksson et al., 2018). 

When IoT tools are used in corporate processes and data begins to be collected, there are several 

options to utilize it. Large amounts of data which are unmanageable in continuous and 

conventional data analysis systems are called Big Data (Nagy et al., 2018). Big Data 

technologies aim at analysing large sets of non-structured data. This can enable new knowledge 

about the production by the earlier identification of problems or the creation of more accurate 

data-driven models. Collecting and sharing data with authorized individuals or organisations 

can be done through enterprise data warehouses or clouds, possibly with cloud computing 

companies. So much data is only really valuable if we have a tool to analyse it and then put it 

into a user-friendly interface. This is big data analytics, which can be a source of competitive 

advantage. The concept of machine learning can be an efficient way to allow analytics to 

support the optimization by reducing the decision space (Isaksson et al., 2018). 
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Up to now, researches about Industry 4.0 focus attention mainly on machines, and barely 

consider the role of humans in the design of the smart factories. However, even the factories 

that are considered as “smart” are not only made of machines. Humans assume the central role 

in the control of the production processes as they are still the main responsible for elevated 

factory productivity and high product quality. For that reason, despite the fact that the level of 

automation of production is increasing with the advance of technology, humans will have to 

cooperate even more with machines than they actually do in order to guarantee the correct 

functioning as well as the quality of the whole production process. The development of 

machines tends to facilitate the cooperation with humans as it is expected that in the future 

machines can execute even more physical tasks that have been executed by humans up until 

now. This way, this literature review intends to perform a detailed analysis of how the 

cooperation between humans and machines will be in the future in smart factories, as both 

humans and machines will have to be adapted to each other. 

Nowadays the manufacturing industry is faced with a digitalisation megatrend to increase 

production efficiency and reduce manufacturing costs. This way, Small and Medium-sized 

Enterprises (SMEs) and new start-up companies are looking for a way of going along with this 

technological development and the adoption of CPS solutions seem to be very interesting to 

keep those companies competitive in the market. Nonetheless, according to Burggraf et al., 

2018, SMEs continue to stay behind with the implementation of CPS: on the one hand, due to 

their dimension, SMEs usually lack human and financial resources to keep up with the fast 

development of CPS functions and identify the best matching CPS solution to their specific 

requirements, having to rely on external expertise for advisory; on the other hand, the 

acquisition of complex CPS components has relatively high costs on the investment which is 

not guaranteed to be returned by the adoption of CPS technology in SMEs. The decision of 

adopting CPS solutions for a company is based on the relation cost-benefit of its 

implementation as suggested in Figure 4. The cost of the integration of CPS solutions is variable 

and depends on the hardware, software, data protection, infrastructure costs, project costs and 

others. The costs for the initial period are the sum of investment costs and operating expenses, 

while costs in other periods equal to operating expenses. Contrarily, the benefits from CPS 

implementation are dependent on the features of specific CPS technology. The potential 

benefits can be divided in quantitative and ponderable or qualitative and imponderable. 
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Figure 4 - Benefits and costs of the implementation of CPSs 

The quantitative and ponderable benefits of CPS are: 

• Processing time reduction: the productivity by investing in CPS will ensure long-term 

cost savings to the companies as the higher level of automation and information 

acquisition brought by CPS solutions guarantee the reduction or even the elimination of 

certain steps of some processes by reducing the occupation time of some employees or 

machines. This ensures the availability for the execution of other activities while the 

processing time reduction is ensured; 

• Error cost reduction: the introduction of CPS solutions in different processes has to be 

related with the IoT and Smart Factory concepts that make possible the real-time control 

of the monitorization of processes. Together with the replacement of manual handling 

with machine operation of CPS, these two changes guarantee the reduction of costs from 

possible errors that could occur; 

• Resource consumption reduction: CPS allows a better analysis of the whole 

manufacturing process ensuring the existence of cost savings of raw material and tool 

consumables during processing. It also ensures the reduction of costs through the 

depreciation prevention due to theft or loss and also a significant reduction in inventory 

cost. From a global perspective the implementation of CPS technology dictates the 

connection between the inventory data and the production data so that the processes 

between logistics and production may be better planned and coordinated. 
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The quantification of the benefits described above can be done through some formulas that 

prove what is written. This is why these benefits may be considered quantitative and 

ponderable. On the other hand, there are also some qualitative and imponderable benefits that 

should be considered as well: 

• Customer satisfaction improvement: some of the quantitative benefits already described 

have high contribution on the improvement of the customer satisfaction. The reduction 

of strategic errors will improve the quality of the products and the products will be 

supplied faster as the delivery times can be shortened. In this way, the customer 

satisfaction will be improved for sure which may lead to an increase in sales; 

• Information acquisition improvement: the construction of a transparent information 

network of the processes enables the addition of valuable activities because of the 

analysis that can be made on the process information, which may be optimized 

effectively and efficiently (Burggraf et al., 2018). 

Both these benefits are qualitative and imponderable, but they constitute good proofs that the 

introduction of CPSs may help companies, not only from a financial point of view but also 

through the reputation that the possible customers may have about the companies. 

The study of the social impact is a very embracing theme which makes it hard to be fully 

contemplated in this work. A large number of factors shall be analysed in order to guarantee a 

proper social impact analysis, however in the context of this work, only the humans who work 

in manufacturing and the customers who have the opportunity to buy the products that come 

from the future manufacturing work will be exhaustively analysed. On the other hand, the level 

of education, the wage, the type of work, the workers’ union and the satisfaction of the 

community are factors that must be considered to guarantee a structural analysis of the social 

impact of the use of CPSs in manufacturing. 
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3. Analyses of the selected papers 

 

From the initial research made in the “Scopus” database 15 papers related to the use of CPSs 

in the manufacturing sector were spotlighted. In order to extract some important information to 

the present work, these 15 papers were analysed in detail and its analysis is presented below. 

To each paper, three questions were raised before its analysis to frame the following critical 

analysis: 

• What? – What method for the use of CPSs is presented? 

• Who? – Who will the future human workers be? 

• How? – How will the future production models be implemented? 

 

3.1. Modelling agents as Joint Cognitive Systems in Smart Manufacturing 
Systems 

 

What?: Joint Cognitive Systems 

Who?: Human and Machine work more collaboratively 

How?: HMS to JCS (There is not a model but there are characteristics for JCS) 

It is a widely held belief that in order to achieve the Industry 4.0 main principles the world will 

have to develop more and more sophisticated technology, particularly thinking about the way 

humans will interact with machines. For this reason, a study on the smart capabilities related to 

humans has to be made taking in consideration two different groups: cognitive (referring to the 

human brain or AI) and physical capabilities (which refer to the human skeletal muscle or 

mechanical/mechatronic mechanisms) (Jones et al., 2018). 

This way, two distinct ways of modelling agents and their interaction are described in the paper 

taking in consideration agents’ social ability to ‘interact, coordinate and negotiate with other 

agents’, adaptability as the ‘ability to learn from their environment and change behaviour based 

on this learning’, and the benevolence as the ‘willingness to cooperate with other agents’. 

On the one hand, a method is proposed in which each task is performed by a human operator 

who interacts with a machine, having the human the responsibility of solving any problem that 
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the machine cannot solve. In this method, the human defines the model and corrects all the 

problems that may emerge from it. In these Human-Machine Systems (HMS), AI and deep 

learning will help to make artificial agents smarter by making them capable of interacting with 

human agents, improving their interaction. 

On the other hand, Joint Cognitive Systems (JCS) are proposed, in which Humans and 

Machines work more collaboratively. These systems are characterized by three principles: goal-

orientation, control and co-agency due to the fact that these JCS execute cognitive functions, 

becoming less dependent on humans. Contrary to HMS, in these systems the distinction 

between human and machine is no longer necessary as for Jones et al., 2018 the humans and 

machine are no longer thought of as separate components interacting through some type of 

interface. They can now execute tasks as an integrated team, working on the same tasks and in 

the same temporal and physical spaces. The relation between both methods can be observed in 

Figure 5. 

 

Figure 5 - Human-Machine Systems / Joint Cognitive Systems 

Throughout the paper it becomes clear that Smart Manufacturing Systems (SMS) are evolving 

from an HMS to a JCS domain with the support of the discipline of Cognitive Systems 

Engineering. As SMS are composed by a large number of agents and since the agents’ 

behaviour is unpredictable, these SMS are highly unpredictable too. However, SMS keep 

requiring the human intervention since they need to be designed, engineered, built, constructed, 

tested and operated by humans although the future of the employment in production industry 

continues to be uncertain (Jones et al., 2018). 
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3.2. Patented Intelligence: Cloning Human decision models for Industry 
4.0 

 

What?: Pi-Mind Technology (Patented Intelligence) 

Who?: Human jobs will be taken by highly skilled professionals; Pi-Mind agents/robots will 

replace the experts in making real-time decisions and taking responsibilities 

How?: Digital twinning of a human decision-making behaviour 

A smart factory can be seen as a way of using self-managed digitalised human expertise as a 

smart service for industrial decision-making processes. The Pi-Mind technology appears as a 

way of cloning human-decision behaviours giving rise to Pi-Mind Robots who represent digital 

twins of all types of smart decision-making components in Cyber-Physical Systems (CPS). Pi-

Mind Robots’ cognitive systems learn from their interactions with data and humans on how to 

perform new tasks. Having this into consideration machines shall be trained to perform 

cognitive tasks ‘which traditionally require human cognitive skills such as learning, adapting, 

interacting and understanding’. 

In fact, this paper shows that technology will certainly have a real impact on human jobs as Pi-

Mind agents will replace the experts in making real-time decisions and taking responsibilities. 

The impact of Pi-Mind technology in the manufacturing workforce described in Figure 6 

suggests that human jobs will be taken by highly skilled professionals, promoting a real 

collaboration of artificial and human individuals. Those highly skilled professionals whose 

decision-making behaviours are patented will not spend their time for physical or online 

presence, but they will contribute with their expert opinion. In addition, each patent will create 

economic value due to the possible monetization of intellectual capital through the patenting of 

Pi-Mind agents. 
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Figure 6 - Pi-Mind Technology 

Although this paper may open a window of thinking about the future role of humans in their 

jobs, such role remains uncertain since Pi-Mind technology gives human total control over 

decisions (Terziyan et al., 2018). 

 

3.3. Assembly system configuration through Industry 4.0 principles: the 
expected change in the actual paradigms 

 

What?: Impact of the Industry 4.0 application on the assembly paradigms; Main principles to 

configure an assembly system following the Industry 4.0 

Who?: - 

How?: - 

Throughout the reading of this paper four assembly methods emerge: DAS – Dedicated 

Assembly System; RAS – Reconfigurable Assembly System; FAS – Flexible Assembly 

System; and, MFAS – Manual Flexible Assembly System. Although the impact of the 

technological progress may be very specific it is important to have in consideration what the 

expected impact of the Industry 4.0 application on the assembly paradigms (including the 

reduction of the costs of automation) is in order to be able to study the main principles to 

configure an assembly system following the Industry 4.0. These principles can be described 

through their connectivity with other devices, information used from the collected data, 

knowledge and smart. 
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The proposed framework was validated due to the implementation of the Assembly System 4.0 

in a company, which required that every intervenient of the system had to have a sensor to 

collect data (Cohen et al., 2017). 

 

3.4. Understanding Human-Machine Networks: a Cross-Disciplinary 
survey 

 

What?: - 

Who?: - 

How?: - 

This paper describes what Human-Machine Networks (HMN) are and how they can be better 

understood within these four major fields of research of relevance: Socio-Technical Systems 

theory; Actor-Network Theory; Cyber-Physical-Social Systems theory; Theory on social 

machines. It analyses 8 different HMNs which are all of them only related with the web. It 

could be interesting to extrapolate at least one of these cases to the production industry if they 

were not all related to the interaction of the user with a HMN interface. 

As follows the paper becomes uninteresting due to the fact that it does not include a relation 

with production or manufacturing industry (Tsvetkova et al., 2017). 

 

3.5. Impact of Technology on work: technical functionalities that give 
rise to new job designs in Industry 4.0 

 

What?: De-Skilling/Upskilling 

Who?: Reduced human work in industrial production; Human work will focus on cognitive and 

mental tasks 

How?: There is not a model 

Through the last decades a lot of effort has been made due to the development of technology 

through the implementation of Industry 4.0 measures all around the world. Thus, two different 

development scenarios on this theme must be considered: the potential of the new technologies 
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can help the worker in more complex tasks or these new technologies can fully replace the 

worker and his skills. 

Moreover, two different visions on the impact of technology on work must be taken in 

consideration: how will the development of technology affect human jobs and their skills? On 

the one hand we have the de-skilling perspective with the simplification of jobs and the 

reduction of the workers’ skills, ‘thereby simplifying and routinizing work processes, reducing 

the need for individual skills and knowledge of the process, materials or quality issues 

involved’. On the other hand, the upskilling perspective states that work shall be more 

demanding in terms of skills resulting in more challenging and complex jobs as well as with 

higher cognitive demands. Both perspectives intend to simplify some matters and to assume a 

unidirectional effect of technology on work and can be observed in Figure 7. 

 

Figure 7 - De-skilling / Upskilling 

One more complementary subject is studied in this paper: In the future will the decisions be 

Human centred or Intelligently replaced? Technological support has to be guaranteed so that 

the full potential of the highly skilled workers’ skills can be realised. Hence people will be 

charged with a new role of strategic decision-makers and flexible problem-solvers along with 

routine, simple execution and control tasks are then automated. As follows humans will become 

the central decision-maker augmented by technology or in contrast in a digital factory with the 

increasing of Information and Technology (IT) humans will be pushed to the background, only 

intervening as trouble-shooters once the systems are becoming smarter. 
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One thing is certain: in the future with the development of technology different job designs will 

emerge. This way the transformation towards a CPS will reduce human work in industrial 

production once human work will only focus on cognitive and mental tasks (Waschull et al., 

2017). 

 

3.6. Future trends in human work area design for Cyber-Physical 
Production Systems 

 

What?: Easy and repetitive tasks will be automated; New tasks will be more complex and 

intensely connected to computational devices 

Who?: High skilled professionals 

How?: Assistance for practitioners for CPPS design and implementation is required 

The vision of the authors on Cyber-Physical Production Systems (CPPS) is deeply studied in 

this paper. According to the authors a CPPS ensures the intelligence of products and systems 

so that autonomous production control is enabled. This way the concept of smart products is 

brought to the discussion as products, which are equipped with integrated electronic 

components for data exchange, promoting the development of factories of the future where we 

have a hybrid production system where humans work in collaboration with machines. 

It is assumed that the type of human work required in the factories of the future is changing and 

there are some studies that show us some ongoing trends regarding work areas in manufacturing 

(check figure 8). These trends are supported by the Becker & Stern, 2016 and show the 

following considerations: there will be a rising demand for highly skilled occupation and less 

demand for auxiliary occupation; easy tasks will be declined rising the complex ones; 

knowledge driven tasks will increase. 

Although the impact of the implementation of Cyber-Physical Systems in production is on an 

early stage, the paper brings us some expert predictions on changes in manufacturing work: 

Humans will be absolutely necessary in the factories of the future; New tasks will be more 

complex; New tasks will be intensely connected to computational devices; Easy and repetitive 

tasks will be automated; Human abilities will play a more significant role for human task 

design. 
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Figure 8 - Ongoing trends / Predictions on changes in manufacturing 

More than predictions and thoughts, some studies will have to be done in the future regarding 

the implementation of the changes in manufacturing work. Nowadays just a small percentage 

of companies have CPPS established. To increase this number, assistance for practitioners for 

CPPS design and implementation will be required (Becker & Stern, 2016). 

 

3.7. Cyber Physical Social Systems: towards deeply integrated hybridized 
systems 

 

What?: Advanced Driver Assistance System (applied to platooning) 

Who?: - 

How?: - 

CPS are considered one of the most challenging engineering challenges in our research 

community. The concept of CPS can be applied in a lot of subjects but one of the most studied 

ones is the application of CPS in cyber-security. Although this paper’s subject is about how the 

implementation of platooning will affect people as drivers or road users not describing the 

impact of CPS in production or manufacturing industry, the analysis of the impact of cyber-

security in this kind of CPS is really important, that is why that’s one of the most existing topics 

studied when we search for cyber-physical systems related to the development of technology. 

Platooning happens when the fully automated driving of multiple cars occurs with minimized 

gaps in between the subsequent cars. This Advanced Driver Assistance System has real impacts 

on the human user as being part of the CPS allowing this way a possible threat to the normal 

functioning of the CPS through cyber-attacks (Dressler, 2018). 
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3.8. Exploring the integration of the human as a flexibility factor in CPS 
enabled manufacturing environments: methodology and results 

 

What?: Human-in-the-loop / Human-in-the-Mesh 

Who?: - 

How?: Requirements for the introduction of each method are described in the paper 

The integration of the human in CPS has been a very discussed theme over the years. For this 

reason, a study on the identification of the industrial needs for the integration of humans in 

production systems based on CPS. This study will focus not only the production phase but also 

all the other phases of manufacturing systems having in mind the objective of establishing two 

main types of involvement for humans in a CPPS. This way, the human contribution is 

evaluated, and two different scenarios are proposed as suggested in Figure 9: 

On the one way we have a scenario referring to human roles operating as part of the control 

loop for CPSs named Human-in-the-Loop (HitL). In this scenario, humans directly command 

the systems, being a source of data and sometimes introducing deviations or disturbances. 

On the other hand, in the Human-in-the-Mesh (HitM) scenario humans interact with clusters 

of CPSs and applications including the supported interaction with other human roles. The paper 

claims that this model lacks a clear definition as an emerging model it is. 

 

Figure 9 - Human-in-the-Loop / Human-in-the-Mesh 



The Social Impact of the use of Cyber-Physical Systems in Manufacturing 

 

 21 

Both these methods were studied in 4 concrete industrial cases in the areas of Aerospace, 

Automotive, Home appliances and Industrial machinery although none of these cases had a 

CPS production environment already in operation. 

In these two methods human competences have high relevance. As the introduction of CPS 

changes humans’ role and responsabilities, in the HitL scenario the operators will have to 

enlarge their competences to production processes, the responsibility and role awareness and 

the involved enabling technologies. Furthermore human integration will require powerful 

means to guide and support the intervention of operators with CPSs as the methods and tools 

will change. For the integration of HitM a very closed attention will be given to the 

organisational factors of humans as they affect the motivation of the employees. The 

complexity, variability and unpredictability of HitM integration will require different modelling 

and simulation methods for complex systems such as the extraction of humans’ decision-

making patterns. 

This research was developed in parallel with the introduction of CPSs in the industrial cases 

analysed. As so the results of the study are considered preliminary and shall be complemented 

with the analysis of industrial cases involving more scenarios and roles (Fantini et al., 2016). 

 

3.9. Systematic design as intelligent simulator training system: from 
learn-memorize perspective 

 

What?: - 

Who?: - 

How?: - 

Factories often implement new technologies, wireless sensor networks and computerized 

control ignoring this way the human factors in the process of manufacturing system 

optimization. For this reason, an innovative learn-memorize matrix model is proposed in order 

to prevent intelligent manufacturing from being affected by human factors. Although it is 

important to analyse the humans’ learning process, that’s not central in the discussion about the 

social impact of the introduction of CPS in manufacturing (Yen et al., 2018). 
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3.10. Comparison of data preprocessing approaches for applying deep 
learning to human activity recognition in the context of Industry 4.0 

 

What?: - 

Who?: - 

How?: - 

This paper intends to study what is the best method to analyse the workers’ activity in a factory 

environment and in the context of the present work, it overemphasizes the methods for its 

implementation. The aim of the study is to compare different data preprocessing approaches for 

deep learning supported Human Activity Recognition tasks in different scenarios. The proposed 

method includes Data Segmentation, Data Transformation, Deep Learning Model Training and 

Testing. The studied method aims at integrating people into a cyber-physical structure in a 

technologically advanced context. Furthermore, the detail level of the subjects described in the 

paper is too high for what really matters for this work. 

 

3.11. Migration towards digital manufacturing automation – an 
assessment approach 

 

What?: FAR-EDGE 

Who?: - 

How?: Transforming the conventional industrial automation pyramid into the virtualisation 

towards a decentralised system 

Nowadays the traditional production systems cannot guarantee a proper adaptability and 

flexibility to mass product an increasing product variety at a short time-to-market. According 

to this vision and aligned with the Industry 4.0 paradigm, a new project is proposed: FAR-

EDGE (Factory Automation Edge Computing Operating System Reference Implementation) 

aims at transforming the conventional industrial automation pyramid into the virtualisation 

towards a decentralised system, increasing efficiency and production performance. 

The conventional automated control architectures are typically centralized based on the ISA-

95 automation pyramid standard, in which the main automation tasks are divided in different 
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layers under a hierarchical structure. Although this method has the advantages of predictability 

and robustness for production plans in stable conditions, it does not allow the integration of the 

Industry 4.0, neither in a vertical (organisation model) nor in a horizontal (avoiding interfaces) 

way. 

The implementation of the FAR-EDGE project was studied having three different dimensions 

in consideration: technical, operational and the human dimension. Concerning the impact on 

humans, it is expected that the FAR-EDGE project impacts everyone who is involved in the 

organisational structure, from operators to engineers, including the companies’ management. 

At first it is fundamental that all the human operators know how to work with this first-of-a-

kind Industry 4.0 compliant factory automation platform and its related machines as a way of 

enhancing the production. This way adequate human-machine interfaces are important, as well 

as education and training for the new Industry 4.0 skills. The goal within the integration of 

FAR-EDGE is catching emerging challenges and opportunities in order to redesign human 

tasks. The introduction of the virtualisation automation architecture will require employees to 

acquire new knowledge along several dimensions including the ability of modelling and 

simulating complex systems. 

After the implementation of this project in factory environments validated within project’s 

industrial use cases it was possible to conclude that FAR-EDGE helps factories to understand 

their current status as well as their migration goals defining this way some guidelines and goals 

for the future always having in consideration Industry 4.0 and Internet-of-Things’ concepts and 

visions (Ambra Cala et al., 2018). 

 

3.12. The impact of digitalisation on the future of control and operations 

 

What?: - 

Who?: - 

How?: - 

The internet and later smart phone apps have been changing almost every period of our daily 

life. It is a fact that we are nowadays living the second digital revolution in which the 

operational technology is getting closer integrated with information technology. This evolution 

is affecting us not only as private consumers but will also affect the way a process or 
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manufacturing industry conducts its business in the future. The paper does not focus on these 

changes but instead it presents and develops some current trends related to emerging 

technologies. Internet of Things, Automation Cloud, Big Data, Smart Grids and Renewable 

Energy, Mobility and Services are some explored concepts in this paper as a way of describing 

concrete current trends that have been affecting society (Isaksson et al., 2018). 

 

3.13. The Cyber-Physical Systems Revolution 

 

What?: Industry 4.0 – Germany; Industrial Internet – USA; Society 5.0 – Japan 

Who?: What will the human responsibilities be? 

How?: - 

Cyber-Physical Systems interconnect computational and physical components and have been 

increasing the number of areas of application over the years. From health to engineering more 

and more Cyber-Physical Systems have been used in applications like smart buildings and smart 

cities, that’s why Cyber-Physical Systems must be considered as a fundamental element in 

almost every Industry 4.0 initiative. This way, the personalisation of mass-produced products 

is a key goal in manufacturing which requires the interconnection of lots of Cyber-Physical 

Systems as well as a human-machine relation nicely established. 

This opinion paper raises more questions rather than answers but all of them are related to 

challenges that show some worries about how humans will be working in the future. At first, it 

is stated that humans will be taken out of the loop in many services which will have big societal 

consequences. In order to overcome this challenge, CPS will have to be engineered in a way 

that permits a symbiotic relation between humans and the machines. Furthermore, the amount 

of data in the net will significantly raise which means that privacy will have to be maintained 

due to the definition of a legal framework involving the legal consequences that may arise from 

the implementation of all the digitalisation processes. To conclude, one last question must be 

raised: What will the human responsibilities be? What kind of impact will the responsibilities 

of machines have over the humans’ ones? 

Finally, the paper presents some national initiatives that were assumed by some countries to be 

kept in the leadership of the emerging technological actions. In Germany the Industry 4.0 was 

a strategic initiative launched by the government to maintain a leading role in manufacturing. 
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With this initiative it was expected that the concept of Smart Factory was reached targeting the 

production of a big variety of high-quality products at low cost. Despite the concept of Industry 

4.0 was invented and launched in Germany, it is known all over the globe as the conception and 

the definition of Fourth Industrial Revolution. As so, the Industrial Internet of Things (IIoT) 

was proposed in the United States of America and the Society 5.0 in Japan (Serpanos, 2018). 

 

3.14. Prospective design of Smart Manufacturing: an Italian pilot case 
study 

 

What?: Optimize and digitalize warehousing operations 

Who?: Human interaction is minimal 

How?: Description of the implementation method in the paper 

In recent decades there has been a need for the companies to develop more and more their 

technological processes, evolving their manufacturing methods as well as mentalising the 

workers that their workstations will almost certainly change with the evolution of technology. 

According to this paper, Italy is one of the worst positioned countries of the European Union 

having advanced digitalised manufacturing and service processes, which means that it is 

mandatory to encourage the Italian government to develop more initiatives and investment 

plans for the digitalisation of processes. With the objective of organising and digitalising 

warehousing operations in an Italian company, some information was collected aiming three 

main aspects: technological, organisational and cognitive issues. After collecting all the 

information needed, the study was implemented within four steps: Process mapping; 

Organisational chart and responsibilities; Digital system implementation (implementation of 

highly technological tools); New process mapping and “TO-BE” simulation. 

The results of this study were analysed defining specific KPIs in function of the timing of 

activities and of the costs demonstrating that the whole process can now be managed real-time 

remotely and that brings some advantages for the process as so: Reduction of manufacturing 

costs; Improvement of customer satisfaction; Improvements of quality. 

In fact, the improvement of the technological level of the company pushed humans away from 

their jobs because the human interaction is minimal as the system is now self-managed. 
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However, the efficiency of the warehouse was improved, and the purchase orders are now 

automatic depending on the necessity of the products (De Felice et al., 2018). 

 

3.15. A concept towards automated data-driven reconfiguration of 
digital assistance systems 

 

What?: Digital Assistance Systems 

Who?: - 

How?: Description of the implementation method in the paper 

Increasing digitalisation is a big challenge that companies have been facing in the recent years. 

Modifications in the work methods force changes in mentalities and digitalisation forces 

alterations in the way manufacturing companies have been working. Paper based work will not 

persist as digitalisation keeps increasing on an astonishing level. To face this occurrence, 

Digital Assistance Systems (DAS) appeared as they receive and process information to assist 

operators carrying out their assembly tasks. However, there is a demand to have a more efficient 

configuration of DAS in order to achieve high variant and low volume assembly systems. 

As follows, it is proposed a data-driven reconfiguration concept of DAS that meets four 

requirements: efficiency; automation; system independency; reusability. Although this 

reconfiguration will imply a better flexibility and configurability of DAS, this proposed 

configuration has not been validated yet in industrial cases (Reisinger et al., 2018). 
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4. Critical analyses on the presented methods, human workers and 

implementation models  

 

Every paper already analysed was answered to three different questions to enable the creation 

of the framework that will be critically analysed in order to enable the elaboration of the 

questionnaire that will really permit the study of the social impact of the use of CPSs in the 

manufacturing sector. 

 

4.1. What? 

 

The selected papers for this work, which have already been summarized, present different 

methods on the introduction of CPSs in the workspaces of the companies. It is hard to predict 

how the companies will work in the future because it will completely change the way most of 

the companies have been working and humans will be strongly affected by this technological 

development. Both workers and clients will have different experiences when facing the 

massification adoption of CPSs. On the one hand, workers will have machines helping them 

not only with the performance of physical and repetitive tasks but also by receiving and 

processing information to assist the operators. The interconnection between plants and CPSs 

will be fundamental to this exchange of data and consequently better data treatment, analysis 

and usage by the operators. On the other hand, clients will experience better services because 

CPSs will guarantee the existence of a bigger variety of mass-produced products in shorter 

periods of time. The quality of the products is also expected to be improved. All these 

predictions are almost consensual among the papers included in this work. However, different 

methods are proposed and shall be critically analysed with the aim of studying what may be 

caused by the implementation of each one of those methods.  

There is one critical aspect that is transversal to all the analysed methods: the financial impact. 

The implementation of CPSs in companies is only possible with large investments, and 

although technology may help the companies to evolve financially, it requires a large initial 

investment. Nevertheless, there are several initiatives around the globe in order to guarantee 

that there is proper investment in technology. Every country aims to be more productive than 

the others but to achieve good productive performances investment in technology is required. 
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That is the reason for the existence of initiatives such as the Industry 4.0 in Germany, the 

Industrial Internet of Things in the United States of America and Society 5.0 in Japan, amongst 

others all over the world. Although this is a fundamental aspect, there is just one paper that 

includes considerations about financial impacts, which is clearly insufficient for a proper 

analysis of those impacts. Therefore, the financial impacts will not be analysed in this work as 

there is not enough information about them. Research is needed to improve current knowledge 

about these impacts, namely analysing the amounts that are being invested that allow the 

adoption of CPSs by the industry, both by the governments and by the companies. Such research 

might also include asking companies their perceptions about the amount of investment needed 

to guarantee an appropriate evolution in terms of technology use, as well as the amount that 

they think should be invested by their country’s government through the adequate initiative. 

Actually, there is not much validated information that certifies the adoption of CPSs’ based 

methodologies to manufacturing which makes it hard to answer to the research question 

proposed. The study of the social impact of the use of CPSs in manufacturing requires the 

analysis of the feedback from the companies that have already implemented CPSs in their 

operations, as they will be the ones to have the experience of using it, i.e., their employees 

working with new CPSs. Unfortunately, no research was found on this subject, which motivates 

the elaboration of a questionnaire to be presented to the companies in the future to address such 

concerns. The time for the execution of this work did not allow collecting data based on this 

questionnaire to analyse the answers in order to contribute with an empirically based answer to 

the research question. However, a questionnaire was developed based on the analysis of the 

papers included in this study, which permitted to build questions and typify answers for the 

subject under study. In the future, this questionnaire will possibly be an elementary tool for an 

appropriate study because it provides the means to collect data with relevant information about 

the integration of technologically evolved production methods (namely CPSs) within the 

manufacturing systems.  

 

Joint Cognitive Systems (JCS) / Human-in-the-Mesh (HitM) 

From a cognitive perspective, Smart Manufacturing Systems (SMS) can be described as 

traditional Human-Machine Systems embedded in the socio-technical context of a smart 

factory, which implies possible different configurations aggregating a big number of different 

agents. As a result, the behaviour of these agents can be highly unpredictable due to the diverse 

technology they use and behaviours they may exhibit. It is also expected that these multiple 
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agents collaborate in innovative ways to create dynamic networks to execute their assigned 

functions. Along with diverse cyber-technologies, the new types of multi-agent collaborations 

are expected to generate new types of multi-agent systems integration and interoperability 

problems. It is absolutely important to identify what kind of problems can originate from these 

SMSs because it is fundamental to know the pros and cons of such systems in order to 

adequately implement them. There is no one better to recognize the possible problems of the 

SMSs than the representatives of the companies. Before implementing a new production 

methodology involving SMSs it is argued that some companies shall be used as pilot projects 

in different industries in order to comprehend if it will be desirable to massify these methods 

or not. In this way, there is an evident need to assess the feedback that the companies have from 

the implementation of this method. Despite not knowing what problems this method may bring, 

it is also important to evaluate the overall performance of the SMSs. In addition to the problems 

of these SMSs, it is also necessary to quantify the costs of the implementation in order to be 

possible to quantify the performance of the method. The benefits that this method can bring 

must be considered too. In this work some of the potential benefits were already described and 

need to be applied to each one of the analysed methods to guarantee that there is a proper 

evaluation of their performances.  

Along with the presented method, the analysis of the papers provided information about a future 

method of use of CPSs called Human-in-the-Mesh. Its similarity with the JCS method ensures 

that the proximity between human workers and the final product is reducing with the evolution 

of machines that assume the performance of most part of the work. The equivalent method to 

the HMS, the Human-in-the-Loop is claimed to match with more actual production methods 

than the HitM, which raises a paradoxical important question: are not the actual production 

systems prepared for the introduction of evolved methods like the HitM or are not the evolved 

methods like the HitM thought to be implemented in the actual production systems? The 

distance between the human workers and the final products can be considered to be good 

because this way it is guaranteed that the process is automated or can be bad if the perception 

on how the work has to be done gets lost. Although the results of the paper are considered 

preliminary and need to be validated within more industrial cases these two similar methods 

predict the same future: the CPSs will emerge quickly and companies need to start thinking on 

how to adapt themselves to this change.  

 

Pi-Mind Technology 
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The Pi-Mind Technology may be described as a method where decision-making behaviours of 

the most brilliant minds are patented to be used all over the world through the usage of high-

tech machines. This requires companies to have implemented enough technology in order to 

ensure the correct functioning of the patented clones’ decision-making behaviours. More than 

technology, it is mandatory the existence of sufficient digital culture within the employees of 

the companies to create the will of adaptation to the new technologies. The evolution of 

technologies and the implementation of CPSs in plants will have a strong impact in the humans’ 

jobs. To face this fact, companies will have to motivate and to create a vision of future in every 

worker to avoid problems such as difficulty in coordinating actions across different 

organisational units or the lack of workers’ motivation and capabilities to use such system. In 

fact, humans will be a key-factor in the transition to the implementation of CPSs in companies. 

In this particular case, the creation of decision-making clones admits the existence of brilliant 

minds that guarantee the success of the transformational process. Hence, this process is 

completely dependent on the expertise of individual employees, which to the conclusion that 

the deployment of CPSs requires the companies’ most skilful agents. Furthermore, this method 

is argued to be capable of capturing cognitive aspects of creative human decision-making based 

on personal values and preferences. This will have an impact when applied to CPSs because 

although there is an approach of an automatic decision-making, the human still remains in the 

loop. 

However, it is necessary to understand the real consequences of the implementation of CPSs 

that act based on decision-making clones. According to Terziyan et al., 2018, these artificial 

decision-makers are capable of providing more accurate and fast decisions and they will soon 

replace many of human employees. Different decisions must be considered when adopting a 

CPS based on decision-making clones. It is important to understand that even the most brilliant 

minds of the world have their own experiences and vision about how a certain machine should 

work. This confines the patented clones to certain limits that may not be adequate to the specific 

case. The cloning of a decision-making behaviour presupposes that its applicability will be 

exactly the same as the original one, which may not be correct as it depends of the specific case 

of use. The generalisation of the functioning of a CPS requires a deep study having in 

consideration the companies’ experiences with their use. 

At first sight cloning decision-making behaviours seems to be a good way of evolving but the 

future cannot be forgotten. By cloning ideas and ways of working, the learning process inside 

the companies may diminish its importance. If CPSs assume the creative tasks that could only 

be performed by humans, at a long term the workers will lose their knowledge about that task, 
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which may contribute for the loss of the learning process that could be the basis of an education 

culture inside the companies by learning with the most experienced workers. In fact, at a short 

term this method seems to be capable of executing its tasks, but the evolution must be 

considered. These CPSs will not teach other human generations or evolve themselves in the 

future and that might contribute to move into a trap of no evolution. 

On another hand, it is described in the paper that humans have total control when exploring this 

method. Since humans are the ones whose behaviours are cloned, it is expected that the control 

of the production processes belongs to them. This raises several questions: which humans are 

desired to control the manufacturing systems? The ones who know the system and are 

experienced taking decisions in that process? Or the ones whose ideas were cloned and are 

generalised to lots of different production systems? Trust becomes a central concern. Will the 

directors of the companies trust brilliant but stranger humans instead of the not standardized 

and experienced employees? The description of this method in the paper is quite vague for a 

complete paradigm shift of the way manufacturing processes will work in the future. There is 

not even a light description on how the cloning process would occur nor about the financial 

needs for its implementation. However, the concept of cloning minds and patenting them reveal 

a strong will on applying the development of technology to the production processes which is 

really important for the advance of the manufacturing sector. 

 

De-Skilling/Upskilling 

The level of education of the workers of a company is an interesting factor that influences the 

way that the technological development affects certain sector. A curious perspective is 

presented because although the most obvious consideration would be admitting a scenario 

where the companies with the most skilled employees would be the ones having a better 

adaptation to the development of technology, this paper tries to prove exactly the opposite. 

At first, it is necessary to understand if the machines will be ready and prepared to substitute 

the tasks executed by the most-skilled humans of the companies. It is astonishing to imagine 

the transformation of a company to the introduction of CPSs if the most-skilled workers were 

not there. Even if the introduction of CPSs in production processes is considered to facilitate 

the execution of the tasks due to its simplification and routinizing, it implies a mentality change 

as well as the application of a learning process to promote a better connection between humans 

and machines. Therefore, it is expected that the most-skilled workers can adapt themselves 
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better than the less-skilled workers which is contradictory to the argument of the paper 

analysed. 

On the other hand, a method that considers a de-skilling framework will always have to face 

some political pressures because independently of the part of the world, governments invest 

large amounts of money in the promotion of education, which boosts the education lobby by 

assuring that the most-qualified workers get better jobs than the ones who are not as qualified 

as they are. In particular, the higher education system, whilst responsible for the assignment of 

the highest level of education plays an important role in the society and will also make sure that 

when finishing this level of education, graduates will have better jobs than the others who did 

not attend the same education level. 

Despite considering a de-skilling scheme, the analysed paper states in its conclusions that the 

evolution of technology will reduce human work in industrial production and that human work 

will focus on cognitive and mental tasks. This proves that the de-skilling scenario may not be 

the best consideration because the execution of cognitive and mental tasks is more adequate to 

the most-skilled workers. 

 

Optimize and digitalize warehousing operations 

According to De Felice et al., 2018 in the operations that occur in warehouses the human 

interaction will be minimal along with the development of technology and consequent 

implementation of CPSs. As the clients are searching for better, variable and mass-produced 

products at a short time-to-market, what happens in the warehouses does not matter for them if 

everything goes right with the product. This gives a chance for the companies to invest in the 

automation of their warehouses’ processes in order to improve the quality for the customer. 

Among the human workers this situation may become critical. The number of human workers 

will reduce with the introduction of CPSs in the warehouses and that will substantially reduce 

the amount of money that the companies spend with their employees. The presented case of an 

Italian company that operates in railway sector demonstrates the financial advantages of the 

digitalisation of processes. As stated in De Felice et al., 2018, the day saving of the company 

was to 9600 €/day which represents an annual saving of 57.600.000 €/year. This concrete 

financial advantage shows that depending on the initial investment that had to be done to the 

digitalisation of processes, it may be worth it when considered as a medium/long term 

investment. In addition to the financial advantage, the clients will be more satisfied with the 

service and when combined, these two advantages guarantee the success of the company. 
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4.2. Who? 

 

The implementation of new working methods based on the evolution of technology suggests 

the introduction of CPSs in the companies in order to achieve a better production system, where 

the quality of the products is the top priority. The development of technology presents society 

with new concepts and different ways of facing the challenges for the future. The introduction 

of real-time monitoring in/between plants guarantees a better control of the manufacturing 

processes certificating that the number of errors occurred in the machines decreases and even 

when failures occur, they are easily solved by the humans. This revolutionises the whole 

manufacturing sector. Different methods were already presented and analysed and all of them 

have one thing in common: the innovation in the production working methods will have a deep 

impact on the humans’ way of work. 

The use of CPSs will enable humans not to perform most part of the physical and heavier tasks. 

The CPSs, as machines equipped with integrated sensors, were designed as machines made to 

perform physical tasks that can be real-time controlled by the human workers. Although the 

humans are not the executors, they are the ones who supervise and ensure the control of an 

entire process. The possibility of connecting the CPSs within a plant guarantees the automation 

of an entire sequence of tasks where humans have no other assignment than supervising the 

whole automated production chain. 

Together with the analysis of the selected papers, the reality of the introduction of CPSs in 

manufacturing requires special attention because of the impact it has in the human workers. 

With the introduction of new and better machines in plants, the number of jobs available for 

humans will decrease. The tasks that require more physical action will disappear from the 

human spectrum and will get overtaken by the mental and cognitive ones. According to Jones 

et al., 2018, currently available cyber-technologies have dramatically increased the cognitive 

capabilities of machines. As these technologies advance, so will those cognitive capabilities 

from reactive to self-aware machines. This means that the human and the machine can work 

more collaboratively, as joint partners, to execute cognitive functions as an integrated team, 

working on the same tasks and in the same temporal and physical spaces. An interesting case 

to be analysed in detail is the Pi-Mind method and its consequent human workers. The cloning 

of decision-making behaviours limits the whole manufacturing sector to a very restrict number 

of human workers, who just think and patent their intelligent and specialized decision-making 
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behaviour. All the other workers that use their own minds to control a group of machines will 

all be substituted unless they are the best workers in their work area. As stated by Terziyan et 

al., 2018, Pi-Mind agents will replace the experts in making real-time decisions and taking the 

responsibility on how to address the predicted failures. Although the reduction of jobs for 

humans is a near future fact, the use of CPSs will also promote the rising of new professions 

that did never exist up until now. The existence of more and more machines equipped with 

sensors which are interconnected will generate lots of data that will have to be collected, treated 

and analysed and this will not only rise the demand for more professionals to take care of data, 

but also to manage the companies that will be affected by the rise of machines. This statement 

is supported by Becker & Stern, 2016 who predicted a significant drop of jobs in the 

manufacturing area. They estimate the number of lost jobs in Germany until 2035 to 1 million. 

In contrast, they expect the number of managerial positions to be rising by 170.000. 

The reduction in the number of workers will require humans to be more competitive in the 

struggle for a job. This way, the most-skilled humans will succeed as the routine jobs will 

become automated resulting in jobs that focus on the more challenging and complex aspects of 

tasks posing higher cognitive demands (Waschull et al., 2017). The increasing product and 

process complexity along with the required interaction with computational automation devices 

will take humans to work on more complex tasks, demanding more abstraction and problem-

solving capabilities, the ability to perform an independent and self-organised work as well as 

being competitive (Becker & Stern, 2016). 

All the presented changes on the role that humans will play in the future due to the 

implementation of CPSs will have its impact not only in the production system but also in the 

way how the attribution of responsibilities is defined. The establishment of legal frameworks 

by the lawmakers is essential for the proper development of the described methods. For 

example, although digital rights management is an aspect of CPSs application with significant 

legal ramifications, the issue was targeted for more than a decade and until now there is not a 

concrete legal definition of it, leading to violations of safety and accidents (Serpanos, 2018). 

 

4.3. How?  

 

The development of technology carries a heavy burden full of responsibilities to the companies 

who want to step forward in order to adapt themselves to the introduction of CPSs in their 
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working habits. The implementation of new working habits demands companies to fight against 

the habitual inertia demonstrated by most part of the elements of the system to changes. This is 

a challenge that the companies that really want to evolve will have to take to get along with the 

innovation. The implementation method definition is absolutely fundamental and requires an 

extensive research on the companies’ objectives, equipment and number of workers. The 

method of application of the use of CPSs determines the way it will be implemented and will 

completely influence the steps that will have to be taken to ensure that the implementation of 

the method, along with the change of the mentality of the workers it will cause. The first 

requirement that will have to be guaranteed to provide a proper implementation of CPSs is the 

existence of digital culture and the will to change. The human workers will have to be 

conscientious to the changes that will occur, which cannot be easy mainly due to the fact that a 

large number of workers will lose their jobs. 

On the other hand, every new method of implementation of CPSs in companies has its own 

requirements for the introduction. These requirements are forced to exist because they ensure 

that the conditions for the introduction truly prevail. Along with these requirements Becker & 

Stern, 2016 claim that further assistance for practitioners for CPPS design and implementation 

is required. The integration of workforce and the intelligent and highly computerised systems 

are essential and promote the creation of a solid basis for the next step of the implementation. 

According to Ambra Cala et al., 2018, the FAR-EDGE provides an approach to migrate from 

the conventional automation architecture towards the decentralised and virtualised automation 

architecture based on cloud and edge computing. In order to mitigate manufacturers’ 

conservatism in adopting new technologies it is important to state that the implementation of 

technologically advanced elements has a big impact not only on the technological dimension 

of the factory but also on the performance of the system, work organisation and business 

strategy. To study the impact of FAR-EDGE implementation in existing production systems, 

three different perspectives were analysed: technical, operational and human dimensions. 

Since this work aims at studying the social impact of the use of CPSs in manufacturing, only 

the human dimension will be explored. This implementation affects all kinds of workers, 

ranging from operators to engineers, and the companies’ management and as so, the key factor 

for the introduction of CPSs is the widespread of digital culture across the employees. This will 

permit the companies’ administrations to implement a decentralised system of organisation to 

promote a better performance of the tasks. 
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De Felice et al., 2018 presents a four steps process to implement a CPS in an Italian railway 

company. At first, the process mapping must be defined in order to first analyse the warehouse 

to be possible to understand what has to be done to implement the desirable changes. Then, 

organisational chart and responsibilities permit the identification of all the activities 

involved in the process to enable the digital system implementation which is established 

through the implementation of three main elements: CPSs, Smart connection and Cognition. 

Finally, it is possible to define a new process mapping and “TO-BE” simulation, which 

means that it is now possible to predict how the processes will occur with the use of the 

advanced technological elements. This example is a suggestion on how to implement new 

working methods in order to improve the companies’ existing services and production systems. 

Another example of the implementation of CPS in manufacturing can be taken from the Pi-

Mind paper. Terziyan et al., 2018 considered that the digital twinning of a human decision-

making behaviour requires further developments to be validated although it is now possible to 

make some predictions on its implementation. The deeper integration of the Pi-Mind 

technology into production can be done through the so called “Smart consultants” whose 

objective is to give recommendations to the human workers as they may not be able yet to 

reproduce the human decision-making process. To make decisions, a decision maker needs 

confidence in the completeness and accuracy of the data, and these “Smart consultants” have 

the capability of collecting data through the integrated CPSs sensors in order to alert humans 

about some possible failures that may happen. The interaction of Pi-Mind agents must be 

considered as well as they can be organised as a separate expert or as groups of independent Pi-

Mind agents creating a multi-agent system where the Pi-Mind robots interact with each other. 

Lastly, the implementation of legal aspects represents a fundamental need for this method’s 

implementation to guarantee that Pi-Mind agents’ goals and behaviours are consistent and 

complementary to the human values in all aspects of their work.  

 

4.4. Analysis of the proposed Operational Model 

 

The study of the social impact of the use of CPSs in manufacturing is extremely hard to be fully 

concluded as it should include a bigger variety of factors. This way, the literature review 

presented some methods that will have to be implemented in order to be studied in detail so that 

the study of the social impact of the use of CPSs in manufacturing can be properly studied. 
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The Figure 10 presents an operational model that aims at promoting the study of the social 

impact according to each one of the presented manufacturing methods. The figure represents a 

manufacturing system which is composed by the interaction between humans and machines. 

The result of this interaction is the performance of the system. This performance will obviously 

be affected depending on the applied method for manufacturing. This way, the study of the 

social impact has to be made by applying each one of the proposed methods as a way of 

evaluating the impact that each method will have in the performance of the manufacturing 

system. Furthermore, the management of the human resources will also have to be considered 

as it will affect the performance of the system as well. The management of the human resources 

will affect the way that processes, the whole system and the organisational structure sill occur, 

and for that reason, it shall be considered to the study of the social impact. The manufacturing 

system will have responsibilities, not only in the way how the human workers will perform their 

jobs, but also in the community as the products that will be produced will serve all the humans 

that require it. 

 

Figure 10 - Proposed Operational Model for the study of the Social Impact of the use of CPSs in manufacturing 
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5. Questionnaire on the social impact of the use of CPSs in 

manufacturing 

 

The present questionnaire is headed to the administration of the companies that operate in the 

manufacturing sector with the objective of collecting data on the social impact that the use of 

CPSs will have in the referred sector of each company. The social impact will be evaluated 

according to the following themes: Awareness of the companies to the use of CPSs; Workers’ 

reaction to the introduction of CPSs; Barriers for the implementation of CPSs; Motivation for 

the use of CPSs; Existence of a strategy for the use of CPSs. 

The questions presented in this questionnaire were based on the selected papers’ analysis, other 

existing questionnaires on similar themes and based in some literature challenges that were 

raised along with the analysis of the papers. 

The used vocabulary is directed specifically to the administrators and some concepts will be 

explained in the glossary. 

 

Glossary: 

CPS - Cyber-Physical System – CPSs integrate computational and physical components to 

implement a process in the real world 

Pi-Mind technology – way of cloning human-decision behaviours giving rise to Pi-Mind Agents 

who represent digital twins of all types of smart decision-making components in CPSs 

 

1. How would you classify the current level of use of CPSs in the manufacturing 

sector of your company? 

The company has been dealing with the use of CPSs for more than one year 

The company is trying to introduce the use of CPSs at this moment 

The company knows the concept of CPSs but its use was not considered so far 

The company has already met the term CPSs but not exactly what the topic covers 

The company has not yet heard about CPSs 
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2. To what extent is it likely that your business will adopt new solutions based on 

robotics technology by 2020? 

In very high degree 

In high degree 

Neither / To a small degree 

To no degree 

Do not know 

 

3. To what extent is the use of new technologies important for your company’s 

competitiveness? 

In very high degree 

In high degree 

Neither / To a small degree 

To no degree 

Do not know 

 

4. If your enterprise does not introduce the use of CPSs, which of the following factors 

represent the main reason? 

Little awareness of the topic CPSs 

High cost of implementation of CPSs 

Insufficient skills and training 

Lack of trust in the security of the use of CPSs 

The absence of government incentives 

Unclear economic benefit and digital investments 

Concerns of the human workers’ reaction over their loss of jobs 

 



The Social Impact of the use of Cyber-Physical Systems in Manufacturing 

 

 40 

5. Which of the following factors motivates you most to implement the use of CPSs in 

your company? 

Pressure from the customers 

Economic reasons – lowering the costs of the company 

Company vision 

Effort and creativity of the own employees 

Real-time monitoring 

 

6. If you are currently dealing with the use of CPSs in your company, do you have 

any strategy that describes future plans? 

We do not have any strategy for the use of CPSs 

We do not have any strategy but we are preparing one 

We have such a strategy but it is not part of the company strategy 

We have a strategy and it is part of the company strategy 

We have such strategy and also many complex analyses and drafts of model process that could 

be implemented within the use of CPSs 

 

7. What reaction would you expect from your employees with the implementation of 

CPSs? 

Motivation, because they will want to show they are the most skilled workers 

Satisfaction, because the company where they work is adapted to the technological 

development 

Stressful, because they will have to be more competitive 

Angry, because they know they might lose their job 

They will not care about the change 

 



The Social Impact of the use of Cyber-Physical Systems in Manufacturing 

 

 41 

Considering the existence of the Pi-Mind technology as a possibility for the companies to 

implement. 

 

8. Would you trust the implementation of Pi-Mind agents to substitute human 

workers?  

We would like to implement as many Pi-Mind agents as possible 

We are tempted to try the introduction of one Pi-Mind agent although we are suspicious 

We would never trust a Pi-Mind agent 

 

9. What percentage of workers would you be able to substitute by Pi-Mind agents? 

0 – 25% 

26 – 50% 

51 – 75% 

76 – 100% 

Do not know how to quantify 
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6. Conclusions and Future Works 

 

The main goal of the present work consisted of gathering information on the social impact of 

the use of CPSs in manufacturing. Throughout the elaboration of this work, the literature review 

enabled to collect some consensual predictions on the theme. Although some of these 

predictions were considered not to be completely true in some papers, the global analysis of the 

selected papers approves the facts that will be presented in this chapter as the main conclusions 

of this work. The adoption of CPSs by the companies to work with their own workforce will 

completely change the way the production system is established and that will have 

consequences that will certainly affect all the involved elements, ranging from operators to 

engineers, and the companies’ management. The introduction of CPSs aims at improving the 

production systems of the companies by producing a bigger variety of mass-produced 

products at a shorter time-to-market with better quality in order to promote the clients’ 

satisfaction. 

If for the customer there are only benefits from the use of CPSs in the manufacturing sector, 

the workers may not have the same opinion. This happens because it is stated that there will be 

a significant drop of jobs in the next few years for the human workers as it is expected that in 

the future machines can execute even more physical tasks that have been executed by humans 

until now. This way, as it is stated that humans will continue being the central and key element 

in every production chain, and considering that machines will perform more and more physical 

tasks, human workers will play an absolutely important role in the performance of the 

cognitive and mental tasks. Consequently, human jobs tend to become available only for the 

most-skilled humans. Furthermore, the use of CPS will augment the control of tasks that 

humans have been performing until now, because it is expected that the machines of the 

companies will become inter-connected which will permit a real-time monitoring where the 

humans’ intervention will be minimal. 

For the future, it is important to ensure the validation of the elaborated questionnaire by 

sending it to the companies’ administrators to obtain their answers on the impact that they think 

the use of CPS in their companies created or will create in the human workers. Those answers, 

when collected and analysed are expected to dictate some standard impact in companies that 

this digitalisation of services will have. On the other hand, the discussion and definition of the 

legal consequences that the use of CPS will eventually induce is urgent as technology is 

evolving each time faster and faster.  
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