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Introduction 

• We are more and more dependent on 
technological equipment on our daily lives and to 
deliver services or goods.  

• But there are infrastructures that are vital for our 
quality of life.  

• Those infrastructures are considered critical and 
they must be dependable, meaning that all of us 
expect that those services or goods are available 
and can be provided in a safe way and without 
any interruption, enabling economic and social 
sustainability. 
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• In Europe: 

– Council Directive 2008/114/EC of 8 December 
2008  
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Sector 

  

  

Subsector 

  

I Energy 

  

1.Electricity 

  

Infrastructures and facilities for generation and 

transmission of electricity in respect of supply 

electricity 

  

  

2. Oil 

  

Oil production, refining, treatment, storage and 

transmission by pipelines 

  

  

3. Gas 

  

Gas production, refining, treatment, storage and 

transmission by pipelines 

  

LNG terminals 

  

  

II 

Transport 

  

4. Road transport 

  

5. Rail transport 

  

6. Air transport 

  

7. Inland waterways transport 

  

8. Ocean and short-sea shipping and ports 

  

List of ECI sectors 
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The CI sectors that were considered in the US are:  
• Chemical;  
• Commercial Facilities;  
• Communications;  
• Critical Manufacturing;  
• Dams;  
• Defense Industrial Base;  
• Emergency Services;  
• Energy;  
• Financial Services;  
• Food and Agriculture;  
• Government Facilities;  
• Healthcare and Public Health;  
• Information Technology;  
• Nuclear Reactors, Materials, and Waste;  
• Transportation Systems and Water and  
• Wastewater Systems  
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• Mostly directed to the security concerns caused by 
malicious activities at the different levels of these 
systems, cyber or physical. 

  
• Also the resilience of these systems under a possible 

attack has been studied and as a result CI’s are more 
resilient today than they were in the beginning of this 
century. 
 

• Cyber threats: external (attacks from outside); internal 
misuse or bad information (because of bad data or 
misinterpretation of data) 
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• We must be aware that in CI’s there have been 
two types of technology systems:  
– IT systems (office functions: e-mail,human resources, 

…);  
– Operational Technology (OT) systems that control 

physical equipment and personnel that work with 
them 
 

• Large experience in IT systems security (20~30 years) 
• Very little experience on OT systems cybersecurity, 

because till now they were not usually interconnected 
(now: IoT, CPS, …) 
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• These concerns about terrorist attacks to CI’s 
are understandable in face of the last events, 
and the results can be considered to be quite 
good till now, as the terrorist attacks have had 
little or no impact on the CI’s availability. 
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• Critical Infrastructures are 
– complex systems or networks of systems  
– with many interdependencies 

 

• CI’s shall provide their “functions”: 
– for long periods of time (most of the times for 

decades) 
– they have to be maintained  
– adapted to new legislative demands for safety and the 

environment  
– to adapt to new capacity demands 
– to the introduction of new control technologies  
– due to the lack of financial resources their expected 
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• Some public institutions became completely 
or partially privatized 

• Others were outsourced to private 
organizations  

• Many new projects of CI’s are private or 
Public-Private Partnerships  

• Sometimes there was a deregulation of the 
systems, what is relatively new in Europe in 
certain areas like energy or railways 
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Bridges in Portugal as an example 

• In Portugal, in the 90s of the 20th century, a policy of 
deregulation of the basic sectors of the economy was 
implemented, with the partial privatization of these or with 
the introduction of "commercial" models for the 
management of public infrastructures. 
 

• In the case of bridges, with the exception of large bridges, 
its management and maintenance was decentralized at 
that time and it was delivered to regional entities.  
 

• These entities had little preparation and lack of experience 
in the maintenance of this type of equipment. 
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The bridge “Hintze Ribeiro” in Entre-os-Rios, Portugal (1997). 
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The bridge “Hintze Ribeiro” the day after it collapsed 
March 4, 2001 
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• It was an almost flooding situation 

• A parliamentary commission of inquiry concluded 
at that time that the cause of the fall of the 
bridge was "the descent of the river bed in the 
fourth pillar zone", related to the "inert 
extraction activities of the river bed".  

• This descent of the pillar caused the loss of 
support from the ground beneath the foundation 
coffin (by erosion and reduced load resistance) 
that caused the collapse of the pillar abutment.  

• Also, it was noticed a “lack of proper monitoring 
of the infrastructure functional conditions”. 

30-05-2017 52nd ESReDA Seminar 14 



Safety Assessment for Critical Infrastructures: a 
case example for railways bridges 

• Rocha, J.M., Henriques, A.A., 
Calçada, R., Safety assessment 
of a short span railway bridge 
for high speed traffic using 
simulation techniques, 
Engineering Structures 40 
(2012) 141–154, 
doi:10.1016/j.engstruct.2012.
02.024 
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• A small bridge of the filler beam type, 
consisting of six sections of 12 m simply 
supported 

 

• The bridge has two circulation routes, with the 
design speed being 175 km / h for active 
tilting trains and 150 km / h for conventional 
trains. 
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Structural Health Monitoring System for a railway bridge was 
developed and measures were made 
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Bridge model 
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• This analysis was based on the acceleration values recorded 
at mid-span of the bridge, which proved to be the most 
restrictive aspect of the response.  
 

• In this work the acceleration limit was considered to be 7 
m/s2, which is the value that some laboratory tests 
confirmed to be the limit for the beginning of the ballast 
instability. 
 

• After analysing the results from the safety assessment 
some conclusions can be drawn: 
– the estimated speed limit obtained was 295 km/h. This limit was 

obtained considering the typical values used in ultimate limit 
states, using probability values up to 10 -4.  

– it could also be observed that if a more conservative approach 
was used, and this probability was lowered to values    up    to 
10 -5, no significant difference would be obtained, decreasing 
the speed limit to 290 km/h. 
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Conclusions 

 
• Nowadays it is expected that Infrastructures that are considered Critical to our way 

of life cannot fail and should always to be available to provide goods and services. 
 

• A lot of attention has been given to the security of these Critical Infrastructures. 
That can be explained easily by the last dramatic events in different parts of the 
globe. 
 

• But if we take a look to the most important accidents and incidents in Critical 
Infrastructures, most of them have happened not because they have been under 
terrorist attack, but because there was a lack of a safety assessment to new 
operational stresses under higher demands or because there was not in place an 
efficient monitoring system for the health condition and a proper maintenance. 
 

• In Portugal, after the collapse of the Hintze Ribeiro Bridge in March 2001, a safety 
assessment is obligatory for bridges, if they are submitted to higher stresses to 
understand their behaviour. For that purposed a methodology was developed that 
allowed to state the safe conditions for the bridge operation.  
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