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Abstract

Cryptography has been used for secure communication for thousands of years. However, today,
cryptography faces new challenges. The increase of computing power, the increasing use of small
devices like smart cards, as well as the possibility of quantum computing becoming a reality,
require new cryptographic systems that offer security relying on different assumptions of classic

ones. Furthermore, it is necessary small key sizes as well as fast encryption and decryption.

Finite Automata Public Key Cryptosystems, FAPKCs, are systems based on finite transducers,
that meet the previous requirements. Their security does not rely on complexity assumptions
related to number theory problems, as classical ones. Also, these cryptosystems offer relatively

small key sizes as well as linear encryption and decryption times complexity.

As in other cryptosystems, a fundamental concept in FAPKC is the capacity of inverting the
encryption procedure, in a way that is hard to anyone except to the owner of the private key. In
this sense, these cryptosystems depend heavily on results of invertibility of finite transducers, as
well as, results about the special product used to generate the public key. In this dissertation,
we study this two concepts and present a wide variety of examples in order to help the readers

to understand them.

The main contributions of this work are the extended definition of quasi-linear finite transducers
with memory, the formalization of a procedure to check injectivity and construct inverses of finite
transducers with memory (linear and quasi-linear) and the extension to the Bao-lgarashi attack

to FAPKC to all possible values of injectivity delay.

Keywords: finite transducers, invertibility, composition, attack to FAPKC.
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Resumo

A criptografia tem sido usada para comunica¢des seguras durante milhares de anos. No entanto,
hoje, a criptografia enfrenta novos desafios. O aumento do poder computacional, o uso crescente
de pequenos dispositivos como smart cards, assim como a possibilidade de a computac3o quantica
se tornar realidade, requerem novos sistemas criptograficos que oferecam seguranca baseada em
pressupostos diferentes dos cldssicos. Além disso, é necessario pequenos tamanhos de chave,

bem como processos de cifrar e decifrar rapidos.

Os Finite Automata Public Key Cryptosystems, FAPKCs, s3o sistemas baseados em transdutores
finitos, que preenchem os requisitos anteriores. A seguranca destes sistemas n3o depende de
pressupostos de complexidade relacionados com problemas de teoria dos nimeros, como os
classicos. Além disso, os sistemas FAPKC oferecem tamanhos de chave relativamente pequenos,

assim como tempo linear a cifrar e decifrar.

Como em outros sistemas criptograficos, um conceito fundamental nos FAPKCs é a capacidade
de inverter a cifra, de forma a que seja dificil para qualquer pessoa exceto para o proprietario da
chave privada. Neste sentido, estes sistemas dependem fortemente dos resultados relacionados
com a invertibilidade de transdutores finitos e, para além disso, dos resultados relacionados com o
produto especial usado para gerar a chave publica. Nesta dissertacdo, estudamos estes conceitos

e apresentamos uma grande variedade de exemplos para ajudar os leitores a compreendé-los.

As principais contribui¢Bes deste trabalho s3o a definicdo estendida de transdutores finitos quase
lineares com meméria, a formalizacdao de um procedimento para verificar a injetividade e construir
inversos de transdutores finitos com memdria (lineares e quase lineares) e a extensdo do Bao-

Igarashi ataque ao FAPKC para todos os valores possiveis para o atraso da injetividade.
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Chapter 1

Introduction

Cryptography has been used for secure communication for thousands of years. Throughout
history, military communication has had the greatest influence on cryptography and its ad-
vancements. The need for secure commercial and private communication has been led by the
Information Age. Until the invention of public key cryptography, all ciphers were symmetric.
Symmetric cryptography uses algorithms that have a key to encrypt and decrypt information.
This means that each party to the communication need the same key, the sender to encrypt
the message, and the recipient to decrypt it. This presented a significant problem: before one
could communicate securely, it was needed to exchange a secret with the partner. Public key
cryptosystems hugely revolutionized cryptography by dramatically simplifying this key distribution
process. Rather than sharing secret keys, users could now transmit their public key to other
parties. This public key allowed the sender to encrypt, but it could not be used to perform the
corresponding decryption operation. That part would be done with the corresponding private

key, kept as secret by the recipient.

The concept of public key cryptography was introduced by Diffie, Hellman and Merkle in 1976.
In 1978, Rivest, Shamir, and Adleman presented the first public key cryptosystem, called RSA
[Dif88]. Its security is connected to the difficulty of factoring large integers. The ElGamal
cryptosystem, invented by Taher ElGamal in 1985 [EIG85], relies on a similar problem, the
discrete logarithm problem. Also in 1985, Neal Koblitz [Kob87] and Victor Miller [Mil85],
independently, introduced the elliptic curve cryptography, based on the elliptic curve discrete

logarithm problem. Although mathematically more complex, elliptic curves provide smaller key
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sizes and faster operations for approximately equivalent estimated security. Since the 1970s, a
large variety of public key cryptosystems have been developed, most of them based on complexity
assumptions related to the same number theory problems as RSA and ElGamal. This dependence

on a very small set of problems makes such cryptosystems somewhat vulnerable.

In a series of papers [TCCO7, [TC97, [TC99], Renji Tao introduced a family of cryptosystems
based on finite transducers, named FAPKCs (which stands for Finite Automata Public Key
Cryptosystems). The security of these cryptosystems does not rely in complexity assumptions
related to number theory problems, rather relying on the difficulty of inverting non-linear finite
transducers and of factoring matrix polynomials over F, [Tao09], both NP-problems. Futhermore,
this family of cryptosystems uses relatively small key sizes, fast encryption and decryption and
can also be used to signature. The implementation of FAPKC only require logical operations,

making it suitable for smart card applications [TC97].

In the FAPKCs, roughly speaking, the private key consists of two finite transducers with memory,
one linear and one quasi-linear. The public key is obtained by a special product of the original
pair, resulting in a non-linear finite transducer with memory. It is not known an algorithm to
invert non-linear finite transducers, neither to factorize them. Therefore, in order to invert the
public key transducer, one needs the inverses of its factors, which are easily computed from the
transducers in the private key. The main difference between the different variants of FAPKC is

the choice of the type of transducers for the private key.

Although some of FAPKC schemes were already proved to be insecure [BI95], these cryptosystems
continue to present as a good alternative to the classic ones. Despite the many advantages
of FAPKC, its study was somehow condemned by the fact that many papers were written in
an arid language, with many results presented without proof or examples, and others referring
Chinese papers. Some clarification and consolidation of the work already done on this subject
were presented by lvone Amorim, Anténio Machiavelo and Rogério Reis in a serie of papers
[AMR12, /AMR144, /AMR14b, /AMR14d] and a PhD thesis [dCAL6]. In these works, it was
presented in a more clear way some results already known, it was studied the number and size
of equivalence classes of linear finite transducers defined over [F;, as well as algorithms to check
invertibility and invert linear transducers with memory. This dissertation is the continuation of

that work.
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In this work, after presenting some known results about linear finite transducers and finite trans-
ducers with memory, we introduce a new “extended” definition of quasi-linear finite transducers
with memory, allowing the increase of possible private keys. Then, we introduce and formalize a
procedure to check injectivity of linear and quasi-linear finite transducers, as well as a necessary
and sufficient condition for the injectivity of these transducers. Inverting linear and quasi-linear
transducers with memory is fundamental in the key generation process of FAPKCs, since one
needs to define both an invertible transducer with memory and a corresponding inverse. In
order to be able to study the preexisting FAPKCs, we present two types of compositions of finite
transducers with memory, introduced by Tao [Tao09]. Also, it will be illustrated a general scheme
of key generation, and encryption and decryption processes. The scheme presented is known to
be insecure, however, it is the only one that we can understand through the papers we had access.
Finally, we will present the Bao-lgarashi attack to this scheme and extend it to work with all
possible values of transducers injectivity delay. Throughout this work, it is present a wide variety

of examples to illustrate the concepts and procedures introduced.

1.1 Structure of this Dissertation

We start by reviewing, in Chapter 2, several concepts and results from different areas of mathe-

matics that will be used throughout this work. We also introduce some convenient notation.

Preliminary notions and results of general finite transducers are given in Chapter 3, including the
concepts of injectivity and invertibility that are considered in this work. Also, in this chapter,
we give the definitions of linear finite transducer and finite transducer with memory (linear and
quasi-linear). Then, we present our new extended definition of quasi-linear finite transducers with
memory. Some results about invertibility of finite transducers with memory are also presented in

this chapter.

In Chapter 4, it is given a necessary and sufficient condition to invertibility of linear finite
transducers with memory. We present and formalize a procedure to check injectivity of linear
finite transducers with memory, using R, and R; transformations. During this procedure, we
construct an inverse transducer of the original one. Also, these results are extended to quasi-linear

finite transducers with memory.
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Chapter 5 is devoted to the presentation of Bao-Igarashi attack to FAPKC. In order to be able to
do that, we start by introducing two different compositions of finite transducers. Next, we present
a general description of FAPKC as well as a base scheme with key generation and encryption
and decryption processes. Lastly, it is presented the Bao-lgarashi attack modified to work with

all possible values of injectivity delay and illustrate it through an example.

To end, in Chapter 6, we summarise our contributions and discuss some future research directions.



Chapter 2

Mathematical Prerequisites

2.1 Relations and Funtions

Let A and B be two sets. A relation ~ from A to B is a subset of the cartesian product A x B.
The notation a ~ b is used to denote that (a, b) is in the relation ~. If (a,b) is not in the relation

~, it is denoted a % b. When A = B, ~ is also called a binary relation on A.

A binary relation ~ on a set A is said to be an equivalence relation if and only if the following
conditions hold:

o ~ is reflexive, i.e., a ~ a, for all a in A;

e ~ is symmetric, i.e., a ~ b if and only if b ~ a, for all a,b in A;

e ~ is transitive, i.e., if a ~ b and b ~ ¢, then a ~ ¢, for all a,b,c in A.
Let ~ be an equivalence relation on A. For any a € A, the set [a]. = {b€ A | a ~ b} is called

the equivalence class containing a, while the set of all equivalence classes, A/~ = {[a]~ | a € A},

is called the quotient of A by ~.

The restriction of a binary relation on a set A to a subset S is the set of all pairs (a,b) in the
relation for which a and b are in S. If a relation is an equivalence relation, its restrictions are

too.

Given a positive integer n, an example of an equivalence relation is the congruence modulo n
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relation on the set of integers, Z. For a positive integer n, one defines this relation on Z as

follows. Two integers a and b are said to be congruent modulo n, written:

a=,b or a=b (modn),

if their difference a — b is a multiple of n. It is easy to verify that this is an equivalence relation
on the integers. The number n is called the modulus. An equivalence class consists of those
integers which have the same remainder on division by n. The set of integers modulo n, which

is denoted by Z,, is the set of all congruence classes of the integers for the modulus n.

Example 2.1.1. Take n = 2. Then, for example,

5=3=1 (mod2) and [1].={2j+1]j€Z}.

A relation from a set A to a set B is called a function, map or mapping, if each element of A is
related to exactly one element in B. A function f from A to B is denoted by f : A — B, and
for all @ in A, f(a) denotes the element in B which is related to a, which is usually called the

image of a under f.

A function f : A — B is called injective, or a one-to-one function, if it satisfies the following
condition:

Va,a' € A, f(a) = f(d)=a=d,
and is called surjective if the following condition holds:

Vbe B, dac A, f(a)=0.

If a function is both injective and surjective, then it is called bijective or a bijection.

2.2 Groups, Rings and Fields

Let A be a set and n a natural number. A n-ary operation on A is a mapping from A" to A.
The operation o : A2 — A is called a binary operation, which only means that if (a,b) is an

ordered pair of elements of A, then a ¢ b is a unique element of A.

A group is an ordered pair (G, <), where G is a non-empty set and ¢ is a binary operation on G

(called the group operation), satisfying the following properties:
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e the operation ¢ is associative, that is, z¢ (y o z) = (zoy) oz, for all z,y,z € G,

e there is an element e € (G such that zve =eox = z, for all  in G. Such an element is

unique and is called the identity element;
e if z is in GG, then there is an element y in G such that z oy = y o x = e, where ¢ is the
identity element. That element y is called the inverse of x.

A group is denoted additively (multiplicatively) or is an additive (multiplicative) group when:

e the group operation is denoted by + (-);

e the identity element is denoted by 0 (1);

e the inverse of an element x is denoted by —x (z71),
respectively. If the group operation is commutative, i.e., zoy = y oz for all z,y in G, then G
is called an Abelian group or commutative group.

There are some very familiar examples of Abelian groups under addition, namely the integers Z,
the rationals Q, the real numbers R, and Z,,, for n € N. Notice that N denotes de set of natural

numbers, i.e., N={1,2,3,...}.
A ring is an ordered triple (R,+,-), where R is a non-empty set, + is a binary operation on
R called addition, and - is also a binary operation on R called multiplication, which obey the
following rules:

e (R,+) is an Abelian group (the additive identity is denoted by 0);

e the multiplicative operation is associative, that is, x- (y-z) = (z-y) - 2, for all ,y,z in R;

e there is an element 1 in R suchthat1-z =2 -1 =z, for all z in R. 1 is called the

multiplicative identity;

e the multiplication is left distributive with respect to addition, thatis, z-(y+2) = z-y+z-z,

for all x,y,z in R;

e the multiplication is right distributive with respect to addition, i.e., (x+y)-z =x-2+y-z,

for all z,y,z in R.
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A simple example of a ring is the set of integers with the usual operations of addition and

multiplication.

Let R be a ring with multiplicative identity 1. An element r in R is said to be multiplicatively
invertible or just invertible if and only if there is an element s in R such that r-s=s-7r =1,
and s is called the multiplicative inverse of r or just the inverse of . An invertible element in
R is called an unit and the set of units of R is represented by R*. Let a,b € R. We say that
a divides b, and write a | b, if there is ¢ € R such that b = aq, where ag abbreviates a - q.
The definition of congruence modulo n relation on the set of integers, presented before, can be
generalised to elements of a ring. Thus, two elements a,b in a ring, R, are congruent modulo

ne€Rifn|(a—D>).

A field is a commutative ring that has multiplicative inverses for all non-zero elements. The set

of real numbers, together with the usual operations of addition and multiplication, is a field.

If IF is a field with a finite number of elements, then one says that I is a finite field or a Galois field.
The simplest examples of finite fields are the prime fields: given a prime number p, the prime
field F,, or GF(p) is the set of integers modulo p, previously denoted by Z,. The elements of a

prime field may be represented by integers in the range 0,1,...,p— 1. For example, Fo = {0, 1}.

2.3 Modules and Vector Spaces

Let R be a ring and 1 its multiplicative identity. A right R-module, M, consists of an Abelian
group (M, +) and an operation * : M x R — M such that, for all r,s € R and z,y € M:

o (z+y)xr=xxr+yxr
e xx(r+s)=xxr+xxs
o x(rs)=(z*r)*s

e rx1—=u.

The operation of the ring on M is called scalar multiplication and is usually written by juxtapo-

sition, i.e., zr for r € R and x € M. However, in the definition above, it is denoted as = * r
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to distinguish it from the ring multiplication operation, which is denoted by juxtaposition. A left
R-module M is defined similarly, except that the ring acts on the left, i.e., scalar multiplication
takes the form x : R x M — M and the above axioms are written with scalars r and s on the

left of x and y.

If R is commutative, then left R-modules are the same as right R-modules and are simply called

R-modules.

For example, if R is a commutative ring and n € N, then R is both a left and a right R-module

if one uses the component-wise operations:

(al,ag,...,an)+(bl,bg,...,bn) = (al—i—bl,ag—l—bg,...,an—i—bn),

alar,az,...,ay) = (aar, aag, ..., aap),

for all (a1,as,...,ay), (b1,ba,...,b,) € R™, and for all « € R.
Let F be a field. Then an F-module is called a vector space over F.

Example 2.3.1. Let n € N. The set Fy with the component-wise operations of addition and
scalar multiplication, as defined above, is a vector space over the field Fo which is denoted simply

by 5.
Let V be a vector space over a field F. A non-empty subset U of V is said to be a subspace of
V if U is itself a vector space over [ with the same operations as V.

Let V be a vector space over an arbitrary field F and n € N. A vector of the form
a1U1 + QU2 + ... + Uy,

where a; € F and v; € V, for ¢ = 1,...,n, is called a linear combination of the vectors

v1,V2,...,Vn. Ihe scalar «; is called the coefficient of v;, fori =1,...,n.

The set of all linear combinations of given vectors vy, v9,...,v, € V is a subspace of V' and is

called the subspace generated by (or spanned by) the vectors vy, va, ..., vy,

Let S = {s1,592,...,5,} beanon-empty subset of V and v € V. If there are scalars a1, g, . .., ap,

in F such that

V=151 + @252 + ...+ QmSn,
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then one says that v can be written as a linear combination of the vectors in S. The set S is
linearly independent if and only if no vector in S can be written as a linear combination of the
other vectors in that set. If one vector in S can be written as a linear combination of the others,

then the set of vectors is said to be linearly dependent.
A non-empty subset B of V is said to be a basis of V' if and only if both of the following are

true:

e B is a linearly independent set;
e V is spanned by B.

Example 2.3.2. It is easy to see that the set {(1,0,0); (0,1,0); (0,0,1)} is a basis of R, which

is called the standard basis of R3.

If V is a vector space that has a basis B containing a finite number of vectors, then V is said to
be finite dimensional. The number of elements on that basis is what is called the dimension of
V', and is denoted by dim(V'). It can be shown that the dimension of a vector space does not
depend on the basis chosen, since all the bases have the same number of elements [Val93]. If V

has no finite basis, then V is said to be infinite dimensional.

Example 2.3.3. From the previous example, it is clear that R? is finite dimensional and its

dimension is 3.

2.4 Matrices and Smith Normal Form

Let m,n € Nand R a field. Leta;; € R, fori=1,...,m and j = 1,...,n. The rectangular

array A defined by

a1 a2 v Glg
as1 age - G2p
A= lai ] =
|1@m,1 Amz2 - Gmpn |

is called a matrix over R with m rows and n columns, or simply an m x n matrix. If m = n one

says that A is a square matrix. If m # n, then the matrix is said to be non-square. The set of all
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matrices over R with m rows and n columns is denoted by M, (R). If m = n, one denotes
Mpxn(R) simply by My, (R). The elements of a matrix are called its entries, and a; ; denotes

the entry that occurs at the intersection of the ith row and jth column.

A matrix in My, xn(R) (M, (R)) in which each element is the additive identity of R is called a

zero matrix, or null matrix, and is usually denoted by 0,,x» (0y,).

Example 2.4.1. The null matrices in M3(R) and Mayx4(R) are, respectively,

0 0 O
0 0 0 O
03=10 0 0| and 0O2x4=
0 0 0 O
0 0 O

The n x n matrix A = [a; ;] over R such that a;; = 1 and a;; = 0, for i # j, is called the

identity matrix of order n over R and is denoted by I,,.

0
Example 2.4.2. The identity matrix of order 2 is I =
0 1

A m xn matrix A = [a; ;] can be thought of either as a collection of m row vectors, each having

n coordinates:

a1 a2 ... ain],
lagq  a22 ... a2n],
[am,l Am2 ... am,n] )

or as a collection of n column vectors, each having m coordinates:

a1 a2 a1n
as asp asp
, S
| Am,1 | | Am,2 | | Am,n |

The subspace of R™ generated by the row vectors of A is called the row space of the matrix
A. The dimension of this row space is called the row rank of A. Similarly, the subspace of R™
generated by the column vectors of A is called the column space of A, and its dimension is the

column rank of A.



FCUP | 12
Mathematical Prerequisites

It is well known that the row rank of a matrix is equal to its column rank [McC71]. Therefore,
one does not need to distinguish between the row rank and the column rank of a matrix. The
common value of the row rank and the column rank of a matrix is called simply the rank of the

matrix. The rank of a matrix A is here denoted by rank(A).

A matrix is said to have maximal rank if its rank equals the lesser of the number of rows and

columns.

Example 2.4.3. Consider the matrices

1 00 1 10
A= and B = ,

011 0 00

defined over Fy. Then, since rank(A) = 2 = number of rows, A has maximal rank. The matrix

B does not have maximal rank because rank(B) =1 < number of rows < number of columns.

One can define two operations that give M,,(R) a ring structure. Let A = [a;;] and B = [b; j]

be matrices in M,xn(R). The sum of A and B is the m x n matrix C' = [¢; ;] such that

Cij = Qij + bij.

Now, let A = [a; ;] be a matrix in My, xn(R) and B = [b; ;] a matrix in M,,xp(R). The matrix

product C' = [¢; ;] = AB is the m x p matrix defined by

n
Cij = E i, kbr, ;-
k=1

The set M,,(R) together with the two operations defined above is a ring, which is not commu-
tative. Notice that the addition of matrices is defined only for matrices of the same size, and the
product is defined between matrices such that the number of columns of the first matrix equals

the number of rows of the second one.

Example 2.4.4. Consider the matrices A and B of the previous example. Then

010
A+B= ,
0 1 1

and the product AB is not defined.
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One can also define a scalar multiplication which, together with the matrix addition defined
above, gives M, xn(R) a vector space structure. Let « € R and let A = [a;;] be a m x n

matrix over R. Then, the scalar multiplication of a and A, the matrix C' = [¢; j], is given by
Ci:j = Oéai’j'

If A is an m x n matrix, then the transpose matrix of A is denoted by A7 and it is the n x m

matrix whose (i, 7)th entry is the same as the (j,4)th entry of the original matrix A.

Example 2.4.5. Let A and B be the following matrices over R:

1
1 2 3
A= 12 and B =
4 5 6
3
Then,
1 4

AT:[1 2 3} and BT =9 5
3 6

For a matrix A, the submatrix A; ; is obtained by deleting the ith row and the jth column.
Example 2.4.6. Consider the matrix B of the previous example. Then B; o = [4 6] )

With each n x n matrix A = [a; ;] there is associated a unique number called the determinant

of A and written det(A) or |A|. The determinant of A can be computed recursively as follows:

L |Al=a1,, ifn=1;
2. |A| = a171a2,2 — CLLQCLQ,]_, if n = 2;

3. |A’ = Z?Zl(—l)l—’_jal,j’/ll,ﬂ, if n > 2.

It is well known that a matrix A € M, has rank n, i.e., maximal rank, if and only if its

determinant is not zero [McC71].

For a n x n matrix A, the adjoint matrix of A is the matrix

adj(A) = [cil,
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where

Cij = (—1)i+j det(AM).
Example 2.4.7. Consider the matrices

1 01 1 10
A=10 1 0 and B=0 0 1],
1 00 0 0O
defined over Fy. Then, det(A) =1, det(B) =0,

00 1 00 1
adj(A)= 10 1 0|, and adj(B)= {0 0 1
101 000

Let A be a n x n matrix. A is called invertible (also non-singular) if there exists a n X n matrix
B such that
AB = BA =1I,.

If this is the case, the matrix B is uniquely determined by A and is called the inverse of A,

denoted by A~!. The inverse of A can be computed in several ways. For example,

1
-1 _
A= det(A)

adj(A).

Furthermore, A is invertible if and only if det(A) # 0 or, equivalently, rank(A) = n [McC71].
The set of all n x n invertible matrices over R is denoted by GL,,(R), which stands for general

linear group of degree n over R.

Example 2.4.8. The matrix B of the previous example is not invertible, while the matrix A is

invertible and A~! = adj(A).

Notice that non-square matrices are not invertible. However, they can be left or right invertible.
A m x n matrix A is left (right) invertible if there is a n x m matrix B such that BA = I,
(AB = I,;,). Such matrix B is called a left (right) inverse of A. One knows that A is left (right)
invertible if and only if rank(A) = n (rank(A) = m), i.e., the columns (rows) of A are linearly

independent.

One says that a matrix is in reduced row echelon form if and only if all the following conditions

hold:
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e the first non-zero entry in each row is 1;

e cach row has its first non-zero entry in a later column than any previous rows;

e all entries above and below the first non-zero entry of each row are zero;

e all rows having nothing but zeros are below all other rows of the matrix.
The matrix is said to be in reduced column echelon form if its transpose matrix is in reduced row
echelon form.

Example 2.4.9. The following matrix over Fy is in reduced row echelon form but is not in

reduced column echelon form:

01100
00010
0 00 0O

2.5 Linear Maps

Let V and W be vector spaces over the same field F. A mapping f : V — W is called a linear
transformation, linear map or an homomorphism of V into W, if the following conditions are

true:

o f(vy +wv2) = f(v1)+ f(ve), for all vy, vy in V;

o f(av) = af(v), for all ain F and for all v in V.
The first condition states that addition is preserved under the mapping f. The second asserts
that also scalar multiplication is preserved under the mapping f. This is equivalent to require that

the same happens for any linear combination of vectors, i.e., that for any vectors v1,...,v, € V,

and scalars ay, ..., a, € F, the following equality holds:

f(alvl R Oénvn) = alf(vl) + 4+ anf(vn)'

Denoting the zero elements of the vector spaces V and W by 0y and Oy respectively, it follows

that f(0y) = Ow because, letting &« = 0 in the second condition, one gets:

f(Oy) = f(0-0v) =0f(0y) = Ow.
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An homomorphism which is a bijective mapping is called a linear isomorphism, and if there exists
an isomorphism ¢ of V onto W it is said that V is isomorphic to W, denoted by V ~ W, and

@ is called a vector space isomorphism.

Example 2.5.1. Let f : F3 — F% be the mapping defined by:

flz,y,2) = (x+y,2).

Let us show that f is a linear map.

1. Let v = (v1,v9,v3),w = (w1, ws,ws) € F3. Then

flv+w) = f(vr + wr, v + wa, v3 + w3)
= (v1 + w1 + v2 + wa, v3 + w3)
= (v1 + v2,v3) + (w1 + wa, w3)

= f(v) + f(w).
2. Let o« € Fg and v = (v1,v2,v3) € IF% Then

flaw) = f(awv1, avy, avs)
= (av + avg, awvs)
= a(v1 + v, v3)

= af(v).

Since addition and scalar multiplication are preserved under f, one concludes that f is a linear

map.

2.6 Graphs

A directed graph is an ordered pair (V,I') where V is called the vertex set and ' C V x V
is called the arc set. If V' = () the graph is called the empty graph. Elements in V are called
vertices and elements in T" are called arcs. For an arc u = (a,b) € I, a is called the initial vertex

of u and b the terminal vertex.
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A path of the graph (V,I') is a finite or infinite sequence of arcs where the terminal vertex of an
arc is the initial vertex of the next arc. The number of arcs in the sequence is called the length

of the path.

If o = wjus---uy is a path of the graph and the terminal vertex of the arc u,, is the inicial vertex
of uy, the path ¢ is called a circuit. Evidently, if there exists a circuits then there exists a path

of infinite length.

The levels of vertices can be defined recurrently as follows:

e For any vertex a € V, if a is not a terminal vertex of any arc then the level of a is defined

to be O;

e For any vertex a in V, if the levels of all initial vertices of arcs with a as terminal vertex

have been defined and the maximum is h then the level of a is defined to be h + 1.

If the level of each vertex of (V,I") is defined and the maximum is ¢, the graph has level and the
level of the graph is defined to be £. Clearly, if each vertex of the graph is an isolated vertex (i.e,
vertex with level 0) then the level of the graph is 0. The level of the empty graph is defined to
be —1.
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Chapter 3

Finite Transducers

3.1 Preliminaries on Finite Transducers

An alphabet is a non-empty finite set of elements where the elements are called symbols or
letters. Given an alphabet A, a finite sequence of symbols from A, say a = agay---q;_1, is
called a word over A, and [ its length which is denoted by |«|. The empty word is a word of
length [ = 0, i.e, the empty sequence, denoted by €. Let A™ be the set of words of length n,
where n € Ny, then, for example, A = {¢}. Let A* = Un>0A" be the set of all finite words and
AY ={apay---ap--- | a; € A} be the set of infinite words. The concatenation of two words in
A*, say a = apay - am—1 and B = bgoby - - - by—_1, is also a word in A* of length m + n and is
denoted by «f. Similarly, if @« = agay---am_1 € A* and B = boby ---bp_1--- € A¥, then the

concatenation of o and 3 is the element agai - - - am_1bob1 -+ byy_1 - -+ of A¥.

In the context of this work, a finite transducer (F'T) is a finite state sequential machine which, in
any given state, reads a symbol from a set X', produces a symbol from a set ), and switches to
another state. Thus, given an initial state and a finite input sequence, a transducer produces an

output sequence of the same length. The formal definition of a finite transducer is the following.

Definition 3.1.1. A finite transducer is a quintuple (X, Y, S,d, \), where:

e X is a nonempty finite set called the input alphabet;

e )V is a nonempty finite set called the output alphabet;

19
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e S is a nonempty finite set called the set of states;
e ):5x X — S called the state transition function; and

e \:SxX — )Y called the output function.

Any state of S can be used as the initial state. In these transducers, for each state and input,

only one output is possible, therefore, they are deterministic.

Let M = (X,),S,0,\) be a finite transducer. The state transition function § and the output

function A can be extended to finite words, i.e., elements of X'*, recursively, as follows:
d(s,e) =s 0(s,xza) = 8(d(s, x), @)
A(s,e) =¢ A(s, za) = A(s,x) A(d(s,x), ),
where s € S, r € X, and o € XA™*.
Example 3.1.2. Let M = ({0,1},{a,b},{s1,s2},0,\) be the transducer defined by:
d(s1,0) = s1, d(s1,1) = s9, 0(s2,0) = s1, d(s2,1) = s9,
A(s1,0) = a, A(s1,1) = a, A(s2,0) = b, A(s2,1) = 0.
Then, for example,
d(s1,01) = 5(d(s1,0),1) = d(s1,1) = s9,
A(s1,01) = A(s1,0)A(0(s1,0),1) = aA(s1,1) = aa,

and

d(s1,0010110) = sq,
A(s1,0010110) = aaababb.
Example 3.1.3. Let M = (F3,F3,F3,0,\) be the transducer defined by:
0(s,z) = As + Bz,
A(s,z) = Cs + D,
for all s € F3, x € F3 and where

01 00
A= , B= ,C=10 0| andD =10 0
11 00
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1 1 |1] |0} |1] |1
Take s = and o = . Then,
0 11 (0] |0] |Of |1
0
0(s,a) = ,
0

—_
—_
—_
—_
—_

M is what is called a linear finite transducer. The formal definition will be given later.

A transducer can be represented by a diagram that is a digraph with labeled nodes and arcs, where
loops and multiple arcs are allowed. Each state of the tranducer is represented by a node and
each arc indicates a transition between states. The label of each arc is a compound symbol of the
form i|o, where i and o stand for the input and output symbol, respectively. This representation

is useful to deal by hand with the computations of some examples presented in this chapter.

Example 3.1.4. The transducer M defined in Example is represented by the diagram

1|a
0|a.1|b
0

Given this diagram, it is quite easy to compute 6(s,«) and A(s,«) for the transducer, where

below:

s€ S and a € X*.

Definition 3.1.5. Let M, = <X,y1,51,51,)\1> and My = <X,y2,52,52,)\2> be two finite
transducers. Let s; € S1 and so € Sy. One says that s; and so are equivalent, and denote this

relation by s1 ~ ss, if

Va € X", Ai(s1,a) = Aa(s2, ).

It is obvious that if s; ~ sg then Vz € X, d1(s1, ) ~ d2(s2, ).
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Example 3.1.6. Let M = (Fy,Fy, {s1, s2,83},9,\) be the transducer induced by the diagram:

01 010
(o))
110

11 01

and let M’ = (Fo,Fy,{s], 55}, 8", \) be the transducer induced by:

0]1 0]0
11
10

Then

e sy ~ sh, because Var € X* N(sg, ) =0---0 = N(sh, ),

® S~ S3~ 8]

To prove that s1 ~ s3, let o be a non-empty word in F5. Then, either « is of the form 03 or o

is of the form 13, for some (3 in 5. In the first case, one has
A(Sla 06) = )‘(817 0))‘(5(317 0)7 6) = 1)\(827 /3)7

and

A(83,08) = A(s3,0)A(0(s3,0), B) = 1\(s2, B),

It follows that A(s1,08) = A(s3,08), for all 5 € X*. Analogously,

)\(817 16) = 1)‘(8176) = )‘(837 16)1

for all 5 € X*. Therefore, Voo € X*, A\(s1,0) = A(s3, ), i.e., s1 ~ s3. It is also easy to see that

s1 ~ 8]

The definition of equivalent states can be used to define equivalent transducers.
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Definition 3.1.7. Let M; = <X,y1,51,(51,A1> and My = (X,y2,52,52,)\2> be two finite
transducers. My and My are said to be equivalent, and denote this by My ~ My, if the following
two conditions are simultaneously satisfied:

e Vs € 51,382 € 89181 ~ 89,

o Vso € S9,ds1 € 51 : 851 ~ s0.

The relation ~ defines an equivalence relation on the set of finite transducers.

Example 3.1.8. The transducers M and M’ of Example are equivalente since s1 ~ s3 ~ s

/
and sy ~ s5.

3.2 Concepts on Invertibility

A fundamental concept in this work is the concept of injectivity that is behind the invertibility
property of the transducers used for cryptographic purposes. In fact, it will be presented two
concepts: the concept of w-injectivity and the concept of injectivity with a certain delay. These
two notions of injectivity were introduced by Tao, who called them weakly invertible and weakly
invertible with a certain delay, respectively [Tao09]. Here it will be used names that are more

naturally related to how these terms are used in other mathematical settings.
Definition 3.2.1. A finite transducer M = (X, Y, S, 0, \) is w-injective, if
Vs €8, Va,a € X¥, A(s,a) = A(s,d) = a=d.
That is, for any s € S, and any o € X¥, « can be uniquely determined by s and (s, a).

Definition 3.2.2. A finite transducer M = (X,)), S, 6, A) is injective with delay 7, or T-injective,

with T € Ny, if
/

Vs €S, Va,2’ € X, Va,d' € X7, A(s,za) = \(s,2/d/) = z =2,

That is, forany s € S, x € X, and any o € X7, x can be uniquely determined by s and \(s, z«).
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If a transducer is injective with delay 0, given the initial state and the output symbol, one can
recover the input symbol used. If a transducer is injective with some delay 7, 7 € N, the first
symbol of an input sequence of length 7 + 1 can be recovered, given the initial state and the
output sequence. Obviously, if the input sequence has length 7+ ¢, £ € N, one can recover the

first £ input symbols.

Example 3.2.3. The transducer presented in Example and which is represented by the

diagram

1|a.
0|a.1|b
0

is injective with delay 1. To prove that, one has to compute the output for every state and every

input sequence of length 2:

A(s1,00) = aa, A(s2,00) = ba, A(s1,10) = ab, A(s2,10) = bb,

A(s1,01) = aa, A(s2,01) = ba, A(s1,11) = ab, A(s2,11) = bb.
From these outputs, one can conclude that
Vs € {51,502}, Vooxy, zprh € {0,132, A(s,z021) = (s, 2h2)) = 20 = 2},

which proves, by definition, that the transducer is injective with delay 1. Moreover, the transducer

is not injective with delay 0 (for example, \(s1,0) = a = A(s1,1) and 0 # 1).

Example 3.2.4. The transducer M = ({0,1},{a,b}, {s1,s2},,\) induced by the diagram

1]a
0|a.1|a
0] b

is not injective with delay 1 since, for example, A(s1,01) = A(s1,11) and 0 # 1.
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Let M = (X,V,5,9,\) be a finite transducer. Clearly, if M is injective with delay 7 € Ny then
M is also injective with delay k, for k& > 7, which implies that it is also w-injective. Tao proved
that the converse is also true [Tao09, Corollary 1.4.3]. To demonstrate this result consider the

graph G = (V,T') constructed from M as follows. Let
R={(8(s,2),0(s,2")) |z #2', XN(s,z) = A(s,2'), z,2" € X, s € S}.

Obviously, if (s,s") € R then (s',s) € R. If R = () then G} is the empty graph. In the case
of R # (), let the vertex set V' of Gj; be the minimal subset of S x S satisfying the following

conditions:

e RCV;
o (s,8) e VANs,z)=As,2") = (§(s,2),d(s,2")) € V, where z,2’ € X.

Let the arc set I' of G be the set of all arcs ((s,s), (6(s,x),d(s',2"))) satisfying:
o (s,8)eV;
e A\(s,x) = A(s,2'), where z,2’ € X.

Example 3.2.5. Consider the transducer represented by the diagram

1|a
0|a.1|b
0

To construct the graph Gy, first one has to construct the set R defined as above. In this

transducer one has:

A(s1,0) = A(s1,1) =a

)\(82,0) = )\(82, 1) =b

then R = {(0 (s1,0),0 (s1,1)); (0 (s1,1),0(51,0)); (5 (52,0),9 (s2,1)); (0 (s2,1),0 (s2,0))} =
{(s1,52),(s2,51)}. To construct the vertex set V' one has to initialize it as V' = R then, for all
pairs (s,s') € V that produce the same output for some z,z' € {0,1}, (§(s,x),d(s',2")) € V.
SinceVx € {0,1}, X(s1,z) = a and \(s2,x) = b, the pairs in R never produce the same output,
then V.= R = {(s1,s2),(s2,51)}. Therefore, the graph G)s is composed by two isolated

vertices.
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Example 3.2.6. Consider the transducer M presented in induced by the diagram
1]a
0la 1a
0|b

The transducer produces the output a when the state is s; or when the state is sy and the
input is 1. Therefore, since R is composed by the pairs of the states transition obtained with
differents inputs that produce the same output, R = {(6 (s1,0),0 (s1,1)); (0 (s1,1),0 (51,0));
(0(51,0),6 (s2,1)); (6 (s2,1),0 (51,0))} = {(s1,82) , (s2,51)}.

Let the vertex set V' be equal to R. Since A(s1,0) = A(s2,1) and A(s1,1) = A(s2,1), the
vertex (s1,82) has an arc to the vertex (6(s1,0),d(s2,1)) = (s1,82) and an arc to the vertex
(6(s1,1),0(s2,1)) = (s2,82). Analogously, (s2,s1) has an arc to itself and an arc to the vertex
(s2,82). The new vertex (s2,s2), obviously, has an arc to itself and an arc to (s1,$1), since
d(s2,0) = s1. Finally, (s1,s1) has an arc to all the vertices since \(s1,0) = A(s1,1) and

(5(81,0) = 8] /\5(81,0) = $9.

The graph Gy is represented by:

The following theorems prove that if M is w-injective then M is injective with some delay .
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Theorem 3.2.7. Let M = (X, Y, S,0,\) be a finite transducer. M is w-injective if and only if
the graph G s has no circuit. Moreover, if Gy has no circuit and its level is p then the minimum

T such that M is T-injective is p + 1.

Proof. Suppose that Gj; has a circuit. From the construction of the graph, there exists a
path wujusg---ug such that the initial vertex of u; is in R and wu,uy4+1---ug is a circuit for
some r,1 < r < k (which means that the terminal vertex of uy is the initial vertex of u,).
One has that Vi € {1,--- ,k}, w; = ((si,8}), (0(si, i), 0(s}, x,))) and A(s;,z;) = (s}, x}) for
some z;, 2, € X. Since the inicial vertex of u; is in R, there exists zg,z(, € X, sp € S such
that A(so,z0) = A(so,x) and xg # xf. Taking a = zoxy -+ Ty_1Zyp -+ Ty -+ Tf- -+ and

/ /

o =xp -y - apa) - x) -+ -, one has that oo # o/ (since zg # () and A(sg, ) =

A(s0, '), thus M is not w-injective (by Definition (3.2.1)).

1.’];

Conversely, suppose that G has no circuit. Then G has level. Let p be the level of the graph,
where p € Ny U {—1}. In the case of R = (), it is obvious that p = —1 and M is injective
with delay 0 (= p + 1) since there not exists s € S such that A(s,z) = A(s,2’) and = # z'.
In the case of R # (), for any state sy of M and for any input sequence a = zox1 - - - p41 and

o = xoay -+ x4, reduction to absurdity proves that A(so, @) = A(sp, ') == x0 = 2§

Suppose that A(so, ozt - Tpp1) = A(so,x6x’l-~~x;+1) and zg # x(, for some sy € S
and some input letters. Since A(so,ZoZ1 - Zp1) = A(S0, ZoT} -+~ ¥),,1), one has that
A(s0,x0) = A(so,x() and A(sj, @) = A(s},x}), ¢ = 1,2,---,p+ 1. Since oy # i,

(s1,81) = (6(s0,20),0(s0,2()) € R. Moreover, for any i, 1 <1i < p+ 1, there exists an

/

arc u; = ((s4, 57), (8i41, 8j41)). Thus uug - --upyq is a path of Gy. This means that the

level of the graph is at least p 4+ 1 which contradicts that the level of G s is p.

Since A(sg, ) = A(s(, ') = xo = x{, this proves that M is injective with delay p 4+ 1 (by

Definition (3.2.2]). O

Example 3.2.8. The transducer presented in Example has a graph G with two isolated
vertices, thus G r has level 0, which means that the transducer is injective with delay 1 (as seen
in Example [3.2.3). The graph of the transducer in Example has a circuit, therefore this

transducer is not w-injective.
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Corollary 3.2.9. Let M = (X,),S,0,\) be a finite transducer. If M is w-injective, then there

(5]=1)
2

exists a non-negative integer T < 151 such that M is injective with delay T.

Proof. Suppose that M is w-injective. If G/ is the empty graph then R = (), which means that
Ve, o' € X, Vs €S, x#12' = \(s,x) # A\(s,2’). Since the statement is logically equivalent
toVe,a' € X, Vs €S A(s,z) = A(s,2’) = x = 2’ it follows, from Definition|3.2.1), that M

is injective with delay 0 and 0 < w

Conversely, suppose that G is not the empty graph. Then, from the previous theorem, Gj; has
no circuits (M is w-injective). If 3s € S such that (s, s) € V, then (s',s") = (6(s,x),d(s,x)) €
V, since Vo € X, A(s,z) = A(s,x). This yields that s; # sy for any (s1,s2) € V. Thus,
V] < |S|(|S] — 1). It is evident that (s1,s2) € V if and only if (s2,s1) € V, and that
((s1,52),(s3,84)) € I' if and only if ((s2,51),(s4,53)) € I'. Therefore, the number of vertices
with level i, 0 <i < p, is at least 2. Since the number of levels is p+ 1, one has that 2(p+1) <
IS|(|S|—1) e p+1< w From Theorem , T=p+1, thus 7 < w O

Example 3.2.10. From the previous theorem one may conclude, again, that the transducer M
defined in Example is not w-injective, since it is not injective with delay 1 and the set of
states has size 2 <7‘ < W = % — 1).

Naturally, injective transducers should have inverses of some sort. In order to describe the
appropriate concept, the following definition introduces a notion of an inverse state of a given

state.

Definition 3.2.11. Let M = (X,),S,0,\) and M' = (Y, X,S’,0', \') be two finite transducers.
Let s € S and s’ € S, then s inverts s with delay T € Ny or s’ is an inverse state with delay T
of s when

Va € XY N (s, \(s,a)) = ya, for some y € X7.

Remark 3.2.12. In the previous definition one may replace X¥ by X*, but then one has to
replace N (s, \(s,a)) = ~va by N(s',\(s,a)) = ~a/, where o' consists of the first |a| — T

characters of a.

Basically, using an inverse state s’ with delay 7 of a given state s one can start to recover the

input symbols of M after 7 symbols being read by M’.
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The figure below gives a schematic representation of the concept of inverse state with delay T,
where a« = x129 ... and A(s, ) = y1y2. .. :
M M

IJ_IQ"' ylyQ--. ‘71‘11‘2..-

_ S Sl

Figure 3.1: Concept of Inverse State with delay 7

Example 3.2.13. Let M = ({0,1},{a,b},{s1,s2},0,\) be the transducer induced by the

1|a
0]a 1]
0o
and let M' = ({a,b},{0,1},{s'},d’, \') be the transducer:

= @y=Ur

The state s’ of M’ inverts the states s| and so of M with delay 1. To prove that, it is enough

diagram:

to show that, for all z1x9 € {0,1}% and for all s € {s1,s2}, one has
N (s', A(s,m122)) = xw1, for some x € {0,1},

because this implies that for all o« € {0,1}* and for all s € {s1, s2},

N(s',\(s,a)) = za, for some z € {0,1}.

Using the diagrams of the tranducers one easily gets

N (s, A(s1,00)) = N (s, aa) = 00, N (s, M(s1,10)) = N (s',ab) = 01,
N(s', \(s1,01)) = N (', aa) = 00, N (s, M(s1,11)) = N (s',ab) = 01,
N (s, M(s2,00)) = X (s',ba) = 10, N(s', M(s2,10)) = N(s',bb) = 11,
N (s, M(s2,01)) = N (', ba) = 10, N (s, M(sg,11)) = N(s',bb) = 11.

This proves that s’ inverts the states s1 and so with delay 1.
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Definition 3.2.14. Let M = (X,),S,0,)\) be a finite transducer. One says that M is left

invertible with delay T if there is a transducer M' = (Y, X,S’,0', \') such that
Vs e S, ds' € S, s’ inverts s with delay 7.

The transducer M’ is called a left inverse with delay T of M.

It is clear that, in the previous example, the transducer M’ is a left inverse with delay 1 of M.

If M’ is a left inverse with delay 7 of M, then M’ can recover the input of M with a delay of 7

input symbols.

The following result, proven by Tao, establishes the fundamental relation between the injectivity

of a transducer and the existence of a left inverse. [Tao09]

Theorem 3.2.15. A finite transducer M = (X,), S, 8, \) is injective with delay T if and only if
there exists a finite tranducer M' = (), X, S’,8', X'} such that M’ is a left inverse with delay T

of M.

Later, in this work [Chapter (4], it will be presented a necessary and sufficient condition to the
transducers used in the FAPKC to be invertible (transducers with memory). Furthermore, it will

be shown a method to construct a left inverse of a transducer.

3.3 The notion of Linear Finite Transducer

Definition 3.3.1. If X, Y and S are vector spaces over a field F and both § : S x X — S and
A: S x X — Y are bilinear maps, then M = (X,Y,S,0,\) is called a linear finite transducer

(LFT) over F and the size of M, denoted size(M), is the dimension of S as a vector space.

Example 3.3.2. Let M = (IF3,F3,F3,6,\) be the transducer defined by:

5(87$) = (82 +x1,81 + T2+ .’,12'3),

A(s,x) = (s1 4+ z1 + x3, s2 + x2),

for all s = (s1,82) € F3 and for all x = (x1,72,23) € F3. The state transition function

§ : F5 — 2 and the output function \ : F3 — 2 are linear maps, therefore, M is a linear finite
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transducer over Fy and the size of M is dim(F3) = 2. Moreover, if one considers the standard

bases of T3 and 3, those maps are represented in terms of matrices in the following way

01 100 T
0(s,z) = S1 S Tl T2 :Ug]
1 0 0 1 1
0 1] [s1 1 0 0
= + Lo
1 0] |so 011
L i -
01 1 0 0
= S+ x,
1 0 011
1 01 01 T
A(s,x) = [31 S9 T1 To X3
01 010
1 0] |s1 1 0 1
- + o
0 1| |so 01 0
L _ -
1 0 1 01
= s+ x,
0 1 010

Let M = (X, ), 5,8, \) be a linear finite transducer over a field F. If X', ) and S have dimensions
¢, m and n, respectively, then there exist matrices A € M,,(F), B € M,,x¢(F), C € Mysn(F)

and D € M, «¢(F), such that, in the appropriate bases,

0(s,x) = As + Bz,

A(s,z) = Cs+ Dz,

forall s € S, x € X. From the computations made on the previous example it is easy to
understand how the matrices can be constructed from the maps  and A. The matrices A,
B, C and D are called the structural matrices of M, and ¢, m and n are called its structural

parameters.

A linear finite transducer such that C'is the null matrix (with the adequate dimensions) is called

trivial since the output of this transducer only depends on the input.
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3.4 Finite Transducers with memory

The finite transducers with memory, given a new input symbol, use the values of past inputs and,
possibly, past outputs to compute a new output symbol. This type of transducers is the base of
the cryptosystems being analyzed. The private keys are compounded by two finite transducers
with memory, one linear and one quasi-linear. Quasi-linear finite transducers, which will be
properly defined later in this section, are a special type of non-linear finite transducers that have
a linear part and a non-linear part in a way that the invertibility is only affected by the linear part
[Tac09]. The composition of these two types of transducers produces a non-linear transducer, the
public key. The security of the FAPKCs rely on the difficulty of factoring this type of transducers,

as well as, the difficulty of inverting them.

To be able to introduce the linear and quasi-linear finite transducers with memory, first, let us

start by properly defining finite transducers with memory.

Let & be a non-empty set and j € N. Define o; : XTI x X — X by:

oi((x1,22,...,25),x) = (x2,23,...,25,T).

Definition 3.4.1. Let ¢ : XM x V¥ — YV, with h, k € Ng not simultaneously null, and X,)
two non-empty finite sets. Let My = <X, Y, Xh x Yk, 0, )\¢> be the finite transducer such that,

forall z € X, ac € X", B € V¥, the state transition and output functions are given by:

5¢(< aaﬁ >,.’E> =< O'h(a,-f),a'k(ﬁ,y) >,

(<, B>,7) =y,

where y = ¢(o,x, ) and < ... > is used to denote the states of this transducer. My is called
the finite transducer with memory (h, k) defined by ¢. If k = 0, then My is said to be a finite

transducer with input memory h.

As the name suggests, a finite transducer with memory is completely defined by its memory (h, k)

and by the function ¢. Notice that d4 and Ay are explicitly given by ¢.
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Below, there is a schematic representation of the state transition function for this kind of
transducers. Let M = <X, Y, X0 x Yk s, )\> be a finite transducer with memory of order (h, k),
with h,k € Ny not simultaneously null. Consider the state < x1,Z9,...,Zh, Y1,Y2,---, Y >
€ X" x Y* and let y € Y be the output produced by M with the input symbol 2 € X. Then,

the next state of M is given by:

Notice that, the current state of M is composed by the last h input symbols and the last k

output symbols.

Example 3.4.2. Let My be the finite transducer with memory of order (3, 2) defined by the map
¢ : FS — Fa with ¢(a,b,c,d,e, f) = ab+ c+df. Then M, = <F2,F2,Fg,5¢, /\¢> is such that

)‘¢(< T1,22,T3,Y1,Y2 >,.’IJ) = ¢(x37x27x17x7y2ay1)7 and

5¢(< T1,22,T3,Y1,Y2 >,$) =< $27$37$73/2;)\(< T3,T2,T1,Y2, Y1 >,$> > .
Take s =< 1,1,1,1,1 >€ F3. Then,
Ao(5,0) = $(1,1,1,0,1,1) = 0, and

94(5,0) =< 1,1,0,1,0 > .

In a finite transducer with memory of order (h, k), the output depends on the current input, the
last A inputs and the last k£ outputs. Naturally, one needs to define an initial state. Usually, these

transducers are defined by the infinite set of equations

Yt+k = (b(xt-i-hv xt+(h—1)7 ceey L1, Tty yt-i—(k—l): <o Y, yt)v for ¢ > 07
starting with some initial state < zq,...,Zp_1,%0,.-.,Yr—1 >. Notice that, if £ = 0, the output
only depends on the input, i.e., y; = ¢(It+h7$t+(h71)7 ooy Ty, @), for t >0, and some initial
state < xg,...,THp—1 >.

For example, the transducer in the previous example could be defined as follows. Let My =

(F2,Fy, 3,84, Ay) be the finite transducer with memory of order (3,2) defined by

Yir2 = O(T443, Tog2, Tig1, T, Yoy 2, Yt 1, Y¢) = Te3Tp42 + Teg1 + Tgyq1, for t >0,
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where s =< xg, 1, T2, Yo, y1 > is the inicial state of the transducer. With this kind of notation

we are assuming that

Yousya - - = Ag(< X0, T1, T2, Y0, Y1 >, T3T4, T5 - - )
where x;,y; € Fo, for t > 0.

Example 3.4.3. Let M = (F3,F3,F3 x (F3)%,6,\) be the finite transducer with memory of
order (1,2) defined by

10 0 0 01 0
Y2 =10 1| Tex1+ |0 1| @+ |1 0 1|y, fort >0,
11 10 1 10

where x; € F% Yt € IF%, fort > 0, and < xg,yg,y1 > Is the initial state of the transducer.

0 0
1
Take xg = Y= |1],y1 = |0| and s =< zq,y0,y1 >. Then, for example,
0
0 1
1| |0
0] |1
A s, = 11! |1
1 1
1| |0

If, in the definition of finite transducer with memory, (), +) is a group (not necessarily Abelian)

and the function ¢ is of the form

¢ = f(xhaajh—lv ce. 7331)330) +g(y/€—17' . 'ayl7y0)a

for some f: X1 — Y and g : V¥ — Y, one says that My is a separable finite transducer with
memory, denoted by M ,. Notice that, in particular, a finite transducer with input-only-memory

is a separable finite transducer.

Example 3.4.4. The transducer defined in the previous example is a separable finite transducer,

while the transducer presented in Example |3.4.2 is not separable.

Theorem 3.4.5. Let )V be a group, denoted additively. Then, the separable finite transducer
Myg = (X, Y, X" x Y* 674, \sq) is injective with delay T if and only if the transducer My =
(X,9,X" 67, \f) is injective with delay 7.
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Proof. Notice that, given s, € xh 8y € Yk, x € X, one can write

A.g(< 82,8y >,x) = f(s2,2) + g(sy)-

Also, if & € X7, then \f (< sg,s, >,za) is just a sequence of elements as in the previous

equation.

Since, obviously, for all z,2' € X
f(sa,2) + g(sy) = f(s0,2") + g(sy) = [(s0,2) = f(s4,27),
one concludes that, for « € X7,
Ag(< Sgy Sy >,20) = Af (< 83,8y >,2'd) <= A\(< 55 >, 2a) = A\f(< 55 >, 2'd).

From this, the claim made follows immediately. O

Let M = (X,),5,0,)) be a finite transducer. In Section [3.2] it was proved that if M is w-

injective, then there exists a non-negative integer 7 < w

such that M is injective with
delay 7 (Corollary . Thus, to check if M is w-injective, in the worst case, one has to verify
if M is T-injectivity for 7 = 0,1,2,..., w For example, let M = (F3,F3, (F3)3,6,\) be
a finite transducer with input memory 3. Since |S| = |(F%)3| = 64, to check if M is injective, in
the worst case, one has to verify if M is T-injective for 7 = 0,1,...,2016. If the transducer has

input memory of order 4, then |S| = |(F%)4| = 256, and the number of checkings rises to 32640.

It is easy to see that the number of verifications grows exponentially.

Considering the special structure of finite transducers with memory, it is plausible that the number
of checks required is lower. After some practical tests checking the injectivity of finite transducers
with memory and some partial ideas for a proof (see Appendix , we suspect that a finite
transducer with memory M = (X, Y, X" x Y* 8, ) is w-injective if and only if there exists a

non-negative integer 7 < hdim(X) such that M is injective with delay 7.

3.4.1 Linear Finite Transducers with Memory

Linear finite transducers with memory, as the name suggests, are associated with linear functions.
In agreement with Definition[3.4.1} a linear finite transducer with memory is completely defined

by its memory and by the linear function ¢.
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Example 3.4.6. The transducer defined in Example is a linear finite transducer with

memory, while the transducer presented in Example is not linear.

Example 3.4.7. Let M = (IF3,F3, (F3)® x (F3)?,0,\) be the finite transducer with memory of
order (3,2) defined by
10 01 0 0 10 1

1
Yi+2 = Tiy3 + Tyl + Ty + Y41 + yt, fort >0,
0 1 0 0 11 0 0 0 1

where xy € T2, 3, € F3, for t > 0. This transducer is a linear finite transducer with memory.

Let M be a linear finite transducer with memory (h,k) defined by ¢ : X" x Y — Y,
with h,k € Nyg and (),+) a group. Since ¢ is a linear function, one can always separate it
in two function, f : X" — Y and g : Y¥ — Y, such that ¢(xp, ..., 20, Yk_1,--,%) =
flxp,...,20) + g(yk—1,---,y0). In this way, all linear finite transducers are separable. From
Theorem [3.4.5 one can conclude that the study of injectivity of linear finite transducers with

memory can be reduced to the study of LFTs with input-only-memory.

Linear finite transducers with memory can be defined as an infinite system of linear equations
that relates the sequence of inputs and outputs. Let X be the input alphabet, ) the output
alphabet and h,k € Ny. Let Sy, be the set of infinite systems, in the variables (2;);>0 € X,

(yt)t>0 € Y, of the form:

h k+r
ZAj Ti+h—j + ZBJ' Yttj = 0, fort >0,
§=0 5=0

where 7 = hdim(X). Any infinite system that defines a linear transducer with memory of order
(h,k) can be seen as a system in Sy, if one considers as many null matrices as necessary to

“complete” the general equation.

Example 3.4.8. Let M = (F3,F3,F3, 8, \) be the linear finite transducer with memory of order

(2,0) defined by the infinite system

1 00 1 00 1 00
yr = Aoxpqo + A1z + A2z = |1 0 Of Xgg2+ |0 1 0| Te41+ |0 1 0O x4, fort > 0.
0 0O 01 1 0 00
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This transducer is the following system in Sy q:

h k+r 2 04+2x3
Do Ajwein-g+ ) Bim =0 = Y Ajaro i+ Y Bjye; =0
=0 =0 j=0 =0

2 6
= ZAj Tppo—j + ZB]- Yiyj = 0, fort >0,
j=0 j=0

where A;, for j = 0,1,2, are as before, By =1 and B; =0, for j =1,2,...,6.

Now, we define two concepts over these systems that will be very useful to present, later in
this work, a necessary and sufficient condition for the injectivity of linear finite transducers with

memory.

Definition 3.4.9. Let h,k € Ny and let S be a system in Sy, .. The rank of S is the rank of the

coefficient matrix of x4, and is denoted by rank(S), that is, rank(S) = rank(Ao).

Example 3.4.10. Consider the transducer presented in Example and the infinite system S

associated. Then,

1 00
rank(Ap) =rank | |1 0 0| | =1 = rank(S).
0 00

Definition 3.4.11. A system S in Sy is in reduced form if the first rank(S) rows of Aq are

linearly independent and the other ones are null.

Notice that the reduced form of a system is not unique.

Example 3.4.12. A reduced form of the transducer M = <IE‘3,IF§,IFS, d, )\> with input memory
2 presented in Example defined by the infinite system

1 00 1 0 0 1 00
yu=11 0 O|xt42+ |0 1 O|ze+1+ |0 1 O 2, fort >0,
0 0 O 01 1 0 0 O

is obtained by adding the first row to the second one:

1 00 1 0 0 1 0 0 1 0 0
1 1 0lye=10 0 O|x42+ |1 1 O|@ex1+ |1 1 0| 2, fort>0.
0 0 1 0 0 O 0 1 1 0 0 0
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3.4.2 Quasi-Linear Finite Transducers with Memory

Quasi-linear finite transducers (QLFT) with memory were introduced, as far as we know, by Renji
Tao [Tao09]. The main idea behind the concept of QLFTs is to introduce some kind of non-
linearity to the definition of linear finite transducers. The linear and quasi-linear finite transducers
with memory are easy to invert. In the composition of these two types of transducers, the non-
linear part blends with the linear part resulting in a non-linear transducer. It is not known a
procedure to invert non-linear transducers, therefore, one can only invert a non-linear transducer

by knowing the original factors, in this case the linear and quasi-linear transducers.

In his book, Tao defined 7-quasi-linear finite transducers forcing the most recent 7 + 1 input
symbols to only appearing in the linear part of the transducer. In this way, he was able to

"extend” the known results about linear finite transducers injectivity.

Definition 3.4.13. Let h,k € Ny and 7 € Ng such that 7 < h. Let M = (X, Y, X" x Y* §,X)

be a finite transducer with memory of order (h, k). If M is defined by an equation of the form

.
Yerk = 3 AjTin_j + F(T6 041, T, Ut Yot 1 - Yy (oo1))> fOr >0,
=0

where f : X"~ x V¥ — Y is a non-linear function, then we say that M is a T-quasi-linear finite

transducer (T-QLFT).

Example 3.4.14. Let M = <IF§,IE‘§,IF§2,5, )\> be the finite transducer with input memory of
order 4 defined by

Yyt = AoTiqa + A1Ters + Aowryo + (x4, Tpy1)

1 1 0 1 0 0 1 00
=10 1 0|Xt4a+ [0 1 O|@ty3+ [0 1 0| zes2 + f(zt,2441), fort >0,
1 0 0 1 1 1 1 01

where (z1)i>0 € F3, s =< @0, 21, T2, 3 >E F3% is the initial state of the transducer and f is a
non-linear function (for example, componentwise multiplication). Then, one can say that M is

a 2-quasi-linear finite transducer.

In what follows, it is proved that the problem of checking injectivity of 7-QLFTs can be reduced

to the problem of checking injectivity of linear finite transducers.
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Let h,k € Ny and 7 € Ny such that 7 < h. Let f: X7 x Yk 5 Y be a non-linear function.

Let M = (X, Y, X" x V¥ 5,\) be a 7-QLFT defined by

.
Yt+k = Zij#H‘L*j + [Tt Bea1s - B r—15 Yty Yt 15 - -+ Yoy (k1))> For t > 0.
=0

Now, one has to construct an LFT from M as follows. Let My = (X,Y,X7,dr,A) be the

linear finite transducer with memory of order (7,0) defined by

T
Yt = Z Aj$t+7_j, for t > 0.
7=0

Basically, to construct M7, we dropped the non-linear part of M.
Theorem 3.4.15. Let r € Ny such that r < 7. M is invertible with delay r if and only if My, is
invertible with delay r.

Proof. Since, ¥s =< g, ..., Th_1,Y0,- -, Yk_1 >€ X" x V¥ Yz, 2’ € X, one has:

(s, x) = A(s, ')
)\L(SLa IE) + f(x()a <o s Lh—7—1, Y05 - - - yk:—l) = )\L(SLa IE/) + f($07 <o s Lh—7-1, Y0, - - yk—l)

A(sp,x) = Ap(sp, o)
where s;, =< Tj—r,...,Tp—1 >. Then, Vo,2' € X, Va,o’ € X" one has
A(s,za) = X(s,2'd) <= Ap(sp,za) = A (sp,2'a’),
then, M is invertible with delay r if and only if M7, is invertible with delay r. O
Although Tao only defined and studied 7-QLFT and its injectivity, let us define a general quasi-
linear finite transducer.

Definition 3.4.16. Let h,k € Ny. Let M = <X,y,Xh x Yk 6, >\> be a finite transducer with

memory of order (h,k). M is a quasi-linear finite transducer if it is defined by an equation of

the form
h k—1
Ytk = ZAjf’?t+h—j + Z Biyerj + (@6, Tea1s oo Tog (h1) Yo Y415 - - - Y (k—1))5 Tort >0,
J=0 J=0

where f : X" x YY" — V is a non-linear function.
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Basically, in this way, one can take any linear finite transducer and transform it in a quasi-linear
finite transducer by adding a non-linear function. This fact, by itself, allows us to expand the

space of possible private keys.

Example 3.4.17. Let M = <]F§, F3, 9, 6, )\> be the finite transducer with input memory of order
3 defined by:

Y = AoTpys + Arxppo + Aoy + Aszy + f(24, Tyg1, Teg2)
1 0 0 0 1 1 1 0 1 0 1 0 0 1 1
=10 1 Ofx¢43+ |0 O 1| Xq2+ |1 1 1|x¢g1+ (1 O 1|2+ |1 1 O Tey2- Ty,
0 0 0 0 0 O 0 0 O 0 1 0 0 0 O
for t > 0, where (z1)1>0 € F% and sg =< xq,x1,T9 >E F% is the initial state of the transducer.

This transducer is a quasi-linear finite transducer, only in the general sense.

Later, in this work, it will be presented a necessary and sufficient condition for these transducers

to be injective.



Chapter 4

Invertibility of Finite Transducers with

Memory

In the last chapter, it was introduced the different types of transducers as well as the definitions
of w-injective transducer and injective transducer with delay 7, 7 € Ny. Furthermore, it was
presented several results related to the problem of checking finite transducers injectivity. This

suggests that the transducers injectivity is an important fact.

In all cryptosystems, the security relies on the difficulty of being able to invert the encryption
procedure without knowing the private key. As usual in a public key cryptosystem, the encryption
is done using the public key, which in the case of FAPKC is a non-linear finite transducer that
is the composition of the private key transducers (one linear and one quasi-linear). To invert
the encryption procedure, one has to compute the inverse of the public key transducer. As said
before, it is not known a method to invert non-linear finite transducers. However, it is possible
to decrypt a ciphertext if one finds inverses of the transducers in the private key (which only the
owner knows) and compute their composition. This compound transducer is the inverse of the

public key transducer used in the encryption process.

In this chapter, it will be presented a procedure to check if a linear transducer with memory is
injective, as well as a procedure to compute its inverse, if it exists. In fact, during the procedure
of checking injectivity, it is constructed the inverse of the transducer. Also, these results will be

extended to quasi-linear finite transducers.

41
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4.1 Criterium of Invertibility of LFTs with Memory

The method proposed by Renji Tao to check the invertibility of a linear finite transducer uses a
pair of transformations that he calls R, and R} transformations, applied to the equations of the
infinite system that defines the transducer [Tao09]. Roughly speaking, R, transformations are
used to obtain an equivalent system in reduced form, and R transformations are used to discard
irrelevant equations of the infinite system and reorganize the others to obtain a new system in

the same form.

In what follows, the R, and R, transformations will be formalized as well as the procedure
to check 7-injectivity on linear finite transducers with memory, for 7 € Ny. Additionally, this

procedure will be illustrated through an example.

To formalise the procedure that checks linear finite transducers 7T-injectivity, let us start by
introducing two auxiliary matrices that will be used in the R transformations applied to the

infinite system (as will be introduced in the next definition). Let ¢,n € N where ¢ < n,

+ I 0c><(n—c) and - — On—c O(n—c)xc

c,n T H c,n

O(nfc)xc On—c ch(nfc) I

Basically, this matrices will allow us to “merge” the information needed from two matrices in one

matrix, as can be seen in the next example.

Example 4.1.1. Consider the following matrices:

ap,0 Go,1 Qo2 boo bo,1 bo2
A= a1 a1n1 a1z and B= |bjg big bio
aso G21 a2 bao ba1 bap

To produce a matrix that has the first row of A (and all other rows null) one can use Iffg in the

following way:

1{0 0 ap, Qo1 o2 ap,0 ap,1 o2

L3A=100 0] |ao a1 a2 =0 0 0
00 0 a2.0 CL271 ag 2 0 0 0
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If one wants a matrix with the last 2 rows of B then it is useful to use I 5:

0:0 0| [boo bo1 bo2 0O 0 0
IysB= |0 10 bio big bi2| = |bio bi1 bi2
0 0 1 bap b2y bop bao b21 bop

To construct a matrix with the first row of A and the last 2 rows of B one can proceed as follows:

ap0 ap,1 ap2 0 0 0 ap0 ap,1 ap2
IISA +L3B=10 0 0 | +|bio b1 bi2| = |bio bi1 bi2
0 0 0 bao ba1 boo bao b1 boo

Let M be a linear finite transducer with memory of order (h, k), where h, k € Ny, defined by an
infinite system of linear equations Sy, (as presented in Section 3.4.1)). The procedure used to

verify if M is injective is formalized here as a transformation G}, mapping the set Sy ;, to itself.

Definition 4.1.2. Let M be a transducer as before and n € N be the number of rows of the
matrix Ag. Let Gy : Spx — Sy be the transformation that assigns to each system S € Sy,

the system in Sy, j, obtained in the following way:

R, transformation: applies to S a sequence of elementary row operations to obtain an equiva-

lent system in reduced form;

Ry, transformation: discards the equations of the system obtained above that do not depend
on x4y or other subsequent inputs, i.e, the ones corresponding to the n — rank(S) null
rows of Ay, and reorganize the others by putting together the equations that depend on

x¢1p and do not depend on subsequent inputs, for t > 0 (this is easier to understand with

an example — see Example .

It is easy to see that, when the matrix Ag has full rank, a G}, 1 transformation is reduced to a

R, transformation and it is obtained an equivalent system.

Remark 4.1.3. The map G}, is indeed well-defined, i.e, its images are in Sy j;, as can be seen

as follows. Let h,k € Ng and let S be the system in Sy, ;. defined by:

>

k+r
ZAE.O) Tiph—j+ Z B](-O) Yirj =0, for t >0 and r = hdim(z;).
j=0 Jj=0
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Now, let
h ~ k+r ~
ZAE‘O) Ttth—j + ZBJ('O) Yt+j =0, for t 20,
j=0 J=0

be the system obtained after the first step of determining G, 1(S), this is, after applying the R,

transformation. Then, G}, (S) is the system

h k+r
S was + S s =0, fr 020
j=0 J=0

where

AD A0 41 40

] c,m >y m—c,m* " j+412
1 (0 — (0
B]( ) = I(j,—mB]( ) + Imfc,mB]('—i—)b

¢ = rank(S) and Aﬂl =B

wiri1 = 0. One concludes that Gy, 1.(S) € S,

Let h,k € Ny and take S € Sy . Since G}, is a transformation in Sy, i, one can define G} , as

the 7-th iterate of G, 1, where 7 € Ny, by

where ids, , is the identity transformation on Sy, and G7 o Ghi(S) = Ghi(Ghi(S)).

In the next example, it will be illustrated how G, ;, transformations can be used to check if a
linear finite transducer with memory M = <X,y, xh x y’a&,x) is invertible. What is done in
the example is to verify if there exists 7 € Ny such that Vs € S, Vo € X', Va € X7, x is uniquely

determined by s and A(s, za).

Let M = <X, v, xh s, )\> be a linear finite transducer with input memory of order h. To illustrate
the procedure, it will be used a transducer with input-only-memory, because, besides being
simpler, the problem of testing injectivity of linear transducers with memory can be reduced to
the problem of checking injectivity of linear transducers with input-only-memory (Section .
Furthermore, recall that, since M is a transducer with input memory h, if M is T-injective then

7 < hdim(X).

Let M be a transducer as before. Let z,2p112h42 ... be an input sequence, where (x¢)¢>p, € X,

and s =< z0,Z1,...,xh_1 >€ X" be the initial state of the transducer. Then, the output
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sequence of the transducer is given by yoy1y2 ... = A(s, ZpThy1Th12 .. .), where (y¢)i>0 € V. In
the following example, to check if the transducer M is injective, i.e., if it is possible to recover

the first input symbol, it will be proceed sequentially as follows:

e First, one checks if, given s and yg, z, is uniquely determined by them. If that is true, the
transducer is invertible with delay 0;

e Otherwise, one checks if xj is uniquely determined by s, yo and y1. In that case the
transducer is invertible with delay 1;

e This can be continued until one checks if xj, is uniquely determined by s and yo, y1,...,
Yndim(x)- If that is true the transducer is invertible with delay h dim(X) and x can be

recovered. Otherwise, one can conclude that the transducer is not injective.

In fact, checking if xj, is uniquely determined by s and g, y1, - - ., Y- is equivalent to check if the

matrix Ag of the infinite system in the 7-th G}, ;, transformation has full rank.

Notice that, after reaching a system where the matrix Ag has full rank, if one continues to apply
G, 1. transformations, it will be obtained equivalent systems, therefore the procedure ends when
the matrix Ag has full rank. This means that the transducer M is injective with delay equals to

the number of G, ;; transformations applied, or when the limit of the 7-injectivity is reached.

Example 4.1.4. Let M = <F§, F;’,Fg, 0, )\> be the linear finite transducer with input memory of

order 2 defined by the infinite system

yr = Aoxiqo + A1z + Aoy
100 1 00 100
=11 0 O|Tt42+ |0 1 OfZex1+ |0 1 Of 2, fort >0,
00 0 01 1 00 0

where (z1);>0 € F3 and so =< xo,x1 > is the initial state of the transducer. Let (x;);>2 € F3

be an input sequence and consider (y:)i>0 = A(so0, (zt)t>2).

Notice that, the second and the third columns of Ag are null. Therefore, yy does not contain any
information about the second and the third components of xo. Consequently, xo is not uniquely

determined by yy and sq, i.e, the transducer is not invertible with delay 0.

Adding the knowledge of y1, by the procedure presented before, allows to uniquely determine x-.

The first step is to apply to the system a sequence of elementary row operations to obtain an



FCUP | 46
Invertibility of Finite Transducers with Memory

equivalent system in reduced form, that is, to apply a R, transformation. This can be obtained

(as was done in Example by adding the first row to the second one:

1 00 1 00 1 00 1 00
1 1 0ly=10 0 O|xes2+ |1 1 O|@zer1+ |1 1 0| x, fort>0.
0 0 1 0 0 0 0 1 1 000

Then, let us expand the new system in the following way:

_1 0 0_ _1 0 0_ —1 0 0_ _1 0 O-

1 1 0f% =10 0 Of72+ |1 1 0|1+ |1 1 0f%o

0 01 0 00 011 0 0O

_1 0 0_ _1 0 0_ _1 0 0_ _1 0 O_

1 1 0|9 =10 0 O3+ |1 1 O|Z2+ |1 1 0|71

0 01 0 00 011 0 0O

-1 0 0- -1 0 0- -1 0 0- -1 0 0-

1 1 0w =10 0 OfZTe+2+ |1 1 O|Ze+1t |1 1 O 2t
0 01 0 00 0 1 1 000

-1 0 0- -1 0 0- -1 0 0- -1 0 0-

1 1 0f{¥+1 = |0 0 O|Ze43+ |1 1 O ZTe42+ |1 1 Of Te+1
0 0 1 0 00 0 1 1 000

There are 2 equations (3 — rank(S)) that do not depend on x4 and therefore can be discarded
for the purpose of obtaining xo from sy and yoy1. The next step is to discard those equations
and to reorganize the others by putting together the equations that depend on x5 and do not
depend on subsequent inputs, this is, applying a Ry transformation. To do that, for any two
consecutive matricial equations, reallocate the rows by putting together the first 1 (rank(S5))

row of the first equation and the last 2 (3 — rank(S)) rows of the second equation. The result



47 | FCUP
Inverses of LFTs with memory

of this procedure is the following system:

000 100 100 1 00 100
1 1 0|Y%+1+|0 0 Olwe=1|1 1 O|@42+|1 1 O|Ze41+|0 O O x¢, fort>0.
00 1 000 01 1 000 000

The coefficient matrix of xy1o is invertible, i.e, the matrix Ag of G270(S ) has full rank, therefore,
using this new system, xo is uniquely determined by sg, yo and yi1, that is, the transducer is

injective with delay 1.

4.2 Inverses of LFTs with memory

The previous section included a necessary and sufficient condition for a linear finite transducer
M = <X,y, xh xyk,é,)\>, with memory of order (h,k), h,k € Ny, defined by a system
S € Spk, to be invertible with delay 7 < hdim(&X’), being that condition the matrix Ay in

G7, .(S) to have maximum rank.

In this section, it will be shown how to construct an inverse of linear finite transducers with
memory of order (h, k), in case of having one. In order to be able to demonstrate the results

associated with the inverses, first let us introduce the following lemmas.

Lemma 4.2.1. Let h,k € Ny and let S be a system in Sy, ;;, where the matrix Ay has n rows,

n € N. Then:

P1 S implies G, 1,(S), i.e., if (x4, y)i>0 is a solution of S, then it is also a solution of G}, 1,(.S);

P2 if (x4, yt)e>0 is a solution of G}, ;,(S) then (x4, y:)i>1 is a solution of S.

Proof. The property PI is quite obvious since G, () is obtained from .S though a sequence of
elementary row operations, which preserve systems equivalence, and then some equations of the

system are removed. Thus, the set of solutions of S is a subset of the solutions of G}, ;(5).

To prove the second property notice that Gy, (S) is obtained from a system equivalent to S by
removing a subset of its first n equations. Then, if (z+,y:)s>0 is a solution of G}, (.9), it is also
a solution of the system obtained by removing all the first n equations, which is here denoted by

h k+r
Ghi(S)*. Sis a system defined by > Ajxpyp—j + Bj yi4; =0, for t > 0, or equivalently,
: —

Jj=0 J
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Ah Ah—l Ah_g .o Ao 0 0 0o ... i)
0 Ah Ah,1 e Al AO 0 0o ... Tl
S +
0 0 Ah e AQ A1 AO 0o ... T2
B() Bl BQ e Bk+r 0 0 0o ... Yo
0 B(] Bl cee Bk—l—r—l Bk—‘r?‘ 0 0 ... Y1
0 0 BO ce Bk+r_2 Bk—l—r—l Bk—H‘ 0 ... Y2

The system G/, ,(S)*, obtained from S by removing the first n equations, is defined by:

_$0_
0 Ay, Ay ... AL A9 0 0
T
G(S)* 0 O Ah AQ A1 A() 0 ... +
Yo
0 By Bi ... Byir1 DBiyy 00
Y1
0 0 By ... Bpsr—o Brir1 Bisr 0

h k+r
or, 0o + > Aj xpyn—j + Oyo + Bj yi45 =0, for t > 1. Lets assume that (x4, y¢)i>0 is a
§=0 §=0
solution of Gy, 1(.S) (also a solution of G}, 1 (S)*), then:
h k+r h k+r
ZAJ' Tpph—j + ZBj Y =0, 21 <~ ZAJ‘ Tip14h—j + Z Bjyiy145=0,t>0
J=0 J=0 Jj=0 j=0

< (T+1, Ye+1)t>0 = (T4, Yt )¢>1 is a solution of S.

This properties can naturally be extended to thk, for 7 > 0, in the following way:

Lemma 4.2.2. Let h,k € Ny and let S be the system in Sy, .. Then:

P1 S implies G} (.(S), i.e., if (z1, y)i>0 is a solution of S, then it is also a solution of G} ;. (S);

P2 if (x¢,yt)t>0 Is a solution of G;’k(S) then (xt,yt)t>+ is a solution of S.
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In the next result it is shown a way to obtain the inverse of a T-injective linear finite transducer

with memory of order (h,0).

Theorem 4.2.3. Let{ € N. Let M = <X,y, Xh s, )\> = <F§,F§,F§LZ,5, )\> be the linear finite

transducer with memory of order (h,0) defined by the infinite system:

h T
S ZA§0) LTt+h—j + ZB](O) Yt+j = 0, for t > 0,
j=0 §=0
where r = h/, A§0) € My, B(go) =1, and B](O) =0pfor0<j<r. IfGﬁO(S) is the system

h r

ZAgT) Ttyh—j + Z B](T) Yt+5 = 0, for t > 0,
7=0 7=0

then M is invertible with delay T if and only if A"

matrix of A(()T). Let M* = <y,/'\.’,y7 X Xh,5*,)\*> = <F5,F€7F§T+h)e,5*,)\*> be the linear

is an invertible matrix. Let L be the inverse

finite transducer with memory of order (7, h) obtained by multiplying, on the left, both sides of

ho(S) by L:
h r

Z LAST) Lt4h—j + ZLB](T) Yt+5 = 0, for t > 0.
j=0 j=0

Then, M* is a left inverse with delay T of M, and M is a left inverse with delay T of M*.

Proof. First, notice that, in the transducer M*, LA is the identity matrix and B{”) = 0 for
j > 7. To construct M*, the inverse of M, one has to see the transducer “in reverse”, that
is, see the input as output and vice versa. Since M is injective with delay 7, it will need the
information of (y;)o<i<- to invert the transducer, therefore, the inverse will have input memory

of order 7. Also, the inverse transducer will have output memory h, the input memory of M.

To prove that M* is a left inverse with delay 7 of M, one has to demonstrate that Vs € X", 3s* €
VT x XM Va € X%, \*(s*, \(s,)) = ya for some v € X7 (by Definition|[3.2.11{and Definition
3.2.14). Let s =< z;,Tr4+1,...,Tr1h_1 > be a generic state of M. It will be proved that any

state s* of M* of the form < yo,v1,-..,¥Yr—1,%0,Z1,.--,Th_1 > inverts s with delay 7, where
xo,x1,...,Tr—1 are arbitrary elements in X’ (notice that the values of =, x;41,...,Z;4p_1 are
in s) and

Yoyi - Yr—1 = M< 20, Z1, -+, Th—1 >, ThThy1 - - Thir—1)-

Now, consider the input sequence (z¢);>n+- and

(W) isr = M< @y Trig1, - ooy Trgha1 >, (Tt)t>htr)-
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From the last two equations, one has (y:)i>0 = A(< zo,Z1,...,2p—1 >, (2¢)s>p). This means
that (x¢)¢>0 and (y:)i>0 satisfy the system of equations S that defines de transducer M.
Then, from Property P1 of Lemma m (z)i>0 and (y¢)i>0 also satisfy the system G7 ,(5).
Consequently, since the system that defines the transducer M* is obtained from GiTz,o(S) by

multiplying this by the matrix L, (z¢):>0 and (y;):>0 also satisfy the system of M*, that is,

(xt)ch - )\*(< Yo, Y1, -3 Yr—1, 20, L1y -y Th—1 >7 (yt)tZ’T) —

(xt)ch - )\*(< Yo, Y1y -+ -3 Yr—1,20, L1y -y Th—1 >7 A(< LryTr41y--+ s Lr+h—1 >7 (xt)ch—‘rT))‘

Then, it was proved that, for & = (2¢)¢>p4r € XY, A*(s*, A(s, ) = Yo where v = (24)p<t<hir €

X7. Therefore, M* is a left inverse with delay 7 of M.

To prove the second claim that M is a left inverse with delay 7 of M*, let s* =< yo,y1,---,Yr—1,
g, T1,...,Tp—1 > be a generic state of M* and s =< z;,Zr41,...,%r4n—1 > a state of 5,
where 2, xp 41 ..., xr4p_1 are arbitrary elements in X' (notice that the symbols z,, 41, ..., Zp_1

are in s*). It will be demonstrated that s inverts s* with delay 7.

Consider the input sequence (y;)¢>r € Y*, then

(@)i>h = A (< Y0y -3 Yr—1, 20, - - -, The1 >, (Yt )e>r)-

This means that (z¢):>0 and (y:):>0 satisfy the infinite system that defines the transducer M*
and, consequently, satisfy the system G7J, ,(.S). Then, from Property P2 of Lemma m (@) t>r

and (y¢)¢>r satisfy the system associated to the transducer M, i.e,

(yt)tzT — )\(< :I"T) ‘T7-+]_, ceey J“T—‘y-h—l >7 (‘Tt)t27+h)
= A(5, (@)1>r+h)-

This way, one can recover the input sequence (y:)i>r € Y* so, s is an inverse state of s*.

Futhermore, M is a left inverse with delay 7 of M*. O

Although the last result only shows the construction of inverses of linear finite transducers with
memory of order (h,0), the result can be extended to transducers with memory (h, k). In fact,

the formula to the inverse transducer is the same as presented before, and the proof is analogue.

As seen in the last theorem, the inverse of a linear finite transducer is constructed during the

procedure of checking its injectivity.
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Example 4.2.4. Let M = <IF§, F3, TS, 6, )\> be the infinite transducer with memory (2,0) defined

by the infinite system

1 0 0 1 00 1 00
yr = Ao+ A1z + A2z = |1 0 0| Te42+ |0 1 O| T4+ |0 1 0| 2, fort >0,
0 0 O 01 1 0 0 O

where Ty, Tiy1, Ti4o € F% and sg =< xq,x1 > Is the initial state of the transducer.

In Example was computed the infinite system Goo(S) which has full rank:

0 0O 1 00 1 00 1 00 1 00
1 1 0|{¥+1+|0 0 Olye=1]1 1 O|xt42+|1 1 O|Ter1+|0 O O ¢, fort>0.
0 0 1 0 0 O 01 1 0 0 O 0 0 O

Therefore, M is invertible. To obtain the inverse transducer of M one only has to multiply, on

the left, the previous equation by the inverse matrix of Ag. Since

1 0 01 0 O 1 00
1 1 0{(f1 1 O0f=1]0 1 0},
1 1 1](0 1 1 0 01

100

one can obtain the inverse transducer by multiplying the infinite system G2 o(S) by L= |1 1 0|:
1 11

0 0 O 1 00 1 0 0 1 00 1 00
1 1 0|¥+1+|1 0 O|lye=1]0 1 O|x42+|0 1 O| @1+ |1 O O x4, fort>0.
1 1 1 1 00 0 0 1 01 0 1 0 0

Then, the inverse transducer of M is the transducer M' = (F3,F3,F),5', \) with memory of

order (1,2) defined by the infinite system

000 1 00 1 00 1 00
Tig2= |1 1 O|ywsr1+ |1 0 Olwe+1]0 1 O|x41+ |1 0 O s, fort >0.
11 1 100 010 1 00

Recall that the input symbols in this transducer are in' ) and the output symbols in X .
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4.3 Criterium of Invertibility and Inverses of QLFTs with Memory

As said before, Renji Tao defined quasi-linear finite transducer in a way that the known results
about invertibility of linear finite transducers could be extended [Section [3.4.2]. Let 7 € N and
r € Ny such that » < 7. As proved in Theorem [3.4.15| a 7-quasi-linear finite transducer is
invertible with delay r if and only if the linear part of the transducer is invertible with delay r.

So, the procedure presented before can be applied to quasi-linear finite transducers.

In the next example, it will be shown the procedure to check injectivity in a quasi-linear finite
transducer with memory. This procedure could be applied only to the linear part of the transducer

but, to be able to construct its inverse, it will be applied to the entire transducer.

Example 4.3.1. Let M = <IF3,IF3,IF%2,6, /\> be a 2-quasi-linear finite transducer with input
memory of order 4 presented in Example and defined by:

Yi = AoTpya + Ar1xiy3 + Asxio + f24, 1441)

110 100 100 1 01
=10 1 0|44+ |0 1 O| @43+ |0 1 O|@eq2+ |0 1 1| Tig1 -4, fort >0,
1 00 11 1 1 0 1 1 00

where (z1)i>0 € F3, so =< x¢, 71, T, v3 >E€ F32 is the initial state of the transducer and - stands
for componentwise multiplication. Let (x¢)¢>4 be an input sequence and consider (y¢)i>0 =

A(80, (w)i>4).

Notice that, the third column of Ag is null. Therefore, yy does not contain any information about
the third component of x4. Consequently, x4 is not uniquely determined by yo and sg, i.e., the
transducer is not invertible with delay 0. In fact, one just have to notice that Ay does not have

full rank.

Since the transducer is not invertible with delay 0, one has to apply a G4, transformation.
Then, the first step is to apply to the system a sequence of elementary row operations to obtain
an equivalent system in reduced form, that is, to apply a R, transformation. This can be obtained

by adding the first and the second rows to the third one:
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1 00 1 10 1 00 1 00 1 01
01 0ly=10 1 0| @tra+ |0 1 O|xee3+ (0 1 O| X2+ [0 1 1| Xtt1 - T4-
1 11 0 0O 0 01 011 010

There is one equation that does not depend on x4 and therefore can be discarded for the
purpose of obtaining x4 from sq and yoy1. The next step is to apply a Ry transformation, i.e,
to discard the equations that do not depend on x4 and to reorganize the others by putting
together the equations that depend on x4 and do not depend on subsequent inputs. To do
that, for any two consecutive matricial equations in the system, reallocate the rows by putting
together the first two rows of the first equation and the last row of the second equation. The

result of this procedure is the following system:

0 0 0 1 00 110 1 00 1 00

0 0 O|Y+1+ |0 1 Olyue=10 1 0| @44+ |0 1 O|Ze43+ [0 1 Of Teg2+

1 1 1 0 00 0 0 1 01 1 0 0 0
00O 1 0 1

+ (0 0 O Zey2-Ter1+ |0 1 1| Teg1 -, fort > 0.

)
[t

0 0 0O

The coefficient matrix of x4 is invertible (has full rank), therefore, using this new system, x4

is uniquely determined by sqg, yo and yi1, that is, the transducer is invertible with delay 1.

To construct an inverse transducer of a quasi-linear finite transducer, as in the linear case, one
only has to multiply, on the left, the equation of the resulting system with full rank by the inverse

of the coefficient matrix of xy,.

Example 4.3.2. Let M be the quasi-linear finite transducer presented in the previous example.

Consider the system which has full rank that defines the transducer. Since

1 1 0](1 10 1 00
0 1 0f]j]0 1 0l=1]0 1 0f,
0 0 110 0 1 0 01
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110
one can obtain an inverse transducer by multiplying the system with full rank by L= |0 1 0]:
0 01
0 00 110 1 00 110 110
0 0 OfY+1+ |0 1 O[ye=1]0 1 0| ZTt+a+ |0 1 O|Zt+3+ |0 1 0| Teq2+
111 0 0O 0 0 1 0 11 0 00
000 11 1

+10 0 O|zp2 - Ter1+ |0 1 1| g1 -y, fort > 0.

)
—_

0 010

Then, the inverse transducer of M is the transducer M’ = <F%,F§,Fé5, o, X> with memory of

order (1,4) defined by the infinite system:

0 0 O 1 1 0 1 1 0 1 1 0
Tera= |0 0 O|Y+1+ [0 1 Olye+ |0 1 O] Zer3+ [0 1 O Tego+
1 1 1 0 0 O 01 1 0 0O

0 0 O 1 1 0
+10 0 O @42 -Tey1+ |0 1 1| @tg1 -, fort > 0.

010 0 00

As Renji Tao defined 7-quasi-linear finite transducers with memory of order (h, k), where 7 € N
and h, k € Ny, the criterium of invertibility of linear finite transducer with memory can be applied
to them, i.e, a 7-QLFT with memory is invertible with delay € Ny, » < 7, if and only if, after
applying 7 G(3 1) transformations, the system that defines the transducer has full rank. Quasi-
linear finite transducers were defined this way, as far as we deduce, because, after a maximum of

7 G(nk) transformations, the input symbol zj, only appears in the linear part of the transducer.

For quasi-linear finite transducers defined in a general way, as in Section [3.4.2] we will have
a different criterium. Let M = (X, Y, X" x Y* 6,X) be a quasi-linear finite transducer with
memory of order (h,k), h,k € Ny. To begin, M can be invertible with delay 7 € Ny, for
7 =0,1,...,hdim(&X), as linear finite transducers with memory, since the procedure to check
invertibility is the same. However, to be able to recover z, after 7 G(; ) transformations, in

addition to the coefficient matrix of x; having to be invertible, x;, can only appear in the linear
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part. This new requirement is easy to understand. Suppose that, in the infinite system that
defines the transducer M after 7 G;, 1) transformations, one has zy, in the non-linear part of the
transducer, for example, xj - ;1. The operation - is not reversible, since knowing xj_;1 does

not allow us to recover xj,. Therefore, x;, cannot appear in the non-linear part of the transducer.

Example 4.3.3. Let M = (F3,F3,F$S, 6, \) be a quasi-linear finite transducer with input memory
of order 2 defined by:

Y = AoTeyo + A1xip + Aoz + f(o, Tegr)

1 0 0 0 0 1 01 0 1 1 1
=10 1 0|42+ |1 0 1|@e+1+ [0 O 1|xe+ |1 1 Of xeq1-2¢, fort >0,
0 0 0 0 0 O 01 1 0 0 0

where (z;);>0 € F3 and sg =< xq,z1 >€ FS is the initial state of the transducer. Let (1);>2

be an input sequence and consider (y:)i>0 = (S0, (Tt)t>2).

Notice that, the third column of Ag is null. Therefore, yy does not contain any information about

the third component of xo. Consequently, the transducer is not invertible with delay 0.

Since the transducer is not invertible with delay 0, one has to apply a G 39y transformation. The
system is in reduced form, so it is not necessary to apply a R, transformation. There is one
equation that does not depend on x;yo, therefore one has to apply a Ry transformation to the

infinite system:

-1 0 0- -0 0 1- -0 1 O- -1 1 1-
Yt =10 1 OfTt42+ |1 0 1| T4t |0 0 1| Zet |1 1 0| Te+1-T¢
0 00 0 0O 0 1 1 0 00
—1 0 0_ _0 0 1— _0 1 O- _1 1 1_
Y+1 = [0 1 0| T3+ (1 0 1| Ze42+ |0 0 1| Ze+1+ |1 1 0] Te42 " T4
000 0 0O 0 1 1 0 00
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To apply a Ry transformation, for any two consecutive matricial equations in the system,
reallocate the rows by putting together the first two rows of the first equation and the last

row of the second equation. The result of this procedure is the following system:

0 0O 1 00 1 00 0 01

0 0 OlY+1+ |0 1 Olye=10 1 O|Tey2+ |1 0 1| Ttg1+

0 0 1 000 000 01 1
010 1 11

+10 0 1|xe+ (1 1 0| @441 -2, fort > 0.
000 0 00

The matrix Ag does not have full rank therefore the transducer is not invertible with delay 1. It

is necessary to apply another G ) transformation. As the system is in reduced form, one only

has to apply a Ry, transformation. This way, one gets:

0 00 1 00 1 0 0 0 01
0 0 O|Y+2+ |0 1 O|ly=10 1 O|Zey2+ |1 0O 1| Zt41+
0 01 0 0 0 011 0 0 0
010 1 1 1
+10 0 1@+ |1 1 Of @pg1 - x4, fort > 0.
0 00 0 00

Now the system has full rank, therefore the transducer M is invertible with delay 2.

Example 4.3.4. Let M = <IF§, F3, 9, 6, )\> be a quasi-linear finite transducer with input memory
of order 3 defined by:

Y = Aoxiys + A1Tiqo + Aoz + Aszy + (@4, Tig1, Teg2)

1 00 0 11 1 01 0 1 0 0 1 1

=10 1 Ofx¢43+ |0 O 1| Xg2+ |1 1 1|x¢gg1+ (1 O 1|2+ |1 1 O Teg1 - Ty,
0 0 O 0 0O 0 0 0 01 0 0 0 O

for t > 0, where (z¢)1>0 € F% and sg =< xq,x1,T9 >E IF% is the initial state of the transducer.

Let (xt)1>3 be an input sequence and consider (y¢)>0 = (S0, (t)t>3).

Since Ag does not have full rank, the transducer is not invertible with delay 0. Therefore, one

has to apply a G 3,9y transformation. The system is in reduced form, so it is only necessary to

apply a Ry transformation. The resulting system is:
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0 0 O 1 0 0 1 0 0 01 1 1 01

0 0 Ol¥%+1+1(0 1 Olyw=1]0 1 O|xt43+ |0 O 1|@ts2+ |1 1 1| 1+

0 0 1 0 0 O 0 0 0 0 0 0 01 0
010 01 1

+(1 0 1@+ |1 1 Of@pg1- x4, fort > 0.
00O 0 00

Notice that, adding the knowledge of y;.1 does not give any information about the third
component of x¢y3, since the rank of the system is the same as before. The same will happen

with yio. After 3 G(3,0) transformations is obtained the following system:

0 00 1 00 1 00 011 1 01

0 0 O|¥%3+ 1|0 1 Olw=1]0 1 O|ZTt43+ |0 O 1| ZTe42+ (1 1 1| Tep1t

0 01 0 00 010 0 0O 0 00
010 011

+ 11 0 1|xze+ |1 1 O Tt+1 - x4,y fort > 0.
000 0 0O

Lastly, one has to apply one more G 3 transformation. The resulting system of applying a R,

transformation and a Ry, transformation is given by:

00 0 00 0 100 100 01 1

0 0 O|Y+at (0 O O|lWmr1+ 1|0 1 Olye=10 1 0| Ztas+ |0 0O 1| Ttyot+
00 1 010 000 0 0 1 111
101 010 00 0 011

+{1 1 1{@er1+ {1 0 1|@e+ |0 0 O Te42 - Tep1+ |1 1 0| Tag1 - @, fort > 0.
101 00 0 110 00 0

The resulting system has full rank, therefore the transducer M is invertible with delay 4. Notice

that the delay is greater than the order of the memory.
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Chapter 5

The Bao-lgarashi Attack to FAPCK

5.1 Composition of Finite Transducers

The composition of finite transducers is an essential operation on the cryptographic systems
being discussed. The security of these cryptosystems is, in a sense, based on the problem of
factoring non-linear finite transducers. Renji Tao presented, in his book [Tao09], two diferent
compositions of finite transducers. In this section, it will be presented these compositions, that

we call usual composition and special composition.

Definition 5.1.1. Let M; = (X;, )i, Si, 6i, i), i = 1,2, be two finite transducers with Y1 = Xo.

The usual composition of My and Ms, denoted by My o My, is the transducer
My o My = (X1,)2, 51 X S2,0,\)
where, for x € X1, s1 € S1, and s3 € So,

d((s1,82),x) = (6(s1,x),0(s2, \(s1,2)))

)\((81, 52),56) = )\2(82, )\1(51,1‘)).

Basically, in the wusual composition, the output of the first transducer My is the input of the

second transducer Ms.

To introduce the special composition, recall the replacement map defined in Section[3.3} let X

59
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be a non-empty set and j € N, the replacement map is defined by
or X xX — X7
((z1,22,...,25),2) — (22,...,24,T).

Also, given aset X, n € N, and ¢, j € N such that i+j < n—+1, let us define the (i, j)-projection

map:
i X" — X7
(1,22, .., ) > (T4, Tig1, o Tigjo1)-

For any map h : X" — Y (n € Np), and for any m € N, we will denote by h*™ the map
Mo xntm s ym given by ht™(z) = (ho mpt1(z), homapni1(x), ..., ho mmpi1(x)), for

any r € X"tm,
Definition 5.1.2. Let My and M, be two finite transducers with memory induced by the functions
f: X xX—Y and g: Y9 x2ZFxy — Z,

i.e., My is a transducer with input memory of order hy and My is a transducer with memory of
order (hg, k). The special composition of My and M, denoted by M, @ My, is the transducer
with memory of order (hy + hgy, k)

M, o M; = <X,z,th+hg x ZF 5 /\> :
where § and \ are given, for x € X" *he, » € ZF anda € X, by

6((,2),a) = (o(z,a),0(z,¢(z, 2,0))),

M(z,2),a) = ¢(z,2,a),
where QO(IE, 2 a’) = g(f O7T1,hf~|—1($)7 f oﬂ?,hf-l—l(x)v AR foTrhg7hf+1(x)’ 2y foo-(ﬂ-hg7hf+1(x)? CL))
= g(f*"(2), 2, f o o (h, ny41(2),0)) € 2.
One can now ask what is the relation between M, o My and M, e My. Renji Tao has shown the
following result [Tao09, Theorem 1.2.1].

Proposition 5.1.3. Let My = (X, Y, X" 6;,Af) and My = (Y, Z, V" x ZF 64, )) be as

above. Then, for every state in My e M there is an equivalent state in My o My.
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Proof. Let s = (z,2) € X" Ths x ZF be a state of M, e M, and define

Sf = 7rhg+1,hf($)¢ Sg = (f+hg(x)7z)'
We will show that the state (sf, s,) € X7 x Yho x Z* of My o My is equivalent to the state s.

Note that (s, a) = o(mn, n,+1(x),a), and therefore

Ao((sfvsg)’a) = )‘g(sgv)‘f(sfaa)) = )‘g(sg’f(sﬂa)) = Ag(sg»f 0 U(Whg,hfﬂ(x)aa))
= )\g(f+h9 (), 2, f o 0(Thy hpr1(2), a))
= g(f"(x), 2, f o 0 (T, n41(x), )

= Xe((7,2),a) = Ae(s,a).

Also,
do((sf,59),a) = (07(sy,a),04(sg, As(sy,a)))
= (8¢(sf,a), 04((fT(x),2), f(s5,a)))
= (0(sg,a),0(f T (x), f(sf,a)),0(z, 9(f T (2), 2, f(sg,a)))),
while

5= MXe(s,a) = Ae((x,2),a)
= (0(z,a),0(z,9(f 7 (2), 2, f 0 0(Thyn,41(2), 0))))
= (o(z,a),0(z,9(f " (x), 2, [(s5,0))))

— (&,3).
Now, note that
$f = Thy+1,n;(T) = Thy41,n,(0(2,a)) = o (T, 41,0, (2),0) = 0 (55, a),
89 = (f*1(2),2) = (fa(0(,0)),0(z, 9(f (), 2, (54, 0)))).
Hence, in order to show that 0o ((s, s¢), a) = (37, 34), one only needs to check that f+"s (o (z,a)) =
o(ftha (@), f(sy,a)):
o(ftha(x), f(s,a)) = a(fT9(x), f(Thy+1,n,(2), a))
=o(fomn1(2), foman1(x),. .., fomnghp41(2), f(Thgt1n,(7),0))

= (fomon,41(®), .., f O Thyny41(2), f(Tngr1n, (@), ) = fH9 (w20, (), )

:f+hg(a($va))- u
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Notice that, given an input sequence av € X"#Ths and two equivalent states, s € Xrthe x ZF
of My e My and (s, s,) € XM x Yha x ZF of M, o My, as defined above, both compound
transducers produce the same output. Since for every state in M, @ M, there is an equivalent
state in M, o My, one can use the usual composition instead of the special composition, if one

chooses an initial state of M, o M/ that is equivalent to a state in M, e M.

In the FAPKC, the public key transducers are obtained using the special composition. Moreover,
since every state has an equivalent state in the transducer obtained with the usual composition,
in the FAPKC it is never used an initial state that is not equivalent to one in the public key
transducer. Therefore, for now on, it will be used indistinguishably the usual and the special

composition when refering to the public key transducer.

Let My = (X, Y, X" 6;,Af) and My = (Y, Z,V" x ZF 54, \y) be two finite transducers.
To compute the equation that defines the compound transducer M, one can use any of the
compositions presented, since their output is the same. If one knows M} and M, the compound
transducer will be seen as M, o My, because the usual composition is more natural. However,
when one only knows M, it has to be seen as M e M ¢, because the symbols in ) have no meaning.
In the case of knowing My and Mg, if one only knows the initial state s € Xhithe x Zk of M,
then one has to find the equivalent state (sf, s;) € X" x V"5 x Z¥ to be able to use the usual

composition.

Example 5.1.4. Let M; = <F%,F§,Fg, oy, )\f> be a linear finite transducer with input memory
of order 2 and M, = <F§’,F%,F%2,5g, /\g> be a linear finite transducer with memory of order

(1,3). My and M, are defined as follows:

1 0 0 1 0 0 1 0 1
Mi:ysy=10 1 0|42+ |0 1 1| @41+ |0 O O @, fort > 0.
0 00 0 01 01 0
1 10 1 10 1 0 1 1 0 0

Mg:2ze43=10 1 Ol %1+ |0 O O|we+ [0 O 1|2e42+ |0 1 0 2, fort > 0.
0 0 1 1 0 0 0 0 0 010

To compute the compound transducer M = Mg o My, one only has to substitute the (y;)i>0

symbols in the equation of M, by the relations of (x;);>0, obtained with the equation of M.
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Since
110 110 11 1 1 0 1
01 0lwsr1=10 1 0|43+ |0 1 1| @42+ |0 0 O| @41, fort > 0. and

0 01 _000_ _001_ _010_
110 11 0] 11 1] 10 1]
0 0 0lye=10 0 O|zt+2+ |0 O O|Tt41+ |0 O 0|z, fort >0,
100 100 1 00 1 01

the compound transducer M has memory of order (2 + 1,3) = (3,3) and is given by:

1 10 0 0 1 010 1 0 1
M:z43=10 1 0|xe+3+ [0 1 1| T2+ [0 0 O| 241+ |0 0 Of 2+
000 1 01 110 1 0 1

1 0 1 1 0 0
+10 0 1|242+ |0 1 0Of =2, fort>0.

000 010
Theorem 5.1.5. Let My = (X,), So,d0, No) and My = (), Z,51,01, A1) be two finite trans-
ducers injective with delay 19 € Ng and 7 € Ny, respectively. The compound transducer

M = M o My = (X, Z,S,0,\) is injective with delay 19 + 7.

Proof. The transducer M is injective with delay 79 + 7 if
Vse S, Vo, o' € X, VYu,p/ € X s, zp) = N(s,2'y) = =z =1
Since the transducers M, and M; are injective with delay 79 and 7, respectively, one has:
Vsg € So, Vo, 2" € X, Va,a’ € X7, X\o(so,wa) = Mo(s0,2'd)) = =1/,
Vs1 € S1, Vy,y' € Y, V8,8 € V™, Mils1,y8) = Mis1,y'8) = y=1y"

Let 2, 2" € X, azy, 0l € X, ar 0l € X, p= anar, € X0 and pf = of of € X
Let sg € Sp, s1 € S and s = (sp,$1) € S. Recall the definition of the output function in the
usual composition presented in Definition [5.1.1 A((so, s1),2) = A1(s1,Ao(S0,2)). Then, the

following statements are equivalent:
A(s,zp) = A(s, 1)
A1(s1, Mo(s0, 2)) = A1 (s1, Ao(s0, 2'1))

A1(s1, Ao (80, zar,ary ) = A1(s1, Ao(so, x’o/mo/ﬁ)).
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Let >\0(307 xaman) = yﬁﬂ)ﬂn and >‘0(307 .Z'/Oéf,.OOé;.l) = y/ﬁ;o ;—11 for some Y, y/ €, /87'07/87'0 SN

and B3, B, € Y. Mj is injective with delay 71, then y = %' and 3,, = /3, . It follows that

YBry = ylﬁs'o < Ao(s0,z0r) = )\0(80,1”0&2—0).

Since My is injective with delay 79, one has x = 2’. One can conclude that M is injective with

delay 79 + 7. O

Notice that, in the previous proof, it was used the formula of the output function in the usual
composition. However, it was proved in Proposition that the output of the compound
transducer is the same in the usual and in the special composition, therefore, the result is also

valid for the special composition.

Example 5.1.6. The transducers My and M, presented in Example are invertible with

delay 1 and 0, respectively. The transducer M = My o My is invertible with delay 1.

5.2 General Discription of FAPKCs

The first FAPKC system was proposed in 1985 by Tao and Chen in a paper (in Chinese) and
was named FAPKCO. An English description of it was presented in a later work of the same
authors [TC86]. In this system, the private key is composed by the inverses of two injective
transducers with memory, where one is a linear finite transducer T-injective (7 > 15), and the
other is a quasi-linear finite transducer with delay 0. This inverses can be easily computed, as
seen in the last chapter. The public key is the result of the composition of the original pair,
thus obtaining a non-linear finite transducer. In 1986, Tao and Chen published two variants
of the cryptosystem FAPKCO, named FAPKC1 and FAPKC2 [TC86]. In FAPKC1, the two
finite transducers whose inverses compose the private key have the same characteristics that in
FAPKCO. But, in FAPKC2, the quasi-linear transducer is invertible with some delay different than
zero. Later, two new cryptographic schemes appeared: FAPKC3 and FAPKC4, presented by Tao
et al. [TCC97] and by Tao and Chen [TC97], respectively. Meanwhile, some other schemes of
Public Key Cryptography based on finite transducers were developed (the system FAPKC93 was
presented in a PhD thesis written in Chinese, and a variant of FAPKC2 was put forward by Bao
and Igarashi [BI95]). All of these systems are similar in structure, their main difference being the

choice of the transducers for the private key.
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The crucial point of these cryptosystems’ security is that it is easy to obtain an inverse of the
compound transducer from the inverses of its factors, while it is believed to be hard to find that
inverse without knowing those factors. On the other hand, the factorization of a transducer

seems to be hard by itself.

It is known that, if one of the finite transducers that originate the private key is linear and the
other is invertible with delay 0, the cryptosystem is insecure [BI95] (which is the case of FAPKCO,
FAPKC1, and FAPKC93). However, if the two finite transducers are quasi-linear or one of them
is linear and the other’s delay is greater than 0, the FAPKCs seem secure whenever a so-called
linear R, Ry check process is included in the key-generator [Ta095]. FAPKC2, FAPKC3, and
FAPKC4 are examples of such FAPKCs.

In the next section, it will be presented the Bao-lgarashi attack to FAPKC. In order to understand

the attack, first, let us properly introduce these cryptosystems.

5.2.1 Cryptosystems FAPKC

In all FAPKCs, the private key is composed by the inverses of two or more finite transducers and
their initial states. The public key is given by the composition of all finite transducers whose
inverses are in the private key, as well as its initial state. Usually, the input and the output
are 8-dimensional vectors over s, since all characters can be represented by a byte. The main
difference between these cryptosystems is the type of the transducers that originate the private
key. The FAPKC as presented in this section is the base of all FAPKCs. Although it has been
proved as unsafe (the attack will be presented in the next section), this scheme is one of the few
for which it is possible to construct examples. For the versions pointed out as safer, there are no

examples available and the method presented by the author is not clear.

The procedure of generating key pairs is the following:

1. Choose a quasi-linear finite transducer with memory, My, invertible with delay 0. Compute

an inverse transducer of My, M, ;

2. Choose a linear finite transducer with memory, M, invertible with delay 7 (typically

7 > 15). Compute an inverse transducer of M, denoted by Mfl;
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3. Compute the compound transducer M from M, and M7, and choose initial state sy;

4. The private key is the pair (Mgl,Mfl). The public key is the compound transducer and

its initial state, i.e., (M, snr).

In FAPKC, a plaintext is encrypted using the public key transducer M, a non-linear finite
transducer with delay 7. The plaintext is the input sequence of M, and the output is the
ciphertext. Notice that, since the transducer is invertible with delay 7, one needs to append the

plaintext with 7 arbitrarily chosen symbols for the recipient to be able to recover the full message.

To decrypt the ciphertext, one only has to use the inverse transducers MO_1 and M1_1 in the
private key with the initial states obtained from the inverse states of the ones that compound the
equivalent state of sy for the usual composition. Other possible way to decrypt the ciphertext
is by computing the inverse transducer of M from My ! and M; ', M~ = My ' o M !, and its

initial state (the inverse state of sy/).

The principle of encryption and decryption of FAPKC is as shown in the next figures, where the
plaintext is a sequence of length m + 1. Mj is a quasi-linear transducer with input memory of
order hy € Ny and delay 0, M; is a linear transducer with memory of order (hi, k), h1,k € No,
and delay 7 € N, and M| and M| are the respective inverses. Futhermore, M is the compound

transducer of My and M, and M’ its inverse.

M
plaintext + arbitrary sequence ciphertext

_______

B . T TR, b P e T e S Egt Bt By Tt s

___________________________________________

ciphertext plaintext

Zpt ot gt B+ F B Hpgeny T F Appanom

Figure 5.2: Principle of Decryption of FAPKC

Next, it will be presented two simple examples of the encrypt and decrypt procedures on FAPKC.

Let My = <F§,F%,Fg, do, )\0> and My = <F§,F§,Fg, 01, )\1> be the transducers defined as follows:
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_1 0 0_ 1 0 0 1 0 1 0 00
Mo:yy=10 1 0| @42+ |0 1 1|@e41+ [0 0O O|xe+ |0 O 1| Te4124, fort > 0.
_O 0 1_ 0 0O 01 0 1 0 0
1 0 0 10 1 10
My:ze=10 1 O|Yt+2+ |0 O 1|Y+1+ [0 1 0wy, fort >0.
_0 0 0_ 0 00 0 0 1

My is a quasi-linear finite transducer with input memory of order 2 and invertible with delay 0,
and Mj is a linear transducer with input memory 2 and invertible with delay 2. To compute
the compound transducer M = Mj o My, one only has to substitute the (y:):>0 symbols in the

equation of M; by the equivalent relations of (z);>0, obtained with the equation of Mj:

1 00 0 0 1 1 0 1 0 1 1 1 0 1
M:zz=10 1 0| xt4a+ [0 1 0| Te43+ |0 1 Ol Zeq2+ |0 O 1| Zey1+ |0 0O Of ¢
0 0 O 0 0 O 0 0 1 0 0 0 01 0

000 1 00 000
+10 0 1| Z43Te42+ |1 0 Of Teg22e41+ [0 0 1| @gg12¢, for t > 0.
0 00 000 1 00

The compound transducer is a non-linear finite transducer with input memory of order 4 and

invertible with delay 2. Then, the public key is composed by the transducer M and some initial
1 1 0 0

state s, for example, s =< zg, x1, 22,23 >=< |0]|, [1], |1|, 0] >-

0 0 1 1

Example 5.2.1. If one wants to encryt a message to the owner of the public key presented

before, one just needs to compute the output using the transducer M and the initial state given.
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1] (0
For example, to encrypt o = x4x5 = |0| |0|, one has:
0] |0
-1- -1- -0- -0- -1- -1-
20 = A< xo, z1, 2,23 >,24) = A | < |0]|, [1], |1],]0] >, 0| | =]0
0 0 I 0 0
1 0 0 _1_ 0 0
21 =M< 1,20, 23,24 >,25) =N | < |1], 1], [0],|0] >, o] | = |1
0] (1] (1] [0 0] 0

But, since the transducer has delay 2, one needs to append the plaintext with 2 arbitrarily chosen

of |1
symbols, say B = xgx7 = |0]| | 1|, and calculate the respective output:
1] |1
0 0 1 0 0 1
29 :)\(< xr2,T3,T4,T5 >,l‘6):>\ < |1(,10|, 0|, 0| >, 1|0 =10
1 1 0 0 1 1
o] [1] [o] [o] |1 1
z3 = A< x3, x4, 5,26 >, 27) = A | < (0], |0]|, |0, |0 >, |1 =1
1 0 0 1 1 0
1] [0] [1f |1

Then, the ciphertext is A(s,a8) = 0] [1] |0] |1]-
Of (O] [1] |0

For the decryption process, it is necessary to compute the inverses of the transducers My and
My, which will be the private key. To do that, one just needs to aplicate the procedure presented

in Chapter [4] So, the inverse transducers are defined by:
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(1 0 0 100 10 1 00 0

My o= 10 1 Olwe+]0 1 1|21 +]0 0 0@+ |0 0 1| @1z, fort >0.
0 0 1] 000 010 100
0 0 0] 100 10 1 10 0

M7 iya=10 0 0| z42+ {0 1 0|2+ [0 0 1|4t +|0 1 0|y, fort>0.
0 0 1] 00 0 000 000

Notice that Mgl is a quasi-linear finite transducer with memory of order (0,2) and Mfl is a
linear finite transducer with memory (2,2). The fact of Ml_1 being a transducer with input
memory equals to the delay of M is the reason why we have to append the plaintext with 2

arbitrarily chosen symbols.

Lastly, we need the initial states of these transducers. The initial state of M1_1 is < Yo, Y1, 20, 21 >=
0 1 0 0
< Mo(< o, 21 >,22), Mo(< 21,22 >,23), 20,21 >=< |0], |0],|0]|,]|1| > and the initial

0 0 1 0

state of Mgl is < x9,x3 > (it is obvious if one notices that the first input is x4).

Example 5.2.2. To decrypt the ciphertext computed in the previous example, the owner of the
public key just needs to use the inverses of the transducers in the private key and the respective

initial states. In the first place, one has to use M, L to obtain ys and ys:

o] [1] [1] [o] [1] 0]
yo = A\ (<o, y1, 20,21 >, 22) = A7 | < |o], [o], |o] . |1] > |o] | = |o
0| [o] [o] [o 1 1
1] o] [o] 1 1 0
ys = A\ (< y1,y2, 21,22 >,23) = A\ < o, o], |1] s o] > |1] [ = o
o [t] o] 1] o] 0]
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Therefore, using Mo_l, one can recover the input o = x4x5:

o] [o]  [o] 1]
zy =M< wa,m3 >,y0) = A0 | < 1], o] >, |o] | = o
o1 | 0
ol [1] 0
x5 =N (< gm0 >,y3) = Ag | < o, o] > (o] | = |0
1| [o] o] 0]

5.3 The Bao-lgarashi Attack

Bao and Igarashi proved, in their paper [BI95], a previously unknow property of invertible finite
transducers. By this property, they reduce the problem of separating My and M; from the
compound transducer M = M;j o My to a much easier problem: finding a special left common
factor of two given matrix polinomials in module matrix polynomial rings. Roughly speaking,
given a public key transducer, this property allow us to find two finite transducers M), and M{

such that, the inverse transducer of M’ = Mj o Mg, inverts M as well.

Let us start by proving a property of invertible finite transducers: only the 7 + 1 most recent
inputs determine whether a transducer is invertible with delay 7 € Ny. It will be used transducers
with input-only-memory, since the problem of checking injectivity of finite transducers with input
and output memory can be reduced to the problem of checking injectivity of transducers with
input-only-memory ( Theorem . Let 7,h € No. Let My = <X,y, X7+h,(5f,)\f> and
My g = <X,y, X7+h,6f+g7)\f+g> be a pair of transducers with input memory of order 7 + h,

defined as follows:

Mf Ut = f($t+7-+h,xt+7-+h,1, v 7xt)7 for ¢ Z 07

Myyg:ye = f(Ttrrihs Terrih—1s- - Tt) + 9(Tepn—1,- .-, 2¢), fort >0,

where f : X7th*tl & Y and g : X" — Y. Notice that the 7 + 1 most recent inputs,

Litrths Tidrth—1s - - -y Te+h, ONly appear in function f.
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Figure 5.3: Relation between My and My, g

Theorem 5.3.1. The finite transducer My is invertible with delay T if and only if My, is

invertible with delay T.

Proof. A transducer M = <2(,y, X7t g, )\> is T-injective if

Vs e XTHh vr a2l € X, Va,o' € X7, s, za) = A(s,2'd) = z =2

Since, Vs =< 20y« ..y Th—1, Thy - -+ s Thar—1 >E XM+ Yx 2! € X, one has:
)\f+g(8,$) = )‘f+g(87x/)
f(x)xT-f—h—la s ,SUQ) + g(xh—l) s 7‘T0) = f($/,$7-+h_17 s )xO) +g(xh—17 s ,.170)
f@, 21, w0) = f(@!, 2741, ..., @0)
Ar(s,z) = Af(s, ')

To prove that Vz,2' € X, Va,o' € X7 one has
Aig(s,20) = Apig(s,2'a) <= A¢(s,za) = Af(s,2'd’),

just notice that the input word has length 7 4 1 so, the inputs that appear in function g are all
part of s, i.e, are constant. Therefore, they cancel each other in A i4(s,za) = Apyq(s,2'a)

leaving with A¢(s,za) = A¢(s,2'a’).

Thus, My is invertible with delay 7 if and only if My, is invertible with delay 7. O
Next, we show that it is possible to construct an inverse transducer of My, from an inverse
transducer of M.

Let M;' = <y,x,yT x X7+h,5;1,AJ:1> be an inverse transducer with delay 7 of M. Let
s =< T0,%1,...,Tr4h—1 > be the initial state of My and za € X x A7 be an input se-

quence. If y = yoy1...yr € V7! is the output of My, ie, y = Af(s,za), and s7! =
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< Y0y YLy e+ s Yr—15 X0y L1y« -y Tryp_1 >, then M'f_1 can recover x because x = A;l(s_l,yT).

The output ¥/ = Yy} ...y- € Y"1 of My, for the same input sequence, is given by
Y = Yt + 9(@epn1,. .., w), for 0 <t < 7.

To invert My 4, given ', one just needs to compute y; = y; — g(T41p—1,...,2), 0 <t < 7,

and use Mf_1 to recover .

The principle of constructing Mf_jg is illustrated in the next figure.

(V'ozeze

. ) .. . -1
Figure 5.4: Principle of constructing Merg

Notice that, if one has two transducers My and My, in the previous conditions, then one
can see any of them as the base transducer or the extended one. Let My = My, ie,
fleXTHhHl 5 Y such that f' = f +g. One can see My as M,y where g/ : X" — Y is

such that ¢’ = —g.

Example 5.3.2. Let My = <IF§,IE‘§,IF‘3, d¢, )\f> be the transducer with input memory of order 3
defined by:

Yt = f($t+3,90t+2,93t+1,$t)

1 00 1 10 1 00 1 0 1
=10 1 O|@e43+ [0 1 O| @42+ |0 1 O| @41+ |0 1 1| x, fort >0,
000 0 0 1 1 01 1 00

where (z1)i>0 € F3, (yt)i>0 € F3 and f : F* — F3. My is invertible with delay 1 and its inverse

transducer, M;l = <F§,F§’,F52, 5;1, )\171>, is given by:

00O 1 00 1 10 1 00 1 0 1
T3 =0 0 Ol Y1+ [0 1 Olyt++ |0 1 O|Tte2+ |0 1 O] Zer1+ |0 1 1] x¢.
0 0 1 0 0 0 1 01 1 00 0 0O
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Let Myyy = <IF'§, F3, F9, Oftgs /\f+g> be the transducer with input memory of order 3 defined by:

10 0 110 0 0 0

vy=10 1 0|43+ [0 1 0| By +

0 00 0 01 010

where (z1)1>0 € F3 and (y;)t>0 € F3. If one considers g : FS — F3

1 00
gz, i) =10 1 1

1 11

theny; = f(xi43, Tir2, Tis1, 21)+9(Te, Tep1), fort > 0. Let s =< xp, 1, 22 >=< |0

be the inicial state of My, (also the inicial state of M) and o = x3x4 = |1

input sequece. Then, the output of My, is:

0 0 1f@t+1+

Tep1+ |1 10

0

yéyi = )‘f-l-g(saa) =11

Since yr =y, — g(xt, x441), for t = 0,1, one has:

y0:y6—9($0,$1):y6—g 0

v =9y, —glz,22) =y —g | |1

1

0 00

0 00

0
1
0

10

where

Tt,

Let s~' =< yg,x0, 21,22 > be the initial state of M;l and let vy, be

output is:

0

Ajjl(s_lvyl) = |1| = xs3.

0

10 1

1| x4, fort >0,

1 00

1

0

0
be the

- o o V-
= O
=

0

the input. Then, the

This way, one can recover the input symbol x3 of My, using the inverse transducer of M.
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Now, we are in condition to present the Bao-Igarashi attack to FAPKC.

Let My and M; be the transducers whose inverses are in the private key. Let My = <X,y, xho,
d0, A\o) be a quasi-linear finite transducer with input memory hy and invertible with delay 0

defined by

ho ho—1
My : y = Z Bjxyip,—j + Z Bjxiing—j Tighg—j—1, for t > 0,
Jj=0 J=1

where, for some £ € N, (Bj)o<j<hy,(Bj)i<j<ho—1 € M(F2) and By is an invertible matrix.
The operation - is defined to be componentwise multiplication, but could be any other non-linear
binary operation. Notice that, x5 only appears in the linear part of Mj. It is easy to see that

the transducer Mo_l, with memory of order (0, /), given by:

Ro ho—1
-1 -1 >
My~ xgpng = By |y + ZBjxt+h0—j + Z Biwyihg—j - Tiyno—j—1 |, fort >0,
Jj=1 J=1
is an inverse transducer with delay 0 of My. For any initial state so =< xq, 21,...,2,_1 >€ X"
of My, its inverse state in M(;l is also < xg,x1,...,Tp_1 >.

Let M; = <y,z,yh1,51,A1> be a linear transducer with input memory h; and invertible with

delay 7 € N, defined by

h1
My z = ZAiytHzri’ for t > 0 and A; € My(F2).
i=0

The compound transducer M = Mj o My is obtained by substituting (y:):>0 in the definition of

M, by the ones given by the equation of M (as seen in the previous section).

h1 ho ho—1
M: z = Z A; Z BTy hgthy—j—i + Z BTt hothy—j—i* Tithothi—j—i—1 |, fort > 0.
i=0 =0 =1

This equation can be simplified as follows:

ho+h1 ho+h1—1
M: z = Z CrTithothi—k + Z CrTtyhothy—k * Tt4hothy—k—1, for t >0,
k=0 k=1
where
Cy = Z A;Bj, for k=0,1,...,ho+ hq; and

itji=k

Cp = Z AiBj, fork=1,2,...,hg+hy — 1.
i+j=k
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In fact, the Bao-lgarashi Attack only works when the delay of the transducer Mj is such that
7 < hg and 7 < hy — 1. Here, it will be presented a generalization of the attack. In order to
do that, one has to extend the input memory of the transducers, with as many null matrices as
necessary, in order that 7 verifies the previous conditions. Let M = <X,y,2(h,5, )\> be a finite

transducer with input memory h defined by

h
Y = ZAiIt—i-h—m fort >0,
i=0
where (2¢)i>0 € X, (y)i>0 € Y and s =< xg, Z1,...,Tp—1 > is the initial state. The extended

transducer M* = <X,y,0fhm(X)X1 X Xh,é*,)\*> with input memory of order h + £ is given by

h+¢

Yt = ZA;$t+h+f—i7 for t > 07
1=0

where A, = A; fori =0,1,...,hand A; =0fori=h+1,h+2,...,h + ¢, i.e, the extended

transducer is defined by
h

Yt = Z Aixypge—i, fort > 0.
i=0
The initial state of this transducer is also appended with ¢ null vectors, so it is given by

<0,.0,0,20, 21,y Tt >€ O gy, X A Let 0 =< 0,...,0 >€ 0% 4y, The state

transition function 6* is defined as follows
§*(< 0,5 >,2) =< 0,0(s, ) >, where z € X and s € X".
It is obvious that the transducer M and the extended transducer M* are equivalent.

Example 5.3.3. Let M = (F%,F%,Fg,é,)\> be a finite transducer with memory of order (2,0)
defined by

110 0 00 1 01
=10 1 0|®42+ [0 0 1|@et1+ |1 0O 1|z, fort >0,
0 0 1 010 1 00

where (z;)i>0 € F3, (yi)i>0 € F3 and sg =< xg, 21,72 > is the initial state. The equivalent

transducer with input memory of order 5 is given by

1 10 0 0 0 1 01 0 0O 0 00
Ye=10 1 0| T¢4a+ |0 O 1| ZTe43+ (1 O 1| Zer2+ ({0 O Ol X1+ |0 O Of g,
0 0 1 010 1 00 000 0 00
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where (z¢)1>0 € F3, (yi)i>0 € F3 and so =< 03x1,03x1, %0, T1, T2 > is the initial state of the

transducer.

Let A, B, 1:3 C, é be the following sets of matrices in the equations that define the transducers
My, My and M, as presented before:

A={4;:0<i<h}, C={Cr:0<k<ho+hi},
B={B;:0<j<ho}, C={Cr:1<k<ho+h —1},

B={Bj:1<j<hy—1}.

Suppose that, for the sets of matrices C and C, one can find a new set of matrices A’ = {A; :
0<i<rt}, B ={Bj:0<j <7} (where B} is invertible) and B’ = {B; :1 < j <7} such

that Cp, = > A;-B;-, for k=0,1,...,7,and C = 3 A;Bg fork=1,.., 1.
it+j=k it+j=k

It is easy to construct a quasi-linear finite transducer, M}, from the sets B’ and B'. This
transducer is invertible with delay 0, since B is an invertible matrix. It is also easy to construct

a linear transducer, M{, from A’. Then, one can construct the transducer M’ = M7 o M.

2T 2T
/ / ~/
Mz = E CrTthotrhi—k + § Cr®tiho+hy—k * Tt+ho+hi—k—1, Tor t >0,
k=0 k=1

where C] = ' Z AiBj, for k=0,1,...,27 and Cl = ‘ E A;B;-, for k =1,2,...,27. Since
i+j=k ~ ~ i+j=k

Cp = C for k =0,1,...,7 and Cp, = C}, for k = 1,2,...,7, the transducers M and M’

have the same coefficient matrices for the 7 + 1 most recent inputs. This means that, from

Theorem and since M is invertible with delay 7, M’ is also invertible with delay 7. Thus,

as illustrated in Example [5.3.2] one can contruct an inverse transducer with delay 7 of M from

M=t = Mgt o My

The problem of finding such sets of matrices A’, B and B’ can be solved as follows. Let B}, be

the identity matrix and B} = 0 for j = 1,2,...,7. Then, since one wants C = . AiBj,
i+j=k

one just needs to choose A, = Cj, for i = 0,1,...,7. One can find the set of matrices 5’ such

that C, = Y A;B} = Y. C;B), for k =1,...,7, by solving the following system of linear

it+j=k i+j=k
equations
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Co 0 0 Bi CN'l
Cl Co 0 Bé 62
Crm1 Crg -+ Co] _B;_ _C'T_

This system definitely has solutions. Actually, one simple solution is obtained using the facts that

Co= % AiBj,forkzl,Q,...,T, and C, = > A;Bj for k=0,1,2,...,7, as follows:

it+j=k i+j=k
_él_ [ AO O 0 | _Bl_
Cy A A 0 |B>
_ér_ _AT—l A'r—2 AO_ _BT_
— - - 4 - - -1 ~ A
Ag 0 0 By 0 0 By 0 0 By
A A 0 B, By 0 By B 0 By
Ar1 Aro Ao| [Br—2 Br-3 By| |Br-2 Br-3 By | _BT_
_ a4 - =1 o -
Co 0 -0 By 0 0 B,
4 Co 0 By By 0 BQ
1Cr1 Cra Co| |Br—2 Br-3 By | _Br_
Therefore, one solution of the system is given by:
- - ~ - —1 ~ ~ -
B By 0 0 By
Bé Bl BO 0 B2
_BZ 1] | Br—2 Br_3 By | _BTfl

After finding the sets of matrices A’, B’ and 15/, one can easily break the FAPKC by constructing

an inverse transducer of the public key transducer M.
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Example 5.3.4. Let M = <IF§’, F3, Fi2 4, )\> be the public key transducer with input memory 4
and invertible with delay 2 presented in the previous section (Example and defined by

1 0 0 0 0 1 1 0 1 0 1 1 1 0 1
M:zz=10 1 0|@44a+ |0 1 Ol @43+ [0 1 OfZe42+ [0 O 1| @41+ |0 0 Of 2t
0 0 O 0 0 O 0 01 0 0 O 0 1 0
0 0 O 1 0 0 0 0 O
+10 0 1| @e4sxeq2+ |1 0 O Te2Tep1+ |0 O 1| Tep12e, fort > 0.
0 0 O 0 0 O 1 0 0

Since M is invertible with delay 2, one has to extend its memory to 5, because Mé has to have

input memory of order 2 and M/ input memory of order 3. Therefore, consider M defined by

1 0 0 0 0 1 1 0 1 0 1 1 1 0 1
M:zz=10 1 0|Tee5+ [0 1 O] Tggat+ [0 1 OfTy3+ |0 0 1| Tea2+ {0 0 0] Tet1
0 00 0 00 0 01 0 0O 010
0 00 1 00 0 00
+10 0 1| Zt4amiq3+ (1 0 O Te43Teq2+ |0 0 1| Teg2Teq1, fort > 0.
0 0 O 0 0 O 1 0 0

It is easy to construct Mj from Ap, A}, Ay since A} = Cj, for j = 0,1,2.

1 00 00 1 101
M{:zz=10 1 O|y42+ 1|0 1 O| w1+ |0 1 0]y fort>0.
00 0 000 00 1

To construct M}, one needs to find the matrices B, B}, By, B}, By. The matrix B) is the
identity matrix, B}, By = 0, and B}, B}, are obtained by solving the following linear system:
Co 0| |B, Cy
Cl C() Bé C2

0 0 0 0 0O
One solution of the system is Bi =10 0 1| and Bé = |1 0 1|. Thus, M} is the transducer
1 0 0 0 0 0
with input memory of order 3 defined by
1 0 0 0 00 0 00
My:ye=10 1 0| @3+ [0 0 1| Te2zeq1+ [1 0 1| Zegamy, fort > 0.
0 01 1 0 0 0 00
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The compound transducer M' = M o M, is given by:

100 001 10 1 00 0
M:zi=10 1 0|45+ [0 1 0| Zega+ |0 1 0| T3+ |0 0 1| TeraZegs
00 0 00 0 00 1 00 0

100 100 00 0
+ (1 0 0| @43%¢42+ |1 0 Of Teg22e41+ |1 0 1| Tegp124, fort > 0.
00 0 100 00 0

Notice that the transducers M and M' have the same coefficient matrices for the 3 most recent

inputs, i.e., z; = z; + (T2, X141, x¢), for t > 0, where

01 1 1 01 1 00 000
9(@tr2, Tey1,26) = |0 0 1| Zeg2+ |0 0 O Tepat |1 0 1| Tepoxer1+ |1 0 1| Tep1e.
000 010 0 00 0 00
This means that one is in conditions to apply Theorem that allows to invert M from an
inverse transducer of M'. To invert M’ one just has to compute M'~1 = M('fl o M{fl. Let

Mt = (F3,F3,F3, 8’1, N'~1) be an inverse transducer of M' defined by

000 100 00 1 10 1

M izes=10 0 0|24+ ]0 1 0|21+ [0 1 0| Zerat |0 1 0] 2ess
00 1 000 000 000

000 100 100 000

+ (0 0 1| Xt44x43+ (1 0 O Te43%e42+ |1 0 Of Te42@e+1 + |1 0 1| Tp12¢-

100 000 00 0 000

Recall that, from Example|(5.2.1| the initial state of the transducer M is s =<

Of,|1],(1],]0

0 0] |1 1

0 1 1 0 0

Since M’ was extended, its initial state is s' =< 0,9, x1,22,23 >=< [0], (0], 1], |1]|, |0

0

(aw]
[a)
—
—

1 0 1 1
Given the ciphertext zgz12023 = [0| |[1| [0| |1|, and because M’ is invertible with delay 2,

Of 10| |1} |0
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the initial state of M'~! is '~ =< 2}, 2},0, 20, 1, 22, 73 >, where

1 I [1] |0 1 1 0
2o =20+ g(x1,20,0) = [0 +9g | [1]. |o],|o| | = |o| +|1] = |1],
0 0| |o] |o 0 0 0
0 o |1] |1 0 1 1
21 =21+ g(xe,x1,20) = |1| +9 | 1|, |1],]0] | = 1|+ o] = |1
0 1f {o] |0 0 1 1

To decrypt z2z3, one has to proceed as follows: compute zl, from z,, recover x4 using the

transducer M'~1, and repeat the procedure to z3.

1 0 0 1 1 0 1
2y =2+ g(xs,x9,21) = 0| +g| 0], |1],|1] [ = [o] + [0o] = |0
1 1 1 0 1 1 0
1
3;4:/\’*1(< z{),z’l,O,xO,xl,xQ,xg,>,z§) =10
0
1 1 0 0 1 1 0
2y =23+ g(xa,23,22) = |1| +g | (0], |0|, |1 | = [1] +|1| = |0
0 0 1 1 0 0 0
0
Ty5 = >\,_1(< 21,25,0,271,1'2,.’1,'3,1}4 >7Zi,’)) =10
0
1| |0
The plaintext recover, i.e., x4x5 = |0| |0|, is the correct one (as can be confirmed with
0| [0

Example .



Chapter 6

Conclusion

In this work, we presented concepts and known results on general finite transducers as well as
on finite transducers with memory, linear and quasi-linear ones. We simplified the language
used by Tao and illustrated the concepts with a wide variety of examples. Furthermore, we
extended the definition of quasi-linear finite transducers with memory, presented by Tao without

any justification to the fact that the most recent inputs only appear in the linear part.

We formalized Tao’'s method of checking injectivity of linear finite transducers with memory, with
an algorithm that simultaneously obtains an inverse transducer. Also, we presented a necessary
and sufficient condition to invertibility of linear finite transducers with memory. Considering the
difficulty of this procedure, we illustrated all phases through a simple example. The same was

done to quasi-linear finite transducers, and all results were extended to our new definition.

We presented a new formalization of the two different ways to compose finite transducers
described by Tao, and presented results regarding the order of the memory and the injectivity
delay of compound transducers with respect to its factors. We given a general description of all
FAPKCs by means of a general scheme, the only one that we can understand through the papers
we had access. For this base scheme, we presented a key generation procedure as well as the
encryption and decryption processes. Lastly, we presented the Bao-lgarashi attack to FAPKC.
This attack was never illustrated through an example, and the related papers lack complete proofs
and explanations. We formalized and extended this attack to all cases that involve invertible linear

transducers with delay 0, since the original attack only works for special cases. We also illustrated

81



FCUP | 82
Conclusion

this attack through an example.

For future work, it will be important to understand the other variants of FAPKC, particularly, how
the key generation could be done. After that, one should consider the possibility of extending the
Bao-lgarashi attack to other FAPKC schemes. It is conceivable that this attack can be modified
to factor compound transducers obtained from transducers with non-zero delay. Although many
papers refer that the FAPKC schemes after FAPKC2 are not vulnerable to this attack, no evidence
has been provided so far. Another fundamental direction of research is the study of general non-

linear finite transducers and their invertibility.



Appendix A

Number of Verifications Needed to

Test Invertibility of Transducers

Let M = (X, Y, X" x V¥ 5,)) be a finite transducer with memory of order (h, k). Considering

the special structure of finite transducers with memory, it is plausible that the number of checks

required to see if M is w-injective is lower than ‘S‘('# where S = X" x V¥ In fact, we

suspect that M is w-injective if and only if there exists a non-negative integer 7 < hdim(X)

such that M is injective with delay 7.

First, we start by doing some practical tests with linear finite transducer with only input memory,

since the problem of checking injectivity can be reduced to these transducers. In the first tests,

we check T-injectivity for all possible linear finite transducers with input memory of order h, for

h=1,2,3, over Fy , i.e., all possible transducers M such that M = <F§,IE‘§, (F%)h,é,)\>. The

results obtained are summarized in the next table.

number of 7-injective transducers not cotal ‘S‘(‘g‘_l)
7T=0|7=1|7=2|7=3|7=4|7=5]|7=06 | w-injective
h=1] 96 78 18 - - - - 64 256 6
h=2| 1536 | 1248 | 654 234 72 - - 352 4096 120
h =3 | 24576 | 19968 | 10464 | 5262 | 2250 | 936 288 1792 65536 2016

Table A.1: Injectivity of transducers M = <F§,F§, (]F%)h ,0, >\>, forh=1,2,3
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From the results presented, one can see that the linear finite transducers of the form M =
<IF%,F%, (F%)h,é, /\> with input memory h, for h = 1,2, 3, are w-injective if and only if they are

T-injective for 7 < hdim(F3) = 2h.

Let / € N. We are able to construct a generic linear finite transducer M = <IF£, 7%, (Fé)h ,0, )\>,

with input memory of order h € N, that is invertible with delay 7 = h¢:

Id,_ O¢p_ O¢p_ Idy_
M :y = ot (= Tipp + (E=1)x1 ot x, fort > 0.

O1x(6-1) 0 1 O1x(e—1)

Example A.1. Let M = <IF§‘,IF‘21, (IF%)Q,(S,)\> be the linear finite transducer with memory of
order 2 defined by:

1000 0 0 0 0 0100
01 00 00 0O 0010
My = Teyo + Ter1 + x¢, fort > 0.
0 0 1 0 0 0 0 O 0 0 0 1
_0 0 0 0_ _0 0 0 0_ _1 0 0 0_
M is invertible with delay T =2 x 4 =8

To understand the construction of the generic example, one has to notice that the coefficient
matrix of x;yp is in reduced form and only has one null row. The information missing in this
matrix is related to the last component of x;, . If one applies a R} transformation, the last row
is shifted one matrix to the left. It is necessary h R; transformations to enter a non-null row in
the coefficient matrix of z;y,. The first non-null row arriving at this matrix is equal to the first
row, therefore, one has to apply a R, transformation, adding the first row to the last one. After
this transformation, the coefficient matrix of z;,; continues equal to the inicial one, but in the
last row of the coefficient matrix of x; appears the first row. After another h Ry transformations,
this row enters in the coefficient matrix of z;, 5 but it is cancelled by its second row in the R,
transformation. This process repeated ¢ times, until the row [00...01] enters in the first matrix,

which now has full rank. Therefore, the transducer is invertible with delay h¢.

The question now is if it is possible to have other matrices instead of the null ones that
increase the delay. In order to test this hypothesis, we consider the linear finite transducers
M = <IF‘§, F3, (Fg’)h )0, )\>, for h = 2,3, and we replace the null matrices by all possible matrices
with dimension 3 over Fy. Then, we check the transducers injectivity. The results obtained are

in the next table.
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number of 7-injective transducers not cotal | 15105120
T <3h T > 3h w-injective 2
h =2 512 0 0 012 2016
h =3 | 262144 0 0 262144 | 130816

Table A.2: Injectivity of a subset of transducers M = <]F§,IF%, (Fg)h , 0, )\>, for h =2,3

From the previous table, we have that none of the transducers generated has delay greater than

3h.

Although the tests presented may not be statistically relevant, we don't find any transducer that

refutes our claim. For future work, it will be important to prove this result.
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